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AHHOTaIUI

JucuumnnuHa «3amuTra ceTell OT HECAaHKIIMOHUPOBAHHOTO JOCTYHa» BXOIUT B
00pa3oBaTeNbHYI0 MPOrPaMMYy BBICHIETO OOpa30BaHHS TIO0 HAIMPABJICHHUIO TOJITOTOBKH/
cnermansHoct  11.03.02  «HPOKOMMYHUKAIIMOHHBIE TEXHOJIOTUM U CHCTEMBI CBS3H»
HaIpaBJICHHOCTH «IIporpamMMHO-3aIIUIIIEHHBIE WH()OKOMMYHHKAITAN. JucnunimHa
peanuzyercs kadenpoit «Ne51».

JucnurniunHa HareneHa Ha OpMUPOBAHUE Y BBIMTYCKHUKA CIIEAYIOMNUX KOMIIETEHIIAMN:

[IK-6 «Crnoco0eH oreHHBaTh MapaMmeTpbl OE30MaCHOCTH W 3allUIIaTh MPOrpPaMMHOE
o0OecrieueHre W CETEBbIE YCTPOMCTBA aJIMUHUCTPUPYEMON CETH C MOMOIIBIO CHEIHATbHBIX
CPEJICTB yNpaBjieHHs 0€30MaCHOCTHIO»

[IK-7 «CnocoGeH ocCylecTBISATh Pa3BUTHE TPAHCHOPTHBIX CETEM W ceTed mnepenayu
JAHHBIX, BKJIIOYAs CETH PAJHOJOCTyIMa, CIIyTHUKOBBIX CUCTEM, KOMMYTAIIHOHHBIX MOJCUCTEM U
CEeTEBBIX IIATHOPM»

[IK-10 «CriocobeH K agMUHHUCTPUPOBAHHUIO IMPOIECCA OICHKU MPOU3BOIUTEILHOCTH H
KOHTPOJII HCHOJB30BaHUSI U TMPOU3BOJUTEIBHOCTH CETEBBIX YCTPOMCTB, MPOTrPaMMHOIO
obecrneyeHus HHHOPMALIMOHHO-KOMMYHHUKAITMOHHOM CUCTEMBD)

IIK-11 «CnocobGeH K aJAMUHUCTPUPOBAHHMIO CpEACTB obecneueHuss 0e30macHOCTH
yAAJIEHHOTO JOCTyTa (OMEePaMOHHBIX CUCTEM U CIIEIUAITU3UPOBAHHBIX MPOTOKOJIOB)»

IMK-12 «CrnocobeH K MPOBEACHUIO PETIAMEHTHBIX pa0OT Ha CETEBBIX yCTPOWCTBAX H
IPOrpaMMHOM oOecrieueHUN HHPOKOMMYHHUKAITMOHHOM CUCTEMB»

ConepxaHue AMCHUIUIMHBI OXBATBIBAET KPYr BOMNPOCOB, CBSI3aHHBIX C HW3YYEHHUEM
TEOPETUUYECKMX U TMPAKTUYECKUX OCHOB obOecrieueHuss MHGOPMAIMOHHON O€30MacHOCTH B
MAKETHBIX MYJBTUCEPBHUCHBIX ceTsX Ha TexHosoruu |P-QoS.

[IpenogaBanue AUCUMILIMHBI MpeAycMaTpuUBaeT cieayroume G(opMbl OpraHU3aliH
y4e0HOT0 TMpoliecca: JeKINH, 1a00paTopHbIe pabOThI, CAMOCTOSTENIbHAS Pab0Ta CTyICHTA.

[IporpaMMoit AUCHUIUIMHBI TPETYyCMOTPEHBI CIEAYIONIME BUABI KOHTPOJISA: TEKYIIHA
KOHTPOJIb YCTIEBAEMOCTH, IIPOMEKYTOUHAS aTTEeCTaIUs B opMe 3adeTa.

OO6mas TpyJO0€MKOCTh OCBOEHHUS AUCIMILIUHBI COCTaBiseT 3 3adeTHbIX eauHuibl, 108
4acoB.

S3bIK 00yUeHus IO JUCIUIUINHE KPYCCKUM »



1. IlepeudeHb mIaHUPYEMBIX PE3YJIHTATOB OOYUEHUS MO AUCLUILIIMHE

1.1. llenu npenogaBaHusl JUCIUILIHHBI

[lenbto kypca "3ammura cereif OT HECAHKIIMOHMPOBAHHOTO JOCTyMa" SIBISETCS U3Y4YCHHE

TEOPETHYECKUX W TPAKTUYECKUX OCHOB OOECrmedYeHus WHPOPMAIMOHHOW O€30MacHOCTH B

MaKETHBIX MYJbTHCEPBHUCHBIX CETsAX Ha TexHonoruu |P-QoS.

B pesynbrare M3ydeHus JUCHUIUIMHBI Y CTYJIEHTOB JOJDKHBI C(POPMUPOBATHCS 3HAHMS,

YMCHUA U IMMPAKTUYCCKUC HABBIKH, IMO3BOJIAIOMINC p33pa6aTI)IBaTI) IIOJIMTUKY I/IH(l)OpMaHPIOHHOfI
6e301acHOCTH 00BEKTA 3aLUTHI U OPraHU3alMOHHO-IIPAKTUYECKHE MEPBI 110 €0 3aIlUTE.

1.2. JQucuurinHa

BXOJIUT B

COCTaB

yactd, (opmupyemMol  y4acCTHUKAMH

O6paSOBaTeJ'IBHLIX OTHOMGHHﬁ, O6p3.30B3T€J'IBHOI’I nporpaMmsbl BBICHICTO o6pa30BaH1/1;1 (I[anee -

OI1 BO).

1.3. HepequL IJIAHUPYCEMBIX PE3YJIbTATOB O6yLICHI/I}I IO JUCHHUITIIMHE, COOTHCCCHHBIX C

IUTAaHUPYEMbIMH pe3yibratamu ocBoenust OIT BO.

B PE3YIbTATC U3YUCHUA NUCHUIIINHBI O6y‘l8.l-0H.IHfIC5I JOJIKCH O6HaﬂaTL CJICAYyIOUMHU
KOMIICTCHIUAMU HJIM UX HYaCTIAMU. KOMHGTGHHI/II/I U MHAUKATOPBI UX JOCTHUXKCHUA MPHUBCICHLI B

Tabimue 1.

Ta6mmma 1 — [lepeyeHs KOMIIETEHIIMIA U UHIUKATO

OB UX JOCTHXXCHUA

Kareropus (rpymnmna)

KO,Z[ 1 HAUMCHOBAHHEC

KO,[[ U HAMMCHOBAHUC MHAUKATOPA

KOMIIETEHIINH KOMIIETEHIINH JIOCTUKEHHS] KOMIIETEHIIUU
[1IK-6.3.1 3HaeT apXuTEKTYypy, IPOTOKOJIbI U
oOuiye NpUHIUIbBI GYyHKIIMOHUPOBAHUS
anmapaTHbIX, IPOrPaMMHBIX U IPOIPAMMHO-
anmnapaTHbIX CPEJCTB aIMUHUCTPUPYEMOM
CETH
[TIK-6 Cnocoben

[1IK-6.Y.1 ymeeT npuMeHATh IpOrpaMMHBIE,
OLIEHMBATh [TapaMETPBI

anmnapaTHble U IPOrpaMMHO-aIapaTHbIE
0€30MacHOCTH U o

CpPEJICTBA 3aIIMUTHI CETEBBIX YCTPOICTB OT
3aIUIIATh IPOrPaMMHOE

HECaHKLMOHMPOBAHHOTO JOCTyTa
o0ecrieueHHe U CeTeBbIe

[Tpodeccrnonanbubie CTDONCTRA [IK-6.VY.2 ymeer nmonb30BaThCs HOPMaTUBHO-

KOMIIETEHIINH yerp . TEXHUYECKOM TOKyMeHTaluei B 001actu

aIMMHHACTPUPYEMOM CETH .
oOecrnieyeHns HHHOPMALIMOHHON

C TIOMOILIBIO
6€301acHOCTH HH(POKOMMYHHUKAMOHHBIX

CIELIMAJIBHBIX CPEICTB

IIpaBJICHUS crerem

yip [IK-6.B.1 BnageeT HaBbIKaMU U CpeACTBAMU

0€301MacHOCTHIO
YCTaHOBKH M YIPaBIICHUS
CIEIMATN3UPOBAHHBIMYU IPOTPaMMHBIMU
CPEJICTBAMU 3alIUTHI CETEBBIX YCTPOICTB
aAMMHHUCTPUPYEMOI CETH OT
HECaHKLMOHUPOBAHHOIO JJOCTYyNa

I1K-7 «Cniocoben

OCYUIECTBIIATh Pa3BUTHE

TPAHCIIOPTHBIX CETEU U [1K-7.B.1 BnaseeT HaBbIKaMH BBIPAOOTKH

ceTey meperayu JaHHbIX, | PEHIEHUH IO ONIEpaTUBHOMY

[TpodeccuonanbHble | BKIIOYAs CETU NEePEeKOHPUTYPUPOBAHHIO CETH, U3MEHEHHUIO

KOMIIETEHIINH paanoaocTyma, rapamMeTpoB KOMMYTAI[HOHHOM MOICUCTEMBI,

CIIyTHUKOBBIX CHUCTEM, CeTeBbIX MIATPOpPM, 000PYIOBAHUS U
KOMMYTAIlIHOHHBIX TEXHOJIOTUH

MIOJICUCTEM U CETEBBIX

m1aThopm»

ITK-10 «Criocoben k I1IK-10.3.1 3HaeT apXUTEKT o0rue

[Tpodeccronanbubie p Py, 001l

aIMHHHACTPUPOBAHUIO MPUHIUIBI (PYHKIIMOHUPOBAHUS CETEBBIX

KOMIIETEHIIUH

nponecca OUCHKA

YCTPOMCTB MPOTPAMMHOT0 00eCTICUCHHUS




MIPOU3BOJUTEIBHOCTH U
KOHTPOJISI UCIIOJIb30BAHUS
Y TIPOU3BOAUTEIBLHOCTH
CETEBbIX YCTPOICTB,

aJIMIHUCTPHUPYEMOI HH(POPMAITHOHHO-
KOMMYHHKAIIUOHHOW CUCTEMBI, IIPOTOKOJIBI
BCEX MOJEIIA B3aUMOJCHCTBUS OTKPBITBIX
CUCTEM

MIPOrPaMMHOTO
obecreyeHus
MH(pOPMaLMOHHO-
KOMMYHHKAITUOHHOMN
CHUCTEMBD)
[TK-11 «Cmocoben k
I1K-11.3.1 3HaeT o01mMe MPUHITATIBI
aJIMHHHACTPHPOBAHHIO
(YHKIIMOHUPOBAHUS U APXUTEKTYPY
CpeICTB o0ecrieueHus
anmnapaTHbIX, IPOTPAMMHBIX U TPOrPAMMHO-
[Ipodeccuonanbupie | 6€30MaCHOCTH .
anmapaTHBIX CPEJCTB AJIMUHUCTPUPYEMOI
KOMIIETEHITHH yAaJeHHOTO JOCTyTa
CETH; MPOTOKOJIBI KAHAJIBHOTO, CETEBOTO,
(oTmepanMOHHBIX CUCTEM U .
TPAHCIIOPTHOTO ¥ MPUKJIAJHOTO YPOBHEH
CHeIHATU3UPOBAHHBIX .
MO/IETIU B3aUMOJICUCTBUS OTKPBITHIX CUCTEM
IIPOTOKOJIOB )»
[MK-12 «CriocobeH [IK-12.VY.1 ymeer uHCTaNIUPOBATH
MIPOBEICHUIO OTIepaIMOHHbIE CUCTEMBI CETEBBIX
pEerIaMeHTHBIX paboT Ha | YCTPOWCTB; OCYIIECTBIISATE MOHUTOPUHT
[TpodeccruonanpHbie | CETEBBIX YCTPOMCTBAX U aJIMUHHUCTPUPYEMBIX CETEBBIX YCTPOICTB,
KOMIIETCHITHH POrPaMMHOM COCTaBIISITh PaCIMCaHUE PE3EPBHOTO
obecrieyeHnH KOIUPOBAHUS ONEPALIUOHHBIX CUCTEM

MH(POKOMMYHUKAITUOHHON
CHCTEMBID»

CETEBBIX YCTPOMCTB, pa3duparb U coOuparhb
aJIMUHUCTPUPYEMBIE CETEBbIC YCTPOHUCTBA

2. Mecto nucuurminHb B cTpyktype OIT

Jucuumunaa 6a3upyercs Ha 3HAHUSIX, paHee MPHOOPETEHHBIX CTYJIEHTaMHU MPH U3yYeHUH
CIIETYFOINX JTUCIIUTUINH:
— 3ammra HHPOPMALMOHHBIX MPOLIECCOB B KOMIBIOTEPHBIX CUCTEMAX;
— OcHoBBI HH(OPMAIIMOHHOHN 0€30IaCHOCTH.
3HaHus, TOJYYCHHBIE TNPH HW3yYEHUH MaTepuaja MTaHHOW JUCHUIUIMHBI, UMEIOT Kak
CaMOCTOSTENIFHOE 3HAYEHHWE, TaK M HCIOJB3YIOTCS TPH  BBINOJHEHUH  BBITYCKHOM
KBaJTM(PHUKAIIMOHHOMN pabOoTHI.

3. OOBeM U TPYIOEMKOCTh TUCITUTUIAHBI
JlaHHBIE 00 00IIEM O0BEeMe JMCIUIUIMHBI, TPYIOSMKOCTH OTACIBHBIX BHIIOB Y4eOHOMU
paboThI 1O AUCIUILTHHE (M pacrpeeiicHIE dTON TPYJOEMKOCTH IO CEMeCTpaM) IpeICTaBICHbI B
Tadimue 2.

Tabmuna 2 — O0beM U TPYJOEMKOCTh JUCITUIIITUHBI

TpynoeMKocTb 1o
Bun yuebHoi paboThl Bcero ceMecTpam
Ne8
1 2 3

Oowan mpyooemKocmp oucyunIuHl, 3/ 108 3/ 108
3E/ (1ac)
Ayoumopnbie 3anamus, BCETo 4ac. 30 30
B TOM YHCJIE:

nekrun (JI), (gac) 10 10

npaktudyeckue/cemunapckue 3anarus (I13),

(dac)




naboparoprsie padotsl (JIP), (dac) 20 20

KypcoBo#i mpoekT (pabota) (KII, KP), (4ac)

9K3aMeH, (Jac)

Camocmoamenvnas padboma, Bcero (4ac) 78 78
Buo npomesxcymounoi ammecmayuu: 3auer,

mudd. 3ager, sx3amen (3auver, Hudd. 3au, | 3auer 3auer
DK3.%*%*)

**k
IIpumeuanue: kaHaUAATCKHIl SK3aMeH

4, ConepmaHI/Ie JUCHUITIIMHBI

4.1. Pacnpepnenenue TpyA0€MKOCTH JTACIUILIAHEI IO pa3/ieiaM U BUIaM 3aHITHIM.
Paznensbl, TeMbl AUCUUILTHHBI U UX TPYAOEMKOCTh IPUBEIEHBI B TabIuUIE 3.

Tabauna 3 — Pa3nensl, TeMbl AUCUUIIIMHBL, X TPYAOEMKOCTh

Pasnensl, TeMBbI IUCIIUILINHBL Hewrmn | 113 (C3) P KII CPC
’ (qac) (qac) (gac) (qac) (gac)
CemecTp 8
Paznen 1. TloctpoeHue noaUTUKH 2 4 20
nH(GOPMaLIMOHHON 6€30MaCHOCTH MMaKETHOM
MYJIbTUCEPBUCHOU CETH
Paznen 2. TpebGoBanust nHOpPMAITMOHHON 3 12 28
0€30MaCHOCTH MaKETHON MYJIbTUCEPBUCHOU CETH
Tekyuuit KOHTPOJIb 1 10
Paznen 3. Opranu3aiioHHO-TEXHUYECKUE MEPBI 4 4 20
0 pealin3ali OCHOBHBIX TPeOOBaHUIT U
MOCTPOEHHUIO CUCTEMBI HH(OPMAIIMOHHON
0e30MacHOCTH
HUroro B cemectpe: 10 20 78
Hroro 10 0 20 0 78

4.2. CopaepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprkanue pa3/iesioB U TEM JICKIIMOHHBIX 3aHITHI MPUBEICHO B Tabnuile 4.

Ta6nuia 4 — CosepkaHue pa3aesioB U TeM JEKIIMOHHOTO ITUKJIA

Howmep pasznena

Hazanue u COACPIKaHUC PA3CIIOB U TCM JICKIIMOHHBIX 3aHATHH

1 Tema 1.1. MynbTrcepBucHBIE ceTH Ha TexHouorusax IP-QoS u ux
OCHOBHbIE (PYHKIIMOHAJIbHBIE AJIeMeHThl. OmpeiesieHne OCHOBHBIX
IPUOPUTETOB MH(POPMAITMOHHON 6€30MaCHOCTH.
Tema 1.2. Mojenu HapyuTenst M yrpos.

2 Tema 2.1. O6uue TpeGOBaHUS OCTPOCHHUS 3AIIUIICHHOM

MaKeTHOM MyJbTHCEpBUCHOM ceTH. TpeboBaHMsI K MoAcHCcTEME
oOecrieueHHs OE30MaCHOCTH CETEBOI0 B3aUMOJICHCTBUSI.
Tema 2.2. TpeGoBaHusI K MOACUCTEME ayTEeHTU(DUKALIMY U
yIpaBJICHUS T0CTYTIOM.

Tema 2.3. TpeGoBaHus K MOJCHCTEMaM KPUITOrpapUISCKOi
3alUThl UHHOPMAIMK U AHTUBUPYCHOH 3aIIUTHI.

Tema 2.4. TpeGoBaHUs K TIOJICHCTEMaM
pe3epBUPOBAHU/BOCCTAHOBICHUS HH(POPMALIUHU, KOHTPOIIS
ATaJIOHHOTO COCTOSTHUS HH(OpMAaIUu U pabodeii cpebl,
ynpaBieHus: 0€30MacHOCTBIO.




Tema 2.5. TpeGoBaHUS K CPEICTBAM MMOCTPOCHHUS 3AUTUIIICHHBIX
BUpTyanbHbIX ceTeil (VPN).

[TpoTokois hopMUpOBaHHUS 3aAIIMIICHHOTO TYHHENS Ha
kaHaimbHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol).
[TpoTokoi hopMUpOBaHHUS 3AIIMIICHHOTO TYHHENS Ha
kananbHOM ypoBHe L2F (Layer-2 Forwarding). I[Tpotokoi
(dbopMHpOBaHNUS 3AIUIICHHOTO TYHHENS HAa KAaHAJIbHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol). O6iiee onucanue creka
MIPOTOKOJIOB 3alTUTHI MexkceTeBoro ypoBHs [Psec (Internet
Protocol Security)..ITlpotokon oOMeHa KITFOUEBOM HHPOpMALIUEH
IKE (Internet Key Exchange). IIpoTokosn ay TeHTU(PHUIUPYOLIETO
3aronoBka (Authentication Header, AH). IIpotokon
WHKAICYJUpPYoMIei 3anmThl coaep:kumoro (Encapsulating
Security Payload, ESP).

Tema 3.1. Texuuueckue pemenuss no 3ammure ot HCJ
MEXCETEBOI'0 B3aUMOJICHCTBUS U Nepeiaud HHPOpPMAaLIUK.

Tema 3.2. Texuuueckue pemeHuss no 3aummure ot HCJ
KOMITBIOTEPHBIX PECYpPCOB Ha YpPOBHE CEPBEPOB U PabOUYMX
craniuit JIBC u peanuzanuu nojcuctemMbl ayTeHTU(DUKALMU U
uACHTU(DUKAIIH

4.3. Tlpaktnueckue (CEeMHHAPCKHUE) 3aHATHS

TeMbl paKTHYECKUX 3aHATHHA U UX TPYTOEMKOCTh IIPUBECHBI B TAOIUIIE 5.

Ta6mmma 5 — [IpakTrdeckue 3aHITHS ¥ UX TPYJIOEMKOCTh

Ne
Ne TeMbI mpakTHYECKUX @ . | TpynoemkocTs, |paszaena
o B OPMBI IPAKTUYECKUX 3aHATHI (ac) A ——
JIMHBI
Y4eOHBIM IJIAHOM HE TIPETyCMOTPEHO
Bcero ‘ ‘
4.4. JlabopatopHble 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHH U UX TPYJIOEMKOCTb ITPUBECHBI B TaOIUIIE 6.
Tabauna 6 — JlaGopaTtopHble 3aHITHS U UX TPYJIOEMKOCTb
Ne
e HaumenoBanue 1abopatopHbix paboT Tpynoemkocts, | pasnena
n/m (dac) JTUCIUTT
JIHBI
Cemectp 8
1 M3yueHre mpoToKOJI0B ayTeHTH(PUKAIINH 2 1
2 W3yuyeHne MeTo/10B yIIpaBJIeHHsl JOCTYIIOM 2 1
3 HacTpoiika JoKaJIbHBIX TOJUTHK Oe3omacHocTd APM 2 2
4 Hacrpoiika rpynmoBbIx nonuTuk 6e3onacHoctd APM 2 2
5 HacTpoiika monuTuku 6e30MacHOCTH cepBepa pesIILUOHHON 2 2
6a3b1 JaHaBIX MySQL
6 AJMHUHUCTpUpPOBaHHE OE30MIACHOCTH CEpBEpa PENIIUOHHON 2 2
6a3b1 JaHaBIX MySQL
7 Hactpoiiku n301upoBaHHON IPOrPaMMHOU Cpebl B 4 3
onepanroHHoi cucreme Windows




8 [TpoTokon hopMUpOBaHHUS 3AIIMIICHHOTO TYHHENS Ha 4 2
kaHaabHOM ypoBHe L2F (Layer-2 Forwarding)

Bcero 20

4.5. KypcoBoe nMpoeKTHpOBaHNE/ BBHITIOJIHEHHE KyPCOBOH PabOTHI
Y4eOHBIM IIIaHOM HE MPETYyCMOTPEHO

4.6. CamocrosrenbHas paboTa 00y4aroIXCs
Buiel camocTosiTeNIbHOM pabOThI U €€ TPYJA0SMKOCTh PUBEICHBI B TaOIHUIIe 7.

Tabnuua 7 — Buasl caMoCTOSATENIbHOW PabOTHI U €€ TPYA0EMKOCTh

. Bcero, | Cemectp 8,
Bun camocrosTensHOM paboTh
yac qac
1 2 3
W3yueHne TeoOpeTUYECcKOro MaTepraa
58 58
nqucuuruael (TO)
IToaroToBKa K TEKyIlleMy KOHTPOJIIO 10 10
ycneBaemoctu (TKVY)
IToaroToBka K MpoMeKyTOYHOU
10 10
artecrauuu (ITA)
Bcero: 78 78

5. Ilepedenp y4eOHO-METOAMYECKOTO OOECTIEUCHUS
JUUISL CAMOCTOSTEIIbHON PabOThl 00YUYaIOIIMXCS 110 AUCIIUTUTHHE (MOTYJTIO)
Y4eOHO-MeTOANYEeCKHE MaTepualbl JJsl CaMOCTOSTeNbHOW paboThl O0ydaromuxcs yKa3aHbl B
. 7-11.

6. IlepedeHp MEYaTHBIX M AIEKTPOHHBIX YUCOHBIX W3TaHUN
[lepeyeHnb nevaTHBIX U JIEKTPOHHBIX YUEOHBIX M3/1aHUI NpUBeieH B Tadnule 8.
Tabnuna 8— [lepeueHp MeYaTHBIX U DJIEKTPOHHBIX YUEOHBIX U3TaHUH

Komraectso 9K3CMILULIPOB B

Llnp/ bubnnorpaduueckas ccplika oubmoreke
URL anpec
(KpoMe IIeKTPOHHBIX IK3EMILISIPOB)
004 Momak H. H. Opranuzanust 6e30macHoro 40
M 87 JIOCTyTIa K MH(POPMAITMOHHBIM pecypcam

[Tekct]: yuebnoe mocodue / H. H. Momak, T.
M. TarapaukoBa. npudopoctpoenus. - CII0.:
Wzn-so I'YAIL 2014. - 121 c.

[[Tanprun B.®. 3amnmTa KOMIBIOTEPHON

undopmanuu. JIMK Ilpecc,2010. 544
crp.http://e.lanbook.com/view/book/1122/

[Terpenko C.A., Iletpenko A.A.

Aynut 6e3onacHoctH Intranet. JIMK Ilpecc,
2010. 386 ¢
http://e.lanbook.com/view/book/1113/

7. IlepeueHb IEKTPOHHBIX 00pa30BaTEILHBIX PECYPCOB
nH($OPMaLIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTu «HTepHeT»



http://e.lanbook.com/view/book/1122/
http://e.lanbook.com/view/book/1113/

[Iepeuyenn AJIEKTPOHHBIX 00pa3oBaTEeNbHBIX pecypcoB H(pOpPMaLIMOHHO-
TEJIEKOMMYHUKAIIMOHHONH ceTH «VIHTepHeT», HEOOXOOUMBIX JUIsI OCBOCHUS TUCLMILIMHBI
npuBezeH B Tabnmie 9.

Tabmuua 9 — IlepedyeHb SJIEKTPOHHBIX O00pa30BaTEIbHBIX PECYPCOB HH(POPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHOM cetu «HTepHeT
URL anpec HaumeHnoBanue

https://www.pgpru.com/ | Ilpoekt "OpenPGP B Poccun"

8. Ilepeuens MHPOPMAITMOHHBIX TEXHOJIOTHIA
8.1. [lepeyerp mPOrpaMMHOTO OOECIICUCHHSI, HCIIOJIB3YEMOT0 TIPH OCYIIECTBICHUN
00pa30BaTeNbHOTO MpoIiecca Mo JUCIUTLINHE.
[TepedeHs UCTIOIB3YEMOTO MTPOTPAMMHOTO OOECTICUeHHS TIpeicTaBiIeH B Tadymie 10.

Tabnuua 10— Ilepedyenp nporpaMMHOro o0ecreyeHusl

Ne i/t HaumenoBanue

1 Menemxep nmaponeit KeePass

2 OC Windows Bepcuu He panee XP

8.2. Ilepeuenp MH(OPMAIIMOHHO-CIIPABOYHBIX CUCTEM,HCII0JIb3YEeMbIX npu
OCYIIECTBIICHUU 00Pa30BaTEILHOTO MPOoIlecca MO JUCIUILTHHE

[lepeuenp wucCHONB3yeMBIX HHPOPMAIIMOHHO-CIIPABOYHBIX CHCTEM IMPEJICTaBICH B
Tabaume 11.

Tabnuua 11— Ilepedyenp MHPOPMALIMOHHO-CIIPABOUHBIX CUCTEM

Ne i/t HaumenoBanue

He npenycmotpeno

9. MarepuanpHO-TeXHHYECKas 0a3a
CoctaB  MaTepualbHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOW Uil  OCYIIECTBICHUS
00pa30BaTEIILHOTO MpoIiecca Mo TUCITUTLUIHHE, TIPEICTaBICH B TabmuIel 2.

Tabnuna 12 — CoctaB MaTepralbHO-TEXHIUUECKON 6a3bl

Ne HaumeHoBaHMe cOCTaBHOM YacTu Howmep aynutopun
n/m MaTepUaIbHO-TEXHUYECKOMN 0a3bl (pu HEOOXOAMMOCTH )

1 ®onp ayauropuii 'Y AIl qyist npoBeaeHust 3aHsITUI
JIEKIIMOHHOTO ¥ CEMHHAPCKOTO (MIPaKTUYECKOT0) TUIIA,
rPYNNOBBIX U MHANBHUIYAJIbHBIX KOHCYJIBTAIMMI, TEKYILETO
KOHTPOJISL U IPOMEKYTOYHOM aTTECTALINH.
Criennanv3upoBaHHas MeOelb; TEXHHUECKUE CPEICTBA O0yUeHUS,
CITy KaIlue JJIs TIpeCTaBIeHUS yaeOHOoW nH(opMaIii O0IbIToi
ayJIMTOPHUH; IEPSHOCHON HA0Op JIEMOHCTPAIIMOHHOTO 000PY, IOBaHHUS

2 | BerancnurensHas 1adopaTopus

Crienmanm3upoBaHHas MeOelb; TEXHUUECKUE CPEICTBA O0yUeHUS,
CITy’Kall|e [T TPEICTaBICHUs YueOHOM nH(pOpMAIUH OOJIBIION
aynurtopun; nabopatopHoe obopynoanue (I[19BM - 12 mir.,
00BbEIMHEHHBIX B JIOKAJIbHYIO BBIYUCIUTEIBHYIO CETh C BBIXOJIOM B
BEIUHCIUTENRHYIO ceTh [ 'Y AIl u MaTepHET)

10. OneHouHbIE CpPeACTBA IS IPOBEICHUS MPOMEKYTOUHON aTTECTalluU




10.1. CocTaB OLEHOYHBIX CPEACTBIISI TPOBEACHUS IPOMEKYTOYHOH aTTECTAIHH
oOy4aromuxcs Mo AUCUUIUIMHE PUBEAeH B Tabnuue 13.

Tabmuma 13 — CocTaB OIEHOYHBIX CPEJCTB JIJIsl POBEACHHS MPOMEKYTOYHON aTTeCTaIluu

Bug HpOMe)KYTOQHOIZ aTTCCTalln Hepequb OLCHOYHBIX CPCACTB

3ayer Cnucok BOmpocoB

10.2. B kauecTBe KpUTEPUEB OLEHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHHUS)
KOMIIETEHIIMI OOYyYalONMMHCS TPUMEHSETCS S-0ajulbHasi IMIKajia OLEHKH C(HOPMHUPOBAHHOCTH
KOMIIETEHIINH, KoTopas nmpuBejeHa B Tabnuie 14. B TeueHne cemectpa MOXKET UCIOIb30BATHCS
100-6ammpHast ~ mKaja ~ MOMYJIbHO-PEUTHHTOBOM  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIIA
UCIIOJIb30BaHUSI KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJIbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Tabnuua 14 —Kpurepuu oLeHKH YPOBHS CPOPMHUPOBAHHOCTH KOMIETEHLUI

OrieHKa KOMITETEHIIUT

XapakTeprucTrka c(POPMHUPOBAHHBIX KOMIIETEHIUIA
5-0ayuipHas IIKaIa PAKTCp (op

— oOyuatomuiicss TIyOOKO M BCECTOPOHHE YCBOWJI MPOTPAMMHBIN
MaTepHal;

— YBEPEHHO, JIOTHYHO, ITOCJICIOBATEILHO U TPAMOTHO €T0 M3JIaracr;

— ONMUpasiCh Ha 3HAHWS OCHOBHOU W JOMOJHHUTEIBHOW JIUTEPATYPHI,
TECHO TPUBSI3bIBACT YCBOCHHBIC HAYYHBIC TOJOXKEHHUS C MPAKTUYECKOM
JICSATSIIBHOCTHIO HAIPABJICHUS;

— yMeJi0 000CHOBBIBAET U ApTYMEHTHUPYET BBIJIBUTACMbIC UM HJICH;

— JIeJIaeT BBIBOJIBI U 000OIIEHMS;

— CBOOOJTHO BJIQJICET CHCTEMOM CIICIIMAIM3UPOBAHHBIX MOHITHA.

(OTIIMYHO»
GauTCHO»

— o0yJaromuics TBEPI0 YCBOMJ IMPOrpaMMHBIA MaTepHall, TpaMOTHO U
[0 CYIIeCTBY HW3JIaraeT €ro, ONUpasCch Ha 3HAHUS OCHOBHOU
JTUTEPaATYPHI,

— HE JIOMYCKAeT CYNIECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBACT YCBOCHHBIC 3HAHUSA C MPAKTHYECKOH JESITEIbHOCTHIO
HaIPaBIICHUS;

— apTyMEHTHPYET Hay4YHbIC TIOJIOKEHUS;

— JIeJTaeT BBIBOABI K 00OOIIEHHUS;

— BJIQJICET CUCTEMOM CIEeMaIN3UPOBAHHBIX TTOHITHH.

«XO0pPOoLIo»
Ga4YTCHO»

— oOyuaroiuiicss yCBOMJI TOJBKO OCHOBHOW MPOrpaMMHBIM MaTepua,
M0 CYIIECTBY M3JaraeT ero, Onupasch Ha 3HAHUS TOJBKO OCHOBHOM
JUTEPaTYpHI;

— JIONyCKaeT HECYIIECTBEHHbIE OIIMOKU U HETOYHOCTH;

— UCTIBITHIBAET 3aTPYJHEHUS B MPAKTUYECKOM NPUMEHEHUU 3HAHUI
HaIpaBIICHUS;

— ¢J1a00 apryMEHTHPYET HayUHbIE MTOJIOKEHHUS;

— 3aTpyIHsAeTCA B (POPMYIMPOBAHUN BBIBOJOB M 0000IICHUI;

— YaCTUYHO BJIa/ICeT CUCTEMOM CHEeIMATU3UPOBAHHBIX MOHITHIA.

«YOOBJICTBOPUTCIILHO»
(GauTCHO»

— o0yJaromuicss HE YCBOWJI 3HAYUTEIILHONM 4YacTH MPOrPaMMHOTO
MaTepHana;

— IOMyCKaeT  CYHIECTBEHHbIE  OMIMOKM W  HETOYHOCTU  MPHU
paccMOTpeHHH po0JIeM B KOHKPETHOM HalpaBJICHUH,

— WCIIBITHIBACT TPYIHOCTH B MPAKTHYECKOM MPUMEHEHUN 3HAHHIA;

— HE MOXET apryMEHTHPOBATh HAYIHBIC TIOJIOKEHUS;

— He GOpMYITUPYET BHIBOAOB U 000OIIECHHIA.

«HCYOOBJICTBOPUTCIILHO>
«HE 3a4YTCHO»

10.3. TumoBbie KOHTPOJIBHBIC 3aJJaHUS U MHBIC MaTEPUAIBI.
Bormpocsr (3amaun) 11 9K3aMeHa MpeicTaBiIeHb! B Tabmuie 15.
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Ta6mmia 15 — Borpocs! (3amaun) 115 2K3aMeHa

Ne /1t

ITepedyens BonpocoB (3a1a4) sl IK3aMeHa

Y4eOHBIM IJIaHOM HE MPEYyCMOTPEHO

Taomuma 16 — Bon

Bomnpocs! (3agaun) mis 3adera / nug¢. 3auera npencrabieHsl B Tabnuie 16.

ochl (3amaun) s 3adera / qudd. 3adera

No /it [Tepeyens BonpocoB (3a1au) mis 3auera / audd. 3auera

1 @OyHKIMOHAIBHO-CTPYKTYpHAasi OpraHu3alusl MyJIbTUCEPBUCHON CETH Ha
texHosoruu IntServ u DiffServ

2 CepBuchl 6€30M1aCHOCTH U UX peaTu3alus

3 Onpenenenre OCHOBHBIX IPUOPUTETOB HHPOPMAIIMOHHOM 0€3011aCHOCTH B
MYJIBTHCEPBUCHOM CeTH

4 Mopenu HapymIuTeNs B MyJIbTUCEPBUCHOMN CETH

5 3HaYMMBbIe YTPO3bI B MYJIbTUCEPBUCHOMN CETH

6 O61ue TpedoBaHUs MOCTPOSHUS 3aILUIIEHHON MYJIbTUCEPBUCHON CeTU

7 OO6ume TpeboBaHus K MoAcUcTeMe o0ecrieueHHst 6€30MacHOCTH CETEBOI0
B3aUMOJIEVCTBUS

8 TpeboBanus Kk moacucTeMe ayTeHTU(UKALUHU U YIIPABIECHUS 1OCTYIIOM

9 TpeboBanus k moacucTeMe KpunTorpagpuueckoi 3amuTbl HHPOPMAaIH

10 TpeboBaHus K MOICUCTEME aHTUBUPYCHOMN 3AIIUTHI

11 TpeboBanus k moacUcTeMe pe3epBUPOBAHUS U BOCCTAHOBIICHUS
uHpopMauu

12 TpeboBanust k moacrcTEME KOHTPOJISI 3TAJIOHHOTO COCTOSIHUSA MH(OpMAaLIUU
u paboueii cpebl

13 TpebGoBanus K OICUCTEME YITpaBICHUST OE30ITaCHOCTHIO

14 TpeboBaHus K cpeICTBAM MMOCTPOSHUS 3alIUILEHHBIX BUPTYaJIbHBIX CETeH
(VPN)

15 Texuuueckue pemenus no 3amute or HCJI MexceTeBoro B3auMoAeHCTBHS
U niepeaBaeMoi nHpopManuu

16 ITpoTokoun popMUpoOBaHMS 3aLIUIIEHHOTO TYHHENS HA KaHAJIbHOM YPOBHE
PPTP (Point-to-Point Tunneling Protocol),

17 ITpoTokoun opMuUpoBaHMS 3aLIUIEHHOTO TYHHENS Ha KaHAIBHOM YPOBHE
L2F (Layer-2 Forwarding)

18 [TpoTokoun popMupoBaHMS 3ALIUIEHHOTO TYHHENS Ha KaHAIBHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol)

19 Oob1iee onrcaHue cTeka MPOTOKOJIOB 3alUTHl MEXCeTeBOro ypoBHs [Psec
(Internet Protocol Security).

20 [Iporoxon oOMeHa kitodeBoii nHpopmanueit IKE (Internet Key Exchange)

21 [Tporokon ayreHTHuIMpytomero 3aroioska (Authentication Header, AH);

22 [Iporokon uHKamncynupytomuei 3amursl cogep:xkumoro (Encapsulating
Security Payload, ESP).

23 Texuunueckue pemienus no 3anmre oT HCJI KoMIIbIOTEpHBIX PECYpCOB Ha
YpOBHE cepBepoB U pabouux cranmuii JIBC

24 TexHuyeckue penieHus rno peaansaliy MoACUCTeMbl ayTeHTU(PUKAIIUT 1

UICHTH()UKAITIT

[lepeuenp TeM s KypcoOBOTO MPOEKTUPOBAHUS/BBHIOIHEHUS KYypCOBOH pabOThI
MpeICTaBICHBI B Ta0nwmie 17.
Ta6mmma 17 — [lepeders Tem i1 KypCOBOTO MPOSKTHUPOBAHMSI/BBITIOJIHEHUS KyPCOBOH pabOTHI

Ne i/t

[TpuMepHBIii IepedeHb TeM Ui KypCOBOTO MPOESKTUPOBAHUS/BBITOTHEHHS
KypCOBO# paboThI

Y4eOHBIM IIAHOM HE MPEIYCMOTPEHO
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Bompocel st mpoBeneHHsT TPOMEXKYTOUHOM aTTeCTallMd B BUJE TECTUPOBAHUSA
npeIcTaBICHBI B Ta0bwmie 18.

Tabmuna 18 — [IpuMepHBIi IepedeHb BOIIPOCOB IS TECTOB

Ne n/nt [TpuMepHBIii IepeueHb BOIPOCOB VISl TECTOB

He npenycmorpeno

[lepeyeHb TeM KOHTPOJBHBIX Pa0OT MO AMCHIUIUIMHE OOYYAIOUIMXCS 3a04HOU (HOPMBI
o0ydeHus1, IpeIcTaBIeHbI B Ta0wmie 19.

Ta6mmia 19 — [lepedyeHr KOHTPOIBHBIX padbOT

Ne /i [TepedeHb KOHTPOJIBHBIX PabOT

He npenxycmorpeno

10.4. Metoauueckue  Marepuanbl,  ONpEACTAIOIINE  HPOLEAYphl  OLIEHUBAHMS
MHAMKATOPOB, XapaKTEpU3YIOIIUX JdTanbl (HOPMUPOBAHMS KOMIETEHLMH, coaepxkarcs B
JOKAJIBHBIX HOpMaTuBHBIX akTax ['YAII, pernameHTHpyrOmMX MOPSAJOK MU IPOLEAYpY
IIPOBEJCHUS TEKYILEro KOHTPOJIS yCIIEBAEMOCTH U MPOMEXYTOUHOM aTTeCcTalui 00y4arouuxcs
I'VAIL

11. Meroauveckue yka3aHus 1Jjisi 00y4JarOImMUXCs M0 OCBOCHUIO TUCITUTUTMHBI

11.1. Meroauueckue yka3aHus Juisi OOYy4YalOIIUXCSl IO OCBOEHHUIO JIEKIIMOHHOTO
MaTepuania .

OcHOBHOE Ha3HAY€HHE JIEKIIMOHHOTO MaTepuaja — JIOTUYECKH CTPOWHOE, CUCTEMHOE,
riyOokoe M sCHOE H3NoKeHHe yueOHoro Mmatepuana. Ha3HaueHHe COBpeMEHHON JEKIHH B
pamMKax TUCIHIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(OpMAIMIO 110 TEME, a B OCBOCHUU
(GyHIaMEHTaIBHBIX TpPOOJeM TUCHMIUIMHBI, METOJOB HAy4HOTO TIIO3HAHMSA, HOBEWIIMX
JOCTHKEHUM HayuyHOM MbIciu. B ydyeOHOM mporecce JeKIusl BBIMOJIHAET METOAO0JOTHYECKYIO,
OpPraHU3aIMOHHYI0 U MH(POPMALMOHHYIO (YHKUIMHU. JIEKIUs pacKpbIBaeT MOHATUHHBIN amnmapar
KOHKpPETHON oO0jacTu 3HaHMA, €€ MpoOJeMBbl, JaeT LEIbHOE MpPEJICTaBICHHE O JUCLUILUINHE,
[IOKAa3bIBACT B3aUMOCBS3b C JPYTUMU AUCLUIUIMHAMM.

[InaHupyemMble pe3yabTaThl IPU OCBOEHUU 00YYaIOUIMMHUCS JIEKIIMOHHOTO MaTepuaa;

— TIOJYyYEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBA3aHHBIX 3HAHUH, YPOBEHb
KOTOPBIX OIPEAECIISICTCS LEJIEBOW YCTAHOBKOM K KaXK10M KOHKPETHOH TEME;

— TOJy4Y€HHE OIbITa TBOPUYECKOM pabOThl COBMECTHO C MPEINOJIaBATENEM;

— pa3BuTHE MNpO(PEecCHOHAIBHO-IEIOBBIX  KAauecTB, JIOOBH K  NpeaMery u
CaMOCTOSITEJIBHOTO TBOPYECKOTO MBIIIIJICHUS.

— TOsBJIEHHE HEOOXO0MMOro HHTEpeca, He0OOXOAUMOTO I CAMOCTOSATEIbLHOM PadoTHI;

— IIOJIyYeHUE 3HAHUU O COBPEMEHHOM YPOBHE pa3BUTUS HAYKM U TEXHUKH U O
IIPOTHO3€ UX Pa3BUTHs Ha OJIMKalIIne TObl;

— HAY4YUTHCS METOJMYECKH 00pabaThiBaTh MaTepual (BBIAEISTH IJIaBHbIE MBICIU U
IIOJIOKEHUS, MPHUXOAUTh K KOHKPETHBIM BBIBOJAM, IOBTOPSATh HUX B  Pa3IMYHBIX
bopMyIHpoOBKax);

— IOJIy4€HHE TOYHOI'0 IOHUMaHMs BCEX HEOOXOAUMBIX TEPMUHOB U MOHATHI.

JIeKUMOHHBI ~MaTepual MOXKET CONPOBOXKAATHCA JAEMOHCTPALMEN  CIIAIOB U
UCIOJIb30BAaHUEM DPA3JaTOYHOIO MaTepuaja IpU IPOBEIEHUM KOPOTKHX JHUCKyccUil 00
0COOEHHOCTSX MPUMEHEHHUS OTJCIBHBIX TEMATHK 10 TUCIUIUIHHE.

CrpyKTypa NpeoCcTaBieHNs JCKINOHHOIO MaTepraia:
Paznen 1. [IloctpoeHne mMONUTHUKM WHGPOPMAIMOHHON OE30MAaCHOCTH  MaKETHOM
MYJIbTUCEPBUCHOMW CETH.
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Tema 1.1. MynbTucepBUCHBIE ceTH Ha TexHoJorusx I[P-QoS u wux OCHOBHBIC
byHKIIMOHATbHBIE d37eMeHThl. OImpeneneHue OCHOBHBIX TMPUOPUTETOB HH(POPMAIMOHHOMN
0€30MacHOCTH.

Tema 1.2. Monenu HapyluuTens ¥ yrpos.

Pazmen 2. TpeGoBanuss WHPOPMAITMOHHON OE30MACHOCTH MAKETHOW MYJIBTUCEPBUCHOMN
CeTH.

Tema 2.1. OGmue TpeGoBaHMSI MOCTPOCHUS 3ALIUILEHHON MAKETHOM MYJIbTUCEPBUCHON
cetu. TpeboBaHus K oJicucTeMe obecreyeHus: 6e30MacHOCTH CETEBOTO B3aUMOACHUCTBHSL.

Tewma 2.2. TpeboBaHusI K IOACUCTEME ayTEHTU(UKALIMY U YIIPABICHUS TIOCTYIIOM.

Tema 2.3. TpeGoBanusi Kk moacucreMaM KpunTorpaduueckoil 3ammtbel UHGOPMAUU U
AHTHUBUPYCHOM 3aILMTHI.

Tema 2.4. TpeboBaHus K MOACHCTEMaM pPE3epBUPOBAHMS/BOCCTAHOBICHUS WH(POpPMAIIUH,
KOHTPOJISI 3TAJIOHHOT'O COCTOSIHUS HH(MOPMAIUU U padodeil cpeibl, yIpaBieHHs 0€30MacHOCTHIO.

Tema 2.5. TpebGoBaHus K CpencTBaM MOCTPOCHHUS 3alIUIICHHBIX BUPTYAIbHBIX CeTEH
(VPN).

Paznen 3. Opranu3alinOHHO-TEXHUYECKUE MEPHI MO peaan3alii OCHOBHBIX TpeOOBaHMM U
MOCTPOEHHUIO CUCTEMBI MH(DOPMAITMOHHOM 0€30MMaCHOCTH.

Tema 3.1. Texnuueckue peurenus no 3amure or HCJ[ mexcereBoro B3auMoAeUCcTBUS U
nepegayu nHGOpMaLUU.

Tema 3.2. Texuuueckue pemenuss no 3amure oT HCJl KOMIBIOTEPHBIX PECYpCOB Ha
ypoBHE cepBepoB U pabouux crtaniui JIBC m peanuzanmm moacucteMbl ayTeHTH(DUKAIUN U
UACHTU(DUKAIIH.

11.2. Metoauueckue ykazaHus [UIsi OOyYarOLIMXCS MO BBINOJHEHHIO J1TAOOPaTOPHBIX
pabot

B xozme BeImonHEHHS J1a0OpaTOpHBIX paboT oOydaromMHCA JOJKEH YIIIyOUTh H
3aKpenuTh 3HAHUS, MPAKTUYECKWE HABBIKH, OBJAJETh COBPEMEHHON METOIUKOM M TEXHUKOU
9KCTIIEPUMEHTa B COOTBETCTBHM C KBAaJTH(PUKAIMOHHON XapaKTEPUCTUKOW 0O0ydaromerocs.
Brimonaenue 1abopaTOpPHBIX padOT COCTOUT W3 IKCIEPUMEHTAIBbHO-IIPAKTHYECKON, pacueTHO-
AQHAJIMTUYECKON YacTeil 1 KOHTPOJIBHBIX MEPOTIPUSTHI.

BrimonHenue 1abopaTopHBIX pabOT OO0yYaromMMCS SIBISIETCS HEOTHEMJIEMOW YacThIO
W3y4YCHUS] TUCHUIUTMHBI, ONpeAeIsieMOd Y4YEeOHBIM IUIAHOM, M OTHOCHUTCS K CpEICTBaM,
00eCTIeYNBaIOIINM PEIICHUE CIeIYIOINX OCHOBHBIX 33/1a4 00yJaromerocs:

— TMpHOOpETeHHE HABBHIKOB WCCIEAOBAHMS MPOIECCOB, SBJICHUH H  OOBEKTOB,
U3y4aeMbIX B PAMKax JJaHHOW JUCIUIUTUHBI;

— 3aKpeIUIeHHe, pPa3BUTHE W JICTAIM3ALUS TEOPETHUYECKUX 3HAHUH, MOJYyYEHHBIX Ha
JEKITHSIX;

— TOJy4YeHHe HOBOW MH(OpMANNH 10 N3ydaeMOi AUCIUIUINHE,

— npuoOpeTeHHWe  HaBBIKOB  CAMOCTOATENFHOH  paboThl ¢ 1a0OpaTOpHBIM
000pyI0BaHUEM U MPUOOPAMH.

3ajianue ¥ TpeOOBaHUs K MPOBEACHUIO Ja00PATOPHBIX PaboT

BapuaHT 3amaHus 1o Kaxaoil J1abopaTOpHOH paboTe OOYYAIONIUICS TIOJydaeT B
COOTBETCTBUU C HOMEpPOM B crhucke rpynmbl. [lepen mpoBencHHeM J1abopaTOpHOW pPaOOTHI
oOyuJarorieMycs ClielyeT BHUMATEIbHO O3HAKOMHUTHCS C METOJMYECKUMH YyKa3aHHSIMHU IO ee
BBITIOJTHCHHUIO, a TaKXE C COJCP)KAHUEM COOTBETCTBYIOIIETO JIEKIIMOHHOTO Kypca, TIpH
HEOOXOJIMMOCTH — M3YYUTh CaMOCTOSATEIILHO JIOTIOJHUTEIBHYIO JIUTEPaTypy. B cooTBeTCTBHH C
3a/laHueM OOYYarONIMICs JOJHKCH MOJTOTOBUTH HEOOXOIWMEBIC TaHHBIC, BBIOJHUTEL 3aJaHHC
nabopaTOpHON pabOThI, TOJYYHTh TpeOyeMbIe pe3yJbTaTbl, OPOPMUTHh M 3aUTUTUTH OTYET TIO
nabopaTopHoii pabote

Crpykrypa u dopma oTuera o 1adbopatopHoil pabore
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Otyer o nabopaTopHoil paboTe MOMKEH BKIIOYATh B CeOSi: TUTYJIBHBIMA JIKCT,
(GOpMYJIMPOBKY 3aJaHusl, TCOPETHUYCCKUE IOJIOKEHHSI, HCIIOJIb3yeMbIC TIPU BBITIOJTHEHUU
n1abopaTopHOIl paboTHI, OMKMCAaHKE MPOIecca BHITOJHEHHS J1a00paTOpHO pabOoThI, MOTyYCHHbIE
PE3yIbTAThI U BBIBOJIBI.

TpeGoBanus kK opopmIIEHUIO 0TYETA O JIabopaTOPHOI paboTe

[To xaxxmoit ;abopaTopHON pabOTE BBIMOIHIETCS OTACIBHBIA OTYeT. TUTYIBHBIN JIHCT
opopmisieTcs B COOTBETCTBUU ¢ ImabiaoHoM (oOpas3iom) mpuBeAeHHbIM Ha caiite ['YAII
(www.guap.ru) B pazzuene «CeKTop HOPMATHBHOM JOKyMEHTAIUI». TeKCTOBbIC U rpaduuecKue
MaTepuanabl 0OpMISIOTCS B cooTBeTcTBUU ¢ nedcTByrommMu ['OCTamu u TpeGoBaHUsIMU,
npuBeneHHbIMM  Ha caiite ['YAII (www.guap.ru) B pasgene «CekTop HOpMaTHUBHOU
JIOKYMEHTALIUN.

MeTtoauueckue yka3aHusl 110 IPOX0K/ICHUIO Ja00paTOpHbIX paboT:

[004.056(075) T 33] Teopuss uHDOPMAIMOHHONW OE30MACHOCTH U METOJIOJIOTHS 3alUThI
uH(pOpMalLlMU: METOAMYECKHUE YKa3aHUs K BBINOJHEHHIO JabopartopHbix pabdotr Ne 1 - 4/ C. B.
beszarees, E. M. Jlunckuii, A. JI. ®omun. - CI16.: 'OY BIIO "CIIoI'YAIT", 2007. - 35 ¢. Koxn-
BO 9K3. B Ou0uI. - 88.

11.3. MeTtoamueckue yKa3zaHUs Ui 00ydJaromIUXCsl MO MPOXOKICHHIO CaMOCTOSTEIBHOM
paboThI

B xone BBINOIHEHUS CaMOCTOSITENIBHOU PabOThI, 00yYarOMIUCs BHITIOIHAET PaboTy IO
3aJaHUI0 ¥ IPU METOJUYECKOM PYKOBOJICTBE MPEMNOAaBaTeis, HO 0e3 ero HemoCpeICTBEHHOTO
y4acTusl.

Jns oOyuaromuxcst mo 3aoyHOd (opme OOydeHHs, caMOCTOsITeNbHas paboTa MOXET
BKJIIOUATh B c€0s KOHTPOJIbHYIO paboTy.

B mnpouecce BbINOJIHEHHUST CaMOCTOSATENBHOW paboThl, y oOydwaromerocst (GopMupyercs
renecoodpasHoe IIaHUPOBaHUE pabodero BpeMeHH, KOTOpOe MO3BOJISET UM pa3BUBATh YMEHUS
U HaBBIKM B YCBOGHMH M CUCTEMAaTH3allMM NMPUOOpETaeMbIX 3HAHUH, 0OecleyrBaeT BBICOKMH
YPOBEHb YCHEBAaEMOCTH B TNeEpUOJ OOydYeHHUs, TOMOTaeT TOJIYYUTh HABBIKM IOBBIIICHHS
npo¢eCCHOHATIBHOIO YPOBHS.

MetonuueckumMu  MaTepuajgamMH, — HAMpaBSIOUIMMH  CaMOCTOSITENIbHYIO  paboTy
00y4aroIUXCSASIBIISIOTCS:

—  yueOHO-MEeTOJMYECKUIl MaTepual Mo AUCLUUILINHE.

Jnst pa3BUTHSL Y CTYJEHTOB HaBBIKOB CAMOCTOSITEILHOTO OBJAJACHHUS TEOPETUYECKUM
MaTepuaJoM psl TeM JAUCUUIUIMHBL Ha JIEKIUOHHBIX 3aHATHSAX JlaeTcd O030pHO, 4YTO
IpeJoiaraeT uX CaMOCTOSATENbHOE JIETaIbHOE N3YUYECHHUE.

IlepeueHb TEM JUIs CAaMOCTOATENbHOIO NU3YUECHHUS:

MynbTHCEpBHCHBIE ceTH Ha TexHosorusx IP-QoS.

— TpeOoBaHus NOCTPOEHUS 3ALIUILEHHON MAaKETHON MYJIbTHCEPBUCHOM CETH.

— TpeOoBaHus K oaCUCTEME 0OecTIeueH s 0€30IIaCHOCTU CETEBOIO B3aUMOJICHCTBUS.

— TpeOoBaHuss K TOJCUCTEMAM  pE3EpPBUPOBAHUSA/BOCCTAHOBIEHUS UHGpOpMaIuHy,
KOHTPOJIS 3TAJIOHHOTO COCTOSIHUS MH(pOpManuu 1 pabouelt cpeibl, yrpaBiieH!s! 0€301MaCHOCTBIO.
— TpeboBaHus K cpeICTBAM MOCTPOSHHS 3alIUIIEHHBIX BUPTyalbHbIX ceTeil (VPN).

— Texnnueckue pemenus no 3amure ot HCJ[ MexceTeBoro B3auMoieiCTBUS U NIEpeIavn
uH(pOopMalnu.

— Texnnueckne pemeHus no 3amure or HCJl KOMIBIOTEpHBIX PECYpPCOB Ha YpPOBHE
cepBepoB U paboumx cranumii JIBC u peanuzanum NOACHCTEMBI ayTeHTH(PHUKALIUU U
UICHTU(UKAITIH.

11.4. Metoandeckue yKazaHUs IS OOyYalOIIMXCA 10 MPOXOXKACHHIO TEKYIIEro
KOHTPOJIS yCIIEBAEMOCTH.
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Texymuil KOHTpPOJIb YCIIEBAEMOCTH IIPEAYCMAaTpUBAECT KOHTPOJb KauyecTBAa 3HAHUMI
00yyaroImuxcsl, OCYIIECTBISEMOI0 B TEUEHHUE CEMECTpa C IIeJIbI0 OLEHUBAHUS XO/la OCBOCHUS
mucuuIunHeL. DopMa MPOBEACHUST TEKYIIEro KOHTPOJIS — 3allUTa OTYETOB IO Ja0OpaTOPHBIM
pabotamMm, TecTupoBaHue. [IpumepHbIil epeyeHb BONPOCOB JIs TECTOB coaepkutcs B m. 10.3.
Pe3ynbrarsl TEKyIEro KOHTPOJIS YUUTHIBAKOTCS IIPU MPOBEICHNUN TPOMEKYTOYHON aTTECTALUN B
coorBercTBUM ¢ TpeboBanusimu CTO I'VAIL. CMK 3.76 «IlonoxeHue o TeKyleM KOHTpPOJE
YCIEBAEMOCTU U MIPOMEKYTOUHOM aTTecTalluy CTyJeHTOB U acrnupaHToB ['YAIl, oOyuatomuxcs
1o 00pa3oBaTeIbHBIM IPOrPAMMaM BBICIIETO 00OPa30BaAHU.

11.5. Meroaunueckue yka3zaHusi A7l OOY4arolIMXCs MO MPOXOXKACHUIO MPOMEKYTOUHOM
aTTeCTalluH.

[IpomexyTounass  arrectanus  OOyYaIOIIUXCS — MpPEAyCMaTpUBAeT  OICHHBAHHE
MPOMEKYTOUYHBIX U OKOHYATEIIBHBIX PE3yJIbTATOB OOy4CHHS MO AUCIUIUIHHE. OHA BKIIOYACT B
ceost:

— 3a4eT — 3T0 (opMa OICHKH 3HAHWH, NOTYUYEHHBIX 00YyYAIOIIUMCS B XOJ€ M3YUCHUS
y4eOHON MTUCUUIIIMHBI B 1IEJIOM WJIM MTPOMEKYTOUHAs (TI0 OKOHYAHUU CEMECTpa) OlleHKa 3HAHUM
00y4JarmuMCcs 10 OTIEIbHBIM pa3fieliaM TUCIUILUIUHBI C aTTECTAllMOHHON OIICHKOM «3auTEHO»
WJIA «HE 3a4TCHOY.

3adeT MpPOBOAUTCA B YCTHOH ¢opme. 3aueT OO0ydarommxcs MPOBOIUTCS, KaK IPaBUIIO, B

TEYCHHE HeIeIH, NPEIIISCTBYIONICH Hadaly JK3aMEHAIMOHHON ceccuu, JuO0 Ha TOCIeIHEM
3aHATHU B ceMecTpe Mo aucuumuinHe (Moayio). Ilpu sBke Ha 3aueT oOyuwarouuiicst 00si3aH UMETh
npu cebe 3aUeTHYI0 KHIDKKY, KOTOPYIO OH MpeabsaBisieT mnpenonaBarento. [Ipuwem 3audera 6e3
3a4eTHOM KHM)KKH He Jormyckaercs. Eciu co ctoponsl o0y4aromierocst BO Bpemsl 3a4eTa JOMYIICHbI
HapylIeHUs Y4eOHON MUCLMIUIMHBI (CIUChIBAaHUE, HECAHKIIMOHUPOBAHHOE HCIIOJIb30BAHUE CPEJCTB
MOOWJIBHON CBSI3HM, ayAHO—TUICHEpOB W APYTUX TEXHUYECKUX YCTPOWCTB), HAPYIIEHHS TPaBUI
BHyTpeHHero pacnopsiaka ['YAII, npeanpunsata mnonbsiTka mnoanora gokymeHtoB, HIIP Bmpase
yAanuTh OOYyYaromierocsi C 3adyera C 3aHECEHHWEM B BEIOMOCTh OIIGHKH «HE 3auTeHo». Ilo
pe3yibTaTaMm 3adeTa «3auTE€HO» 3aHOCHUTCS TMPEINOoJaBaTelieM B BEJAOMOCTh M 3aYETHYIO KHUXKKY.
OtpuuarenbHas OLEHKa («HE 3a4TE€HO») 3aHOCUTCS TOJIbKO B BeAOMOCTh. HesiBka oOyuaromierocs Ha
3a4eT OTMEYAETCS B BEJIOMOCTHU CIOBAMHU «HE SIBUICS», TMOO «H/5». JIMPEKTOp MHCTUTYTa HA OCHOBE
BEJJOMOCTH BBISICHAET NMPUYMHY OTCYTCTBMsI OOYYarOLIErocsi Ha 3ayeTe U NPUHHUMAET PEIIECHUE O
MOPSIKE MOCIEYIONIEN Clauu.
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Jluct BHeceHUs U3MEHEHUH B pabouyIo IporpaMMy JTUCIUTUIUHBI

Jlata BHECEHMS
W3MEHCHHH 1
JIOTIOJTHCHUH.

IToamuces BHecHIEro
M3MCHEHHS

Coneprkanue U3BMEHEHUH U JOTIOTHCHHIA

Harta u Ne

IpOTOKOJIA
3aceaHus
Kadeapol

IMoamuce
3aB.

kadenpoit
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