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AHHOTAIUA

Huctunnuna «Kpuntorpadguueckas 3ammra HHPOpMAIMU» BXOIUT B 0a30BYI0 YacTh
00pa3oBaTelbHONM MPOrpaMMbl  MOATOTOBKH oOydaronuxcsi 1o crenuansHoctd  «10.05.05
«be3onacHOCTh MH(MOPMAIMOHHBIX TEXHOJIOTUN B NMPABOOXPAHUTEIBHOU cepey crennanu3anus
«TexHomoruu 3amuTel HHGOPMAIMK B MPAaBOOXpPAHUTEIbHON chepe». [ucuurumua peanusyercs
kadeapoit Ne34,

JucuumumHa HaueneHa Ha (GOpMUPOBAHHE y BBITYCKHUKA

npodeccuoHaNbHBIX KOMIETCHIIUNA:

[1K-2 «cnocoOHOCTh TPHUMEHATh TEXHUYECKHE M IPOTrpaMMHO-alapaTHbIE CPeacTBa
00pabOTKH U 3aIUThl HHPOPMAITHI,

[1K-31 «crmocoOHOCTh MPUHUMATh y4acTHUE B CO3/IaHUHM CHUCTEMBI 3alIMThl MH(POpPMALUU Ha
00bekTe MHGOPMATH3AITUNY.

CopnepxaHue TUCUUIUIMHBI OXBaTbIBAET KPYI BOIPOCOB, CBSA3aHHBIX C OCHOBOIIOJIAraroIIMX
MPUHILIMIIOB 3alIUThl MH(POPMAIMU C TOMOIIBI0 KPUNTOrpapUuecKuX METOJOB U MPUMEPOB
peanu3aiuu 3TUX METO/I0B Ha MPAKTUKE.

[IpenogaBanye TUCHUILIMHBI IPEAyCMATPUBACT cleAyrouue GopMbl OpraHu3auu y4eOHOTo
nporiecca: JeKIHuH, JabopaTopHble paboThI, caMOCTOSTeNbHAs pabdoTa CTyAEHTa, KOHCYJIbTAIWH,
KYPCOBO€ IIPOEKTUPOBAHUE.

[IporpamMmMOil JUCLMILIMHBI IIPEAYCMOTPEHBl CIEAYIOIIME BHUIAbl KOHTPOJS: TEKYIIHUU
KOHTPOJIb YCIIEBAEMOCTH, POMEKYTOUHAsI aTTecTalus B GopMe IK3aMeHa.

OO6mias TpyA0€MKOCTh OCBOCHHSI TUCIIMIUIMHBI COCTABIISIET 6 3aU€THBIX enuHull, 216 gacos.
S3b1K 00yueHUs IO JUCHUILIUHE «PYCCKHI.



1. TlepevyeHb NJIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHUs MO AUCHUIIIIUHE

1.1. eau npenoaaBaHusi AUCHUILIHHBI

OcHoBHOW menpl0 auciuIuMHbl «Kpunrorpadudeckas 3amura HHOOpPMAUU» SBISETCS
U3JI0KCHHE  OCHOBOIOJIATAIONIMX  TPUHIMIIOB  3aIIUThl  WHPOPMAMKU  C  [TOMOIUIBIO
KpUNTOrpaguuecKux METOA0B U IPUMEPOB PEaTH3AIMH STUX METO/IOB Ha MPAKTUKE.

3anaun nucnumuiuHbl «Kpunrorpaduueckas 3amuTa nHGOPMAIMKUY - 1aTh OCHOBBI:

- CHCTEMHOr0 TOJXOAa K OpraHM3alMM 3ailuThl HHpOpMammM, TMepenaBaeMor W
o0OpabaTbIBacMON TEXHUYCCKHMMHU CpEJACTBAMH Ha OCHOBE NPUMEHEHHS KPHITOTpapuyecKux
METO/IOB;

- PUHIIAIIOB Pa3pabOTKU MK (POB;

- MaTEMaTHUYECKUX METOJIOB, UCIIOJIb3YEMBIX B KpUITOrpaduu.

1.2. MepeyeHs MIAHUPYEMBIX Pe3y/JIbTATOB 00y4eHHs MO AUCHHUILINHE, COOTHECEHHBIX C
IJIAHUPYeMbIMHU pe3yiabTaTaMu ocBoenus OIl
B pesymprare OCBOEHHS OMCHUIUIMHBI OOYYAIOIIUICS JOJIDKEH O00JIaJaTh  CIEAYIOIUMHE
KOMIIETEHIMSAMU:
[TK-2 «cnocoOHOCTh MPUMEHATh TEXHHUYECKUE U MTPOrPaMMHO-AIIApPaTHRIE CPEICTBA 00pabOTKH U
3alIUThl HH(POPMALIUN»:

3HAaTb - OCHOBHBLIC 3aa41 U ITIOHATHUA KpI/IHTOFpa(bI/II/I;

YMETB - UCIOJIb30BaTh YaCTOTHBIE XapaKTEPUCTUKU OTKPBITBIX TEKCTOB Il aHaJIu3a
IpOoCTEHIINX MKU(POB 3aMEHBI U IEPECTAHOBKHU;

BJIa/IETh HABbIKAMH - KPUIITOTpapUueCcKON TEPMUHOJIOTHUEN;
UMETh OIBIT JAEATECIIBHOCTA - IPUMEHEHUs METOJOB U CpPEACTB aHalIu3a M MOZICIUPOBAHUSA
COBPEMEHHBIX KpUNTOrpaUUECKUX alrOPUTMOB;

ITK-31 «cnocoOHOCTh TPUHUMAThH YYacTHE B CO3JaHUM CUCTEMBI 3alUTHI HH(OpMaLUK Ha 00BEKTe
UHpOpPMATU3ALUIY:

3HATDb - IPUHIUIIBI TIOCTPOCHU A I(pI/IHTOFpa(i)I/ILICCKI/IX AJITOPUTMOB, KpI/IHTOI‘paq)I/ILIeCKI/Ie CTaHAApThI
" UX UCIIOJIb30BaHHUC B I/IH(l)OpMaIII/IOHHBIX CUCTEMAX,

YMETb - IPUMEHATh METO/Ibl KpUNITOTpauu MpHU PEeLIeHUH 3a/1a4 3alUThl HH(POpMaIUY;
BJIa/IETh HaBbIKAMH - HAaBBIKAMU MaTEMAaTUYECKOTO MOJIEIUPOBAHMS B KpUIITOTpaduu;

UMETh OMNBIT JAESATETBHOCTH - OCYIIECTBISATH MPOTPAMMHYIO pEalM3allMi0 KPUMITOTpaPUIeCKIX
aJITOPUTMOB.



2. MecTo nucuMIuIuHbI B cTpykType OIl

Jucuummna 6a3upyeTcsi Ha 3HAHUAX, paHee NPHOOPETEHHBIX OOYYAIOIIMMUCS TPU H3YyYCHHUU
CICAYIOMUX TUCHUILIWH:

— OCHOBBI IPOrPAMMUPOBAHUS

— Hudopmarrka u nHOOpMAITMOHHBIE TEXHOJOTHH B MPABOOXPAHUTEILHOMN NEeITEIBHOCTH

— MaremaTndeckas JOTHKaA B TEOpHUA aJIrTOPUTMOB

- I[I/ICerTHaSI MaTE€MaTUuKa

— Maremaruka
[IporpammupoBanue. MeToabl U TEXHOJIOTHU TPOrPAMMHUPOBAHUS
3HaHI/I${, IMOJIYYCHHBIC IIpU H3YUCHHH  MaTcpualia HaHHOﬁ JUCHUIINIMHBI, HMCKT KakK
CaMOCTOATENILHOE 3HAYECHUE, TaK U UCIIOJIB3YIOTCA IIPU U3YYEHUU APYTUX TUCIAIUINH:

— IIporpammHo-ariapaTHas 3amTa HHPOPMaIUH

— Teopust nHGOPMAITMOHHON 06€30MTaCHOCTH

— IlpousBoacTBeHHas (IKCILTyaTallMOHHAS) TPAKTHKA
— 3amuTa KOMIbIOTEPHBIX CETEH

— 3ammTa OT BPEJJOHOCHBIX MPOrPaMM

— Teopus KoaupOBaHUS

— 3ammra 6aHKOBCKOW MH(POPMALIUU

— IlpousBoacTBeHHAs NPEIUIIIOMHAS [TPAKTUKA

3. O0obeMm qucuumaunbl B 3E/akaneM. yac
I[aHHBIe 06 O6IJ_ICM O6T>CMC JUCHUIIIINHBI, pr,Z[OCMKOCTI/I OTACJIIBHBIX BHUI0OB yqe6H0171 pa6OTBI 110

JAUCITUITIIINHC (I/I pacnpeaciiCcHue 3TOH TPYAOCMKOCTH I10 CeMeCTpaM) MMpEACTaBJICHLI B Ta6J'II/II_[e 1

Tabmuua 1 — O6beM U TPyL0EMKOCTh TUCIUITITNHbI

Bun y4yeOHOU paboThI Bcero TpynoeMKoCTh O ceMecTpam
No5 Ne6

1 2 3 4
O61ast TPY10eMKOCTH 6/ 216 2/ 72 4/ 144
aucuunauHbl, 3E/(1ac)
H3 nux uacoe npaxmuueckoi 68 17 51
no020MoeKu
Ayoumopnsle 3ansamus, Bcero Jac., 102 34 68
B mom uucne
aekiuu (JI), (dac) 34 17 17




IpakTuyecKne/CeMUHAPCKUE 3aHATHS

(I3), (4ac)

nabopatopusie pabotsl (JIP), (dac) 51 17 34
KypcoBoii npoekT (pabora) (KIT, KP), 17 17
(uac)

Dk3ameH, (Jac) 36 36
Camocmosmenvnas padoma, BCero 78 38 40
Bua npoMe:kyTOYHOr0 KOHTPOJIS: 3auer, 3auer OK3.
3a4et, Tudd. 3a4er, sk3aMeH (3aver, k3.

dudd. 3a4, Ik3.)

Tabmuna 2. — Pa3aensl, TeMbI JUCIUIUIMHBI U UX TPYIAOEMKOCTh

4. Coaepxanue TUCUMILTHHbBI

4.1. PacnpenesieHHe TPY10€MKOCTH JUCIUIIIUHbI
10 pa3jejiaM U BUAAM 3aHATHI

Pa3nensl 1 TeMbl AUCHUIUIMHBI U UX TPYIOEMKOCTh MPUBECHBI B TaOIUIE 2.

Paznensl, TEMBI JUCLIMIIIAHBI Jlexkuun 113 (C3) JIP KII CPC
(dac) (dac) (qac) (gac) (gac)
Cemectp 5
Paznen 1. O6mue cBenenus. Beenenue 4 3 10
Paznen 2 Cummerpuunas kpunrorpadus 6 6 10
Paznen 3. Hecummerpuunas kpunrorpadus 7 8 18
Hroro B cemecTpe: 17 17 38
Cemectp 6
Pasnen 4. DnekTpoHHO-1M(PPOBast MOANKCH 9 8 20
Paznen 5. Kpunrorpaduyeckue mpoTOKOJIbI 8 9 20
BeirmosiHeHe KypcoBOii paboThI 17
Hroro B cemectpe: 17 34 17 40
HUroro: 34 0 51 17 78

4.2.

Conep:xanue pa3/iesioB U TeM JIEKINOHHbBIX 3aHATHH

ConeprkaHue pa3/iesioB U TEM JICKIIMOHHBIX 3aHATHI TIPUBEACHO B TabmuIe 3.

Ta6m/1ua 3- CO,Z[Cp)KaHI/IC pa3aciioB U TEM JICKITHOHHBIX 3aHATHH

Howmep pa3znena

Ha3Banue u COACPIKAHUC PAa3aCIIOB U TEM JICKIIUOHHBIX 3aHATHHI

1 Paspen 1. O6mume cBenenus. Beenenue

Tema 1. OcHOBHBIE IOHATHUS U ONPEAENICHUs] KpUnTorpadum.
Tewma 2. Dtamnbl pazButus Kpunrorpaduu. Poib MaTeMaTHKH B pa3BUTHHA METOJIOB
3amuThl HHPopManu. HoBrle HampaBieHus: B Kpunrorpaduu.
Tema 3. Kpunrorpaguyeckue NpUMHUTHBEI U KPUNTOTpaduuecKre MPOTOKOJIBI IO
3amuTe HHHOPMAITHH.
Tewma 4. JIByXCTOpOHHHE M MHOTOCTOPOHHHE MPOTOKOJBI. THIIBI TpenoaraéMbIx




MPOTUBHUKOB. DOpMaTbHEIC METO Bl OIICHKH KauecTBa KPUIITOTPapHUECKUX
MIPOTOKOJIOB.

Tema 5. Iludper. [Ipumepsr. Croiikocts mmudpa. Knaccudukarms MeTomoB
JemupoBaHus

2 Paznen 2 CummeTpuunas kpunrorpadus

Tema 6. birounble ¥ IOTOYHBIE KPUTITOCHCTEMBI M BX Kiaccudukarus. Onucanue DES
- RC4 AES, T'OCT 28147-89 »Ky3ueunkNe u 1ip. PexxiMbl NCTIONB30BaHAS U HIX
cpasaenue (ECB,CBC, OFB, ...).

Tewma 7 Kpunrorpaduueckue CBOWCTBA (QyHKITHIA.

Tewma 8 X3m dyakmun. Xomr nenodku. JlepeBo Mepkie. CtangapTs! X911 pyHKITHH

3 Paznen 3. HecummeTpruanas kpunrorpadus

Tema 9 OcHOBHBIE MOHATHS KPUITOTPa(UU ¢ OTKPBITHIM Kilto4oM. CpaBHEHHUE
KPHUITOCUCTEM C OTKPBITBIM M CEKPETHBIM KJIFOUOM.

Tewma 10. OgaoHanpasieHHbIe (0OMHOCTOPOHHNE) PyHKINK TT0 Huaxamy.
OI[HOHaHpaBJICHHI)IC q)yHKHI/II/I, OCHOBAHHBIC HA CJIOKHOCTHU 3a/Ja4r JUCKPETHOTO
sorapumupoBanus. [I[puMeHeHNs B COBPEMEHHBIX TEXHOJIOTHSX.

Tewma 11. OgHOHanpaBieHHbIE (OMHOCTOPOHHNE) PYHKIIUU C CEKPETOM U HX
npuMeHeHue i nenn mudposanust nHpopmanun. Cxemsl RSA, Pabuna, O1b
lamans, MakDmnaiica, Mepkis — XeuiMana.

Tewma 12. HexoTtopbie MeTOMBI OBICTPON MOIYIHHON apu(hMETHKH 1 UX IPUMECHEHNE
JUIS YCKOPEHHsI KpUNTOrpauuecKux alrOPUTMOB

4 Paznen 4. DnexTpoHHO-IIU(PPOBast MOANKUCH

Tewma 13. [TousaTHst 0 HU(pPOBOI MOAINCH Ha OCHOBE OJJHOHANPABICHHOH (QyHKINY C
cekperoM. Kitaccudukarus arak Ha cxeMbI UG POBO MTOAIHCH.

Tewma 14. CpaBaenne craamaptoB nudposoit noanucu CLIA (FIPS PUB 186) u
Poccuu (IT'OCT P 34.10-94). Crangapt undposoit noamucu 'OCT P 34.10-2001, 2015
Ha OCHOBE JJIMIITUIECKUX KPUBBIX.

Tema 15. Cxems!l nognucu @uara-llamupa, daiire-Ouara-Illamupa u 1p. Cxema
[THoppa.

Tewma 16. [Tognuce Benemyto (blind signature) u ee npuMeHEeHUSI.

Tema 17. Cxemsl koHpUIeHHATHEHON ToanmucH (undeniable signature) u nx
npumenenue. [IpoToKobl MPOBEPKH U OTBEPKEHUS KaK MPUMEPHI TPOTOKOJIOB
JIOKa3aTeNIbCTB ¢ HyJeBbIM pasrianienueM. Cxemsl [layma.

Tema 18. CxeMbl oKCH, B KOTOPBIX ITOAJEKA TOAIIMCH MOXKET OBbITh JOKa3aHa.
Tema 19 Cxemsr mynpTrnoanucu (multisignature scheme).

Tema 20. I'pymnimoBast moanucsk (group signature scheme).

Tewma 21. [loxnucek 1o ToBepeHHOCTH (Proxy signature)

5 Paznen 5.Kpunrorpadguueckue mpoToKOIbI

Tewma 22. Ynpasienue kirouamu. Jlokazyemo 6e30nacHbie TeHepaTOPhl KIFOUEH.
Hexortopsie criocoObl cokpaiiieHuss 00beMOB XpaHUMBIX KIIFOUYEH.

Tema 23. [IpoTokomsl pactpeneneHusi KpUITorpaguaecKux KiIrouei.

Tema 24. Kpunrorpaguueckast ”HGpacTpyKTypa Ha OCHOBE MEXaHU3Ma OTKPBITHIX
kmouer(PKI). Moaenu kpuntorpaduueckoid HHQPaCTPyKTYpHL.

Tema 25. [IpoTokoiisl, OCHOBaHHBIEC Ha IeHTU(PUKAIMOHHON nHpopMmanmu (ID-based
cryptosystems).

Tema 26. [TpoTokosl ¢ pazneneHueM cekpeta. [IoporoBsie CXeMBl.

Tewma 27. KpunrocucteMbl 1 IPOTOKOJIBI HA JJITTUITHYECKUX KPUBBIX.

Tema 28. [IpoTokomns! HIeHTU(UKALMN U ayTEHTH()HUKALIH.

Tema 29. ITpoToKOJIBI 9eCTHOTO 0OMEHA CEKpeTaMHU.

Tewma 30. lHTEpakTUBHBIE CXEMBI JOKA3aTEIBCTB

Tema 31. IIpoTOKOBI 37IEKTPOHHOTO TalTHOTO TOJIOCOBAHUS .

Tewma 32. IloHATHE O IPOTOKOJIAX IEKTPOHHBIX IIATEXKEN

4.3. IIpakTnuyeckue (ceMUHAPCKHE) 3aHITUSA
TeMbl MpakTUYECKUX 3aHATUHA U UX TPYAOEMKOCTh MPUBEACHBI B TA0IHIIE 4.

Tabmuua 4 — [IpakTuyeckue 3aHATHS U UX TPYAOEMKOCTb




o
Ne . | o .| TpynoeMkocTs, pa;}eﬂa
o/ | TeMbl IpaKTHYeCKuX 3aHATHIx PMEL NPAKTHHCCKHUX 3aHATHH (uac) o
JIMHBI
Y4eOHBIM IIIaHOM HE MPETYCMOTPEHO
Bcero:
4.4, JlaGopaTopHble 3aHATHA
Tembl 1a00paTOPHBIX 3aHATUN U UX TPYILOEMKOCTb PUBEICHBI B TaOIUIIE 5.
Tabmuua 5 — JlabopaTopHbIe 3aHATHS U UX TPYJIOEMKOCTb
N3 Hux
Ne HamMeHOBaHHe 1aGopaTopHbIX paGoT Tpynoemkocts, |npaktudeckoi| Ne paznena
/o (gac) IIOJATOTOBKH, |IUCLUIIINHEI
(dac)
‘ Cemectp 5
1 |Hamazmenwus u yrpo3bl 6€30M1acHOCTH B 3 4 1
KOMITBIOTEPHBIX CHCTEMaxX
2 |Mopenp HapymmTens HHOOPMAIMOHHON 2 4 2
0e30MacHOCTH
3 |Kpunrorpadus u kpunroaHaaus. MeTos 2 4 2
KpunTorpadhun
4 |Metomsl KpUIITOAHAIM3a 2 4 2
5 |Kpunrorpadus u Teopus cI0KHOCTH 2 4 3
6 |Kpunrorpadmus c cekpeTHpM KirrodoM. [IpoTokoms 3 6 3
CHMMETPUYHOTO MH(POBAHUS
7 |bio4HbIe U TIOTOKOBBIC HIUQPHI. 3 8 3
| Cemectp 6
8 |CJ0XHOCTh TEOPETUKO-UYUCIOBBIX AJITOPUTMOB. 4 4 4
OnHOHAITpaBICHHbIC (QYHKIINH.
9 |Ausropurm RSA. Illudppocucrema Dip-I"amans 6 6 4
10 |Kpunroananu3 airopuTMOB C OTKPBITBIM KITFOUOM 5] 6 4
11 | Xom-pynkuuu. AyreHTH(HUKAIHS COOOIIEeHNH 6 6 5
12 |DnexTponHas unugpoBas MOANIHNCH 6 6 S)
13 |Teopernko-uHPOPMAIIOHHASI CTOHKOCTb. 6 6 5
CTOHKOCTD U HAJIEKHOCTD
Bcero: 51 68

4.5. KypcoBoe npoexTupoBanue (padora)
[{ens KypcoBoii pabOTHI: U3YUEHUE U PeATTU3AINS METOIOB KPUNITOTPAPUIECKON 3aITUTHI

MH(pOpMaLlMU B PA3JINYHBIX MPEAMETHBIX 00IaCTSIX.

ITocTaBneHHas HEJIb JOCTUTACTCA IMYTEM PCHICHUA CIICAYIOINX 3a/1aq:

1. O603HaUUTh CYIIHOCTH MPOOIEMBI U PACCMOTPETH 33a4H 3alUTH HH()OpMAIH B
UH(POPMALIMOHHBIX U TEJIEKOMMYHHUKAIIHOHHBIX CUCTEMAX.

2. YcTaHOBUTH YTrpo3bl HHGOPMAIIUHU U CTIOCOOBI X BO3JICHCTBUS HA OOBEKTHI 3alUTHI

UHpOpMaLINH.

3. PaccMoTpeTh METO/IBI M CPeACTBA 3aIUThl HH()OPMALIUH.

4. PacKphITh KOHIEMIINIO HHPOPMAIIMOHHON O€30MaCHOCTH MPETPHUSATHS.
5. Peanu3oBathb aaroput™Mel Kpunrorpaduieckon 3auuThl HHGOPMAIIUU COTJIACHO BBIAAHHOMY
3aJIJaHUIO.




YacoB npakTHUECKON MOArOTOBKU: 17

[TpumepHbIe TEMBI 3a/1aHUI Ha KYpCOBYIO paboTy npuBezeHsl B pasaeine 10 PIT/L.

4.6. CamocrosiTejibHasi padoTa CTy1eHTOB
Buasl camocTosTeNnbHOM pabOTHI U €€ TPYIOEMKOCTh IPUBEIEHBI B Ta0ue 6.

Tabnuua 6 Buasl caMocTosTETbHON pabOTHI M €€ TPYJOEMKOCTh

Bux camocTosTenbHON pabOTHI Bcero, CemecTp 5, gac Cemectp 6, yac
yac
1 2 3 4
CamocrosiTeJbHast paboTa, BCEro 78 38 40
M3yYeHHE TEOPETHYECKOTO MaTepHaa 60 30 30

Jquctumiuasl (TO)

KypcoBoe mpoektupoBanue (KII, KP)
pacuetHo-Tpaduueckue 3amanus (PI'3)
BhIMoNHeHHE pedepata (P)
[Toxroroska k Tekymiemy kouTposo (TK) 18 8 10
nomarraee 3aaanue (/13)

KOHTpOJIbHBIE paboThl 3a04HHKOB (KP3)

5. IlepeyeHb yueOHO-MeTOAMYECKOI0 O0eceUeHHs ISl CAMOCTOSITEILHOM
PadoThI 00Yy4AKOIIUXCH MO AUCHUILINHE (MOLYJIIO)
Y4eOHO-MeTOINYeCKHe MaTepHallbl ISl CAMOCTOSITENIFHONW PadOThl CTY/IEHTOB YKa3aHbI B ILII.

8-10.

6. IlepeyeHb OCHOBHOI U JONMOJHUTEIbHOM JIUTEPATYPbI
6.1. OcHoBHasi iMTEpaTypa
[lepeueHb OCHOBHOM JIUTEpATyphl IPUBEIEH B TAOIUIE 7.

Tabnuma 7 — [lepeueHs OCHOBHOM TUTEPATypHI

KonnuecTBo 3K3eMIUISIPOB B
oubnnoreke

HIudp bubnuorpaduueckas ccouika / URL ampec

(KpoMe 3JIEeKTPOHHBIX
HK3EMILISPOB)

Boponos, A. B. OcHOBBI 3a1uThl HH(POPMALIUK: (74)
yaebHoe nocodue/ A. B. Boponos, H. B. Bosomiuna.
- CII6.: T'OY BIIO "CII6I' YAIT", 2009. - 78 c.

004.05B 75

anbrux, B. ©. (8)
HNudopmannonnas 6e3omacHoCTs [TeKkcT]: HaydHO-
nomynsipHast nureparypa / B. @. lllansrun. - M.
JAMK Ilpecc, 2014. - 702 ¢

004 11I 22

SAxosew, E. H. IIpaBoBbie 0cHOBBI 0OecrieueHus 9)
nHGOPMAIMOHHOM Oe3omacHocTH Poccuiickoit
®Oenepanyu [Tekcr] : yaueOHOE Tocoome / E. H.
Sxosel. - M. : Opnmutnadopwm, 2010. - 336 c.

X 47

http://e.lanbook.com/books/element.php?pll_id=3032

anbrun, B.®. 3amuTa napopmaium B
KOMITBIOTEPHBIX CUCTEMAX U CETSX [DIEKTPOHHBIN
pecypc] : yueObHOe mocodue. — DIEKTPOH. JaH. —
M. : IMK Ilpecc, 2012. — 592 ¢



http://e.lanbook.com/books/element.php?pl1_id=3032

6.2.

JlonoTHUTeIbHAS JTUTepaTypa

[lepeueHb AOMOIHUTENBHON JINTEPATYPHI IPUBEJCH B Ta0uIIE 8.

Tabnuma 8 — [lepedeHb AOMOTHUTEIHHOU JTUTEPATYPHI

ludp bubnuorpaduueckas cceuika/ URL anpec KonuuecTtBo

JK3EMIUISIPOB B
o6ubnmmorexe
(KpoMe 3JIEKTPOHHBIX

AK3EMILISPOB)
004 M 48 Menbnuxos, B. I1. %)
3amura uapopmanuu [Tekct] : yueOnuk / B. [1. MenbHuKOB, A.
. KynpusiHos, A. I'. Cxuptnamze ; pen. B. II. MensHukos. - M. :
Axanemus, 2014. - 304 c.
004 P 98 Psi6ko, b. 4. (1())

Kpunrorpaduueckue MeToas! 3amutel nHGopMaiun [Teker] :
yaebHoe ocodue / b. 5. Pa6ko, A. H. ®uoHoB. - 2-e u3x., cTep. -
M. : Topsiaas suHus - Tenexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll id=4959 Turtos,

A.A. mxeHepHO-TeXHUYECKas 3aIuTa HHpopManun
[DmexTponHBIH pecypce] : yaeOHOe mocodre. — DIIeKTPOH. JTaH.
— M. : TYCVYP (Tomckuit rocyaapcTBEHHBIH YHUBEPCUTET
CUCTEM YNpaBJICHUS U pauoIeKTpoHukH), 2010. — 195 c.

7. IlepeueHb pecypcoB HHGOPMAIMOHHO-TEJIEKOMMYHUKANIMOHHOM CeTH

MHTEPHET, Heo0X0AMMBIX JJisl 0CBOEHUS AUCIHMILINHbI
[lepeuens pecypcoB nHpopmanronHo-Tenekommynnkannonnoit cetu MHTEPHET, neo6xomumbIx

AJIs1 OCBOCHUA AVCHHUILIIMHBI IPUBEACH B Ta6J'II/IIIC 9.

Tabnuna 9 — IlepeueHs pecypcos

uHpopMalMOHHO-TeIekoMMyHuKamonHo cetu MHTEPHET,

H606XOI[I/IMI)IX JJIA OCBOCHUS JUCHUITIIMHBI

URL anpec

HanmenoBanue

http://www.intuit.ru/studies/courses/10/10/info

Bnanumup I'anarenko. OcHOBBI HH(POPMAIIMOHHOM Oe30acHOCTH
(Kypc JeK1ui, ¢ TUCTAaHIIMOHHBIM 00y4YeHHEM)

8. IlepeuyeHb HH(POPMALMOHHBIX TEXHOJOTHA, HCIOJIb3yeMbIX MPH
OCYLIECTBJICHHH 00pa30BATEIBLHOIO0 MPOLECCa M0 JUCHHUILINHE

8.1.

IlepeyeHb nporpaMMHOro odecrevdeHust

[lepedeHp UCTIONB3yeMOT0 TPOTPAMMHOTO oOecriedeHus npeacTanieH B Tadmmie 10.
Tabmuma 10 — IlepedeHb MporpaMMHOTO 00ECTICUCHHUS

Ne i/t

HaunmenoBauue

He npenycMoTtpeno

8.2. IlepeyeHb HHPOPMALMOHHO-CIIPABOYHBIX CHCTEM
[lepeueHpb UCTIONB3yEMBIX HHPOPMAIIIOHHO-CIIPABOYHBIX CHCTEM IpeICTaBIeH B Tabmume 11.
Tabmuua 11 — Ilepeuerb nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne i/t

HanmenoBanue



http://e.lanbook.com/books/element.php?pl1_id=4959%20

He npenycmorpeno

9. MarepuajibHO-TEXHUYECKANA 0a3a, He00OX0AUMAas IJIsl OCYIeCTBJIEHUSI

00pa3oBaTeJIbHOI0 NMpolecca Mo JMCUUIJINHE
CocrtaB MaTepHaIbHO-TEXHUYECKOM 0a3bl pecTaBieH B Tabmuue 12.

Tabmuma 12 — CocraB MaTepralibHO-TEXHIUYECKOH 0a3bl

Howmep ayguropuu
Ne n/mt HaumeHoBaHMe cOCTaBHOM 4acTU MaTepUalbHO-TEXHUUYECKOMN 0a3bl (npu
HEOOXOIMMOCTH )
1 JlexumonHas aynuropus
2 KoMnbroTepHblii Ki1acc

10. ®oHJ 0OLEHOYHBIX CPEICTB sl MPOBeeHNs POMEKYTOYHON aTTecTAllNU

OﬁyanOIIII/IXCH 0o JTUCIIUIIJIMHC
10.1. CocraB (hoHI1a OIICHOYHBIX CPEACTB MPHUBEACH B Tabuuie 13
Tabnuna 13 - CocTtaB GoH/1a OLIEHOYHBIX CPEJCTB AJIsi IPOMEKYTOUHOM aTTEeCTAIlH

Bua npome:xyTouHOM aTrTecranuu IIpuMepHBIii IepeYeHb OLICHOYHBIX
CPEICTB

OK3aMeH Crrcok BONpOCOB K dK3aMEHY;
DK3aMeHAIMOHHbIC OUJICTEI;

3amaun;

TecTsl.

3auer Crrcox BONpPOCOB;

TecTsl.

Boinonnenue xypcoBoii paboTsl OKcrnepTHass ~ OLIEHKa  Ha  OCHOBE
TpeOOBaHUN K COAEPIKAHUIO KYpPCOBOM
paboThI O TUCHUIUIMHE.

10.2. TIlepeueHb KOMIMETEHIMH, OTHOCSIIMXCA K AUCHUIUIMHE, W ITanbl UX (OPMUPOBAHMS B
MIPOIIECCE OCBOEHUS 00pa30BaTEIHLHOM MPOTPaMMBI IIPUBEICHBI B Ta0wuIe 14.

Tabmuua 14 — IlepeueHb KOMIETEHIMH C yKa3aHMEM 3TarnoB UX (OpMUpOBaHHS B Mpolecce
0CBOEHUs1 00pa30BaTeNbHOMN MPOrpaMmbl

Otanbl GOPMUPOBAHKS KOMIIETEHITUN 10
Howmep cemecTpa
JTUCIUILIMHAM/TIpaKTHKaM B nporiecce ocBoenus OI1

[TK-2 «cnocoOHOCTh MPUMEHATh TEXHUYECKHE U MTPOrpaMMHO-aIIapaTHble CpeicTBAa 00paboTKu U
3alIUThl UH)OPMAITH»

2 OCHOBBI TPOrpaMMUPOBAHUS

OCHOBBI IPOIPAMMUPOBAHMS

CpencTtBa BHIYUCIUTEIBHON TEXHUKH

Kpunrorpaduueckas 3amura nHGpOpMaLuu

Opranuzanust 9BM U BIYUCIUTENBHBIX CUCTEM

OCHOBBI JIEKTPO-, PAIUOU3MEPEHUI

ol ol o1 o1l W| W

MHUKpOTIpOIIECCOPHBIE CHCTEMBI
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[TporpamMHo-anapaTHas 3al1UTa HUHPOPMALUU

CHCTEeMEBI U CeTH nepeaadn JaHHbIX

Teopus nHGOpMaIIMOHHOI Oe30macHOCTH

Kpunrorpaduueckas 3amura uHGpoOpMaIuu

[Ipou3sBoacTBEeHHAs (FKCIUTyaTallMOHHAS ) PAKTHKA

3amuTa KOMIBIOTEPHBIX CETEH

TexHuveckas 3amura nHGOpMaIUU

MeTtoo0rus 3aKThl HHGOPMAITUU

be3zonacuocts ceTeit DBM

O NN N N[O OO O

[TpaBoBast 3amuTa nHGOpMALIUU

oo

3amuTa OT BpeIOHOCHBIX IPOrpaMm

ITK-31 «cmocoOHOCTE IIPUHHUMATh Yy4aCTUC B CO3JaHUU CUCTCMbI 3allIUThI PIH(bOpMaI_[I/II/I Ha 00BEKTE

nH(pOpMAaTU3ALIUN»

4

OcHoBbl HHGOPMAITMOHHON 06€30MacHOCTH

[TpousBoacTBEeHHAs (TEXHOJIOTUYECKasl) IPaKTHKa

Kpunrorpaduueckas 3amura nHpopManuu

I/IH(1)OpMaI_II/IOHHO-HCI/IXOHOFI/I‘ICCKOG obOecreyeHne
HpaBOOXpaHHTCHLHOﬁ JACATCIIbHOCTHU

Kpunrorpaduueckas 3amurta nHGOpMaIuu

Pacrnipenenennpie HHPOPMAITMOHHBIC CHCTEMBI

3amuTa KOMIbIOTEPHBIX CETEH

N N[N O o o B~

beszomnacuocts cereit OBM

(e}

3ammra WHGOpMALMU B paclpeseleHHbIX HH(POPMALUOHHBIX
cucTemax

HNHdpopMannoHHO-aHATUTHYECKOE o0ecrieueHue
IIPABOOXPAHUTENBLHOM 1€ TEIbHOCTH

TexHOI0rUM 3aIUTHI AIEKTPOHHBIX TIATEXKEN

3amura 6aHKOBCKOM MH(pOpMaLUu

OO ©

KOMHBIOTepHaSI 9KCIICPTHU3a

10

HpOH?»BO,Z[CTBeHHaH MNpeaAaAUIIIIOMHAA IpaKTUuKa

10.3. B kauecTBe KpUTEpUEB OLIEHKH YPOBHS CHOPMHPOBAHHOCTU (OCBOEHHS) y OOy4aroImuxcs
KOMIETEHIIMH NMPUMEHSETCs 1IKaja MOAYJIbHO—PEUTUHIOBOM CHCTEMBl YHHBepcUTeTa. B Tabnuie
15 mnpencraBnena 100—OamnbHast W 4-0ayulbHas IIKadbl JUIs OLEHKH C(HOPMHPOBAHHOCTH

KOMIIETECHITHH.
Tabnuua 15 —Kpurepuu olieHKH ypoBHSI COOPMHUPOBAHHOCTH KOMITETEHIIUH
Or1reHKa KOMITETEHITUN
100- .
4-GarutbHast XapaxrepucTuka chpopMUPOBAHHBIX KOMITETEHIMI
OayubHast
TIKasa
IIKaja
- oOyuaromuiics TJyOOKO M BCECTOPOHHE YCBOMJ MPOTrPaMMHBIN
MaTepHai;
- YBEpEHHO, JIOTHYHO, TTOCIIEIOBATEIHHO U TPAMOTHO €T0 H3JIaraeT;
65 <K <100 «OTJMYHO» | - ONHpAsCh HAa 3HAHUS OCHOBHOW W JOTOJHHUTEIBHOW JMTEPATypHI,
=T «3a4YTEHO» | TECHO MPHBS3BIBAECT YCBOCHHBIC HAYYHBIC MOJIOKEHUS C PAKTUYECKOM
JeSITeIbHOCTBIO HAIIPABJICHHUS;
- yMen0 00OCHOBBIBAET U apIyMEHTHUPYET BBIIBUTaeMble UM UICH;
- JIeJaeT BEIBOJBI K 0000IIECHH,
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- cBOOOJIHO BJIaJICET CUCTEMOM CIIEIIMATN3UPOBAHHBIX TOHSATHIH.

70<K<s84

(XOPOLIO»
(Ga4TCHO»

- 00yYaroIuiics TBEPIO YCBOWII MPOTPAMMHBINA MaTepual, TPaMOTHO U
10 CYyIECTBY U3JlaraeT ero, ONHPasCh Ha 3HAHUSA OCHOBHOM
JIUTEPATYPHI,

- HE JIOMYCKAET CYIIECTBEHHBIX HETOUHOCTEH;

- YBSI3bIBAaCT YCBOCHHBIC 3HAHUS C MPAKTHYECKOW JEATEIBHOCTHIO
HaIPaBJICHUS;

- ApPryMEHTHPYET HAayYHBIC ITOJIOKCHHS,

- JIeJIaeT BBIBOABI M 0000IICHNS;

- BIIQJICET CUCTEMOMN CIEIUATM3UPOBAHHBIX MMOHSATHH.

55 <K< 69

- o0yyaroImuicss yCBOMJI TOJIBKO OCHOBHOM HpPOrpaMMHBIN MaTepuail,
[0 CYIIECTBY HM3JaraeT ero, OnMpaschb Ha 3HAHUS TOJIBKO OCHOBHOM
JUTEPATYpPhL;

«yIOBJIETBO- | - JOIYCKAaeT HECYIIECTBEHHbIE OMMOKH U HETOYHOCTH;
PUTENBHO» | - HCHBITHIBAECT 3aTPyJHEHUS B MPAKTUYECKOM TMPUMEHEHUH 3HAHUI
«BaYTCHO» | HAINpaBJICHHUS,

- c1abo apryMeHTUpyeT Hay4YHbIEe MOJI0KEHUS;
- 3aTpyaHsAETCs B (GOPMYJIUPOBAHUM BBIBOJIOB U 00OOIIEHMI;
- YACTUYHO BJIAJIEET CUCTEMOM ClIeUaIM3UPOBAHHBIX TOHSITUH.

K<s4

- oO0ydJaromuicsi He YCBOWJI 3HAYUTEIBHOW YacTH MPOTPAMMHOTO
MarepHaia;

«HEYJIOBJICTBO | -  JOIMYCKAET CYIIECTBEHHBbICE OIIMOKA ¢  HETOYHOCTH  IIPH
PUTENBHO» | PACCMOTPEHUU IIPOOJIEM B KOHKPETHOM HarpaBiICHUH,
«HE 3aU4TEHO» | - UCHBITHIBAET TPYJAHOCTH B IPAKTUYECKOM IIPUMEHECHUU 3HAHUM;

- HE MOXXET apryMEHTHPOBATh HAYYHBIC TIOJIOKECHUS;
- He (hOpMYJIHPYET BbIBOJIOB M 000OIICHUH.

10.4. TumnoBbie KOHTPOJIbHBIE 33JAHUS UM UHBIE MaTePHAIIbI:
1. Bompocs! (3ama4n) uist 9k3ameHa (tabnuia 16)

Tabnuna 16 — Bompocs! (3agaun) 11 9K3aMeHa

Ne i/t

[lepeuens BompocoB (3aa4) AJsl IK3aMeHa

7.
8.
9.
10.
11.
12.
13.
14.
15.

OcCHOBHBIE TIOHATHS U OTIpeieNeHusl Kpunrorpaduu.

Buns! kpunrocuctem. 3ajjauu, peraeMble METOJaMi KpUNTOrpadum.

Bunel uHopmanuu, mnoanexamue 3aKpbITHIO, MX MOJEIW U CBOICTBa.
YacTtoTHbIE XapaKTEPUCTHUKU OTKPBITHIX cooOmeHuid. Kpurepun Ha OTKPBITHIN
TekcT. OCOOEHHOCTH HETEKCTOBBIX COOOLICHUH.

Uctopus  kpunrorpadguu.  OCHOBHBIE  3Tambl  CTAHOBJIEHHS  HAYKH
KpunTorpaduu.

Knaccudpukanusa mmppos 3amensl. [udp Leszaps. udp mpocroit 3ameHBI.
HIudp Ineiidepa. [lomubuanckuit kBaapat. [Hudpp Xumna. upp Buxenepa.
Yacrornsiii ananus. Tect Kasucku.

Knaccugukanusa mudpos nepecraHoBku. [Ipumeps! muppoB nepecTaHOBKU U
UX KpPUIITOAHAIIN3.

udpsr rammupoanus. [lndp Beprnama. [Toaxoas! k ero KpunroaHaausy.
Komnozurun mudpos. Enigma. [udp Xelirnuna.

Maremartnueckasi MoJienb mudpa.

ATaku 1 yrpo3sl mudpam.

brounble muQpel 1 UX KII0YEBas cucTeMa. 3aMEHbI U MIEPECTaHOBKH.

Certp Paiicrens. ludpst DES, TOCT 28147-809.

udp AES

Iugp IDEA.

[Tonxompl K KpunroaHanusy OnouyHbIX MmUdpoB. [JuddepennumanbHbiit
KpunroaHanus. JIMHENHbIM KPUIITOAHAIINS.
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16. Pexxumbl mugppoBaHus.

17. MuorokpatHoe mudppoBanue. Kommnosurus 61049HBIX MHPPOB.

18. Coepmiennbie mmdpsl. [Ipumep coBepiieHHoro mmudpa.

19. DHTpOonUiiHbIe XapakTepucTUku mudpos. UneanbHbie mUGpPHI.

20. I30BITOYHOCTD SA3BIKA.

21. Ouenka yncia JOXKHBIX KII0Uel U pacCTOSTHUE €IMHCTBEHHOCTH.

22. be3yclI0BHO CTOMKHE U BBIYUCIUTEIHHO CTOMKUE MUPHI.

23. IlceBnocyuaiinpie MOCJIEI0BATEILHOCTH (TTICIT). XapaKkTepuCTUKH
reneparopoB IICIT (IICI). TpebGoBanus k kpunrorpadpuueckum IICII.
[pumeps! IICT" u kpuntorpaduueckux I1CT.

24. Tlorounple muppel. OOmas cxema notoyHoro ImHdpa. CHHXpPOHHBIE U
CaMOCHHXPOHU3UPYIOLIUECS MHU]PHL.

25. Peructpsl caura ¢ o0patHoii muHeitHo# cBs3bio (PCJIOC).

26. TICT na ocuose PCJIOC.

27. lIudp AS.

28. HenmuHeliHBIC PETUCTPHI CIIBHTA.

29. Iudp RC4.

30. Teopust mmutocroiikoctn CuMMoHca. MMuTanmus W TOAMEHA COOOIIEHHUS.
XapakTepucTuKu UMUTOCTOIKOCTH. COoBepIlIeHHAs MMUTOCTOMKOCTb.

31. Kogpl ayreHTHhUKALIUNA COOOIICHUH.

32. 3amuTHBIC KOHTPOJIBHBIE CyMMBI.

33. Kpunirorpaduyeckue Xsm-yHKIMHA U TPEOOBaHUS K HUM.

34. [Tonxo1bl K MPOEKTUPOBAHUIO X3~ YHKITHI.

35. Xsu-(hyHKIIMK Ha OCHOBE OJIOYHOTO MIH(pa.

36. KirroueBbie Xa11-()yHKIHH.

37. TlonsiTHe OJHOCTOPOHHEH (YHKIWU M OJHOCTOPOHHEH (yHKIUU ¢ "ma3eikon".
[IpoGnembl (akTOpU3alUU LENbIX YKced U JorapudMUpPOBaHHS B KOHEUHBIX
MOJISIX.

38. Kpunirocucrema nddu-Xomnmmana. [Tpumep.

39. Kpuntocucrema RSA. Tlpumep.

40. Kpunrocucrema Jmb-I'amans. [Tpumep.

41. Kpuntocucrema Pabuna. Ilpumep.

42. Kpunirocucrema "o iBaccep-Mukanu. [Ipumep.

43. Kpunrocucrema biroma-I"onbasaccep. [Tpumep.

44, Prok3aunsle mu¢psl. Kpunrocucrema Mepkia-Xa3miMaHa.

45. [lonsiTne 31eKTpOHHOM IU(GPOBON MOANMCH U TpeOoBaHMS K HEW. ATaku U
yrpo3sl cxemam D1II1.

46. ITognuce RSA, Dnp-I"amans.

47. MMopmucy Pwuara-Illamupa.

48. Tlognmucsr Ownra-1lInoppa-1lamupa.

49. Heotpunaemas noanuce lllayma-BaH-AHTBepIieHa.

50. Crangapter DUIT: DSS, TOCT P 34.10-94.

51. DnnunTruyeckas KpuBas HaJ KOHEYHBIM rosieM. Onepanuu Ha 3JUTMIITHYECKOH
kpuBoil. Cymma touek. KpaTHas Touka.

52.TIpobGnemMa IUCKPETHOTO JIOTapu(PMHUPOBAaHUS Ha OSJUIMITHYECKOW KPHUBOH.
Iepexox ot mmdpa (LI B Zp k mmdpy (SLI) Ha s5umMnTHYECKONM KPUBOH.

53. Iudp np-I'amans Ha UTMOTHYECKONW KPHUBOH.

54. Crarnmapter DI Ha smmumtryeckoit kpusoit: [OCT P 34.10-2001, ECDSA.

55.

Bomnpocs! (3agaun) mis 3ayera / nuddepeHunpoBaHHoro 3avera (tadmauma 17)

Tabnuna 17 — Bonpocs! (3agaun) amns 3adera / qudd. 3adera

No /1t

[lepeuens BompocoB (3ana4) ams 3a4dera / AuddepeHInpoBaHHOIO 3a4eTa

1. OcHOBHbIC OHATHSA U ONPEACTICHUS KPUITOTpa(HH.
2. Bwuapl kpuntocucTeM. 3aaun, pernaeMble MeToJaMu KpUITorpapum.
3. Buapl uHdopManuu, mnojuieXallue 3aKpbITHIO, UX MOJEIM U CBOMWCTBA.
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1.
8.
9.
10.
11.
12.
13.
14.
15.

YacToTHBIE XapaKTEPUCTHKU OTKPBITHIX cooOuieHnid. Kpurepun Ha OTKpPBITHIM
TeKCT. OCOOEHHOCTH HETEKCTOBBIX COOOILICHHIH.

Hctopus  kpunrorpadguu.  OCHOBHBIE  3Talbl  CTAHOBJEHHS  HAyKH
Kkpunrorpaduu.

Knaccugukanus nmmppos 3amensl. [ludp Lesaps. udp mpoctoit 3ameHs.
HIudp Ineiidepa. [lommbuanckuit kBaapat. udpp Xwmna. Hludpp Buxenepa.
Yacrortuslii ananu3. Tect Kasucku.

Knaccugukanus mmdpos nepecranoBku. Ilpumepsl mudpoB nepecTraHOBKH U
UX KpUNTOAHAJIH3.

udpsr rammupoBanus. [Lndp Bepuama. [Togxoas! k ero KpUNToaHAIU3Y.
Kommozuruu mmdpos. Enigma. [udp Xeirauna.

MaremaTtnueckas Moaemb mwudpa.

ATaxu u yrpo3sl mudpam.

brovnble muQpsl 1 UX KIIOYEBasi CUCTEMa. 3aMEHBI U IIEPECTaHOBKH.

Cetp Daiictens. lludpsr DES, TOCT 28147-89.

Mudp AES

udp IDEA.

[Tomxompl K KpunroaHanusy OnouHbIX MmHUpoB. [JuddepeHnmanbHbIi
KpunroaHanus. JINHeHbIM KPUIITOAHATINS.

16.

Tembl 1 3a7jaHKUE AJIs BBITOJIHCHUS KYPCOBOW pa0OTHI / BBITIOJIHEHUSI KypCOBOTO TPOCKTA
(Tabmuma 18)
Tabmuna 18 — IlpumepHBI TepedeHb TeM IS BBIMOJTHCHHSI KYPCOBOH pabOThI / BBIMOJHCHHUS

KypPCOBOTO TIPOEKTa

Ne 11/ [TpuMepHBIii IepedeHb TeM 15 BBIITOJHEHHsI KypCOBOW pabOThI / BBIITOJHEHHUS
s KypCOBOTI'O IIPOEKTa

1. CamocrosTensHbll aHanu3 uctopudeckoro mudpa. [udpsr npoctoil 3ameHsl,
[Tnenidpepa, Buwxenepa, [lomubus, Xumnna, Beprnama, «Pemerkay, XeWriuHa,
Enigma u np.

2. Pexumsl 6mounoro mudposanus 'OCT 28147-89, DES.

3. Anroput™m pa3zBopaurBaHus Kiaroda mudpa AES.

4. HccnenoBaHue SHTPONUNHBIX CBOMCTB PYCCKOTO M aHTIIMMCKOTO SI3BIKOB.

5. T'enepartopsl IICII u ux cBoiicTsa.

6. CaMOCHHXPOHU3UPYIOIIHUECS TOTOYHBIE IIU(PHI.

7. Tloctpoenue uucroro mudpa. OuneHka TPYAOEMKOCTH NOA00pa KIoYa IpH
M3BECTHOM Mape «OTKPBITHIM — MHU(YPOBAHHBINA TEKCT.

8. Teopuss wummrocroiikoctn CummoHca. OIeHKa BEpPOATHOCTH HMMHTAIHH
KITFOYEBBIX XAUI-()yHKIIHH.

9. TlocTpoeHue 3alUTHBIX KOHTPOJBHBIX CYMM Ha OCHOBE OECKIIOUEBOM X3II-
GbyHKIUH.

10. IToctpoenune kpunTorpaduveckoir Xdm-QpyHKIIUH Ha OCHOBE OJHOCTOPOHHEH
GyHKIMU.

11. TToctpoenue kiacca GOJBIINX MPOCTHIX YHCEN.

12. BeposiTHOCTHBIE TECTHI Ha MPOCTOTY. [locTpoeHNE JOKa3yeMO MPOCTHIX YUCEI.

13. TToctpoenue kmodeBoit naGopmarmu 1t DIITT.

14. BeruucieHus Ha SJUTMITUYECKON KPUBOH.

15. MudpacTpykTypa OTKPBITBHIX KITIOUYEH.

16. Bonpocs! 17151 mpoBeneHst MPOMEXYTOUHOM aTTecTalluu MpU TecTUpOBaHMM (Talnuia
19)

Ta6muia 19 — [IpumepHsIii TepedeHs BOMPOCOB ISl TECTOB

Ne i/t

[IpumepHBIil epedeHb BOMPOCOB 17151 TECTOB
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¢ B mporokose mudpa [llamupa coobmenre nepecruiaeTcst

a) IBa pasa

0) Tpu paza

B) OJIMH pa3

T') YeThIpe pasa.

e HanexHocTs cuctemsr RSA 6a3upyercs Ha TOM, 9TO

a) CIIOKHO OTIPEEITUTD M0 JAaHHOMY YHCITY, SIBJISIETCS JTX OHO MPOCTBIM

0) 3a1a4a AUCKPETHOTO JTOrapu()MUPOBAHUS CI0KHA

B) 3aJ1a4a Pa3J0KECHUSI Ha MHOXKUTEITH YHCTIa, SBISIONIET0Cs IIPOU3BEJCHUEM JIBYX MPOCTHIX,

CIIOXKHA.

o YKa)XUTe MPaBUIBHBII MOPSIOK OTBETOB B IPABOM CTOJIOHKE:
RC4 mHdp ¢ OTKPBITHIM KITIOYOM

AES MOTOKOBBIH MU(P

RSA COBEPIICHHBIH (PP

IIndp Beppama  OI0KOBBIA (P

17. KoHTposbHBIC U TIPaKTHYECKUE 3a/1auu / 3a]jaHus 1o quciuiuinie (tadmuna 20)
Ta6muna 20 — [IpumepHbIii TepeueHb KOHTPOJIBHBIX M MPAKTUYECKUX 3a/1a4 / 3aJaHUN

Ne /i [TpumepHBIii TepedeHb KOHTPOJIBHBIX U MPAKTHUECKUX 3a/1a4 / 3a1aHui

[IpumepHBIe TEMBI pacYeTHBIX 3aJaHuH, TpeOyIOIINe HATMCAHNE KOMITBIOTEPHBIX MTPOTPaMM B
pEeXHME CaMOCTOSTEIHHON (BHEAYIUTOPHOM) paOOTHI:

o Cucrema [luddu-Xemimana B mpocToM mosie (B MUKINYSCKON TOATPYIIE IPOCTOTO
TTOPSIKA).

o [1Iucp Dnp-I'amans B mpocToM nosne (MOATPyIIIE).

o [IIudp RSA.

o [lIudp Paduna.

o [[udposas moanuce Tuma DSA

e [{udposas moanucs RSA

o OnTuManbHBI OMOQOHHBIN KOJI.

e [1lup Ha OCHOBE HyMepaLuu COUETaHUH.

o [1Inudp Ha ocHOBE yHHBEpPCATTLHOTO OMOGOHHOTO KOJIA.

10.5. Meronuueckue MaTepualbl, ONpEAEIAIONINE IMPOLEAYPbl OLEHUBAHMUS 3HAHUM, YMEHHH,
HAaBBIKOB M / WJIM ONBITA JESATENHOCTH, XapaKTEPU3YIOIINX 3Tanbl (GOpMUPOBAHUS KOMIETEHIIUH,
conepskarcs B [TomoxxkeHnsax «O TekyleM KOHTPOJIE YCIEBAEMOCTH U MPOMEKYTOUYHON aTTecTaluu
ctynentoB ['VAII, oOyuaromuxcst mo mnporpaMmam Bbiciiero oopaszoBaHus» U «O MOAYJIbHO-
PEUTHHTOBOM CHCTEME OLIEHKH KauecTBa yueOHOM paboThl cTyeHToB B ['Y AID».
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11. MeToauyeckue yKazaHmusl JJ1s1 00y4aIOIIMXCS 110 OCBOECHUIO AU CIUIINHBI

OcHoBHOI nenpto auctumuHbl «Kpuntorpapuueckas 3amurta HHGOpMAIUN» SBISETCS
U3JI0)KEHHE  OCHOBOIIOJATAIOIIMX  NPHHIUIIOB  3alIUThl  MHGOpPMAIMU C  TIOMOIIBIO
KPUNTOrpagpuuECKX METOI0B U IPHUMEPOB PEATU3ALUN 3TUX METOJIOB Ha MPAKTHKE.

3amgaun aucnuMHel «Kpunrorpadudeckas 3amuTa HHPOPMAIMN) - AaTh OCHOBBI:

- CUCTEMHOTO IO/X0Ja K OpraHu3alMy 3alluThl WH(OpMAINHY, TIepeiaBaeMol U 00pabaTbiBaeMoit
TEXHHYECKHMH CPEJCTBAMH Ha OCHOBE IPUMEHEHHS KPUNTOrpahuIecKux METOI0B;

- IPUHIIUIIOB Pa3pabOTKH MHU(PPOB;

- MaTeMaTU4eCKUX METO/I0B, HCIOIb3YEMbIX B KPHUIITOTPApHH.

MeTtoauyeckue ykazaHusi AJs 00y4arOLIUXCs M0 OCBOEHHUIO JIeKIIMOHHOI0 MaTepuaJjia

OcHOBHOE Ha3HAa4Y€HUE JIEKIIMOHHOTO Marepuajga — JIOTHYECKH CTPOMHOE, CHUCTEMHOE,
rIyOOKOe U SICHOE U3NI0oKeHue yueOHoro Marepuana. HasHaueHue cOBpeMEHHOM JIEKIIMU B paMKax
JUCIUIUIMHBL HE B TOM, 4YTOOBI MOJYYUTh BCIO HH(pOpPMANHMIO 1O TeMe, a B OCBOCHUU
byHIaMeHTalbHBIX Mpo0OIeM JUCIHUILUIMHBI, METOAOB HAYYHOTO MO3HAHUS, HOBEUIIINX TOCTHKEHUN
HAy4yHOM MbICIH. B yueOHOM mporecce  JIGKIHS — BBIMONHSIET  METOHOJIOTHYECKYIO,
OpPraHU3aIMOHHYI0 M HH(QOpMAIMOHHYIO (QyHKIHH. JIeKius pacKkpbiBaeT MOHATHHHBIN ammapaT
KOHKPETHOM 00jacTu 3HaHus, €€ MNpoOJIeMbl, [aeT IIEJbHOE TMPEICTABICHUE O IUCIUIUIMHE,
MOKA3bIBAET B3aUMOCBS3b C APYTUMU AUCHUTITMHAMH.

[LmanyupyeMble pe3yJabTaThl IPH OCBOCHUHU 00YJaIONIMMCS JISKIIMOHHOI0 MaTepHaa.

— TIONy4YeHHE COBPEMEHHBIX, LIETIOCTHBIX, B3aMMOCBS3aHHBIX 3HAHWM, YPOBEHb KOTOPBIX
ONIPEAEISAETCS LIEJIEBOM YCTAaHOBKOM K Ka)0W KOHKPETHOU TEME;

— TIOJIy4EHHE OIbITa TBOPUECKON pabOThl COBMECTHO C MPEToaBaTeseMm;

— pa3BuTHEe  MpOo(EeCcCHOHANBHO—JENOBBIX  KadecTB, JIOOBH K  TpeaMery U
CaMOCTOSTENIbHOT'O TBOPUYECKOTO MBIIIJICHUSI.

— TIOSIBJIEHHE HEOOXOAMMOTro HHTEpeca, HEOOXOAMMOTO JIJIsi CAMOCTOSITEIbHOW PabOTHI;

— TIOJIy4eHHE 3HAHHK O COBPEMEHHOM YPOBHE Pa3BUTHUS HAYKU U TEXHUKH M O MPOTHO3E
WX Pa3BUTHUS Ha OJIMDKAUIIINE TOJIBI;

— Hay4YHTCS METOJIWYEeCKH oOpabaThiBaTh Martepuan (BBIICISATH TJIABHBIE MBICIH U
MOJIOKEHU S, IPUXOIUTh K KOHKPETHBIM BBIBOJIaM, MIOBTOPATH UX B Pa3IMUHBIX (DOPMYIHPOBKAX);

—  TIOJIy4eHHUE TOYHOTO MOHUMAHHUS BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSITHIA.

JlekuMOHHBI ~ MaTepuall MOMKET  CONPOBOXKAATHCSA  JIEMOHCTpaUMed  CIIailoB |
UCIIONIB30BAaHUEM pa3JaTOYHOrO0 MaTepuana TpH TPOBEACHHH KOPOTKHUX JUCKyccUid 00
OCOOEHHOCTSIX MPUMEHEHHS OT/ICTHHBIX TEMATHK 110 JUCITUTIIIMHE.

CTpyKTypa OpeaoCcTaBISHMS JSKIIMOHHOI0 MaTepHaia;

— HBnoxenune NEKIMOHHOTO MaTepHaa;

— IlpencraBneHue TeOpeTHUYECKOrO MaTepuaa mpernojaBaTeaeM B BUJIE CIIANIOB;

— OcBo€HHE TEOPETUUECKOT0 MaTepraa Mo MPakTUIECKUM BOIIPOCaM;

— Crnucox BOMPOCOB IO TeME /ISl CAaMOCTOSITeNbHOM paboThl cTrynenTa (Tadm.21).

MeToanyeckue yKa3aHus JJis 00y4alOMIMXCs M0 MPOXO0KIAEHUIO JIa00paTOPHBIX padoT

B xone BeImonmHEHUs 1a00paTOPHBIX PabOT OOyUAIOUIHIICS JTOKEH YIIyOuTh M 3aKpENnUTh
3HAHUs, TPAKTUYECKHE HABBIKHU, OBJIAJIETh COBPEMEHHON METOJMKOM M TEXHUKOW SKCIEPUMEHTa B
COOTBETCTBUM C  KBAJM(PUKAIMOHHOM  XapaKTEPUCTHKOW  oOywaromierocs.  BbIToIHEHHE
71a00paTOPHBIX PabOT COCTOMT U3 SKCIEPUMEHTAJIbHO-TPAKTUYECKON, PAaCYETHO-aHAIUTUYECKOM
4acTe U KOHTPOJIbHBIX MEPOIIPUSTHH.
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BrimonHenue mabopaTopHbIX paboT OO0ydaloUIMMCs SIBJISIETCS HEOTHEMJIEMOM 4YacThiO
U3y4eHHs] JMCUUIUIMHBI, OTNpeAesieMoil ydeOHbIM TUIAHOM, W OTHOCHTCS K CpEICTBaM,
00ecIeunBaIONINM PELICHUE CIECAYIOIINX OCHOBHBIX 337a4 Y 00ydJaromerocs:

— NpHOOpeTeHrEe HABBIKOB MCCIIEOBAHUS MPOLIECCOB, SIBJICHUN U 0OBEKTOB, H3Yy4aeMBIX B
paMKax JaHHOW JAUCIUILTUHBI;

— 3aKpeIuvieHHe, pPa3BUTHE U JETalu3alus TEOPETHUYECKUX 3HAHUM, IOJy4YeHHBIX Ha
JCKIUSX;

— TOoJIyueHHe HOBOM MH(OpMAINH 110 U3y4aeMOH TUCIUILIIHE;

— TpuoOpeTeHNE HABBIKOB CAMOCTOSTEIBHOU pa0dOThI C JTa00paTOPHBIM 000PYIOBAHUEM U
npuOopamu.

3ajanue U TPeOOBAHUSA K MPOBEAEHUIO JIA00OPATOPHBIX PadoT

3anganue Ha jabopaTopHble pabOThl NPEACTABICHBI 110 TeMaM W3y4aeMON JUCLUILIMHBI U
HPEJCTaBISIOT COO0H MPOrpaMMHYIO peaiu3alfio U3y4aeMbIX aJIrOPUTMOB KpHITorpaduyeckoi
3alUThl HHPOPMALIUK!

Temal: Beenenne B kpunrorpaduro. CpoiictBa nHpopmanuu. CUTyallMOHHBIE 3a/1a4d Ha
olpezesieHue CBOWCTB MH(pOpMaLnu, MoJyIeXkKalleld Kpuntorpaguueckomy npeoodpa3oBaHHUIO.

Tema 2: Wcropus xpuntorpaduu. Mcropuueckue mmdpel. Mcropuueckne mmdpsl U ux
Kpunroanann3. KommbloTepHass peanm3anus W BCKpbiTHe mmdpoB 3ameHbl. KommbrorepHas
peanu3anys U BCKpbITHE MK (POB NepecTaHOBKU M TaMMHUPOBAHUS.

Tema 3: Marematudeckas Mmozaenb mudpa. Teopus cexkperHoctr Illennona. IToctpoenue
mojenell mm@poB. BeposSTHOCTHBIE XapakTepUCTUKU TeKCTOB. OmpeneneHue H30BITOYHOCTU
TEKCTa, s13bIKa. BEpOATHOCTHBIE XapaKTEepUCTUKH NPOCThIX MU(poB. Pacuer mapameTpoB mudpos.
Paccrostnre eTMHCTBEHHOCTH, OIPEIeIeHHE KOJIMUECTBA JIOXKHBIX KITIOUEH.

Tema 4: bnounsie mmdpsl. biaounsie mudpsr. TOCT 28147-89, IDEA u DES. MHorousniensl
Haj Z2 v 6nounsnii mudp AES.

Tema 5: IlceBnocnydaiinple MMOCie0BaTEIbHOCTH U MOTOYHBIE MHUPpHI. [lceBaocmyuaiinbie
reHepatopel Ha ocHoBe PCJIOC. Ouenka cBoiicTB rammel mudpa. V3yueHue coBpeMEHHBIX
MOTOYHBIX KPUIITOCUCTEM.

Tema 6: Teopus umurocroiikocth CHMMOHCa M KpuUOTOrpapuuecKkue X>1I-(pyHKIUU.
Bbruucnenne mapamMeTpoB MMHUTOCTOMKOCTH, THoMeXxoycToWuMBocTH mudpoB. Iloctpoenue
Kpunrorpaguueckon Xsm-QyHKIMHM Ha OCHOBE OJIouHOro mMdpa M HMcclIeOBaHUE €€ CBOWCTB
METOJJaMU MaTeMaTUYECKOM CTaTUCTUKU U TEOPUU MH(POPMALIUH.

Tema 12: AcumMeTrpuuHble (C OTKPBITHIM Kit0ouoM) mudpel. Beruncnenus B Zn. [Hudp c
OTKPHITEIM KIItouoM: RSA, DOnp-I'amans, [Mlamwupa, [duddu-Xosmivana, Pabuna, ['omsasaccep-
Muxkanu, bmoma-I'onbnBaccep, Mepkia-Xoanmiamana. ['eHepaius O0ONbIIMX MPOCTBIX YUCEN IS
ACUMMETPUYHBIX KPUIITOCUCTEM.

Tema 13: Cxemsl nudpoBoit noanucu. Peanuzanus cxemsr DLII: RSA, Dnp-I'amans u ee
BapuaHTbl, Puara-lllamupa, Onra-llInoppa-Illamupa, lHoppa. Heorpuunaemas noanucey llayma-
BaH-AHTBEPIICHA.

Tema 14: Dnnuntudeckue kpuBble Haa KoHeuHbIM nosieM. [Hudper u OUII Ha ux ocHoBe.
OIUNTHYECKUE KpUBbIE HaJ KOHEYHbIM mosieM. [IpeoOpa3oBaHue KpunrTocucTteMbl Haa Zp B
KPUIITOCUCTEMY Ha JUIMITHYECKON KPUBOM.

Tema 15: Bpenenue B Kpumnrorpapuueckue NIpOTOKONbl. M3ydeHune NpUMUTHUBHBIX
npoTokosioB. M3ydenue kpuntocucremsl Kerberos.

Crpykrypa u ¢popma ordera o 1adopaTopHoii padote
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Otuér mo mabGoparopHoi paboTe odopmiIsIeTCs HHAMBUAYATBHO KaXIBIM CTYIECHTOM,
BBIIOJIHUBIIMM ~ HEOOXOAWMBIE  (HE3aBUCHMO OT TOTO, BBINOJHSJICS JIM  OKCIEPUMEHT
WHAUBUAYAIbHO WM B COCTaBe IPYHIbI CTyACHTOB). CTpaHHIIBI OTUETA CIeAyeT MPOHYMEpPOBaTh
(TUTYJIBHBIN JIUCT HE HYMEPYETCsl, Jajlee UAET CTpaHula 2 U T.1.). TUTYIbHBIN JIUCT OTUETA TOJIKEH
conepkath Ppasy: «OTuér no nadopatopHoii padore «Hazpanue paboThl», UyTh HIKE: BhImomHmI
cTyneHt rpynnsl (Homep rpynnel) (damwnus, uHULMANIBI)». BHHU3Yy aucTa clieayer ykasarhb
tekymuid rona. Hampumep, Otuér mo mnabopatopHoit pabote No (Homep paboThi) «BBeneHue B
CHEKTPAIbHBIA aHanu3», BeimomHun ctyaent rpynmnsl 5221 Meanos WM. Bropas crpanuia TekcTa,
clenyooas 3a TUTYJIbHBIM JIMCTOM, JOJKHAa HauyuMHaThes ¢ myHkTa: Llenp paGotsl. OTuér, Kak
IIPABUJIO, TOJIKEH COAEPKATh CIIEAYIOIINE OCHOBHBIE Pa3JIEbl:

1. ens paboThI;
2. Teopetnueckas 4acTh;
3. [IporpamMmmHOe obecrieueHne, UCIoab3yeMoe B paboTe;
4. Pe3ynbTaThl;
5. BeIBOZIBI.
B ciayyae He0OX0AMMOCTH B KOHIIE OTUETA PUBOAMUTCS [IEPEUEHB JIUTEPATYPHI.

TpebGoBanus k oopMIIeHHIO 0TUYETA 0 JIAOOPATOPHON padoTe

Teopernueckass 4acTh JOJKHA COJEP)KaTh MUHUMYM HEOOXOJUMBIX TEOPETHUECKHUX
CBEICHMH O npeaMeTHoM obnactu. He cienyer konupoBarh LETUKOM WM YACTUYHO METOAMYECKOE
nocobue (onrcanue) 1adbopaTopHO pabOThI WK pa3Aebl yueOHUKA.

B pasgene IlporpamMmMHOe o0OecrieueHHE HEOOXOAMMO OIMCATh, C IOMOIIBI0 KaKUX
WHCTPYMEHTAIBHBIX CPEACTB M KakuM 00pa3oM OblTu pa3paboTaHbl MOAENU U TOJTYYCHBI
pe3ynbrathl. PucyHku, OJIOK-CXE€Mbl, ONMCAaHHE MOJAEIUM M €€ OCOOEHHOCTEH, HEOOXOAUMOCTb
OTJIAJKU — BCE ATO JAOJKHO OBITH MPEACTABICHO B YKA3aHHOM pasJieie.

Pasnen PesynbTaTel BKIIOWaeT B ceOs CKPUHLIOTHI MPOrPAMMHOTO  MPUIIOKEHHUS,
NOJy4eHHbIE TIPH BBIOJHEHUM JaOopaTOpHOl paboThl. PucyHku, rpaguku u  TaGIUIBI
HYMEPYIOTCSI U MOANUCHIBAIOTCS 3ar0JI0OBKaMHU.

BbIBOJBI HE JTOMKHBI OBITH HMPOCTHIM IEPEYHCIEHUEM TOTrO, YTO CIENaHO. 3/1eCh Ba)KHO
OTMETUTh, KaKHE€ HOBBIE 3HAHUSA O MpPEIMETEe UCCIIEOBAHMUS ObUIM TMOIYYEHbI IIPHU BBINOJIHEHUH
paboThl, K 4YeMy MpPHUBENIO OOCYKICHHE PEe3yJIbTaTOB, HACKOJBKO BBINOJIHEHA 3asBIICHHAs LENb
pabotsl. BeIBOIBI 110 paboTe KaXKIbI CTYNIEHT JIeJIaeT CaMOCTOsATEIbHO. B cirydae HeoOXoqumMocT
B KOHIIe oT4éTa npuBoauTcs CHOUCOK JIUTEpaTyphl, HCIOIb30BAaHHOM NMpU MOATOTOBKE K padoTe. B
TEeKCTe OT4€Ta JIeNaroTcsl KpaTKHWE CChUIKM Ha JUTepaTypy (Y4eOHUKH, CIPAaBOUYHUKH, HHbBIE
UCTOYHUKHU...) HOMEpPOM B KBaJpaTHbIX CKOOKkax, Hamp., [l1]. JlureparypHble HCTOUHUKHU
HYMEpYIOTCSl 110 Mepe UX MOSIBIEHUS B TekcTe oTuéTa. B KkoHIe oTuéra maércs ux MOApOOHBII
cnrcok. Ha Bce MCTOUHUKHU CNIHCKA JIMTEpaTypbl JODKHBI OBITh CCBUIKM B TEKCTE OTYETa, Tam, TJe
3TO HEOOXOIUMO.

IIpn cnadye oruéra mpenogaBaTelb MOMKET CAENaThb YCTHbIE U IUCHbMEHHBIE 3aMEyaHMs,
3aJaTh JIONOJHUTENbHbIE BONPOCH.. Bce OTBETHl Ha JOMOJIHUTENBHBIE BOIPOCHI, OOCYKICHHS
BBITIOJHAIOTCS CTYJE€HTOM Ha OTAEIBHBIX JIMCTaX, BKIIOYAEMBIX B OTYET (IpU ITOM B TEKCTE
OCHOBHOTO OTY€ETa JIeJIaeTCsl CHOCKA UJTU APYroi 3HA4OK, KOTOpOMY OyJIeT COOTBETCTBOBATh HOBBII
matepuai). [Ipu 3TOM mucbMEHHBIE 3aMe4YaHMs MPENoJaBaTelNs JOJDKHBI OCTaTbCs B TEKCTE IS
SCHOCTH TUHAMHUKHU PaOOThI HAJl OTYETOM.

OO0BéM oTuéTa NOMKEH OBITh ONTHUMAJIBHBIM JJIsi MOHUMAHHS TOTO, YTO M KakK clenaln
CTYIEHT, BBINONHAA paboTry. OOs3arenbHble TpeOOBaHUS K OTUYETY BKIIOYAIOT OOIIYyI0 U
CHeLHaTbHYIO TPAMOTHOCTD U3JI0KEHHs, a TAKXKe aKKypaTHOCTh 0(hOpMIIEHUSI.

[Tocne mpuéma npenojaBarenaeM oTYET XpaHUTCA Ha Kadepe.

Mertoanyeckne ykazaHus Ui o0ydalumMxcss MO0 NPOXOKAEHHI0O KYypCOBOIro
NPOEeKTUPOBaHUs/ padoOTHI
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KypcoBoii npoekt/ paboTa MpOBOIUTCS C MEIbI0 (OPMHUPOBAHUSA Y OOYUYaAIOIMIUXCS OTBITA
KOMIIJIEKCHOT'O PELICHUsI KOHKPETHBIX 33]1a4 MPO(eCcCHOHATBHOM 1S TeTbHOCTH.

KypcoBoii npoekt/ paboTa 1mo3BoJisieT 00yJaromeMycs:

—  CHCTeMaTH3UpPOBATh U 3aKPENUTh MOJTYYEHHBIC TEOPETUUYECKHE 3HAHMS M MPAKTUYECKUE
yMEHHUS TO TpOoPEeCCHOHATBHBIM YYEOHBIM AMCHUIUIMHAM H MOJYJISM B COOTBETCTBHU C
TpeOOBaHUSIMU K YPOBHIO MOATOTOBKH, YCTAHOBJIEHHBIMHM MPOTPaMMON y4eOHOW MUCIUILIMHBI,
POTPaMMO# MTOATOTOBKH CIIEIIHATMCTAa COOTBETCTBYIOLIETO YPOBHSI, KBATU(UKAIINH;

— TPUMEHUTh TONyYCHHbIC 3HAHUSA, YMEHHUA U NPAKTHUECKUH ONBIT MpPU PELICHUN
KOMIUIEKCHBIX 3aJ1a4, B COOTBETCTBHH C OCHOBHBIMU BHIaMU MPOo(eccruoHaIbHON NeATEIbHOCTH 10
HaNpaBJICHUIO/ CIIEUAIBHOCTH/ TIPOTPaAMME;

— yIIIyOWUTb TEOpETUYECKHE 3HAHHS B COOTBETCTBUHU C 33JJaHHON TEMOM;

— cdopMupoBaTh yMEHHUS TNPUMEHSATH TEOPETUYECKUE 3HAHUS TpPU  PElICHUU
HECTaHAAPTHHIX 3a7ay;

— TpuUOOpeCTH OMBIT AaHAIUTUYECKOH, pacuyéTHOM, KOHCTPYKTOPCKOW paboThl U
c(hOopMHUPOBATh COOTBETCTBYIOIINE YMEHHUS;

— chopmupoBaTh yMeHUS PabOTBI CO CHEIUAIBHOM JHUTEPATypOd, CIPABOYHOM,
HOPMAaTUBHOW U MTPABOBOM JOKYMEHTAIMEH W MHBIMU WH(OPMAITMOHHBIMU HCTOYHUKAMH;

— cdopmupoBath yMeHHS (POPMYIHPOBATH JIOTMYECKH OOOCHOBAHHBIE  BBIBOJBI,
MPEUIOKEHHUS U PEKOMEHIAllMU TI0 Pe3yIbTaTaM BBIMIOIHEHUS PaOOTHI;

— pa3BuTh NpohecCHOHATBHYIO0 MUCHbMEHHYIO U YCTHYIO PeUb 00Yy4aroIIerocs;

— pa3BUTh CHUCTEMHOE MBIIUICHHE, TBOPYECKYI0 WHHUIIMATHUBY, CAMOCTOSTEIHHOCTH,
OpPraHNU30BaHHOCTH U OTBETCTBEHHOCTH 32 MIPHHUMAEMbIE PEIICHUS;

— cdopMupoBaTh HABBIKM IUIAHOMEPHON  pErylspHON paboThl HaJl pelIeHUEM
MIOCTaBJICHHBIX 3a/1a4.

CTpyKTypa NosiCHUTEJbHOH 3allMCKH KypPCcOBOii paboThl / mpoeKkTa

Nzyuenne kypca «YmpaBiieHHWE JaHHBIMHU» 3aKaHYMBAETCS BBHIMOJHEHHWEM KypCOBOW pPabOTHI IO
NPOEKTHPOBAaHUIO 0a3 JaHHBIX Pa3IMYHOro HaszHaueHus. ColepaHuEe KypCOBOIO NPOEKTa HM3JIaraercs B
IporpaMMme Kypca Jjisl COOTBETCTBYIOIIUX CHENMAIbHOCTEN M JOJKHO COOTBETCTBOBATH IPUBEIACHHOMY B
MPWIOKEHUN 33JaHUI0 Ha KypCOBOE IPOECKTUPOBAaHME. bIaHK 3aJaHus Ha KypCOBOE INPOEKTUPOBAHUE
JIOJDKEH OBITh MOJIUINT B MOSICHUTEIIHHYIO 3aMUCKY Tepe BBEACHUEM.

Otuér mo KypcoBoil pabore odopmiseTcss KaXIbIM CTYACHTOM HHIUBHIYAIbHO W COAEPIKUT
OIMCAaHME JINYHO BBIMOJHEHHONW Pa0bOThI, KOTOPAs BKIIFOUACT:

- TUTYJIbHBIH JIUCT;

- HHOVBHUAYAJIBHOE 3a/IaHUE;

- IOSICHUTEIBHYIO 3aITNCKY;

- IPOTPaMMBbI U CTIEIU(HUKALIUKN HA SJIEKTPOHHOM HOCHTEIIE;

ITosicHuTENBHAS 3alIMCKa COAEPIKUT PA3IEIIbL:

- COZIep’KaHUe C YKa3aHUEM CTPaHMIL U pa3/eNoB;

- BBEJICHUE;

- OCHOBHYIO 4acCThb;

- CIIUCOK JIUTEPATYPBHI;

- IPHJIOKEHUS.

B comepxannm momkHa OBITH OTpakKeHa CTPYKTypa MOSCHUTENHHOW 3alMcKH. BBeneHue MOIHKHO
XapakTepu3oBaTh Ty cdepy 4YeJIOBEUEeCKOW MOEATeNIbHOCTH, sl KOTOpoil OyAeT NpoeKTUPOBATHCS
MIPUIIOKEHUE.

CIHCOK JUTepaTyphl, IOMUMO KHUT, UCIIOJb30BaHHBIX IPU paboTe Hall KYpCOBOM pabOTOM, TOJIKEH
BKJIFOYATh CCHUTKH Ha BCE AIEKTPOHHBIE MaTepUaIIbl, HCIIOIb30BaHHBIE TPU MPOEKTHPOBAHNU.

JluctuHry nporpamMm ¢ MoApOOHBIMA KOMMEHTAPHSMU JTOJDKHBI OBITh IPUBEACHBI B IPHIIOKEHHSAX.

TpebGoBanus k 0)OPMIICHUIO MOSICHUTEIbHOM 3aNIMCKH KYyPCOBOii padoThl / IpoeKTa

B BUAY MPUHAMJICKHOCTU KYPCOBOT'O IMPOCKTAa K AUCHUIITIMHAM CBA3aHHBIM C I/IH(I)OpMaLII/IOHHI:IMI/I
TEXHOJIOTUAMU M DJICKTPOHHO-BBIYUCIUTCIBHBIMH MallMHAMU ITOJACHHUTCIIbHAA 3allkMCKa JOJDKHa OBITh
odopmileHa IPH MOMOIIK J00ro MPOrpaMMHOI0 MHCTPYMEHTa M pacledaraHa Ha JucTax ¢opmara A4
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(210x297 MM), TUCTBI TOJKHBI OBITH IIPOHYMEPOBAHBI M CIIUTHI. I10JIs IMCTa TOMKHBI COCTaBJIATh JeBOe 25
MM, BepxHee W HmkHee 20 MM, mpaBoe 15 mMM. TeKkcT 3ammMcKku JOJDKEH ObITh HaOpaH yno004MTaeMbIM
mpudTOM O pa3Mepy M HauepTaHuio coorBercTByrommidi «Times New Roman» B 14 nr. MexcTpouHblii
WHTEpBaJl JOJDKEH COOTBETCTBOBATh MOJYTOPHOMY. B 3ammcke Takke JODKEH OBITh MPEAYCMOTPEH KapMaH
JUI TIOMEINEHWST B HEro JHcKa ¢ pabOTOCIOCOOHBIM MPUIOKEHHEM W BCEMH WCXOJHBIMH TEKCTAMHU
nporpamM. Jlonmyckaercs oMeIIaTh Ha AUCKETY apXuB B (hopmare zip WIIH rar.

[MonHbIi JIMCTHHT TPOrpaMMBI JOJDKEH BKJIIOYATH B ce0sl pacreyaTtKky BceX (paiijioB mporpamm, u3
KOTOPBIX COCTOMT MPOeKT. DOpMBI TIPOEKTa JOJDKHBI OBITH pacrievyaTaHbl B IBYX BHIAX: B BUAE (OPMBI U B
BUme TectoBoro (aima. Bce Qainbl  GopM  JOMKHBI OBITH  CIPYIIUPOBAaHBI B  CICAYIOIICH
NOCJICIOBAaTEIbHOCTH: CHavana (opMa B Ipolecce pa3padOTKH, 3aTeM (opmMa B TEKCTOBOM BHAC U B
3aBepIICHUH TEKCT MOJIYJS CBs3aHHBIN ¢ GopMmoii. B 3ammcke gparMeHTBI TEKCTOB MPOTPAMMBI, a TAKKe
TEKCThI PACIeYaToOK MOJIYJsi ¥ (GOpMbI JOJDKHBI ObITh BbIONHEHBI mipudTom «Courier Newy» paszmepom
10 miT., uepe3 oAUHAPHBII HHTEPBAJ.

MeTtoauyeckue yka3aHusi 1 O0y4YalOIIMXCSl MO MPOXOKIAEHUIO CAMOCTOSITEIbHOI
padoThI

B xone BBINOSHEHHS CaMOCTOSATENBHON pabOThl, OOYYAIOLIUICS BBINOJIHICT paboTy IO
3aJ]aHUI0 W TIPH METOJUYECKOM PYKOBOJICTBE IPEINOjaBaTelisi, HO 0e3 ero HEnoCpeICTBEHHOTO
YUYaCTHS.

Jlns oOyvaromuxcsi 1Mo 3a049HOM (opMe OOydYeHHs, CaMOCTOSTENbHas padoTa MOXKET
BKJIFOYATh B CEOsI KOHTPOJIBHYIO paldoTYy.

B mpouecce BBIMOTHEHHS CaMOCTOATENBHON pPabOThl, y oOydaromerocs (GopMHpYyeTcs
nenecooOpa3Hoe TUIAHUPOBaHUE PabOUYero BpEMEHH, KOTOPOE MO3BOJISET UM pPa3BUBATh YMEHUS U
HaBbIKM B YCBOCHHHU U CUCTEMATU3allNN HpI/IO6pCTa€MI>IX 3HaHHi/JI, oOecIieunBaeT BBICOKUIT YPOBCHB
yCIIeBAaeMOCTH B MepHOJ 00yUeHHs, TOMOTAeT MOMYYUTh HABBIKK MOBBIIICHHS TPOGECCHOHATHHOTO
YPOBHSI.

MeTtoauyeckuMi ~ MaTepualiaMHi,  HalpaBISOIIMMU  CaMOCTOSTENbHYIO  paboTy
00y4JaromInXCs SBISIFOTCS:

—  y4eOHO-METOAMYECKH MaTepHal Mo JUCIUILINHE;

— METOJUYECKUE YKa3aHUs IO BBIMOJIHEHUIO KOHTPOJIbHBIX paboT (IUIsi 00ydYaromuxcsl o
3a049HOMU (hopme oOyueHus).

MeTtoanyeckue YKa3zaHusi ISl 00yYalOIIMXCS MO TNPOXOKIECHHIO MPOMEKYTOYHOI
aTTecTalUu

[TpomexyTouHas aTTecTarus 00yJaroImuxcs peycMaTpUBaCT OIlCHUBAHUE
NPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3YJIbTaTOB OOy4YeHHs 1O auciuiuinHe. OHa BKJIIOYAET B
ceOs:

— 92K3aMeH — (GopMa OICHKH 3HAHUH, MOJYYSHHBIX O0yUYaIOUIMMCS B MPOLIECCE M3YyUEHUS
BCEH AUCIMIUIMHBI UITU €€ YaCTH, HABBIKOB CAMOCTOSITENILHOM paOOThI, CIIOCOOHOCTH MPUMEHSThH UX
i1 pCHICHUA MPAKTUYCCKUX  3ajad. 9K3aMeH, KakKk IIpaBUJIO, IMPOBOJUTCA B MICPUOJ
HK3aMEHAIIMOHHOW CECCHUU W 3aBEpIIAeTCs AaTTECTAIIMOHHOW OIEHKON «OTIUYHOY», «XOPOIIOY,
«YJIOBJIETBOPUTEILHOY, «HEYIOBICTBOPUTEITHLHOY.

— 3a4eT — 3TO (opMma OICHKU 3HAHWM, MOJYyYEHHBIX OOYyYarOIIMMCS B XOJA€ W3Yy4eHUs
yueOHOM AMCUUILIMHBI B [[EJIOM WM MPOMEKYTOUHAs (M0 OKOHYAHWU CEMEeCTpa) OlleHKa 3HaHUH
00yJaromuMcs IO OT/ACTBHBIM pa3JiesiaM JUCIUTUIMHBI C aTTECTAIMOHHON OI[CHKON «3aUTeHO)» HITH
«HE 3aUTEHOY.

— muddepeHIMpoBaHHBI  3a4eT — 93TO0 (¢opMa OICHKA 3HAHWMA, TOJYYCHHBIX
0o0yJaromuMcsi IpU M3YYCHUW TUCHUTUIMHBI, TPH BBITOJHEHHHA KYPCOBBIX MPOEKTOB, KYPCOBBIX
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paboT, HAyYHO-UCCIIEIOBATENIbCKUX PadOT M MPOXOXKACHUU MPAKTUK C aTTECTAIlMOHHOM OLIEHKON
«OTIUYHOY, «XOPOIIOY, «YAOBIETBOPUTEIBHOY, KHEYTOBICTBOPUTEIHLHOY.

Cucrema OIEHOK NpH MPOBEACHUU MMPOMEKYTOUHOW aTTECTAIMU OCYIIECTBISIETCS B
COOTBETCTBUU C TpeOoBanusmu [lomoxennit «O TeKymeM KOHTPOJIE YCIEBAEMOCTH U
MIPOMEXKYTOUHON arrectanuu ctyneHToB [YAII, oOydaronmuxcss mo mporpaMMaM BBICIIETO
oOpazoBanusi» u «O MOAYIBHO-PEUTUHIOBOM CHCTEME OIICHKHM KadecTBa Y4eOHOH paboThl
ctyaeHToB B 'Y AID».
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JlaTta BHECEeHUs
W3MCHEHHH U
JIOTIOTHECHHUH.

IToanuce BHECHIETO
W3MEHEHMUS

ConepxkaHre U3MECHCHHUH W JOTIOTHCHHMH

Jara u Ne

MPOTOKOIA
3aceaHus
Kadeapb

Iommuce
3aB.

kadenpon




