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AHHOTAIUA

HucuunnuHa «3almra  KOMIIBIOTEPHBIX  CET€W» BXOAUT B  BAPUATUBHYK  4acTh
00pa3oBaTelbHONM MPOrpaMMbl  MOATOTOBKH oOydaronuxcsi 1o crenuansHoctd  «10.05.05
«be3onacHOCTh MH(MOPMAIMOHHBIX TEXHOJIOTUN B NMPABOOXPAHUTEIBHOU cepey crennanu3anus
«TexHomoruu 3amuTsl HHGOPMAIMK B NPAaBOOXpAaHUTEIbHON chepe». [ucuurumua peanusyercs
kadeapoit Ne34,

JucuumumHa HaueneHa Ha (GOpMUPOBAHHE y BBITYCKHUKA

npodeccuoHaNbHBIX KOMIETCHIIUNA:

[1K-2 «cnocoOHOCTh TPHUMEHATh TEXHUYECKHE M IPOTrpaMMHO-alapaTHbIE CPeacTBa
00pabOTKH U 3aIUThl HHPOPMAITHI,

[1K-5 «cmocoOHOCTh OCYIIECTBIATH YCTAHOBKY, HACTPONKY M AKCIUTyaTalldl0 KOMIIOHEHTOB
TEXHUYECKUX CHUCTeM obecreueHuss Oe3omacHOCTH  HMHQOpPMAMM W MOIJAEPKKY X
paboTOCIIOCOOHOTO HACETICHHUSI,

[IK-17  «cmocoOHOCTh  OpPraHU3OBbIBaTH  MOATOTOBKY W MPEICTaBIATH  OOBEKT
uH(popMaTU3allud B XOAE aTTeCTallid Ha COOTBETCTBUE TPEeOOBaHUSAM TIOCYIAapCTBEHHBIX U
BEJIOMCTBEHHBIX HOPMaTUBHBIX IOKYMEHTOB,

[1K-29 «cnocoOHOCTh (hopMUpOBaTH Pa0OYYI0 TEXHHYECKYI0 JOKYMEHTALHUIO C YYETOM
JNEHCTBYIOIIMX HOPMATUBHBIX W METOJUYECKHX JOKYMEHTOB B 001acTd 0e30MmacHOCTH
uH(pOpMaLun»,

[TIK-31 «cmocoGHOCTh MPUHUMATH y4acTHE B CO3JaHUU CHUCTEMbI 3alIMThl MH(pOpManuu Ha
00BeKTe HH(POPMATU3ALIUNY.

CoaepxaHue AMCHUIUIMHBI OXBAThIBAET KPYr BOIPOCOB, CBSI3AHHBIX C IPEACTABICHHEM O
IPUHLIMIIAX TTOCTPOEHUS BBIYMCIUTENbHBIX CETEH, METO/AAaX OpraHM3aluu 0e30IaCHOCTH B TAKUX
ceTsix U crnocobax aynurta. CTyIeHT JOJDKEH 3HATh METOJbl aIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX
ceTed, OCHOBHBIC MOAXOJBI K peaTn3allid MEXaHU3MOB O€30MaCHOCTH B HMH(POPMAIMOHHBIX
cucTeMax, METOJbl 3alIUThl OT HECAHKIIMOHHMPOBAHHOTO JIOCTYINa, CHOCOOBI MPOEKTHPOBAHHUS
KOMIIOHEHTOB MH(OPMAIIMOHHBIX CUCTEM, (PYHKIIMOHUPOBAHHE OCHOBHBIX ITPOTOKOJIOB U CEPBUCOB
HNHurepHera.

[IpenogaBaHue QUCHUIUIMHBI IPEIyCMaTPUBAET cleAyrouue GopMbl OpraHu3auu y4eOHOro
npoliecca: JIeKIUH, 1a00opaTopHble paboThl, KOHCYJIBTAIIMH U CAMOCTOSITEIbHYIO paboTy CTyICHTA.

[IporpamMmoil THCHUIUIMHBI TPEAYCMOTPEHBI CIEAYIOIIME BHUIbI KOHTPOJIS: TEKYIIHMI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUYHAS aTTecTalus B popMe sK3aMeHa.

OO0m1as TpyA0€MKOCTh OCBOCHHSI TUCIIMILIMHBI COCTABIISIET 4 3aU4€THBIX eIUHUIIBI, 144 daca.
SA3bIK 00yUYeHUs 10 AUCIUIUIUHE «PYCCKUI».



1. TlepevyeHb NJIAHMPYEMBIX Pe3yJbTATOB 00y4YeHHS MO AUCHUILIUHE

1.1. Henau npenogaBaHus IUCUUILIUHBI

[{enpro MUCIUIUTHHBI «3alUTa KOMITBIOTCHBIX CETei» sIBIseTCS: (OPMUPOBAHUE 3HAHUH,
MO3BOJISIFOIIMX TNPUMEHSATh COBPEMEHHBIE TEXHOJOTMHM B BBIYMCIMTENBHBIX CETSIX HA ATamax oT
MPOSKTUPOBAHUS JO OKCIUTyaTallud, OOOOIIEHHWE TEOPEeTUYSCKUX 3HAHUH, HA KOHKPETHBIX
npuMepax cpejl CUCTEM U CEPBHUCOB, (hOpMHpPOBAHHUE y CTYACHTOB CIICUANbHBIX 3HAHUI B 00J1aCTH
yIpaBIEHUS COBPEMEHHBIMU CUCTEMAaMHU U CO3/IaHUS POTPAMMHOTO O0ECTICUCHUSI.

B obnactu BocmuTaHUS JTUYHOCTH LIENBIO MOATOTOBKU MO JAHHOW AMCLMILIMHE SIBJISETCS
3aKperUieHue OOMIEKYIbTYPHBIX U TPOGECCHOHATBHBIX KOMIETCHIIMN ISl IPUOOPETEHUsI Ka4yeCTB,
HEOOXOJUMBIX  CO3JATENII0  HOBBIX  TEXHOJOTHH, TakMX  Kak  LEeJeyCTPEeMIICHHOCTb,
OpPraHU30BaHHOCTb, TPYI0Jt00HUE, OTBETCTBEHHOCTh, IPaXkIaHCTBEHHOCTh, KOMMYHUKATUBHOCTh U

Ap.

1.2. [lepedeHb IUIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHUs MO AUCHUILINHE, COOTHECEHHBIX €
IJIAHUPYeMbIMH pe3yabTaTamu ocBoenusi OIl
B pesynbTare OCBOCHUS AHMCUUIUIMHBI OOYYAIOLIMICS JIOJDKEH 00JaJaTh  CICAYIOUMMHU
KOMIIETEHIIUSAMHU:
[TK-2 «CcrocoOHOCTh MPUMEHSITh TEXHHYECKHE U IMPOrPaMMHO-aIapaTHbIC CPeACTBa 00pabOTKH U
3aIUTHI UHOOPMAITHNY:

3HATh — 3HAYeHUE HH(OPMAIMH B PA3BUTUU COBPEMEHHOTO HHPOPMALIMOHHOTO O0IIECTBA;

YMETh — BBINOJIHATH TPEOOBaHMS K HH(POPMALIMOHHOM 0€3011acHOCTH;

BJIAJICTh HAaBBIKAMU — HACTPOWKH KOMIIOHEHTOB MH()OPMAITMOHHON CHCTEMBI;

UMETb OIBIT JIEATEIIBHOCTH — B IIOCTPOCHMHM O€30MacHbIX HH(GOPMAMOHHBIX CHCTEM U
BBIUMCIIUTEIbHBIX CETEH.

IIK-5 «crmocoGHOCTh OCYILIECTBISITH YCTAaHOBKY, HACTPOWKY M OJKCIUIyaTallMl0 KOMIIOHEHTOB
TEXHUYECKUX CHCTeM oOecreueHuss Oe30macHOCTM  HMH(oOpManmuu ¥ THOJJAEPKKY  HX
paboToCrocoOOHOTO HACETICHUS»:

3HATh — ATallbl IPOEKTUPOBAHUS CUCTEMBI 3AIIUTHI BBIYUCIUTEIIBHBIX CETEH;

YMETbh — IPOBOJAUTH CUCTEMHBIN aHAJIN3;

BIIAJICTh HABBIKAaMU — OOCTIEOBAHUS YK€ CYIIECTBYIOIINX CETEH;

MMETb OIBIT IESITENBHOCTU — B IIOMCKE B3aUMOCBA3EH KOMIIOHEHTOB BBIUYMCIUTEIBHBIX CETEU

[TIK-17 «crmocoOHOCTh OpPraHU30BBIBATH MOJATOTOBKY U MPEACTaBIATH 00BEKT MH(OpMaTH3alUU B
XO0Jle aTTecTallud Ha COOTBETCTBHE TPeOOBAaHUSM TOCYJApCTBEHHBIX U BEJOMCTBEHHBIX
HOPMATUBHBIX IOKYMEHTOBY:

3HATh - MAaTEMAaTUYECKUE METO Bl 00pabOTKH, aHANTN3a U CUHTE3a Pe3yIbTaTOB MPOoheCCHOHATBHBIX
HCCIeNOBaHNN,

YMETh - UCTIOJIb30BaTh MAaTEMaTHYECKUE METOABI 00pabOTKH, aHATTN3a U CHHTE3a PE3YIbTaTOB
PoECCHOHAIBHBIX MCCIICIOBAHUN;

BJIQ/ICTh HABBIKAMU - UCIIOJIb30BAHUS MaTEMaTHUYECKUX METOJI0B 00paOOTKH, aHAIHM3a U CUHTE3a
Pe3yJIbTAaTOB MPOQPECCHOHATBHBIX UCCIICIOBAHHH;

UMETh OTBIT JEATENbHOCTU — MPUMEHEHHsS] Ha MPAKTHKE MaTEeMaTHYECKUX METOJIOB 00paboTKH,
aHaJIM3a U CHHTE3a Pe3y/IbTaToOB MPO(HEeCCHOHATBLHBIX UCCIICIOBAHNN

[IK-29 «cmocobHOCTh (opmMupoBaTh pabOUYyl0 TEXHUYECKYIO JIOKYMEHTAIMI0 C YYETOM
JNEHCTBYIOIMX HOPMATUBHBIX M METOAMYECKHX JIOKyMEHTOB B 00jacTu ©0e30macHOCTH
uHpopmaIumy:



3HATb - OCHOBHBIC IIOAXOJAbI K pCaIn3allul MCXaHN3MOB 0€30IMaCHOCTH B BBIYUCIUTEIBHBIX CCTAX,
YMETH - IPOBOAUTH aHAJIM3 U KOHTPOJIb COCTOSAHHUSA pa6OTaIOH_[I/IX BBIYUCIIUTCIIBHBIX CeTeﬁ;

BJIAACTb HABBIKAMHU — IIPOCKTUPOBAHNA KOMIIOHCHTOB BbIYUCIIUTCIIbHBIX CeTeﬁ, IMPOBCACHUA ayJUuTa
COCTOSHHUS 0€30I1aCHOCTH BBIYMCIUTEIHHOM CCTH,

HMCTBb OIIBIT ACATCIBHOCTH — B IMOCTPOCHUU 0€30I1aCHOM BBIYMCIIMTEIHHOMN CCTHU, NpHUHOMUIIAX,
mnmpoucaypax u CJ'Iy>K6aX AJIMUHHUCTPHUPOBAHUA BBIYHCIIUTCIIbHBIX ceTei

[1K-31 «cnocoOHOCTh MPUHUMATh YY9acTHE B CO3JJaHUM CHCTEMBI 3alUTHl HH(pOpMannu Ha 00bEKTe
UH(POPMATU3ALTUI:

3HATh — METO/IbI A/IMUHUCTPHUPOBAHUS U KOHTPOJIS,

YMETh — IPOEKTHPOBATh, YCTAHABIMBATD U HACTPAUBATh CIYXKObI 0€3011aCHOCTH, OpPraHU3aluN
JIOCTYIIa, IMEHOBAHHMS M apECalliH;

BJIAJICTh HABBIKAMH — IMPOCKTHPOBAHUS KOMIIOHEHTOB KOMIIBIOTEPHBIX CETEH U TPOBEICHHS
ay/IuTa COCTOSIHUS 0€30MaCHOCTH KOMITBIOTEPHOM CETH;

UMETb OIBIT JEATENIFHOCTH - TMPHHIWINAX, MpoHeaypax M CiIyx0ax aJIMUHHCTPHUPOBAHUS
BBIYHCIIUTEILHBIX CETEH.

2. Mecto nucuMiuinabl B ctpykrype OIl

JucuumnHa 6a3upyeTcs Ha 3HAHUAX, paHee NPUOOPETEHHBIX OOYYAIOIMMUCS NpPU H3yYEHUU
CJIEAYIOIIMX JAUCLUILINH:

— CpencTBa BBIYUCIUTENBHON TEXHUKU

— Kpunrorpaduueckas 3amura napopmanuu

— Opranuzanus 9BM U BBIUUCINUTEIBHBIX CUCTEM

— OCHOBBI IEKTPO-, paIMOU3MEPEHUI

— MuKponpouneccopHbIe CUCTEMBI

— IIporpammHo-anmnapaTHas 3amuTa HHGOpMaLUU

— CucTeMbl B CeTH TIepeadu TaHHBIX

— Teopus undopmaimonHoit 6€301MacHOCTH

— OcHoBbI HH(OPMAIIMOHHOH 0€301MacCHOCTH
3HaHUs, TOJy4YeHHble TMpU M3YYEHUH MaTepuaja JaHHOM JUCHUIUIMHBI, HUMEIT Kak
CaMOCTOSITENIbHOE 3HAUYE€HUE, TAK U UCIIOJIb3YIOTCS MTPU U3YUEHUH IPYTUX AUCLMILINH:

— KommekcHble cucTeMbl 3alUThl HHPOPMALMU B IPAaBOOXPAHUTENIBHON cdepe

— HudopmannonHo-aHanuTHYECKOE 00eCTIeYeHHEe MTPABOOXPAHUTENBHOM 1eATEeTbHOCTH
— 3ammTa nHGOpPMAIUHU B PacTIpeIeICHHBIX HH()OPMAITMOHHBIX CUCTEMAX
— IlpousBojicTBeHHAs IPEAIUIIIIOMHAs IPAKTUKA

3. OobeMm qucnunmauebl B 3E/akaaem. yac
I[aHHBIC 06 O6IJ_IGM 06’BCMG AUCHUIINIMHBI, TPYAOCMKOCTH OTACIBHBIX BHUIOB qu6HOﬁ paGOTLI 10

JAUCITUIIIINHC (I/I pacnpeaciiCcHue 3TOM TPYAOCMKOCTH I1O CCMCCTpaM) MMpEACTaBJICHLI B Ta6J'II/II_IC 1

Tabmuua 1 — O6beM U TPYyL0EMKOCTh TUCIUITITUHbI

Bua yueOHOIT pabOTBI TpymoeMKOCTb 110
Y p Bcero 124

ceMecTpam

No7

OG1wast TPy10eMKOCTh 4/ 144 4/ 144




aucuunauHbl, 3E/(1ac)

H3 nux uacoe npaxmuueckoii
noozomoexku

34

34

AyoumopHbwie 3auamus, BCETo 4ac.,

B mom uucne

51

o1

nexmww (JI), (dac)

17

17

HpaKTI/I‘IeCKI/IC/CeMI/IHapCKI/IC 3aHATUA

(I13), (wac)

naboparopHsie padotsl (JIP), (dac)

34

34

KypcoBoii mpoekT (padota) (KII, KP),

(qac)

DKk3amMeH, (Jac)

36

36

Camocmonamenvnasn paboma, BCEro

57

57

Buja npoMe:kyTOUHOro KOHTPOJIS:

3aueT, 7udd. 3aueT, Sx3ameH (3ader,

dudd. 3a4, Ik3.)

OK3.

OK3.

4. Coaepxanue TUCUMILTHHbBI
4.1. PacnpenesieHue TPYA0eMKOCTH JHCIHUIIIUHBI

10 pasjaejiaM U BUAAM 3aHATHI

Pazgenbl 1 TeMbl JUCHMILINHEL U UX TPYAOCEMKOCTb ITPHUBCICHLI B Ta6nnue 2.

Tabnuna 2. — Pa3nensl, TEeMbl IUCHUIUIMHBI U UX TPYJIOEMKOCTb

Paszpgenbl, TeMbl AUCHMILTUHBL Jlexkmuu | 113 (C3) JIP KII CPC
(dac) (dac) (qac) (qac) (qac)
Cemectp 7

Paznen 1. AIMHHUCTPHPOBAHIIHE 5 8 12

BBIYHCIIUTEbHBIX CETEH.
Paszen 2. Bamura tpaduka 4 8 15
Paznen 3. Aranu3 tpaduka 4 8 15
Pasnen 4. TectupoBaHue Ha IPOHUKHOBEHUE 4 10 15
Hroro B cemectpe: 17 34 57
HUroro: 17 0 34 0 57

4.2. CopepixaHue pa3iejioB U TeM JEeKIMOHHBIX 3aHATHIi

ConeprkaHue pa3/iesioB U TEM JICKITMOHHBIX 3aHATHI PUBEACHO B TabauIe 3.

Tabnuna 3 - Conepskanue pa3/ieJioB U TEM JIGKIIMOHHBIX 3aHATUI

Howmep paznena

HaszBanue u conepxkanue pasiesioB U TEM JIEKIIMOHHBIX 3aHATHI

1 AIMMHHCTPHPOBAHHE BHIYHCINTEIbHBIX CeTeH
[Tpunnumne: noctpoenust JIBC. CeteBbie cepBHCH U CiTy)0bl. CeTeBoe

obopynoBanue. Anpecansi B KOMITBIOTEPHBIX ceTsiX. CTeK MPOTOKOJIOB
TCP/IP. I'nob6ansubIie cetn. CpencTBa aIMUHUCTPUPOBAHUSI.




Texnonorus SIEM. Knaccudukanus yrpos. Craauu npoBeaeHus
CETEBOM aTakH.

3amura Tpaduka

MesxceteBble okpanbl. bpanamaysp Windows. JluctpuOyTussl st
MIOCTPOCHHUS MEKCETEBBIX 3KpaHOB. J[ucTpuOyTHBHI HA OCHOBE
FreeBSD. luctpubytussl Ha ocHoBe Linux. Texnomorus IPSec.
Texnonorus VPN. be3onacHas cets Ha ocHOBe TexHosioruu Infotecs
VipNet. [TAK VipNet.

AHajm3 Tpapuka

Amnanuzaropsl Tpaduka. [IpUHIUITEI TOCTPOSHHS CUCTEM OOHAPYKEHHS
BTOp>KeHUS. [ [pHHIIMIIBI TOCTPOEHUS CUCTEM NPENOTBPALLIEHUS
BTOP>KCHUM.

TecTupoBaHNe HA NPOHUKHOBEHHE

Aynaut 6e3omacHOCTU. IHCTPYMEHTHI 1715l TECTUPOBAHUS Ha
MPOHUKHOBEHHE. 3aluTa padoYrx CTaHIUi U cepBepoB. AucTpulOyTus
Kali Linux. OxcnnonTsl. DKcIutyataus ysi3BUMocTell ¢
ucnoyib3oBanuem Metasploit.

4.3. IIpaktuyeckue (CeMHHAPCKHE) 3aAHATHS
TeMbl IPaKTHUECKUX 3aHATHH U UX TPYJOEMKOCTb IIPUBEICHBI B TAOIUIIC 4.

Tabmuna 4 — [IpakTuyeckue 3aHATHS U UX TPYJOEMKOCTb

Ne
Ne
o/ | TeMbl IpaKTHYeCKHUX 3aHATHIx DopMbI PAKTHYECKUX 3AHATHH prz[?sx:l;ocn, Hp;zfg;i
JIMHBI
VY4eOHbBIM IIJIaHOM HE TPeAyCMOTPEHO
Bceero:
4.4. JlaGopaTopHble 3aHATHS

Tembl 1a00paTOPHBIX 3aHATUH U UX TPYJOEMKOCTb IIPUBEICHBI B TAOIUIIE 5.
Tabnuna 5 — JlabopaTropHble 3aHATHS U UX TPYJOEMKOCTh

Ne HaumenoBanue 1ab0paTopHbIX TpynoemkocTsb, p allgl?l/ll;llgzl( oit| Ne paszena

n/m pabor (1ac) MMOATOTOBKH, | JWCIMILIIMHEI
(gac)
Cemectp 7

1 | CereBble yTHINTHI 4 4 1

2 | Texnonorus IPSec 4 4 1

3 | Yrumura [PTables 4 4 2

4 | AuctpuOyTUBBI AJIst TOCTPOCHUS 4 4 9

MEKCETEBBIX IKPAHOB

5 | AHanu3 Tpaduka 4 4 3

6 | 3amwuTa Tpaduka 4 4 3

7 Aynut 6e30macHOCTH 4 4 4

8 | Dkcrutyaramus ysi3BUMOCTEH ¢

. 4 4 4
ucrnosb3oBanueM Metasploit
9 | 3amuTa pabo4YnX CTAHINI U CEPBEPOB 2 2 4
Bceero: | 34 34




45. KypcoBoe npoexTupoBaHue (padora)

Y4eOHBIM MJIaHOM HE MPEayCMOTPEHO

4.6. CamocrosiTeibHasi padoTa 00y4yarommxcst
Bupl caMmocTosTenbHON paboThI M €€ TPYI0EMKOCTh IIPUBEICHBI B TA0IHUIIE 6.

Tabnuua 6 Bugsl caMmocTosTenbHON pabOTHI M €€ TPYJ0EMKOCTh

Bun camocrostensHON pabOTHI Bcero, uac | CemecTtp 7, uac
1 2 3
CamocrosiTeJibHasi padoTa, BCero 57 S7
W3yYCHHUE TEOPETUICCKOr0 MaTepralia 10 40

mucuutuinHb (TO)

KkypcoBoe mpoektupoBanue (KII, KP)

pacuerHo-Tpaduueckue 3amanus (PI'3)

BhIMoNHeHHE pedepata (P)

[Moxrororka k Tekymiemy koHTpoto (TK) 17 17

nomarrHee 3amanue (/13)

KOHTpPOJIbHBIE Pa0oThl 3a0uHuKOB (KP3)

5. IlepeyeHnn yueOHO-MeTOAHYECKOr0 00ecnedeHUs! UIs1 CAMOCTOSATEbHOI padoThl
o0yyaromuxcs 1Mo JMCHHUILIHHE (MOLY110)
Y4eOHO-MeToInYeCKHe MaTepHaibl JUIsl CaMOCTOSTENbHOM paboThl 0OyUarOIIMXCsl yKa3aHbl B
n.a. 8-10.
6. IlepeyeHb OCHOBHOII M JONOJIHUTEIBHOM JUTEPATYPHI
6.1. OcHoBHasi IuTEpaTypa
[lepeueHb OCHOBHOM JTUTEpATyphI IPUBEIEH B TAOIUIIE 7.
Tabnuia 7 — [lepeueHb OCHOBHOM JTUTEpaTypHI

Mudp bubnunorpaduueckas cceiika / URL aapec KomnuuecTtso
HK3EMIUISIPOB B
O6ubanoreke
(KpoMe 3JIEKTPOHHBIX
9K3EMILISPOB)
004(075) Omudep, B.I'.  Kommetorepusie cetu : [Ipuniumnsl, 50
0-54 TEXHOJIOTHH, MPOTOKOJIEI [ TekcT] : yaeObHoe mocodue /

B. T'. Omudep, H. A. Onudep. - 4-e uzn. - CIIO. :
ITUTEP, 2012. - 944 c.

http://e.lanbook.com/bo | Arees, E.}O. OCHOBBI KOMIIBIOTEPHBIX CETEBBIX
oks/element.php?pll_id | TexHOMOTHIT [DNEeKTPOHHBIN pecypc] : . — DIIEKTPOH.
=11484 naH. — M. : TYCYP (Tomckuii rocyjapcTBEHHBIN
YHUBEPCHUTET CUCTEM YIPABICHUS U
pannodnieKTpoHukn), 2011. — 83 c. — Pexum
JIOCTyTIA:.




6.2. JlonoJIHUTE/IbHASA JIUTEpaTypa
[TepeueHs AOMOIHUTENBHON JINTEPATYPHI MPUBEICH B TaOJIHUIIE 8.
Tabnuma 8 — [lepedeHb AOMOTHUTEIBHON JTUTEPATYPHI

udp bubmuorpaduyeckas ccriika/ URL anpec KonuuecTtBo
9K3EMIUISIPOB B
o6ubnmmoTexe
(KpoMe AJIeKTPOHHBIX
9K3EMILISIPOB)
004.4 Kenun, A. M. TIpakTudeckoe pyKOBOJCTBO CUCTEMHOTO 9
K35 apmuauctparopa [Tekcer] / A. M. Kenun. - CII6. : BXB -

[TerepOypr, 2010. - 464 c.

http://e.lanbook.c | Hukudopos, C.dD. BeeneHue B ceTeBbie TEXHOIOTHU:
om/books/elemen | DaeMeHTBI IPUMEHCHHS U aIMUHHCTPHPOBAHUS CETEi
t.php?pll id=659 | [DaekTpoHHBIH pecypc] : yueOHOE mocodue. — DISKTPOH.
15 nmaH. — M. : dunaHce ¥ cratuctuka, 2007. — 224 c..

7. Ilepeuenn pecypcoB uH(popmanuoHHo-TelekoMmyHukannonnoi cetu UHTEPHET,
HEeO0XOAUMBIX /1JI51 OCBOEHMS 1M CHUTLIHUHBI
[Tepeuens pecypcoB uHpopmalmonHo-Tenekommynukauontnoit cetu UHTEPHET, neo6xoanmbIx
JUUIsl OCBOCHMSI TUCIIMIUIMHBI TPUBECH B Tabuiie 9.
Tabmuna 9 — [lepeuens pecypcoB uHbopMalmoHHO-TenekommyHukauonnoit ceru MHTEPHET,
HEOOXOAUMBIX JJISI OCBOCHUS TUCITUTIIMHBI

URL aapec HanmenoBanue
https://webware.biz/?p=3920 | Kuura «TectupoBanue Ha nponukHoBeHue ¢ Kali Linux» Ha pycckoMm si3bIke
http://ru.docs.kali.org/ Kali Linux Official Documentation

8. IlepeuyeHb HH(POPMALMOHHBIX TEXHOJIOTHA, HCIOJIb3yeMbIX MPH

OCYILIeCTBJIEHMH 00Pa30BaTEJIbHOI0 MPOLECCa M0 AUCIHUILINHE
8.1. Ilepeyensb NMpOorpaMMHOro odecneyeHust
[lepedeHpb UCTIONB3yeMOT0 TPOTPAaMMHOTO obecriedeHus npecrasieH B Tadmmie 10.

Tabnuua 10 — ITepeueHs nporpaMMHOro obecredyeHus

Ne i/ HaunmenoBanue

He npenycmorpeno

8.2. IlepeyeHb HHPOPMALMOHHO-CIIPABOYHBIX CHCTEM
[lepeueHp MCOIB3yEMBIX HH(POPMAIIMOHHO-CITPABOYHBIX CHUCTEM IpeJicTaBieH B Tabnuue 11.
Tabmuua 11 — Ilepeuerb HHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne i/ HanmeHnoBanue

He npenycmorpeno

9. MarepuajbHO-TeXHHYecKasi 0a3a, He00OX0AUMAs VISl OCYLIECTBJICHUSA
0o0pa3oBaTeJIbHOI0 MpoLecca Mo JUCHUILIHHE




CocTaB MaTepuaIbHO-TEXHUYECKOM 0a3bl MpeacTaBieH B Tabmuie 12.

Ta6ymmma 12 — CoctaB MaTepuaibHO-TEXHHUECKOM 0a3bl

Homep aynuropun

Ne /it HanmeHnoBaHMe COCTaBHOM YacTH MaTEPHATbHO-TEXHUYECKOM Oa3bl (pu

HEOOXOIMMOCTH )

JlexumoHHas ayauTopus

KoMIbroTepHBIi Ki1acce

10. q)OHIl OLHCHOYHbBLIX CPEACTB 1JIsl MPOBCACHUA l'IpOMe)KyTO‘IHOﬁ arrecranmmn

OﬁyanOHIl/IXCH IO AUCIIMIIJINHC
10.1. CocraB (hoH1a OIIECHOYHBIX CPEACTB MPUBE/EH B Tadymie 13
Tabmuna 13 - CoctaB (oH/Ia OLIEHOYHBIX CPEJCTB JJIs IPOMEKYTOUYHOHM aTTECTAIIMH

Bun npomexyTouHol arTecTauuu [IpuMepHBIil IepeUeHb OLIEHOYHBIX
CpEACTB

DK3aMeH Cnucoxk BOMpPOCOB;
3agaHus.

10.2. TIlepedeHb KOMIIETEHLMH, OTHOCSIIMXCS K AMCHUIUIMHE, W JTanbl UX (OPMUPOBAHUS B
MIPOIIECCE OCBOEHUS 00pa30BaTEILHOM MPOTpaMMBbI IPUBEICHBI B Ta0uile 14.

Tabmuna 14 — IlepeueHb KOMIETEHIMI C yKa3aHHEM JTamoB UX (HOPMUPOBAHMS B IPOLIECCE
0CBOEHUs1 00pa30BaTENbHOMN MPOrpaMmbl

Oranbl GOPMUPOBAHKS KOMIIETEHIIUN 10
Howmep cemectpa

JUCIUILIMHAM/TIpaKTHKaM B niporiecce ocBoenus OI1

ITK-2 «cnocoOHOCTh MPUMEHATh TEXHUUYECKUE U MTPOrpaMMHO-alMIapaTHble CpeicTBAa 00paboTKu U
3aLIUThl UH(OPMALTH»

2 OCHOBBI TPOrpaMMUPOBAHUS

OcHOBBI TPOrPaMMHUPOBAHHUS

CpencTBa BEHIYUCIUTEIBHON TEXHUKU

Kpunrorpaduueckas 3amura nHpopmanuu

OpFaHI/IBaHI/IH OBM U BBIUHCIUTENBHBIX CUCTEM

OCHOBBI JIEKTPO-, PATUOU3MEPEHNN

MuxkpornpoiieccopHble CHCTEMBI

[TporpaMmMHo-amnnapaTHas 3amuTa HTHPopMaIuu

CHCTEMEI U CeTH nepeaayn JaHHbIX

Teopust nHGOPMAITMOHHOM O6€30MacHOCTH

Kpunrorpaduueckas 3ammura nHpopmanuu

[TpousBoacTBEeHHAs (IKCIUTyaTallMOHHAS) TPAKTHKA

3anmTa KOMIOBIOTEPHBIX CETEH

TexHuueckas 3amura HHGOpMaIK

MeTo10JI0THS 3alIUThI HH(bOpMaL[I/IH

beszonacuocts ceteit DBM

O NN NN OO 01| 01| 01| 01| W

[TpaBoBas 3amuTa HHPOpPMAIII

8 3amuTa OT BpeIOHOCHBIX IPOrpaMm

[1K-5 «crmocoOHOCTh OCYIIECTBIATh YCTaHOBKY, HACTPOWKY M OKCIUIyaTal[MI0 KOMIIOHEHTOB
TEXHUYECKUX CHCTeM oOecneueHust ©Oe3omacHOCTH  MHGOpMAIMM M TOMJEPKKY  HX




paboTOCIIOCOOHOTO HACETICHHUSI

3 CpencTtBa BHIYMCIUTEIbHON TEXHUKH

OCHOBEHI OJICKTPOTEXHUKH U PATUOIJICKTPOHUKHU

[IporpammupoBanue. MeTtoib1 u TEXHOJIOTHH
MIpOorpaMMHUpPOBaHUS

OCHOBBI JIEKTPOTEXHUKHU U PAJUO3TIEKTPOHUKU

MuxkponpoueccopHble CHCTEMBI

Opranuzanus 9BM 1 BBIUUCIUTEIBHBIX CUCTEM

OCHOBBI 3JIEKTPO-, PAIUOU3MEPEHUI

[TporpaMmMHo-amnapaTHas 3amura HHHOpMaIuu

CHuCTEMEI U CeTH nepeaayn JaHHbIX

[TpousBoacTBEeHHAs (IKCILTyaTallMOHHAS ) TPAKTHKA

3anmTa KOMIBIOTEPHBIX CETEH

be3zonacuocts ceTeit DBM

[TpotuBoaeiicTBHE TIpECTyILICHUSIM B cepe HHPOPMAITMOHHBIX
TEXHOJIOTUH

W o | NNojooojgjojobs~ b~ W

IIporpammupoBanue. S3bIKku IPOrpaMMHUPOBAHUS

KommiexcHble CHUCTCMbI 3aIlIUThI I/IH(bOpMaI_II/II/I B

9
MIPaBOOXPAHUTENBHOM chepe

IIK-17 «cmocobHOCTh OpPTraHHU30BbIBATh MOAT'OTOBKY U IMPCEACTABIIATH 00BEKT I/IH(1)OpMaTI/ISaI_[I/II/I B
XoJ4€ arrecraum Ha COOTBCTCTBUC Tpe6OBaHI/I$IM TOCyJapCTBCHHBLIX HW  BCIAOMCTBCHHBIX
HOPMATUBHBIX TOKYMCHTOB)

Teopust uHPOPMAITMOHHON OE30MTACHOCTH

ba3sl jaHHBIX

be3zonacuocts ceteit DBM

3amuTa KOMIBIOTEPHBIX CETEH

WupopmaninonHoe npaso

~N| N[N~ oo

ba3er ma"HHbBIX

7 Mertonosnorus 3amuThl UHPOPMALIUU

IIK-29 «cnocoGHOCTh (GOpMHPOBATH PAOOUYI0 TEXHUYECKYIO JIOKYMEHTAIMI0 C Y4eTOM
JNEHCTBYIOIIMX HOPMATUBHBIX M METOAMYECKHX JIOKyMEHTOB B 00jacTu 0e30macHOCTH
uH(pOpMaLIUN»

OcHoBBI HTHGOPMAITMOHHON 0€30MTaCHOCTH

beszomacuocTs cereit OBM

33.IJ_II/ITa KOMITIBIOTCPHBIX ceTel

PaCHpCI[eJ'IeHHLIC I/IH(I)OpMaI_II/IOHHLIC CUCTCMBI

3ammuTa 1 00paboTKa JOKYMEHTOB OTPAaHHMYEHHOTO JIOCTYIIA

KomnbrorepHas skxcriepTusa

HupopmalinoHHO-aHAIUTHYECKOE o0ecrieueHue
IIPABOOXPAHUTEIBHOM IEATENBHOCTH

TexHomorum 3anuThl SJICKTPOHHBIX IIaTexein

OO © (O NN

3amuTa 6aHKOBCKOW MHGOpMaIuu

9 TexHoMOTUH 3aIMIIEHHOTO JOKYMEHTO000pOTa

[1K-31 «cmocoOHOCTh MPUHUMATh YYaCTHE B CO3JIJaHUU CHCTEMBI 3aIUTHl HHPOPMAIIUA Ha 00BEKTE
UHPOpPMATU3ALIUN
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OcHoBbI HHGOPMAITMOHHOHN 0€30MacCHOCTH

[TpousBoacTBEeHHAs (TEXHOJIOTHYECKasi) MPaKTHUKa

Kpunrorpaduueckas 3amura uHGpoOpMaIuu

HupopMainoHHO-TICUXOJIOTHYECKOE obecrnieueHue
MPAaBOOXPAHUTEIBHOU JIEATEIbHOCTH

Kpunrorpaduueckas 3amnmra nHpopManuu

Pacrnipenenennpie ”HPOPMAIIMOHHBIE CUCTEMBI

3anmTa KOMIOBIOTEPHBIX CETEH

be3zonacuocts ceTeit DBM

00 (NN N o (ol bd| P>

3ammra wHGOpPMAMKM B paclpeleIeHHBIX HH()OPMAIIMOHHBIX
cucTeMax

WH(popmalinoHHO-aHAIUTUYECKOE o0ecrieueHue
IIPaBOOXPAHUTEIBHOM J1eATEILHOCTH

TexHomoruu 3amuThl QJICKTPOHHBIX aTexxen

3ammuTa 6aHKOBCKOH MHGOpMAITUU

O Ol o| ©

Komnbrorepnas sxcreptusa

10

HpOI/ISBOILCTBeHHaH npeaauIiIoOMHas IMpakTukKa

10.3. B kauecTBe KpUTEPHEB OIICHKH YPOBHS COPMHPOBAHHOCTU (OCBOCHUS) y OOyYarOIIUXCS
KOMIIETEHIIMH NMPUMEHSETCs IKajla MOIYJIbHO—PEUTHHIOBOM CUCTEMbI YHUBepcuTeTa. B Tabmuue
15 mpencraBnena 100—OamnpHast W 4-0ayulbHAs IOKabl JUIs  OLEHKH C(OPMHPOBAHHOCTH
KOMIIETCHIINH.
Tabnuna 15 —Kputepun onieHKH ypoBHS c()OPMHUPOBAHHOCTH KOMIETEHIUHN

OLICHKa KOMIICTCHIIU

100-
OaJuIbHAs
HIKAJIA

4-GautpHAs
LIKajga

XapakteprcTrka COpMUPOBAHHBIX KOMITETECHITHIA

85 <K <100

«OTIIMYHO»
(Ga4YTCHO»

- oOyuyaromuiicss ray0OKO M BCECTOPOHHE YCBOWJI IPOTPaMMHBIN
MaTepHal;

- YBEPEHHO, JIOTUYHO, TIOCIEIOBATENBHO U TPAMOTHO €T0 U3JIaraeT;

- ONupasich HAa 3HAHHWS OCHOBHOW W JOTMOJIHUTENBHON JIUTEPaTyphl,
TECHO MPUBS3BIBACT YCBOCHHBIC HAYYHBIC ITOJIOXKECHUS C MMPAKTHICCKON
JeSATSIILHOCTHIO HAPABIICHHUS;

- yMeJo 00OCHOBBIBAET U aPTYMEHTHPYET BBIIBUTAEMbIE UM UJICH,

- JIeJaeT BLIBOIBI U 0000IIIEHH;

- CBOOOJTHO BJIAJICET CUCTEMON CIESITMATN3HPOBAHHBIX MOHSATHH.

«XOPOLLIO»
«BaYTEHO»

- 00Oy4Jaronuiicss TBEPO0 YCBOMII MPOTPAMMHBINA MaTepuai, TPaMOTHO U
M0 CYUIECTBY MH3Jaraer e€ro, ONHpPasChb Ha 3HAHUS OCHOBHOMU
JUTEpaTyphl;

- HE JIONyCKAET CYIIECTBEHHBIX HETOUHOCTEH;

- YBSI3BIBACT YCBOCHHBIC 3HAHHS C MPAKTHUYECKOW JEATEITHHOCTHIO
HaIpaBJICHUS,

- APryMEHTHUPYET Hay4YHbIE MOJO0XKECHHUS;

- JeJaeT BEIBOJBI U 0000IIECHH;

- BJIQJICET CUCTEMOM CIeIUaTU3UPOBAHHBIX MOHATHMH.

«yJOBIIETBO-
PHUTEITBHOY
«BGaYTCHO»

- 00yyYaroImuicss yCBOMJI TOJIBKO OCHOBHOM MpPOTrpaMMHBINA MaTepual,
[0 CYHIECTBY H3JIaraeT €ro, ONUpasChb Ha 3HAHUSA TOJBKO OCHOBHOM
JUTEPaTypHI;

- JIOIIyCKaeT HECYLIECTBEHHbIE OUIMOKH U HETOUHOCTH;

- WCIBITBIBAET 3aTPYAHEHHUS B NPAKTUYECKOM NPUMEHEHUHM 3HAHUU
HaIpaBJICHHUS;

- ¢1a00 apryMeHTHPYET Hay4Hble OJOXKEHHUS;
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- 3aTpyAHsAeTCs B (POPMYINPOBAHUH BHIBOJOB U 000OILECHHIA;
- YaCTUYHO BJIAJIEET CUCTEMOH CIELUATU3UPOBAHHBIX ITOHATUH.

K<s4

- O6yanOHlHﬁCH HC YCBOUII 3HAYUTEILHON YacTh MMporpaMMHOro

MarepHaa;
PUTEIBHO» | pacCMOTPEHUH Po0IeM B KOHKPETHOM HallpaBJIeHUH;

- HE MOXET apryMEHTHPOBATh HAYYHBIC TIOJIOKCHHUS;
- He (hOpPMYJIHPYET BBIBOJIOB M OOOOIICHHUIA.

10.4. TumoBble KOHTPOJIBHBIC 3aJJaHUS WA UHBIE MaTEPUAIIbI:
1. Bompocs! (3agaun) i sk3aMena (tabmma 16)

Ta6muia 16 — Borpocs! (3amaun) 11 2K3aMeHa

Ne /i | Tlepevens BorpocoB (3ama4) yist 3aueta / nudepeHmpoBaHHOTO 3a4eTa
ITpunnuns! noctpoenus JIBC. CereBble cepBucs u cinyx0bl. CeTeBoe
1 000py1I0BaHuE.
2 Anpecanus B KoMnbloTepHbIX cetsix. Ctek npotokosioB TCP/IP. I'mo6anbHbIe ceTH.
3 CpencTBa aMMHUCTPUPOBAHHSI BEIYMCIIUTEILHBIX CETEH.
4 Texnonorus SIEM.
5 Knaccudukanus yrpos.
6 Crasiuu poBeICHHsI CETEBOM aTaKu.
7 [ToHsiTHe ¥ Ha3HAYCHUE MEKCETEBBIX SKPAHOB.
8 Bbpannmaysp Windows.
9 YTunura iptables.
10 JucTpuOyTHBBI MEXCETEBBIX SKpaHOB Ha ocHOBe FreeBSD.
11 JucTpuOyTHUBBI MEXCETEBBIX SKPaHOB Ha OCHOBE Linux.
12 Texnonorus IPSec.
13 Texnonorus VPN.
14 besonacnas cets Ha ocHoBe TexHosoruu Infotecs VipNet. [TAK VipNet.
15 AHanuzaTtopsl Tpaduka.
16 [TpuHIUTIBI TOCTPOCHUSI CHCTEM OOHAPY)KEHUSI BTOPIKEHHSL.
17 [TpUHIIMTIBI TOCTPOCHHUS CHCTEM NPETOTBPAIIECHUS BTOPKEHHIA.
18 CHUCTEeMBI BUPTYATBHBIX JIOBYIIIEK.
19 AynuT 0€30MacCHOCTH M TECTUPOBAHUE HAa IPOHUKHOBEHHE.
20 WHCTpYMEHTHI 17151 TECTUPOBAHUSI HA TPOHUKHOBEHHE.
21 Omnucanue ¥ BO3MOXKHOCTH cHelnuanu3upoBanHoro auctpudyrusa Kali Linux.
22 OKCIIONUTHI.
23 ATaku Ha cepBepa. MeTo bl 3alUTHI.
24 ATtaku Ha pabouue cTaHIMU. MeTo bl 3aIIUTHI.
25 ITnardopma Metasploit Framework.

2. Boripocs! (3aaun) uist 3adera / quddepeHnmpoBanHoro 3adera (Tadbmuma 17)
Tabnuna 17 — Bonpocs! (3agaun) nns 3adera / audd. 3auera

Ne i/t

ITepedyens BonpocoB (3amav) mis 3adeTa / nudhepeHInpoOBaHHOTO 3a4eTa

Y4eOHBIM MJIAHOM HE IPEAYCMOTPEHO

«HEYJIOBJIETBO | -  JOMYCKAeT CYIIECTBEHHbIE OIIMOKM UM  HETOYHOCTHU

«HEC 3a4YTCHO» | - UCIIBITBIBACT TPYAHOCTH B IIPAKTHUYCCKOM IMIPUMEHCHUU 3HaHHI>i;
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3. Tembl M 3amaHue JUIsl BBIOJHEHUS KYypCOBOW paOOThI / BBHIMOJIHEHHS] KYpPCOBOTO MPOEKTa
(Tabmuma 18)

Tabmuma 18 — IlpumepHbINi mepedeHb TEM i BBIIOJHEHHS KYypCOBOW pabOThl / BBIMOJHEHUS

KYpCOBOT'O IPOEKTa

[TpuMepHBIii IepedeHb TeM ISl BBITOJHEHHS KYPCOBOW PaOOTHI / BBITOTHEHHS
KyPCOBOTO IPOEKTa

Ne i/t

Y4eOHBIM IJIJAaHOM HE IPEIYCMOTPEHO

4. Bonpocsl 1715l TPOBENICHHS IPOMEKYTOUHOM aTTeCTAllMU TIPH TeCTUpOBaHuM (Tadmuia 19)
Ta6ymia 19 — [IpumepHslii mepedeHb BOIPOCOB IS TECTOB

Ne /it IIpuMepHBIii IepeYeHb BOIIPOCOB JUIsl TECTOB

Y4eOHbIM MJIaHOM HE IPETyCMOTPEHO

5. KoHTposibHBIE U TIPAKTHYECKUE 3a1a4u¥ / 3aaHus 10 AuciuIuinHe (Tadiuia 20)
6. Ta6muma 20 — [IpuMepHbIi IepedeHb KOHTPOJIbHBIX M MPAKTHYECKUX 3a1ay / 3aJaHui

Ne /it [TpumMepHBIii TepedeHb KOHTPOJIBHBIX U MPAKTHYECKUX 3a1a4 / 3alaHuil

1 HpI/IHI_[I/IHBI IOCTPOCHUA BEIYHCIIUTCIIbHBIX ceTeH.

3ajauu penraeMble aIMUHUCTPATOPOM CETH.

HepequL YIp0O3 BBIYHUCINUTCIIBHBIM CCTIAM

Cramguu ceTeBOU aTaku

MecTo 1 postb MEKCETEeBOr0 SKpaHa B 00ECIICUCHUH CETEBOM O€30IIaCHOCTH

321,[[3‘{1/1 HC pCIIaCMbIC MCIKCCTCBBIM OKPAHOM

Crioco0b1 3amuThl Tpaduka

ONEeMEHTHI TCCTHUPOBAHUA HA IPOHUKHOBCHUC

OO |NOOIA~(WIN

3ammTa pabounx CTaHIUI

[HEN
o

3amura cepBepoB

10.5. Meronuueckue MaTepualibl, ONpPEACIAIONINE MPOLEAYpPhl OLEHUBAHUS 3HAHUN, yMEHH,
HAaBBIKOB M / WJIN ONBITA JESITEIbHOCTH, XapaKTEPU3YIOLINX 3Tanbl (GOpMHUPOBAHUS KOMIETEHIIUH,
conepsxkarcs B [TonoxxeHnsax «O TekyleM KOHTPOJIE YCIEBAEMOCTH U MPOMEKYTOUYHON aTTecTaluu
ctynentoB ['VAII, oOyuaromuxcst mo mnporpaMmam Beiciiero oopaszoBaHus» U «O MOAYJIbHO-
PEUTHHTOBOM CHCTEME OLICHKH KauecTBa yueOHoI paboThl cTyieHTOB B 'Y All».

11. MeToanuyeckue yKa3aHus AJIs1 00yYAOIIUXCS 10 OCBOCHHIO U CIIAIIINHBI

[lenpro MUCHUTITAHEI SIBISIETCS — MOJYyYEHUE CTYICHTaMH HEOOXOIUMBIX 3HAHUN, YMEHUHN 1
HaBBIKOB B 00JIACTH 3aIIUThI KOMIIBIOTEPHBIX CETEH, KOTOPHIE TA0T IIPEICTABIICHUE O
BO3MOJKHOCTSIX CTYJICHTOB Pa3BUTh U MPOJIEMOHCTPUPOBATH HABBIKK B 00JIACTH CETEBBIX
TEXHOJIOTHH.

MeToanyeckue yKa3aHus i 00y4alOUIMXCs 110 0CBOEHHUIO JIEKIIMOHHOI0 MaTepHuaJia

OcCHOBHOE Ha3HAUEHHUE JIEKIIMOHHOI'O MaTepuania — JOTUYECKHU CTPOMHOE, CUCTEMHOE,
IyOOKOE | SICHOE U3JIOKEHHEe yueOHoro Marepuaia. HaznaueHue COBpeMeHHOM JIEKIINH B paMKax
TUCITUTIMHBI HE B TOM, YTOOBI IOTYYUTH BCIO MHGOPMAITUIO TI0 TEME, & B OCBOCHUU
byHIaMEHTAIBHBIX TTPOOJIEM TUCIMIUIMHBI, METOJIOB HAYYHOTO MTO3HAHMS, HOBEUIIINX JOCTHIKEHUN
HAy4YHOU MBICITH. B yueOHOM mporiecce JeKIKs BBIOIHAET METOAOIOTHIECKYIO,
OpraHU3AIMOHHYIO0 U HHPOPMaMOHHYIO QYHKIMH. JIeKIHs pacKkpbIBaeT MOHATUMHBIN anmapar
KOHKpETHOU 00JacTu 3HaHUs, €€ MpoOJIeMbl, T1aeT IeIbHOE NMPEACTaBICHUE O JUCIUIIIINHE,
MOKa3bIBACT B3aUMOCBSI3b C APYTUMU JUCITUTUTHHAMM.

[IranupyeMsl pe3yabTaThl IPYU OCBOSHUH 00YUaIOIIMMCS IEKIIMOHHOTO MaTepHaa.

— TMOJIy4YEHUE COBPEMEHHBIX, IETOCTHBIX, B3aUMOCBI3aHHBIX 3HAHHI, YPOBEHb KOTOPBIX
ONpEAEIISeTCA 1EJIEBOM YCTAaHOBKOM K KaXJ0W KOHKPETHOU TEME;

— TIONy4Y€HHE OMBITa TBOPUYECKON pabOTHI COBMECTHO C MPEIOIaBaTEIICM;
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— pasButHe  NPOPECCHOHATBHO—CIOBBIX  KAuecTB, JIIOOBM K  MpeAMETy W
CaMOCTOSTEIILHOTO TBOPUYECKOTO MBIIIICHHUS.
— TOSBJICHHUE HEOOXOAMMOr0 HHTEpeca, HEOOXOAMMOTO JIsi CAMOCTOSITEIILHON paOoTHI,
— IOJIy4CHHUE 3HAHMM O COBPEMEHHOM YPOBHE Pa3BUTHUS HAYKU U TEXHUKHU U O IPOTHO3E
UX Pa3BUTHS Ha OJIMIKAMIINE TOJIBI;
— HaquTCH MCETOANYCCKHU 06paGaTBIBaTB MaTepI/IaJI (BBIILCJISITB TJIaBHBIC MBICJIIN U
MOJIOKEHUS, IPUXOAUTH K KOHKPETHBIM BBIBOJIaM, ITOBTOPATH MX B PA3IHUHBIX (POPMYIUPOBKAX);
—  MOJIy4eHHE TOYHOI'O TIOHUMAHHUS BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSTHIA.
JIEKIIMOHHBIN MaTepHaT MOKET COMPOBOXKIATHCS IEMOHCTPAIHEH CIIaiiIoB U
UCIIOJIb30BAaHUEM Pa3aTOYHOr0 MaTepHasa MpH MPOBEJACHUU KOPOTKUX TUCKYCCHI 00
0COOEHHOCTAX MPUMEHCHHS OTACIBHBIX TEMATHK 0 JUCIUIUIHHE.
CrpyKTypa MpeaoCTaBIeHHs JIEKIIMOHHOT0 MaTEpHaIa;
— UWsnoxkeHue JEKIMOHHOIO MaTEpUaa;
— IlpencraBieHne TEOPETUYECKOIO MaTepHaa IpernoaaBaTesieM B BH/IC CJIai 0B,
— OcBoeHHE TCOPETHUECKOI0 MaTeprasa 1o MPakKTHYSCKUM BOIPOCaM;
— CHmcok BOIIPOCOB IO TEME Il CAMOCTOATENIbHOM padoThl cTyaeHTa (Tadn.21).

Metoanyeckue yka3aHus 1Jis1 00y4ar0mMXCs M0 MPOXO0KICHUIO0 JIAa0OPATOPHBIX PadoT
B xoje BeinonHeHus 1a00paTOpHbIX padOT 00yJaroImuics JOHKEH YIITyOUTh U 3aKPETUTh 3HAHUS,
[IPAKTUYECKHE HABbIKU, OBJIAIETh COBPEMEHHON METOAMKON U TEXHUKOM 3KCIIEPUMEHTA B
COOTBETCTBUU C KBATH(PHUKAITMOHHON XapaKTepUCTUKOM oOyyaromierocs. Boimonnenue
71a00paTOPHBIX PabOT COCTOUT U3 IKCIEPUMEHTAIbHO-IIPAKTUUECKOM, paCU€THO-aHATUTHUECKOMN
4acTeil 1 KOHTPOJIbHBIX MEPONPUATUMN.
Boinonnenue nabopaTopHbIX padoT 00ydaroUUMCs SBISETCSI HEOThEMIIEMON YacThbiO U3yUEHUS
JTUCIUILIMHBL, OTpeIeNiieMOil y4eOHbIM IJIAaHOM U OTHOCHUTCS K CpeICTBaM, 00eCTeynBaoIM
pelIeHre CIEeAYIOIINX OCHOBHBIX 3aau y 00y4aromerocs:
— IpHOOpeTeHHEe HABBIKOB MCCIIEOBAHUS MPOLIECCOB, BJICHUN U 0OBEKTOB, U3y4aeMbIX B
paMKax J1TaHHOM TUCIUILINHBI,
— 3aKpeIUICHHE, pPa3BUTHE U JCTaNu3alus TEOPETHUYECKHUX 3HAHUWM, IIOJyYEHHBIX Ha
JEKLHSIX;
— TOJy4YeHHe HOBOI MH(QOpMAaLMH 110 U3y4aeMoON JUCIUIIINHE;
— mpuoOpeTeHrne HaBBIKOB CAMOCTOSITEIbHONW pabOoThI € JJa0OPATOPHBIM 000PYIOBAaHUEM U
npudopamu.
3aganue u TpeOOBaHUSA K NPOBEACHMIO J1adopaTopHbIX pador (JIP)
— B 3ananuun gomxHO OBITH YETKO chopMyIHpoOBaHa 3a7aua, BbiosHseMas B JIP;
— OrnucaHbl BXO/IHBIE U BBIXOHBIE TaHHBIE JuIs rTpoBeaeHus JIP;
— JIP nomxHa BBIMOIHIATHCS Ha OCHOBE TOJTYYEHHBIX TEOPETUUYECKUX 3HAHMSIX;
— Beoinonnenue JIP 10omKHO OCYIIECTBIATBCS HAa OCHOBE METOAMYECKHMX YyKa3aHUH,
IIPEIOCTABIIIEMBIX IIPENOaBaTENEM;
— JIP nomkHa BBIIOJIHATHCS B CHEIUATM3UPOBAHHOM KOMIIBIOTEPHOM KJIACCE€ U MOKET
OBITH TOpaboTaHa CTYJEHTOM B JOMAIIIHUX YCIOBUAX, eciu 1mo3Boiiset [10;
— MHrorom BemonHenHou JIP sBnseTcsa oTyer.
Crpykrypa u popma ordera o 1adopaTopHoii padore
— IlocraHoBka 3amaun;
— Bxopsble 1 BBIXOJHBIE JAHHBIE;
— ConepxaHue 3TaroB BHITOJIHEHHUS;
— O06ocHOBaHME MTOJYYEHHOTO pe3yiIbTara (BHIBON);
— CHOucoK UCIoIb3yeMON JTUTEPATYPBHI.
TpeGoBanns k 0pOpMIICHHIO OTYETA 0 JIA0OPATOPHON padoTe
— JlaGoparopnas pabdota (JIP) mpemocraBisieTcs B me4aTHOM/UITH JIEKTPOHHOM BU/IE;
— JIP moymkHA COOTBETCTBOBATH CTPYKTYpE M (hOpME OTUETA MPEICTABIICHHOH BHIIIIE;
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— JIP momxna wumeth TtUTYyNbHBIM JucT (I'OCT 7.32-2001 wmsmanus 2008 roma) c
Ha3BaHWEM U MOAMKCHIO CTyIeHTa(0B), KOTOPHIH(bIe) ee cuenan(u) u opopMuii(un);
— Cryaear pomkeH 3amututh JIP. OTMeTka o 3amuTe MOMKHA HAXOAWTHCS Ha
TUTYJIBHOM JICTE€ BMECTE C MOMUCHIO MPEo aBaTers.
MeToanuyeckue yKazaHus JJisl 00y4aOIIMXCS 10 MPOXOKIEHUI0 CAMOCTOATEIbHOMI
padoThI
B xo/1e BBINONIHEHNS CaMOCTOSTENBHON pabOThI, 00y4arOIIUiCs BBIIOIHSAET paboTy M0 33aHUI0 U
IIPH METOIMYECKOM PYKOBOJICTBE MPETOIaBaTENs, HO 0€3 ero HEMOCPEJACTBEHHOTO yUaCTHSI.
s oOyuaromuxcs mo 3a04HOM popMme 00yUeHHs], CaMOCTOsATEIbHAast pab0Ta MOYKET BKJIHOYATh B
ce0st KOHTPOJIBHYIO padoTy.
B mporiecce BBINONHEHUS CaMOCTOSTENbHOM paboThl, y 00ydaromierocs popmupyercs
1enecoo0pa3Hoe MIaHNPOBaHKE pabovero BpeMeHHU, KOTOPOE TO3BOJISIET UM Pa3BUBATh YMEHUS U
HABBbIKU B YCBOCHUH M CHCTEMaTH3aI[MU PUOOpETaeMbIX 3HAHUN, 00ECIIeunBaeT BHICOKUI YPOBEHb
YCIIEBACMOCTH B TICPUOJ OOYICHHUSI, TOMOTACT MOJyYUTh HABBIKH IOBHIIICHUS TPO(HECCHOHATLHOTO
YPOBHSI.
MeToIu4ecKuMHU MaTepruaiaMiy, HAPaBIISIONUMHU CAMOCTOSATEIBHYIO padoTy 00yJIarOIIHXCsl
SBIISIOTCS:
—  y4eOHO-METOAMYCCKHUI MaTepHa 1O JUCIHUILINHE.
[TprMepHBIii TepeueHb TEM ISl CAMOCTOSATEILHOIO OCBOCHHUS IIpeicTaBjeH B Tabnuue 21.
Tabnuna 21 —IIpumepHslii nepeueHs TeM sl CAMOCTOSATEIHHOTO U3YUECHUS

Ne
HaszBanue Tembl
/11
1 3amuTa pabo4YnX CTaHIMH C UCTIOIB30BAHUEM MEPCOHATBLHBIX CETEBBIX
" | GpuIbTPOB.
2 Opranmzanusa VPN-cereil. 3agaun, pemaemsie VPN. TynnenupoBanue B
" | VPN.
3 DOnexTpoHHble cepTudukatsl. [loHaTHe HHGPACTPYKTYPHI OTKPHITHIX
" | xrogeit

IIpoTokouisl u cpeacTsa opranuzanuu VPN Ha ceTeBOM ypOBHE.

4. | Ha3nauenue, o6acTh NpUMEHEHUs, ayTeHTUPUKaLU U MK (poBaHUe
naHHbIX B npotokonax SKIP u IPSec

[IpenmyriecTBa TEXHOJIOTMU TEPMUHANIBHOTO focTyna. O0ecneueHue

5.
0e30MMacHOCTH
5 Aynut 6€30MMacHOCTH KOMITBIOTEPHBIX cucTeM. Llenu, ctanmapThl,
" | moaXomnbl.

WHcTpyMeHTalbHbIE CpeACTBA ayAuTa 0€30MaCHOCTH KOMITbIOTEPHBIX

7. | cucreM, UX BO3MOKHOCTH M HEIOCTAaTKU. [[puMeHeHne HHCTPYMEHTAIbHBIX
CpeACTB ayuTa 6€30MaCHOCTH KOMIBIOTEPHBIX CHCTEM.

Cay»x06b! kaTanoro. O61mmue cBeeHus o ciyx0ax katanoros. CTpykTypa
8. | karamora LDAP. 14.Cucrema envHOTO BXOJla B CE€Th Ha OCHOBE MPOTOKOJIA
Kerberos.

Knaccudukanus cpeacts 1 MHGOPMAIIMOHHBIX PECYPCOB B COOTBETCTBUU
co crangapTom [SO-17799

Haznauenue cuctem oOHapysxeHus atak. Kinaccudukamms cucrem
oOHapyxeHus atak. Vcnosnp3oBaHue cucTeMbl OOHAPYKEHHsI aTak «Snorty

10.

MeToanueckue yKkazaHusi 1Jisl 00y4aIOMMXCS MO MPOXO0KIEHUIO MPOMEKYTOYHON aTTecTAlluN
[TpomesxyTouHas arTecTanus o0yJaromuxcs IpeaycMaTpiuBaeT OLlEHUBAaHHE TPOMEKYTOUHBIX U
OKOHYATEJbHBIX Pe3yIbTaTOB 00ydeHHs 1o aucnuiuinHe. OHa BKIIIOYAET B ceOs:

3a4eT — 3T0 (popMa OILICHKH 3HAHUH, MOITYUYEHHBIX 00YJaIOIMCS B X0/1¢ U3yYCHHS YIeOHOMH
JUCIMIUIMHEL B IEJIOM WJIM TPOMEXYTOuHas (IO OKOHYaHWM CEMEeCTpa) OICHKAa 3HaHHH
00y4aromuMcs 10 OTAEIBHBIM pa3/iesiaM AUCHUIUIMHBI C aTTECTAl[HOHHON OIICHKOH «3aYyTeHOY WU
«HE 3aYTCHOY.
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JlaTta BHECEeHUs
W3MCHEHHH U
JIOTIOTHECHHUH.

IToanuce BHECHIETO
W3MEHEHMUS

ConepxkaHre U3MECHCHHUH W JOTIOTHCHHMH

Jara u Ne

MPOTOKOIA
3aceaHus
Kadeapb

Iommuce
3aB.

kadenpoi




