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AnHHOTAIUSA

Jucuumimnbaa «3amura  ceTed OT HECAaHKUHMOHMPOBAHHOTO [JOCTYIA» BXOAUT B
o0pa3oBaTelbHYl0 IIporpaMMmy BbICIIEr0 00pa3oBaHMsi — IporpamMMmy OakajnaBpuara IO
HanpapieHnio noarotoBku/ creruansHocT 11.03.02 «MHDOKOMMYHHUKAIIMOHHBIE TEXHOJIOTUH
W CHCTEMBbl CBsS3M» HampaBieHHOcTH «[IporpamMMHO-3alUIIEeHHbIE HHGOKOMMYHHKALIMIY.
Jucnuminaa peanusyercs kKadeapoi «Ne33y.

JlucuuninHa HaueneHa Ha GOpPMHUPOBAHKE y BBITYCKHUKA CIEAYIOLIMX KOMIICTCHIIHI:

IIK-6 «CrnocobeH oueHuBaTh MapaMerpbl 0€30MacCHOCTH W 3allMILATh IPOrpaMMHOE
obecriedeHHe M CETeBbIE YCTPOMCTBA AJMMHHMCTPUPYEMOH CETH C IMOMOIIBIO CHElHAIBHBIX
CPEJICTB YIPaBJICHUs 0€30IaCHOCTHION

IIK-7 «CriocoGeH ocymecTBISTh Pa3BUTHE TPAHCIOPTHBIX CETEH M ceTed mepenadu
JAHHBIX, BKJIIOYAsi CETH PAJMOIOCTYIIA, CIYTHUKOBBIX CHCTEM, KOMMYTAIIMOHHBIX HOJICHCTEM H
CEeTEeBBIX MIATHOPM»

IIK-8 «CrocoOHOCTh OCYIIECTBISITh MOHTa)X, HACTPOIKY, PETYIUPOBKY TECTHPOBAHHE
00opyzoBaHuUs, OTPabOTKY PEKUMOB PabOTHI, KOHTPOJb IMPOCKTHBIX MapaMeTpoB pabOThl U
UCIIBITaHUSL O00OpYJOBAaHHSl CBSI3HM OOECIEUEeHHE COOTBETCTBHMS TEXHHYECKHX IapaMeTpoB
HH(QOKOMMYHUKALIMOHHBIX ~ CHCTEM  W/WIM  HMX  COCTaBISIIOIINX,  YCTaHOBJICHHBIM
9KCIUTYyaTAlIMOHHO-TEXHUYECKHM HOpMaM»

IIK-10 «CriocobeH K aJMHHUCTPHPOBAHHIO IIPOLIECCa OLEHKH MPOU3BOAUTEIBHOCTU U
KOHTPOJISL HUCIOJIB30BAaHUSL M NPOU3BOAMTENBHOCTH CETEBBIX YCTPOKMCTB, HPOrPaAMMHOIO
obecrieyeHnst HHGOPMALMOHHO-KOMMYHHKAIIMOHHON CHCTEMBDY

IIK-12 «CnocobeH K NpOBEAEHMIO PETNIAMEHTHBIX PabOT Ha CETEBBIX YCTPOMCTBAaX U
MPOrPaMMHOM 00ecTe4eHNH HHPOKOMMYHHKAIIMOHHONW CHCTEMBI»

ConepxaHue IMUCLUIUIMHBI OXBATBIBAET KpPYr BOIPOCOB, CBSI3aHHBIX C H3YUCHUEM
TEOPETUYECKUX M TPAKTHICCKHX OCHOB oOOecredeHus] MHPOPMAIMOHHOW Oe30MacHOCTH B
MaKETHBIX MYJITHCEPBUCHBIX CeTAX Ha TexHosoruu [P-QoS.

IIpenogaBaHne AMCHUIUIMHBL IIpeAyCMaTpHBAaeT ciexyiomme (GOpMbl OpraHU3aLUU
y4eOHOTOo Mpoliecca: JISKIHH, 1a00paTOpHbIe PabOThI, CAMOCTOsATEIbHAS Pab0Ta CTyIeHTA.

IIporpamMmoii JUCHMIUIMHBI TPELYCMOTPEHBI CICHYIOUIME BHIbI KOHTPOJS: TEKYIIUH
KOHTPOJIb YCHEBAEMOCTH, IIPOMEXKYTOUHAs aTTecTanus B popMe 3auera.

OO0m1ast TPyA0EMKOCTh OCBOCHUSI JMCIMIUIMHBI COCTABISIET 3 3a4YeTHBIX equHUIbI, 108
YacoB.

SI3bIK 00YUCHUSI O JUCIUIUIMHE «PYCCKHUI »

1. TlepedyeHb MIaHUPYEMBIX PE3yJIbTATOB O0YUYCHHS 110 AUCLUILINHE
1.1. Llenu npemomaBaHus TUCIIUTUTHHBL
Lenpro kypca "3ammTa ceTteil OT HECAaHKIMOHHUPOBAHHOTO JIOCTyMa" SBIISETCS HM3y4YCHUE
TEOPETUUECKUX U TPAKTHYCCKHX OCHOB OOECIeueHUs] MHPOPMALMOHHOW 0e30MacHOCTH B
MAaKeTHBIX MYJbTHCEPBHUCHBIX CeTsAX Ha TexHosoruu [P-QoS.

1.2. ducuuminmHa BXOJMT B  COCTaB  4acTH, (OPMHPYEMOH  yYaCTHHKaMHU
00pa30BaTeNbHBIX OTHOIICHUI, 00pPa30BaTEILHON MPOTPaMMBI BICIIET0 0Opa3oBaHusl (manee —
OII BO).

1.3. TlepeyeHb IUIaHUPYEMBIX PE3YJILTATOB OOYUEHHUS 110 JUCLHUIUINHE, COOTHECEHHBIX C
IUTaHUPYeMBIMH pe3yibTatamu ocBoeHust OI1 BO.

B pesynbrare n3ydeHHs AMCHHUIUIMHBI 00YYaIOIUIMIACS JODKEH 00Ja1aTh CICAyIOIIUMA
KOMIETCHIUSIMU WM MX YacTIMH. KOMIETeHINHN U MHIUKATOPBI UX JOCTHKECHUS IPHBE/ICHBI B
Tadumie 1.

Ta6auna 1 — [lepedeHb KOMIIETEHINH M HHANKATOPOB HX JOCTHKEHUS

KaTCFOpI/Iﬂ (rpyrma) Kona u HaumeHoBaHME KOI[ 1 HAUMCHOBAHUEC MHAWKATOpa
KOMIICTCHIUHU KOMIICTCHIIUN JOCTHXKCHHUS KOMIICTCHIIUN

I1K-6.3.1 3HaeT apXUTEKTYpYy, IPOTOKOJBI U
o01ue NpUHIUIBL (YHKIHOHUPOBAHUS
anmapaTHbIX, IPOrPaMMHBIX M IIPOrPAMMHO-
anmapaTHbIX CPEJICTB aAMHHUCTPUPYEMOH

cetn
IK-6 Cniocoben IIK-6.Y.1 ymeeT npuMeHsATh IPOrpaMMHBIE,
OLICHMBATh TTapaMeTPhI anmapaTHbIe U IPOTrPaMMHO-AINapaTHBIC
Ge3omacHOCTH U CPEJICTBA 3ALIUTHI CETEBBIX YCTPOUCTB OT
3aIIUIIATh IPOrPAMMHOE | HECAHKIIMOHHPOBAHHOTO JOCTYIa
[podeccronansHbie | 0beceueHne U CETEBbIC TIK-6.Y.2 ymeeT mosib30BaThCst

KOMIETEHLIUH ycTpoiicTBa HOPMAaTHBHO-TEXHUYECKON JIOKyMEHTAIUeH
aJIMUHHCTPUPYEMOii ceTH | B oOnacT obecreueHus HHPOPMALTHOHHOM
C HOMOIIBIO CIEIUATBHBIX | 6€30IacCHOCTH HH)OKOMMYHHUKAIIMOHHBIX
CpEJICTB YIpPaBIICHUS CHCTEM

0€30MacHOCTBIO IIK-6.B.1 BnageeT HaBBIKAMH U CPEACTBAMH
YCTaHOBKH H YNIPaBJICHUS
CIEeLMaTU3UPOBAHHBIMU IPOrPAMMHBIMU
CpeICTBaMH 3aIIUTHI CETEBBIX YCTPOHCTB
aJIMUHHCTPUPYEMOH CeTH OT
HECAaHKI[HOHUPOBAHHOIO JIOCTyTa

IK-7 Cnocobex
OCYIIECTBIIATH PA3BUTHE
TPaHCHIOPTHBIX CeTed U TIK-7.B.1 Bnaneer HaBbIKaMH BBIPAOOTKH
ceTel nepefayu JaHHbIX, | PELIECHHH IO OIIEPATUBHOMY
[MpodeccuonanbHble | BKIOYAs CETH NEePEKOH(PUTYPUPOBAHUIO CETH, U3MEHEHHUIO

KOMIIETCHIIUH paaroaocTyIa, napamMeTpoB KOMMYTAl[HOHHOM
CITyTHUKOBBIX CHCTEM, MOICUCTEMBI, CETEBBIX IIAT(HOPM,
KOMMYTaIIMOHHBIX 000pyI0BaHUS U TEXHOJIOTHH
HOJICHCTEM U CETEBBIX
wiathopm
TTK-8 CriocoGHOCTH TIK-8.3.1 3Haet geiicTByIOIINE OTpacIeBbIE
OCYIIECTBIISITh MOHTAK, HOPMATHBBI, OIIPE/IeIISIOIINE TPEOOBAHUS K
[podeccronanbHble | HACTPONKY, PEryJIMPOBKY | mapamerpam paboTbl 000pya0BaHMS,
KOMIIETCHIIUH TECTHPOBAHHE KaHAJIOB U TPAaKTOB
obopynosanus, otpadotky | [TK-8.3.2 3HaeT MmeTouKkK poBeACHHS
PEKHUMOB PabOTHl, MTPOBEPKHU TEXHUUYECKOTO COCTOSHUS




KOHTPOJIb MPOEKTHBIX 000pyI0BaHHsl, TPAKTOB U KAHAJIOB
apameTpoB paboThl nepeaadn

HCIIBITAaHUS
000pyOBaHUs CBSI3U
obecrieueHne
COOTBETCTBUS
TEXHUYECKUX ITapaMeTpoOB
HH(POKOMMYHHUKAIMOHHBIX
CHCTEM H/WIIH HX
COCTAaBJISIFOIIHX,
YCTaHOBJIEHHBIM
IKCILTyaTaI[MOHHO-
TEXHUYECKHM HOpMaM

Tabnuia 2 — O6beM U TPYAOSMKOCTh TUCIIUIIIHHBI

TIK-10 CriocoGeH k
AJIMUHUCTPUPOBAHUIO
poLecca OLEHKH
[POU3BOUTEIILHOCTH
KOHTPOJISL HCTIOJIb30BAHUS
IpodeccroHa bHbIC | U POU3BOUTEILHOCTH

T1K-10.3.1 3HaeT apxuTeKTypy, o0IIHe
NPUHIMIBI (YHKIHOHUPOBAHHSI CETEBBIX
YCTPOHCTB MPOrPaMMHOT0 00€CTICUCHHS
AIMUHUCTPUPYEMO# HHPOPMALIHOHHO-

TpymoemkocTs Mo
Bun yuebHoit paboTst Bcero cemecTpam
Ne8
1 2 3

Oowasn mpyooemkocms OucyunIunbl, 3/ 108 3/ 108
3E/ (uac)
H3 Hux uacoe npakmuyeckoii R0020moeKuU 10 10
Ayoumopnsie 3anamus, BCEro 4ac. 20 20
B TOM YHCIIE:

nexuuu (J1), (vac) 10 10

npakTHaeckue/ceMuHapekue  3amatus  (I13),

(uac)

naboparopusie pabotsi (JIP), (uac) 10 10

KypcoBoii mpoekT (pabora) (KII, KP), (vac)

9K3aMeH, (Jac)
Camocmoamensnasn paboma, BCero (4ac) 88 88
Buo npomescymounoii ammecmayuu: 3ayer,
nudd. 3auver, sk3amen (3ager, dudd. 3au, | 3Bauer 3ager
DK3.¥%)

KOMIETEHIUH CEeTEeBBIX YCTPOMCTB, .
KOMMYHUKAIIMOHHOM CHCTEMBI, IPOTOKOJBI
MPOrpaMMHOr0 N
BCEX MOJIEINIH B3aMMO/ICHCTBHUSI OTKPBITHIX
obecrieueHust
CHCTEM
UHPOPMAIIMOHHO-
KOMMYHUKaITHOHHOU
CHCTEMBI
IK-12 Cnocoben k IK-12.Y.1 ymeeT HHCTAIIMPOBATh
MIPOBEICHHUIO OTepaLIOHHbIE CUCTEMBI CETEBBIX
pErIaMeHTHBIX PaboT Ha | YCTPOWCTB; OCYLIECTBIATH MOHUTOPUHT
IpodeccroHaNBHBIEC | CETEBBIX YCTPOUCTBAX U aJIMHHUCTPUPYEMBIX CETEBBIX YCTPOHCTB,
KOMIETEHIIUI POrpaMMHOM COCTaBIISITh PACIIUCAHUE PE3EPBHOIO
obecneyeHnu KOIMPOBAHUS ONEPALUOHHBIX CUCTEM
WHPOKOMMYHHKAIMOHHOW | CETEBBIX YCTPONCTB, pa3dupaTh H coOOMpaTh
CHCTEMbI AJIMUHHCTPHUPYEMbIE CETEBbIE YCTPOHCTBA

W .
HpI/IMe'-IaHHe: KaHAUJATCKMH SK3aMCH

4. Conep:kaHue TUCIMITIHHBI
4.1. PacnpeneneHue TpyJO0EMKOCTH AUCLUUILIMHEI IO pa3/iesiaM U BUIaM 3aHATHH.
Paznenbl, TeMbl AUCHUILUTMHBI U HX TPYIOEMKOCTb IPUBEICHBI B TabnuIe 3.

Ta6nnua 3-— Pasuem)l, TEMbI JUCHUIUINHBI, UX TPYAOCMKOCThH

2. Mecto aucumuniunsl B ctpykrype OIT

JucuuninuHa Mo>XeT 6a3upoBaThCs HAa 3HAHUSAX, paHEe IPUOOPETEHHBIX 00Y4arOMIUMHUCS
IPH U3y4EHUHU CIEIYIOINX AUCIUIIINH!

— «KopnoparuBHas 3amura 0T BHYTPEHHHX YIPo3 HHOOPMALMOHHON 6e300acCHOCTH,

— «[Ipou3BoJcTBEHHAS NPAKTUKAY

3HaHMA, HOMy4YCHHbIE NPH H3YYEHMH MaTepuana JaHHOH IMCLUIUIMHBL, MMEIT Kak
CaMOCTOSATEIBHOE 3HAYEHHE, TAK U MOTYT UCHOJIb30BAThCSA NIPU M3yUEHUHU APYTUX JUCLUIIINH:

— «IIpousBoxcTBeHHAs IPEAIUILIOMHAS IPAKTHKAY

3. OOBeM u TPYJOEMKOCTh TUCIUTLIHHBI
JlaHHBIe 00 00IIEM 00BbEME IUCLUILIMHBI, TPYAOEMKOCTH OTICIBHBIX BHJOB Y4EOHOM
paboThI IO IUCHUILIMHE (M paclpeAeiIeHle 3TOH TPYAOEMKOCTH 110 CEMECTpaM) IIPEACTABIICHBI B
Tabuune 2.

Pa3;[em>1 TEMBI JTUCITUTIITUHBI .HéKIIPII/I 113 (C3) P ‘ KII ‘ CPC
> (uac) (uac) (gac) (gac) (gac)
Cemectp 8
Paznen 1. IloctpoeHue MONUTHKI 2 2 26
nH(OPMALHOHHO 6€30MaCHOCTH TTaKeTHOM
MYJIETUCEPBUCHOI ceTH
Paznen 2. TpeGoBanust HHGOPMALIMOHHOM 3 6 26
0€301aCHOCTH MTaKETHOHW MYJIFTHCEPBUCHOW CETH
Texymuii KOHTPOJIb 1 10
Paznen 3. Opranu3anOHHO-TEXHUYECKHE Mepbl o] 4 2 26
peanu3aliu OCHOBHBIX TPEOOBAHUI U MTOCTPOCHHIO
cucTeMbl HHpOPMALIMOHHOI 6e30MacHOCTH
Uroro B cemectpe: 10 10 88
Utoro 10 0 10 0 88

IlpakTuueckas MOATOTOBKA 3aK/IIOYAETCSs B HENOCPEACTBEHHOM  BBIIOJIHEHHU
o0yJalomUMUCS ~ ONpPENENCHHBIX  TPYAOBBIX  (yHKIMIL, CBA3aHHBIX ¢  Oyx;ymeit
Ipo(eCcCHOHANBHOM AESTETPHOCTBIO.

4.2. CopepxaHue pa3zesioB U TEM JICKIMOHHBIX 3aHATHH.
Cognep:kaHue pa3fesioB U TEM JICKINOHHBIX 3aHATHI MPHUBEEHO B Ta0uIe 4.

Tabmuua 4 — ConeprxkaHue pas3/iesioB ¥ TEM JIEKIMOHHOTO MK




Howmep paznena

Ha3Banue u conepxanue paziesioB U TeM JEKIIMOHHBIX 3aHATHH

1

Tema 1.1. MynbrucepBucasle cetn Ha TexHonormwsix [P-QoS u nx
OCHOBHBIE (DYHKIIMOHAJBHBIE 3JIeMeHThI. Onpeie/iecHne 0CHOBHBIX
IIPUOPUTETOB NH(POPMALIMOHHON 6E3011aCHOCTH.

Tema 1.2. Moaenu HapyUuTens u yrpos.

Tema 2.1. OOmue TpeOOBaHHS MOCTPOCHUS 3AIIUIICHHON
MaKeTHOH MyJBTHCEPBUCHOH ceTu. TpeOoBaHHsS K MOACHUCTEME
obecrieueHns: 6€30MaCHOCTH CETEBOTO B3aUMO/ICHCTBHYSL.

Tema 2.2. TpeboBaHuss K MOACHCTEME AayTEHTU(HUKALUH K
YIIPaBICHUS JOCTYIIOM.

Tema 2.3. TpebGoBaHHS K HOJACHCTEMaM KpPHITOrpadUUecKOH
3aIUThl HHGOPMALIMHY U AHTUBUPYCHOM 3aILUTHI.

Tema 2.4. TpeboBanust K nojcucTeMam
PEe3epBUPOBAHUSA/BOCCTAHOBICHHST ~ WH(DOpMALIUK,  KOHTPOIS
JTaJOHHOTO COCTOSIHMSL HHpOpMauMd u paboyei cpensl,
yIpaBlieHUsI 6€30HaCHOCTBIO.

Tema 2.5. TpeOoBaHHs K CPEICTBaM MOCTPOCHHUS 3aIUIICHHBIX
BUpTyanbHbIX cereit (VPN).

Ilporokon  ¢GoOpMHpOBaHHMS  3alIMIICHHOTO  TYHHENIs  Ha
kaHanbHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol).
IIporokon  ¢GOpPMHUpPOBAHMS  3AIIMIIEHHOTO  TYHHENs  Ha
kaHanbHOM ypoBHe L2F (Layer-2 Forwarding). IIporoxon
(hOpMHPOBaHMS 3aLIMIIEHHOTO TYHHEIs Ha KaHAJIBHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol). O6mee onucanue creka
MPOTOKOJIOB  3alIUTHl MexceTeBoro ypoBHs [Psec (Internet
Protocol Security)..IIpoTokon oOMena kiroueBoil HHpOpManuei
IKE (Internet Key Exchange). [Ipotoxon ayrenTH(pHIIPYIOIETO
3arosioBka  (Authentication = Header, = AH).  IIporokon
HHKancyimpyroomed  3amuTel  coxepxkumoro  (Encapsulating
Security Payload, ESP).

Tema 3.1. Texnuueckue pemenus no 3ammre ot HCJ]
MEXCETEBOTO B3aUMOJICUCTBHS U Iiepeiaud HHPOpMAaLHH.

Tema 3.2. Texuuyeckue pemieHus no 3amure ot HCJ
KOMITBIOTEPHBIX PECYpPCOB Ha YpPOBHE CEpBEpOB M pabodMx
craniuii JIBC u peanusaiuu mojacHCTeMbl ayTeHTH()UKALMU U
UICHTU(DUKAIIMH

4.3. Tlpaktuueckue (CEMUHAPCKUE) 3aHITHUS
TeMbl IPaKTUYECKUX 3aHATHI U UX TPYAOEMKOCTh MPUBEICHBI B TAOIHILIE 5.

Tabmuua 5 — [IpakTuueckue 3aHATUS U UX TPYJIOEMKOCTb

Ne
/1

Tembl IPaKTUYECKUX
3aHATHH

U3 Hux Ne

®opmbl npakTHYeCKuX | TpyroeMKOCTb, |MpaKTHYECKOH |pa3mena
3aHATHI (gac) MOJITOTOBKH, | TUCLIUAIT

(gac) JIMHBI

V4eOHBIM MIIAHOM HE IPELYCMOTPEHO

Bceero

4.4. JlaGopaTopHble 3aHATUS
TeMbl 1abOpaTOPHBIX 3aHATHI U UX TPYA0EMKOCTh PUBEICHBI B TA0IHILIE 6.

Tabmuua 6 — JlabopaTopHbIe 3aHATHSI U UX TPYJOEMKOCTh

W3 Hux Ne
Ne HaunmMenoBanune 1abopaTopHbIX paboT Tpynoemkocts, | mpakTieckoii | pasiena
n/n (gac) MOJTOTOBKH, | JUCIUIT
(gac) JIUHBI
Cemectp 8

1 | M3yueHne MpoTOKOJIOB ayTCHTU(PHUKAIIH 1 1 1

2 | M3yyeHne METO/IOB YIPABJICHUS JOCTYIIOM 1 1 1

3 | Hactpoiika JOKaJIbHBIX MOJIUTUK 1 1 2
6e3zonacHoct APM

4 | Hacrpoiika rpynmnoBbIX HOJIUTUK 1 1 2
6e3zonacHoctu APM

5 | Hacrpoiika monutuku 6€300aCHOCTH cepBepa 1 1 2
pessiMoHHOM 6a3bl JaHHbIX MySQL

6 | AnMuHHCTpUpOBaHHE OE30MaCHOCTH cepBepa 1 1 2
pensMoHHOM 6a3bl faHHbIX MySQL

7 | Hactpoiiku n301MpoBaHHON MpOrpaMMHON 2 2 3
cpejibl B oniepannoHHoi cucteme Windows

8 | [Iporokos GOopMUPOBaHHS 3AIIUIIEHHOTO 2 2 2
TyHHeqs Ha KaHanbHOM ypoBHe L2F (Layer-2
Forwarding)

Bcero 10 10

4.5. KypcoBoe IpOEKTHPOBaHHE/ BBIIOIHEHUE KYPCOBOIl pabOThI

YueOGHBIM IIaHOM HE MPETyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00y4aroIMXcst

Buzpl camocTosTeNbHOM paboThl U ee TPYA0EMKOCTh NPUBEICHBI B TA0IHILIE 7.

Tabnuia 7 — Bujibl caMocTOsITeIbHON paboThI U €€ TPYJ0eMKOCTh

. Bceero, | Cemectp 8,
Bun camocrosTenbHONM paboThI
qac 4yac
1 2 3
V3yyeHune TeOpeTHIECKOro MaTepraa
68 68
npucuumutiasel (TO)
[MoaroroBka K TEKyIeMy KOHTPOIIIO 10 10
ycneBaemoctu (TKY)
[ToaroroBka K MpOMeEKyTOUIHOM 10 10
arrecranuu (ITA)
Bcero: 88 88

5. TlepedyeHp yueOHO-METOANIECKOTO OOECIICYCHHS
JUTS CAMOCTOSITEIbHON paboThI 00yUYarOIIMXCS IO TUCIUILIHHE (MOIYJIIO)
Y4ebHO-MEeTOAMIECKHE MATePHANbl [UII CAMOCTOSITEIFHON pabOThl OOYYAOIINXCS YKa3aHbI B

mi. 7-11.

6. IlepedeHb MeYaTHBIX U ANEKTPOHHBIX YUEOHBIX U3AaHHUI

[lepeueHp neyaTHBIX M AJICKTPOHHBIX YUEOHBIX U3/1aHUH NIPUBEACH B Tabuuie 8.
Tabnuia 8— [lepeueHp MeYaTHBIX M JICKTPOHHBIX YUEOHBIX U3IaHHUI

HIudp/ | bubnmorpaguueckas ccblika

KonwmaectBo OK3CMILISIPOB B




URL aapec Oubnmorexe
(KpoMe 2IEKTPOHHBIX IK3EMILLIPOB)

Tabmmma 12 — CocraB MaTepHaIbHO-TEXHUIECKOM 0a3bl

http://znanium.com/catalog.php?bookinfo=402686
KommiekcHas 3amura nHpopMayu B
KOPIIOPAaTUBHBIX cUcTeMax: YueOHoe nocobue /
B.®. lllanbrun. - M.: U1 ®POPYM: HUL]
HNH®PA-M, 2013. - 592 c.

Ne HanmeHoBaHHe cOCTaBHOW YacTu Homep ayauropuu
/o MaTepuaibHO-TEXHUYECKON 0a3bl (pu HEOOXOTUMOCTH )

https://e.lanbook.com/book/4925#book name
Iymkapés, B.B. 3auura nHGpOpManMOHHBIX
MPOLIECCOB B KOMITBIOTEPHBIX CHCTEMAX.
[Onexrponnslit pecypc] / B.B. Ilymkapés, B.I1.
ITymxapés. — Dnekrpon. nan. — M.: TYCVYP,
2012. — 131 c.

1 ®onp aynutopuii I'YAII nns npoBeneHus 3aHATUI
JIEKIMOHHOTO U CEMHHAPCKOT0 (IPaKTHYECKOT0) THIIA,
TPYIIOBBIX U HHAUBHIYAIbHBIX KOHCYJIBTALUH, TEKYIIETO
KOHTPOJISI U IPOMEKYTOUHON aTTeCTalllu.
Crennanu3upoBaHHast MeOelTb; TEXHUUECKHE CPEICTBA 00yUYCHHUS,
CITy’Kallue JUlsl peICTaBIeHus yueOHol nHdopMaluu 60abIIon
AyIUTOPUH; IEPEHOCHO HabOop AEMOHCTPALIOHHOTO 000PYI0BaHHUS

7. TlepedeHb 3MEKTPOHHBIX 00pa30BaTEIbHBIX PECYPCOB
nH(POPMALOHHO-TEICKOMMYHUKAIIMOHHOM ceT «HTepHeT»
Iepeyenn JNEKTPOHHBIX 00pa3oBaTeIbHbIX pecypcoB MH(OPMALHOHHO-
TEJIEKOMMYHUKALMOHHOH cetH «MHTepHEeT», HEOOXOMUMBIX JUIi OCBOSHHUS JMCLUIUIMHBI
npUBeeH B TabuLe 9.

2 | BoruucnurensHas aboparopus

Crenpanu3upoBaHHas MeOellb; TEXHUYECKUE CPEICTBA 00yUYCHHS,
CIy)Kalye JUisl pe/ICTaBIeHus yueOHoit nHdopmarmn 6obIIoi
ayzuropun; 1aboparoproe obopynosanue (II9BM - 12 mir.,
0OBEIMHEHHBIX B JIOKAJIBHYIO BEIYUCIUTENBHYIO CETh C BBIXOJIOM B
BbIYUCINTENbHYIO ceTh 'Y AII u MuTepuer)

Tabmuma 9 — IlepeueHp 3IEKTPOHHBIX 00pPa30BATENBHBIX PECYpCOB  HMH(POPMALMOHHO-
TEJICKOMMYHHKALMOHHOMU ceTH «/IHTepHeT»
URL agpec Haunmenosanue

10. OueHo4HBIE CpeaCTBa VIS IPOBEICHHUS IIPOMEKYTOUHON aTTECTALH
10.1. CocTaB OIEHOYHBIX CPENCTBAJIS MPOBEACHUS MPOMEKYTOUHOH AaTTECTalluu
o0yyJaromuxcs 1o JUCHHUIUIMHE NpUBEIeH B Taduue 13.
Tabmmma 13 — CocTraB OIECHOYHBIX CPEJICTB JIJISl IPOBEICHHUS IPOMEKYTOUHON aTTeCTaIlII

https://e.lanbook.com/ | DnekTpoHHast GHOIMOTEYHAsI CHCTEMa

Bug HpOMe)KyTO'—IHOﬁ aTTCCTalluu HCpC‘ICHB OLICHOYHBIX CPCICTB

https://znanium.com/ | DnekTpoHHas OHOIHOTEYHAsI CHCTEMA

3auer CrHcoK BOIpocos

8. IlepedeHp MHGOPMALIMOHHBIX TEXHOIOTHIA
8.1. Ilepeuenb IPOrpaMMHOro OO€CNeYEeHHs, HCHOJIL3YeMOro IIPH OCYLIECTBICHUH
00pa30BaTeIBHOrO MPOLIecca MO TUCLHUILTHHE.
IlepedeHp UCTONB3yEMOro IPOrpaMMHOro obecrieueH st npeacrasieH B Tadmuue 10.

Tabnuua 10— IlepedeHp nporpaMMHOro odecredeHus

10.2. B kadecTBe KpHTEPHUEB OLICHKM YPOBHA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETeHIIMH 00ydJaroluMuCs HpUMeHsieTcs S5-0ajulbHas 1IKana OLEHKH CHOpMUpPOBAHHOCTH
KOMITETEHIIMH, KOTOpasi mpuBe/icHa B Tabnuie 14. B TeueHne cemecTpa MOXKET HCIIOIb30BATHCS
100-0annpHast  mKala — MOJAYJIbHO-PEHTHHIOBOM  CHUCTEMbl  YHHBEPCHUTETa,  IpaBUia
HCIIONB30BaHUSI KOTOPOH, YCTQHOBJICHbI COOTBETCTBYIOIIUM JIOKAJIbHBIM HOPMATHBHBIM aKTOM
I'YAIL
Tabmuua 14 —Kpurepuu olieHKH ypoBHs c(QOPMHUPOBAHHOCTH KOMIIETEHIIMH

OleHKa KOMIICTEHIIMH

Ne n/nt HaumeHnoBanue
1 Menemxep maponeii KeePass
2 OC Windows Bepcuu He panee XP
8.2. [lepeuenn “HPOPMAIIMOHHO-CITPABOYHBIX CHCTEM,UCTIONIb3YEeMBIX npu

OCYIIECTBICHUH 00pa30BaTEILHOrO MPOLECCA 110 AUCLHHUIIIHHE
IlepeyeHp HCMONB3yeMbIX HMH()OPMAIMOHHO-CIIPABOYHBIX CHCTEM IIPEACTABICH B
Tabumne 11.

Tabnuua 11— Ilepeuenp nHPOPMATMOHHO-CIPABOYHBIX CHCTEM

XapaxtepucTrka cOpMHUPOBAHHBIX KOMIIETEHIIH
S-0auThHas IIKaIa paKTep bop

Ne i/ HaumenoBanue

He npenycmotpeno

— oOyuatomuiics riayO0OKO M BCECTOPOHHE YCBOMJI IPOrpaMMHBII
MaTepHa;

— YBEPEHHO, JIOTHYHO, TIOCJIEZIOBATEbHO U TPAMOTHO €0 M3/1araert;

— ONMpasCh Ha 3HAHUS OCHOBHOH U JONOJHUTEIBHOH JIHTEPaTypHl,
TECHO MPHBSA3BIBAECT YCBOCHHbIC HAYUYHBIEC MOJIOKEHHS C MIPAKTHYECKON
JIeATENIbHOCTHIO HAIIPABIICHHUS;

— yMeno 000CHOBBIBaeT M ApIyMEHTUPYET BBIIBUTacMble UM HICH;

— JIeJIaeT BBIBOJIBI U 00O0OIICHNS,

— cBOOOJIHO BIIaJIeeT CHCTEMOH CHEIMATU3HPOBAHHBIX OHATUH.

«OTJIMYHO»
«3a4TCHO»

9. MarepuanbHO-TeXHUYECKas 0a3a
CocraB  MaTepHaIbHO-TEXHHYECKOW 0a3bl, HEOOXOIUMOH s  OCYIIECTBICHHUS
00pa3oBaTebHOrO Ipolecca 1o AUCIUIUINHE, IPEJCTaBIIeH B Tadaunel2.

— 00y4aromuiicss TBEPIO YCBOMJ MPOrPAMMHBII MaTepHall, FPpaMOTHO U
[0 CyWIECTBY M3JlaraeT €ro, OMNHpPasChb Ha 3HAHHUA OCHOBHOM
JIUTEPATYPBI;

— He JIONMYCKAEeT CYIIECTBEHHBIX HETOYHOCTEH;

— yBSA3BIBACT YCBOCHHBIC 3HAHUS C IPAKTHYCCKOH JESITEIbHOCTHIO
HaIpaBJIeHHS;

— apryMEHTHPYET Hay4YHbIC MOJIOKCHHS;

— JIeJIaeT BBIBOJBI K 000OIIEHNS;

— BJIQJICET CUCTEMOM CIICHUATM3MPOBAHHBIX TIOHITHIA.

«XOPOIIIO»
«3a4TEHO»




OrieHKa KOMIIETEHI N

5-GautbHas IKaa

XapakTepucTika chOpMHUPOBAHHBIX KOMITCTSHIIN

— oOyuatonuiicss yCBOMI TOJILKO OCHOBHOM IPOrpaMMHbIH MaTepHall,
[0 CYLIECTBY H3JIaraeT €ro, OMMPasCh Ha 3HAHHS TOJIBKO OCHOBHOM
JIMTEPATYPBI;

— JIOIIyCKaeT HECYILECTBEHHbIE OLIMOKU U HETOYHOCTH;

«yJIOBJICTBOPHUTEIILHO» .
— MCTBITHIBAET 3aTPYAHEHMs B TNPAKTUYECKOM NPUMEHEHUM 3HAHUM
«3a4TEHO»
HAIpaBJICHUS;
— c1a00 apryMEHTUPYET HaY4HbIE TOJIOKEHUS;
— 3aTpyaHsercs B ()OpMyJIMPOBAHUHU BBIBOJOB U 000011IeHNI];
— YaCTUYHO BJIaIEET CUCTEMOH CIENMATH3UPOBAHHBIX MOHITHH.
— oOyuatoniuiicss He YCBOWJI 3HAYMTEJbHOH YacTH INPOrPaMMHOIO
MaTepuana;
— JOIyCKaeT  CyLIECTBEHHble  OMMOKM M  HETOYHOCTH  IIPU
«HEYIOBJIETBOPUTEILHOY .
paccMOTpeHUH pobJieM B KOHKPETHOM HallpaBJIeHHH;
«HE 3a4TEHO»

— HCTIBITBIBACT TPYJHOCTH B MPAKTHYECKOM MIPUMEHEHUH 3HAHHH;
— HE MOXKET apryMEHTUPOBAThH HAYYHbIE TTOJI0KEHHS;
— He GOpMYJTUPYET BBIBOJAOB M 0000IICHHUH.

10.3. TunoBsle KOHTPOJIbHBIE 3aaHUS MIIM UHBIE MaTEPHAIBL.
Bormpocs! (3aaun) 4u1st 5K3aMeHa npejcTasieHsl B Tabuune 15.

Tabnuua 15 — Bompocs! (3aaaun) 1u1st 9K3aMeHa

15. Texuuueckue pemenus no 3amure or HCJl MexcereBoro T1IK-6.B.1
B3aUMOJICICTBYS U IiepeiaBaeMoii HHGOpMAUH IK-7.B.1
16. IpoTokon GpopMupoBaHUs 3aIHUILEHHOTO TYHHES Ha IK-6.3.1
kaHanbHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol) | ITK-8.3.1
17. IpoTokon GpopMupoBaHuUs 3aIUIIEHHOTO TYHHENS Ha IK-8.3.2
kaHasmbHOM ypoBHe L2F (Layer-2 Forwarding) MK-10.3.1
18. [IpoTokon popMUpOBaHHS 3AIIUILEHHOTO TyHHEIS Ha
kaHasbHOM ypoBHe L2TP (Layer-2 Tunneling Protocol)
19. OO011ee onucaHue CTeKa MPOTOKOJIOB 3aLIUTBI MEXKCETEBOTO
yposasi [Psec (Internet Protocol Security).
20. Ipotokon oOmeHa ktoueBoit nudopmarueii IKE (Internet
Key Exchange)
21. [porokon ayrenTudummpyromero 3aroiaoska (Authentication
Header, AH)
22. [IpoToKOI HHKANICYIUPYIOIIEH 3aIIUThI COAEPKUMOTO
(Encapsulating Security Payload, ESP).
23. Texuuueckue pemenus no 3amute oT HCJl KoMIbIOTEPHBIX [IK-6.B.1
pECYPCOB Ha YpOBHE cepBepoB H pabounx ctaniwmii JIBC MK-7.B.1
24. TexHUYECKUE PEIICHHS 110 PEANN3aIMU ITOICHCTEMBI I1K-6.B.1
ayTeHTU(PUKALMY ¥ UACHTUPHUKAIIIH TIK-7.B.1

IlepeyeHp TeM [yisi KypCOBOTO IPOEKTHPOBAHHS/BBINONIHEHHS KypCOBOW paboThI
IIpeAcTaBIIeHb! B Tabuie 17.
Tabnuia 17 — [lepedenn TeM Uil KYPCOBOTO MPOEKTHPOBAHUS/BBIIIOIHEHHUS KYPCOBOW paboThI

No /i IpumepHEIil HepeyeHb TeM I KypCOBOTO IPOEKTHPOBAHUS/BBITOTHEHUS
- KypcoBOi paboThl

Y4eOHbIM IUIAHOM HE MPELyCMOTPEHO

Bonpocsl st mpoBeAEHUs IMPOMEKYTOYHOH AaTTECTAllMd B BHAE TECTUPOBAHUS
npejacTaBiaeHsl B Tabmuie 18.

Tabauua 18 — IIpumepHslii nepeueHb BONPOCOB JJIsl TECTOB

Kon

Ne n/nt IIpumepHsbIil mepeyeHb BOMPOCOB Il TECTOB
HUHJMKATOpa

He npegycMoTpeHo

IlepedeHbp TeM KOHTPOJBHBIX PabOT MO AMCIMIUIMHE OOYYAROLIMXCS 3a0YHON (HOPMBI
0o0y4eHusl, IpesIcTaBIeHb! B Tabune 19.

Tabnuia 19 — [lepeueHb KOHTPOIBHBIX pabOT

Ne i/ ITepeyeHb BOIPOCOB (3aa4) AMIs 9K3aMeHa Kon
HHJIUKaTOpa
V4eOHbBIM IIIAHOM HE IPELyCMOTPEHO
Bomnpocs! (3agaun) muis 3auera / qud¢. 3adera npeacTaBieHsl B Tadnuie 16.
Tabmuua 16 — Boripocsl (3aaun) aist 3auera / tudd. 3auera
Ne /it Ilepedensb Bompocos (3axa4) s 3a4yera / audd. 3auera Kon
HHIUKaTOpa

1. DyHKIMOHANBEHO-CTPYKTypHAask OPraHu3alus I1K-6.3.1
MYJIbTHCEPBHUCHOI ceTu Ha TexHosoruu IntServ u DiffServ T1K-8.3.1

2. CepBuChl 0€30MMACHOCTH U UX PEaTU3aLUs [1K-8.3.2

3. OnpeieieHne OCHOBHBIX IIPHOPUTETOB MH(DOPMAIIMOHHOM IK-10.3.1
06e30MacHOCTH B MYJIbTHCEPBUCHOMN CETH

4. Mojenu HapyUIMTeNIsi B MyJbTHCEPBUCHOM CETH

5. 3HauMMBbIe YIPO3bI B MYJIbTHCEPBUCHOM CETH

6. O6urme TpeGoBaHMs TOCTPOCHUS 3aIIUIIICHHON
MYJIETUCEPBUCHOH ceTH

7. O6uiue TpeGoBaHus K MOJCUCTEME 00eCICUeHNUS
6€30II1aCHOCTH CETEBOrO B3aUMOCHCTBHS

8. TpeboBanus K noacucTeMe ayTeHTH(GUKALMN U YTIPABICHUS IK-8.3.1
JIOCTYIIOM IK-6.Y.1

9. TpeOoBaHUs K IIOJCHCTEME KPUITOrPapUICCKOH 3aIIUThI IK-6.Y .2
uHpOpMALUI [K-12.y.1

10. TpeboBaHusI K HOACUCTEME AHTHBUPYCHOM 3aIMTHI

11. TpebOoBanust K HOACUCTEME PE3EPBUPOBAHHUS 1
BOCCTAaHOBJICHUS MH(OpMALUH

12. TpebOoBanust K HOACUCTEME KOHTPOJISE ATAJIOHHOTO COCTOSHUS
nHpOpMaluu U paboyeid cpebl

13. TpeOoBaHUs K IOJCHCTEME YIPABICHHS G€30IIaCHOCTHIO

14. TpeOoBaHHs K CPEACTBAM HOCTPOCHHUS 3ALUIICHHBIX
BupryanbHbix cereil (VPN)

Ne /i [epedeHb KOHTPOJIBHBIX PAOOT

He npeagycMoTpeHo

10.4. MeTtoauueckue MaTepHabl, onpeaensomue MIPOLIE Iy PhI OILIEHUBAHMS
MH/IMKaTOpPOB, XapaKTEPHU3YIOUIMX JTambl (OPMUPOBAaHHMS KOMIICTECHLMI, CcoAepKarcs B
JIOKAJIbHBIX HOPMATHBHBIX akTax [ YAII, permaMeHTHPYIOMMX TOPSAOOK H MOPOIEIypy
MPOBEJICHUs TEKYIIEro KOHTPOJIS YCIEBAEMOCTH U MPOMEXKYTOYHON AaTTECTALMU O0Y4YaronXCs
I'YAIL




11. MeTtonuueckue YKa3aHus it 06yqa}0mnxc;1 110 OCBOCHHUIO JUCIUITIMHBL

11.1. Meropuueckue yka3aHus Juis OOy4alOI[UXCS 110 OCBOCHHIO JICKLIMOHHOTO
Marepuaa .

OCHOBHOE Ha3HAYeHUE JIEKIMOHHOIO MarepHaia — JIOTMYECKH CTPOHHOE, CHCTEMHOE,
rIyOOKOe W SICHOE H3JIOKEHHE ydeOHOoro marepuana. HasHaueHHe COBpPEMEHHOH JIEKIHH B
paMKax AMCLUMIUIMHBI HE B TOM, YTOOBI MOJYYUTbh BCIO MH(OPMALHUIO 1O TeMe, & B OCBOCHHHU
(GyHIaMEHTaNbHBIX NPOOJEM AMCLMIUIMHBI, METOAOB HAYYHOTrO IIO3HAHUS, HOBEHIINX
JOCTWKEHHH Hay4HOW MbICIU. B yueOGHOM mporiecce JIEKIHs BBIIOIHIECT METOIOJIOTHYECKYIO,
OpraHu3alHOHHYI0 U HH(OPManMoHHYI0 (QyHKIMH. JIeKIs packpblBaeT MOHSITUHHBIA anmapaT
KOHKpPETHOW 00JacTH 3HaHUs, €€ NMPOOJEMBl, JacT LENbHOE MPEACTAaBICHUE O AUCIHUIUIMHE,
TOKA3bIBAET B3aUMOCBSI3b C JPYTHMMHU JUCIUILIHHAMY.

[InanupyemMble pe3yabTaThl IPU OCBOSHUH 00YYaIOIMMUCS JEKIIMOHHOTO MaTepuana;

— TOJyYeHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBSI3aHHBIX 3HAHUH, YPOBEHb
KOTOPBIX ONpEAEseTCs LeJeBON YCTAaHOBKOM K KaXKI0! KOHKPETHOH TeMe;

—  IIOJy4YeHHE OIbITa TBOPUECKOH pabOThl COBMECTHO C MPENO/aBaTENIEM;

— pas3BuTHe NPOPECCHOHATBHO-JETOBBIX  KAuecTB, JIIOOBM K  NpeaMeTy |
CaMOCTOSTEIILHOTO TBOPYECKOTO MBIIUICHHUSI.

— MOsIBJICHHE HE0OXOJMMOTr0 HHTepeca, HEOOXOAUMOro ISl CaMOCTOSITENIbHOM PaboThI;

— T[OJyYeHHE 3HAaHMH O COBPEMEHHOM YPOBHE Pa3BUTUSI HAYKM M TEXHHUKH H O
MIPOTHO3€ MX Pa3BUTHS Ha OJMKANILINE TOMIBI;

— HAY4YUTHCS METOAMYECKH 00pabaThiBaTh MartepHuan (BBLACIATH IJIABHBIE MBICIH U
MOJIOXKEHHs, TPUXOJUTh K KOHKPETHBIM  BBIBOJIAM, MOBTOPATH HMX B  PA3IMYHBIX
(hopmyTupoBKax);

—  IOJyYeHHE TOYHOTO MOHMMAaHHs BCeX HEOOXOUMBIX TEPMUHOB M HOHSATHIL.

JleKMOHHBIN  MaTepuan MOXKET CONPOBOXKIATHCS JEMOHCTpAalMeld ClaiiioB |
WCIIOJIB30BAaHHEM PA3JaTOYHOrO MaTepuallia IpH IPOBEICHUM KOPOTKHX JUCKYCCHH 00
0COOCHHOCTSAX HPUMEHEHUS OTIEIbHBIX TEMATHK IO TUCLHILIHHE.

CrpyKkTypa npeocTaBiaeHus JeKIMOHHOTO MaTepuana:

Pazmen 1. IloctpoeHne MONUTHUKM HMH(POPMAMOHHOW OE30IACHOCTH  MAKETHOM
MYJIBTHCEPBUCHO CETH.

Pa3znen 2. TpeGoBaHusi MHGOPMAIMOHHOW OE30MACHOCTH IAaKETHOW MYJIBTHCEPBUCHOM
CeTH.

Paznen 3. OpraHu3annoHHO-TEXHHYECKHAE MEPBI M0 peann3aliii OCHOBHBIX TPeOOBaHUN U
MOCTPOEHMIO CHCTEMBI HH(DOPMALIMOHHOH 6€3011acCHOCTH.

11.2. Meroauueckue yka3aHusl Uil OOy4aroOLIMXCsS IO BBIMOJHEHUIO J1a00PaTOPHBIX
pabot

B xome BeimonHEHHS 1a00paTOpHBIX pabOT O0OydYaromumilcs [ODKeH YIiayOuTh
3aKpeNnuTh 3HAHUs, NPAKTHYECKHE HABBIKH, OBIAIETh COBPEMEHHOWH METOMUKOH M TEXHHUKOMH
SKCIEPHMEHTa B COOTBETCTBUM C KBATU(UKAIMOHHOM XapaKTEPHCTHUKOH 00YdYaromerocs.
BeimonHeHue 1a00paTopHBIX PabOT COCTOMT M3 IKCIIEPHMEHTAIBHO-NPAKTHYECKOM, pacueTHo-
AHAJIMTUYECKOH 9acTell U KOHTPOJIBHBIX MEPONPHUATHIA.

Beimonnenne nabopaTopHbeIX paboT oOydaromuMmcs SIBISETCS HEOTHEMIIEMOH YaCTBIO
H3Y4YeHMS] AUCLUIUIMHBI, ONpeNeiseMOd ydeOHbIM IITAaHOM, W OTHOCHTCS K CpEICTBaM,
00ecreunBaIOIIM PELIEHHE CIISIYIOIMX OCHOBHBIX 3a/1a4 00y4aloIerocs:

— npuoOpeTeHHe HaBBIKOB MCCIEIOBAHMS IIPOLIECCOB, SBIEHHH U  OOBEKTOB,
M3y4aeMbIX B paMKax JaHHOH MUCIUIIINHBL;

— 3aKpeIUIeHHWe, Pa3BUTHE W ACTAIM3ALUs TCOPETHYECKHX 3HAHWH, MOJIYYEHHBIX Ha
JIEKLIHUAX;

— TOJyueHHe HOBOH MH(OPMAIMH [0 U3ydaeMON JTUCIUILIHHE;

— npuoOpeTeHHe  HAaBBIKOB ~ CaMOCTOSATENIbHOH  paboThl ¢ J1abOpaTOpHBIM
000pyI0BaHHEM U IPHOOpAMHL.

3ananue u TpeOOBaHMUS K ITPOBEJICHUIO Ja00PAaTOPHBIX PaboT
Bapuant 3agaHus 1Mo Kaxaoil JabopaTopHON paboTe OO0y4aloIIMiics IOJdydYaeT B

COOTBETCTBHH C HOMEPOM B CIHCKE TpPymmbl. llepeq mpoBeaeHHEM 1abopaTopHOW paboThI
o0ydaromemMycst ClielyeT BHUMATeJIbHO O3HAKOMHUTHCS C METOAMYECKUMH YKa3aHHSMH [0 ee
BBIIIOJIHEHHIO, @ TaKXKe C COACP)KAaHHEM COOTBETCTBYIOILETO JIEKIMOHHOTO Kypca, MpH
HEOOXOIUMOCTH — M3YYUTh CAMOCTOSTENBHO JOMOJTHUTEIBHYIO JTUTEPATypy. B COOTBETCTBHHU C
3ajlaHdeM OOYYarOLIMICsl JODKEH MOJArOTOBUTh HEOOXOIMMBIC JAHHbBIC, BBIMOJIHUTH 3a/IaHUE
nabopaTopHOi PaboThI, MONYyYUTh TPeOyeMbIe Pe3yNbTaThl, OPOPMHUTH M 3aLIUTHTH OTYET MO
nabopartopHoii padbote

Crpykrypa u hopma oryera o 1adbopaTopHoii paboTe
Otyer o JsabopaTropHOii paboTe JMJOJDKEH BKIOYaThb B ce0A: THUTYJIBHBIH JIHCT,
(OpPMYJIMPOBKY 3aJaHusl, TEOPETUYCCKUE IMOJIOKEHHS, HCIIONb3yeMble IPHU BBINOJHCHUH
n1abopaTopHO paboThl, OMKMCAHUE MPOLIECCa BBIMOIHECHUS J1a00paTOPHON paboThI, MOTyYCHHbIC
Pe3yJIbTaThl ¥ BHIBOJIBI.

TpeboBanus k ohopmiieHnIo oTyeTa 0 1abopaTopHoii paboTe

ITo naGopaTopHbIM pabOTaM BBIMOJHACTCSI OTYET. THTYJIBHBIA JIHCT O(opMIsieTcss B
COOTBETCTBHH C 11aba0HOM (00pasiom), npuseneHHbM Ha caiite ['YAIL (https:/new.guap.ru/) B
pasnene «HopmaruBnas poxkymentamus» (https://guap.ru/regdocs/docs/uch). TekctoBblie u
rpaduueckie martepuanbl oGopMISIIOTCS B cooTBeTCTBHM ¢ aeiicTByomumu ['OCTamu u
TpeboBanusaMH, npuBencHHbIME Ha caiite ['VYAII B pasmene «HopmaTtuBHasi TOKyMEHTALUsD
(https://guap.ru/regdocs/docs/uch).

Meroanueckue yKka3aHus 110 NPOX0XKICHHIO Ja00paTOPHBIX PadoT:

[004.056(075) T 33] Teopus uHGOPMALMOHHON OE30MACHOCTH W METOJOJIOTHS 3aIIUThI
nH(pOpMALNK: METOAMYECKUE YKa3aHMs K BBIMOIHEHUIO abopartopHbix pador Ne 1 - 4/ C. B.
beszarees, E. M. Jlunckuii, A. JI. @omun. - CI16.: 'OV BIIO "CIIoI'YAIT", 2007. - 35 ¢. Koxn-
BO 9K3. B 6u0uI. - 88.

11.3. Meroanyeckue ykazaHHs JUIs 00YYarOIIUXCS MO TPOXOXKACHUIO CAMOCTOSTEIbHON
paboTel

B xo0/¢ BBIMONHEHUS] CAMOCTOSTEIBHONW Pa0OOThI, OOYUYArOIMICS BBIIOIHSICT PaboOTy IO
3a/IaHUI0 M [IPH METOJMYECKOM PYKOBOJCTBE IpEerojaBatesis, HO 6e3 ero HenocpeiCTBEHHOro
y4acTHs.

Jns oOyuaromuxcss mo 3a04HON (opMe OOydeHHsi, caMOCTOsTeNbHas padoTa MOKET
BKJIIOYATh B Ce0sl KOHTPOJIbHYIO padoTy.

B mporiecce BBIMOIHEHUS] CAMOCTOSTENBEHON paboThl, y 0Oyuaromerocsi hopMupyercs
Lesaecoo0pasHoe IIIaHUPOBaHUE Paboyero BpeMEHH, KOTOpOe MO3BOJISIET UM Pa3BUBATh YMEHUS
U HaBbIKM B YCBOCHHM M CHCTEMATH3alMH MPUOOPETAeMBbIX 3HAHHH, 0OECcHeYrBaeT BBICOKHUIA
YPOBEHb YyCHEBAaGMOCTH B MEpHOJ OOy4eHHs, IMOMOraeT MOJyYUTh HABBIKM IOBBIILICHUS
PO eCcCHOHANBHOTO YPOBHSL.

MeroMuecKUMH  MaTepuajaMH,  HANpaBiIAIOIMMH  CaMOCTOSTENIbHYI0 — padoTy
00y4aroUmxcs SBISIOTCS:

—  y4eOHO-METOJUYECKHH MaTepHal 10 AUCLHUILUIUHE.

Jnst pasBUTHS Yy CTYICHTOB HaBBIKOB CaMOCTOSITEIHOIO OBJAJACHHUS TEOPETHUECKHM
MarepHaioM psJ TEM [HMCUUIUIMHBI Ha JICKIMOHHBIX 3aHATHAX HaeTcsi 0030pHO, 4YTO
MPEJIoaraeT uX CaMOCTOSATENbHOE ICTAILHOE H3yUYeHHE.

IepeyeHb TeM Jis CAMOCTOSTEILHOTO H3YYEHHSI:




— MynpTHCepBHCHBIE ceTH Ha TexHoJorusx [P-QoS.
— TpebOoBaHMs OCTPOCHUS 3aLIMIICHHON TAKETHOI MYJIBTHCEPBUCHOM CETH.
— TpeboBanus K moacucTeMe obecedeH s 0e30MaCHOCTH CETEBOTO B3aUMOICHCTBHSL.

— TpeOoBaHusi K MOACHCTEMaM Pe3ePBUPOBAHMUS/BOCCTAHOBICHUS  HH(OpPMAIUH,
KOHTPOJISl 3TAJIOHHOTO COCTOSIHUSI MH(pOpMaLKH U paboyeil cpe/ibl, ypaBieHus 0€30MaCHOCTHIO.
— TpeboBaHus K CpeCTBAM MTOCTPOCHHUS 3AUIICHHBIX BUPTYaibHbIX cereil (VPN).

— Texnnueckue pemenus no 3amute ot HCJ| MexceTeBoro B3anMoaeiCTBUS U Niepeiadn
“HpOpMALIHH.

— Texunueckue pemenus mo 3amuTe oT HCJl KOMOBIOTEPHBIX PECypcoB Ha YpOBHE
cepBepoB U pabounx cranuuid JIBC u peanu3anuu MOACHCTEMbl ayTEHTU(DUKALUM U
AAEHTH(UKAINY.

11.4. Meroaudeckue ykazaHus Juii OOy4aroUIMXCsS IO IPOXOXKACHHIO TEKYIIEro
KOHTpOJIS yCIIEBAEMOCTH.

Texyumii KOHTPOJb YCHEBAEMOCTH MpPEIyCMaTpUBAeT KOHTPOJb KauecTBa 3HAHUUN
00y4aronmxcs, OCyIECTBIIIEMOr0 B TEUCHNUE CEMECTpa C IEIbI0 OLCHUBAHUS XO/a OCBOCHUS
JMCLIUTIIMHBL.

Pe3ynbTaThl TEKyIIEro KOHTPOJS YYMTHIBAIOTCS NPH IPOBEACHUM IMPOMEKYTOUHOH
arrectanuu B coorBeTcTBHH ¢ TpeboBanmsiMu CTO I'VAIL CMK 3.76 «[lonoxenue o TeKymem
KOHTpOJIE YCIIEBA€MOCTH M IPOMEXKYTOYHON aTTeCTaluu CTyIAeHTOB M acmupantoB ['YAIL
oOyyaronmxcs 1o 00pa3oBaTeIbHBIM IIPOIPaMMaM BBICILIETO 00pa30BaHUS.

11.5. Meroauueckue ykazaHust s OOyHYarOIIMXCsl 10 MPOXO0XKICHUIO MPOMEKYTOYHOM
aTTeCTalHN.

IIpomexxyrounast ~ arrectaumsi  OOydarOIIMXCS  NPEAyCMaTpuBaeT  OLICHWBAHHE
MPOMEXKYTOUYHBIX U OKOHYATEJIbHBIX PE3yJbTaTOB 00y4YeHHs MO JucuuIuiMHe. OHa BKJIIOYAET B
ceost:

— 3a4eT — 9TO (opMa OLEHKU 3HAHMIA, MOTYyYCHHBIX OOYYAIOLIMMCS B XOJE U3YyYCHHS
y4eOHON TUCLMIUTMHBI B LIEJIOM MM MTPOMEKYTOUHAs (110 OKOHYaHHU CEMECTpa) OLEHKA 3HAHUI
00y4aronmmMes 10 OTAEJBHBIM pa3JieliaM JUCLMIUIMHBI C aTTECTALMOHHONW OLICHKOH «3a4TeHO»
WA HE 3aYTCHOY.

Cucrema OLIEHOK IPU NPOBEICHHM IPOMEXKYTOUHOH aTTECTAllMU OCYIIECTBIACTCS B
coorBeTcTBUM ¢ TpeboBaHusmu [lonokeHuin «O TekylleM KOHTpPOJE YCIEBAEMOCTH U
MPOMEXKYTOYHON aTTecTaluu CcryaeHToB ['YAII, oOyuamomuxcs Mo mporpaMmaM BBICHIEIO
obpaszoBanusiy u «O MOAYIBHO-PEUTHHIOBOIl CHCTEME OIICHKH KadecTBa ydueOHOW paboThI
crynentoB B ['VAII». 3auer npoBoautcst B ycTHOH (opme. 3auer oOyuaromuxcs HpOBOAUTCS,
Kak IPaBWIO, B TCUCHUE HEJCIH, IPESIICCTBYIOLICH HaYaly S9K3aMEHAIIMOHHOMN CecCHH, MO0 Ha
MOCJICIHEM 3aHSITHU B CEMECTpe MO AuCHUIUIMHE (Moaymo). Ecinu co cTopoHbl 00yuaromerocs
BO BpeMs 3ayeTa JONYLICHBl HApyIICHWs y4eOHOH  NUCHMIUIMHBL  (CIIHCHIBAHUE,
HECAHKI[HOHUPOBAHHOE MCIIOJIb30BaHUE CPEICTB MOOMIBHON CBSI3H, ayIHO—IIICHEPOB U IPYTHX
TEXHHUUYECKHX YCTPOWCTB), HapyIICHUs NMPaBWI BHyTpeHHero pacnopsaka ['YAIL, npeanpunsta
MOMBITKA ITTOJUIOTa JOKYMEHTOB, NpPEIOJaBaTelb BIPaBe YAAIUTh O0Y4alOIIerocs ¢ 3ayera C
3aHECEHHEM B BEJJOMOCTb OLICHKH «HE 3auTeHO». 1o pesynbpraTam 3adyera «3auyTeHO» 3aHOCHUTCS
IpernosiaBaTesieM B BEIOMOCTh M 3a4CTHYIO KHIDKKY. OTpHIaTeNbHas OLCHKA («HE 3a4TECHO»)
3aHOCUTCSl TOJIBKO B BEIOMOCTh. HesiBka 0Oydaromierocs Ha 3a4eT OTMEYaeTCsl B BEIOMOCTH
CIIOBAMHU «HE SIBUICS», MO0 «H/s». JMPEeKTOp MHCTUTYTa Ha OCHOBE BEJIOMOCTH BBIACHSET
NPUYUHY OTCYTCTBUS OOyd4arollerocs Ha 3adeTe H IPHHUMAeT pEHICHHE O IOpsSaKe
MOCIIEYIONIEH Caun.

JIuct BHECEHUS U3MEHEHMH B pabouyl0 NPOrpaMMy JHCIUILIMHbBI

JlaTa BHECeHUS

. JaTa u Ne
HU3MEHEHHU U Toanucs
. . . TIPOTOKONA
JIOTIOJTHEHUH. CoaepxaHue U3MEHEHUH U JIOTIOJIHEHUI saceaHms 3aB.
ITonmucs BHECTIETO Kageapoit
Kagenpsl
U3MCHEHHUS
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