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AHHOTaUs

Jucuunnmua «3ammra  ceTed OT HECaHKUMOHHUPOBAHHOTO JOCTyHa» BXOIUT B
0o0pa3oBaTeNbHYI0 MPOrpPaMMYy BBICHIETO OOpa30BaHHUS IO HAMPABICHHUIO MOATOTOBKH/
crenanbHocTd  11.03.02  «MHPOKOMMYHHMKAIIMOHHBIE TEXHOJOTHH W CHCTEMBI CBSI3U»
HanpaBieHHOCTH «KomMyHuKannoHHble TexHoJgoruu HWHTepHeTa Bemiei». JucuumuimHa
peanmmu3yetcs kadenpoit «NeS1y.

JlucuuiuinHa HaresneHa Ha (P OPMHUPOBAHKE Y BBITYCKHHUKA CIEAYIONIMX KOMITETCHIINIA:

[IK-4 «CnocoOHOCTh OCYIIECTBISITh MOHUTOPUHI COCTOSIHHUS W IPOBEPKY KadecTBa
paboThl, MPOBEACHHE MU3MEPEHUH M AMArHOCTHKY OMMOOK M OTKa30B OOOPYIAOBaHUS, CETEBBIX
YCTPOMCTB, MPOrPaMMHOTO o0ecrieueHus: MHHOKOMMYHUKALIUI

IIK-5 «CnocoGeH  OCymIecTBISATh  KOHTPOJIb  HMCIOJNB30BaHUS M OIICHHUBATh
MIPOU3BOJUTENIBHOCTh CETEBBIX YCTPOMCTB M MPOrPAMMHOIO oOOecredeHusl Uis KOPPEKUUU
IIPOM3BOJUTENILHOCTH CETEBOM MH(PPACTPYKTYphl HHPOKOMMYHUKAIITMOHHON CHCTEMBI»

[IK-6 «CnocobeH mony4arb, aHaIM3UPOBATh, PACIpENEATh W 3allUINaTh OOJbIIHE
00BbeMbl JTAaHHBIX, MHTEPIPETHPOBATH JaHHBIC /IS pelIieHus 3axad B obnactu MHTepHera
:1911(97 0

[TIK-10 «CriocobeH k OlIeHKE MPOU3BOIUTEIHLHOCTH M KOHTPOJISL HCIIOJIB30BAHUS CETEBBIX
YCTPOMCTB, MPOrPaMMHOTO OOecCrHeueHusl Mg MOBBIIICHUS HUX SPPEKTUBHOCTH C Y4ETOM
TpeOOoBaHUI, HAKJIaJJbIBAEMbIX KOHKpETHOW cuctemoi MlHTepHeTa Beei»

CoaepxaHve AUCHUIUIMHBI OXBaThIBA€T KPYr BOIPOCOB, CBSI3aHHBIX C H3yYECHHUEM
TEOPETUYECKUX WU IMPAKTUYECKUX OCHOB oOOecreyeHus: HHQPOpPMAILMOHHON Oe30macHOCTH B
MAKeTHBIX MYJIbTUCEPBUCHBIX ceTsaX Ha TexHosoruu IP-QoS.

[IperoaBanrie MUCHMIUIMHBI TPEAYCMAaTPUBAET CleAylomue (HOPMBI OpraHU3alUN
yueOHOro Ipoliecca: JEeKIIH, J1abopaTopHble paboThl, CAMOCTOSITENbHASL pad0Ta CTyIEHTA.

[IporpamMMoll AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIOIIME BUIBI KOHTPOJIS: TEKYIIMI
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUYHAsI aTTeCTaIus B (hopMe 3a4eTa.

OO0mast TpyA0eMKOCTh OCBOSHHS IAWCIMILIUHBI COCTABISET 3 3a4eTHBIX eawHmibl, 108
4acoB.

S3bIK 00yueHus 0 JUCHMIIUHE KPYCCKUH »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

[lenbto kypca "3amuTa ceTeil OT HECAHKIIMOHUPOBAHHOIO JIOCTyHa" SBJISETCS U3ydEHHE
TEOPETHYECKUX W TPAKTUYECKUX OCHOB oOecredeHuss HMH(POPMAIMOHHOW O€30MacHOCTH B
MaKETHBIX MYJIBTUCEPBHUCHBIX ceTsX Ha TexHonoruu IP-QoS.

B pe3ynbrare m3ydeHus QMCHMILIMHBI Y CTYAEHTOB JOJDKHBI C(HOPMHUPOBATHCS 3HAHUS,
YMEHUSI U MPAKTUYECKHE HABBIKH, IMO3BOJIAIONINE pa3padaThiBaTh MOJIUTUKY MH(DOPMAITMOHHON
0e30macHOCTH 00BEKTa 3alIUTHI M OPraHU3alMOHHO-TIPAKTHYECKHE MEPHI 10 €ro 3aIIHTe.

1.2. JlucumnnuHa BXOAMT B  COCTaB  4YacTH, (HOpMUPYEeMOHl  y4acCTHHUKAMH
00pa3oBaTeNbHBIX OTHOIICHHH, 00pa30BaTENBHOI MPOrpaMMBbl BBICILIETO 0Opa3oBaHUs (Janee —
OIl1 BO).

1.3. IlepeueHp ITaHUPYEMBIX PE3YIBTATOB O0YUEHHS IO JUCLUILINHE, COOTHECCHHBIX C
IUIaHUpYyeMbIMH pe3ynbratamu ocBoeHus OIT BO.

B pesynbrare m3ydeHus TUCHMIUIMHBI OOyYaroOLIUiCs NOJDKEH 00iajarh CieqyIoIuMH
KOMIIETEHIIMSIMUA WJTH WX 9acTsAMH. KoMIeTeHIIMY 1 WHAMKATOPHI UX JOCTHKCHHS TPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIMI U HHANKATOPOB MX JOCTHKEHHS
Kareropus (rpynna) Konx n HanmeHoBaHue Konx n HauMeHoBaHMEe HHAMKATOpa
KOMIIETEHIIUH KOMIIETEHIINH JIOCTUKEHHS] KOMITIETEHIIUU
[T1K-4 CnocobHOCTh
OCYIIECTBIIATh
ym [1K-4.B.1 Bnaneer HaBbIKaMU
MOHHUTOPHHT COCTOSIHUS U .
VMHCTPYMEHTAJIbHBIX U3MEPEHUN,
IIPOBEPKY KavyecTBa
UCIOJIb3YEMBIX B 00J1acTH
paboThI, MPOBEICHNE o
. TEJIEKOMMYHHUKALUHI, U OLICHKH UX
[TpodeccrnonanbHble | U3MEPEHHH U
COOTBETCTBHS TEXHUYECKHUM HOPMaM U
KOMIIETEHIIUU JUArHOCTHKY OIIMOOK U
napameTpam 00Opy/I0OBaHHS U KaHAJIOB
OTKa30B 000py10BaHMs,
o neperayl yCTaHOBJIEHHBIM
CETEBBIX YCTPOMCTB,
9KCIITyaTallMOHHO-TEXHUYECKUM HOPMaM,
NPOTPAMMHOTO BEJICHUE JIOKYMEHTALUU 10 PE3yJib
obecrnieueHus ™ pe3y
MH(POKOMMYHUKAIUHI
[1K-5.3.1 3Haet o01ue NpUHIUIIBI
(YHKIIMOHUPOBAHUS, APXUTEKTYPY
ITK-5 Cnocoben anmnapaTHbIX, IPOrPaMMHBIX U TPOTrPAMMHO-
OCYIIECTBIIATh KOHTPOJIb | alllapaTHBIX CPENCTB aAMUHUCTPUPYEMON
MCIIOJIb30BaHUS U CETH; MPOTOKOJIBI PA3JINYHBIX YPOBHEH
OLICHMBATh MO/JIEJIH B3aUMOJICHCTBUS OTKPBITBIX CUCTEM
MPOU3BOAUTEIIBHOCTD [IK-5.Y.2 ymeeT ucnonb30BaTh
CETEBBIX YCTPONCTB U COBPEMEHHBIE METO/IbI KOHTPOJIS U
[TpodeccuonanpHpie | MPOrpaMMHOIO WCCIIeI0OBaHMS PON3BOAUTEILHOCTH
KOMIIETEHIIUH oOecrieueHus s MH(POKOMMYHUKAIIMOHHBIX CUCTEM
KOPPEKIUA [T1K-5.B.1 Bnageet HaBbIKAMH UCCIEAOBAHUS
IIPOU3BOIUTEIILHOCTH BIIUSIHUS TIPUJIOKEHUH Ha
CeTeBOM MIPOU3BOIUTENBHOCTD CETEBBIX YCTPOUCTB U
UHPPACTPYKTYPHI MPOrpaMMHOTO 0OecrieueHust
MH(OKOMMYHUKAIIMOHHON | aIMUHUCTPUPYEMBIX CETEBBIX YCTPOICTB
CUCTEMBI MH(POPMAIIMOHHO- KOMMYHHUKAITHOHHBIX
cUCTeM, (PUKCalMIO OLIEHKU TOTOBHOCTHU
CHUCTEMBI B CHIELIMAJILHOM TOKYMEHTE
ITIK-6 Criocoben [1K-6.3.1 3HaeT coBpeMeHHbIC TPeOOBAHMS
[TpodeccronanbHbIC
110JIy4aTh, 10 MMPOU3BOAUTENBHOCTH, JOCTYITHOCTH,
KOMIIETCHIINH
aHAJM3UPOBATh, 0€30MacHOCTH, MaCIITA0UPYEMOCTH,




pacnpenemnsiTh u WHTETPAIMN TEXHOJIOTHH, YITPaBISIEMOCTH
3alMIIaTh OOJIbIINE CHUCTEM CBSI3U (TEJIEKOMMYHUKALIUA)
00BEMBI TaHHBIX,
UHTEPIPETHPOBATH
JIAHHBIE JIJIS PEIICHUS
3a1a4 B 00JacTH
Nurepnera Been

ITK-10 Cnoco0eH k
OLICHKE
MPOU3BOUTEIHHOCTU U
KoHTpoJisa ucnonb3oBanus | [1K-10.3.1 3HaeT apxurekrypy, obdmue

CETEBbIX YCTPOICTB, MPUHIUIBI YHKIMOHUPOBAHHS CETEBBIX

POrPaMMHOTO CTPOMCTB MPOTPaMMHOT0 00eCTICUEeHHS
[TpodeccuonanbHble porp yerp porpan

oOecrnieyeHus Jyis aJIMUHUCTPUPYEMO HHPOPMAIIMOHHO-
KOMITETECHIHH N

HOBBILICHUS UX KOMMYHUKAIIHOHHOW CHCTEMBI, TIPOTOKOJIBI

3P PEKTUBHOCTH C YIETOM | BCEX MOJIEIN B3aUMOJICHCTBUS OTKPBITHIX

TpeOOoBaHHUH, CHCTEM

HaKJIa{bIBAEMBIX

KOHKPETHOU CUCTEMOU
WHTepHeTa Beniei

2. Mecro nucuuruinHbL B cTpykType OI1
JucuunirHa 6a3upyercs Ha 3HAHUSX, paHee MPUOOPETEHHBIX CTYJAEHTAMU IIPU U3yYEHUU
CJICAYIOMINX JTUCIUILTNH:
— 3amura HHPOPMALMOHHBIX MPOLIECCOB B KOMIIBIOTEPHBIX CUCTEMAX;
— OcHoBBI HH(OPMAIIMOHHOM 0€301acCHOCTH.
3HaHUs, TOJYYEHHbIE NPH H3YUYEHUM MaTepuaja JaHHOW JAHUCHUIUIMHBI, HMEIOT Kak
CaMOCTOSITENIbHOE€ ~ 3HA4YeHWE, TaK W  HCIONB3YIOTCS TPH  BBINOJHEHWH  BBITYCKHOU
KBAJTM(PHUKAIIMOHHOHN paboTBhI.

3. O0beM U TPYA0EeMKOCTh AUCHUIUINHBI
JHanable 00 o0meM oO0beMe TUCIUIUIMHBI, TPYJOEMKOCTH OTAENBHBIX BHUJIOB yueOHOMU
paboThI 1O TUCHUILIMHE (M paclpeieieHne 3TOH TpYA0EeMKOCTH 10 ceMecTpaM) IpeACTaBICHbI B
tabnure 2.

Tabnuua 2 — O6beM U TPYL0EMKOCTh TUCIUIIIIMHbI

TpynoemMkocTs 1o
Bun yuebHo# paboThI Bcero ceMecTpam
Ne8
1 2 3

Oowan mpyooemKkocmp oucyunIuHbl, 3/ 108 3/ 108
3E/ (uac)
Ayoumopnule 3anamus, BCEro vac. 30 30
B TOM YHCIIE:

nexiuu (JI), (dac) 10 10

npakTuueckue/cemunapckue 3anarus  (I13),

(gac)

nabopaTtopHubie padoTs (JIP), (uac) 20 20

KypcoBoii npoekT (padota) (KII, KP), (yac)

HK3aMeH, (4Jac)
CamocmosamenvHas paboma, Bcero (Jac) 78 78
Buo npomesxxcymounoii ammecmayuu’. 3adetr, | 3ayer 3auer




mudd. 3auger, skx3amed (3auer, Judd. 3aq,

DK3.*%*)

K

IIpumeuanue: kaHaUmaTCKUil SK3aMeH

4. CopepxaHue JUCIUTUTUHBI

4.1. Pacnpeznenenue TpyI0€MKOCTH JTUCIUTLIMHEI 110 pa3ieiaM | BUAAM 3aHATHH.
Pazpgenbl, TeMbl TUCHUILIUHBI U UX TPYJOEMKOCTh IPUBEJCHBI B Ta0IUIIE 3.

Ta6ymma 3 — Pa3nensl, TeMbl TUCIUIUIMHBI, KX TPYI0EMKOCTh

Pa3H€HI)I TEMBI JUCITUITIIMHBI .HCKHI/II/I 113 (C3) P KII CPC
’ (qac) (qac) (qac) (qac) (qac)
Cemectp 8
Paznen 1. TloctpoeHue noauTUKH 2 4 20
nH(}OPMaIIMOHHON 6€30MaCHOCTH MAKETHOM
MYJIbTHCEPBUCHOU CETH
Paznen 2. TpebGoanust nHOpMaAITMOHHON 3 12 28
0€30MacHOCTH MaKEeTHON MYJIbTUCEPBUCHON CETH
Texymuit KOHTPOJIb 1 10
Pa3zpnen 3. Opranu3aliiOHHO-TEXHUYECKUE MEPBI 4 4 20
10 peajin3allii OCHOBHBIX TpeOOBaHUI U
MOCTPOCHUIO CUCTEMBI HH()OPMALIMOHHON
0€30MacHOCTH
HUroro B cemectpe: 10 20 78
Utoro 10 0 20 0 78

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanue pa3iesIoB U TEM JICKITMOHHBIX 3aHATHI PUBEACHO B Ta0uIE 4.

Tab6nuia 4 — ConepxaHue pa3esioB U TeM JIEKIIMOHHOTO UK

Howmep paznena

HaszBanue u congepkanue pas3iesioB U TEM JICKIIMOHHBIX 3aHATHI

1 Tema 1.1. MynpTucepBucHsle cety Ha TexHonorusx IP-QoS u ux
OCHOBHbIE (DYHKIIMOHAIIbHbIE 31eMeHThl. OnpeeIeHe 0OCHOBHBIX
MPUOPUTETOB MHPOPMALIMOHHOMN 0€3011aCHOCTH.
Tema 1.2. Mogenu HapyHmmTess U yrpos.

2 Tema 2.1. O01uiue Tpe6oBaHUsI TOCTPOSHUS 3aIUIICHHON

MaKeTHON MYIbTUCEPBUCHOM ceTH. TpeboBaHMsI K MOICUCTEME
oOecrieyennst 0€30MaCHOCTH CETEBOTO B3aUMOIENCTBH.

Tema 2.2. TpeboBaHUs K MOACUCTEME ayTEHTU(DUKALIUN U
YIIPaBJICHUS TIOCTYIIOM.

Tema 2.3. TpeboBaHUs K MOACUCTEMaM KpUNITOrpaduyeckon
3alIATHl HHPOPMAIIMY ¥ aHTUBUPYCHOW 3aIATHI.

Tema 2.4. TpeboBaHUs K [TOICUCTEMAM
pe3epBUPOBAHUS/BOCCTAHOBICHUST MHPOPMAIIUH, KOHTPOJIIS
ATAJIOHHOTO COCTOSHUS MH(OPMAIUK U pabodeid cpepl,
yhpaBieHus: 6€30MacCHOCTHIO.

Tema 2.5. TpeboBaHUs K Cpe/icTBAM IMOCTPOCHUS 3AILUIIEHHBIX
BUpTyalbHBIX ceTeit (VPN).

[TpoTokous hopMUpPOBaHMS 3AIIMIIEHHOTO TYHHENS Ha
kananpHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol).
ITpoTokous hopMUpOBaHMS 3AIMIIEHHOTO TYHHENS Ha




kananpHOM ypoBHe L2F (Layer-2 Forwarding). ITporokon
(bopMHpOBaHUS 3aIIMIICHHOTO TYHHENS Ha KAaHAJILHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol). O6iee onucanue creka
MIPOTOKOJIOB 3alIUThI MexkceTeBoro ypoBHs [Psec (Internet
Protocol Security)..ITpotokon oOMeHa KiIroueBOi nHbopMaImei
IKE (Internet Key Exchange). ITpoTokon ayreHTH()HUIHUPYIOIIETO
3arosioBka (Authentication Header, AH). IIpotokon
MHKAICYIUPYIOIen 3amuThl conepxkumoro (Encapsulating
Security Payload, ESP).

3 Tema 3.1. Texuuueckue pewenus mno 3aumre ot HCJ
MEXXCETEBOI0 B3aUMOJCHCTBUSA U Nepeiaud HHPOPMALIUH.

Tema 3.2. Texuuueckue pewenus no 3amure ot HCJ
KOMIIBIOTEPHBIX PECYpPCOB Ha YpPOBHE CEPBEPOB U pabouMx
craniuiit JIBC u peanuzanuu nojacucteMbl ayTeHTU(DUKALMU U
UIEeHTU(DHUKAITIN

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHI U UX TPYAOEMKOCTh IPUBEECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuyeckne 3aHATHS U UX TPYJOEMKOCTb

Ne
Ne Temsbl NPAKTHYECKUX DOPMEI IPAKTHYECKHX 3AHATHA TpynoeMKkocCTs, | pazaena
/o 3aHATUN (dac) JIUCLIAIL
JIMHBI
Y4eOHBIM IJIAaHOM HE MPEAYCMOTPEHO
Bceero ‘ |
4.4. JlabopaTtopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHH U UX TPYJOEMKOCTb IPUBEICHBI B TaOIUIIE 6.
Tabnuna 6 — JlabopaTtopHble 3aHATHS U UX TPYJOEMKOCTh
Ne
Ne HaumenoBaHue 1a60paTopHBIX paboT Tpynoemkocts, | pasiena
/1 (dac) JUCITHAI
JIHBI
Cemectp 8
1 W3ydeHre npoTOKOJIOB ayTeHTU(PHUKAIIUU 2 1
2 M3y4yeHne MeTOI0B YIPAaBJIECHUS JOCTYIIOM 2 1
3 Hacrpoiika JokaJbHBIX TOJUTHK Oe3omacHocTd APM 2 2
4 Hactpoiika rpynmnoBsix noguTHK 0ezonacHoctu APM 2 2
5 HacTtpoiika nonuTiky 6€30MacHOCTH cepBepa pPeIssiuOHHON 2 2
0a3el TaHHBIX MySQL
6 AJMHUHHCTpUpPOBaHHE OE30MIACHOCTH CepBEpa PEISIUOHHON 2 2
6a3pl JaHHBIX MySQL
7 HacTpoliku n3011poBaHHON TPOrpaMMHOI cpezbl B 4 3
ornepaimoHHoil cucreme Windows
8 [TpoTokous hopMUpOBaHUS 3AIMIIEHHOTO TYHHENS Ha 4 2
kananpHOM ypoBHe L2F (Layer-2 Forwarding)
Bcero 20

4.5. KypcoBoe nmpoeKTHpOBaHKE/ BHITIOTHEHUE KyPCOBOU PabOTHI




Y4eOHBIM MJIAaHOM HE TPEAYCMOTPEHO

4.6. CamocrosarenbHas paboTa 00yJarouInxcs
Bunel camocTosiTennbHOM paboThI U €€ TPYAOSMKOCTh ITPUBEICHBI B TAOIHUIIE 7.

Tabmmua 7 — Bugsl caMoCcTosTeNbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 8,
Bun camocrositensHO#M paboThI
Jac Jac
1 2 3
N3ydenune TeopeTH4ecKoro Mmarepuana
58 58
nucuurnael (TO)
[ToaroToBKa K TEKyIIEMY KOHTPOJIIO 10 10
ycneBaemoctu (TKVY)
IToaroroBka K MpoOMeEXyTOUHOU 10 10
atrecrauuu (I1A)
Bcero: 78 78

5. IlepeyeHnb y4eOHO-METOAMYECKOTO OOSCTIICUCHUS
JUISL CAMOCTOSITEIIbHOU PabOThI 00yYArOIIUXCS MO JUCIUTUTHHE (MOJTYJIIO)

Y4eOHO-MEeTOINYECKHE MaTepuallbl ISl CAMOCTOSITENIbHOW paboThl 00yJaroImuxcs yKa3aHbl B
.. 7-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUE€OHBIX U3TaHUN
[lepedyeHb neUaTHBIX U DJEKTPOHHBIX YYeOHBIX M3/IaHUH MPUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeyeHp Me4aTHBIX U AJIEKTPOHHBIX YUEOHBIX M3AaHUMN

KomiuecTso 3k3eMInsIpoB B

Hlucp/ bubnuorpapuyeckas ccpuika oubmiorexe
URL anpec
(KpoMe 2JIEKTPOHHBIX AK3EMILUTSIPOB)
004 Mormrak H. H. Opranusanus 6e3omacHoro 40
M 87 JocTyna K MHQOpPMAaIMOHHBIM pecypcam

[Tekct]: yueOnoe nmocodue / H. H. Momak, T.
M. TarapnukoBa. npudopoctpoenus. - CII0.:
Uzn-so I'VAIIL 2014. - 121 c.

[[Tanprun B.®. 3amura KOMIBIOTEPHOU
unpopmanuu. JIMK TIlpecc,2010. 544
ctp.http://e.lanbook.com/view/book/1122/

ITerpenko C.A., Ilerpenko A.A.

Aynut 6e3onacnoctu Intranet. JIMK Ilpecc,
2010. 386 ¢
http://e.lanbook.com/view/book/1113/

7. TlepedyeHb HIEKTPOHHBIX 00OPA30BATEIBHBIX PECYPCOB
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHOHU ceTn « HTepHeT»

[lepeuens AIIEKTPOHHBIX o0pa3oBaTeNbHbIX pecypcoB MH(pOpPMaLOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTn «MHTepHeT», HEOOXOOUMBIX JUISI OCBOEHHUS JTUCIMILIMHBI
npuBe/ieH B Tabmmie 9.

Tabmuua 9 — IlepedyeHb SIEKTPOHHBIX OOpa30BaTEIbHBIX PECYpPCOB HH(POPMALUOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTh « HTepHeT»



http://e.lanbook.com/view/book/1122/
http://e.lanbook.com/view/book/1113/
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8. Ilepeuenb HHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. IlepeyeHp MPOrpaMMHOTO OOECHEYCHHS, MCHOJIB3YEeMOTO MpPU OCYIIECTBICHUN
00pa3oBaTeNILHOTO MpOoIEcca 10 JUCIUIIIHHE.
[Tepeuens nucmosb3yeMoro NporpaMMHOT0 o0ecrieueHus npeacTasieH B Tabuuie 10.

Tabmuna 10— [lepeueHs mporpaMMHOT0 00€CIICUCHIS

Ne i/t Haumenosanue

1 Menemxep naposeit KeePass

2 OC Windows Bepcun He panee XP

8.2. IlepeueHp HH(OPMALMOHHO-CIIPABOYHBIX CHCTEM,HCIIOJIb3YEMbIX pu
OCYIIIECTBIICHUU 00Pa30BaTEIHLHOTO MPOIIecca MO JUCIUILTHHE

[lepeyeHb WCMONB3YEeMbIX HWH(POPMALIMOHHO-CIIPABOYHBIX CHCTEM MPEICTABICH B
Tabauie 11.

Tabnuna 11— [lepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne i/ HanmeHnoBaHue

He npenycmotpeno

9. MarepuaiabHO-TeXHHUYECKas 0a3a
CoctaB MaTepHaTbHO-TEXHHYECKON 0a3bl, HEOOXOOUMOW JJIsi  OCYIIECTBIICHUS
00pa3oBaTenbHOTO Mpoliecca Mo TUCIUILUIMHE, IPeCTaBlieH B Tabnuiel 2.

Tabmuna 12 — CoctaB MaTepraIbHO-TEXHIUYECKON 0a3bl

Ne HaumeHoBaHMe cOCTaBHON 4acTu Howmep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOHN 0a3bl (pu HEOOXOMMOCTH)

1 | ®ounng aynuropuii I'Y AII myist mpoBeneHust 3aHATUN
JEKIMOHHOTO U CEMHHAPCKOTO (MMPAaKTUYECKOT0) TUTIA,
TPYNIOBBIX U UHANBHUIYAJbHBIX KOHCYJIbTALIMMI, TEKYIIETO
KOHTPOJISL U IPOMEKYTOYHOM aTTECTALUU.
Criennanu3upoBaHHas MeOelb; TEXHUYECKHE CPEICTBA 00yIeHUs,
CITy’Kallue JUIsl IPEJICTaBIeHUs y4eOHOM nH(pOpMaIUu 0OJIBIION
ayJAMTOPHUH; IEPEHOCHOH HA0OP AEMOHCTPALIMOHHOTO 000py10BaHUs

2 | BeruncnutenbHas 1a00paTopHst

Crienmanu3upoBaHHas MeOelb; TEXHUUECKHE CPEJICTBA 00ydeHus,
CITy’Kallue Ui npeAcTaBieHus yaeOHoH nHpopManyn O0obIIon
ayauTopuu; naboparopHoe odoopynosanue (II9BM - 12 mir.,
00BEIMHEHHBIX B JIOKATbHYIO BBIYHCIIUTENLHYIO CETh C BHIXOJIOM B
BerancauTenbHyto ceth I'YAII u MaTepHEeT)

10. OueHouHbIe cpeACTBA ISl IPOBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CocTaB OIEHOYHBIX CPEIACTBIJIA TPOBEJACHHUS IPOMEKYTOYHOW aTTEeCTaIlluu
oOyJaronuxcs Mo AUCHUIUINHE MPUBEACH B Tadnuie 13.

Tabmmua 13 — CocTaB OIEHOYHBIX CPEACTB Il IPOBEICHHS IPOMEKYTOUHOH aTTeCTalluN

Bug npoMexxyTouHOM aTTecTaiuu ITepedeHb OIIEHOYHBIX CPEICTB

3auer Cnucok BOpoCcoB




10.2. B kayecTBe KpUTEpUEB OICHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMHCs MPUMEHseTCsl 5-0ajulpHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIII, KOTopas mpuBeaeHa B Tabuuie 14. B TeueHne cemecTpa MOXKET UCIOIB30BaThCS
100-6amtpHast ~ mIKajga ~ MOAYJIBHO-PEUTHMHTOBOM  CHCTEMBl  YHUBEpPCUTETa,  IIpaBUja
UCTIOJIb30BaHUSI KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOIUM JIOKAJILHBIM HOPMATHBHBIM aKTOM
['VAIL
Tabmuna 14 —Kpurepuu onieHKH ypoBHS c(hOPMHUPOBAHHOCTH KOMIETEHITHH

OI11eHKa KOMITETEHIUN

Xa AKTCPHUCTHUKA C(DOPMUPOBAHHBIX KOMHGTCHIIPIIZ
5-0ayuipHad IIKaIa PaKTep (bopvmp

— o0yyvaromuiics TJIyOOKO ¥ BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepuar;

— YBEpPEHHO, JIOTUYHO, TTOCIIEIOBATEILHO M TPAMOTHO €r0 H3JIaraer;

— OnMpasch Ha 3HAHUS OCHOBHOW M JOIOJIHUTEIBHOW JIMTEPATYPHI,
TECHO TPUBS3BIBACT YCBOCHHBIC HAYYHBIC IMOJIOKCHHUS C MPAKTUYICCKON
JIeSTEIbHOCTHIO HAIPABIICHHUS;

— yMeJI0 00OOCHOBBIBACT U aPTyMEHTUPYET BBIABUTAEMbIC UM HJICH;

— JIeJIaeT BBIBOJIBI M 0000IIEHMS;

— cBOOOJTHO BJIAJICET CHCTEMOH CHECIMAIN3UPOBAHHBIX IOHSATHH.

«OTIIMYHO»
(Ga4YTCHO»

— o0yyJarouuics TBEpI0 YCBOMII MPOTPAMMHBIN MaTepuai, rpaMOTHO U
[0 CYIIECTBY W3JIaraeT €ro, ONupasch Ha 3HAHUS OCHOBHOMU
JTUTEPaATYPhL;

— HE JIOMYCKAET CYIIECTBEHHBIX HETOYHOCTEI;

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHUUYECKOW JI€ATEIbHOCTHIO
HaIlpaBJICHUS,

— apryMEHTUPYET Hay4YHbIE MTOJ0KEHNUS;

— JIeJIaeT BBIBOABLI U 00OOIICHHS;

— BIIAJICET CHCTEMOM CTICIIMAIM3UPOBAHHBIX TTOHITHH.

«XOPOIIIO»
«3aYTCHO»

— o0yyJaromuiicss YCBOMJI TOJBKO OCHOBHOW MPOrpaMMHBIN MaTepual,
M0 CYIIECTBY M3JIaraeT €ro, ONHpasch Ha 3HAHUSA TOJbBKO OCHOBHOM
JTUTEPaTypHI,

— JIOMYCKaeT HEeCYIIECTBEHHbIE OIMOKH U HETOYHOCTH;

— UCIIBITHIBAET 3aTPYAHEHUsT B NPAKTUYECKOM NPUMEHEHUU 3HAHHUN
HallpaBJICHUS;

— cnabo apryMeHTUPYeT HayYHbIC MTOJIOKEHHUS,;

— 3aTpynaHsieTcs B GOpMYJIUPOBAHUHU BBHIBOJOB U 000OIICHUH;

— YaCTHYHO BJIAJEET CUCTEMOU CIIeIMAIU3UPOBAHHBIX OHSITHII.

«YAOBJICTBOPUTCIIEHO»
GaduTCHO»

— o0yyJaromuiicss He YCBOWJI 3HAUUTENbHOM 4YacTH MPOrpaMMHOIO
MaTrepuana;

— JIOTYCKaeT  CYIIECTBEHHbIE  OMMOKM W  HETOYHOCTH  TIpU
paccMOTpeHHH poOIeM B KOHKPETHOM HalpaBlIeHUH;

— MCIIBITHIBAET TPYIHOCTH B MPAKTUYECKOM PUMEHEHNUHN 3HAHUM;

— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKCHHS,

— He QOpMYIHPYET BHIBOJAOB U 000OLICHHIA.

«HEYIOBJIETBOPUTEIIHLHO
«HE 3aYTCHO»

10.3. TumnoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAIIbI.
Bompocs! (3amaun) nms sKk3amMeHa mpeIcTaBlieHbl B Tadsmie 15.

Tabmuia 15 — Borpocs! (3amaun) 115 9Kk3aMeHa

No /it ITepedens BOmpoCcoB (3a71a4) sl SK3aMeHa

Y4eOHBIM IJIAHOM HE MPEAYCMOTPEHO

Bomnpocs! (3agaun) muis 3adera / nug¢. 3auera npenctasieHs! B Tadnuie 16.
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Taobnuua 16 — Bon

ochl (3amaun) s 3auera / mud¢. 3auera

Ne /i ITepeuens BompocoB (3a1a4) ans 3adera / qudd. 3adera

1 OYHKIMOHAIBHO-CTPYKTYpPHAs OpraHu3alus MyJIbTUCEPBUCHON CETH Ha
texaojoruu IntServ u DiffServ

2 CepBuchl 6€30MaCHOCTH U UX pean3aius

3 Omnpenenenre OCHOBHBIX IPUOPUTETOB MH(OPMAIIHOHHON 06€30IacHOCTH B
MYJIbTUCEPBUCHON CETH

4 Mopenu HapylmnTess B MyJIbTUCEPBUCHOU CETH

5 3HaYUMBbIE YTPO3bl B MYJIbTUCEPBUCHON CETH

6 OO6ue TpeGoBaHuUs TOCTPOCHUS 3AIIUIICHHON MYJIbTHCEPBUCHOMN CETH

7 OO6mue TpeboBaHUs K MoJcucTeMe obecrieueHrst 0€30MacHOCTH CETEBOTO
B3aUMOJICVCTBHUS

8 TpeboBanus k moacucreMe ayTeHTU(UKALUY U YIIPABICHUS JOCTYIIOM

9 TpeboBanwust k moacucTeMe Kpunrorpaduyeckoi 3amuTsl HHGOpMaITUH

10 TpeboBanust kK MOJCUCTEME AHTUBUPYCHON 3aIIUTHI

11 TpeboBanust K moJCUCTEME PE3EPBUPOBAHMS U BOCCTAHOBJICHUS
nHpopmauu

12 TpeboBanwust K MOACUCTEME KOHTPOJISI STAIOHHOTO COCTOSTHUS MHPOPMALIUU
u paboyeit cpepl

13 TpebGoBaHus K OICUCTEME YIIPABJICHHUS O€30MaCHOCTHIO

14 TpeboBanust kK cpeACTBaM MOCTPOCHUS 3AIIMILIEHHBIX BUPTYabHBIX CeTei
(VPN)

15 Texuuueckue pertenus o 3amure or HCJ] mexxceTeBoro B3auMoaecTBUs
U iepeiaBaeMoii HHPpOpMauu

16 [Iporokon hopMupoBaHUs 3aIIUIIEHHOTO TYHHENS Ha KAaHAJIbHOM YPOBHE
PPTP (Point-to-Point Tunneling Protocol),

17 [IpoTokon hopMupoBaHMs 3aLIUIEHHOIO TYHHENS Ha KaHAJIbHOM YPOBHE
L2F (Layer-2 Forwarding)

18 IIpoTokon hopMupoBaHMs 3aLUIUILIEHHOIO TYHHENS Ha KaHAIbHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol)

19 OO1ee onucaHue cTeka MPOTOKOJIOB 3aIlIUTHI MeXceTeBoro ypoBHs IPsec
(Internet Protocol Security).

20 IIpoTokon oOMmena kitoueBoit nudopmarueit IKE (Internet Key Exchange)

21 [IpoTokon ayrentuduimpyromero 3arojoBka (Authentication Header, AH);

22 IIpoTokon nHKancynupytouien 3amurtsl conepxkumoro (Encapsulating
Security Payload, ESP).

23 Texauueckue pemenus no 3amure oT HCJ KoMIIbIOTEpHBIX pecypcoB Ha
ypOBHE cepBepoB u pabounx cranuuii JIBC

24 TexHUYECKHE peIIeHNs 10 PeaTu3aIiy MOICUCTEMBI ayTeHTH()HUKAIINN 1
UICHTH()UKAITIT

[lepeyeHp TeM [UIT KypCOBOTO TPOCKTHPOBAHUS/BBIONHEHHUS KypCOBOH pabOTHI

MpeJICTaBICHbI B Ta0nwmie 17.
Tabnuna 17 — Ilepeyens TeM Juisi KypcOBOTO MPOEKTUPOBAHMSI/BBITIOIHEHUS KYPCOBOM pabOThI

Ne 11/t [TpuMepHBIii IepedeHb TeM Il KYpCOBOTO MPOEKTUPOBAHUS/BBITTOIHEHHS
) KypcoBOl paboThI
Y4eOHBIM IJIAHOM HE MPEAYCMOTPEHO
BOHpOCLI AJid IIPOBCACHUA HpOMeXCYTOqHOﬁ arrecralluu B BHUAC TCCTUPOBAHUA

MpeACTaBICHBI B Tabmwuie 18.

Ta6muia 18 — [IpumepHsIii TepedeHs BOMPOCOB TSl TECTOB
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No /it IIpumepHbIil epedeHb BOMPOCOB 7151 TECTOB

He npenycmorpeno

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCLUUIUIMHE OOYYAIOUIMXCS 3a04HON (HOpMBI
00yd4eHus1, mpeacTaBiIeHbI B Ta0ymie 19.

Tabmuna 19 — [lepedeHb KOHTPOIBHBIX PadOT

No i/t [TepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. MeTtoauveckue  MaTepUaNbl,  ONPEACISIONUE  HPOLEAYPHl  OICHUBAHUS
WHAMKATOPOB, XapaKTEpU3YIOLUUMX dTanbl (OPMUPOBAHUS KOMIIETCHLUN, COJEpKATCi B
JOKaJbHBIX HOpPMATUBHBIX akTax [YAII, periaMeHTUpPYIOIIUX TOPAJIOK M MPOLEaypy
MIPOBEJICHUS TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEKYTOUHOM aTTeCTalli O00yJaromuxcs
I'VAIL

11. Meroaudeckue yKa3aHus Uik 00YJIArOIIUXCS TIO OCBOCHUIO TUCITUTUIAHBI

11.1. Meroauueckue yKasaHus i1 OOYYalOIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
Marepuana .

OcHOBHOE Ha3HA4Y€HUE JIEKIIMOHHOIO MaTepuana — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
rIyOOKOe W SCHOE U3NOKeHHEe yueOHoro marepuana. HasHaueHue COBpEMEHHOM JIEKIIMH B
paMKax JUCHUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(POPMALHIO TIO TeME, 2 B OCBOCHHUH
dbyHIaMeHTalbHBIX Mpo0JeM AUCHMIUIMHBI, METOJOB HAY4YHOTO IIO3HAHHWS, HOBEHIINX
JOCTUXKEHUI HayyHOW MbIcau. B yueOHOM mporiecce JIEKIHs BBIIOJIHSAET METO/I0JIOTMYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (PYHKUIMU. JIeKIusl pacKpbIBaeT MOHATUHHBIN amnmapar
KOHKpETHOH oO0jacTu 3HaHUd, €€ MpoOJeMbl, JAaeT LEeNbHOE NPEJCTABICHUE O TUCIUILIMHE,
MOKA3bIBAET B3aUMOCBS3b C IPYTUMU AUCHUIIIIMHAMH.

[TnanupyemMble pe3yabTaThl IPH OCBOEHUH 00yYaroMKUMUCS JIGKIIMOHHOTO MaTepuaa;

— TIOJyYeHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HAHUU, YpPOBEHb
KOTOPBIX ONPEAEIAETCS LIEIEBOIM YCTAHOBKON K KaKJJOM KOHKPETHOU TEME;

— TIOJy4Yy€HHE ONBITa TBOPUYECKOM pabOThl COBMECTHO C MPEIO/IaBATENEM;

— pasBuTHE TNPO(ECCHOHATHHO-IETOBBIX  KadecTB, JIIOOBM K  TIpeAMETYy U
CaMOCTOSITEIbHOTO TBOPUYECKOT'O MBIIIJIEHHUSL.

— TOsiBJIEHUE HEOOXOAMMOro HHTEpeca, HE0OX0AUMOTO Uil CAMOCTOSITEIbHON pabOThI;

— TIOJy4Y€HHE 3HAHUU O COBPEMEHHOM YPOBHE pAa3BUTHS HAyKM U TEXHUKH U O
IPOTHO3€ UX pa3BUTHs Ha OJMIKaMIINe TO/IbI;

— HAY4YUTbCSl METOAMYECKH 00pabaThiBaTh MaTepuai (BBIACNSTH TIJIaBHbIE MBICTU U
MOJIOKEHUS, MPHUXOAUTh K KOHKPETHBIM BBIBOJAM, HOBTOPSATH HUX B  Pa3IMYHBIX
bopmynupoBKax);

— TOJy4YeHHe TOYHOIO NOHWMaHHUS BCeX HEOOXOAUMBIX TEPMUHOB U TIOHSATHUH.

JlekMOHHBI  MaTepuad MOXKET COINpPOBOXKAATHCS JIEMOHCTpAalMEN  ClaliioB U
UCIIOJIb30BaHUWEM pa3laTOYHOrO MaTepuaja IpU TPOBENEHUU KOPOTKUX JUCKYycCUH 00
0COOEHHOCTSX MPUMEHEHHUS OTJENIBHBIX TEMATHK M0 JUCIUTUIMHE.

CrpyKTypa npeiocTaBieHus JEKIIHOHHOT0 MaTepuana:

Paznen 1. [Iloctpoenne monuTUKM HMHGOPMAIIMOHHOM  O€30MAaCHOCTH  MaKEeTHOM
MYJIbTUCEPBUCHOM CETH.

Tema 1.1. MynbtucepBucHble ceTH Ha TexHoJorusx IP-QoS u wux oOCHOBHBIE
byHKIIMOHaIbHBIE 3JeMeHThl. OmpelerieHre OCHOBHBIX IPUOPUTETOB HHPOPMAIIMOHHOM
0€30IacCHOCTH.

Tema 1.2. Moaenu HapyImuTest U yrpos.
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Paznen 2. TpeGoBanusi MHGOPMAIMOHHONH O€30MACHOCTH IMAKETHONH MYJIbTUCEPBUCHON
CETH.

Tema 2.1. O0mue TpeOOBaHUS MOCTPOSHHS 3AMIMIICHHOM MaKEeTHOH MYJIbTHCEPBHCHOM
cetu. TpeboBaHUs K OJICUCTEME oOecriedeH s 0€30MaCHOCTH CETEBOI0 B3aUMOICHCTBUSI.

Tema 2.2. TpeOGoBaHUs K MMOACUCTEME ayTCHTU()UKALUHU U YIIPABICHHS TOCTYIIOM.

Tema 2.3. TpeboBaHus K mojacucTeMaM KpunTorpaduyecKod 3amuTbhl WHPOpMAIUU U
AHTHUBUPYCHOM 3aILMTHI.

Tema 2.4. TpeboBaHus K MOACHCTEMaM pPe3epBUPOBAHMS/BOCCTAHOBICHUS MH(MOpMaLUH,
KOHTPOJIS 3TAJIOHHOTO COCTOSIHUS MH(popManuu 1 paboueil cpesibl, yrpaBieHus 0€30MacHOCTBIO.

Tema 2.5. TpeOoBaHus K CpeaCTBaM IOCTPOCHHMs 3alIUIICHHBIX BUPTYAJIbHBIX CceTel
(VPN).

Paznen 3. Oprann3alilnOHHO-TEXHUYECKUE MEPBI M0 pealn3alliil OCHOBHBIX TpeOOBaHM U
MOCTPOCHHIO CUCTEMbI HH(POPMAIIMOHHOMN 0€301acHOCTH.

Tema 3.1. Texuuueckue pemenus no 3ammre or HCJl MexcereBOoro B3auMOAEUCTBUSA U
nepeaayn nHHOpPMAaIHH.

Tema 3.2. Texuuueckue pemenuss no 3ammre oT HCJ] KoMObIOTEpHBIX pecypcoB Ha
ypoBHE cepBepoB W paboumx crannumii JIBC m peanmsanuu mojcucTeMbl ayTeHTU(UKANUNA U
UICHTU(UKAITUH.

11.2. Metoauueckue yka3aHusi A7 OOydYalOIIUXCsl MO BBIIOJHEHUIO J1a00paTOPHBIX
pabor

B xope BbImoNHEHMs J1a0OpaTOpHBIX paboT oOyyaromuicss JOJDKEH YriIyOuTh H
3aKpenuTh 3HAHUS, NMPAKTUYECKUE HABBIKH, OBIIAJIETh COBPEMEHHONW METOIUKOM M TEXHUKOU
9KCHEPUMEHTa B COOTBETCTBUU C KBAJIM(UKALMOHHONW XapaKTEpPUCTHKONW OO0yJaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT U3 AKCHEPUMEHTAIbHO-IIPAKTUYECKOM, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIBbHBIX MEPOIIPHUATUH.

BoeinonHenue na0opaToOpHbIX pabOT 00ydaroIMMCS SIBJISETCS HEOTHEMJIEMOM YacThIO
U3y4eHHs] JUCLMIUIMHBI, OIpenenseMoil ydyeOHbIM IUIAaHOM, U OTHOCHUTCS K CpEICTBaM,
o0ecreunBaroIUM pPEIIeHUE CIEAYIONUX OCHOBHBIX 33/1a4 00y4YaroLerocs:

— TIpHOOpeTeHHe HaBBIKOB HCCIEIOBaHMsS IMPOLECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKax JaHHOW JUCIUIUINHBI;

— 3aKpeIuleHHe, Pa3BUTHE U JeTalu3allds TEOPETUYECKUX 3HAHUU, TMOJYyYEHHBIX Ha
JEKIMX;

— TOJy4YeHHe HOBOM MH(OpMAaLMU 110 U3ydaeMON AUCIUILIMHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATENbHOM  paboThl ¢ 1a0OpaTOpHBIM
000pyTI0BaHUEM U TPUOOPAMH.

3ajaHue U TpeOOBaHMA K IPOBEACHHUIO JJA00PAaTOPHBIX padoT

Bapuant 3aganms mo Kkaxaoil nabopaTtopHoi paboTe oOydarommiics TMOTy4aeT B
COOTBETCTBHUH C HOMEpPOM B clmcke Tpymmbl. [lepen mpoBeneHWeM J1abopaTOpHOW pPadOTHI
oOyJaroreMycs CiIelyeT BHUMATEIbHO O3HAKOMUTHCS C METOJWYECKUMH YKa3aHUSIMH TIO €€
BBITIOJTHCHHWIO, a TaKXKe C COJCPKAHUEM COOTBETCTBYIOMIETO JICKIIMOHHOTO Kypca, IpHU
HEOOXOJUMOCTH — U3YYUTh CAMOCTOSITEIHHO JOMOIHUTENBHYIO JIUTEPATypy. B COOTBETCTBUU C
3aJlaHEeM OOYYaloIIUNUCS JOJDKEH MOATOTOBUTH HEOOXOJIMMBIE JTaHHBIC, BBIMOJHUTH 3aJlaHUC
1abopaTopHOi pabOTHI, MOTYYUTHh TpeOyeMble pe3yNbTaThl, OQOPMUTH U 3AIUTUTH OTYET IO
nabopaTopHOi paboTe

Crpykrypa u hopma oTuera 0 1abopaTopHOil paboTe

Otuer o naboparopHoil paboTe MODKEH BKIOYATh B ceOs: TUTYIBHBIA JIKCT,
(GOpMYITHPOBKY 3alaHUs, TEOPETUYECKUE IIOJIOKEHHSI, WCIIOJIB3YeMble TIPU  BBIIIOJHCHUU
nabopaTopHOil paboThI, OMKCaHUE MPOoIecca BHITOTHEHHS J1a00paTOpHOM pabOThI, OTYYEHHBIE
pEe3yJbTaThI U BBIBOJIBI.
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TpeGoBanus kK 0ohopMIIEHUIO OTYETA O JIabOpaTOPHOU paboTe

[To xaxmoit maboparopHON pabOTe BHIMOIHSAETCS OTACIBHBIA OTYET. TUTYIBHBIA JUCT
obopmiiieTcss B COOTBETCTBUH ¢ IabisoHOM (oOpasmom) mnpuBeAcHHbIM Ha caiite ['VAII
(www.guap.ru) B pasaene «CeKTop HOPMAaTUBHOW JOKYMEHTAIMKU». TEKCTOBbIC U rpaduyeckue
MaTepuanbl 0GOpPMIISIIOTCS B COOTBETCTBUU ¢ jAccTByromumMu ['OCTamu u TpebGoBaHUSAMU,
npuBeieHHbIMM Ha caiite ['YAII (www.guap.ru) B pasgene «CekTop HOpMaTHUBHOU
JIOKYMEHTAIUN.

Metoanyeckue yKa3zaHus [0 MPOX0kICHHUIO JJaO0paTOPHBIX PaboT:

[004.056(075) T 33] Teopust nHHOPMAIMOHHON GE30MACHOCTH M METOIOJOTHS 3alUThI
uHpOpPMALIUU: METOJUYECKUE yKa3aHHs K BBIOJHEHHUIO JlabopaTopHbIX pador Ne 1 - 4/ C. B.
beszarees, E. M. Jlunckuii, A. JI. ®omun. - CI16.: 'OY BIIO "CII6I'YAIT", 2007. - 35 c¢. Koa-
BO 9K3. B 6u01. - 88.

11.3. Meroauueckue yKazaHus UIsi 0OYyJaIOMIMXCs MO MPOXO0KICHHIO CAMOCTOSITEIHHOM
paboThI

B xone BbINOMHEHUSI CaMOCTOSITEILHOM PpabOThl, 00yJarOUIUiicsl BBIMOIHAET paboTy IO
3aJJaHUI0 U TIPU METOAMYECKOM PYKOBOJCTBE MpernoiaBarelsi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTusl.

s oOyvarommxcsi 1Mo 3a04Hoil ¢opMe 00ydeHHs, caMOCTOsTeNbHas paboTa MOXKET
BKJIFOYATh B CEOsI KOHTPOJIBHYIO paldoTYy.

B mporecce BBIMOTHEHHS CaMOCTOSITENBHON paboThl, Yy oOydaromierocs (GopMupyercs
1enecoo0pa3sHoe IIAHUPOBaHUE pabovero BpEMEHH, KOTOPOE MO3BOJISIET UM Pa3BUBAaTh YMEHUS
U HaBBIKM B YCBOGHHUM U CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHHM, oO0ecreunBaeT BBICOKUMN
YPOBEHb YCIIEBAEMOCTH B TepuOjJ OOydYeHHs, IOMOTAaeT IIOJYYUTh HABBIKH TTOBBIIICHHS
npo¢eCcCHOHATBHOIO YPOBHS.

MetoauyeckumMi ~ MaTepuaiaMM,  HalpaB/SIIOIIMMH  CAMOCTOSATEIbHYIO  paloTy
00y4aroIUX CSSIBIISIOTCS:

—  y4eOHO-MEeTOJIMYEeCKUI MaTepuall Mo AUCHUILUIMHE.

Jns pa3BUTHSL Y CTYJIEHTOB HaBBIKOB CAMOCTOSATEIBHOTO OBJIAJACHUS TEOPETUYECKUM
MaTepuajoM psJ TeM JAMCUUIUIMHBI Ha JIEKIMOHHBIX 3aHATHSAX JaeTcs O030pHO, UTO
IpeJIoiaraeT UX CaMOCTOATEIbHOE JETAIbHOE N3YUYEHHUE.

IlepeueHp TeM Ul CaMOCTOSATENbHOIO U3YUYEHHUS:

MynbTHCEpBHCHBIE ceTH Ha TexHonorusx [P-QoS.

TpeboBaHus MOCTPOSHUS 3aLUILEHHON MaKETHOM MyJIbTHCEPBUCHOM CETH.

— TpeboBanus k noacucteMe odecrneyeHns 6e30MacHOCTH CETEBOI0 B3aUMOICHCTBHUS.
TpeboBanust K TMOJCHCTEMaM pPE3epBUPOBAHUS/BOCCTAHOBJICHUS  HMH(OpMaIu,
KOHTPOJIS 3TAJIOHHOTO COCTOSIHUS MH(popManuu 1 paboueil cpesibl, yrpaBiaeHUs! 0€301MacHOCTBIO.

— TpeGoBanus K cpeacTBaM MOCTPOCHUSI 3aITUIIICHHBIX BUPTYyanbHbIX ceTeid (VPN).

— Texuunueckue pemenus no 3anute oT HCJ| MexxceTeBoro B3anMoIeCTBUS U Tepeaadn
uH(pOpMaLIUH.

— Texnuueckue pemenuss no 3amure oT HCJ/] KOMIBIOTEPHBIX pPECYpCOB Ha YpPOBHE
ceppepoB U pabounx craHuuid JIBC u peanuszanum nNOACUCTEMBI ayTeHTU(UKAMM U
UACHTU(DHUKAITIH.

11.4. Metoauueckre yKazaHus [UIsl OOYyYaroIIMXCS TO MPOXOXKACHHUIO TEKYIIETro
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuil KOHTPOJb YCHEBAEMOCTH NPEIyCMaTpPUBAaET KOHTPOJb KayecTBa 3HAHUU
00yYaroImuxcsi, OCYIIECTBISIEMOI0 B TEUEHUE CEMECTpa C IIEJbI0 OICHMBAHUS XO0Jla OCBOCHUS
qucuuIuiHel. dopMma MpoBeAEHUs TEKYIEro KOHTPOJIA — 3alluTa OTYETOB IO Ja0OpaTOPHBIM
pabortam, TectupoBanue. [IpumepHBIi MepeyeHb BOMPOCOB AJISl TECTOB cojaepkutcs B m. 10.3.
Pe3ynbraThl TEKYNIEro KOHTPOJIS YUYUTBHIBAKOTCS NIPU IPOBEICHUH ITPOMEKYTOYHOHN aTTeCTalluu B
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coorBercTBUM ¢ TpeboBanusimu CTO I'VAIL. CMK 3.76 «llonoxeHue o TeKylieM KOHTpOJE
YCIIEBAaEMOCTH M MPOMEXKYTOYHOM aTTECTAIllMU CTYIEeHTOB U acnupanToB ['YAll, oOyuaromuxcs
1o 00pa3oBaTeNbHBIM POTrPaMMaM BBICILIEIO 00pa30BAHMSY.

11.5. Meroauyeckue ykazaHus Jjisi OOYHarOUIMXCs MO MPOXOXKJICHUIO MPOMEKYTOYHOM
aTTeCTallUU.

[Ipomexyrounas  arrecranus  OOydalomUXCs — MPeaycMaTpuBaeT  OILICHHWBAHUE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/IbTaTOB 00y4YeHMs MO AucHumuinHe. OHa BKIIOYAeT B
ceost:

— 3a4eT — 3TO (opMa OLIEHKH 3HAHUH, MOJYYECHHBIX OOYUYAIOLUIUMCS B XOJI€ U3YUYCHHUS
y4eOHOM TMCUUIUIMHBI B LIEJIOM WJIM MIPOMEXKYTOUYHas (10 OKOHYAaHUU CEMECTpa) OLICHKA 3HAHUH
00y4aromuMcs 1Mo OTIEIbHBIM pa3fieliaM TUCIUIUIMHBI C aTTECTAllMOHHON OIICHKOW «3aYTeHO»
WJIU «HE 3aUTEHO».

3a4er MPOBOAMTCS B YCTHOH (opMme. 3aueT OOydYAIOIIMXCS MPOBOAUTCS, KaK IMPaBUIIO, B

TEUYEHUE HEeNeNH, MPEIIIeCTBYIONIeH Hayally 5K3aMEHAllMOHHOW ceccud, JHM00 Ha MOoCIeTHEeM
3aHATUU B ceMecTpe mo aucuuiuinHe (Moxymio). [Ipu siBke Ha 3auer oOydaromuiics 00s3aH UMETh
npu ce0e 3aUeTHYIO0 KHIDKKY, KOTOPYIO OH MpeIbsBIseT mnpernoaaBaTento. [Ipwem 3adera 0e3
3a4eTHOM KHM)KKH He Joryckaercs. Ecim co cTropoHbl 00ydaromerocst BO BpeMsl 3a4eTa JOMyIIeHbI
HapyleHus y4eOHON MUCLUIUIMHBI (CHHChIBAaHWE, HECAHKIIMOHUPOBAHHOE HCIIOJIb30BAaHUE CPEICTB
MOOWIILHOW CBSI3W, aylMO—TUICHEPOB M JPYrUX TEXHUYECKUX YCTPOMCTB), HAPYLICHUS MPaBUII
BHyTpeHHero pacnopsaka I'VAIIL, npeanpunsta monelTka noanora aokymenros, HIIP Bopase
yIaIUTh OOYy4YalolIerocs ¢ 3adera C 3aHECEHHEM B BEJOMOCTb OLIEHKH «He 3aureHo». Ilo
pe3ysibTaTaM 3adera «3ayTeHO» 3aHOCUTCS IpernojaBaTesieM B BEIOMOCTb M 3aU€THYIO KHUXKKY.
OtpunarenbHas OLIEHKa («HE 3a4TE€HO») 3aHOCUTCA TOJIBKO B BeJoMocTh. HesiBka oOyuaromerocs Ha
3a4eT OTMEYAeTCs B BEJIOMOCTH CJIOBAMH «HE SIBHJICS», INOO «H/s». JIUPEKTOpP MHCTUTYTa HA OCHOBE
BEJOMOCTH BBICHSICT NMPHYUHY OTCYTCTBHUS OOYyYaroIIerocsi Ha 3adeTe M NMPUHUMAET pEelIeHUE O
MOPsIIKE MOCHEAYIOEeN Clauu.
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Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MCHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit
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