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AHHOTALIUA

Hucturmumbaa «OcHOBBI MH(OPMAIIMOHHOW 0€30IacHOCTH» BXOAUT B 0a30BYKH 4YacThb
o0pa3oBaTeNbHON TpOrpaMMbl  MOJATOTOBKM  oOydarommxcs 1o HanpaeineHuto  45.03.02
«JIMHrBUCTHKA» HampaBieHHOCTh «TeopeTnyeckas W TMPHUKIAIHAS JTHHTBUCTHKA». JUCIMILIHMHA
peanu3zyercs kadenpoit NeS1.

JucuuruiiHa HaneneHa Ha (GOPMUPOBAHHE Y BBITYCKHUKA

o0mIenmpodecCHOHATBHBIX KOMITETEHITHIH:

OIIK-20 «cnocoOHOCTh peliaTh CTaHAapTHBIC 3a7a4 MPO(heCcCHOHATBLHON ASATENHPHOCTH HA
ocHOBe HMH(opManoHHOW M OubIMorpaduyeckoil KyapTypbl ¢ MPUMEHEHHEM HH()OPMAIIMOHHO-
JUHTBUCTUYECKUX TEXHOJOTMH H € Yy4EeTOM OCHOBHBIX TpeOoBaHUN HH(POPMAIIMOHHOM
0e30MacHOCTH.

ConepxkaHuie IUCIHMIUIMHBI OXBAaTBIBACT KpPYr BOIPOCOB, CBSI3aHHBIX C  3aIIUTOU
KOMIIBIOTEPHON HH(GOpMALIMU, CYHMIECTBYIOIIUX METOJOB M MH(POPMAIIMOHHBIX TEXHOJOTHI 3TOM
3aIUTHI U OIICHKOW UX CTOMKOCTH B MH(GOPMAITMOHHBIX CHCTEMaX.

[IpenogaBanye TUCHUIUIMHBI IIPeIyCMaTPUBaAET cleayrouue GopMbl OpraHu3aluu y4eOHOTo
mpoiiecca: JISKINH, JIabopaTopHbie paboThI, CAaMOCTOsITEIbHAs paboTa CTy/IeHTa.

[TporpaMMoii TUCHUIIMHBI IPETYCMOTPEHBI CIIEIYIOIINE BUIbl KOHTPOJIS: TEKYIUN KOHTPOJIb
yCIIEBaEMOCTH, TPOMEXKYTOUYHAsS aTTecTanus B hopme mudhepeHINpOBAaHHOTO 3a4€eTa.

OO61mas TpyA0eMKOCTh OCBOEHUS IUCHUIUIMHBI COCTABISET 3 3a4eTHHIX eqUHUIIBI, 108 yacos.
SI3pIK 00yUYeHUs IO JUCHUILTUHE «PYCCKUI».



1. TlepedyeHb NJIAHMPYEMBIX Pe3yJbTATOB 00y4YeHHS MO AUCHUIIUHE

1.1. Ieau npenosaBaHusi AUCUMUIIMHBI

[enb Kypca — HAYy4UTh CTYA€HTOB IOHUMATh CYITHOCTb ¥ 3HaYeHHE MHPOPMAIUHU B Pa3BUTHH
COBPEMEHHOT0 HMH(OPMAIIMOHHOTO OOINECTBa, CO3HABATH OMACHOCTH M YTpO3bl, BO3HUKAIOIINE B
3TOM IIpoliecce, COOII0IaTh OCHOBHBIE TpeOOBaHM MHPOPMAILIMOHHOM 0€30IacCHOCTH.

B Kypc BKIIOYEHBI OCHOBHBIE METOJbI KpunTorpaduu, IPUMEHSEMbIE B 3aIIUTE
uHpopManuu. AHamU3 KpPUNTOrpaQUUECKUX alrOpUTMOB OpPraHUYECKH CBS3aH C CHHTE30M
KPUITOAITOPUTMOB U KPUITOIIPOTOKOJOB. B pe3ynbTare u3ydeHuss Kypca CTYAEHTHI JOJKHBI
MOJIYYUTh IPECTaBICHNE 00 OCHOBHOM KPUNTOTpadhuIeCcCKOM HHCTPYMEHTapUU, HEOOXOIUMOM IS
UCTIOJIb30BAaHUS 3AIIUIIEHHBIX HH()OPMAIIMOHHBIX CHCTEM.

1.2. MepeyeHb MIIAHUPYEMBIX Pe3y/JIbTATOB 00y4eHHs MO AUCHHUILINHE, COOTHECEHHBIX C
IJIAHMPYeMbIMH pe3yabTaTamu ocBoenust OII
B pesymprare OCBOEHHS JMCHUUIUIMHBI OOYYAIOIIMICA JOMKEH 00JaJaTh  CIEAYIOUIMMHU
KOMIIETEHIIUSIMHU:

OIIK-20 «crocoOHOCTb pemaTh CTaHAapTHhIE 3a7aui NPo(ecCHOHAIBHON esITeIbHOCTH Ha OCHOBE
UHPOPMAIMOHHON ©  OMOIMOrpadMuecKol KylabTyphl C TNPUMEHEHHEM HH()OPMAIMOHHO-
JUHTBUCTUYECKMX TEXHOJOTMH M C YyY4eTOM OCHOBHBIX TpeOoBaHMH HMH(DOpPMAIMOHHON
0€30I1aCHOCTHY:

3HaTh — OCHOBHBIC BHIBI Yrpo3 B cdepe HHPOPMAIIMOHHOW OE30MacCHOCTH W METOIbI
NPOTHBOICHCTBUS 3TUM YTrpO3aM

YMETh — OLIEHUBATh PUCKH OT Pa3IMIHBIX YTPo3 B chepe nHPOPMAITMOHHON 06e3011acHOCTH

BIQJICTh HABBIKAMHU — TPUMEHEHHs TEXHONOTMH WHGOPMAIMOHHON 3alMThl B  CBOEH
poeCCHOHAIBHON e TENHHOCTH

UMETh OMBIT JICATEIHHOCTH — B MOJIb30BAHUU KpunTorpadpudeckumu oudmmorekamu ans IBM nns
pENIeHHS TPUKIAIHBIX 337a9 B 3alUIIICHHBIX HH()OPMAIIMOHHBIX CHCTEMAaX.

2. Mecto nucuMiuiuabl B ctpykrype OIl

JucnunimHa Ga3upyeTcsi Ha 3HAHUAX, paHee MPHOOPETEHHBIX OO0YyYaroIMMMCS NpU HU3YyUEHHH
CIIEYIOIINX JUCLHUIUINH:

— Hudopmaruka

— JlMcKpeTHas MaTeMaTHKa

— Teopus BeposTHOCTEN
3HaHMUs1, TOTY4YEHHbIE IPU U3yYEHUU MaTeprasa JaHHON JUCIUILIMHBL, UMEIOT KaK CAMOCTOSITEIILHOE
3HaYeHWe, TaK M HCHOJB3YIOTCS MPU BBHIMOJIHEHUH BBIMTYCKHOM KBalIU(PUKAIIMOHHON paboTHI
Oakanaspa.

3. OobeMm qucnumauebl B 3E/akaaem. uac
I[aHHBIC 06 O6IJ_IGM 06’BCMG JAUCHUIINIMHBI, TPYAOCMKOCTH OTACIBHBIX BHUIOB qu6HOﬁ paGOTLI 10

IUCLUIUIMHE (U pacnpeeeHue 3TOH TPYA0EMKOCTH 10 CEMECTpaM) MpeJICTaBlIeHb! B Tabuuie 1

Tabmuua 1 — O6beM U TPYyLOEMKOCTh TUCIUITITUHbI

Bug yueOHol paboThl TpyaoeMkocTh 1o
Bcero

ceMecTpam

Ne6




dAudd. 3au, Ik3.)

O6as TPyA0eMKOCTh 3/ 108 3/ 108
aucHuIUInHbI, 3E/(4ac)

Ayoumopnule 3anamus, BCEro 4ac., 51 51
B mom uucne

nexrmu (J1), (4ac) 34 34
[pakTHveckne/ceMUHApCKIE 3aHATHS

(I13), (uac)

nabopatopusie paboTsl (JIP), (dac) 17 17
KypcoBoii mpoekT (padota) (KII, KP),

(dac)

DKk3amMeH, (Jac)

CamocmosamensHasn paboma, BCero, 57 57
(qac)

Buj mpoMe:KyTOYHOr0 KOHTPOJISI: Judod. Hudd. 3au.
3a4eT, qudd. 3a4eT, 3k3aMeH (3auer, 3au.

4. Coaepxxanmne TUCHUMILUTHHBI

4.1. PacnpenesieHue TPY10€MKOCTH JHCIHUIIIUHBI

10 pasjaejiaM U BUAAM 3aHATHI

Pa3nensl U TeMbl AUCHUIUIMHBI U UX TPYIOEMKOCTh MPUBECHBI B TAOIUIlE 2.

Tabauna 2. — Pa3nensl, TeMbl IUCHUIUIMHBI U UX TPYJIOEMKOCTb

Pasgensl, TeMBI JUCLUIINHBI

Jlexiun
(qac)

I13 (C3)
(qac)

JIP
(dac)

KIT
(qac)

CPC
(qac)

Cemectp 6

Paznen 1. OCHOBHBIE TOHATUSA
Kpunrorpapuu

Tema 1.1. OcHOBHBIE OIIpeIEIEeHUS
Tema 1.2. 3agaun naGopMamoHHON
0e30macHOCTH

6

15

Paznen 2. CummeTpuuHbie MUPPHI
Tema 2.1 UcTopuueckue mu@psl
Tema 2.2 brnoxosble mudps

Tema 2.3 [ToTokoBbIe MIU(PEI

10

15

Paznen 3. Kpunrorpadus c
OTKPBITBIM KIIIOUOM

Tema 3.1 MaTtemaTndyeckne OCHOBBI
CHCTEM C OTKPBITBIM KIHOYOM

Tema 3.2 OCHOBHBIE AITOPUTMBI C
OTKPBITBIM KIIIOUOM

10

10

Paznen 4. Kpunrorpaduueckue
MIPOTOKOJIbI

Tema 4.1 OcHOBHBIE MPOTOKOJIBI C
OTKPBITHIM KIIFOUOM

Tema 4.2 CnernuanbHble TPOTOKOJIIbI

10




Texyumii KOHTPONIb 7
Hroro B cemecTpe: 34 17 57
Uroro: 34 0 17 0 57

4.2.

Conep:xanue pa3iesioB U TeM JIEKIIMOHHbBIX 3aHATHI

ConeprkaHue pa3/iesioB U TEM JICKIIMOHHBIX 3aHATUHN MPUBEACHO B TabmuIe 3.

Ta6mmma 3 - Conepxanue

pasaciioB U TCM JICKITHOHHBIX 3aHATHI

Howmep pasznena

HasBanue u conep:xkanue pas3iesioB U TEM JEKIIMOHHBIX 3aHATHI

1

Paznen 1. OcHOBHBIC TOHATHS KpUOTOTpadUH.

Tema 1.1. OcHOBHBIE OIpeEICHUS

Omnpenenenue 1eneil 1 NPUHIUIIOB 3aIIATH HHPOPMALINY;
yCTaHOBJICHHE, (PAaKTOPOB, BIUAIOLIMX HA 3alIUTy UH(OpMAILIUH;
OCHOBHEBIE OTIACHOCTHU M YTPO3bI B 0071aCTH MHPOPMAITHOHHON
6e3onacHoctu. Kinaccudukanuu BuaoB, METOJIOB U CPECTB
3amuThl nHpopMaru. OpraHu3aluoHHAs 3aIIUTa WH(OPMAIIHH.
WnxeHepHO-TeXHUYECKas 3aluTa HHpopMarum.
Kpunrorpaduueckas 3amura napopmanuu. [Ipeacrainenue
uHpopManuy B IM(PPOBOM BHJIE.

Tema 1.2. 3agaun uHpopMaoHHON 6E30MACHOCTH

3anaua obecrieueHus KoHpuaeHIuanbHocTu. Onpenenenue
mudpa. 3agauya odecrnedeHus: ayTeHTUPUKAUH, TOHATHS 00
anekTpoHHoU 1udpoBoit noanucu (DLIT). OcHoBHBIE 33124 B
o0jacTy ynpaBiaeHHs KiIro4aMy. KpunTonpoToKossl:
obecrieyeHre UIeHTUPHUKAINY, pa3/ielieHHe CeKpeTa, BhIpaboTKa
KJIF0Ya, IU(PPOBBIE JEHBIH.

Paznen 2. CummerpuuHble WU pbI

Tema 2.1. cTropuueckue mugpol

IToncranoBouHsle mUGPLI U nepecTanoBouyHbIe MUGPLL. [Hudp
Hezaps, appunnbiii mmdp, mudp MoHoanpaBUTHON 3aMEHBI.
HIudp Buxenepa. Hununap xeddepcona. [Tonnanpasutabie
mudps1. PoTopHBIE MalTHEL.

Tema 2.2. biokoBsle muppbI

[TonsiTHe cTOMKOCTH, IPEANOI0KEHUS 00 UCXOAHBIX YCIOBUSIX
KpUIITOAHAJIN3a, COBEPIIEHHAs CTOUKOCTh. OIHOPa30BbIi
omoknoT. [udp Beprama. [IpuHIMIBI TOCTpOEHUST OJIOKOBBIX
mmdpos. CBoiicTBa cMemuBaHus U paccenBanus. CocTaBHbIC
mmdpsl, ureparuBHbie MHAGPHL. SP-ceTH, cetn Daiicterns.
CoBpemennsle cucteMsl mudposanus: anroputmel DES, TOCT
28147-89, AES. Pexxumbr 0nokoBoro mudposanus: ECB, CBC,
CFB, OFB. PexxuMm cuerunka. MHOTOKpaTHOE MIHU(PpPOBAHUE.
Tewma 2.3. IToTokoBbIe TUGPHI

TpeboBanust k MOTOUYHBIM M (pam. MeToabl TOCTPOSHUS
OOJBIINX MEPUOJOB B NOTOUHBIX MIM(pax. Peructpel casura ¢
nuHelHon ob6patHo# cBs3bio (PCJIOC). m-nocnenoBaTebHOCTH.
Anroput™m bepnexamma-Meccu. [Toctpoenne moTokoBeIX MUGPOB




Ha ocHoBe PCJIOC. Henunelinoe kom6uanpoBanue PCIIOC:
reneparop ['edde, mudpsr ¢ koHTpOIEM TakTOB. [IpmMeneHne
MOTOYHOTO MH(pPOBaHUSI.

Paznen 3. Kpunrorpadus ¢ OTKPHITHIM KIIFOUOM

Tema 3.1. MaremaTrudeckue OCHOBBI CUCTEM C OTKPBITHIM
KIJIFOUOM

MonynbHas apudmeTrka. Anroput™ EBKimIa 1 €ro cioKHOCTb.
Pacmmpennsiit anroputm EBkiinga. OCHOBHBIE TEOPEMBI O
BbryeTax. Oynkuus inepa. Teopemsl Ditnepa, Gepma.
®axrtopuzanus. JlorapubmupoBanrue B KOHEUHbIX MOJsAX. OLEeHKH
CIIOKHOCTH “TPYIHBIX TIPOOJIEM, Ha KOTOPBIX CTPOSTCS CHCTEMBI
C OTKPBITHIM KJIIOYOM. BpicTpoe BO3BeIeHUE B CTEIICHb.

Tema 3.2 - OCHOBHBIE aJITOPUTMBI C OTKPBITHIM KIIFOUOM
Cucrema Meprin-Xemnmana. Cxema RSA. Ataku Ha RSA.
Cxema mudposanust Dnb-I'amans. Cucrema Mak-Dinuca.
Kpunrorpaduueckue xam-pyukiun. [lonstie o uudposoii
noamucu. [Toamues RSA. IMoanucs Dnb-I'amans. [Tognucs DSA.
SOUITT'OCT P 34.10-94 u I'OCT P 34.10-01.

Paznen 4. Kpunrorpaduyueckue npoToKOJIbI

Tema 4.1. OCHOBHBIE IPOTOKOJIBI C OTKPBITHIM KIIIOUOM
Bripabotka kiroua. [Tporokon uddu-Xenmana. ['ubpuaapie
cucTeMsl mudpoBaHus: HUPpPoBOi KOHBEPT. Jl0Ka3aTENbCTBO C
HyJIeBbIM pasriameHueM. Cxema uaeHTudukanun duara-
Hlamupa. Cxema naentudukanuu ['mmny-Ksuckyotepa.
WudpactpykTypa OTKpHITHIX Kitoueid. CepTHPHUKATH OTKPBITHIX
KIIFOUEH.

Tema 4.2. CnenuaibHble IPOTOKOJIBI

Cnenas nognuce. [IpoTokoiIbl pazaesneHns ceKpeTa U BpyueHHUs
6ut. [IpoToxosibl HH(POBBIX IEHET U AMEKTPOHHOIO TOJI0COBAHUS.
3alUIIEHHbIE PACIPEACICHHBIE BBIYMCICHUS.

4.3. Tlpakrnyeckue (CeMHHAPCKHE) 3aHSTHUS

Tembl IPaKTUUECKUX 3aHATUI U UX TPYJOEMKOCTb IIPUBEIEHBI B Ta0NUIIE 4.

Tabmuna 4 — [IpakTuueckue 3aHsITHs U UX TPYJOEMKOCTh

No
/o

Ne
.| TpynoemkocTs
. asjena
TeMbl npakTHaecKux 3aHsTuii | POPMPI IPAKTHYECKHX 3aHATHH (uac) > | pask g
JUCLIMII
JIMHBI

VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero:

4.4. JlabGopaTopHble 3aHATHS

Tembl 1a00paTOPHBIX 3aHATUN U UX TPYILOEMKOCTh NPUBEICHBI B TaOIUIIE 5.

Tabmuna 5 — JlabopatopHble 3aHSITHS U UX TPYJOEMKOCTh

No

/o

HanmMenoBanue 1abopaTopHbIX paboT

TpynoeMKoCTh, | No paznena
(uac) JVICIIATUTHHEI

Cemectp 6




1 Peanuzanus uctopuyeckoro (1moJACTaHOBOYHOTO WIH 4 2
MePECTaHOBOYHOTO) IHdpa
2 Kpunroananus ucropuaeckoro mmdpa 4 2
3 Peanu3zanusi CUCTEMBI C OTKPBITHIM KJIIOUOM 3 3
4 Peamm3zanms cucremsr DI 2 3
S) Peanuzanus kpunrorpaduyeckoro mpoTokosua 4 4
Bceero: | 17
45. KypcoBoe npoexTupoBaHue (padora)
Y4eOHBIM IIaHOM HE MPEAYCMOTPEHO
4.6. CamocrosiTeJbHasA padoTa 00y4arOLIUXCS
Buasl camocTosTenbHON paboThI U €€ TPYA0EMKOCTh MPUBECHBI B TabmuIe 6.
Tabnuua 6 Buasl caMocTOsTETHHON pabOTHI M €€ TPYJOEMKOCTh
Bun camocrostenpHON paboTHI Bcero, uac Cemectp 6, yac
1 2 3
CamocrosiTe1bHas padoTa, BCEro 57 57
Wzydenune Teoperndeckoro matepuana aucuuiuinHbl (TO) 50 50
[Toxnroroska k Tekyuiemy koHTpodio (TK) 7 7

5. IlepeyeHb y4eOHO-MeTOAUYECKOTO O0ecTiedeH s IJIsl CAMOCTOSITEIbLHOM

PadoThI 00Yy4AKIIUXCH MO TUCHUILINHE (MOLYJIIO)
VY4eOHO-MeToAMYECKHE MaTepuaibl s CaMOCTOSITENIbHOM paboThl 00ydaroluXxcsl yKa3aHbl B

.o 8-10.

6. IlepeyeHb OCHOBHOI U JOMOJHUTEIbHOM JIUTEPATYPbI
6.1. OcHoBHasi IuTeparypa
[lepeueHb OCHOBHOM JIUTEpATyphl IPUBEIEH B TaOIUIIE 7.

Tabnuma 7 — [lepeueHb OCHOBHOM TUTEpATypHI

Mudp bubnuorpaduyeckas ccoiika / URL ampec KonuuecTtso
HK3EMIUISIPOB B
oubmmoTeke (kpome

ANMEKTPOHHBIX
HK3EMILISPOB)
Nudopmanronnas 06e30macHOCTh W 3amuTa WH(OPMAIIUH:
YueOnoe nocoowue. / bapanosa E.K., badbam A.B. — 3-e u3n.,
nepepa0. u gorn. — M.: PUOP: UHDPA-M, 2017. — 322 c.
http://znanium.com/catalog.php?bookinfo=763644
004 Momak H. H. Opranmsanus 06e30macHOro moctymna K 40

M 87 uHpopMaIoHHbIM pecypcam [Tekcr]: yaeOHOe mocodue / H.
H. Momak, T. M. Tarapuukoa. npubdopoctpoenus. - CII6.:
W3n- Bo I'YAIL 2014. - 121 c.

X404.3 Nudopmanmonnas 06e30MacHOCTh W 3amuTa WH(OpMaIuu: 25



http://znanium.com/catalog.php?bookinfo=763644

M 48 ydaeoHoe nmocooue/ B. I1. Menbuukos, C. A. KieiimeHos, A. M.
ITerpakos; pen. C. A KneitmenoB. - 5-¢ usm., crep. - M.:
Axanemus, 2011. - 331 c.

6.2. JlonoJIHUTE/IbHASA JIUTEpaTypa
[lepevyeHb JONOTHUTENBHOM JTUTEPATYPHI IPUBE/ICH B Tabmwuie 8.

Tabnuua 8 — [lepevyens JONOTHUTEIBHON TUTEPATYPHI

[Mudp bubnuorpaduueckas ceeiika/ URL agpec KomunuectBo
9K3EMILISPOB B
oubmmoTeke (kpome
AIIEKTPOHHBIX
IK3EMILISIPOB)
004.4 Kpyk, E. A. Metoasl nmporpaMMUpOBaHUs W NPUKIIAIHbIE 40
K 84 anroputmsl [ Tekcr]: yaueOnoe mocobue B 3 u. Y. 1/ E. A. Kpyk,
A. A. OsuunnukoB; C.-Ilerepb. roc. yH-T a’pOKOCM.
npubopoctpoenus. - CI16.: Mza-so I'YAIL 2014. - 178 c.
004 M 87- Momak  H.H. 3ammmiennsie  uHPOTEIEKOMMYHHUKAIUH. 40
604316-ED AHanu3 u cuHTe3 [ DIeKTpOHHBIH pecypc]: monorpadus /H.H.
Mormrak. — OnektpoH. Tekcrossie ga. — CII6.: U3n-Bo 'Y AIL,
2014.— 197 c.
004.056.55(075) | biokossie mmdpsl: YueoHoe nmocodue/ C. B. beszarees, E. A. 49
b 70 Kpyk, A.A. OBuunnukos, B. b. Ilpoxoposa. - CII6.: PO
I'VAII, 20083. - 63 c.

/. TlepeyeHb pecypcoB MH(OPMANUOHHO-TEJTEKOMMYHHUKAIIMOHHOMN CeTH
HMHTEPHET, Heo0X0AUMBbIX /1JIsl 0CBOEHHS AUCIUIIINMHDBI
[Tepeuens pecypcoB unpopmannonHo-Tenekommynnkannontnoit cetu MHTEPHET, neo6xommumMbIx
IJIs1 OCBOCHH A AVCHUILIIMHBI IPUBEACH B Ta6J'II/IIIC 9

Ta6muma 9 — [lepedyens pecypcoB uH@popmannoHHo-TenekommyHukanuonnoi cetu MHTEPHET,
HEOOXOUMBIX JJIsl OCBOSHUS TUCIUTUIMHBI

URL anpec HaumenoBanue

https://www.pgpru.com/ ITpoekt "OpenPGP B Poccun"

8. IlepeuyeHb HH(POPMALMOHHBIX TEXHOJOTUI, HCIOJIb3yeMbIX NMPHU

OCYIIECTBJICHUHA 06p330BaTeJILHOFO nmponecca 1mo IMCUMIIJINHE
8.1.IlepevyeHs MpPOrpaMMHOro odecneyeHust
[lepedyeHp UCONB3yeMOro MPOrpaMMHOr0 obecrieueHus npejacranieH B Tadbuuie 10.

Tabnuua 10 — ITepeuers nporpaMMHOro obecredeHus

No /1t HaumeHnoBaunue
1 Windows
2 Office Professional Plus 2013

8.2.Ilepevyens HHPOPMAIHOHHO-CIPABOYHBIX CHCTEM
[Tepeuenp UCTIONb3yeMBIX HH(OPMAIIMOHHO-CIIPABOYHBIX CUCTEM MpecTaBieH B Tadmuue 11.
Ta6muma 11 — [lepeyenp nHGOPMAITMOHHO-CITPABOYHBIX CUCTEM

Ne /1 HauMmenoBanue

1 http://libgost.ru/ bubmuorexa 'OCToOB 1 HOPMATHBHBIX TOKYMCHTOB
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9. MarepuajbHO-TexXHHYecKasi 0a3a, He00OX0AUMAs 11l OCYLIeCTBJICHUSA

00pa3oBaTeJIbHOI0 NMpolecca Mo JMCUUININHE
CocraB MaTepuaIbHO-TEXHHUECKOM 0a3bl IIPeICTaBIICH B TaduIe 12.

Tabmuma 12 — CocraB MaTepraibHO-TEXHIUYECKOH 0a3bl

Ne /it HanmeHnoBaHME COCTaBHOM YaCTH MaTEPHAIbHO-TEXHUYCCKOM Oa3bl (pu

Howmep ayguropuu

HE0OXOIMMOCTH)

1 ®onp aynutopuit 'Y AII ajist mpoBeeHust 3aHITUH JIEKITMOHHOTO U
CEMHHAPCKOTro (MPaKTUYECKOr0) TUIIA, TPYIIIOBBIX U
WHJIUBUYIbHBIX KOHCYJIbTALIUMA, TEKYIIETO KOHTPOJIS U
IIPOMEKYTOYHOM aTTECTALUU.

2 BoruncnutenpHas nabopatopusi

10. q)OHIl OLCHOYHbBIX CPEACTB 1JIfl IPOBCACHUA l'IpOMe)KyTO‘lHOﬁ arTrecranmum

00y4aroIuXCc M0 TUCHUIINHE
10.1. CocraB (hoHI1a OIICHOYHBIX CPEACTB MPHUBEACH B Tabauie 13
Tabmuna 13 - CocraB (oHIa OIICHOYHBIX CPEICTB JIJIsl IPOMEKYTOUHOM aTTeCTAI[H

Bun npomeXyTo4HON aTTecTaluu [IpuMepHBIil IepeYeHb OLICHOYHBIX

CpCacCTB

JuddeperumrpoBanHbIi 3a4ET

Crnrcok BONpocoB;
3amaum;
TecTnl.

10.2. TIlepedeHb KOMIIETEHIIMH, OTHOCSIIMXCS K AMCLUUIIIMHE, W JTambl UX (OPMHUPOBAHUS B
MIPOIIECCE OCBOEHUS 00pa30BaTEIHLHOM MPOTpaMMBbI IPUBEICHBI B Ta0wuile 14.
Tabmuna 14 — IlepeueHp KOMIIETEHIMI C yKa3aHUEM JTamoB HUX (OpMHUpOBaHHS B Mpoliecce

OCBOEHUs1 00pa30BaTeNbHOM MPOT]

aMMBbI

Homep cemectpa

Otansl OpMUPOBAHUS KOMITETEHIIUH IO
JUCLUIUIMHAM/TIpaKTHKaM B rporecce ocBoeHus OI1

JIMHTBUCTUYECKUX TEXHOJIOTHH

OIIK-20 «crnocoOHOCTh pemaTh CTaHAApPTHBIE 3alaud MPO(ECcCHOHANBHOM NeATeNTbHOCTH Ha
OCHOBE MH(OPMAIIMOHHON 1 Oubnuorpaduyeckoi KyJIbTypbl ¢ IPUMEHEHHEM UH(QOPMAIIIOHHO-

U C Y4ETOM OCHOBHBIX TpeOOBaHUN HH(POPMAILIMOHHON

0€30MacHOCTH
5 VYuyebnas MPaKTHKA o MOJTyYEHUIO MEPBUYHBIX
npo¢eCCHOHATLHBIX YMEHUH U HaBBIKOB
[TpousBocTBEHHAs IpaKkTUKa o MOJY4EHUIO
4 npoeCCHOHATBLHBIX YMEHHH M OMbITa NPO(ecCHOHANBHOM
JeSITeTbHOCTH
6 OcHoBbl HHGOPMAITMOHHOM 0€30MacHOCTH
[TpousBocTBEHHAs IpaKkTUKa o MOJY4EHUIO
6 npoeCCHOHATIBHBIX YMEHMH M OIbITa MNPO(EecCHOHATBHOM

JIeATETbHOCTH (T1e1aroruyecKkast)

10.3. B kadecTBe KpUTEPHEB OLICHKH YpPOBHS CHOPMHUPOBAHHOCTH (OCBOCHHS) Y OOYJArOITUXCS
KOMITETEHIIMI MPUMEHSIETCS [IIKaJIa MOAYJIbHO—PEUTHHTOBOM cUCTEMBI YHHBepcHuTeTa. B Tabnure 15
npeacrasieHa 100—0amwibHas v 4-0ayTbHAs IIKAJIBI 17151 OTICHKHA C(HOPMUPOBAHHOCTH KOMIICTCHITHIA.
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Tabmuua 15 —Kpurepuu olieHKH YpOoBHSI COOPMHUPOBAHHOCTH KOMITETCHIUH

Or1eHKa KOMITETEHITUN

100-
OayurbHas
LLIKaJIa

4-GautpHAs
LIKaiga

XapakTrepucTuka chopMUPOBAHHBIX KOMIIETEHIUIA

85 <K <100

«OTIIMYHO»
<GauTCHO»»

- oOyuaronuiics TJIyOOKO M BCECTOPOHHE YCBOMJ MPOTPAMMHBIN
MaTepuar;

- YBEPEHHO, JIOTHYHO, MTOCJIEA0BATEIBHO U TPAMOTHO €T0 H3JIaracT;

- ONMHPAsCh HA 3HAHHWS OCHOBHOW M JIONOJHHUTEIBHOW JMTEPATYPHI,
TECHO MPUBS3BIBACT YCBOCHHBIEC HAYYHBIE ITOJIOKEHUS C IPAKTHYECKOM
JeATEIIbHOCTHIO HAIPaBIICHHUS;

- yMeIi0 00OCHOBBIBAET U apI'yMEHTHPYET BbIIBUTACMbIC UM UJICH;

- JIeJIaeT BBIBOBI U 00OOIIECHUS,

- CBOOOIHO BJIaJ€ET CUCTEMOM CIIeUaTN3UPOBAHHBIX TTOHITHI.

«XOpOoHIOo»
<Ga4YTCHO»

- 00y4YaroIUiics TBEPAO YCBOWIJI POTPAMMHBINA MaTepUa, FPaMOTHO U
MO CYIIECTBY WU3JaracT €ro, ONUpasChb Ha 3HaHUS OCHOBHOU
JTUTEPATYPHI;

- HE JIOITYCKAET CYIIECTBEHHBIX HETOUHOCTEH;

- YBS3BIBACT YCBOCHHBIC 3HAHUS C IMPAKTHYECKOW JEATCIHLHOCTHIO
HaIPaBJICHUS;

- aprYMEHTHPYET HAyYHBIC MTOJIOKCHHUS,

- JIeJIa€T BBIBOBI M 00OOIIEHUS,

- BJIQJICET CUCTEMOM CICIUAIM3UPOBAHHBIX MOHATHH.

55<K<69

«YOOBJICTBO-
PUTCIIBHO»
<GaYTCHO»

- o0yyaroIuiicsi yCBOWJI TOJIBKO OCHOBHOH IPOrpaMMHBIM MaTepHal,
[0 CYLIECTBY M3JIaraeT €ro, Oonupasich Ha 3HAHUS TOJBKO OCHOBHOM
JUTEPATYPhL;

- JIOIlyCKaeT HeCYLIEeCTBEHHbIE OIMOKHU U HETOUYHOCTH;

- UCHBITBIBAET 3aTPYJHEHHS B IPAKTUYECKOM NPUMEHEHMM 3HAHUM
HaIpaBJICHUS;

- c1a00 apryMeHTUPYET HaY4HbIE TTOJO0XKEHHUS;

- 3aTpyAHsAeTCs B (pOpMyJIMPOBAaHUH BBIBOJIOB U 0000ILEHUI];

- YaCTMYHO BJIAZICET CUCTEMON CHEUAIN3UPOBAHHBIX MIOHATHH.

«HEYIOBJIETBO-
PHUTENBHOY
«HE 3aUTEHO»

- 0oOydJaromuiics HE YCBOWJ 3HAYMUTEIBHOW YaCcTH MPOTPaAMMHOTO
Marepuana,

- JIOMyCKaeT CYIIECTBEHHbIE OMIMOKM W HETOYHOCTH TMpH
paccMOTpEeHHH MPo0JieM B KOHKPETHOM HalpaBlIeHUY;

- HCTIBITBIBAET TPYTHOCTH B MPAKTUICCKOM TPUMECHEHUN 3HAHU;

- HE MOKET apryMEHTHPOBATh HAYYHBIC MTOJIOKCHHUS,

- He (hOpMyIIHpYeT BHIBOJIOB M 0000IICHUH.

10.4. TwumnoBbIe KOHTPOJIbHBIE 3aTAHUS WM HHBIC MaTePHAITBI:
1. Bonipocs! (3a1aun) i sk3aMeHa (tadwuia 16)

Tabnuna 16 — Borpocsl (3agaun) s 9K3aMeHa

Ne i/t

[Tepeuens BompocoB (3a1a4) AJisl IK3aMeHa

Y4eOHBIM MJIaHOM HE TIPETyCMOTPEHO

2. Bonpocs! (3apaun) uist 3auera / nuddepenunpoBanHoro 3avera (tadbmua 17)
Tabmuna 17 — Bonpocs! (3agaun) amns 3adera / audd. 3adera

Ne ii/mt [Tepedens BompocoB (3a1a4) utst 3adeta / nuddepeHImpoBaHHOTO 3a4eTa
1 3amava obecrieyeHUs] CeKPETHOCTH.
2 [Iudpsr noacranoBok. [IpumMepsl.
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3 HIudpsr nepectanoBok. [Ipumepsl.

4 Crotikocth mudpoB. Mozens aTakyromero. Y poBHU aTaku

5 Cummerpuunsbie mudpsl. CBOKWCTBA, MPUHIUIIB TOCTPOCHUSI.

6 UrepatuBHbie 610koBbIe mdpbl. Cetn Daricrens. [Ipumepsr.

7 Mudp DES.

8 [udp FEAL

9 Mudp 'OCT 28147-89.

10 [udp AES

11 Pexxumbl 6110k0BOTO MIH(POBAHHUS.

12 AcumMmerpuuHbie mu@pbl. CBOMCTBA, TPUHIIUIIBI TOCTPOCHUS.

13 Cucrema RSA.

14 Cuctema Mepxim-XemimaHa

15 Cucrema Dnb-I'amans

16 3anava obecrieueHus ayreHTuuKanuu. Lludposas noamuce.

17 [Toamuce RSA.

18 IMoxmuce Dnp-I"amais.

19 Kpunrorpaduueckue xam-dynkiun. CBoiCTBa, IpUMEHEHNE

20 Pacnipenenenne cummeTpuunbix Kinrodeit. [Iporokon duddu-Xemmmana.
21 Pacripenenenne cummMeTpuaHbIX Kitouei. L{udposoii KOHBEPT.

22 Pacnipenenenne oTKpbITHIX Kirodei. CepTuhUKaThl OTKPBITHIX KIHOYeH

3. Temsbl 1 3a1aHKe [IsI BBITIOIHEHUSI KYPCOBOM paObOThI / BEITOTHEHHS KYpPCOBOTO ITPOEKTa (Tabnuia
18)

Tabmuna 18 — IlpumepHBIil TIepedeHb TeM JJIsS BBIMOJTHEHHS KYpPCOBOW paOOTHI / BBITOIHEHUS

KYpCOBOTO IPOEKTa

Ne 1t/ [TpuMepHBIii epedeHb TeM 1S BBITOJHEHHSI KypCOBOW PaOOThI / BBITOJTHEHHS
o /it
KypCOBOTI'O IIPOEKTa

Y4eOHBIM MJIaHOM HE TPEIyCMOTPEHO

4. Bonpocsl 7151 TPOBEICHHS IPOMEKYTOUHOM aTTECTAIlMU TIPH TeCTUpOBaHUM (Tadmuia 19)

Tabmuma 19 — [IpumepHBbIii IepedeHb BOITPOCOB ISt TECTOB

Ne n/mn [IpuMepHBIil mepeyeHb BOITPOCOB ISl TECTOB
1 Crannaprom mudpoBanus Poccuu siBisieTcs:
a). DES
b). I'OCT 28147-89
C). AES
d). I'OCT P 34.10-2012
e). I'OCT P 34.12-2015
2 Iporoxon Auddu-Xemmmana UCHONb3yeTCst 1S
a). dpoBoit moancH
b). JIOKa3aTeNbCTBA C HYJIEBBIM pasIilallieHueM
c). BBIPa0OTKH OOILEro cexpeTa
d). pasJielieHus CEKpeTa
e). HICHTHQHUKAINT
3 udposas moamuck Dib-I"amaliss ocHOBaHA Ha TPYAHOPA3PEIIMMOCTH 3a/1a4H:
a). JMCKPETHOTO jorapugma
b). YIIAKOBKH PIOK3aKa
c). Pa3iokKEeHUsI HA MHOXKUTEIH
d). BO3BEJICHUS B CTEIICHb
e). JICKOAMPOBAHUsI JMHEHHOTO KOJIa
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4 Crangaprom nmudpoBoii moanucy B Poccun B HACTOSIINN MOMEHT SIBJISIECTCSI:
a). DSA
b). RSA
c). I'OCT 28147-89
d). I'OCT P 34.10-2012
e). I'OCT P 34.10-94
5 [Mpu mmdpoBanny B acHMMETPUYHON cUCTEME JUIsl eI pOBaHus TpeOyeTcs:
a). CBoI1 ceKpeTHBIN K04
b). CBO# OTKPBITHII KITIOY
C). OTKpBITHII KIIFOY aBTOpa COOOIIEHNUS
d). CeKpeTHBIif KITF0Y aBTOPa COOBIICHHUS
e). OOGIIHii CEKPETHBIN KITI0Y
6 B tpersem paynne AES-koHKypca mobenuTenem oOBsBICH MUD:
a). Twofish
b). Blowfish
C). DES
d). Rijndael
e). Mars
7 J11st NCTIONIb30BaHMsI KAKUX CHCTEM HEOOXOUM CepTU(UKAT OTKPHITOTO KII0Ya:
a). I'OCT 28147-89
b). I'OCT P 34.10-2012
c). AES
d). DES
e). I'OCT P 34.11-2012
8 Cranpapt i poBoi noanucu Poccun 0CHOBaH Ha TPYTHOPA3PELIMMOCTH 3a/1a4uu:
a). JMICKPETHOTO Jorapudma
b). YIAKOBKH PIOK3aKa
C). PasNoXeHUs] Ha MHOXKUTEIH
d). BO3BE/ICHUS B CTEIIEHD
e). JICKPETHOTO Jiorapr(mMa B IPyIIe TOYEK JUIHITHISCKOH KPUBOH
9 Cetp DaiicTenst HCTIONB3YyETCS U IOCTPOCHUS MHUdpa:
a). AES
b). RSA
c). Onp-Tamans
d). I'OCT 28147-89
e). Mepknu-XeniMaHa
10 Jl1st mpoBepKH MOATMHHOCTH CcepTU(UKATa OTKPHITOTO KITf0Ya TpeOyeTCs 3HATh:
a). CBO# CEeKpETHBIH KITF0Y
b). CekpeTHBIH KITI0Y LEHTPa CepTUPHUKALIIH
c). OTKPBITHIH KIIFOY LEHTPa CePTHHUKAINT
d). CBOIf OTKPBITBIN KITFOY
e). [TpoBepka MONIMHHOCTH He TpeOyeT 3HAHUS KIoYer

5. KouTponbHbIe ¥ MPaKTHYECKHE 3aa4uH / 3a1aHus 10 qucuuiuinae (Tadmuia 20)

Ta6muma 20 — [TpumepHBIit TepedeHb KOHTPOJIBHBIX M MPAKTUYCCKUX 3a/1a4 / 3aJaHuN

Ne /1t

[TprmepHBIii TepeueHb KOHTPOJIBHBIX U IPAKTHUECKUX 3a1a4 / 3aJaHui

1

3ananue 1. OcHOBBI MOTyIbHOU apupMeTHkH (50 BapHaHTOB)
[Ipumep 3ananus:
Bapuant 1. Beruncnuts:

-17 mod 44
-31 mod 17
-49 mod 16
-76 mod 11
23 mod 50

3amanne 2. HaxoxaeHue MyJIbTUILIMKATUBHBIX OOpPATHBIX C IMOMOUIBIO aIropuTMa
EBxnmna (50 BapuaHTOB)
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IIpumep 3ananus:
Bapuant 1. Beraucants: 8011 mod16732

3amanue 3. beicTpoe Bo3BeaeHHUE B cTenieHb (50 BapuaHTOB)

3 [Ipumep 3ananus:
Bapuanrt 1. Beraucnuts: 19 mod 73

4 3aganue 4. CHUCTEMBI C OTKPBITHIM KJII0UOM: cucTeMbl RSA, Mak-Dnuca, Dnb-I"amais
(MHIMBUyaJIbHBIE BAPUAHTBHI)
[Tpumep 3ananus:
[TocTpouTh OTKPBITBIA W CEKPETHBIA KIIOYM, 3amupoBaTh U pacmudpoBaTh
cooOIIeHre C IMOMOIILI0 cucTeMbl Mak-Diwrca, migd coobmenus m = 100101.
[Tapamerp M ompenensercs MHAUBUAYATbHBIM HOMEPOM CTYJEHTA, OCTaJbHBIC
rapamMeTpbl CHCTEMBI BEIOPATh CAMOCTOSITEIIBHO.

5 3amanue 5. Cucrembr OLII: cuctemsr RSA, Onp-T'amans (upauBuayaibHbIE

BapHaHTBHI)

IIpumep 3ananus:

ITocTpONUTH OTKPBITBIA M CEKPETHBIM KIIIOYM, NOAINKUCATH U IIPOBEPUTH IOAINHUCH
cooOuieHuss ¢ mnomouplo cucteMbl Jib-I'amans. Coobumenune M ompenensercs
UHIUBUAYAJIbHBIM HOMEPOM CTY/AEHTA, pa3Mep OTKPBITOro MoAys p > 19, ocranbHble
napametpsl DL BbIOpaTh caMOCTOSITENBHO.

10.5. Meronuueckue MaTepualibl, ONpEACIAIONINE IMPOLEAYpPhl OLEHUBAHUSA 3HAHWUN, yMEHH,
HABBIKOB M / WJIM ONBITA JESATENHOCTH, XapaKTEPU3YIOIINX 3Tanbl (GOpMUPOBAHUS KOMIETEHIIUH,
conepsxkarcs B [TonoxxkeHnsax «O TekyleM KOHTPOJIE YCIEBAEMOCTU M IPOMEXYTOUHOM aTTeECTalluU
ctyneHtoB ['VAII, oOyuaromuxcst mo nporpaMmam Beiciiero oopaszoBaHus» U «O MOAYJIbHO-
PEUTHHTOBOM CHCTEME OLIEHKH KauecTBa yueOHOM paboThl cTyeHToB B ['Y AID.

11. MeToauyeckue yKa3aHusl JJis1 00yYAKOIIMXCS 110 OCBOCHHUIO U CIUIINHBI

HCJ'H) AUCIIUIIJINHBI — HayLII/ITI) CTYIIGHTOB IIOHUMATh CYIHHOCTI) 1 3HAYCHUC I/IH(i)OpMaHI/II/I B
pPa3BUTUH COBPEMEHHOIO0 HH(GOPMAIMOHHOIO OOINECTBA, CO3HABAaTh OMNACHOCTH MW  YIPO3bI,
BO3HHUKAIOIIAE B OSTOM TMpoOIEcce, COOM0IaTh OCHOBHBIC TpeOOBaHUSA HMH(DOPMAITHOHHON
0€30I1aCHOCTH.

MeTtoauyeckue ykazaHusi Aj1s 00y4ar0IUXcs 10 0CBOCHUIO JIeKIIMOHHOI0 MaTepuaJia

OCHOBHOE Ha3HA4YEHME JIEKIMOHHOIO MaTepuajla — JIOTMYECKH CTPOMHOE, CHCTEMHOE,
riyOoKoe M SICHOE M3JIoKeHHe yuyeOHoro marepuaina. HazHaueHre COBpEMEHHOM JIEKIIMK B paMKax
JUCIUIUIMHBI HE B TOM, 4YTOOBI MOJYYUTh BCIO HH(OpMaNMIO MO TeMe, a B OCBOCHUU
(byHaaMEHTaTBHBIX POOIEM AUCHUILIUHBI, METOA0B HAyYHOT'O MMO3HAHMS, HOBEHIIINX TOCTHKEHUH
Hay4yHOU MbIcIU. B yyeOHOM mporiecce JIeKIHs BBITOIHAET METOJ0I0THYECKYI0, OPraHU3AI[HOHHYIO
U MHPOPMALMOHHYIO (QYHKUIUHU. JIeKIus pacKpbIBaeT MOHATHHMHBINA anmapaT KOHKPETHOH o0JacTH
3HaHU, €€ MpoOJIeMBbl, AAeT LEJIBHOE MPEICTABIEHUE O JUCLUIUIMHE, MOKa3bIBAET B3aHMMOCBS3b C
JPYTUMH TUCHMITTMHAMHU.

[TnanupyemMble pe3yabTaThl IPU OCBOSHUH 00yYaroIKUMCs JIEKIIMOHHOTO MaTepraa;

— TIOJYy4YEHHE COBPEMEHHBIX, LIEJOCTHBIX, B3aMMOCBS3AHHBIX 3HAHHUH, YPOBEHb KOTOPBIX
OIIPEIENAETCS LEJIEBOM YCTAHOBKOM K Ka)KJ10M KOHKPETHOM TeME;

— TIOJIyYEHHE OTIbITa TBOPUECKOI pabOThl COBMECTHO € MPENOaBaTEIeM;
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— pa3BuTHEe  Mpo(decCHOHANBHO—JENOBBIX  KayecTB, JIIOOBM K  MpeaMery U
CaMOCTOSITEIbHOTO TBOPYECKOTO MBIIUICHUSI.

— MOosBJIEHHE HEOOXOIMMOT0 HHTEpeca, HE0OXO0AUMOTO Il CAMOCTOSITENIbHON PadoThI;

— TIONy4YeHHE 3HAHW O COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH M TEXHUKHU M O MIPOTHO3E UX
pa3BUTHA HA OIMKAUIIINE TOJIBI;

— HAY4YUTCS METOJIWYECKH 00padaThiBaTh Marepuan (BBIICISATH TJIABHBIE MBICIH U
MOJIO’KEHUS, IPUXOJIUTh K KOHKPETHBIM BBIBOJIaM, IOBTOPATH UX B PA3IMUHBIX (POPMYIUPOBKAX );

— TOJy4YyeHHe TOYHOIO NOHUMAaHHUS BCEX HEOOXOAUMBIX TEPMUHOB U TOHSATHUH.

JIeKIIMOHHBI ~ MaTepuad  MOXET  CONPOBOXKIATHCS ~ JIEMOHCTpAllMe  ClIaoB |
UCIIOJIb30BAaHUEM pa3JaTOYHOro MaTepuana NpU NPOBEACHHUM KOPOTKHUX JUCKyccHid 00
OCOOCHHOCTSIX MPUMEHEHHSI OTACTBHBIX TEMATHK I10 JUCIUTIINHE.

Cr1pyKTypa npeocTaBieHus JEKIIMOHHOTO MaTepuana:

Paznen 1. OcHOBHBIE OHATHS KpUNTOTpaduu

Tema 1.1. OcHOBHBIE OlpeeICHUs

Tema 1.2. 3agaun naGOPMATMOHHON OE30MTACHOCTH

Pa3znen 2. CumMmeTpuuHbie MAQpPbI

Tema 2.1 UcTopuueckue mudpsl

Tewma 2.2 brokoBbie mudpb

Tema 2.3 [ToTokoBbIe MUQPEI

Pa3nen 3. Kpunrorpadus ¢ OTKPBITHIM KIHOYOM

Tewma 3.1 MaremaTuyecKkrue OCHOBBI CUCTEM C OTKPBITHIM KIIFOUOM

Tewma 3.2 OcHOBHBIE AITOPUTMBI C OTKPBITHIM KJIFOUOM

Paznen 4. Kpunrorpadudaeckue mpoTOKOIbI

Tema 4.1 OcHOBHBIE IPOTOKOJIBI C OTKPHITHIM KIFOYOM

Tema 4.2 CriennanbHble IPOTOKOJIBI

MeToauyeckune yka3aHusi 1Jisi 00y4aWOIIUXCS N0 MPOXO0KIEHUIO JIa00PaTOPHBIX PadoT

B xozne BbINOIHEHUs 1a00paTOPHBIX pabOT 00yJaroIUACs J0JKEH YIIIyOUTh U 3aKpEenHTh
3HaHUSI, IPAKTUUYECKHE HABBIKU, OBJIAZIETh COBPEMEHHON METOJUKON M TEXHUKOW HKCIIEPUMEHTA B
COOTBETCTBUM C  KBaNU(UKAIMOHHOW  XapaKTepUCTHKOM  oOywaromierocs.  BeinmonHenue
7a00paTOpHBIX PabOT COCTOMT U3 SKCHEPUMEHTAIbHO-NPAKTHUECKOM, PacyeTHO-aHAIUTHUECKOU
4acTe! U KOHTPOJBHBIX MEPOIPHUSITHIA.

BeinmonHenue mabopaTopHbIX paboT OOydaroUMMcs SIBJISETCS HEOThEMJIEMOM 4YacThio
U3YYEHUs JAUCLUUIUIMHBI, OIpeneiasieMod Yy4eOHbIM IIJJaHOM, M OTHOCUTCSL K CpEICTBaM,
o0ecreynBaroIuM pelIeHue CIeIyIOIUX OCHOBHBIX 33/1a4 y 00y4aromerocs:

— TNpHOOpeTeHrEe HABBIKOB MCCIIEOBAHUS MPOLECCOB, SIBICHUN U OOBEKTOB, U3y4aeMbIX B
pamMKax JaHHOW TUCLUILINHBI,

— 3aKpeIUIeHHEe, pPa3BUTHE U JETaNu3alus TEOPETHMUECKUX 3HAHUM, IIOJIyYEHHBIX Ha
JEKIUSX;

— TOJy4YyeHHe HOBOM MH(OpMaLMK 110 U3y4aeMON AUCIUILIUHE;

— TpuoOpeTeHrne HaBBIKOB CAMOCTOSITEIBHONW pabOThI € JJA0OPATOPHBIM 000PYIOBAHUEM H
npubopamu.

3aganue u TpeOOBAHUS K IPOBEEHMIO JIA0OPATOPHBIX padoT

Bapuant 3amaHus mo KaxJaod JlaboparopHOW paboTe oOydarommiics TOJIydaeT B
COOTBETCTBUM C HOMEpOM B crucke rpynnsl. llepen npoeaenuem mgabopaTopHOM pabOTHI
oOyyaromemMycsi CleayeT BHUMATEIbHO O3HAKOMHUTBHCS C METOAMUYECKUMH YKa3aHUSIMH 110 €e
BBIMIOJTHECHUIO, A TaKXE C COJNEPKAaHHEM COOTBETCTBYIOILEIO JIEKIMOHHOIO Kypca, IpHU
HEOOXOMMOCTH — U3YYUTh CaMOCTOSITENIHO JIOMOJHUTENBHYIO JINTepaTypy. B cooTBeTcTBHH C
3aJJaHieM OOYy4aroIMHCsA JOJDKEH IOATOTOBUTH HEOOXOAMMBIE JIaHHBIC, BBINOJHUTH 3aJaHUE
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1a0opaTOpHOil PabOTHI, MONYYUTH Tpedyemble pe3yiabTaThl, OQOPMUTH U 3ALIUTUTH OTYET IO
nabopaTopHoi pabdore.

Crpykrypa u popma otuera 0 1adopaTopHOii padorTe

Otuer o nabopatopHoii paboTe JOHKEH BKIIOYATh B C€0sI: TUTYIBHBIN JTUCT, POPMYITUPOBKY
3aaHMsI, TEOPETHUECKUE TOJO0KEHHUS, UCIOIb3yeMble MPH BBHIOJHEHUH JaOOpaTOpHO paboThl,
OIMCaHKE MPOIECcCca BBIIOIHEHUS J1a00paTOPHO pabOThl, MOTYyYEHHbIE PE3YIbTAThl U BHIBOBI.

TpedoBanus k 0popMIIEHHIO OTYETA 0 JIA0OPATOPHON padoTe

[To kaxmoit nmaboparopHOil pabOTE BBIMOIHSAETCS OTACIBHBIM OTYET. THUTYIBHBIA JIHCT
obopmiieTcss B COOTBETCTBHMH C I1absoHOM (oOpas3iiom) mnpuBeacHHbIM Ha caiite ['YAII
(www.guap.ru) B pazzuene «CeKTOp HOPMATUBHON JOKyMEHTAIMu». TEKCTOBbIC W TrpaduyecKkue
MaTepuaibl oQopMISIIOTCST B cooTBeTcTBUM ¢ aAeiicTBytommu ['OCTamu u TpeboBaHUAMU,
npuBeneHHbIMU Ha caiite ['Y AT (www.guap.ru) B paszaene «CeKTop HOpMAaTUBHOM JOKYMEHTAIHHY.

MeTtoauyeckue yka3aHusl 10 IPOX0xkJICHUIO J1a00paTOpHBIX paboT:

1. [004 O-35] OsuunaukoB, Awnapeir AmnaronbeBud. OcCHOBbI HHGPOPMAITMOHHOMN
Oc3omacHocTH. Mcropuueckne mHUdpel : ydeOHO-MeToamueckoe Tmocodme / A. A.
OBunnHMKOB ; C.-Iletep6. roc. yH-T aspokocM. mpudopoctpoenus. - CII6. : Uzn-Bo I'YAII,
2018. - 40 c. : puc. - bubnuorp.: ¢. 38 (3 nass.). - b. 1. Kon-Bo 3k3. B 6u61. - 5 (mocrymnHa
JIIEKTPOHHAs BEpCusi).

2. [004 O-35] OspuunHUKOB, AHApei AmnHatonbeBud. OCHOBBI  WH(OPMAIMOHHON
6e3omacHocTr. CumMmerpuuHbie mUQpBl : ydeOHO-meToaMueckoe mocodbue / A. A.
OBunnnukoB ; C.-Ilerep6. roc. yH-T aspokocm. npudbopocTpoenus. - Cankr-IletepOypr :
N3zn-so I'VAIL 2019. - 27 c. : puc. - bubnuorp.: c. 25 (3 nHa3.). - b. 1. Kon-Bo 3k3. B 6u611.
- 5 (mocTyrmHa 3JeKTpOHHAS BEPCHS).

3. [004.4 b 19] bakaii, Kcenust AnekcangpoBHa. 3amnTa nHGOPMAIHH | y4eOHO-METOJHYECKOS
nocobue / K. A. bakaii ; C.-Ilerep0. roc. yH-T a’pokocm. npubdopoctpoeHusi. - CaHKT-
[TerepOypr : M3a-Bo I'YAIL 2020. - 22 c. - bubnuorp.: ¢. 20 (15 Ha3B.). - b. 1. Kon-Bo 3k3.
B OMO1. - 5 (mocTymHa AIIEKTPOHHAs BEPCHS).

MeTtoauyeckue yka3aHusi i 00y4YalOIIMXCSl MO MPOXOKIAEHUIO CAMOCTOSITETbHOI
padoThI

B Xxoze BbINOJNIHEHUS CaMOCTOSITENIBHOM pabOThl, 0OydarolIUMCS BBINOJHSAET PadoTy IO
3aJJaHUI0 U TPU METOJMYECKOM PYKOBOJCTBE MpernojaBarens, HO 0e3 ero HernocpeiCcTBEHHOIO
y4acTusl.

Jns oOydaronxcss MO 3a04HOM (opme oO0ydeHus, caMocTosATeNbHas padoTa MOMKET
BKJTFOYATh B CEOSI KOHTPOIBHYIO paldoTYy.

B mporiecce BBINOTHEHHS CaMOCTOATENBHON pPaboOThl, y oOydaromerocst (GopMHpYyeTcs
1enecoo0pa3Hoe MIaHUPOBaHUE PabOUero BpeMEHHU, KOTOPOE MO3BOJSET UM Pa3BUBAaTh YMEHUS U
HaBBIKM B YCBOCHUHU U CUCTEMAaTH3alMU MPHOOpETaeMbIX 3HaHUI, oOecreunBaeT BHICOKUN YPOBEHb
yCIIEBAaEMOCTH B MEepHO]I 00yUeHHs, TOMOTAeT MOJYyYUTh HABBIKK MOBBIIIEHUS TPOPECCHOHATBHOTO
YPOBHSI.

MetoauyeckuMi ~ MarepuajiaMHi, — HalpaBJSIOIIMMU  CaMOCTOSITENIbHYIO  paboTy
00yYaromuxcsl, ABISI0TCA y4eOHO-METOMUECKUE MaTEPUaIbI 110 TUCIHUITIIMHE.

Jlis pa3BUTHS Yy CTYIACHTOB HAaBBIKOB CaMOCTOSITEIBHOIO OBJAJEHUS TEOPETHUYECKUM
MaTepHaJIoM psiJl TEM JUCHUIUIMHBI Ha JEKIIMOHHBIX 3aHATHAX JAeTcs 0030pHO, YTO MPEAIOaraeT
UX CaMOCTOSITENbHOE ACTaIbHOE N3YUYCHHUE.

IIpumepHBIe TEMBI ISl CAMOCTOSATENBHOIO U3YUYEHHUS:

1. Meton TOoTampHOrO oOMpoOOBaHMS Kirodei. OmnpeseneHre Yuciaa KIYeH B psae
KOHKPETHBIX CXeM HIH(paTopoB.
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[TpoTokoibl IU(POBBIX ACHET

PoTtopHbie MalIuHEIL.

MHuorokpatHoe mudpoBaHHe.

MeTo/1p1 TOCTpOCHUS OOBIINX NEPHUOI0B B TOTOUYHBIX HIU(PAX.
M-II0CIIEA0BAaTENBHOCTH.

Henuneiinoe kom6unauposanue PCJIOC

MeTo/1bl IETIOYUCIICHHOH (PaKkTOopU3aluu

MeTo/1p1 BEIYHCIICHUS TUCKPETHBIX JIOTapU(PMOB

0. IlocTkBaHTOBast Kpunrorpadus

. JlokazaTenbCcTBa C HYJIEBBIM pa3rialleHueM

12. 3amuieHHbIC pacipeieICHHbIC BEIYUCICHUS

13. Metonb! ananm3a X31-GyHKIUA. BerauciaeHne BeposITHOCTSH KOJTU3UH

RBOOoNoOGOR~WN

=
=

MeTtoanyeckue ykazaHusi VIl 00y4alOIMXCS 1O MNPOXOKICHHIO MPOMEXKYTOYHOI
aTTecTaliu

[TpomesxyTouHas aTTecTauus o0yyaroImuxcs npeaycMaTpuBaeT OLICHUBaHUE
IPOMEKYTOUYHBIX 1 OKOHYATEIIBHBIX PE3yIbTATOB 00y4YeHHUs 1o AucuuiuiHe. OHa BKIIOYAeT B ceOs
nuddepeHIMpPOBaHHBIN 3a4eT.

JuddeperunpoBanHblii 3a4eT — 3T0 GOpMa OLEHKM 3HAHUH, MOITYYEHHBIX 00ydYaromuMCs
OpU U3YYEHUH AMCLUIUIMHBI, NPU BBIIOJHEHWU KYPCOBBIX MPOEKTOB, KYPCOBBIX pabOT, HAy4HO-
UCCIIEIOBATEILCKUX PabOT M MPOXOXKIECHUH TPAKTHK C aTTECTAMOHHOM OICHKOW «OTIMYHOY,
«XOPOLIO», «yIOBIETBOPUTEIBHOY, «HEYIOBIETBOPUTEIHHOY.

CuctemMa OIICHOK IPH TIPOBEICHHH IPOMEXKYTOYHOH aTTECTallMd OCYIIECTBISACTCS B
cooTBeTcTBUM ¢ TpeboBaHusmu [lonoxkenuit «O TekyleM KOHTpOJIE YCHEBAaeMOCTH U
IIPOMEXYTOUHOM arrectanuu cryjneHToB ['YAII, oOywarommxcs mo mnporpamMmaM BBICIIETO
oOpa3zoBanus» U «O MOAYIBHO-PEHTUHIOBOI CHCTEME OLIEHKH KayecTBa yueOHOM pabOoThI CTYJEHTOB
B ['VAII».



JIuct BHeceHus: U3MEHEHUH B pab0ovyIo MPOrpaMMmy AUCLUITITNHBI
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Jlata BHECEeHUs
W3MEHCHHI 1
JIOTIOTHCHUH.

Iloanuce BHecHIETO
W3MEHEHMUS

ConeprxaHne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOJIA
3aceqaHus
Kadeapsl

Ionnuce
3aB.

kadempoit




