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AHHOTaNINA

Huctmrummna «KoprnopaTuBHas 3amuTa OT BHYTPEHHHX YIrpo3 HH(GOPMAIMOHHON
0€30I1aCHOCTH» BXOJUT B 00pa30BaTENIbHYIO IPOrpaMMy BBICHIETO0 O0O0pa30BaHMs — MPOrpaMMy
OakanaBpuata o HaIpaBJICHUIO MOATOTOBKH/ CIIEUATILHOCTH 11.03.02
«MH(pOKOMMYHMKAIIMOHHbIE TEXHOJIOTUU M CUCTEMBI CBA3M» HampaBiieHHocTH «IIporpammuo-
3alUIeHHbIE UH()OKOMMYHUKAIUWY. JuciummuHa peanusyercs kagenpoit «Ne25y.

JlucuuiuinHa HaleseHa Ha (G OpMHUPOBAHKE Y BBIITYCKHUKA CIIEIYIOIUX KOMIIETCHIIUMI:

I1K-9 «KopnoparuBHas 3amuTa OT BHyTPEHHUX YIPo3 HHPOPMAIIMOHHON 06€301acHOCTI

ConeprkaHue JUCLUIUIMHBI OXBAaTHIBAET KPYT BOIPOCOB, CBA3AHHBIX C BBIOOPOM pELICHUIH
10 UCTIOJIb30BAHUIO CHCTEM 3allIUThl MH(OpMaIK OT BHyTpeHHUX yrpo3 DLP IWTM.

[IpenonaBanue IUCHMIUIMHBI IpeAyCMAaTpUBAeT cledyroue (GopMbel oOpraHu3anuu
y4eOHOro Mmpoliecca: JIEKINH, 1abopaTopHbIe paboThI, CAMOCTOSITENbHAS Pab0oTa 00YyJarOIIETOCH.

IIporpaMMoil TUCHMIIIMHBI MPEIyCMOTPEHBI CIEAYIOIINME BHJbl KOHTPOJS: TEKyIIUH
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAS aTTeCTAIs B (popMe dK3aMeHa.

OOwiast TpyAOEMKOCTh OCBOCHMS AMCLUIUIMHBI COCTaBiseT 3 3ayeTHbIX eauHuis, 108
4acoB.

SI3pIK 00y4EHUS 110 TUCLUIIIIMHE KPYCCKUHN »



1. IlepeudeHb MIaHUPYEMBIX PE3YJIHTATOB O0YUEHUS MO AUCLUILITHHE
1.1. Tlenu npenogaBaHusi JUCIUTUTUHBI
Lenbto peanu3anuy MPOrpaMMBbl SIBISIETCS COBEPILICHCTBOBAHME U (WUJIM) MOJydeHUE
HOBOH KOMIIETEHIIMM, HEOOXOAMMOW sl TpPOPEeCCHOHATIBHON JESITEIbHOCTH, C YYETOM
cnenudukanuu crangapra Bopaackwic mo komnereHnuu «KopropaTuBHas 3aimmra OT
BHYTPEHHUX yTp03 HHPOPMAITMOHHOMN 0€30MacCHOCTHY.

1.2. JlucuumniauHa BXOOUT B  COCTaB  4acTd, (GOPMUPYEMOHl  y4yaCTHHUKaMU
00pa3oBaTesbHBIX OTHOIIECHUHM, 00pa30BaTeIbHON MPOrpaMMBbl BBICIIETO 0Opa3oBaHUsl (J1ajee —
OI1 BO).

1.3. TlepeueHb IUTAHUPYEMBIX PE3YJIBTATOB O0YUEHUS MO JUCHIUTLINHE, COOTHECEHHBIX C
IJIaHUpyeMbIMU pe3ysibTaTaMu ocBoeHus: OI1 BO.

B pesynbrare u3y4yeHHs AUCHUILTUHBI OO0YYarOUIUIICS JODKEH 00J1alaTh CIeIyoIuMU
KOMIETCHIMSIMU WM UX YacTaMHU. KoMIeTeHIIMH U MHAMKATOPHI X JOCTHXKEHUS MPUBEICHBI B
tabnuue 1.

Tabmuna 1 — [lepeueHb KOMOETEHIINH U UHAUKATOPOB UX JIOCTHXKEHUS

Kareropus (rpynna) Kon u Konx n HanMeHOBaHME NHIMKATOPA JOCTUKEHUS
HaVMEHOBAaHUE

KOMIICTCHII N KOMIICTCHII NN
KOMIICTCHIIUN

[1K-9.3.1 3HaeT NpUHIMIIEI TPOSKTUPOBAHHS
CHUCTEMBI KOPIIOPATUBHOM 3aIUTHI OT
BHYTPEHHUX yIpO3

[1K-9.3.2 3HaeT oCHOBHBIE (PYHKIIMH CUCTEMBI
DLP IWTM

[1K-9.3.3 3Haet TexHONOTHH aHaIM3a Tpaduka
npu paboTe MONUTHKAMH WH(OPMAITHOHHOH
I1K-9 0€30I1aCHOCTH B CHCTEME KOPIIOPATUBHON
Kopnoparusnast 3alUThl HH(OpMALIUN

[TpodeccruonanbHble | 3aIIUTa OT I1K-9.V.1 ymeer pa3pabarbiBaTh NOJUTUKH
KOMIIETEHIIUU BHYTPEHHUX yTPO3 NETEeKTUPOBaHUS U OJOKMPOBKU yTEUEK C
UH(POPMALMOHHOM ucnonb3zoBanueM DLP-cucrem

0e301acHOCTH I1K-9.VY.2 ymeer paborats B DLP-cucreme ¢
COOBITHSIMHM, 3aIIPOCAMHU, OOBbEKTAMU 3allUTHI,
MOJINTUKAMHU, CBOJIKAMM, BUJDKETaMH, IIEPCOHAMHU
I1K-9.B.1 BnaseeT HaBbIKaMH YCTAaHOBKH U
KoHpurypuposanus cucrem DLP IWTM
[1K-9.B.2 Bnajeer HaBbIKaMU CO3/1aHUS (GUITBTPOB
JUIS aHaJIN3a MepexBaueHHOro Tpaduka u
BBISIBJICHHBIX HHLIUJICHTOB

2. Mecro nucuumianHsl B ctpyktype OI1
JucnurnnuHa MokeT 6a3upoBaThCsl HA 3HAHUAX, pPaHee MPUOOPETEHHBIX 00YyYaIOITUMUCS
[P U3YUYEHHUH CIEAYIOUINX AUCIUILINH:
— OcHOBBI HH(OPMAIIMOHHOM 0€30MaCHOCTH.
3HaHMs, TIOJIy4eHHbIE TMpPU U3YYEHWH MaTepuana JaHHOW JUCHUIUIMHBI, HMEIOT
CaMOCTOSITENIbHOE 3HAUYEHHUE.

3. O0beM U TPYJO0EMKOCTb JUCIUIUIUHBI
Jlanable 00 o0meM oO0beMe TUCIUIUIMHBI, TPYIOEMKOCTH OTAENbHBIX BHJIOB y4eOHOM
paboThI 1O TUCHUIIMHE (M paclpeielieHue 3TOH TPyA0EMKOCTH MO ceMecTpaM) MpeACTaBICHbI B
tabnure 2.

Tabmuua 2 — O6beM U TPYA0EMKOCTh TUCIUIITUHbI




TpyroeMKOCTh 110
Bun yuebnoit pabotbl Bcero ceMecTpam
No4
1 2 3
Oowan mpyooemkocmsp OuCyuUNJIUHbL, 3/ 108 3/ 108
3E/ (4ac)
U3 Hux uacoe npakmuueckoii n00Z0MO6KU 34 34
AyoumopHnusie 3anamus, BCEro vac. ol 51
B TOM YHCIIE:
nexkuuu (JI), (gac) 17 17
npaktuueckue/cemunapckue 3anarus (I113),
(dac)
nabopaTtopHbie paboTs (JIP), (uac) 34 34
KypcoBoii mpoekT (pabota) (KII, KP), (gac)
9K3aMeH, (Jac) 27 27
Camocmoamenvnan paboma, Bcero (dac) 30 30
Buo npomescymounoii ammecmayuu’ 3a4er,
mubd. 3auer, sk3ameH (3auer, dudd. 3ay, OK3. OK3.
OK3.%%)

I[IpuMeuaHue: — KaHIWIATCKHIA SK3aMeH
DK3aMEH MOXET MPOBOJIUTHCS B (hOpME IEMOHCTPAITMOHHOTO YK3aMeHa.
4. ConepxaHue JUCIUTUTHHBI
4.1. Pacnpeznenenue TpyI0€MKOCTH TUCIUIUIMHEI IO pa3jieiaM U BUIaM 3aHITHIM.
Pa3nensbl, TeMbl AUCHUIIIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabmmua 3 — Pazesnbl, TeMbl TUCIMILINHBI, UX TPYA0EMKOCTh

Paznensl, TEMBI TUCIUITIIMHBI Jlexunn | 113 (C3)) - JIP KII CPC
’ (dac) (dac) (qac) (qac) (qac)
Cemectp 3

Paznen 1. Crannaptsl Bopnackumic u
cneundukanus cranaapToB Bopnackuiic no
koMriereHImu «KoproparusHas 3amura ot 1 2
BHYTPEHHUX yIrpo3 HHPOPMALMOHHOM
Oe3omacoHcTH». Paznensl cienudukanmu

Paznen 2. TpeOGoBaHMs 0XpaHbl TPyAA U TEXHUKH

1 2
0€30MacHOCTH
Paznen 3. CoBpeMEeHHbIE TEXHOJIOTHU B
npodeccuoHaibHON chepe. OCHOBBI 3AIUTHI 5 5 4
uH(pOpMaIlUU OT BHYTPEHHUX YIPo3
MH(GOpMallMOHHON 06€30MacCHOCTH
Paznen 4. OcHOBBI IU(PPOBOI TUTHEHBI 2 4 5
Paznen 5. YcranoBka, KOHPUTypUpOBaHHE U
yCTpaHEeHUE HEUCIPAaBHOCTEH B CUCTEME 2 6 3
KOPIOPATUBHOM 3alIUTHI OT BHYTPEHHUX YTPO3.
Paznen 6. TexHOMOTMU areHTCKOr0 MOHUTOPUHTA 3 6 4
Paznen 7. PazpaboTka monuTuK 6€30MacHOCTH, 3 8 5
AHAJIN3 BBISBJICHHBIX MHIIMJICHTOB
Paznen 8. O6cnenoBanue (ayAuT) OpraHU3aIliy ¢
IEJTBEO 3aIIUTHI OT YIPO3 WH(OOPMAITMOHHON 3 8 5

0€30I1aCHOCTH

Hroro B cemectpe: 17 34 30




Hroro 17 0 34 0 30

[IpakTuyeckas MOArOTOBKA 3aKIIOYAETCS B  HEMOCPEJICTBEHHOM  BBINOJIHEHUH
0o0y4JalolUMHUCS  OMNpeNeJeHHBIX  TPYIAOBBIX  (YHKUMH,  CBSI3aHHBIX ¢ Oyn;ymieit
npodeCCHOHATIBHOMN 1S TETbHOCTBIO.

4.2. CopnepskaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
Copepxanne pa3aelioB U TeM JICKIIMOHHBIX 3aHITHI MIPUBEICHO B Ta0HIIC 4.

Tabmuua 4 — Copeprkanue pa3AesioB U TEM JICKIIMOHHOTO IIHMKJIA

HOMep pasaciia HazBanwne u COACPIKAHUE Pa3aCIIOB U TEM JICKIMOHHBIX 3aHATHH

1 Pa3nen 1. Cranaaptel Bopajackuiuic u cnenunukanus cCTaHIaApTOB
Bopiaackuiuic no komnerenuu «Kopnoparupnasi 3ammura ot
BHYTPEHHHX yrpo3 nHGopMaunoHHoii 6e3omacHocTi». Pa3iennl
cnenudpurkanuu

Tema 1.1 Criennukanus craHgapTa KOMIICTCHIIUN
«KoprnopaTuBHas 3alita OT BHYTPEHHHUX YIpo3 HH(OOPMALMOHHON
6e30macHOCTH» (KOHKYPCHOE 3aJJaHue, TEXHUYECKOE OMUCaHuE,
MH(PACTPYKTYPHBIH JIUCT, CXeMa U 000pyI0BaHUE pabOYUX MECT,
TpeOOBaHUS K TEXHUKE 0€30MTACHOCTH, KPUTEPHUH OIICHUBAHUS, KOJICKC
9TUKHU, OCHOBHBIE TEPMHUHBI)

2 Pa3gen 2. TpeGoBanus oXxpaHbl TPYAa U TEXHUKH 0€30MaCHOCTH
Tema 2.1 KynbTypa 6e3onacHoro tpyna.
Tema 2.2 OcHoBBI Oe301acHOro Tpyaa u 3G GEeKTUBHAS OpTraHU3aALUs

paboyero Mecra B COOTBETCTBUU CO CTaHAapTamu Bopiackuiic u
cnenudukanuen cranaapToB BopiaacKUIIC Mo KOMIIETEHIINH.

3 Paznen 3. CoBpeMeHHBbIe TeXHOJIOTHH B pogeccHoHATbHOI cdepe.
OcHOBBI 3a1IUTHI HHPOPMAILUHM OT BHYTPEHHHUX YIpo3
HH(OPMaALOHHOH 0€30IaCHOCTH.

Tema 3.1 OCHOBBI 3alIUTHI KOPIIOPATUBHON MHPOPMALIUU
Tema 3.2 Ienwu, 3a1a4m, CUCTEMBI, METOBI U CPEICTBA 3AILUTHI
Tema 3.3 [IpaBoBBIE OCHOBBI.

Kittouesbie anroput™Msel u cuctemsl. OCHOBHBIE MOHATHUSA. be3onmacHoCTh
MH(OPMALIMOHHBIX CUCTEM. YTPO3bl HHPOPMAIIMOHHON 0€3011aCHOCTH.
Hcrounuku yrpo3. Yassumoctu. Pucku. Ataku.

Tema 3.4 3ammra nHpopmaiuu oT BHYTPEHHHUX yIrpo3
MHGOPMAIIMOHHON 0e30MacHOCTH. BhIsBIeHHE yTeueK ¢ HMCIIOJIb30BaHHEM
texHonorun Data Leakage Prevention (DLP). Teopuss u mnpaktuka
npumeHenust DLP-cuctewm.

4 Pa3nen 4. OcHoBbl MG POBOI rMTHEHbI

Tema 4.1 Hudposas ruruena. Kubepyrpossl. Buast kubepyrpos.
WuTepHer yrpo3sl. BHemiHue (BpeIOHOCHBINM MPOrPaMMHBIH KO/, CIIaM,
(GuIIMHT, ceTeBbIe aTaKH, B3JIOM YCTPONUCTBA, B3JIOM aKKAyHTOB U T.J.) U
BHYTpPEHHUE (MHTEPHET 3aBUCUMOCTh, HHTEPHET MPOKPACTUHAIH)
UHTEPHET yrpo3bl. KOMMyHUKAllMOHHBIE U TEXHOJIOTUYECKUE UHTEPHET
YIpO3BI.

Tema 4.2 [IpaBuma Ge3omacHOro noseeHus B cetu MHTepHer.
Pa3menienue 1 ucnonb30BaHUE MEPCOHATBHBIX U JIMYHBIX JAaHHBIX.
besonacuelie naponau. HacTpoliku IpuBaTHOCTH B COLUAIBHBIX CETAX.
Pe3epBHOE KOMTUpPOBAHME.

Tema 4.3 [IporpaMMBbl 3alUMTBI  OT BPEIOHOCHOI'O IPOTPAMMHOIQ




koxa. IIporpammsbl poauTenbeckoro koHTpoisi. CpeactBa MIM(pPOBaHHS
naHHbIX. CpencTBa 6JOKMPOBAHUS HEXKENATEIbHOIO KOHTEHTA

5 Pa3nen 5. YcraHoBka, KOHPUTYPUPOBaHHE U YCTPAHEHHE
HEUCIPABHOCTEN B CCTeMe KOPNOPATHUBHOM 3allIUTHI OT
BHYTPEHHHX yIpo3.

Tema 5.1 VYcranoBka DLP IWTM B BUpTyabHOM OKPYKEHUH.
Pesxxumbl port mirroring u proxy.

Tema 5.2 Kondurypuposanue DLP IWTM

Tema 5.3 HcnpasieHne TUIIOBBIX HEUCIIPABHOCTEH.
6 Pa3nen 6. TexHOI0THM areHTCKOro MOHMTOPHHI A
Tema 6.1 Ha3HaueHne areHTCKOro MOHUTOPUHTA. Y CTaHOBKA U

HacCTpOMKa areHTCKoro MoHuTopunra. Muatepdetic koncomm DLP IWDM.
PaboTa B KOHCOJIM yIpaBIEHUS] aTr€HTOM

Tema 6.2 [TonuTHKKM areHTCKOr0 MOHUTOPHUHTA, OCOOEHHOCTH UX
Hactpoiiku. Co3nanue u rnpoBepka noyuTuk. Co3/laHre MOJUTHK 3aIUThI
Ha arenTax;; ®unbpTpanus coObiTuii; HacTpoiika COBMECTHBIX COOBITHIA
areHTCKOIo U CETEBOI0 MOHUTOPUHTa; PaboTa ¢ HOCUTENAMU U
ycrpoiictBamu; Pabota ¢ daitnamu; KoHTposas npuioxeHmii;
Hckmrouenune n3 coObITUH TTepexBaTa.

7 Pa3nen 7. Pa3pa6oTka moJiuTMK 0€30aCHOCTH, AaHAJIN3 BbISIBJIEHHBIX
HUHIU/IEHTOB

Tema 7.1 Pa3paboTka u TecTupoBaHue MOJUTHUK B cucteme DLP
IWTM. Pabota ¢ pa3aenom TEXHOJIOTUU CUCTEMbI KOPIIOPATUBHOM
3aIUThl: KATETOPUHU U TEPMHUHBI, TEKCTOBBIE 00bEeKThI; PaboTa ¢
COOBITUSIMHU, 3aIIPOCHI, OOBEKTHI MepexBaTa, UACHTU(UKAIUS KOHTAKTOB B
coOwiTun; Pabora co cBoaKamu, BUIKeTaMu, cBoAKamu; Pabora ¢
niepconamu; Pabota ¢ o6bexTamu 3amuThl; [IpoBecTH MMUTAINIO
npolecca yreuku KoHpuaeHmansHoi nHpopmanuu B cucteme; Co3narb
HEMPOTUBOPEUHBHIE ITOJIMTHKHU, COOTBETCTBYIOIINE HOPMATUBHOW Oaze u
3aKOHOJIATENIbCTBY; 3aJOKyMEHTUPOBATh CO3aHHbIE TIOJIUTUKU
WCTIOJB3YS B COOTBETCTBUH C TPEOOBAaHUSIMH COBPEMEHHBIX CTaHAAPTOB B
obmactH 3amuThl HHGopMaruu. PaboTa ¢ kKaTeropusiMi U TEpMUHAMU;
Hcnons3oBanue peryssipHbIX BeIpakeHHi; Mcronb3oBanue
Mopdonorudeckoro noucka; * Pabora ¢ rpadpudueckumMu 00beKTaMH;
Pabota c Beirpy3kamu u 0a3 nansabix; Pabota ¢ neyaTsiMu U OJIaHKaMu;
Pabora ¢ ¢aitnoBsiMu THIIAMY;

Tema 7.2 Mouutopunr tpaduka. [IpoBepka npuMeHeHNs TOJIUTUK
4-x BUJI0B: Tpaduk, nepconsl, Oydep oOMeHa, ABrkeHue (daitnos. Pabora
C KpayJIepOM.

8 Pa3gen 8. O6ciienoBanue (ayauT) OpraHM3aliu ¢ HeJdbI0 3aIIUTHI OT
yrpo3 uH(popMaIHOHHOIT 6e30MACHOCTH

Tema 8.1 [Tonsarue ayaura nHGOPMAIIMOHHON 6€30MaCHOCTH.
Teopus u mpakTHKa 00CIEIOBaHNS OPTaHU3AINH C TIEITBIO 3aIUTHI OT
yrpo3 nHPOPMAaLMOHHOH 0€301MacHOCTH

Tema 8.2 3aK0HOATEIHLCTBO B 00J1aCTH 3aIUTHI
KOoH(uAeHMaTbHON HHpopMaruu. Buasl HGOpMauu orpaHUuYEHHOTO
nocryna. IlepconanbHble nanHbele. Kommepueckas TaiiHa.

4.3. Tlpaktuyeckue (ceMUHAPCKUE) 3aHATHUSL
Tembl mpakTUUECKUX 3aHATUH U UX TPYJIOEMKOCTDH ITPUBEICHBI B TAOIHIIE .



Ta6mmma 5 — [IpakTHdecKue 3aHsITHS U UX TPYJI0EMKOCTh

W3 Hux Ne
No | Tembl npaktrueckux | opMbl IpakTUYECKUX | TpPya0€MKOCTb, |IPAKTUYECKOM |pasjielia
/o 3aHATHI 3aHATHAI (dac) IIOJTOTOBKH, | TUCLIMII
(gac) JIUHBI
Y4eOHbIM MJIaHOM HE MPEIyCMOTPEHO
|
Bcero
4.4. JlabopatopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATUHN U UX TPYAOEMKOCTh IPUBEACHBI B Ta0MIIE .
Tabmuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJIOEMKOCTb
N3 Hux Ne
Ne HaumenoBanue nabopatopHbix paboT Tpyn0eMKOCTS, | MPAKTHHUECKOH | pasiena
/o (gac) MOJTOTOBKH, | JMCIIHAI
(gac) JIMHBI
Cemectp 3
1 | Hactpoiika KOHTpoJIIepa JOMEHa 2 2 3
2 | HacTpoiiku mprBaTHOCTH B COITUATBHBIX 4 4 4
CeTsIX
3 | Ycranoska kommnonenToB DLP cucremsl 3 3 5
4 | KondurypupoBanue komnonentoB DLP 3 3 5
CUCTEMBI
5 | Hactpolika cepBepa areHTCKOIo 3 3 6
MOHHUTOPHHTA
6 | YcraHoBKa areHTa MOHUTOPUHIA HA MAlLIHHE 3 3 6
HAPYIIUTEIsS
7 | Pa3zpaboTka ¥ IpUMEHEHHE MOJIUTHK 4 4 7
8 | AHanu3 BEIABIEHHBIX UHIIUIEHTOB 4 4 7
9 | Co3nanue cepTuuKkaToB 4 4 8
10 | 3ammTa CUCTEMBI C TOMOIIBIO CEPTUPHUKATOB 4 4 8
Bcero 34 34

4.5. KypcoBoe npoeKTUupoBaHUe/ BHIIOTHEHUE KyPCOBON PabOThI

VY4eOHbIM MJIaHOM HE IPEAYCMOTPEHO

4.6. CamocrodTenbHas paboTa 00y4aroUIXcs
Buapl camocTosiTenbHON paboThI B €€ TPYIO0EMKOCTh MPUBEICHBI B Ta0IHIIE /.

Tabnuna 7 — Buabl caMmocTosTenbHON pabOThI M €€ TPYA0EMKOCTh

. Bcero, | Cemectp 3,
Bun camocrositensHOM paboThI
qac qac
1 2 3

N3y4yeHne TeopeTHUEeCKOro MaTepuana

10 10
quciuminiel (TO)
[TonroroBka K TeKyIieMy KOHTPOJIIO

10 10
ycneBaemoctu (TKY)
IToaroToBKa K MPOMEXYTOYHOM

10 10
arrectaiuu (I1A)




Bcero:‘ 30 ‘ 30 ‘

5. IlepedyeHnb yueOHO-METOUYECKOTO 00ECTICUCHUS
JUISL CAMOCTOSITENIbHON PabOThI 00yUaIOMUXCS MO0 JUCHUIUTHHE (MOJIYJIIIO)
Y4eOHO-METOIUYEeCKUE MaTepHalbl Ui CaMOCTOSITEIIbHONH Pa0OThl OOYYAIONIMXCS yKa3aHbl B
. 7-11.

6. IlepeueHb MEYATHBIX U AIEKTPOHHBIX YUEOHBIX M3JaHUN
[lepedyeHpb neyaTHBIX U 3JIEKTPOHHBIX YUEOHBIX M3/1aHU NpHUBeieH B Tabaule 8.
Tabnuua 8— [lepeyeHb Ne4aTHBIX U JIEKTPOHHBIX YUEOHBIX U3AaHUI

Komuectso
SK3EMILIAPOB B
Tudp/ bubnuorpaduyueckas OnOIOTEKE
URL anpec CCBUIKA (xpome
ANEKTPOHHBIX
HK3EMILISIPOB)
http://lib.aanet.ru/jirbis2/components/ 3ammra OT BHYTPEHHUX
com_irbis/pdf_view/?462678 yrpo3  uH(OPMAIIHOHHON
0e30MacHOCTH c
UCTIOJIb30BaHUEM
COBPEMEHHBIX DLP-
TEXHOJIOTHI : [

DJeKTpOoHHBIH pecypc]
yuebHoe mocobue / A. B.
CepreeB [u ap.] ; pea. A.

M. TwopaukoB ; C.-
[etepo. roc. YH-T
a’pPOKOCM.

npuOOPOCTPOCHUS. -
DIIEeKTPOH. TEKCTOBBIC

naH. - Cankt-IlerepOypr :
Usng-so T'YAIIL, 2021. -

202 c.
http://lib.aanet.ru/jirbis2/components Opranusanus
/com_irbis/pdf_view/?448792 0€30MacHOr0  JIOCTyINa K

MH(}OPMALIMOHHBIM

pecypcam : [

OneKTpOHHBIM pecypc]
yuebHoe nocobue / H. H.
Mouaxk, T. M.
Tarapuukosa ; C.-Ilerep0.
roc. yH-T  adpOKOCM.
pUOOPOCTPOCHHUS. -
DIIEKTPOH. TEKCTOBBIE
nan. - CII6. : WU3za-Bo
I'VAIL 2014. - 121 c.

http://lib.aanet.ru/jirbis2/components/ OCHOBBI 3aIUTHI

com_irbis/pdf_view/?548371 HH(OPMAITHH. 3ammra
HCpCOHaHLHOPO
KOMIIBIOTEpA oT

YMBIIIJIGHHBIX YIpo3 @ [
DOneKTpOoHHBIH pecypc]



http://lib.aanet.ru/jirbis2/components/
http://lib.aanet.ru/jirbis2/components
http://lib.aanet.ru/jirbis2/components/

yuebHoe mocobue / A. B.
Boponos, 1O. B.
Tpudonosa ; C.-IlerepO.
roc. yH-T  adpOKOCM.
IpUOOPOCTPOCHHUSI. -
DIIEKTPOH. TEKCTOBBIE
man. - CIIo. : WUsn-Bo
I'VAII, 2015. - 99 c.

http://lib.aanet.ru/jirbis2/components/
com_irbis/pdf_view/?455079

be3onacHocTh

UH(POPMAIMOHHBIX CHCTEM
: [ DnexTponHblil pecypc]
: yueObHOoe mocooue / H. H.
Momak ; C.-Ilerep6. roc.

YH-T a’pOKOCM.
pUOOPOCTPOCHUSI. -
DIIEKTPOH. TEKCTOBBIC

naH. - Cankr-IleTepOypr :
Usn-Bo I'YAIL, 2019. -
169 c.

https://e.lanbook.com/book/182491

JleontreB A. C. 3ammra
uHbopMaiuu:  yuebHoe
nocoobne / MUPDA -
Poccuiickuit
TEXHOJIOTMYECKHIA
yausepcuret, 2021. — 79
C.

https://znanium.com/catalog/document?id=388766

Corue  O.H. 3amura
UHPOpMALIUU u
UH(POPMALIMOHHAS
6e3omacuocts / M.: HUIL]
HNH®PA-M, 2021. — 201
C.

http://lib.aanet.ru/jirbis2/components/
com_irbis/pdf_view/?980256

beszonacHocTh
UH(POPMAIMOHHBIX CHCTEM
. [ DnexTponHbIii pecypc]
y4eOHO-METOIMUECKOE
nocooue / H. H. Momaxk ;
C.-lIletep6. roc. yH-T

a’pOKOCM.
npuOOPOCTPOCHUS. -
DIIEeKTPOH. TEKCTOBBIC

naH. - Cankt-IlerepOypr :
Usn-so I'VAII 2020. - 73
C.

http://lib.aanet.ru/jirbis2/components/
com_irbis/pdf_view/?958924

besonacHocTh
OTIEpPAI[MOHHBIX CUCTEM : [
DNeKTpOHHBIH pecypc]
METOAMYECKHE YKa3aHUs K

BBIMTOJTHEHU IO
nabopatopHbix pador / C.-
[TetepO. roc. VH-T
a’3pPOKOCM.

MpUOOPOCTPOEHHS ; COCT.
B. A. MBGbUIBHHUKOB. -
DJIEKTPOH. TEKCTOBBIC



http://lib.aanet.ru/jirbis2/components/
https://e.lanbook.com/book/182491
https://znanium.com/catalog/document?id=388766
http://lib.aanet.ru/jirbis2/components/
http://lib.aanet.ru/jirbis2/components/

naH. - Cankt-IlerepOypr :
Wsn-so I'VAII 2020. - 53

C.

http://lib.aanet.ru/jirbis2/components/ Bamura uHpOpMALUKM B

com_irbis/pdf_view/?763764 ABTOMATH3UPOBAHHBIX
crucTemMax : [

DIIEKTPOHHBIN  pecypc]
y4e0HO-MeTOInYeCcKOoe
mocoome / B. C.
Komomoiines ; C.-Ilerep6.
roc. YH-T  a3pOKOCM.
npuOOPOCTPOCHHUS. -
DNEKTPOH. TEKCTOBBIE
naH. - Cankr-IlerepOypr :
Uszn-so I'VAII 2021. - 27

C.
https://kb.infowatch.com/ pages/viewpage.action? | TexHuueckast
pageld=32079878 JIOKYMEHTalus 1o

PEIICHUIO InfoWatch

Traffic ~ Monitor 4.1
[>nexTponHbIii pecypc]

https://worldskills.ru/nashi- IMonoxenue 00
proektyi/demonstraczionnyij-ekzamen/documents/ | opranu3zaru u
IMPOBCACHUU
ACMOHCTPalMOHHOI'O
OK3aMCHa I10 CTaHJdapTaM
WorldSkills Coro3a
«Monopsie
npodeccuoHanb,
OJICKTPOHHAA Hy6J'II/IKaI_II/I$I
https://worldskills.ru/nashi- [Monoxenue 00
proektyi/demonstraczionnyij-ekzamen/documents/ | opranuzaryu u
IPOBEICHUN
ACMOHCTPAalMOHHOT'O
OK3aMCHa 110 CTaHAapTaM
WorldSkills Coroza
«Mononpie
npogeccuoHaIb,

ANEKTPOHHAs! MyOJIMKALUs

7. IlepedeHb 3IEKTPOHHBIX 00Pa30BaTENBHBIX PECYPCOB
MH(}OPMalMOHHO-TEIEKOMMYHHUKAIIMOHHOM cetn «IHTepHEeT»

Ilepeuens AIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB UH(pOPMaIMOHHO-
TEJIeKOMMYHUKAalIMOHHON ceTtn «VHTepHeT», HEOOXOAUMBIX Uil OCBOEHHUS IUCIUILIMHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX OO0pa30BATEIBHBIX PECYPCOB HWH(POPMAIMOHHO-
TEJIEKOMMYHUKaMOHHOM ceTh «HTepHET»

URL anpec HaumenoBanue

https://worldskills.ru OcnoBHoii noptan Coro3a «Monoabie mpoheccHoHabI
(Bopnackuiic Poccwst)

https://kb.infowatch.com | basa 3nanuii mo nmpoaykram u perrenusiM InfoWatch



http://lib.aanet.ru/jirbis2/components/
https://kb.infowatch.com/

8. Ilepeuenr HHPOPMALTMOHHBIX TEXHOJIOTUI
8.1. IlepeyeHp TPOrpaMMHOTO OOECHEYCHHS, MCHOJIB3YEMOI0 IIPHU OCYLIECTBICHUU
00pa30BaTENILHOTO MPOoIEcca [0 JUCIUIIIHHE.
[Tepeuenp UCTONIB3yEeMOT0 IPOrPaMMHOTO oOecTieueHHs mpeacTasieH B Tabuuie 10.

Tabmuna 10— [TepeueHr nporpaMMHOT0 00€CIICUCHHUS
Ne HaumenoBanue

/11
1 Adobe Reader

2 Bpayszep Google Chrome unu Yandex

I'unepsuzop Oracle VirtualBox Bepcuu He Hke 5.1.14 mnmu VM Ware Workstation He
Huxe 12

InfoWatch Traffic Monitor

InfowWatch Device Monitor

Bupryanbnas mammaa ¢ OC RedHat

~N| oo b

Bupryanbnas mammaa ¢ OC Windows

8.2. [lepeuenn MH(POPMAIMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX npu
OCYIIECTBICHHH 00pa30BaTEILHOTO MpoIiecca Mo AUCIUITITHHE

[lepeyeHp WCHONB3yeMbIX HH(POPMALMOHHO-CIIPABOYHBIX CHUCTEM MPEICTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyenr HHPOPMALMOHHO-CIIPABOYHBIX CUCTEM

Ne i/ HaunmeHnoBaHue

He mpenycmorpeno

9. MarepuanpHO-TeXHHYECKas 6a3a
CoctaB  MaTepuabHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOW Uil  OCYIIECTBICHUS
00pa30BaTeILHOTO TpoIiecca MO TUCIUTUIHHE, TIPECTaBICH B Tabmuiel 2.

Tabnuna 12 — CoctaB MaTepHallbHO-TEXHIUYECKON 6a3bl

Ne HanmeHnoBaHMe cOCTaBHON 4acTH Howmep aynuropun
n/m MaTepUaIbHO-TEXHUUECKOH 0a3bl (Tipu HEOOXOMMOCTH)

1 | MynsTuMeauiiHas JEKIIMOHHAS Ay TUTOPHUS

2 | KommbrotepHsIii kiace (He MeHee 10 KOMITBIOTEpOB)

w

[Iporpammuoe DLP miis 60pp0bI ¢ BHYyTPEHHUMH yTEUKaMH
uHpopManuu 1 odbecreueHusi KOPImopaTUBHON 06€301acHOCTH

Bupryansnas mammuna (cepep DLP)

Buptyanbhas MammHa (KOHTpOJUIEp JOMEHA)

BupryansHas mamuHa (cepsep)

~N| o o B~

BupryanpHas mamnHa (KJIHEHT)

10. OueHoOYHBIE CpeACTBA ISl POBEICHUS TPOMEKYTOUHOH aTTeCTaI[IN
10.1. CoctaB OIIEHOYHBIX CPEACTBAJIA TPOBEJACHHUS TMPOMEKYTOYHOW aTTecTalluu
00ydJaronuxcs mo IUCIUILIMHE TPUBeIeH B Tabnwuie 13.




Ta6mmma 13 — CocTaB OIEHOYHBIX CPEJICTB 711 TPOBEICHMS MPOMEXYTOYHOM aTTeCTAIINK

BT npoMeXyTOYHOM aTTeCTalliK IlepeyeHb OIICHOYHBIX CPEJICTB
DK3aMeH 3amaun
KommiexTsl OIIEHOYHOM JIOKYMEHTAIlU!
(K.O.1.)

10.2. B kayectBe KpUTEpUEB OICHKH YPOBHA C(POPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIUH 00y4YarolMMHcs MpUMEHseTcsl 5-0ayuibHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIINI, KOTopas mpuBeaeHa B Tabuuie 14. B TeueHne cemectpa MOXKET UCIOIB30BAThCS
100-6amtpbHas ~ mKajga ~ MOAYJIBHO-PEUTHMHTOBOM  CHUCTEMBbI ~ YHUBEpPCUTETa,  IIpaBUja
UCTIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJIbHBIM HOPMATUBHBIM aKTOM
['VAIL
Tabmuua 14 —Kpurepuu oLieHKH YPOBHSI CPOPMHUPOBAHHOCTH KOMITETCHIIUH

OlieHKa KOMIIETCHITHH

XapakrepucTika chopMUPOBAHHBIX KOMITETCHITHIN
5-0ayuipHad mIKaia PaKTep (bopvmp

— oOyuaromuiicss TiyOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepHa;

— YBEPEHHO, JIOTUYHO, ITOCIIEI0OBATEILHO U TPAMOTHO €TI0 U3J1aracr;

— ONUPAsCh HA 3HAHUS OCHOBHON W JIONIOJHHUTEIBHOHN JIUTEPATYpHI,
TECHO MPHBS3LIBACT YCBOCHHBIC HAYYHBIC IMOJOXKCHHS C MPAKTUICCKOM
JESITSIIbHOCTHIO HAIPABIICHHS;

— YMeJI0O 00OCHOBBIBAET U ApPTyMEHTUPYET BBIIIBUTAEMbIC UM UJICH;

— JIeJIaeT BBIBOALI H 000OIIECHHUS;

— cBOOOJIHO BJIQJICET CHCTEMOM CIICIMAIN3UPOBAHHBIX OHSITHIA.

COTIIMYHO»
(GavTCHO»

— o0yyarouuics TBEpI0 YCBOMII MMPOTPAMMHBIN MaTepuai, TpaMOTHO U
[0 CyIIEeCTBY H3JIaraeT €ro, ONUpasCh Ha 3HAHUS OCHOBHOMU
JUTEPaTypHI;

— HE JIOMYCKAeT CYIIECTBEHHBIX HETOYHOCTEIH;

— YBSI3BIBACT YCBOCHHBIC 3HAHUSI C MPAKTHYECKOW JESITEIBHOCTHIO
HaIlpaBJICHUS;

— apryMEHTUPYET HayUYHbI€ MOJIOKEHHUS;

— JIeJaeT BBIBOJBI M 0000IIEHHUS;

— BIIQJICET CUCTEMOM CIICIIMAIN3UPOBAHHBIX MOHATHH.

«XOPOLIIO»
«3a4TEHO»

— oOyuaromuiicss yCBOMJI TOJIBKO OCHOBHOW MpPOrpaMMHBIN MaTepual,
M0 CYIIECTBY M3JIaraeT €ro, ONHpascCh Ha 3HAHUS TOJBKO OCHOBHOM
JTUTEPATYPHI,

— JIOMyCKaeT HEeCYIIECTBEHHbIE OMMOKN U HETOYHOCTH;

— UCIIBITBIBAET 3aTPYJHEHUS B MPAKTUYECKOM HNPUMEHEHUU 3HAHWUU
HallpaBJICHUS;

— cnabo apryMeHTUPYET Hay4YHBIC MTOJI0KEHNS,

— 3aTpyaHseTcs B GOPMYJIUPOBAHUHN BBHIBOJOB M 000OIIEHHUI;

— YaCTHUYHO BJIAJEET CUCTEMON CIIeMAIU3UPOBAHHBIX OHSITHIA.

«y/IOBIIETBOPUTEITEHO
«3AYTCHO»

— oOyyaroluiicss He YCBOWJ 3HAYUTENBHOM 4YacTh MPOrpaMMHOTO
MaTepuana,

— JIONTyCKaeT  CYIICCTBCHHBIE  OIMMMOKA W  HETOYHOCTH  IPH
paccMOTpEeHHH MPOoOJIeM B KOHKPETHOM HAIPaBIICHUU;

— UCTIBITHIBAET TPYJHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHMIA,

— HE MOXET apryMEHTHPOBATh HAYYHBIC ITOJIOKCHHUS;

— He GopMYJIHpYET BBIBOJIOB H 0000IICHU.

«HEYIOBJIETBOPUTEITHHO
«HE 3aUTEHO»

B kauecTBe KpHUTEepueB OLIEHKH YPOBHS C(HOPMHUPOBAHHOCTH (OCBOEHHMSI) KOMIETEHIIMH
(yacTH KOMIETEHIMH) OOYy4arollMMUCS, CHAIOIIMMHU 3K3aMeH B (opMe IeMOHCTPAIlMOHHOTO
9K3aMEHa, NPUMEHSIIOTCSI KPUTEPUU YCTAHOBJIEHHBIE B KOMIUIEKTE OLIEHOYHOM TOKyMEHTALUU

(K.O.JL.).




PexomennoBaHHass METOAMKA TIEPEBOJA TOJTYUYEHHBIX OajioB

[0 pe3yibTaraMm

BBITIOJIHEHUS 33/1aHUSI JEMOHCTPALMOHHOTO 3K3aMEHa B aTTECTALIMOHHYIO OLIEHKY IO HTOraM
IIPOXOXAECHUS dK3aMeHa, penacrasieHa B P10 I'VAIL CMK 3.78.

10.3. TunoBble KOHTPOJILHBIC 3a/IaHUS WM UHBIC MaTEPHAIIBI.
Bomnpocsr (3amaun) nis sKk3amMeHa IpeIcTaBiIeHbl B Tadsmie 15.

Tab6muia 15 — Boripocs! (3agaun) 115 2K3aMeHa

Ne i/t [Tepedyens BonmpocoB (3a1av) s IK3aMeHa Koxn
UHIMKaTopa

1 [IpoBecTr KOHPUTYpaIHIO CETEBOM HHPPACTPYKTYPHI: [1K-9.3.1
HaCTPOMTH XOCT MAIIMHY, CETEBOE OKpYKeHHe, BupTyanbHbie | [1K-9.Y.2
MAaIuHEL U T. . CTyIeHTY HE0OX0IUMO: I1K-9.B.1
* YCTaHOBHUTH U HACTPOUTH cUcTeMy KopropaTuBHoM 3amuthel | [1K-9.B.2
OT BHYTPEHHUX yTPO3;

* 3amyCTUTh CUCTEMY, IPOBEPUTH QYHKIIMOHATLHOCTH U
COOTBETCTBHUE HACTPOEK II€JIEBOU CETEBOM MH(PpACTPYKType

* [IpoBecTu MMUTAIUIO TIpOIECCAa YTEUKH KOH(PHUICHITUATBHON
nH(pOpPMAIINY B CHCTEME;

* YcTpaHuTh mpoOsieMbl P TOSBIICHUY;

* [IpogemMoHCTpHPOBATH PAOOTOCIIOCOOHOCTD CHCTEMBI

* [ToaroToBUTH OTUET MO OLIEHKE PAOOTOCTIOCOOHOCTH
CHCTEMBI;

2 [IpuMeHUTDH MOTUTHUKUA HH(POPMAITMOHHOM 0€30ITaCHOCTH B I1K-9.3.3
CUCTEME, aBTOMAaTUYE€CKH BBIIIOJHUTH ITOMCK MHIAICHTOB IIK-9.Y.2
uHpopmannoHHou 6e3omacHocTu. CTyAeHTY HEOOXOAUMO: T[1K-9.B.2
* [IpogeMoHCTpHPOBATH 3HAHHE MEXaHU3MOB PabOTHI
areHTCKOro MOHUTOPHHTA;

* Pa3paboTarh 1 MPUMEHUTH MOJIUTHKH ar€HTCKOTO
MOHHUTOPHHTA JJIs1 pa0OTHI C HOCUTENSIMU U YCTPONUCTBAMU;
* Pa3paboTars ¥ MPUMEHUTH MOJUTHKH ar€HTCKOTO
MOHHUTOPHHTA JJIs1 paboTHI ¢ (paitnamu;

* PaboTa ¢ MCKITFOUEHHSIMH U3 TIepeXBara;

3 Pazpabotare noaUTUKN MHPOPMALIMOHHON OE30MaCHOCTH, [1K-9.3.2
WCTIOJIB3Yys MHCTPYMEHTapHuil aBToMatu3npoBanHoi cuctemsl | [1K-9.3.3
IWTM 6 u ycnemHo ux NpuMEHUTD IS BBISBICHUS W/UIIH [IK-9.V.1
OJIOKMPOBAaHUS MHIUACHTOB Oe3omacHocTU. CTyIeHTYy I1K-9.B.2

HE00XO0/IUMO:

* Pa3zpaboTtarh HOBBIE W/WIIM MOAU(PUIIUPOBATD
CYIIECTBYIOIINE TOTUTUKN O€30MaCHOCTH, TIEPEKPHIBAIOIIIE
KaHAJIBI TTepeIavur TJAHHBIX ¥ BO3MOYKHBIC HHITUICHTHI
COTJIACHO 9K3aMEHAIIMOHHOMY 3aJIaHUIO;

* 3aHeCTH MONMUTHKU WH(OpMaImoHHOM 6e3omacHocTu B DLP-
CUCTEMY;

* Pazpaborars wim/u MoauuIupoBaTh 0OBEKTHI 3aAIIUTHI,
KaTeropuu, TeXHoJIoruu 3amutel B DLP-cucteme u T. 11.;

* [IpuMEHUTH MMOMTHKH JUTSI KOHTPOJIS TpadrKa, BEISBICHUS
W/unu OJIOKHPOBAHUS MHIIUIEHTOB 0€30MacHOCTH.
MakcHMH3UPOBATh YMCIIO BBISIBJICHHBIX HHITUICHTOB
0e30IMacHOCTH;

* [IpoteMOHCTPUPOBATH BJIaICHUE TEXHOJIOTUSIMH U YMECHUE
pabotath ¢ uHTepdHeHCcCOM YIIPABICHHS CUCTEMBI




KOpPIIOpaTUBHOM 3a1uTsl HHPopMarun IWTM.

VY4acTHUKY HE00X0AMMO IPUMEHUTD MOJUTUKH
nHpopMaMoOHHOI Oe3omacHocTH B cucteme IWTM,
aBTOMATUYECKH BBIIIOJIHUTH TOMCK MHIIUIECHTOB
nHpOopMaMOHHOM Ge3omacHocTH. [ToTuTHKM MOKHO
MOJU(UIMPOBATH, C LIEJIbIO BBISIBIEHUS MAKCUMAJIBHOTO
YHcia HHIUICHTOB U yTeuek. HeoOXxoammo UCronb30BaTh
BECh HA0OP TEXHOJIOTUI MIOMCKA U BBISIBIICHUS YSA3BUMOCTEH,
JOCTYIIHBIM B CUCTEME KOPIIOPATUBHOMU 3aIUThI. ITOroBbIiI
BapHUaHT MOJIUTHUK J0JKEH OBITh 3a()MKCHUPOBAH B OTYETE.

B 4ncno MHIMAECHTOB MOT'YT BXOAUTh, HAIIPUMED:

* rIepeiaya epCcoOHAIBHBIX JAHHBIX COTPYIHHUKOB U
KOHTPAreHTOB I10 3JIEKTPOHHOM I104TE;

* iepegaya 0a3bl KIIMEHTOB OPraHU3ally B apXHBE C
WCTIOJIb30BaHNEM (PANIIOBBIX MIPOTOKOJIOB;

* HELIEH3YPHAasl JIEKCUKA COTPYIHUKOB B IIEPETIHUCKE C
KOHTpareHTaMu;

* epeada MHGOPMAIMH, COCTABIISIONIEH KOMMEPYECKYIO
TaliHy U JIp.

* [IpuMeHUTh MEXaHU3MBI CO3/IaHUS PHIIBTPOB LIS aHAITN3A
NepexBauYeHHOI 0 Tpa(uKa U BbISIBICHHBIX HHIUJICHTOB,;

* [IoAroTOBUTH 1€TaIN3UPOBAHHBIE OTYETHI O HAPYILUEHUSAX;
» [IpoBecTu Ki1accu(UKALUIO YPOBHS YTPO3bl HHIMJICHTA;

Bompocsr (3amaun) aiis 3aueta / qudd. 3auera npepacraBieHsl B Tabmuie 16.

Tabnuna 16 — Bonpocs! (3agaun) ans 3adera / audd. 3ayera

Ne i/t

[Tepeuens BompocoB (3aga4) amns 3adeta / qudd. 3adera

Kon
WHJIUKAaTOpa

Y4eOHbIM MJITAHOM HE MPEAYCMOTPEHO

[lepeuenp TeM A KypcOBOTO MPOEKTUPOBAHHUSA/BBIIIOJHEHUS KypCOBOM pabOThI
MpeICTaBIeHbI B Ta0nuie 17.
Tabauna 17 — IlepeyeHb TeM Uil KYPCOBOTI'O IPOEKTHPOBAHMUS/BBIIIOJIHEHUSI KYPCOBOM pabOThI

[TpuMepHBIii IepedeHb TeM Il KypCOBOIO MPOEKTUPOBAHUS/BBITTOIHEHHS

Ne n/mt .
KYpCOBOH paboThI
Y4eOHBIM IIJIAaHOM HE IPeAyCMOTPEHO
Bompocel  u1si  mpoBeneHUsT NPOMEXYTOUHOM aTTECTallMM B BHJE TECTUPOBAHMUS

IpeJICTaBICHBI B Ta0wmie 18.

Tabmuma 18 — [IpumepHBIi IepedeHb BOIIPOCOB JUISI TECTOB

Ne i/t

ITprMepHBIii TepeueHb BOIPOCOB ISl TECTOB

Kon
WHJIUKATOpa

He npenycmorpeHno

[lepeueHb TeM KOHTPOJIBHBIX PabOT MO MUCHUIUIMHE OOYYaroUIUXCS 3a0YHOM (OPMBI
o0OydeHus1, IpecTaBIeHbl B Tabmuie 19.

Tabmuna 19 — IlepedeHb KOHTPOJIBHBIX PadOT

Ne i/t

[lepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeHno




[IpumepHBIid TepedeHb 3aJaHul Uil OOydYaroIIMUXCs, CHAIONIUX SK3aMeH B (opme
JIEMOHCTPAILIMOHHOTO 9K3aMEHa, yKa3aHbl B KOMILIEKTE orleHouHOM gokymentanuu (K.O.J1.):

https://esat.worldskills.ru/competencies/dac59f20-134b-4aa4-94e5-
518c488ccc9e/categories/4base47c-fcha-4ffa-9c2a-f29d8cbefb7c

https://cdn.dp.worldskills.ru/esatk-prod/public_files/8b6009f0-a646-4810-aaaa-
3eb5558bfc36-3ae682d91e17f450dbb59db4304d455d.pdf

10.4. Meroauueckue  Marepuaibl,  ONPEICISIONIME  MPOLEAyphl  OICHUBAHUS
UH/IMKAaTOPOB, XapaKTepU3YIOIIMX dTanbl (OPMUPOBAHMS KOMIIETEHLHMH, COAEpKarcs B
JOKaJIbHBIX HOpMaTuBHbIX akTax [YAIL, pernameHTUpyrOmMX MOPSJOK U IPOLEAYpPY
IPOBE/ICHUS TEKYIIEro KOHTPOJISI YCIIEBAEMOCTH U IIPOMEKYTOUHOM aTTecTaluyi 00ydaromuXcs
I'VAIL

11. Meroaudeckue yKa3aHus Uik 00YJIArOIIUXCS IO OCBOSHUIO JUCIIUILTAHBI

11.1. Meroguueckue yKazaHus ISl OOYyYaroIIMXCS 10 OCBOCHHIO JICKIIMOHHOTO
Marepuana

OcHOBHOE Ha3HA4Y€HUE JIEKIIMOHHOIO MaTepuana — JIOTUYECKH CTPOHMHOE, CHUCTEMHOE,
rIy0OKOe U SICHOE HU3JIoKeHuEe ydeOHoro matepuana. HasHaueHune COBpPEMEHHOHN JIEKIUU B
paMKax IUCHHUIUTUHBI HE B TOM, YTOOBI IOJYYHUTh BCIO MH(POPMALHIO TIO TEME, a B OCBOCHUH
dbyHIaMeHTaNbHBIX MpOOJIeM JUCHUIUIMHBI, METOJAOB HAYYHOTO T[IO3HAHUSA, HOBEHIINX
JOCTH)KCHUI Hay4yHOM MbICiH. B yueOHOM mporiecce JIEKIUsl BBIMOIHIET METOAO0IOTUUYECKYIO,
OpraHU3aIMOHHYI0 U MHGOopMaMoHHYI0 (GyHKUMU. JIeKus pacKkpbpiBaeT MOHATHIHBIN ammapat
KOHKPETHOW OO0JIacTH 3HaHUsA, €€ MpoOJeMbl, JaeT IEeNbHOE MPEACTaBICHUE O JAUCIUILTUHE,
MOKa3bIBA€T B3aUMOCBS3b C APYTUMHU AUCLUIUIMHAMM.

[InaHupyemMble pe3ynbTaThl IPU OCBOGHUHU 00YUYAIOUTMMUCS JIEKIIMOHHOTO MaTepuana;

— TIOJYyYEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX OINPEAEIAETCS LEIEBOM YCTAHOBKOM K Ka)KJJOM KOHKPETHOU TEME;

— TIOJIyY€HHE OIbITa TBOPUECKOI paboThl COBMECTHO € IpENoJaBaTeseM;

— pa3BuUTHE NOPOPECCHOHATBHO-JIENOBBIX  KayecTB, JIOOBM K MNpeaAMeTy H
CaMOCTOSITEIbHOTO TBOPYECKOI'O MBIIITIEHHUS.

— TOsBJIEHHE HEOOXOAMMOI0 HHTEpeca, HEOOXOAUMOTIO JJIsi CAMOCTOSITENIbHOM paboTHI;

— TIOJy4YyeHUE 3HAHUW O COBPEMEHHOM YpPOBHE pAa3BUTHS HAyKH U TEXHUKU U O
MIPOTHO3€ UX Pa3BUTHS HA ONMKaMIINIe TOIbL;

— HAY4YUTHhCS METOAUYECKH 00pabaThiBaTh MaTepual (BBIACISTH TJIaBHBIE MBICTU U
MOJIOKEHHUS, TPUXOAUTh K KOHKPETHBIM BBIBOJAM, TIIOBTOPSTh HMX B  Pa3IMYHBIX
bopmyarpoBKax);

— TOJIy4u€HHe TOYHOI'O IOHUMAaHHUs BCEX HEOOXOUMBIX TEPMUHOB U TIOHSATHH.

JlekMOHHBI  MaTepua’d MOXKET CONPOBOXKAATHCS JIEMOHCTpAlMEd ClIalJ0oB U
WCIIOJIb30BaHUMEM pa3laTOYHOrO0 MaTepuaja IMpH IPOBEIEHUU KOPOTKUX AHMCKycCUM 00
0COOEHHOCTSX MPUMEHEHHS OTJENIbHBIX TEMATHK 10 TUCIUIUIMHE.

CrpykTypa npefaocraBieHus JEKIIHOHHOT0 MaTepuana:

Paznen 1. Crannaptel Bopaackumic u cneuudukanus cranaapToB Bopiackuimic 1o
komnereHiuu  «KopmoparuBHast —3ammra OT  BHYTPEHHUX  yrpo3  MHGOPMallMOHHON
6e3omacHocTny». Paznensl cnenudukanun

Tema 1.1 Crneundukanus cranaapta kommereHIun «KopropaTtuBHas 3amura ot
BHYTPEHHUX YIrpo3 HH(POPMAIMOHHONW Oe30macHOCTH» (KOHKYpCHOE 3aJjaHHue, TeXHUYECKOe
omucaHue, MHPPACTPYKTYPHBIA JIUCT, CXeMa U O0OpyJOoBaHHWE pabOYMX MECT, TPEOOBAHHS K
TEXHUKE O€30MaCHOCTH, KPUTEPUHU OLIEHUBAHUS, KOJIEKC TUKH, OCHOBHBIE TEPMHHBI)

Paznen 2. TpeboBanus oxpaHbl TpyAa U TEXHUKH O€30MaCHOCTH

Tema 2.1 Kynberypa 6e3omacHoro tpyna.
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Tema 2.2 OcHoBbI Oe3omacHoro Tpyaa u dddexTuBHas opraHuzaius padbodero
MECTa B COOTBETCTBUM CO CTaHAapTamMu BoOpIACKWIC U crneuuduKanueld CTaHIapTOB
Bopiackuiic o KOMITETeHIINY.

Paznen 3. CoBpeMeHHBIE TexHOJIOTHH B TpodeccuoHanbHOW cdepe. OCHOBBI 3alTUTHI
UH(POPMAIIUU OT BHYTPEHHHUX Yrpo3 HH)OpMAIMOHHON 0€3011aCHOCTH.

Tema 3.1 OCHOBBI 3aIIUTHI KOPIIOPATUBHON HH(POPMALIUU
Tema 3.2 [lenun, 3ama4m, CUCTEMbI, METOJIBI U CPEACTBA 3AIIUTHI
Tewma 3.3 [IpaBOBBIE OCHOBBI.

KmroueBple  amroputmsl KM cucreMbl.  OCHOBHBIE — NOHATHA.  be3omacHOCTH
UH(POPMALIMOHHBIX CHCTEM. YTpo3bl HH(POPMALMOHHOW Oe3omacHOCTH. VICTOYHHMKH yTpos.
Vsa3BumocTtu. Pucku. Araku.

Tema 3.4 3ammra wHpOpMAIMM OT BHYTPEHHUX yIrpo3  HMH(GOPMAIMOHHOMN
Oe3omacHoCTH. BpusiBIeHHE yTeuek ¢ Hcrosb3oBaHueM TexHonoruu Data Leakage Prevention
(DLP). Teopus u npaxktuka npuMmenenus DLP-cucrem.

Paznen 4. OcHOBBI 1T (PPOBOIT TUTHEHBI

Tema 4.1 [udposas ruruena. Kubepyrpossl. Buabl kubepyrpo3. MaTEpHET yrpo3bl.
BHemHue (BpelOHOCHBIM NpOrpaMMHBIM KOJ, chaMm, (UIIMHT, CETEBble aTaku, B3JIOM
YCTpPOICTBa, B3JIOM AaKKayHTOB M T.1.) M BHYTPEHHHE (MHTEPHET 3aBUCHUMOCTb, HWHTEPHET
IPOKpACTUHALMSA) HMHTEpPHET Yrpo3bl. KOMMyHHKallMOHHBIE M TEXHOJIOTHUYECKHE WHTEpPHET
YTPO3BL.

Tema 4.2 [IpaBuna OGe3omacHoro moBeacHHsS B ceTH MHTepHeT. Pa3memenue u
UCIIOJIb30BAaHWE IIEPCOHAJIBHBIX M JIMYHBIX JaHHBIX. be3onacHele mnaponu. Hacrpoiikn
IIPUBATHOCTH B COLMAJIBHBIX CETAX. Pe3epBHOE KONMpOBaHUE.

Tema 4.3 [IporpaMMsI 3aIIUTH OT BPEIOHOCHOTO IIPOrpaMMHOTro Koja. IIporpammsl
poaurenbckoro KoHTpois. CpexnctBa mudpoBaHus JaHHbIX. CpeacrBa  OIOKUPOBaHMS
HEXENAaTeJIbHOIO KOHTEHTA

Paznen 5. YcranoBka, KOHGUTIYpUPOBaHHE U yCTpaHEHHE HEUCIPABHOCTEH B cHUCTEMe
KOPIOPaTUBHOM 3alUTHI OT BHYTPEHHUX yTPO3.

Tema 5.1 Yceranoeka DLP IWTM B BupTyanbHOM OKpyKeHUH. Pexxumbl port
mirroring u proxy.

Tema 5.2 Kongurypuposanue DLP IWTM

Tema 5.3 HcnpaBneHne TUITOBBIX HEUCIIPABHOCTEM.
Pa3nen 6. TexHonorum areHTCKOro MOHUTOPUHTA
Tema 6.1 Ha3naueHnne areHTCKOro MOHUTOPHMHIA. YCTaHOBKAa M  HAaCTpOMKa

areHTckoro Monuropunra. Muatepgeiic konconu DLP IWDM. PaGota B KOHCOJIIM yHpaBieHUs
areHTOM

Tema 6.2 [TonmuTUKM areHTCKOro MOHHUTOPHUHIA, OCOOEHHOCTH UX HAacTPOHKH.
Coznanue u mnpoBepka noauTuk. Co3gaHue MOJUTUK 3alllUThl Ha areHTax; @OuiabTpanus
coObITuil; Hactpolika cOBMECTHBIX COOBITHI areHTCKOro M CETeBOro MOHHMTOpUHTra; Pabora c
HOCUTEISIMU M ycTpoiicTBamu; Paborta c¢ daitnamu; Kontpons npunoxenuit; VMckmouenue u3
COOBITHI TepexBara.

Paznen 7. PazpaboTka moauTUK 0€301MacHOCTH, aHAIN3 BBISIBIEHHBIX UHIIHICHTOB

Tema 7.1 Pa3pabotka u tecrupoBanue nonutuk B cucreme DLP IWTM. PaGora ¢
pa3zieIOM TEXHOJIOTMM CUCTEMBI KOPIIOPATHBHOM 3aIUTHI: KAaTETOPUU M TEPMHUHBI, TEKCTOBBIE
00bexThl; PaboTa ¢ coObITUAMH, 3aMpOChl, OOBEKTHI MepexBaTa, UIEHTH(UKALNS KOHTAaKTOB B
coopiTun; Pabora co cBoakamu, BHWKeTaMH, cBojakamu; PabGorta c¢ mepconamm; PaGorta ¢
o0beKkTaMu 3amuThl; [IpoBecTH MMUTAIHMIO TIpoliecca YTeUKH KOH(HISHIMAaIbHON HHPOpMaLuu
B cucteme; Co3naTh HEMPOTUBOPEUMBHIE MOJUTUKH, COOTBETCTBYIOLIME HOPMATHBHOW 0a3e u
3aKOHOJATENbCTBY; 3aJl0KyMEHTHPOBATh CO3JAHHBIE IOJMTUKH HCIOJB3YyS B COOTBETCTBUU C
TpeOOBaHUSIMU COBPEMEHHBIX CTaHAapTOB B oOmacTu 3amuThl uHpopmanuu. Pabora ¢
KaTeropusiMu W TepMHHaMHM; lcnonp3oBaHue peryisipHbIX BblpaxkeHuil; lcnonb3oBaHue



Mopdooruueckoro moucka; * Padora ¢ rpadpuueckumu oobekramu; Pabora ¢ BeIrpy3kamu u 6a3
naHHBIX; PaboTa ¢ meyarsmu u Oiiankamu;, Paborta ¢ ¢aitioBeIMu TUIIAMU;

Tema 7.2 Mounutopunr Ttpaduka. I[IpoBepka NpUMEHEHHsI TOJHMTHK 4-X BHJIOB:
Tpaduk, nepconsl, Oydep oOMena, aBwkeHue (daitnos. Pabora ¢ kpayiaepom.

Pasnen 8. OOcnenoBanue (ayauT) OpraHu3alldd C LEJIbI0 3allUThl OT YIpo3
UH(POPMALIMOHHON 0€30MaCHOCTH

Tema 8.1 [Tonsatue aymura mHpopmanmoHHOW Oe3omacHOCTH. Teopusi U MpakTHKa
o0cie10BaHuUs OPTaHU3AIMH C TIENIBIO 3aIIUTHI OT YIpo3 HHPOPMAITMOHHOHN 0€301acHOCTH
Tema 8.2 3aK0HO/IaTEIBLCTBO B 00JIACTH 3aIIUTHI KOHPUACHIIMATILHOW HH(pOpMAITUH.

Buner undgopmanuu orpannueHHOro nocrymna. Ilepconansusie qanasie. Kommepueckas taitHa.

11.2. Meroauueckue yKa3aHus sl OOyYarOIIMXCS IO BBIIOJHEHUIO J1a0OpaTOPHBIX
pabor

B xozme BeImoMHEHHS J1a0OpaTOPHBIX paboT oOOyyaromuMiCs [OJDKEeH YIIyOuTh u
3aKpeNUTh 3HAHMS, NMPAKTHUECKUE HABBIKHM, OBJA/IeTh COBPEMEHHON METOAMKOW M TEXHHKOU
OKCIIEPUMEHTAa B COOTBETCTBHUH C KBATU(HUKAIMOHHONW XapaKTEPUCTHKONW OO0YyYaromerocs.
Beinonnenue nabopaTopHbIX paboT COCTOMT M3 SKCIEPUMEHTAIbHO-IIPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKOMN YacTel U KOHTPOJIBHBIX MEPOIIPUATUH.

BeinonHenue 51abopaTtopHbBIX paboT 0O0yyaromMMCs SIBISIETCS HEOThEMJIEMOH 4YacThlO
U3yYeHHsS] JUCHMIUIMHBI, OIpeNeisieMoil ydeOHBIM IUTAaHOM, W OTHOCHUTCS K CpEICTBaM,
o0ecreynBaroIUM pelIeHUe CIeIyI0IUX OCHOBHBIX 33a4 00y4aroIerocs:

— T[pHOOpeTeHHe HaBBIKOB HCCIEIOBaHMS MPOLECCOB, SBICHUH M  OOBEKTOB,
M3y4aeMbIX B paMKaxX JaHHOM JUCIUILINHBI,

— 3aKpeIuleHHe, Pa3BUTHE U JeTalu3alls TEOPETUUYECKUX 3HAHWN, MOJYyYEHHBIX Ha
JEKLUSAX;

— TOoJyueHHe HOBOW MH(OpMAINH 10 U3y4aeMON AUCIUILINHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATENbHOM  paboThl ¢ J1abOpaToOpHBIM
000pyI0BaHUEM U TPUOOPaAMHU.

3ajianue ¥ TpeboBaHUs K IPOBEICHUIO J1a00paTOPHBIX PaboT

Bapuant 3amanus mo kaxmoil jabopaTopHoit pabore oOydaroniuiics TMoiydaeT B
COOTBETCTBUU C HOMEpPOM B crucke Tpymmbl. [lepen mpoBeaeHueM J1abopaTOpHOM pPabOTHI
o0OyJaromeMycsi CIelyeT BHHUMATEIbHO O3HAKOMHUTHCS C METOJMYECKUMHU YKA3aHHMSMH I0 €€
BBITIOJTHEHHIO. B cOOTBeTCTBUY € 3aaHMeM O0YyYaroUIuiics JOKEH MOArOTOBUTH HEOOXOMMbIE
JaHHblE, TMOJYYUTh OT TMpenojaBareist JOMYCK K BBIIOJHEHUIO J1a00paTOpHOM paboThl,
BBITIOJTHUTHh YKa3aHHYIO MOCIIEOBATEeIbHOCTh ACWCTBUM, MOMY4YUTh TpeOyeMble pe3yNbTaThl,
3aIUTHUTH JJAOOPATOPHYIO paboTy y MpernoaBaTes.

Crpykrypa 1 dhopMa oTdeTa 0 1adopaTopHOii pabore
Ortuer He Tpebyercs

11.3. MeToauyueckue yKa3aHus sl OOYYArOIIUXCS 0 TIPOXO0KACHUIO CaMOCTOSATEIHHON
paboThI

B Xoze BBIOTHEHUS CaMOCTOSATENBHONU pabOThI, OOYUYaAIONIUICS BBIMIONHSAET paboTy MO
3aJJaHAI0 ¥ TIPU METOIMYECKOM PYKOBOJICTBE IMpEIoiaBaTelisi, HoO 0e3 ero HermocpeICTBEHHOTO
y4acTusl.

B mporiecce BBITTOTHEHUS CaMOCTOSITEIHLHOM paboOThI, y oOyuaromerocs: (GpopmMupyercs
1enecoo0pa3Hoe IaHUPOBaHKUE Pabodero BpeMeHHU, KOTOPOe MO3BOJISET UM Pa3BUBATh YMEHUs
N HaBBIKM B YCBOCHHH W CHCTCMATH3allUH HpI/IO6peTaeMBIX 3HaHHﬁ, oOecrieunBaeT BBICOKHHA
YpOBEHb YCIEBAEMOCTH B TMEPHOJ OOY4YEHHS, MOMOTaeT NOMYyYUTh HABBHIKA TOBBIIICHUS
poheccuoHaNIbHOTO YPOBHSL.



MeroaudeckuMH ~ MaTepUallaMH,  HANpaBISIONIMMU  CAMOCTOSITENIbHYIO — paboTy
00y4aroUUXCASBISIOTCS:
- yq€6HO-MeTO[[I/IlI€CKHﬁ MaTcepHrall Mo AUCHUILINHE.

11.4. Metoauueckre yKazaHusl [UIsl OOYyYarOMIMXCA IO MPOXOXKICHUIO TEKYILEro
KOHTPOJISl yCIIEBAEMOCTH.

Texkymuii KOHTpPOJIb YCHEBAEMOCTHM NIPEIyCMaTpUBAaET KOHTPOJb KayecTBa 3HAHUU
00y4aroluXxcsi, OCYLIECTBIIEMOTO B TEUEHUE CEMECTpa C LIEJIbI0 OLIEHMBAHMS X0Jla OCBOCHUS
TUCHUIUIMHBL. DopMma MpOBENEHUs TEKYIIEro KOHTPOJs — 3amuTa JabopaTopHbIX padoT.
Pe3ynpTaThl TEKYIIEr0 KOHTPOJISI YUUTHIBAIOTCS IIPY IPOBEIEHUH IPOMEKYTOUHON aTTeCTAllUU B
cootBercTBuU ¢ TpeboBanusimu CTO I'VAIL. CMK 3.76 «IlonoxkeHue o TEKyIieM KOHTpPOJIC
yCIIEBaEMOCTH U MPOMEKYTOYHOM aTTeCTalluK CTYACHTOB U acniupanToB I YAIL oOydaromumxcs
1o 00pa3zoBaTEebHBIM MPOrpaMMaM BBICIIETO 00pa30BaAHUY.

11.5. Meroauyeckue ykazaHus JJis 0OyYarolIuXxcs MO MPOXO0XKICHHIO TPOMEKYTOYHOM
aTTecTanuu.

HpOMe)KyTOLIHaS[ arTecTanus O6y‘{aI-OIJ_[I/IXC}I npeaycMarpuBacT OILICHHUBAHUC
HpOMG)KyTOqHI)IX 1 OKOHYATCJIbHBIX p€3yJII>TaTOB 06yquI/m 110 JUCIIHUIIJINHC. OHa BKJIFOYACT B
cebsi: dK3aMeH — (hopMa OLEHKM 3HAHHW, MOJTYYEHHBIX OOYYarOIIMMCS B TPOILECCe M3YUYCHHUS
BCcel JUCHUIIIIMHBI NJIN €€ 4aCTHU, HAaBbBIKOB CaMOCTOATEIHHON pa6OTLI, CHOCO6HOCTI/I IIPUMCHATDb
nux aJjis pCHIGHI/IH HpaKTI/I‘-IeCKI/IX 3aaa4. 3K3aMeH, KaK HpaBI/IJIO, HpOBOI{I/ITCSI B Hepnon
3K3aMeHaI_II/IOHHOI7[ CCCCHMU M 3aBCPIIACTCA aTTeCTaHHOHHOﬁ OHeHKOﬁ «OTIIMYIHO», «XOpOoIIOo»,
((yIlOBJIeTBOpI/ITeJII)HO)), <<HeYI[0BJIeTBOpI/ITeJH)HO».

9KSaMeH B Q)opMe ACMOHCTPAOMOHHOI'O 3K3aMCHa IIPpOBOAUTCA B COOTBCTCTBHU C
KOMIIJICKTOM OHCHO‘IHOfI IlOKyMeHTaIII/II/I, cozlepmameM HpI/IMepHI)Ie OILICHOYHBIC MaTepI/IaJILI,
paSMeHleHHBIM/ NpeaACTaBJICHHBLIM I10 anpecy:
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Jluct BHeceHUs U3MEHEHUH B pabouyio IporpaMMy TUCIUTUIUHBI

JlaTta BHECeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
W3MEHEHHUS

ConeprxaHne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOJIA
3aceaHusl
Kadeapsl

Iommuce
3aB.

kadempoit




