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AHHOTaLUS

Jlucummmea «3amuTa  cereil 0T HEeCaHKIHOHHPOBAHHOIO [OCTYyIa» BXOOHT B
00pa3oBaTeIbHYI0 MPOrpaMMy BBICHIEr0 00pa3oBaHMs — TNporpamMmy OakanaBpuara IO
HarpasJeHH moarotoBku/ crenuaibHocTH 11.03.02 «HPOKOMMYHUKAIMOHHBIE TEXHOJIOTHU
U CHUCTEMbI CBS3M» HampaBieHHOCTH «[IporpaMmHoO-3aIuIeHHbIe  MH()OKOMMYHHKALIHNY.
Jucnumnnuna peanusyercs kadenpoit «Ne51y.

JlucumnminHa HaneneHa Ha pOPMHUPOBAaHKE y BBITYCKHHUKA CIIEAYIOLIMX KOMITCTCHIIMN:

TIK-1 «CnocoOeH K pa3BUTHIO KOMMYTAIIMOHHBIX ITOJICHCTEM M CETEeBBIX ILIATHOPM,
ceTell meperayM TaHHBIX, TPAHCIIOPTHBIX CETEH M ceTeil pagnomocTyma, CIyTHUKOBBIX CHCTEM
CBSI3M

IIK-5 «CrnocoGeH  OCYIIECTBIATh  KOHTPOJIb — HCIIONB30BAaHWS M OLCHHBATh
IIPOU3BOIUTEILHOCTh CETEBBIX YCTPOMCTB M IIPOrPaMMHOTO OOecleueHHs Ul KOPPEeKLHU
IIPOU3BOJUTEILHOCTH CeTeBON HHAPACTPYKTYpBI HHOOKOMMYHHUKAIIMOHHON CHCTEMBDY

IIK-6 «Crocoben oOreHHBaTh MapaMeTpbl OE30MacCHOCTH M 3aIlHIIaTh MPOrpaMMHOE
oOecIleueHre U CETEBBIC YCTPOIicTBAa aJIMUHHUCTPHUPYEMOIl CETH C IIOMOIIBIO CIEIHATBHBIX
CpEJICTB yIpaBiIeHHs 6€3011aCHOCTHIO»

TIK-7  «CnocobeH  OCyIIECTBIATh  HACTPOWKY,  PEryIMpOBKY,  TECTHPOBAHUE
000py0oBaHus, OTPaOOTKY PEKHMOB pabOTHI, KOHTPOIb MPOEKTHBIX MapaMeTPOB PadOTHI
000pyIOBaHUS CBSI3H (TEJICKOMMYHHUKAIIHMN )»

ITK-8 «CrocobeH K aAMHHHCTPHPOBAHMIO CPEJCTB OOECHeUeHHs 0e301acHOCTH
YIaIeHHOTrO JOCTYIA (ONEePalMOHHBIX CHCTEM U CHEIHATH3UPOBAHHBIX IPOTOKOIOB)»

CozepxaHne JUCHUIUIMHBI OXBATHIBAET KPYr BOIPOCOB, CBSI3AaHHBIX C H3YYCHHEM
TEOPETHYECKUX M TPAKTHYECKUX OCHOB obOecneyeHus: MH(OPMAIMOHHON 0e30MacHOCTH B
MIAKETHBIX MYJIBTHCEPBUCHBIX ceTsX Ha TexHosoruu IP-QoS.

IperniogaBanne JUCHUIUIMHBL IPEAyCMATPHBACT CIEAYIOIHE (OPMBI OpraHH3aLHN
y4eOGHOTo Ipoliecca: JIeKIHH, Ja00paTopHbIe padOThl, CAMOCTOSTENIbHAS paboTa CTyAeHTa.

IIporpamMmoii JMCHUILIMHBL MPEAYCMOTPEHbBI CJIEAYIOLINE BUJIbI KOHTPOJIS: TEKYIIUi
KOHTPOJIIb yCIIEBAEMOCTH, IPOMEKYTOUHAs aTTecTalus B (hopMe 3adeTa.

OO01mmas Tpyl0EMKOCTh OCBOEHMS JIUCLUIUIMHBI COCTABISET 3 3a4eTHbIX equHuLbl, 108
9acoB.

S13bIK 0Oy4EHUsI 110 TUCLIHUILIMHE «PYCCKUH »

1. IlepedeHs IUNIAHUPYEMBIX PE3yNIbTATOB OOYYEHHUS 110 AUCLUILIHHE

1.1. Ilemu npenomaBaHus JUCIUIIAHEL

Henbto kypca "3amuTa cereil OT HECAHKIIMOHUPOBAHHOTO JIOCTYMNA" SBIISETCS U3y4YEHUE
TEOPETHYCCKUX M MHPAKTHYECKHX OCHOB oOecredeHus HH(POPMALMOHHONW Oe3omacHocTH B
MaKeTHBIX MYJIBTHCEPBUCHBIX ceTsX Ha TexHooruu [P-QoS.

1.2. JlucumruinHa  BXOAMT B COCTaB  4acTH, (OPMHUPYEMOH  y4aCTHHUKaMH
0o0pa30oBaTeIbHBIX OTHOLICHHI, 00pa30oBaTeNbHOI MPOrpaMMBbI BEICIIEr0 00pa3oBaHus (aiee —
OII BO).

1.3. IlepedeHb IUNIAaHUPYEMBIX PE3yIbTATOB O0OYUEHHUS 110 JUCIHILIMHE, COOTHECEHHBIX C
IUTaHUPYEeMbIMU pe3yibTatamu ocsoenust OIT BO.

B pesynbrate M3ydeHHs NUCHUIUIMHBI 0Oydaromuiics NOJDKEH o0JlajaTh CIELYIOIIMU
KOMIICTCHIMAMU MM MX 4acTsMu. KOMIETeHIINH U MHIMKATOPBI X JOCTH)KCHUS TPUBEJICHBI B
tabnuue 1.

Tabauna 1 — INepeyeHb KOMNOETEHIMH U HHAUKATOPOB MX JOCTHXKEHUS

Kareropus (rpymmna) Kox u HanmeHoBaHMe Kox 1 HanmeHOBaHME MHAMKATOpa
KOMIIETSHIIUH KOMIIETEHIIIH JIOCTIDKECHHSI KOMIIETCHIINH
TIK-1.3.3 3naeT 3aKOHOAATEIBCTBO
TIK-1 CnocobeH k Poccuniickoit ®eneparyu B 00;1aCTH CBS3U
Pa3BHUTHIO TIK-1.Y.1 ymeer cobupaTh u aHATU3UPOBATH
KOMMYTalIOHHBIX JTaHHEIE 0 padoTe ceTn
MIOJICUCTEM U CETEBBIX [IK-1.Y.2 ymeer ocymiecTBisTh
IIpodeccnonansusie | miarhpopm, cerei KOH(HTYPAILIHOHHOE H ITapaMeTPHIECKOe
KOMIIETEHIIUH nepeauy JaHHBIX, IUIAHUPOBAHKE CeTel Mepeauu JaHHBIX,
TPAHCIIOPTHBIX CeTeH U pa3pabaTeIBaTh PEKOMEH AN II0
cereil paguonocTyna, YIIy4IICHHIO Ka4eCTBa pabOThI CETH
CIIyTHUKOBBIX CUCTEM TIK-1.B.1 BraseeT HaBbIKAMU TJITAHUPOBAHUS
CBSI3U HOBBIX (DYHKIIHIT U BEPCHii TPOrpaMMHOT0

obecricueHusI ceTei ne-peaavin JaHHbIX

TIK-5 Cniocoben
OCYIIECTBISATH KOHTPOJIb
HCIIOJIb30BAHUS 1

OLICHUBATb

MIPOU3BOIUTEIILHOCTh

CETEBBIX YCTPOMCTB U TIK-5.Y.2 ymeeT ucnonb3oBarhb
IpodeccnonanbHpie | MPOrpaMMHOrO COBPEMEHHBIE METO/IbI KOHTPOJIS K
KOMITETCHIIMU obecrieueHust ist HCCIIEJOBAHMUS IPOU3BOAUTEIBHOCTH

KOPPEKLHU NH(OKOMMYHHKAILIMOHHBIX CHCTEM

MIPOU3BOIUTEIILHOCTH

ceTeBoit

UH(PACTPYKTYphI

NH()OKOMMYHHKAIINOHHOM

CHCTEMBI

TIK-6 Criocoben I1K-6.3.1 3HaeT apXuTeKTypy, IPOTOKOJIBI U

OLICHHUBATh TTapaMeTPhI 001IMe TPUHIUITEL (Q)YHKIIMOHUPOBAHHS

6e30IacHOCTH U anrnapaTHbIX, IPOrPAMMHBIX U IIPOIPAMMHO-

3aIIUIIATH IPOTPAMMHOE | allapaTHbIX CPEACTB aAMUHUCTPUPYEMOi
IIpodeccnonansble | obecnieueHNE H CETEBbIE ceTn

KOMITETSHIMU yCTpOWCTBa I1K-6.Y.1 ymeeT npuMeHsTh POrpaMMHEIE,
aJIMHHHCTPUPYEMOH CETH | almapaTHbIE ¥ IPOTrpaMMHO-aIapaTHbIe
C HOMOIIBIO CPE/CTBA 3aIUTHI CETEBBIX YCTPOUCTB OT
CIIEIMAIHBIX CPEJICTB HECaHKIIMOHHPOBAHHOTO JOCTYyIIa

yIpaBJIeHUs. [1K-6.Y.2 ymeeT nosib30BaThCsi HOPMATUBHO-




06e301aCHOCTBIO

TEXHUYECKOM JTOKYMEHTAIMeH B 00J1acTH
obecrneueHust HHPOPMALIMOHHON
0e30MmacHOCTH HH(POKOMMYHHKAIIMOHHBIX
cucTeM

TIK-6.B.1 BaseeT HaBbIKAMU U CPEICTBAMHU
YCTaQHOBKH U YIIPaBJICHUS
CHELUATU3UPOBAHHBIMHU TTPOTPAMMHBIMHU
CpPE/ICTBAMU 3aIUThI CETEBBIX YCTPOICTB
aIMUHUCTPHPYEMOH CETH OT
HECAHKI[MOHWPOBAHHOI'O J0CTyNa

Jlanpie 00 00ImeM 00beMe AUCLUIUIMHBI, TPYZOEMKOCTH OTACIbHBIX BHIOB y4eOHOM
paboThI 10 JUCIMIUIMHE (M pacrpeeieHne 3TON TPYIOEMKOCTH 110 CEMECTpaM) MPE/ICTaBICHbI B

Tabsiumue 2.

Tabnuua 2 — O0beM U TPYJOEMKOCTh JUCUHUILIMHBI

TpynoeMkocTb 1o

TIK-7 Criocoben

OCYILECTBIIAT
HACTPOIIKY, PEryIHPOBKY,
TECTHPOBAaHHE
obopymoBaHus
Ipodeccuonansube PyA i
0TpaboOTKy PEXKHMOB
KOMITCTCHIHH

paboThI, KOHTPOITH
MPOEKTHBIX IAPaMETPOB
paboTsl 000pyAOBaHUS
CBSI3H
(TEeICeKOMMYHHKALHI)

[1K-7.3.1 3Haer xpeiicTByIoIME OTpacieBble
HOPMATHBBI, OIPECISIOMINE TPEeOOBAHHS K
napamerpam paboTel 000pyI0BaHUS,
KaHAJIOB M TPAKTOB

TIK-8 Criocoben k
aJIMUHHCTPHPOBAHUIO
cpeAcTB obecreueHns
ITpodeccnonansuele | 6e30MacHOCTH
KOMITETEHIINT yIaJICHHOTO I0CTYIIa
(oTIepalMOHHBIX CUCTEM U
CIELHMATH3UPOBAHHBIX
IIPOTOKOJIOB)

T1K-8.3.1 3Haer obume NPHHIHMIIEL
(YHKIHOHUPOBAHUS U aPXUTEKTYPY
aInmapaTHbIX, IPOrPaMMHBIX U TIPOrPaMMHO-
aInmapaTHbIX CPEACTB aAMUHUCTPUPYEMON
CETH; IIPOTOKOJIbI KaHAJIBHOT'0, CETEBOTO,
TPAaHCIOPTHOTO ¥ IIPUKJIAJHOTO YPOBHEH
MOJIEJY B3aHMOJICHCTBHUS OTKPBITHIX CHCTEM
TIK-8.Y.1 ymeeT noaxito4aTh ¥ HaCTPAaUBATh
COBpPEMEHHBIE CPE/ICTBA 00ECIICUCHS
©€3011aCHOCTH yaJICHHOTO JOCTYyIIa
(oTIepanOHHBIX CHCTEM U
CIeLHAIM3HPOBAHHBIX IPOTOKOJIOB);
paboTaTh ¢ KOHTPOJIBLHO-U3MEPUTEIIBHBIMH
arnmapaTHBIMHU ¥ IPOrPaMMHBIMH
CpeacTBaMU

TIK-8.B.1 Biageer HaBbIKaMU YCTaHOBKH
JIOTIOJTHUTEIIBHBIX TPOrPAMMHBIX TIPOYKTOB
UL oOecrieueHust 0€30IIaCHOCTH yIaJIeHHOTO
JIOCTYIIa M MX [TapaMeTpH3aIHN

o o
HpHMe'—laHI/le: KaHIMAATCKUH SK3aME€H

Bun yue6noit paboTst Bceero ceMecTpam
Ne8
1 2 3

Oowan mpyooemKocno OUCYURIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 HuXx yacoe npakmuuecKoii n0020MmoeKu 20 20
AyoumopHnsle 3auamus, BCEro 4ac. 30 30
B TOM 4HCIIE:

nexuuu (JI), (9ac) 10 10

npaktuyeckue/cemunapckue 3anstus  (I13),

(gac)

naboparopHsle padoTsl (JIP), (dac) 20 20

KypcoBoii poekT (padota) (KII, KP), (uac)

9K3aMeH, (yac)
Camocmoamenwvnasn paboma, Bcero (4ac) 78 78
Buo npomescymounon ammecmayuu: 3auer,
mhd. 3aver, sx3amen (3awer, Hudd. 3ay, | 3auer 3auer

DK3.*%)

4. CojaeprkaHue JUCHMIUIMHbL

4.1. Pacnpe;[eneHI/Ie TPYAOEMKOCTHU AUCHUIIINHEI 110 pa3aeiiaM U BUJIaM 3aHSATUH.

Pa3z{en1>1, TEMBbI JUCHHUIUIMHBI U UX TPYAOCMKOCTb IIPUBCIACHBI B Tabsmie 3.

Tabnuua 3 — Pa3nesnbl, TeMbl AUCUMIUIMHBL, UX TPYAOEMKOCTh

2. Mecto qucuummHeL B cTpykType OI1
JluciunimHa 6a3upyeTcst Ha 3HaHUAX, paHee MPHOOPETEHHBIX CTYACHTAMH TPH M3y4CHHH

CICOAYIONINX TUCHUIIINH:

- 3aIJ_II/ITa I/IHCI)OpMaI_[I/[OHHBIX IIPOIECCOB B KOMIBIOTEPHBIX CUCTEMAX,

— OcHOBBI HH(POPMALIOHHON 6€30MaCHOCTH.

3HaHI/IH, IOJYYCHHBIE IIpU HU3YUYCHHUU MaTepualia JTaHHOM JUCHUIIIIMHBI, WMCEKT KakK
CaMOCTOATEIIbHOC  3HAYCHUEC, TaK U  HCHOOJB3YIOTCA  IIPpU BBINOJTHCHHUA BLIHyCKHOﬁ

KBaIM(UKALUOHHON pabOTHI.

3. OOBEM U TPYAOEMKOCTb JUCIUILINHBI

Pa3ﬂem=1 TEMbI JIACUHUIIIIMHbBI Hexuun 13 (C3) P ‘ KII CPC
’ (1ac) (gac) (1ac) (gac) (1ac)
Cemectp 8
Paznen 1. IlocTpoeHue moIUTUKH 2 4 20
nH(OPMALMOHHOH O€30IIaCHOCTH aKeTHOM
MYJIbTUCEPBUCHOM CETH
Paznen 2. TpeboBanus nHGOPMALMOHHOM 3 12 28
©€3011aCHOCTH TAKETHOIH MyJIbTHCEPBUCHON CeTH
Texymuii KOHTPOIb 1 10
Paznen 3. Oprann3aliOHHO-TEXHUUYECKUE MEPBI 4 4 20
10 pealu3aliy OCHOBHBIX TPEOOBAHUH 1
MIOCTPOCHHIO CHCTEMbI HH(POPMAIIMOHHON
GezonacHocTH
Hroro B cemectpe: 10 20 78
Hroro 10 0 20 0 78




IIpakTHueckas HOArOTOBKA 3aK/IIOYaeTCs B HEINOCPEICTBEHHOM  BBINOJIHEHUH
00ydJaloIUMUCS ~ ONpENENEHHBIX  TPYHOBBIX  (DyHKIMH,  CBSI3aHHBIX ¢  Oymymei
PO ecCHOHABHON JIEATEIBHOCTBIO.

4.2. CopeprkaHue pa3JenoB U TeM JICKINOHHBIX 3aHATHIA.
CozepixaHue pasziesioB U TeM JCKIHOHHBIX 3aHATHIl IPUBEICHO B TabaHIE 4.

Tabuuia 4 — COI[Cp)KaHHG pasaeioB U TEM JICKIHMOHHOI'O LMKJIa

Howmep pasnena HasBanue u cojiepskaHue pas/iesioB U TEM JIEKLIMOHHbIX 3aHATHI

1 Tema 1.1. MynbrucepBuCHBIE ceTH Ha TexHONOrmwsIX IP-QoS u ux
OCHOBHBIC (DYHKIMOHANIBHBIC 3IeMeHThI. OnpesieieHue OCHOBHBIX
MPUOPUTETOB NH(POPMALIMOHHON OE30MaCHOCTH.

Tema 1.2. Mojiesin HapyLIUTENIsl U yrpo3.

2 Tema 2.1. O06uue TpeOOBaHMs TOCTPOCHHS 3AIUIICHHOM
MAKETHOW MYJIBTUCEPBUCHOMU ceTH. TpeboBaHus K MoACHCTEME
obecrieueHust 0€30IIaCHOCTH CETEBOT0 B3aNMOACIHCTBUSL.

Tema 2.2. TpeGoBaHus K MOACHCTEME ayTCHTH(HKALIUH H
YIIPaBICHHS JOCTYIOM.

Tema 2.3. TpeGoBaHus K MOACKCTEMaM KPUITOrpadHIecKoi
3aIUTHl THOOPMALNY U AHTHBUPYCHOM 3aIlUTHL.

Tema 2.4. TpeboBaHus K nojcucreMam
Ppe3epBUPOBaHUS/BOCCTAHOBICHUS HHPOPMALIUH, KOHTPOJIS
9TAJIOHHOT'O COCTOSHMS HHMOPMALUK U paboueit cpessl,
yrpaBJieHust 6e30MacCHOCTBIO.

Tema 2.5. TpeGoBaHUS K CPEICTBAM IMOCTPOCHHS 3aIHIIICHHBIX
BupTyanbHbIX cereld (VPN).

TIporokon GopMupOBaHYS 3aMUIIEHHOTO TYHHEISI Ha
kaHansHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol).
IIporokon GpopMupOBaHNS 3AMUIEHHOTO TYHHEISI Ha
kaHaneHOM ypoBHe L2F (Layer-2 Forwarding). IIporokoxn
(hopMHUPOBaHHIS 3AIUIICHHOTO TYHHEIS Ha KaHAIBHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol). O61iee onucanune crexa
TIPOTOKOJIOB 3aIIUTHI MexceTeBoro ypoBHs [Psec (Internet
Protocol Security)..ITpoTokox o6meHa KitodeBoil nHpopManuei
IKE (Internet Key Exchange). [Ipotokon ayTeHTU(GUIMPYIOIIETO
3arosnoBka (Authentication Header, AH). ITpoToxon
HMHKAICYIUpPYoLIeH 3aumTsl conepxumoro (Encapsulating
Security Payload, ESP).

N3 nux Ne
Ne | Temsl npaktuueckux | ®opmbl npakTudeckux | TpyaoeMKOCTb, |MPAaKTHYECKOM |pasjerna
/i 3aHATUI 3aHATHI (gac) MOJITOTOBKH, | IUCIIMIT
(gac) JIMHBI
Y4ueOHBIM IIIAHOM He TIPELyCMOTPEHO
\ l
Bceero
4.4. JlaGopaTopHBbIe 3aHATUS
Tembl 1a00paTOPHBIX 3aHATUH U UX TPYJOEMKOCTb IIPUBE/ICHbI B TA0IHLE 6.
Tabmnuna 6 — JJaGopaTopHbIe 3aHATHS U UX TPYJOEMKOCTh
N3 Hux Ne
Ne HaumMenoBanue nabopaTtopHbIx padoT TpynoemKocts, | NpakTHICCKOi | passiena
/i (uac) IMOJATOTOBKHU, | JTHCIUIT
(uac) JINHBI
Cemectp 8

1 M3yueHune npoToKOJIOB ayTEeHTU(DUKALIUK 2 2 1
2 M3yueHne MeTO10B YIpaBICHUs JOCTYIIOM 2 2 1
3 Hacrpoiika n0KaabHBIX HOIUTHK 2 2 2

6eszonacHoct APM
4 | Hacrpoiika rpynnoBbIX HOJIUTHK 2 2 2

6e3omnactoctu APM
5 Hacrpoiika MoJUTHKH O€3011aCHOCTH cepBepa 2 2 2

pesnsimonHoit 6a3bl JaHHbIX MySQL
6 | AxMuHHCTpUpOBaHKUE O0€30I1aCHOCTH cepBepa 2 2 2

pensiMoHHoit 6a3bl nanHbIX MySQL
7 | HacTpoiiku n3011pOBaHHOI MPOrpaMMHOI 4 4 3

cpejibl B oniepaiiionHoi cucreme Windows
8 IIpoTtokon GpopMUpOBaHUS 3AMUIIEHHOIO 4 4 2

TYHHeJIs Ha KaHaibHOM yposHe L2F (Layer-2

Forwarding)

Bceero 20 20

3 Tema 3.1. Texumueckume pemenus mno 3ammure ot HCJ]
MEXKCETeBOr0 B3aUMOICIHCTBHS U Nepeaaun HHHOpMALHH.

Tema 3.2. Texuumueckue pemenuss no 3amure ot HCJ
KOMIIBIOTEPHBIX PECypcoB Ha YPOBHE CEpBEpOB U padoumx
craniuii JIBC u peanusanuy NOACUCTEMbI ayTeHTH(UKAIUU U
HACHTHOUKALIMI

4.3. TIlpakTuueckue (CEMUHAPCKUE) 3aHATHSA
TeMbl IPaKTHYECKHUX 3aHATUI U UX TPYLOEMKOCTb IIPUBEICHEI B TaOIUIE 5.

Tabnuna 5 — [IpakTHuecKue 3aHATUS U UX TPYJIOEMKOCTh

4.5. KypcoBoe npoeKkTHpoBaHHe/ BEIIOIHEHNE KypCOBOIT pabOoTHI

VYueOHBIM IIIAHOM He MPeLyCMOTPEHO

4.6. CamocrosiTenbHas padota o0ydaromumxcs

Bubl camocTosTebHOM pa60TBI 1 €€ TPYAOEMKOCTb IIPUBEIAECHBI B Tabmie 7.

Tabnuua 7 — Buibl caMOCTOSTENILHOM pabOThl M €€ TPYJ0eMKOCTh

Bun camocrosiTenbHON paboThI Beero, | Cemecrp 8,
qac qac
1 2 3
M3ydeHne TeopeTHUECKOro MaTepHaa
58 58
nucuuuiniel (TO)
TloaroroBka K TEKyIIeMy KOHTPOJIIO 10 10
yenesaemoctu (TKY)
IloaroToBKa K NpOMEKyTOYHOMH 10 10




arrecrarmu (I1A)

Bcero: 78 78

5. IlepedeHb y4eOHO-METOIUYECKOTO 00ECTICYEeH S
JUISL CAMOCTOSITEJIBHON paboThl 00YJArOMINXCSI IO TUCIUIUINHE (MO/YIIIO)
Y4eOHO-METOIMUECKHE MaTepHaibl Ui CAMOCTOSTENBHON paboThl 00ydYaromMXcs yKa3aHbl B
. 7-11.

6. IlepedeHb eUaTHBIX U YJIEKTPOHHBIX YUSOHBIX H3JaHHI
Tlepeuenb neyaTHbIX U JIEKTPOHHBIX YU€OHBIX W3/1aHUN NPUBEAEH B TabuLe 8.
Tabmuma 8— [lepedeHb mevaTHBIX U MIEKTPOHHBIX YIeOHBIX H3IaHUH

IepeueHp HCHOIB3YEMbIX HH(POPMAIMOHHO-CIIPABOYHBIX ~CHCTEM MPEJICTAaBICH B
tabmure 11.

Ta6nuna 11— Iepeuenp MHOOPMATMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HaunmeHnoBanue

He npexycmotpeno

9. MarepuanbHO-TeXHHUECKas 0a3a
CocraB  MarepualibHO-TEXHUYECKOW  0a3bl, HEOOXOAMMOH Ui  OCYLIECTBICHUS
00pa30BaTeILHOro MpoLecca 10 AUCLUILIMHE, IPECTaBiIeH B Tabnuuel2.

Ta6auna 12 — CocTaB MaTepHaIbHO-TEXHUIECKON 0a3bl

KonmuecTBo 5K3eMIUIIpoB B
HIugp/ ouomorexe
URL axpec bubnmorpaduueckas ccpuika (KpOME HICKTPOHHBIX

9K3EMIUIIPOB)

Ne HaumenoBanue cocraBHOi yacTu Howmep ayauropuun
n/m MaTepuanbHO-TEXHUYECKON 0a3bl (TIpy HEOOXOTUMOCTH)

004 Momrak H. H. Opranuzanus 6e30macHoro
M 87 JocTyna K nHGOPMAaLHOHHBIM pecypcam
[Texker]: yueOnoe nmocodue / H. H.
Moruak, T. M. TatapHukoBa.
npudopoctpoenus. - CI16.: M3n-Bo
I'VAIL 2014. - 121 c.

1 Donp aynuropuii I'YAII 1yt npoBeeHUs 3aHATHIA
JIEKIIMOHHOTO U CEMMHAPCKOT0 (MPAKTUYECKOr0) TUIIA,
TPYMIOBBIX U HHIUBUAYAIBHBIX KOHCYIbTALUN, TEKYIIETO
KOHTPOJIS U TIPOMEXYTOUHOH aTTecTaluu.
Crieruanu3upoBaHHas MeOesb; TEXHUUECKUE CPEICTBA 00yUYCHUs,
CITyXallie ISt IPEACTaBIeHHs yIeOHO#H HHpOpMAIK GOTBIIONH
AyIUTOPHH; MEPEHOCHOM HabOP IEMOHCTPALIHOHHOTO 000Py/I0BaHHs

http://e.lanbook.com | [Ilankrun B.®. 3anmra KOMIBOTEPHON
[view/book/1122/ urdopmanuu. IMK Ilpecc,2010. 544
cTp.

http://e.lanbook.com | ITerpenko C.A., [lerpenko A.A.
/view/book/1113/ Aynur 6e3omnacrHoctH Intranet. JIMK
Ipecc, 2010. 386 ¢ .

2 | BoruncnurensHas 1abopaTtopust

Crenpani3upoBanHas MeOellb; TCXHHYECKHE CPe/ICTBA 00ydeHHS,
CITyXallie Uit PEACTaBIeHus y4aeOHO# nHpopMaruu GOTbIION
aynuropuu; 1abopatoproe obopynosanue (II9BM - 12 mwir.,
00BEANHEHHBIX B JIOKAJTbHYIO BBIYUCIIUTEIBHYIO CETh C BHIXOJIOM B
BbIuncauTeabHyt0 ceth ['YAII u MnTepHer)

7. TlepedeHb AIIEKTPOHHBIX 00Pa30BATEIBHBIX PECYPCOB
nH(OPMALHOHHO-TEICKOMMYHUKAMOHHOH ceTn «/HTepHeT»
Iepeuenn IIIEKTPOHHBIX 00pa3oBaTeTbHBIX pecypcoB HH(OOPMATHOHHO-
TEJICKOMMYHUKAIIMOHHOW ceTn «VIHTepHeT», HEOOXOIMMBIX Ui OCBOCHUS JWCLHIUIHHBI
npuBe/ieH B Tabnuue 9.

10. OreHOYHBIE CpEACTBA IS MPOBEICHHSA MPOMEKYTOUHOMN aTTeCTaINH
10.1. CoctaB OLECHOYHBIX CPEACTBIIA IPOBEACHUA IIPOMEXYTOUYHOH —aTTecTalun
00y4aromuxcs 1o UCHUIUIMHE TIPUBEACH B Tabuune 13.
Tabmuna 13 — CocTaB OLIEHOYHBIX CPEJICTB ISl IIPOBE/ICHHS IPOMEKYTOUHOH aTTECTAINH

BI/[ZI HpOMe)KyTO‘IHOﬁ aTTeCTallnn Hepel{eHL OLCHOYHBIX CPEACTB

3auer Crucok BOpocoB

Tabmuma 9 - IlepeyeHb DIEKTPOHHBIX 00pa30BaTENBHBIX PECypcoB HH(OPMAIMOHHO-
TEJICKOMMYHHUKAIIMOHHOU ceTn «MHTepHeT»
URL agpec HanmenoBanue

https://www.pgpru.con/ | IIpoekrt "OpenPGP B Poccun"

8. IlepeueHb HHYOPMALIMOHHBIX TEXHOJIOTHI
8.1. IlepeueHb MPOrpaMMHOrO OOCCIICUEHHMS, HCIIOIB3YEeMOro IIPU  OCYIIECTBICHHU
00pa30BaTEILHOTO MPOLIECCa 10 JUCIIHILINHE.
ITepeueHb HCIONB3YEeMOTro IPOrPaMMHOr0 o0ecTeyeH st npeacTaBieH B Tadumre 10.

Tab6uuia 10— [epeyeHb MPOrpaMMHOTO 00ECTICUCHHS

10.2. B kauectBe KpHTCPHEB OLECHKH YPOBHS C(OPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETCHIIMH O0y4arolUMMHUCS MPUMEHSETCs S5-0ayuibHasi IIKana OLUEHKU ChOopMHUPOBAHHOCTH
KOMIIETEeHIINH, KOTOpast IpuBeieHa B Tabumie 14. B TeueHne cemectpa MOXKET HCIIOIb30BATHCS
100-6ayutbHast  IIKana  MOAYJIbHO-PEHTHHIOBOM  CHCTeMbl ~ YHHBEpCHTETa,  IpaBUIIa
HCIIONB30BAHUS KOTOPOH, yCTaHOBIEGHBI COOTBETCTBYIOIINM JIOKAILHBEIM HOPMATHBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurepuu oneHKH ypoBHsI cQOPMHPOBAHHOCTU KOMIIETSHIIUH

OLieHKa KOMITETEHLIN

XapakrepucTtrka chopMUPOBAHHBIX KOMITCTECHII
S-0ayuTbHas IIKaIa paKTep bop

Ne n/n HaumeHnoBanue
1 Menemxep naposneit KeePass
2 OC Windows Bepcuu He panee XP

8.2. [lepeueHn UH(POPMALMOHHO-CIIPABOYHBIX CHCTEM,UCIIOIb3YEMBIX npu
OCYIIECTBICHNH 00pa30BaTEIBHOTO TIpoIecca 110 IUCIUILTHHE

— o0yyaronuiicss rayO0OKO M BCECTOPOHHE YCBOMJI HPOrpaMMHBbIH

MaTepual;
COTIIMIHO» — YBEPCHHO, JIOTUYHO, IIOCICAOBATEIIBHO U TPAMOTHO €I0 U3J1aracT,
«GBavYTCHO» — OIMpasChb Ha 3HAHUA OCHOBHOW | HOHOHHHTCHLHOﬁ JINTEPATYPBI,

TECHO ITPUBA3BIBACT YCBOCHHBIC HAYYHBIC ITOJIOKEHUS C HpaKTH‘IeCKOﬁ
JACATCIBbHOCTBIO HAIPABJICHU S




OrieHKa KOMITCTCHITAH

5-OayuibHast IIKasia

Xapakrepucrrika cHOpPMUPOBAHHBIX KOMICTCHLMI

— yMeno 000CHOBBIBACT U APIyMCHTHUPYET BBIIBHTACMBIC UM HIICH;
— JIeNlaeT BBIBOBI M 0000IIEHNUS;
— CBOOO/THO BJIAJICET CHCTEMOM CIICIIMATU3UPOBAHHBIX TOHSITHIA.

(«XOPOILO»
«GAYTEHO»

— 00y4aromIuiicss TBEPIO YCBOMII IIPOTPAMMHBIN MaTepHal, [PAMOTHO 1
10 CYyLIECTBY W3JlaraeT ero, ONUpasch HAa 3HAaHUS OCHOBHOM
TTUTEPATYPHI;

— He JI0MyCKAeT CYLECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C IPAKTHYECKOW JIESTENLHOCTHIO
HanpaBICHHS;

— apryMEHTHPYET Hay4HBIE TOJI0KCHUS;

— JICNaeT BLIBOIBI M 0000IIECHNS,

— BJIaJIeeT CUCTEMOH ClIeUaIN3UPOBAHHBIX ITOHSTHH.

«YIOBJICTBOPUTEIIBHO
«3AYTCHO»

— 00y4aroIuiicss yCBOMII TOJBKO OCHOBHOM IMPOTPaMMHBIN Matepua,
10 CYIIECTBY M3JIaraeT €ro, ONMpasch Ha 3HAHMSA TOJIBKO OCHOBHOI
JIUTEPaTyPbI;

— JIONyCKaeT HEeCYLIECTBEHHbIC OIMOKN U HETOYHOCTH;

— HCIBITBIBACT 3aTPYAHEHUs] B IIPAKTHYECKOM MPHUMCHCHHHM 3HAHHUI
HaIpaBIICHHS;

— cnabo apryMeHTHPYeT HayYHbIe OJIOKSHUS;

— 3aTpyaHseTcs B pOpMYINPOBAHUH BHIBOJOB U 0000IICHHMI;

— YaCTUYHO BJIAJICET CHCTEMOH CHEMATH3UPOBAHHBIX HOHSATHIL.

«HEY/IOBIICTBOPUTEIIEHOY
«HE 3aYTCHO»

— oOyyarolmuiicss HE yYCBOWJ 3HAYUTEIBHOM 4YacTH IIPOrpaMMHOIO
Marepuana;

— JIONIyCKaeT ~ CYIICCTBCHHbIC  OMIMOKM M HETOYHOCTH  IpH
PAacCMOTPEHHH IPOOIEM B KOHKPETHOM HAIPABIICHUH;

— HCIBITBIBACT TPYAHOCTH B IPAKTHICCKOM IPUMCHEHHUH 3HAHHIA;

— HE MOXKET apI'yMEHTHPOBATh HAYYHbIE ITOJIOKEHHS;

— He ()OpPMYJIHPYET BBIBOIOB H 0000IICHHI.

10.3. TumnoBbie KOHTPOJIBLHBIC 3a/1aHHS MM WHBIE MAaTEPHAIIBL.
Bomnpocs! (3a1aun) as1st 5K3aMeHa IpeJICTaBIeHbI B Tabmune 15.

Tabnuua 15 — Bonpocs! (3aga4n) 1uis 9K3aMeHa

15

16

17

18

19

20

21

22

23

24

TpeboBanus K HOACHCTEME ayTEHTH()UKANH U YIIPABICHHS JOCTYIIOM T1K-8.3.1
TpeboBanus k moacucTeMe Kpunrorpadbudeckoii 3amuTel napopmarmun | [TK-8.Y.1
TpeGoBaHus K TOJCUCTEME aHTUBUPYCHOM 3aIlIUThI TIK-8.B.1
TpeboBanus K MOACKCTEME PE3EPBUPOBAHUS U BOCCTAHOBIICHUS
nadopManuu

TpeGoBaHus K MOJACKCTEME KOHTPOJIS TAJIOHHOTO COCTOSTHUS
nadopManun 1 paboueil cpens

TpeOoBaHHs K MOACHCTEME YIPABICHUS 0€3011aCHOCTBIO

TpeboBanus k cpeacTBaM MOCTPOCHNUS 3AIHUIIECHHBIX BUPTYAIbHBIX
cereit (VPN)

Texuuyeckue pemenus o 3amure ot HCJ] mexcereBoro
B3aMMOJEICTBHUS U IiepefaBaeMoil HH(opManuu

IIpoTokon GpopMupoBaHuA 3AMIUIIECHHOTO TYHHEIS Ha KaHATbHOM
yposae PPTP (Point-to-Point Tunneling Protocol),

TIpoTokon popMUpOBaHHS 3ALUIIEHHOTO TYHHEIS HA KAHAJIbHOM
ypoBre L2F (Layer-2 Forwarding)

IpoTokon GpopMupOBaHHUS 3aAIIUIIECHHOTO TYHHE HA KAHATBHOM
ypoBre L2TP (Layer-2 Tunneling Protocol)

OO1mee onucaHyue cTeKa IPOTOKOJIOB 3aIHTHl MEXKCETEBOTO YPOBHS
IPsec (Internet Protocol Security).

IIporokon obmena kmoueBoit nudopmanueit IKE (Internet Key
Exchange)

IIporokon ayrenTudummpyomero 3arozoska (Authentication Header,
AH);

TIpoTokon nHKancynupyromeit 3amutsl cogepxkumoro (Encapsulating
Security Payload, ESP).

Texuuyeckue pemenns o 3amure or HCJ] KOMIbIOTEPHBIX pecypcoB
Ha ypoBHE cepBepoB U pabounx cranmuii JIBC

TexHuueckue pereHus o peaan3aluy MOACUCTEMbI ayTeHTH()UKAINY U

UICHTH()UKAUI

Ilepeuens TeM s KypcOBOTO IPOEKTHPOBAHUS/BBINOIHEHHUS KypCOBOH padOThI

IpeJcTaBIeHsl B Tabumie 17.
Ta6auna 17 — [lepeueHs TeM isi KYpPCOBOTO MPOSKTUPOBAHUS/BBIIIOIHEHHUsI KypPCOBOiT paboThI

Ne i/t

ITpumepHBIii IepedeHb TeM JUIS KyPCOBOTO POSKTHPOBAHHS/BBITOIHEHHS
KyPCOBO# pabOThI

Y4eOHBIM IJIaHOM HE IIPEeyCMOTPEHO

Ne /it [lepeuenb BOnpocoB (3a1a4) Juis 3K3aMeHa Kox
HHINKATOpa
Y4eOHBIM IUIAHOM HE MPEAYCMOTPEHO
Bomnpocs! (3amaun) st 3adeta / mudd. 3auera npeacrapieHsl B Tabuuie 16.
Tabmuua 16 — Bonpocs! (3agaun) Juist 3auera / qud¢. 3auera

1-11\;?1 [lepeuens BompocoB (3agad4) st 3adera / mudd. 3agera nHmIflngopa

1 DYHKIMOHAIBHO-CTPYKTYPHAs OpraHu3alus MyJabTucepBucHoit cetn Ha | I1K-1.3.3

texHojioruu IntServ u DiffServ TIK-1.Y.1

2 CepBHCHI 6€3011aCHOCTH U MX Pealii3arus TK-1.Y.2

3 OnpeneneHne OCHOBHBIX TIPHOPUTETOB HH(pOpMannoHHoii 6ezomacnoctu | [TK-1.B.1

B MYJILTHCEPBUCHOII ceTH TIK-5.Y.2

4 Mopenu HapyLuTeNns B MyJIbTUCEPBUCHOM CETH T1K-6.3.1

5 3HauYMMBIE YTPO3bI B MYJIbTHCEPBUCHON CETH TIK-6.Y.1

6 O0mue TpeboBaHuUs MOCTPOCHHUS 3aLMIIEHHON MyJibTHCepBHCHOM cetn | [TK-6.Y.2

7 O6ume TpeboBaHusI K OACKCTEME OOecTieueH sl 0€30MacHOCTH TIK-6.B.1

CETEBOI'0 B3aUMOJCHCTBHS T1K-7.3.1

BOHpOCLI AT TIPOBEACHUS HpOMe)KyTO‘IHOﬁ arrecTaluu B BHUAC TECTUPOBAHUSA

npecTapieHbl B Tabuuie 18.

Tabmnuna 18 — ITpuMepHbIii epeyeHb BOIIPOCOB JUIsl TECTOB

Ne /it

Kox

TIpumepHbIii IepedYeHb BOPOCOB ISl TECTOB
puMep P P HHIUKATOpa

He npeaycmoTtpeHo

IlepeveHb TeM KOHTPOJBHBIX PAbOT MO MHCHMIUIMHE OOYYAIOMIUXCS 3a09HON (GOpMBI

o0ydeHust, IpeICTaBIeHb! B Tadmme 19.

Tabauna 19 — [lepeuyeHb KOHTPOIBHBIX PadOT

Ne i/t

IepeueHb KOHTPOJIBHBIX PAOOT

He npexgycmoTpeno




10.4. Meropuueckie  MaTepuaibl,  ONPEACIAIONIME  HPOLEAYPhl  OLCHUBAHUS
MH/MKATOPOB, XapaKTEpU3YIOI[UX 3Tarbl (OPMHPOBAHHMS KOMIICTEHIMI, CcoJepxkarcs B
JOKAaNbHBIX HOPMATHUBHBIX akTax ['YAII, permaMeHTHPYIOIIMX TOPSOOK U HPOLERypYy
MPOBEICHHS TEKYILIEro KOHTPOJIS YCIIEBAGMOCTH M MPOMEXKYTOUHOH aTTeCTallK 00y4aromuXCst
I'VAIL

11.  Meroauyeckue ykazaHus JUis 00y4aroLUMXCs 10 OCBOCHUIO JUCIIMILIMHbI

11.1. Meroxnueckue yka3aHHS Ui OOYJYalOIIMXCS II0 OCBOCHHIO JICKI[HOHHOTO
Marepuana

OcHOBHOE Ha3HA4YEHHE JICKIMOHHOTO MaTepHala — JIOTHYECKH CTPOIHOE, CHCTEMHOE,
ray0oKoe M SICHOC H3JIOKCHHE ydeOHoro marepuana. HasHadeHue COBpEMEHHOH JEKIUH B
paMKax AUCHUIUIMHBI HE B TOM, YTOOBI MONYYHTH BCIO HH(OPMAIHUIO IO TEME, a B OCBOCHUH
(yHIAMEHTANBHBIX  MPOOJNEM  AWCUUIUIMHBI, METOJOB HAy4YHOTO IIO3HAHMS, HOBEHIIHX
JIOCTIDKEHHH HaydHOH MBICTH. B ydueOHOM mpolmecce JICKIUs BBIIOIHSET METOHOIOTHYECKYIO,
OpraHU3aLMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMK. JICKIMsS pacKpbIBacT MOHATHIHHBIN amnmapar
KOHKPETHOH o0nacTH 3HaHUS, e MpoOieMsl, JaeT IelIbHOe NPEACTaBICHHE O AUCIHILIMHE,
I0Ka3bIBAaeT B3aUMOCBSI3b C APYTHMH JTUCLHILTHHAMH.

[Inanupyemble Pe3yIbTaThl IPU OCBOCHUH 00YJAIONIMMHUCS ICKIMOHHOTO MaTepuania;

— TOTydYCHHE COBPEMCHHBIX, IIEJIOCTHBIX, B3aUMOCBSI3aHHBIX 3HAHHI, YpOBEHDL
KOTOPBIX OIPEIENeTCs IEJICBOH YCTAHOBKOI K KaXKI0H KOHKPETHOHU TeMe;

— TIOJy4YeHHE OIBITAa TBOPYECKOH pabOTEI COBMECTHO C IIPEIoaBaTelieM;

— pa3BuTHE NPO(PECCHOHAIBHO-IENOBBIX  KauecTB, JIOOBH K MpeaMeTy H|
CaMOCTOSITEIEHOTO TBOPYECKOTO MBIIIUICHHS.

— TIOSIBJICHHE HEOOXOMMOro HHTepeca, HeOOXOMUMOr0 Il CAMOCTOSITEIIBHOM paboThI;

— TONTydeHHWE 3HAHUH O COBPEMEHHOM YPOBHE Pa3BUTUS HAyKH U TEXHUKH H O
IIPOTHO3E UX PAa3BUTH HA OJIIDKAMIINE TOIb;

— HAYYUTBCS METOAMYECKH oOpabaThiBaTh MaTepuai (BBIACIATH IJIABHBIE MBICIH M
MOJNOXKEHUS, MPUXOAUT, K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HX B  Pa3IHUYHBIX
(hopMyIIpoBKax);

—  IOJy4YEHHE TOYHOTO IIOHMMaHUs BCEX HEOOXOMMbIX TEPMHHOB U MOHSTHH.

JIeKIMOHHBIM ~ MaTepua’s MOXET CONPOBOXAATbCA  JEMOHCTpaLUen ciaifioB |
UCIIONB30BAHHEM pPAa3gaTOYHOrO MaTepHana IpU IPOBEICHHHM KOPOTKHX IHCKyccuil 00
0COOEHHOCTSIX IPUMEHEHHS OT/IEIbHBIX TEMATUK MO AUCIHUIUINHE.

CTpyKTypa IpeaocTaBIeHNUs TeKINOHHOIO MaTepuana:

Pazmen 1. IlocTpoeHme TNONMUTUKM HMH(POPMAIMOHHON 0E30MACHOCTH  MAKEeTHOU
MYJIBTHCEPBUCHON CETH.

Tema 1.1. MynbrucepBucasle cetu Ha TexHosorusix I[P-QoS u ux ocHOBHBIE
(yHKUMOHATBHBIE 51eMeHThl. OmpeseseHne OCHOBHBIX IPHOPUTETOB HH(OPMAIMOHHON
6e3omacHOCTH.

Tema 1.2. Moneny HapyImUTENs U yrpo3.

Paznen 2. TpeGoBaHusi MHPOPMAIMOHHOW OE30MACHOCTH TMAKETHOH MYJIBTHCEPBUCHOM
CeTH.

Tema 2.1. O6mue TpeOOBaHHS MOCTPOCHUS 3AIMUIIEHHON ITaKETHOH MyIbTHCEPBHCHOU
cetn. TpeboBauus Kk mojcucTeMe obecredeHnst 6e301acHOCTH CETEBOTO B3aUMOICHCTBHSL.

Tema 2.2. TpeGoBaHuUs K MOJCUCTEME ayTCHTH()UKALIUK U YIIPABICHHS JTOCTYIIOM.

Tema 2.3. TpeGoBanus K mojcucTeMaM KpUNTOrpauuecKoil 3aiuThl MHOOPMALUU |
AQHTHUBHPYCHOM 3aILUTHI.

Tema 2.4. TpeGoBaHus K TOACHCTEMAM PE3EPBUPOBAHNUS/BOCCTAHOBICHNS HH(OPMAIUH,
KOHTPOJIS 3TAJIOHHOTO COCTOSIHHS HH(BOPMALIHHU U pabodeii cpe/ibl, yrpaBieHus 6e30MacHOCTbIO.

Tema 2.5. TpeGoBaHMSI K CpeACTBAM IOCTPOCHHS 3AIIUINCHHBIX BHPTYAIBHBIX CeTeil
(VPN).

Pasznen 3. OpraHu3alMOHHO-TEXHUYECKHUE MEPBI 110 PeATH3allii OCHOBHBIX TpeOOBaHUI 1
MIOCTPOCHHIO CHCTEMBI HHPOPMATHOHHON 0e30M1aCHOCTH.
Tema 3.1. Texunueckue perienus 1o 3amute or HCJ mMexceTeBoro B3aumoaeicTBus u
nepenavn HHGHOPMAIHH.
Tema 3.2. Texnuueckue pemenust no zamure or HCJ] KoMIbHOTEpHBIX PEecypcoB Ha
ypoBHE cepBepoB U pabounx cranuuid JIBC u peanmuszanuu mojacucTeMsl ayTeHTH(UKALUE U
HACHTH(OUKALHH.

11.2. Meroauueckne yka3aHHS I OOYYAIONIMXCSl IO BBIIOJHEHHIO J1a00PaTOPHBIX
pador

B xonme BbmmonHeHHs J1a0OpaTOpPHBIX paboT oOydarommiics HO/DKEH YIIyOHTh H
3aKpeNnuTh 3HAHWS, MPAKTUYECKUE HABBIKM, OBJIAJIETh COBPEMEHHOW METOJMKOW M TEXHUKOU
JKCIICPHMEHTAa B COOTBETCTBHH C KBaTM(HUKAIUOHHOH XapaKTEePHCTHKOH 0oO0ydaromerocs.
BeInonHeHne 1ab0paTopHBIX pabOT COCTOMT M3 SKCIEPHMEHTAIBHO-IIPAKTHYECKOH, pacueTHO-
AHAIUTUYECKON 9acTeil N KOHTPOJILHBIX MEPOIPUATHH.

BbinonHenne 1abopaTopHbIX paboT 0O0ydYarOmMMMCS SIBISCTCS HEOTHEMIEMON YacThio
W3y4eHUs AUCHUIUIMHBL, ONpeAe/sieMOd yd4eOHBIM IUTaHOM, H OTHOCHTCA K CpEICTBaM,
00€eCIeYNBarOIINM PElIeHUE CIICYIOIMX OCHOBHBIX 3a/1a4 00y4aromerocs:

— IpUOOpeTeHHEe HAaBBIKOB MCCIICJOBAHUs IPOLECCOB, SBICHHH M OOBEKTOB,
M3y4aeMbIX B paMKaX JaHHOM JUCIUIIMHBI;

— 3aKpeIuieHHe, Pa3sBUTHE M AETAIH3AIMs TEOPETHYECKUX 3HAHUH, MONYYEHHBIX Ha
JIEKLUSX;

—  TIOJydYeHHe HOBOU MH(OpMALHH 110 H3y9aeMOil TUCIUILINHE;

— TpHOOpeTeHHe  HABBIKOB  CAMOCTOSTENBHOM  paboTel ¢ J1abOpaTOpPHBIM
0bopy0BaHNEM U TIPUOOpPAMH.

3aganue U TpeOOBaHMS K IPOBEJICHHIO Ta00PATOPHEIX PaboT

Bapuanr 3aganus no kaxaoi JsabopatopHoil pabore oOydarolmuiics Iojy4aer B
COOTBETCTBHH C HOMEPOM B CIHCKe Ipymmsl. Ilepen mpoBeneHmeM J1abopaTOpHOH paOOTHI
o0yyaromeMycs CIeAyeT BHUMATCIbHO O3HAKOMHTBCS C METOAMYECKUMH yKa3aHUSIMH II0 e
BEIIIOJIHEHHIO, a TaKKe C COJEPIKAHHEM COOTBETCTBYIONIErO JICKIHOHHOIO Kypca, IIpH
HEOOXOMMOCTH — U3YYHUTh CAMOCTOSATENBHO JOMOIHUTEIBHYIO TUTEpaTypy. B cooTBeTcTBUM C
3a7aHieM O0y4YaroIMiicsl OIDKCH MOArOTOBUTH HEOOXOJUMBIC TAaHHbBIC, BBIIOJIHHUTH 3aJaHHC
71a00paTopHOil paboThl, MOXYYHTH TpeOyeMble pe3yiabTaThl, OPOPMHUTH M 3ALIUTHTH OTYET IO
nabopatopHoii padore

Crpykrypa u opma otuera 0 1aboparopHoii paborte

Otuer o sabopartopHoii paboTe [ODKEH BKIKOYaTh B Ce0s: THUTYIBHBIA JIKCT,
(GOpMyIHPOBKY 3aJaHUs, TEOPETHYCCKUE IMOJOKEHHUs, HCIOIb3yeMbIe IPU  BBIMOJHEHHU
11abopaTopHOi paboThI, ONMMCAHKME TPOIECCa BBITIOIHEHHUS JTa00paTOPHOIl pabOThI, TOIyYCHHBIC
Pe3yabTaThl U BBIBOIBL.

TpeboBanus k ohopMIICHNIO OTYETa O Jab0paTOPHOI pabore

ITo xaxmoli mabopaTopHOH paboTe BHINOTHSAETCS OTACHBHBIN OTYeT. THTYIBHBIN JHCT
odopmisieTcss B COOTBETCTBHM C IabiioHOM (0oOpasimoMm) mHpuBeneHHbIM Ha caiite ['YAII
(Www.guap.ru) B pazzene «CeKTop HOPMAaTHBHOU JOKyMEHTAlMu». TeKCTOBbIE U rpaduyecKue
MatepHaibl 0QOPMIIIOTCST B COOTBETCTBHU ¢ JeicTBytommmu ['OCTamu u TpebGoBaHMsIMHU,
npuBeneHHbIME  Ha caidte ['YAIl (www.guap.ru) B pasaene «CeKTop HOPMAaTUBHOW
JIOKYMEHTaLUI.

MeToanyeckue yka3aHus IO IPOXOXKICHHIO JaO0PaTOPHBIX PadoT:

[004.056(075) T 33] Teopusi MHPOPMALMOHHOW OE30MACHOCTH U METOJOJOTHSI 3aIIUThI
nHGOPMALUK: METOIMYCCKHE YKa3aHHs K BBIMOIHCHHUIO JabopatopHbix pador Ne 1 - 4/ C. B.




bessarees, E. M. JIunckuii, A. JI. ®omuH. - CII6.: TOY BIIO "CII6I'YAII", 2007. - 35 ¢. Koin-
BO 9K3. B OuOI. - 88.

11.3. Meromudeckue ykasaHust Juisi 00y4aroIuXCst 0 HIPOXOXKICHUIO CaMOCTOSTEIBHON
padoTEI

B Xo/e BBIMOTHEHUST CaMOCTOSTENBHOI pabOThl, 00YYArONIIMIACS BBIIONHIET PadoTy 10
3aJIaHHAI0 W TIPH METOJMYECKOM PYKOBOJICTBE ITIPENOfiaBaTelis, HO 03 ero HermocpeiCTBEHHOTO
y4acTHsI.

Jlns oOywarommxcs Mo 3a04HOHM (opme 0OydeHHsS, caMOCTOSTENbHAas paboTa MOXKET
BKJIIOUATh B ce0s1 KOHTPOJIbHYIO padoTy.

B mporecce BBINOTHEHUSI CaMOCTOSATENBHOH paboThl, y oOydarormerocst (opMupyercs
1eeco00pa3Hoe MIaHUPOBaHKUE PabOYero BpeMEeHH, KOTOPOE MO3BOJISACT UM Pa3BUBATh yMEHUs
U HaBBIKH B YCBOGHHHM M CHCTEMAaTH3AIMU NPUOOPETAaeMbIX 3HAHMIL, 00eCIeUHBaeT BBICOKUI
YPOBEHb yCIICBACMOCTU B IEPUOA OOYHYCHHMS, IIOMOTaeT IOJYYHTh HABBIKM MOBBIIICHUS
IPOheCCHOHAIBHOTO YPOBHSI.

MeToanyecKUMH  MaTepHallaMM, — HANpaBIAIOMUMH  CaMOCTOSTEIbHYIO  paboTy
00y9aroIUXCst ABISIOTCS Y4eOHO-METOANYECKUH MaTepra 1o JUCIUILTHHE.

[TepeueHb TeM JUIS CAMOCTOATEILHOTO H3YYCHHUS:

— MynbsTucepBuCHBIE ceTu Ha TexHonorusax [P-QoS.

— TpebGoBaHMs MOCTPOCHUS 3AIUIICHHOMN TAKETHON MYJIbTHCEPBUCHOM CETH.

— TpeGoBaHus K mojacucTeMe 00ecreYeHust 0e30MaCHOCTH CETEBOTO B3aUMO/ICHCTBUSL.

— TpeOGoBaHuss K MOJICHCTEMAaM  PE3EPBUPOBAHUS/BOCCTAHOBICHHS  MH(OpMALIUH,
KOHTPOJISl 9TAJOHHOTO COCTOSIHUS HH(BOPMaIMU U pabodelt cpebl, ynpaBlieHus: 0€30MacHOCTbIO.
— TpebGoBaHus K cpeacTBaM MOCTPOCHUSI 3AIUIIECHHBIX BUPTYainbHbIX ceteid (VPN).

— Texunueckue pemenus no 3aunmre or HCJl MexceTeBOro B3anMoACHCTBYS U Tepeaadn
nH}pOpMALIUH.

— Texunueckue pemenust mo 3amute 0T HCJ/l KOMIBIOTEPHBIX PECypcoB Ha YpPOBHE
cepBepoB H pabounmx cranmmii JIBC u peanmsanmu ImOACHCTEMBI ayTeHTH()UKAMU U
UACHTH(OHUKAIMH.

11.4. Meronnueckie ykasaHus Ui OOYYarOIIMXCS MO IPOXOXKICHHIO TEKYIIEero
KOHTPOJISl yCTICBACMOCTH.

Texkymuii KOHTPOJIb YCIIEBAEMOCTH MPEAyCMATPHBACT KOHTPOJIb KadecTBa 3HAHHN
00yJaoMmuXcs, OCYIIECTBIICMOr0 B TEUCHHUE CEMECTpa C IENbI0 OLCHHBAHHUA XOAA OCBOCHHS
JUCHUILIAHEL. DopMa IPOBEACHUS] TEKYIETro KOHTPOJS — 3alHTa OTYETOB IO JIAOOPATOPHEIM
pabGoram, TectupoBanue. [IpuMepHbIl epeyeHb BOIIPOCOB Ul TECTOB cojepkutcs B m. 10.3.
Pe3ynpraThl TEKyIero KOHTPOJIS yIUTHIBAIOTCS TIPU NIPOBEICHIH IPOMEIKYTOTHOI aTTeCTallny B
cootBercTBUM ¢ TpeboBaHusmu CTO I'VAIL. CMK 3.76 «IlonoxeHue O TEKyIeM KOHTpOJe
YCIEeBAaEMOCTH H IIPOMEIKYTOUHOH aTTeCTAalUH CTYICHTOB U acmupanToB ['YAII, obydaromuxcst
110 00pa30BaTeNIbHBIM POrPaMMaM BBICILIET0 00pa30BaHUS.

11.5. Meropnueckue ykazaHUs ULl OOYJAIONIIUXCS IO IIPOXOXKICHHUIO IPOMEKYTOUHON
aTTeCTalUH.

IIpomexyrounas  arrecramuss  oOydaroUXCs — IPEAyCMaTpHBaeT  OLCHHBAHUE
MPOMEKYTOUHBIX M OKOHYATEIbHBIX PE3yNbTaTOB 0OydeHMs Mo auciuiuinae. OHa BKIIOYACT B
celsi: 3aueT — 3TO (opMa OLEHKH 3HAHMH, MOJIYYCHHBIX OOYYAIOIIUMCS B XOJ€ HM3YYCHHUS
y4eOHON TUCIUIUIMHBI B IIETIOM HJIH IIPOMEXYTOUYHAs! (II0 OKOHYAHUH CEMECTPA) OLICHKA 3HAHUH
00y4arOMmMUMCSI 110 OTACIbHBIM pa3JeaaM JUCHUILIMHBL C aTTECTAlHOHHON OLCHKOH «3auTEeHO)
I «HE 3aYTCHOY.

3ayer MpoOBOAMTCSA B YCTHOH (opme. 3auer 0oOydyaromMXCsl NMPOBOIUTCS, KaK IPaBWIO, B
TeYeHHe HeseW, ITPeIIIeCTBYIONeil Hadaly 5K3aMEHAIIMOHHOH CeccHH, MO0 Ha IIOCIeIHeM
3aHATHU B CeMeCTpe 1o aucnuruikae (Moxyimo). Ilpu sBKe Ha 3a4eT oOydaromuiics 00s3aH HMETh

mpu cebe 3adYeTHYIO KHIDKKY, KOTOPYIO OH HpembsBisieT mpenomasaremo. Ilpumem 3adera 6e3
3a4ETHOM KHMKKH HE jlonyckaeTcs. Ecau co cTropoHbl 00ydaromerocs BO BpeMs 3aueTa JIOIyLIeHbl
HapyIIeHus y4eOHO! JIUCIMIUIMHEI (CIUCHIBaHHE, HECAHKIMOHMPOBAHHOE HCIIONB30BAHHUE CPE/ICTB
MOOWJIBHOM CBSI3M, ayaMO—IUICHEpOB M APYrHX TEXHUYECKUX YCTPOMCTB), HApyLICHUs MPaBUII
BHyTpeHHero pacnopsaka ['YAIL, npeanpunaTta nomsiTka nojiora jgokymenrtos, HITP smpase
yIalIuTh OO0YyYarolerocs ¢ 3aueTa C 3aHECEHUEM B BEJOMOCTb OLEHKUM «He 3auTeHo». Ilo
pe3yjbTaTaM 3aueTa «3auTEHO» 3aHOCUTCS IPENOJABATENIEM B BEJAOMOCTb U 3aYETHYHO KHHIKKY.
OtpunarenbHas OleHKa («HE 3a4TEHO») 3aHOCUTCS TOJIBKO B BeJloMocTh. HesiBka oOyuarorierocs Ha
3a4eT OTMEYaeTCs B BEJIOMOCTH CIOBAMH «HE SBUIICSA», THO0 «H/s». JTAPEKTOp HHCTUTYTa HAa OCHOBE
BEIOMOCTH BBIICHSICT NMPUYMHY OTCYTCTBHS OOY4YaroIIErocs Ha 3a4eTe M MPHHMMACT PEIICHHE O
MOpsIKE NOCHIeAYOLIeH cllauu.



Jluct BHECeHUS H3MEHEHHUH B pabodyIo IPOrpaMMy JUCIUIIIAHEL
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