MMHUCTEPCTBO HAYKHU U BBICIIEI'O OBPA30BAHIS POCCUMCKOM
OEJEPALINN
denepanbHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUPEKACHHUE BBICIIIETO
o0OpazoBaHUs
"CAHKT-IIETEPBYPI'CKUI1 TOCYJIAPCTBEHHBI YHUBEPCUTET
ADSPOKOCMMYECKOTI'O TIPUBOPOCTPOEHUA"

Kadenpa Ne 51
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(IOJDKHOCTB, Y4. CTEIICHb, 3BaHIE)
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PABOYAS ITPOTPAMMA JUCIHAITIMHBI

«OCHOBBI HHPOPMAITMOHHOHN 0€30MaCHOCTH
(HaumeHOBaHUE JUCIMILIUHBI)

Kopa manpaBnenust mnoarotoBku/
AL Hanpb a 25.05.05
CHELUAILHOCTH
HaumeHoBaHHe HaNIpaBIICHUS DKCIUTyaTanus BO3IyIIHBIX CYJOB H OpraHU3aIlus
IMOATOTOBKH/ CIIEIMAIBHOCTH BO3IYIIHOTO JIBH)KCHUS
HaumenoBauue Opranu3zanys paioTeXHUIECKOro 00eCeYeHHS MTOJICTOB
HaMpaBJICHHOCTH BO3/YIIIHBIX CY/IOB
®dopma 00yueHus OYHas

Canxrt-Ilerepoypr — 2021




Jluct cornacoBanust pabouelt mporpaMMbl JUCIUITITHHBI

[Iporpammy cocraBui (a) 7
3aB.kad., K.T.H., JOII. /%9.05.2021 A.A. OBUNHHHKOB
(OMKHOCTB, Y4. CTEIICHB, 3BAaHHE) / (yﬁﬁn%, JaTa) (MHUTHANTBI, HaMUITHS)

[Iporpamma onoOpena Ha 3aceganuu kKageaps Ne 51

«19» mas 2021 r, npotokon Ne 10

3aeayromuii kadempoit Ne 51 /
K.T.H.,JIOII. 19.05.2021 A.A. OBYUNHHHKOB

(y4. cTeneHb, 3BaHUE) / /Qtféz[nﬂcra, aTa) (MHUIMATBL, haMUIHA)

OtBerctBeHHbIN 32 OIT BO 25.05.05(04)

pod. L T.H.,podb. 2/ A 19.05.2021 VLA BelbMHiCOB
(OMKHOCTB, Y4. CTEIICHB, 3BAaHHE) (TmoMch, farta) (MHUIHATBL, (aMIIIHs)

3amecTHTeNb JUpPEKTOpa MHCTUTYTA Ne2 1o MeTondeckoit pabote
J0I1.,K.T.H.,JIOIL. %jt_jﬁ{ 19.05.2021 O.JI. baspimesa

(OMKHOCTB, Y4. CTEIICHB, 3BAaHHE) (Toxuch, narta) (MHUIHATBI, (aMIIIHs)



AHHOTAIUA

Jucrtunnuaa «OcHOBBI HHGOPMAITMOHHONW 0€30MacHOCTH» BXOJIUT B 00pa3oBaTEIbHYIO
poOrpaMMy BEICIIETO 00pa3oBaHUs — MPOTPaMMy CICIHAIUTETA M0 HAMIPABICHUIO TIOJTOTOBKHU/
crenuainbHocTi 25.05.05 «OkcminyaTanusi BO3AYIIHBIX CYJOB W OpraHU3alys BO3AYIIHOIO
JIBUKCHUS» HampaBlieHHOCTH «OpraHuszanus pagdoTeXHUYECKOro OO0ECIeUeHHs IOJIETOB
BO3JIYIIHBIX Cy0OBY». Jlucuurummaa peanusyetcs kadeapoit «Ne51».

JlucuurmivnHa HaneleHa Ha (GOPMHUPOBAHKE Y BBITYCKHUKA CIEIYIOIINX KOMITETCHIIUNI:

VYK-1 «Cnoco0GeH oCymecTBIsATh KPUTHUECKHH aHalW3 MPOOJIEMHBIX CHUTyalluid Ha
OCHOBE CHCTEMHOT0 MTOJIX0/Ia, BEIpabaThIBaTh CTPATETHIO JCHCTBUIN

OIIK-1 «CmocoGeH HCIoab30BaTh HOPMATHUBHBIE TIPABOBBIC TOKYMEHTHI B CBOCH
po(hecCHOHATLHOM e TEILHOCTI

OIIK-5 «Cmnocoben QopMymupoBaTh U pemiath 3agayv  MpodhecCHOHATBHOMN
NeSITeIbHOCTH Ha OCHOBE MH(GOPMAIIMOHHON U Onbmuorpaduieckoil KylbTyphl ¢ IPUMEHEHHEM
MH(OPMALIMOHHO- KOMMYHHKAIIMOHHBIX TEXHOJOTHMH M C Y4eTOM OCHOBHBIX TpeOOBaHUM
UH(POPMALIMOHHOM 6€30MacCHOCTH

OIIK-12 «Crnoco0OeH K BBISBIICHUIO M aHAIM3y OMAacHOCTEM M YIpo3, BO3HUKAIONIUX B
MPOIIECCE PA3BUTHSI COBPEMEHHOTO MH(GOPMAITMOHHOTO O0IIECTBAY

OIIK-13 «CmocobeH OpraHm3oBbIBaTh M OOECIEYMBATH COOIOJIEHHE OCHOBHBIX
TpeOoBaHUN WHPOPMALMOHHOM O0€30IMacHOCTH, B TOM YHUCIIE 3alUTY OXPAaHAEMOW 3aKOHOM
TAHBI»

Copepxanrie JUCHHUILUTUHBI OXBaThIBAET KPYr BOIMPOCOB, CBSI3aHHBIX C 3alIUTON
KOMIIBIOTEPHONH HMH(OpPMALUK, CYIIECTBYIOIIMX METOJAOB M HH(POPMAIMOHHBIX TEXHOJOTUMN
3aIIUTHI U OIICHKOW UX CTOMKOCTU B MH(OPMAIIMOHHBIX CHUCTEMAaX.

[IpenogaBanue AMCHUIUIMHBI MpeAycMaTpuBaeT cienyromue ¢GopMbl OpraHU3alHuU
y4eOHOT0 Mpolecca: JEKIHH, JJA00paTopHbIe pabOThl, CAMOCTOSITEIbHAS PadOTa CTYICHTA.

[IporpaMMoil NHUCHUIUIMHBI TPETYCMOTPEHBI CIEAYIOUUE BUABI KOHTPOJIS: TEKYIIHMA
KOHTPOJIb YCTIEBAEMOCTH, IIPOMEKYTOUHAS aTTecTalus B hopMe IK3aMeHa.

OO6mrast TpyA0EMKOCTh OCBOCHHS AUCITUIUIMHBI COCTaBIIsICT 4 3a4eTHBIX €IWHUIBI, 144
qaca.

SA3bIK 00y4YEHUS 110 AUCIUIUTMHE «PYCCKHUH »



1. TlepeuyeHb MIaHUPYEMBIX PE3YIbTATOB OOYUCHHS 110 TUCIUILIUHE

1.1. Ilenu npenoaaBaHus AUCUUTUIMHBI

Llenp Kypca — HAy4WUTh CTYJCHTOB MOHMMATh CYIIHOCTh W 3Hau€HHE MH(POPMALUHU B
Pa3BUTHUM COBPEMEHHOI0 HMH(GOPMALMOHHOTO OOLIeCTBa, CO3HABaTh ONACHOCTH U YIpo3bl,
BO3HHUKAIOIIME B 3TOM IIpolecce, cOOJII0AaTh OCHOBHBIE TpeOOBaHUS HMHPOPMALMOHHON
Oe3omacHOCTH. B pe3ynbTare u3ydeHus Kypca CTYAEHTbI JOJKHBI MOIYYUTh MPEACTaBIeHUE 00
OCHOBHOM  KpPHNTOTpauyeckoM HWHCTPYMEHTApUH, HEOOXOAMMOM JUISI  HMCIIOJIb30BaHHS
3alMIIEHHBIX HHPOPMALMOHHBIX CUCTEM.

1.2. JlucuumniuHa BXOAWUT B COCTaB 0053aTEIbHOM YacTH 00pa30BaTeNbHON MPOrpaMMBbI
BhICIIeTO oOpasoBanus (nanee — OIT BO).

1.3. TlepedeHb IIaHUPYEMBIX PE3YIbTATOB OOYUECHHUS MO TUCIUILUIMHE, COOTHECEHHBIX C
MJIaHupyeMbIMU pe3ysibTaTaMu ocBoeHus OI1 BO.

B pesynbrare M3ydeHUs AUCHUILUIMHBI O0YYarOMIMICS MOJDKEH 00JIafaTh CIEAYIOIIUMU
KOMIIETCHIIMSIMYA WJIM UX 4YacTAMHU. KOMIETEeHIIMM U MHIMKATOPBI UX JTOCTH)KEHUS MPUBEICHBI B

Tabimue 1.

Ta6mmma 1 — I[lepedeHb KOMITETCHIIMI ¥ UHIUKATOPOB UX JTOCTHIKCHUS

Koo n
Kareropus (rpynma) Kon u HanMeHOBaHME MHIMKATOPA
HalMEHOBaHHE
KOMIIETEHIIH JTOCTH>KEHUS] KOMIIETEHLIUU
KOMIIETEHINH
VYK-1.3.3 31ath 11 poBIe pecypchl,
YK-1 Cniocoben WHCTPYMEHTHI U CEPBUCHI ISl PEIICHUS
OCYIIIECTBIISATh 3a7a4/mpobeM mpohecCHoHaIbHON
KPUTUYECKUH aHANIN3 | JESTEIbHOCTH
poOJIEeMHBIX VK-1.V.3 ymersb BbIpabaThIBaTh CTPATETHIO
YHuBepcanbHbIe . . N N
CUTyalluii Ha OCHOBE | JEMCTBUI 7S peleHus pooIeMHON
KOMITETEHIINH
CHUCTEMHOI'O CUTYyaluu
oaxona, VK-1.B.2 Bnaners HaBRIKAMU
BbIpabaTHIBaTh MCTOJIb30BAaHUS AITOPUTMOB U IIU(PPOBBIX

CTpaTEruIo AEUCTBUI

CPEACTB, MPEHA3HAYEHHBIX ISl aHAIU3a
nH(OPMAIIUY U TaHHBIX

O6menpodeccrnoHanbHbIE
KOMIICTCHIINHU

OIIK-1 Cnocoben
HCIIOJIb30BaTh
HOPMAaTUBHBIC
IIPaBOBbIE
JIOKYMEHTBI B CBOEH
npodecCuOHAIbHON
JeATEIbHOCTH

OIIK-1.Y.1 ymeTh aHamM3upOBaTh U
COCTABIISATH MPABOBBIC AKTHI U
OCYILLECTBIIATh PABOBYIO OLIEHKY
uH(pOpMAaINH, UCTIONB3YEeMOH B
poeCCHOHATILHOM 1eATENbHOCTH,
NpeaNpUHIMATh HEOOXOIUMBbIE MEPHI TIO
BOCCTAQHOBJICHHUIO HAaPYILIEHHBIX I1PaB
OIIK-1.V.3 ymeTs Hcnonb30BaTh IPAaBOBBIE
3HaHUS B IPAKTUUYECKON AEATENbHOCTH
OIIK-1.B.1 BnageTs HaBBIKAaMU pPa3pabOTKH
U BEJIEHUS] HOPMaTHUBHO-IIPaBOBOI
JOKYMEHTAIIH, PETYIHPYIOLICH
Ipo(eCCHOHATIBHYIO AEATEIbHOCTb

Oo6menpodeccnoHanbHbIE
KOMITCTCHITUH

OIIK-5 Cnocoben
dbopmyaupoBaTh U
pemiarth 3aaa4n
npodecCHOHATbHON
JESITEIIbHOCTH Ha
OCHOBE
UH(POPMALIMOHHON U
oubmorpaduaeckoit
KYJIBTYPBHI C

OIIK-5.3.1 3HaTh COBpEMEHHBIE TPUHIIUIIBI
MOVCKA, XpaHEeHUs, 00pabOTKH, aHATN3a U
npeAcTaBiIeHUs] HHOpMAIUU B TpeOyeMoM
dopmare

OIIK-5.B.1 BnageTs HaBLEIKAMU
obecriedeHrs THPOPMALMOHHOM
0€30MacHOCTH




MPUMEHEHHEM
UH(POPMALIMOHHO-
KOMMYHHKAI[HOHHBIX
TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX
TpeboBaHU
nH(pOpMaITMOHHOM
0e30MmacHOCTH

O6menpodeccrnoHanbHbIE
KOMIICTCHIINHU

OIIK-12 CnocobeH
BBISIBIICHHUIO H
aHaJIU3y ONACHOCTEN
1 yrpos,
BO3HUKAKIIUX B
nporiecce pa3BUTHUS
COBPEMEHHOTO
nH()OPMAITMOHHOTO
oOmiecTBa

OIIK-12.3.1 35aTh 00IIHIT KOMILIEKC
COBPEMEHHBIX MPOo0IeM HHPOPMALIMOHHOTO
oO11ecTBa, UCTOPUIO Pa3BUTHUS TEOPHUIL
MH(POPMAIIMOHHOTO 00IIECTBa, CICHUPUKY
SKOHOMUYECKHUX, KYIbTYPHBIX,
COLIMATIbHBIX, IOJIUTUYECKUX ACTIEKTOB
WH(POPMAITMOHHOTO OOIIECTBA;
CYILIECTBEHHYIO CBSI3b TEOPUIL
MH(POPMAITMOHHOTO 00IIECTBA C PEATbHBIMU
MOJINTUIECKUMH MPOIIECCAMU;
MPOTUBOPEYUS HHPOPMAITHOHHOTO
ol1ecTBa

OIIK-12.Y.1 ymeTb UCIIOJIB30BaTh
MOJIy4EeHHBIC 3HAHMSI B aHATIN3E U
MHTEpPIIpETAIMH [IPEICTABICHUI O
MOJINTUKE, TOCYAPCTBE U BIACTH,
aHaAJIM3UPOBATh U KOMMEHTHUPOBATH
npoOJIeMbl HapacTalone nHPopMaTu3auu
00111eCTBa, HAIMOHAILHOIO U TJ100aJILHOTO
MH(OPMAIIMOHHOTO MTPOCTPAHCTBA
OIIK-12.B.1 BnageTh HaBBEIKAMU
pealM3anuy MOJIy4eHHBIX 3HAHUHN TT0
MpeIMETy B HaYYHBIX UCCIIETOBAHUIIX
MOJINTUYECKUX MPOIIECCOB M OTHOIICHHH B
aHaJIM3€ U MHTEPIIPETAllUY PEICTaBICHUMA
0 TIOJIUTUKE, TOCYIaPCTBE U BIACTH,
METOJIaMH aHaJIu3a JIEKTPOHHOU
J€MOKpATHUH, 3JIEKTPOHHOTO TOCYAapCcTBa U
AIEKTPOHHOTO MPABUTEILCTBA,
AJIEKTPOHHBIX COIMAIBHBIX CeTel

O6menpodeccrnoHanbHbIE
KOMIICTCHIINHU

OIIK-13 Cnocoben
OpPTaHU30BBIBATH U
obecneynBaTh
coOI0IcHHE
OCHOBHBIX
TpeboBaHU
nH(pOpMaITMOHHOM
0e30IMacHOCTH, B TOM
YUCIIe 3aIUTY
OXpaHseMOou
3aKOHOM TaiHBI

OIIK-13.3.1 3HaTh OpraHU3alMOHHbBIC
OCHOBBI 0OecrieueHsT HHPOPMAITHOHHOM
0€30MacCHOCTH, B TOM YHUCJIE 3aLIUTHI
OXpaHSIEMOM 3aKOHOM TaHBI

OIIK-13.3.3 3HaTh OPSAAOK OPraHU3ALMU U
MPOBEJICHUS ayauTa HH(POPMAITMOHHOM
0€301aCHOCTH MPEITTPUATHUS

OIIK-13.VY.2 ymMeTb OLIECHUBAaTh PUCKHU IS
MIPUHSTHS OPraHU3aLMOHHBIX MEp B
WHTEpecax odecreueHus: THPOPMAITUOHHON
0€301aCHOCTH MPETTPUATHUS

OIIK-13.B.1 Bnanerb ocHOBaMHU
OpPraHU3aIOHHOTO PEryJIHpPOBaHUS
B3aMMOOTHOIICHUH aIMUHUCTPAIIUU 1




MepcoHalia B 00J1acTH 00CCTICUCHHS
MH(POPMAIIMOHHOI 0€301MacHOCTH
OIIK-13.B.3 BnageTh METOOUKAMU OIIEHKHU
yrpo3 HHPOPMAITMOHHOH 0€30MacHOCTH
pePUATHS

2. Mecro aucuuruinHel B cTpykType Ol

JucuumnirHa MokeT 0a3upoBaThCsl Ha 3HAHUAX, paHee MPUOOPETEHHBIX 00YJYaIOIIUMHCS
IIPY U3YYCHUH CIEAYIOUINX AUCLHUIINH:

— «JluckpeTrHass MaTeMaTHKa,

— «Teopust BEposATHOCTEN U MAT. CTATUCTUKA»

—3HaHusA, MOJYYEHHBIE NPU M3YyYEHUM MaTepHuaja JaHHOM JUCIMIUIMHBI, UMEIT Kak
CaMOCTOSITENIbHOE 3HAYEHUE, TaK W HCIOJB3YIOTCS NPU BBITOJHEHUH KBAIU(DUKALMOHHOM
paboTHI.

3. O0BeM u TPYyIOEMKOCTh TUCIUILIAHBI
Jlanubpie 00 o0meM o0beMe AMCHUIUIMHBI, TPYIOEMKOCTH OTACIbHBIX BHJIOB y4eOHOU
paboThI O AUCHUIIMHE (M paclpeAeeHue 3TON TPYJOEMKOCTH IO ceMecTpaM) IPEeACTaBICHbI B
tabnure 2.

Ta6mmia 2 — O0beM U TPYJ0EMKOCTh JUCITUTIITUHBI

TpynoeMkocTs 110
Bun yuebHoit paboTbl Bcero ceMecTpam
Ne7
1 2 3
Oowan mpyooemKkocma OuUCUUNIUHDBL, 4/ 144 4/ 144
3E/ (uac)
U3 Hux wacoe npaxmuyueckoil n0020moeKu
Ayoumopnuie 3auamus, BCETo 4yac. 51 51
B TOM YHCIIE:

nexuu (J1), (gac) 34 34

npaktudyeckue/cemunapckue 3anarus  (113),

(gac)

naboparopusie pabots (JIP), (dac) 17 17

KypcoBoii mpoekT (padota) (KII, KP), (uac)

HK3aMeH, (4Jac) 36 36
CamocmosamenvHnas paboma, Bcero (dac) 57 57
Buo npomesicymounoii ammecmayuu: 3auer,
mudd. 3auger, sx3amed (3auer, Judd. 3auq, OK3. OK3.
DK3.*%*)

s o
Ilpumeuanue:  KaHIUAATCKHI SK3aMEH

4. CoaepxaHue TUCIUTIIINHBI
4.1. Pacnpeznenenue Tpy10€MKOCTH TUCHUIUIMHEI IO pa3jenaM 1 BUAaM 3aHITHIM.
Pazgenbl, TeMBbI TUCITUTIIIUHBI K KX TPYAOEMKOCTh TPUBECHBI B TaOIUIIE 3.

Tabnuna 3 — Pa3ensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Paznensl, TeMbI AUCIUIIIHHBL Jlexunn | TI3 (C3)) - JIP KII CPC
’ (gac) (gac) (gac) (gac) (gac)
Cemectp 7
Paznen 1. OcHOBHBIE HOHATHS KpUIITOrpaduu 6 15
Paznen 2. CumMeTpuaHbIe U PHI 10 8 15




Paznen 3. Kpunrorpadust ¢ OTKPBITEIM KITFOYOM 10 5 10

Paznen 4. Kpunrorpadudeckre mpoTOKOIIBI 8 4 10
Tekyimuii KOHTPOJIb 7
HUroro B cemectpe: 34 17 57

Hroro 34 0 17 0 57

[lpakTHueckas TOATOTOBKA 3aKJIIOYAaeTCd B  HEIOCPEICTBEHHOM  BBINTOJHEHUH
O0y4yaromKUMHUCS ~ OMNpENEeNEeHHBIX  TPYNOBBIX  (YHKUMHA,  CBA3aHHBIX C  Oym;ymien
npodeccHoHaTBHON AEATETBHOCTHIO.

4.2. CopaepxkaHue pa3ieNoB U TEM JICKIIMOHHBIX 3aHITHI.
Coneprxanue pa3iesioB U TEM JICKIIMOHHBIX 3aHATHI MPUBEACHO B TaOIHIE 4.

Ta6mmia 4 — ComepxaHue pa3zesioB U TeM JEKIIMOHHOTO UK

Howmep paznena HaszBanue u conepxanue pas3iesioB U TEM JICKIIMOHHBIX 3aHATHI

1 Tema 1.1. OcHOBHBIE OlIpeEIEHUS

Onpenenenue 1neneil W MPUHIMIIOB 3alllUThl HHPOpPMAIUH;
yCTaHOBJICHHE, (DAKTOPOB, BIUSIONMIMX HA 3AIIUTYy HHPOPMAIIUH;
OCHOBHBIE OMACHOCTH M YTPO3bl B 00JacTH HH(POPMAIMOHHON
Oe3omacHocTH. Kimaccudukamuu BHUIOB, METOJOB W CPEACTB
3anuThl HHPopMmaruu. OpraHu3almoHHast 3auuTa HHOpMaIuu.
NuxeHepHO-TeXHIYECKas 3aIuTa nH(GOpPMAIIUH.
Kpunrorpadpuueckass 3ammra wuHbopmanuu. IIpencraBnenue
uHpopManuu B 1U(YPOBOM BUE.

Tewma 1.2. 3amaun nHGOpMAITMOHHONW 0€30MTaCHOCTH

3amaua obecrieueHuss KOH(PHUACHIIMATBHOCTH. OrmpenencHue
mudpa. 3amava oOecnedeHUs ayTeHTU(HKAIMW, TOHATHS 00
anekTpoHHON 1HEdpoBoit moanucu (DLII). OcHoBHBIE 3a1auu B
obnactu yIpaBICHUS KJIFOYaMHU. Kpunromnporokosr:
oOecrieyeHre UACHTU(UKAINH, pa3/ieIeHue CeKpeTa, BIpadoTKa
KJIF04Ya, IU(POBBIE JCHBTH.

2 Tewma 2.1. UcTopuueckue mmdpsl

[ToncranoBounbie mudpel U nepecranoBouHbie mUGpsl. [nudp
He3zaps, adpdunnpii mmdp, mmdp MoHOan(paBUTHOH 3aMEHBI.
[udp Buwxenepa. Humunap Ixeddepcona. [lomnandaButabie
mudpsl. POTOpHBIE MAIIMHEIL.

Tewma 2.2. binokoBsie mudpbl

[lonaTne CTOMKOCTH, MPEANONOXKEHUS 00 MCXOIHBIX YCIOBHUSX
KpUNTOAHAIU3a, COBEPUIEHHAs  CTOMKOCTh. OIHOpPa30BBIN
6moxnot. lndgp Bepnama. [IpuHUIMIIBI MOCTpOEHUS OIIOKOBBIX
mudpoB. CpoiicTBa cMemuBaHus W paccenBaHus. CocTaBHbBIC
mmdpsl, wurepatuBHble wmHUdpbl. SP-cetn, cetu Qaiicrens.
CoBpemennble cuctembl mudpoBanus: anroputmel DES, TOCT
28147-89, AES. Pexxumsl 6mokoBoro mudposanus: ECB, CBC,
CFB, OFB. Pexum cuetunka. MHOroKpaTHOE mudpoBaHue.
Tema 2.3. ITorokoBbie UG pbI

TpeboBanust K TOTOYHBIM IHpamM. MeTonbl TOCTPOCHUS
00JBIINX NEpUOJOB B MOTOYHBIX MHM(pax. Peructpel casura c
nuHenHo# o6patHoit cBsa3bio (PCJIOC). m-nocnenoBaTenbHOCTH.
Anroputm  bepnexkamna-Meccu.  IlocTpoeHne  IOTOKOBBIX




muppoB Ha ocHoBe PCJIOC. HenuueiitHoe KOMOWHHUpOBaHUWE
PCJIOC: reneparop I'edpde, mmdpsl ¢ KOHTpoIEM TaKTOB.
[TprMeHeHre TOTOYHOTO MU(POBAHMUSL.

Tema 3.1. Maremarnueckue OCHOBBI CHUCTEM C OTKPBITBIM
KIJIFOUOM

MonynbHast apupmMeTrka. AIroput™M EBKiIKIa U €ro CloKHOCTb.
Pacummpennsiii  anroput™ EBkiuga. OCHOBHBIE TEOPEMBI O
Bbiuerax. @Dynkuus Oinepa. Teopembl DOiinepa, Depma.
®dakropuzamms. JlorapupmupoBaHue B KOHEYHBIX  IOJIAX.
O1eHKH CIIO)KHOCTH “TPyIHBIX TPOOJIeM, Ha KOTOPBIX CTPOSITCS
CHUCTEMBI C OTKPBITBIM KJIIFOUOM. BbICTpO€ BO3BEEHNE B CTEIIECHbD.
Tema 3.2. OCHOBHBIE AITOPUTMBI C OTKPBITHIM KIHOYOM

Cucrema Mepxn-Xemimana. Cxema RSA. Artaku Ha RSA.
Cxema wmmdpoBanus Onb-l'amans. Cucrema Mak-Dmuca.
Kpunrorpadpuueckue xom-pynkuuu. Ilorstue o mudpoBoi
noamucu. ITogmuce RSA. IMoamucs Dnp-1"amang. [Tognuce DSA.
OIITT'OCT P 34.10-94 u 'OCT P 34.10-01.

Tema 4.1. OCHOBHBIE IPOTOKOJIBI C OTKPBITHIM KIHOYOM
Bripabotka kimoua. Ilporokon uddu-Xennmana. 'uGpugabie
cucteMsl muppoBanus: nudpoBoil koHBepT. JoKa3aTeabCTBO ¢
HyJeBbIM pasrnamenueM. Cxema wuaeHtuduxanuun duara-
Hlamupa. Cxema  wuneHtuduxaumm  ['mmny-Ksuckyotepa.
NudpactpykTypa OTKpHITHIX Kitoueld. CepTUhHUKAThl OTKPBITHIX
KIIFOUEH.

Tema 4.2. CnernuanbHble MPOTOKOIbI

Crnenas noanuck. [IpoToKombl pa3ieneHns ceKpera U BpyUYCHHUs
out. IIpotokonbl 1MEGPOBBIX JEHET ©  DJIEKTPOHHOTO
roJI0COBaHUs. 3allMIIEHHBIE PACTPEACICHHbIC BHIYHCICHUSI.

4.3. TlpakTtuueckue (CeMHUHAPCKUE) 3aHATHS
TeMmbl MpakTHYECKUX 3aHATHHA U UX TPYJOEMKOCTb IPUBECHBI B TAOIUIIE 5.

Ta6mmia 5 — [IpakTudeckue 3aHsITHS U UX TPYT0EMKOCTh

No
/o

TeMbl MPaKTUYECKUX
3aHSITUN

N3 Hux Ne
DopMBbI MPAKTUYECKUX | TpydoeMKOCTh, |MPaKTUYECKOH |pa3aena
3aHATUN (gac) MOATOTOBKH, |AUCIUI

(dac) JIMHBI

Y4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.4. JlaGopaTopHbIe 3aHATHUS
TeMbl 1a00paTOPHBIX 3aHIATHI M UX TPYJOEMKOCTh IPUBEICHBI B TAOIHUIIE 6.

Tabnuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJIOEMKOCTb

N3 Hux Ne
Ne HaunmenoBanme nabopatopHbix paboT TpyAOGMKOCTS, | MPAKTHUCCKOH | passieina
/o (gac) MOJATOTOBKH, | JHCIIHAI
(gac) JIUHBI
Cemectp 7
1 | Peanusaius HCTOPHYECKOTO | 2 | 2 | 2




(TO/ICTAaHOBOYHOT'O HJIH TTEPECTAHOBOYHOTO)
mudpa
2 | Kpunroananmu3 uctopudueckoro mudpa 2 2 2
3 | Peanu3zamusi cCHMMETPUYHOTO GJIOKOBOTO 4 4 2
mudpa
4 | Peanuzanusi CUCTEMBI C OTKPBITHIM KJIIIOUOM 3 3 3
5 | Peamm3zamusa D111 2 2 3
6 | Peanmu3zarus kpuntorpauueckoro mpoToxkosia 4 4 4
Bcero 17 17

4.5. KypcoBoe mpoeKTHpOoBaHHEe/ BHIIOTHEHUE KyPCOBOU PabOTHI
Y4eOHBIM IJIAHOM HE IPEAYCMOTPEHO

4.6. CamocrosrenbHas padoTa 00y4aronmxcs
Bupl camocTosiTenbHON paboThI M €€ TPYI0EMKOCTh MPUBEICHBI B TaOIHIIE 7.

Tabnuna 7 — Bunbl caMocToaTeIpHOM paboThl U €€ TPYJ0EMKOCTh

. Bcero, | Cemectp 7,
Buna camocrositensHOM paboTh
qac qac
1 2 3
N3ydenne TeopeTHIecKoro Marepuana
50 50
nucturuHbl (TO)
[ToaroroBka K TeKyIieMy KOHTPOIIO 7 5
ycneBaemoctu (TKY)
Bcero: 57 57

5. IlepedyeHn yueOHO-METOUIECKOTO 00ECTICUCHUS
JUISL CAMOCTOSITENIbHON PabOoThl 00yUYaroMUXCsl [0 TUCHMILIHHE (MOJYIIIO)
VY4ebH0-MeTOIMUECKHEe MaTepHalbl JUII CaMOCTOSTEIbHOM paboThl 00yJaromMXCsl yKa3aHbI B
. 7-11.

6. IlepeueHb MEYaTHBIX U ANEKTPOHHBIX YUEOHBIX W3JAHUN
IlepedyeHb neyaTHBIX U SJIEKTPOHHBIX Y4EOHBIX M3/1aHUI TpUBEIEH B TaOIuIIE 8.
Tabnuua 8— [lepeyeHb Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX U3AaHUN

KomuecTBo 3Kk3eMILIsipoB B
Ulliliﬂgﬁ)/ cc bubnmorpaduueckas ccpika (Kpogzg?;gﬁimbm
SK3EMILIIPOB)

004 Mormak H. H. Opranuzanus 40
M 87 0€30I1acHOr0 JIOCTYyTIa K

nHpopManmoHHbIM pecypcam [Tekcr]:

yuebHoe mocobue / H. H. Momak, T. M.

TarapuukoBa. npubdopoctpoenus. - CII6.:

W3n- Bo 'YAIL 2014. - 121 c.
X404.3 Nudopmarnmonnas  0e30macHOCTh U 25
M 48 3amuTa nH(popManuu: yaebHOE

nmocodue/ B. II. Menpnukos, C. A.

KneitmenoB, A. M. Ilerpakos; pen. C. A




KneiimenoB. - 5-e wu3a., crep. - M.:
Axamemus, 2011. - 331 c.

http://znanium.com/ | Kommproteprass maremaTuka: YueOHOE
catalog.php?bookin | mocooue /K.B.TutoB - M.: UL PUOP,

fo=523231 HUI] UHOPA-M, 2016. - 261 c.

http://znanium.com/ | TeopeTHKO-YUCIICHHBIE METO/TBI B
catalog.php?bookin | kpuntorpadhun: Yueb. mocooue / JI. B.
f0=441493 Knay6, E. A. HoBukos, 0. A. Illuros. -

Kpacnosipck : Cubupckuii ¢enepaabHbIit
yHuBepcureT, 2011. — 160 c.

7. IlepeueHb 3IEKTPOHHBIX 00Pa30BaTENbHBIX PECYPCOB
MH(POPMALIMOHHO-TEIEKOMMYHHUKAIMOHHOH cetn «HTepHeT»
Ilepeuenn AJIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB UH(POPMALIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTn «lHTepHeT», HEOOXOOUMBIX JUIsI OCBOCHUS JUCLMILIMHBI
npuBezieH B Tabnuue 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATENBHBIX PECypcoB HHOOPMAIMOHHO-
TEJICKOMMYHUKAIMOHHOU ceTh «HTepHET»
URL anpec Haumenosanue

https://www.pgpru.com/ | IIpoekt "OpenPGP B Poccun"

8. IlepeueHb MH(OPMAITOHHBIX TEXHOJIOTUI
8.1. IlepeueHp mpOrpaMMHOTO OOECIIEUEHHUS, HCIOIB3YEMOTO IPHU OCYIIECTBICHUHI
00pa3oBaTeNLHOTO MpoIiecca MO AUCIUIIINHE.
[TepedyeHs UCIOIB3yeMOT0 MPOrPaMMHOTO OOecTiedeHus TIpeacTaBieH B Tabautie 10.

Tabmuua 10— IlepedyeHs nporpaMMHOT0 00eCTIeYeHHS

Ne n/mt HaumenoBanue
1 Windows
2 Office Professional Plus 2013
8.2. Ilepeuenp MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBIX pu

OCYIIIECTBIICHUU 00Pa30BaTEILHOrO MPOoIlecca MO JUCITUILTHHE
[lepeyeHb HCMONB3YeMBbIX HH(POPMALMOHHO-CIIPABOYHBIX CHUCTEM TNPEACTABICH B
Tabymue 11.

Tabmuua 11— Ilepeyens HHPOPMALMOHHO-CITPABOYHBIX CUCTEM

Ne /i1 HaumenoBanue

http://libgost.ru/ bubmuorexka 'OCToB 1 HOPMATUBHBIX TOKYMEHTOB

9. MarepuanbHO-TeXHUUYECKast 0aza
CoctaB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOTUMON Il  OCYILECTBIICHUS
00pa3oBaTeNLHOTO MpoIiecca M0 AUCIUILINHE, IPeACTaBIcH B Tabumel?2.

Tabnuna 12 — CoctaB MaTepralibHO-TEXHIUYECKOH 0a3bl

Ne HanmenoBanue cocTaBHOM 4acTu Howmep aynuropun
/T MaTepUaTbHO-TEXHUYECKON Oa3bl (ipu HEOOXOTUMOCTH)

1 ®onp aynutopuii 'Y AIl ayist mpoBeaeHust 3aHsITUI
JIEKLOHHOTO U CEMUHAPCKOT0 (MPAaKTUYECKOr0) TUIIA,
IPYNIIOBBIX ¥ UHAUBUAYAIBHBIX KOHCYJIbTALUN, TEKYILETO



http://znanium.com/%0bcatalog.php?bookin%0bfo=523231
http://znanium.com/%0bcatalog.php?bookin%0bfo=523231
http://znanium.com/%0bcatalog.php?bookin%0bfo=523231
http://znanium.com/%0bcatalog.php?bookin%0bfo=441493
http://znanium.com/%0bcatalog.php?bookin%0bfo=441493
http://znanium.com/%0bcatalog.php?bookin%0bfo=441493
http://libgost.ru/

KOHTPOJISI U IPOMEKYTOUHOI aTTecTaluu.

2 | BeruucnutensHas 1abopaTopus

10. OueHouHble cpeAcTBa sl IPOBEICHUS TPOMEKYTOUHOM aTTECTAUI
10.1. CocTtaB OLIEHOYHBIX CPEACTBIUISL IPOBEIEHUS MPOMEXKYTOUHOM aTTECTALUU
00ydJaronuxcs Mo IMCIUILIMHE TTpUBE/IeH B Tabnwuie 13.
Tabmuua 13 — CocTaB OIEHOYHBIX CPEACTB Il IPOBEICHHS IPOMEKYTOYHOH aTTeCTalluu

Bug npomexxyTouHOM arTectanuu IlepeueHb OIIEHOYHBIX CPEICTB
DK3aMeH Cnmcok BOIpoCoB K 3K3aMEHY;
DK3aMeHAaIMOHHbIE OUJICTHI;
3amaumu;
TecTsl.

10.2. B kadecTBe KpHUTEPHUEB OLECHKH YypPOBHA CHOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIINH 00Yy4JaloUMMHCA NPUMEHSAETCsl 5-0ajuibHas MIKajla OLEHKH C(HOPMUPOBAHHOCTH
KOMITETCHIINH, KOTOpas MpuBeeHa B Tabiuie 14. B TedeHne ceMecTpa MOXKET MCIOJIb30BATHCS
100-6annpHas  mKanma — MOAYJIBbHO-PEHMTHHTOBOM  CHCTEMBl ~ YHHBEpPCHUTETa,  IpaBUIIA
UCIIOJIb30BAaHUsI KOTOPOM, YCTAHOBJIEHBI COOTBETCTBYIOUIUM JIOKAQIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Ta6mmma 14 —Kpurepun ornieHkn ypoBHs chOPMUPOBAHHOCTH KOMITETCHITUMA

OreHKa KOMITETEHITUH

XapakTeprcTUKa c(hOPMUPOBAHHBIX KOMIIETEHLUIA
S-0auibHAas IIKajIa PAKTEp (op

— oOyyJaronuiicss TIyOOKO W BCECTOPOHHE YCBOWJI MPOTPaMMHBII
MaTepHa;

— YBEpPEHHO, JIOTHYHO, ITOCIIEI0BATEILHO U TPAMOTHO €T0 M3JIaraer;

— ONMUpasiCh Ha 3HAHWS OCHOBHOM W JIOTIOMHHUTEIHHOW JIUTEPATYPHI,
TECHO MPHBS3BIBACT YCBOCHHBIC HAYYHBIE MOJIOKEHHSI C TPAKTUYCCKOMN
NeSITeIIbHOCTHIO HAITPABIICHHS,

— yMeJ0 000CHOBBIBAET U apTYMEHTHUPYET BBIIBUTACMBIC UM HJICH;

— JIeJIaeT BBIBOJIBI U 0000IIECHMS;

— cBOOOIHO BJIAJZICET CHCTEMOH CTICIMAITM3HPOBAHHBIX MOHSITHHA.

«OTIIMYHO»
(Ga4uTCHO»

— o0yyJaronuics TBEpI0 YCBOMII MMPOTPAMMHBINA MaTepuai, TPaMOTHO U
M0 CYIIECTBY W3JaraeT €ro, OINUpasCh Ha 3HAHWS OCHOBHOM
JIIATEPATYPEL,

— HC I[OHYCKaeT CYH_IGCTBGHHBIX HGTO‘-IHOCTGI\/'I;

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYECKOW JIESITEIBHOCTHIO
HaIlpaBJICHUS,

— apryMeHTHPYET Hay4YHBIE I10JIOKECHUS,

— JIeJIaeT BBIBOALI U 00OOIICHHS;

— BJIAJICET CUCTEMOM CIEIMATU3UPOBAHHBIX MOHSITUH.

<«XOPOLLIOY
«BAYTEHO»

— oOyyJaronuics yCBOWJI TOJIbBKO OCHOBHOW IPOTPaMMHBIA MaTepua,
o CymecCTBY H3JIaraCt €ro, OIupasdChb Ha 3HAHHUA TOJIBKO OCHOBHOU
JIIATEPATYPEL,

— JIOMYCKaeT HeCYIIECTBEHHbIE OIIMOKN M HETOYHOCTH;

— UCTIBITHIBACT 3aTPYJHEHUS B MPAKTUYECKOM MNPUMEHEHUU 3HaHUUN
HaITpaBJICHUA,

— cnabo apryMeHTUPYeT Hay4YHbIE MTOJIOKEHUS;

— 3aTpynHsieTcs B GOPMYJIUPOBAHUHU BBHIBOJOB M 00OOIICHUH;

— YaCTUYHO BJaJIeeT CUCTEMOM CelMaTU3UPOBAHHbBIX MOHSITHI.

«yZIOBJIETBOPUTEITHHOY
«GAuTEHO

— o0yyJaromuiics He YCBOWJI 3HAYUTEIBHOM 4YacTH IPOrPaMMHOIO
MaTepuaa;

— JIONYCKaeT  CYLIECTBEHHblE  OMMOKM W  HETOYHOCTU  IIpHU
paccMOTpEeHHUH MPOOJIEM B KOHKPETHOM HalpaBJICHUY;

— UCIBITHIBACT TPYAHOCTU B IPAKTUYECKOM IIPUMEHECHUH 3HAHUN;

«HEYIOBJIETBOPUTEIIHLHO
«HE 3aUTCHO»




OI1reHKa KOMIIETEHITNNA

5-0aiuIbHAs IKaIa

XapaxrepucTuka chpopMUpOBAHHBIX KOMIIETEHIIUIHA

— HE MOXET apryMEHTUPOBATH HAYYHBIC IIOJIOKEHUS,
— He (OpMyYTUpPYET BEIBOJOB M 0000IIECHHUH.

10.3. TunoBsle KOHTPOJIbHBIE 3aJaHHSI NI UHBIE MaTEPUAIIbI.
Bomnpocs! (3agaun) 11 sK3aMeHa rpecTaBieHsl B Tadnuue 15.

Tabmuia 15 — Borpocs! (3amaun) 115 9K3aMeHa

Kon

No mi/mm [Tepedens BOpoCcoB (3a1a4) JUTsl IK3aMeHa HHKATOPA
1 3amaua obecreyeHus: CeKpEeTHOCTH. YK-1.3.3
2 [udpst noacranoBok. [Ipumepsi. VK-1.V.3
3 [udpsr nepecranoBok. [Ipumepsi. VK-1.B.2
4 Crotikocth mudpoB. Moens aTakyromero. Y poBHU aTaku OIIK-1.V.1
5 Cummerpuunsie mudpsl. CBOWCTBA, TPUHIUIIBI TTOCTPOCHUSI. OIIK-1.V.3
6 UrepatuBneie 6510k0BbIe G PHL. Cetn Daiicrens. [Tpumepst. | OIIK-1.B.1
7 Mugp DES. OIIK-5.3.1
8 Mudp FEAL OIIK-5.B.1
9 Mugp F'OCT 28147-89. OIlK-12.3.1
10 Mudp AES OIIK-12.V.1
11 Pesxxumbl 6:10K0BOTO NG POBAHUSL. OIIK-12.B.1
12 Acummerpuunblie mudpel. CBolicTBa, mpuHIUIb! moctpoeHus. | OIMK-13.3.1
13 Cucrema RSA. OIIK-13.3.3
14 Cucrema Mepkiu-XenimaHa OIIK-13.Y.2
15 Cucrema Dnb-I"amans OIIK-13.B.1
16 3amaua obecnieuenus ayrentudukanun. [L{ludposas moamuce. OIIK-13.B.3
17 [Toanuce RSA.
18 IToamuce Dab-I"amais.
19 Kpunrorpaduueckue x3m-QpyHkuuu. CBOHCTBa, IPUMEHEHHE
20 Pacnipenenenne cummerpuunbix kmodei. [Ipotokon Juddu-

XemMana.
21 Pacnipenenenune cummerpuuHbIx Kitoueid. [{udposoit kKoHBEPT.
22 Pacnpenenenue oTKphITHIX Kimtoueil. CepTuduKaThl OTKPBITHIX
KJIFOUen
Bompocsr (3amaun) nis 3avera / qudd. 3auera npeacTaBieHsl B Tadnuie 16.
Tabnuna 16 — Bonpocs! (3agaun) nns 3adera / audd. 3adyera
Kon
Ne i/t [Tepeuens BonpocoB (3a1av) mist 3adeta / nudd. 3auera HHKaTOpa
Y4eOHbIM MJIaHOM HE MPEAYCMOTPEHO

[lepeuenr TeM [ KypCOBOTO MPOEKTUPOBAHUS/BBIIIOIHEHUSI KYpCOBOM paboThI
MpeICTaBICHEI B Ta0nwmie 17.
Ta6mmma 17 — [lepedyens TeM i KypCOBOTO MPOSKTUPOBAHMSI/BBITIOJIHEHHSI KYPCOBOM paOOTHI

Ne i/t

KYpCOBO# pabOThI

[TpumMepHBIii TepeueHb TeM ISl KypCOBOTO MTPOEKTUPOBAHUS/BBIMIOIHEHUS

Y4eOHbIM MJIaHOM HE IPEyCMOTPEHO




Bonpocel s nmpoBeneHus NPOMEXKYTOYHOM aTTECTAllMM B BHJIE TECTUPOBAHMUS
MpeICTaBJICHBI B Tabsmie 18.
Ta6mmma 18 — [IpumepHsIii mepedeHb BONPOCOB ISl TECTOB
y Koz
Ne n/mt IIpuMepHBIii IEpeYeHb BOIIPOCOB ISl TECTOB
WHJUKaTOpa
1 Crangaprom mmdposanust Poccun siBisiercst: VK-1.3.3
3 rD(];:(sz 28147-89 YK-1.V.3
o). AES VK-1.B.2
d.  TOCT P 34.10-2012 OIIK-1.Y.1
e). I'OCT P 34.12-2015 OIIK-1.Y.3
2 [Iporoxon duddu-Xenamana UCIIONb3YETCS IJIS: OIIK-1.B.1
a). U GPOBOH TIOITUCH OIIK-5.3.1
O mwpadonroomero eexpera OIIK-5B.1
d). paszeneHus cekpera OIIK-12.3.1
e). UICHTH(PUKALUY OIIK-12.V.1
3 [udposas nognucey Dnb-I'amans ocHOBaHa Ha TPYIHOPA3PEIIMMOCTH 33/1a4H: OIIK-12.B.1
a). JMCKPETHOTO Jorapudpma OIIK-13.3.1
e OMic-133.
d). BO3BEJIEHUS B CTEIEHD OIIK-13.Y.2
e). JIeKOJMPOBaHMS JINHSIHOTO KoJla OINK-13.B.1
4 CranpaproM nudpoBoii moanucu B Poccuy B HACTOAIIMI MOMEHT SBIISETCS: OIIK-13.B.3
a). DSA
b). RSA
c). I'OCT 28147-89
d). I'OCT P 34.10-2012
e). I'OCT P 34.10-94
5 [Mpu wudpoBaHUK B ACHMMETPUYIHOMN CHCTEME st AcIUdpoBaHus TpedyeTcs:
a). CBoI1 CeKpeTHBIN K04
b). CBOIi OTKPBITHIN KIIIOY
c). OTKpBITHII KIIFOY aBTOPA COOOILEHNUS
d). CekpeTHBIH K104 aBTOpa COOOLICHUS
e). OO0y CeKPETHBIN KITIOY
6 B tpethem paynne AES-koHKypca mobenutenaeM oObsBiIeH Hdp:
a). Twofish
b). Blowfish
c). DES
d). Rijndael
e). Mars
7 JL71st MCTONB30BaHMs KAKUX CHCTEM HEOOXOANUM CepTU(UKAT OTKPBITOTO KITFoYa:
a). I'OCT 28147-89
b). I'OCT P 34.10-2012
c). AES
d). DES
e). I'OCT P 34.11-2012
8 Cranpapt uudpooii moanucu Poccnu OCHOBaH Ha TPYAHOPA3PEIIUMOCTH 3aJa4H:
a). JIUCKPETHOTO Jioraprpma
b). YIaKOBKH PIOK3aKa
c). Pa3II0KEHUsI HA MHOXHTEIH
d). BO3BEJICHUS B CTEIEHD
e). JHCKPETHOTO Jiorapu(mMa B IpyIIie TOYEK UIMITHISCKOH KPUBOH
9 Cetp DalicTens UCTIONB3YETCS IS TIOCTpOoeHus mmdpa:
a). AES
b). RSA
c). Onb-I"amans
d). I'OCT 28147-89
e). Mepxnn-Xenamasa
10 J11st npOBepKY NOAMHHOCTH CepTH(HUKATA OTKPBITOTO KIIF0Ya TpeOyeTcs 3HATh:




a). CBoI1 ceKpeTHBIN K04

b). CeKpeTHBIH KITI0Y IIEHTpa CepTUUKATH

c). OTKpPBITHIH KJIIOY TIEHTPa CepTUHUKAITIH

d). CBOM OTKPBITBHIN KITIOY

e). IIpoBepka MOATMHHOCTH HE TpeOYyeT 3HAHUS KITI0UeH

[TepeyeHr TeM KOHTPOJBHBIX PAOOT MO AUCIUIUIMHE OOYYaIOIIMXCS 3a0YHON (OpPMBI
oOydeHus1, IpeCTaBIeHbI B Ta0uie 19.

Ta6muma 19 — [lepeyeHb KOHTPOIBHBIX PadbOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. Metomuueckue MaTepHabl, ONPEACIISIIONINE MPOLETYPhI OLlCHUBAaHUA
UH/IMKATOPOB, XapaKTEpU3YIOIIUX dSTambl (HOpPMUPOBAHHUS KOMIIETCHLMH, COIepKarcs B
JOKAJIbHBIX HOpMaTuUBHBIX akTtax [YAIIL, pernaMeHTUpyIOIMX MOPANOK U TPOUEAYPY
IPOBEICHUS TEKYILEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUHON aTTeCTallMi 00yJaroIuXcs
['VAIL

11. Metonuueckne yka3zaHus sl OOyYarOIIMXCS 0 OCBOCHHIO JUCITATITUHBI

11.1. Meronuyeckue yKa3zaHUs Uil OOYYalOMIMXCS IO OCBOCHHUIO JICKIIMOHHOTO
MaTtepuana

OcHOBHOE Ha3zHAuYEHUE JICKIIMOHHOTO MaTepuajia — JIOTUYECKH CTPOMHOE, CHCTEMHOE,
IyOOKOE W SICHOE€ H3JIOKeHHE ydeOHoro marepuana. Ha3naueHue COBpEMEHHOHN JICKIIUH B
pamMKax IUCHUIUIMHBI HE B TOM, YTOOBI MOJIYYUTh BCIO WH(OPMAIUIO MO TEME, & B OCBOCHUU
byHIaMEHTAIBHBIX MPOOJIEM AUCIUIUIMHBI, METOJIOB HAyYHOTO TIO3HAHHWS, HOBEHIIMX
JTOCTIKEHUI HaydyHOW MBICITH. B ydeOHOM mporiecce JEeKIUsl BBIMOJHIET METOIOJOTHYECKYIO,
OpPraHU3AIMOHHYI0 ¥ WHGOPMAITMOHHYIO (QYHKIMH. JISKIUs pacKphIBacT MOHATHHHBIN ammapar
KOHKPETHOM 00JlacTh 3HaHUs, €€ MpoOJEMBbI, JaeT IeIbHOE MPEJCTaBICHUE O JAWCIUILUIMHE,
MOKAa3bIBaCT B3aUMOCBSI3b C JPYTUMU AUCIUTUTMHAMM.

IInanupyeMble pe3yJabTaThl IPH OCBOSHUHU 00YYAIONIMMUCS JIEKIIMOHHOIO MAaTEPHAa;

— TIOJIy4YEHHUE COBPEMEHHBIX, LEJOCTHBIX, B3aMMOCBA3AaHHBIX 3HAHHUM, YpPOBEHb
KOTOPBIX ONpPEETAETCS 1EJIEBOM YCTAHOBKOM K Ka)KI0M KOHKPETHOM TEME;

— TIONy4YEHHE OMBITa TBOPUYECKON pabOTHI COBMECTHO C MPEIMOIaBaATEIIEM;

— pa3BuTHE NPO(ECCHOHANBHO-IENOBBIX  KAauecTB, JIOOBM K  TpeaMeTy |
CaMOCTOSITEJIbBHOT'O TBOPUYECKOTO MBIIIJICHUSI.

— TIOSIBJIEHHE HEOOXOAMMOT0 MHTEPECa, HEOOXOIUMOTO IS CAMOCTOSITEIHHOM paOOTHI;

— TIONyYeHWE 3HAHUW O COBPEMEHHOM YPOBHE pa3BUTHA HAYKH W TEXHHUKH H O
MIPOTHO3€ WX Pa3BUTHS HA OJNFMKAUIIINAE TOJIBI;

— HAY4YUTHCS METOAMYECKH 00pabaThiBaTh MaTepual (BBIACIATH TJIaBHBIE MBICTU U
MOJIOKEHUSI, TMPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HMX B  Pa3IMYHBIX
bopMyTUPOBKax);

— TIONy4YeHHE TOYHOTO TOHUMAaHUS BCEX HEOOXOAUMBIX TEPMHHOB U TIOHSTHH.

JIeKuMOHHBIA MaTepuall MOXKET COMNPOBOXKIATHCA JAEMOHCTpPAlMEl  CIIAiIoB U
UCIIONIb30BAaHMEM pa3laTOYHOTO MaTepuaja IPU MPOBEACHUU KOPOTKUX ITUCKYyCCUU 00
OCOOEHHOCTSIX PUMEHEHHS OT/ICTbHBIX TEMATHUK TI0 TUCIUTIINHE.

CTpyKTypa Opea0oCTaBICHMS JCKIIMOHHOI'0 MaTepHaia.

Paznen 1. OCHOBHBIC TTOHATHS KPUNITOTpaPUH

Tema 1.1. OcHOBHBIE OlIpeETEHUS

Tewma 1.2. 3amaun nHGOpMAITMOHHON 0€30MTaCHOCTH

Paznen 2. Cummerpuunbie mudpsi

Tewma 2.1 Ucropuueckue mmdpsi

Tema 2.2 brnokoBbie mudps




Tema 2.3 [ToTokoBbIe MU PHI

Paznen 3. Kpunrorpadus ¢ OTKPBITEIM KIFOUOM

Tema 3.1 MaremaTuueckre OCHOBBI CUCTEM C OTKPBITHIM KJIFOUOM
Tema 3.2 OCHOBHBIE AITOPUTMBI C OTKPBITHIM KJIFOUOM

Paznen 4. Kpunrorpaduueckue mpoTOKOIbI

Tema 4.1 OcHOBHBIE MPOTOKOJIBI C OTKPBITHIM KIIFOUOM

Tema 4.2 CniennanbHble TPOTOKOJIBI

11.2. Meronuyeckue ykasaHHs Ui OOYYaIOIIMXCSl IO BBIIOJHEHHUIO Ja0OpaTOPHBIX
pabor

B xozme BbImoNHEHHsS J1a0OpaTOpHBIX paboT oOyyaromMHCs JOJKEH YIrIyOuTh H
3aKpeNuTh 3HAHUS, MPAKTUYECKUE HABBIKM, OBJA/JIETh COBPEMEHHOM METOJIMKON M TEXHUKOU
HKCIEPUMEHTAa B COOTBETCTBUH C KBAJU(PUKAIMOHHONW XapaKTEPUCTHUKONW OO0Yy4arolerocs.
Brimonnenue mabopaTtopHbIX paboT COCTOUT M3 IKCHEPUMEHTANbHO-MPAKTUYECKOM, pacueTHO-
AQHAJIMTUYECKOMN YaCTel U KOHTPOJIBHBIX MEPOIIPUATUH.

BrimonHenue nmabGopaTOpHBIX pabOT OO0ydaromUMCS SIBISETCS HEOTHEMJIEMOW YacThIO
U3yYeHHs] JTUCHMIUIMHBI, OIpeneIsieMOi y4eOHBIM IIJIJAHOM, W OTHOCUTCS K CpEICTBaM,
o0ecrevynBaroIUM pellieHre CIEIYIONNX OCHOBHBIX 3a7a4 00y4Yarouierocs:

— TIpHOOpeTeHHE HAaBBIKOB HCCIEAOBAaHHUS MPOIECCOB, SBICHUH M  OOBEKTOB,
U3y4aeMbIX B paMKax JaHHOW AUCIUIUINHBL

— 3aKpeIuleHHe, Pa3BUTHE M JleTalIU3alMs TEOPETUYECKUX 3HAHWM, MOJyYEHHBIX Ha
JCKIHSIX;

— TIOJy4YeHHUE HOBOW MHGOPMAIIMH TI0 U3y4aeMOU JUCITUTUINHE;

— TmpuoOpeTeHrne  HaBBIKOB  CaMOCTOATEIBbHOHW  paboThl ¢ J1abOpaTOpPHBIM
00opyI0BaHUEM U MPUOOPAMH.

3ajaHue U TpeOOBaHMs K IPOBEACHUIO J1a00PaTOPHBIX paboT

Bapuant 3amanus mo KaxaoW mabopaTopHOM paboTe oOydaromuiicss MoixydaeT B
COOTBETCTBMHM C HOMEpPOM B cmucke rpymmsl. [lepen mpoBeneHueM 1abopaTOpHOM pabOTHI
oOyyaromemMycsi CleAyeT BHUMATEIbHO O3HAKOMUTHCS C METOJIMYECKHMH YKa3aHUSMH IO €€
BBINIOJTHEHUIO, A TaKXe C COJACPKAHWEM COOTBETCTBYIOILETO JICKIIMOHHOTO Kypca, IpH
HEOOXOMMOCTH — M3yYUTh CaMOCTOSTEIILHO JOMOJHUTEIBHYIO JIUTEPATypy. B cooTBeTCTBHM €
3aJlaHueM OOydaroImuiics TOJDKEH MOJATOTOBHTH HEOOXOJMMBIC TaHHBIC, BBHITOJHHUTH 3aJaHUC
1abopaTopHOil paboTHI, MONXYYUTh TpeOyeMble pe3ylbTaThl, OQOPMUTh U 3ALIUTUTH OTYET IO
nabopaTopHoi paboTe

Crpykrypa u dhopma oTyeTa 0 1a0opaTopHOM paboTe

Otuer o mabopaTopHOW paboTe [ODKEH BKIOYATh B Ce0S: TUTYIBHBIM JIHCT,
(GOpMYIHPOBKY 3alaHus, TEOPETUYECKUE IIOJIOKEHHS, WCIOJIb3YeMble TPH BBITOJHCHUU
n1abopaTopHOil paboThI, OMMCaHUE MpoIecca BHITOIHEHHs Ja00paTOpHOIl paboThI, MOTyYeHHbIE
pE3yIbTATHI U BHIBOIBI.

TpeboBanust k 0ohopMIIEHUIO OTYETa O JIabopaTOpHO paboTe

ITo xaxmoit ynaboparopHON paboTe BBIMOIHSAETCA OTIENbHBIM OTYET. TUTYIBHBIA JHCT
obopmiieTcss B COOTBETCTBUH ¢ ImabimoHoM (oOpasmom) mpuBeAcHHbIM Ha caiite ['VAII
(www.guap.ru) B paznene «CeKTop HOpMaTUBHOM JOKyMEHTauu». TeKCcTOBbIE U TpaduuecKue
MaTepuanbl oGOpPMIISIIOTCS B COOTBETCTBUM C AciicTBytonuMu ['OCTamu u TpeGoBaHUAMH,
npuBeneHHbIME Ha caiite [YAIT (www.guap.ru) B pasgene «CekTop HOPMATHBHON
JOKYMEHTAIUN.

Mertoanyeckre yKa3zaHus 10 MPOXO0XKJICHHUIO JJaO0PaTOPHBIX PaboT:

1. [004 O-35] OBumHHWKOB, AHapeir AmnHatoabeBud. OCHOBBI HMH(POPMAIMOHHON
6e3omacHocTH. Mctopuueckue mmdpsl : yaebHO-MeToamueckoe mocodue / A. A. OBUNHHUKOB ;




C.-Iletepb. roc. yH-T aspokocM. pubdopoctpoenus. - CII6. : U3n-Bo I'VAII, 2018. - 40 c. : puc.
- bubnwmorp.: c. 38 (3 Ha3B.). - b. 1. Kon-Bo 3k3. B 6u01. - 5 (H0cTymHA 3JIEKTPOHHAS BEPCHUS).

2. [004 O-35] OBumHHHKOB, AHzapeil AmnaronbeBud. OCHOBBI HH(OPMAIIMOHHON
6e3onacHocTH. CuMMeTpruyHbIe MUQPHI : yaeOHO-MeTouueckoe mocodue / A. A. OBUMHHUKOB ;
C.-Iletepb. Toc. yH-T aspokocM. npudbopoctpoenus. - Cankt-IlerepOypr : U3a-so I'YAIIL, 2019.
- 27 c¢. : puc. - bubmuorp.: c¢. 25 (3 na3B.). - b. m. Kon-Bo »k3. B 6ubn. - 5 (mocrymHa
AIIEKTPOHHAsI BEPCUS).

3. [004.4 b 19] bakaii, Kcenuss AnekcanapoBHa. 3amura HHPOpMaUA : y4eOHO-
metonudeckoe mocobue / K. A. bakaii ; C.-IleTep0. roc. yH-T a’3poKOCM. pHOOPOCTPOCHHSI. -
Cankrt-Ilerepoypr : U3n-Bo I'YAII, 2020. - 22 c. - bubnuorp.: c. 20 (15 Ha3s.). - b. 1. Komn-Bo
9K3. B OMOI. - 5 (mocTyIHa 3JIEKTPOHHAS BEPCHs).

11.3. Meronuyeckue ykasaHus il 00y4aromuUXcs MO MPOXOXKICHUIO CaMOCTOSTETbHON
paboTsl

B Xone BBINOJIHEHUSI CaMOCTOSTENbHON paboThl, 00YJaIOUINIICS BBIOTHIET paboOTy IO
3aJJaHHUI0 M TIPU METOJMUYECKOM PYKOBOJCTBE IpernojaBaTelis, HoO 0e3 ero HenocpeacTBEHHOIO
Y4YaCTHA.

st oOydvaroruxcst 1Mo 3a04HOM (opme oOydeHHs, caMOCTOsITeNIbHAs paboTa MOXKET
BKJIIOYATh B €051 KOHTPOJIbHYIO paboTy.

B mporecce BBITTOTHEHUST CaMOCTOSITEIBLHON paboOTHI, y 0Oydaromerocss (popMUPYETCs
nenecooOpasHoe MIaHUpOBaHUE pabouero BpeMeHH, KOTOpOe MO3BOJISET UM pa3BUBATh YMEHUS
U HaBbIKM B YCBOGHMHM M CHUCTEMATH3alUU NPUOOPETAaeMbIX 3HAHWH, 00ECHeunBaeT BBICOKHM
YPOBEHb YCIEBAaEMOCTH B TNEpUOJ OOydYeHHs, TOMOTaeT IOJYYUTh HABBIKH IOBBIIICHHS
poeCCHOHAIBHOTO YPOBHSI.

MertoauyeckuMH ~ MaTepuallaMH,  HAmpaBJSAIOMIMMU  CaMOCTOSITENIbHYIO — paboTy
00y4aroImuxcsl, ABISAI0TCA y4eOHO-METOJUUECKUI MaTepra Mo JUCLUIUIMHE.

JUis pa3BUTHSI y CTYAEHTOB HABBIKOB CaMOCTOSITEJIBHOTO OBJIAJIEHUS TEOPETHUYECKUM
MaTepuajJoM psA TeM JAMCHUUIUIMHBI Ha JIEKUMOHHBIX 3aHATUAX JaeTcss OO030pHO, UTO
IpeIoIaracT UX CaMOCTOATEIbHOE JETAILHOE U3YUYECHHUE.

ITpuMepHbIe TEMBI 7151 CAMOCTOSITENBHOIO U3yUEHHUS:

1. Metox TtoranpHOro ompoOoBaHus Kitoued. OmpenerneHue yucia KIO4Yed B pse
KOHKPETHBIX CXeM HIM(pPaTOpoOB.

2. TIporoxossl U(PPOBHIX JEHET
PoropHbie MaluHBL.

MHorokpaTHoe II(pOBaHUE.

Mertonbl nocTpoeHus 0OJIbIINX TEPUOIOB B MOTOYHBIX MN(pPAX.
M-10CJIE10BaTENBHOCTH.

Henuneiinoe kom6unuposanue PCJIOC

MeToap! eT0YHCIeHHON (pakTopu3anuu

9.  Mertoab! BBIYUCICHUS AUCKPETHBIX JIOrapu(pMoB

10. IoctkBanTOBast kKpunTorpapus

11. Jloka3arenbCTBa C HYJIEBBIM pa3rIIAlICHUEM

12. 3amuieHHble pacpeeIeHHbIE BBIYUCICHUS

13. Meroapl aHanu3a x3mI-QpyHKIui. Berancienrne BeposSTHOCTEN KOJUTU3HI

PN W

11.4. Metonuueckne yKa3zaHWs IS OOYYalOIMIUXCSA 110 TPOXOXKICHHUIO TEKYIIETO
KOHTPOJISI YCIIEBAEMOCTH.

Tekylmuii KOHTPOJIb YCIEBAEMOCTH MPEIYyCMATPUBAECT KOHTPOJb KadyecTBa 3HAHUU
00yJaromunXCcsi, OCYIIECTBIIEMOTO B TEUCHHE CEMECTpa C IIeNbI0 OI[CHUBAHHS XOJa OCBOCHUS
TUCHUIUIMHBL. DopMa MPOBEIEHUSI TEKYIIEro KOHTPOJS — 3allUTa OTYETOB IO J1a0OpaTOPHBIM
paboraM. Pe3ynbTaThl TEKYIIEro KOHTPOJIA YYUTBHIBAIOTCA TPU IMPOBEACHUU IMPOMEKYTOUHOM
arrectanuu B coorBeTcTBUU ¢ TpeboBanusmu CTO I'VAIL. CMK 3.76 «IlonoxeHue o Tekymiem



KOHTpPOJIE YCIEBAEMOCTH M IPOMEXYTOUHOM aTTeCTalluM CTYAEHTOB M acnupaHToB ['YAIIL
00ydJaronuxcst mo 00pa3zoBaTEIbHBIM MPOTPAMMaM BBICIIIETO 00pa30BaHUS».

11.5. MeTtonuueckue ykazaHUs UIsI 00YYaIOIMIUXCS MO MPOXOXKACHUIO MTPOMEKYTOUHOMN
aTTECTaIUU.

[IpomexyTouHas  arTectanus  OOydYalOIIMXCS ~ MpeAycMaTpUBAaeT  OIICHUBaHHE
MPOMEKYTOUHBIX U OKOHYATEIHHBIX PE3yJIbTATOB O0y4YeHHS MO AuciuIuimHe. OHa BKIIIOYAET B
ce0st SK3aMeH.

Ok3aMeH — (opMa OLEHKU 3HAHUH, MOITYYEHHBIX O0YJaloIUMCs B MpoIecce M3YydeHUs
BCEH MUCIUIUIMHBI WIH €€ YaCTH, HAaBBIKOB CAMOCTOSITENIbHOM paboThl, CHOCOOHOCTH MPUMEHSATH
UX JUI1 peHIeHUs MPaKTUYeCKHX 3aJad. OJK3aMEH, KaK MpaBUJIO, MPOBOAUTCS B MEPUOJ]
9K3aMEHAIlMOHHOM CECCHM M 3aBEpPILAETCsl aTTECTAllMOHHOW OLEHKON «OTIMYHOY», «XOPOILIOY»,
«YJOBJIETBOPUTEILHO», «HEYIOBIECTBOPUTEILHO.

Cucrema OIEHOK MpPH MPOBEIECHUU IMPOMEKYTOYHOW AaTTeCTAllMU OCYIIECTBISETCS B
COOTBeTCTBUM C TpeboBanusmMu Ilonoxkenuit «O TekylieM KOHTpOJE YCHEBAaeMOCTH H
MPOMEXKYTOUHOM arrectanuu ctyaeHToB ['YAII, oOyuarommxcs Mo mporpamMMmaM BBICHIETO
oOpazoBanusi» U «O MOAYIBHO-PEUTHHIOBOW CHCTEME OIICHKH KayecTBa y4eOHOW paboThI
ctyaeHToB B 'Y AID».



JlucT BHeceHUs U3MEHEHUI B pabouyro IporpaMmy JTUCIUTUIMHBI

[Hata BHEceHus
W3MEHCHHI 1
JIOTIOTHECHHHM.

Iloanuce BHeCHIETO
W3MCHCHHS

ConeprxaHrne N3MEHEHHUH W JOTTOTHEHUH

Jara 1 Ne

MPOTOKOJIA
3aceaHus
kadeapbl

ITonmuce
3aB.
kaeapoit




