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NPaBOOXPAHHTENLHOM chepe
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AHHOTaUs

HucuuiuinHa «KoMIUIeKCHbIE CUCTEMBI 3alllUThl MHGOpPMALUU B MPABOOXPAHUTEIBHON
chepe» BXoaUT B 00pa30BaTeNbHYIO NPOTPaMMYy BBICIIETO OOpPa3OBaHHUS — IPOTPaAMMy
CIielMaJuTeTa IO HaNpaBJeHHIO MoAroToBkH/ crnenuanbHocTH 10.05.05 «be3omacHocTh
UHPOPMALIMOHHBIX  TEXHOJOTHMH B  INPaBOOXPAHUTENBHOW  cdepe»  HalpaBICHHOCTH
«Opranuzanyss W TEXHOJIOTMU 3aluThl HHGopManuu (B HMH(MOPMALMOHHBIX CHCTEMAax)».
Juctummaa peanu3yercs kadempoid «No34y.

JlucuuiuinHa HatesleHa Ha (P OpMHUPOBAHKE Y BBIITYCKHHUKA CIIEIYIOIIUX KOMIETEHIUH:

OIIK-5 «CmocobeH TMIaHUpOBaTh TNPOBEACHHE pPAbOT IO KOMIUIGKCHOM 3amure
nHpopmanuu Ha 00beKTe HHPOPMATH3AITAN

OIIK-8 «CmnocobeH peann30BbIBaTH KOMIUIEKC MeEp IO OOecreueHHIo Oe30MacHOCTH
uHpopManuy, odbecreunBaTh KOMIUIEKCHYIO 3alUTY UH(OPMAIMKM U CBEJCHHUH, COCTABISAIOLINX
rOCYyJapCTBEHHYIO TaiHy, Ha 0O0BeKTe HWH(POPMATHU3AUN C YYETOM pEIIaeMbIX 33434 H
CTPYKTYpbI 00beKTa MH(POpMaTH3aLMH, BHEIIHUX BO3/IEHCTBUM U BEPOSITHBIX YIPO3»

OIIK-10 «CrocobeH OCYHIECTBIISATh AHATUTHUECKYIO NEATEIBHOCTh C TOCIETYIOUIM
UCIIOJIb30BaHUEM JJAHHBIX IPU PEIIEHUH MPO(HECCHOHAIBHBIX 3a/1au»

OIIK-11 «CrocobeH ncnoinbp30BaTh aBTOMAaTH3MPOBAaHHbBIE HH(OPMAITMOHHBIE CUCTEMBI B
npodecCHOHATBLHOM 1A TETbHOCTI

CopepxaHue JIUCUUIUIMHBI OXBaThIBa€T KpPYr BOIIPOCOB, CBS3aHHBIX C Haubosee
BOXHBIMM TOHATHAMM B cepe CO3aHMs M SKCIUTyaTalldd  aBTOMAaTU3MPOBAHHBIX CHUCTEM
3amuTel  uHpopMmanuu  (AC3U), packpblBaeT  BONPOCHl  HOPMAaTUBHO-METOIUYECKOU
pernaMeHTanuu (YHKIUOHAJIBHOM CTPYKTYphl (QpXUTEKTYphbl) IOJCHCTEM O€30IacHOCTU
3anuieHHbIX KoMibloTepHbix cucreM (KC), dyHkumoHampHbIe TpeOOBaHUS OE30MACHOCTH K
OpOAYKTaM M cucteMaM HH(popManMoHHbIX TexHojorui (MT), KU3HEHHBIH LMKI, MOPAIAOK
co3maHus M sKciutyatanuu 3auuieHHbix KC, mpoaykroB u cucrem UT, ynosneTBopsromux
TpeOoBaHUSM MHPOPMAITMOHHOIN 0€30MacHOCTH.

[IpenogaBanue AMCHUMIUIMHBI IpeAyCcMaTpUBaeT cienyromue (QopMbl OpraHu3aluu
y4yeOHOro mpolecca: JEKIHH, JabopaTopHble paldoThl, caMOCTOATENbHas pabdoTa CTY/EHTa,
KOHCYJIbTAIlUH.

IIporpaMMoil IUCHUIUIMHBI NPEIYCMOTPEHBI CIEAYIOUIME BHIABI KOHTPOJSA: TEKYILUN
KOHTpOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAsI aTTecTals B (opMe 3a4era.

OOmiast TpyAOEMKOCTh OCBOCHHS AMCLUIUIMHBI COCTaBiseT 3 3ayeTHbIX eauHuisi, 108
YacoB.

SI3pIK 00yUEHUS 110 TUCHUIIIMHE KPYCCKUI»



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

Henp  muctmmanabl  «KOMIUIEKCHBIE — CHCTEMBI  3alIMThl  MHQOpPMaLUUd B
NPaBOOXPaHUTEIBHON chepe» — GopMHUpOBaHHE KOMIIETEHTHOCTH Pa3pabOTKH M IKCILTyaTalluu
ABTOMATH3UPOBAHHBIX ~ CHUCTEM  3alIUThl  MHQOPMAUUH  OTACIBHBIX  KOMIIOHEHTOB
ABTOMATH3UPOBAHHBIX CHCTEM, C Yy4eToM TpeOOBaHMH HOPMATHBHO-TEXHUYECKOH |
METOJMYECKONW JTOKYMEHTAllUd IO OOecCredeHuto 0Oe30macHoCTH WHGOpMAaIlMu. — HU3YyYeHUE
Oe3omacHOCTH MH(GOpPMAIMA B aBTOMATH3UPOBAHHBIX CHCTEMaX W OCBOCHHUE METOJIMK OICHKH
JAHHBIX YIPO3; - U3yUYeHHE METOJIOB, CIIOCOOOB, CPE/ICTB, MOCIEIOBATEIBHOCTH U COJICPIKAHUS
JTAaoB  pa3pabOTKHM  aBTOMATHU3MPOBAHHBIX  CHCTEM M IOJCUCTEM  0E30MacHOCTH
ABTOMATH3UPOBAHHBIX CHUCTEM B IPAaBOOXPAHHUTENBbHON cdepe; H3ydeHHE OCHOBHBIX MEp IO
3anmTe MHOOPMAIMM B aBTOMAaTU3UPOBAaHHBIX CHCTEMaX; - U3YYCHHE COJICPIKAHUS M TOPSIKA
JeSITeILHOCTH MIEPCOHANIA MO IKCIUTYaTalluH 3aIUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM.

1.2. JlucuMiimHa BXOJUT B COCTaB 00s3aTEILHON YacTH 00pa30BaTEIbHOM MPOTPaMMEI
BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. TlepeueHb mIaHUPYEMBIX PE3yJIbTATOB O0OYUEHUS 110 AUCIUILUINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pesynbrare M3ydeHus NDUCIMILIUHBI OOYYaIOUIUICS JAODKEH 00JalaTh CICTYHOIUMU
KOMIIETEHIIMSIMU HJTH UX 9acTsMH. KoMIeTeHIIMu M WHAMKATOPHI UX JOCTHKCHHS TPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMN U HHINKATOPOB MX JOCTHKEHHS

Kareropwus (rpyrra) Kox n HaumeHnoBanue Kon u HanMeHOBaHKME HHIUKATOpA
KOMIICTCHIINU KOMIICTCHIINN IOOCTHIXKXCHHUA KOMIICTCHIINU
OIIK-5 Cnocoben
MJIAHUPOBATh

nposenenue padbot no | OIIK-5.3.1 3HaTh onpenenenue, Henu U
KOMILJIEKCHOM 3aIlUTe | 3a/1a4l KOMIIEKCHON CHCTEMBI 3aIlUThI
uH(popMalnu Ha uH(popManuu

o0beKTe
nH(pOpMaTH3alun

Ob6menpodeccuonanbHbIe
KOMIICTCHIINU

OIIK-8 Cnocoben
peaT30BBIBATh
KOMILIIEKC Mep T10
00eCIeUCHHIO
0€30IMacHOCTH
uH(popMaluuy,
obecreynBaTh
KOMILIEKCHYO
3anMTy HHGOpMaIUU

OIIK-8.B.2 BnaneTs METOIAMH U
CPEIICTBAMU BBISIBIICHUS yTPO3
N 6e3omacHoCTH 00beKTa HHPOPMaTH3ALINH,

U CBEIICHUI, -
Ob6menpodeccnoHanbHbIe COCTABISIONIHX dbopMupoBaHus TpeOOBaHUI 1O 3alTUTE
KOMIIETEHIIUHA nH(OPMAIINN, METOMKAMH IIPOBEPKHU

TOCY/IapCTBEHHYIO

o 3aIIUIIEHHOCTH O0OBEKTOB
TaiiHy, Ha 00beKTe
WH(OPMATH3AINA HA COOTBETCTBHE

nH(pOpMaTU3aALNU C
TpeOOBaHUSAM HOPMATUBHBIX TOKYMEHTOB
YYETOM pEIIaeMbIX

3a]1a9 U CTPYKTYPHI
00BeKTa
uH(pOopMaTU3aluy,
BHECIITHUX
BO3JICUCTBUI U
BEPOSTHBIX yTPo3

O6menpodeccrnonansubie | OITK-10 Ciocoben OI1K-10.V.1 ymeTs aHAIM3UPOBATH




KOMIIETEHIUHA OCYIIECTBIISTh MIPEAMETHYIO 001aCTh KaK CUCTEMY,
AHATUTUYECKYIO BBISIBIISASI €€ COCTABJISIIOIINE U CBSI3U MEKIY
EATENBLHOCTD C HHUMH, CTPOUTH MOJIETH CUCTEM
MOCJIETYIOLIUM
HCIIOJIE30BAHUEM
JAHHBIX TIPU
peIIeHUN
npodeccHoHATBHBIX
3aa4
OIIK-11.3.1 3HaTEL OpOLIECCH U MOAETIHN
OIIK-11 Cnocoben p
YKU3HEHHOTO IMKJIa aBTOMAaTH3UPOBAaHHBIX
HCIIOIB30BaTh
WH(OPMAIIMOHHBIX CUCTEM
aBTOMAaTHU3UPOBAHHbBIC
O6menpodeccrnoHanbHbIE HH(OPMALIIOHHbIE OIIK-11.3.2 3HaTe MEeTOABI aHATIU3A
KOMIIETEHIINHU CHCTeI;IH 5 MPEeIMETHOM 00J1acTH 1 (HOPMHUPOBAHUS
. TpeOOBaHUI K aBTOMaTHU3HPOBAHHBIM
npodeccuoHanbHOM .
CUCTEMaM B NPO(eCCHOHAIBHON
EATENLHOCTH
EATENLHOCTHA

2. Mecro nucuuminHbl B cTpykType OI1
JucuummHa MOKeT 0a3upoBaThCsl Ha 3HAHUAX, paHee MPUOOPETEHHBIX 00YJIArOIIUMUCS
IIPU U3YYECHHUH CIEIYIOUIUX TUCLIUIUINH:
— Teopus BepossiTHOCTEN U MaTEMAaTUYECKAs CTATUCTUKA)
— «Maremarnueckas JOTMKa U TEOPHUS AJITOPUTMOBY
— «/luckpeTHas MaTEMaTUK»
— «BpruncnurenbHas MaTEMaTHKA
—  «Mudopmaruka u nHGOPMAITMOHHBIE TEXHOJIOTHU B IPABOOXPAHUTEIHHOU JIEATETLHOCTH
— «MaremaTn4eckre OCHOBBI 00pabOTKU HHPOPMAITHI
—  «SI3BIKM TPOrpaMMHUPOBAHUS»
— «TexHonoruu u METOAbI MTPOTPAMMHUPOBAHUS»
—  «OcHOBBI HH(POPMAIIMOHHOM 0€30MaCHOCTH
— «[IporpammHo-anmapaTHas 3alIiTa HHOOPMALIUK»
— «Cucremsl 1 ceTu niepeaun HHHOPMALIUN»
— «Teopus cucreM U CUCTEMHBIN aHAIU3)
—  «MoaenupoBaHHE CUCTEM
— «/HTemIeKTyanbHbIe CUCTEMBI U TEXHOJIOTHUN
3HaHUs, MOJYYEHHbIE MPU HM3YYEHHH MaTepuaja JaHHOW JUCIUIUIMHBI, HUMEIT Kak

CaMOCTOATENIbHOE 3HAYECHHUE, TAK U MOTYT UCIIOJIb30BaThCS IIPU U3YYEHUH IPYTUX TUCLUIUINH:

— Texuuueckas 3amura nHGOPMAITUU

— OpraHuzanyoHHas 3auiTa nHhopMalum

— VYupasnenne nHGOPMAITMOHHON 0€30TTaCHOCTHIO

— Teopus nundopmanuu

— IIpeameTHO-OpHEHTUPOBAHHBIE ABTOMATU3UPOBAHHBIE HH(POPMAITMOHHBIE CUCTEMBI

3. OO0BEM | TPYJTOEMKOCTh JUCIUILTAHBI
Jlanaple 00 00meM oO0beMe MUCIUIUIMHBI, TPYIOEMKOCTH OTIENIBHBIX BHAOB Y4eOHOM
paboTHI TTO TUCIUTUTHHE (M pactpeie]ICHHe STOW TPYJI0EMKOCTH TI0 CeMeCcTpaMm) IPeICTaBICHBI B
TaomIe 2.

Ta6mmma 2 — O6beM U TPYJ0EMKOCTh JUCITUTITNHBI

TpynoeMKocTs 110
cemMecTpam

Bun yueGHOM paboThI Bceero




Ne9

1 2 3

Oowan mpyooemKocma oucyunIuHbL, 3/ 108 3/ 108
3E/ (4ac)
U3 nux yacoe npakmuyeckoii O020MoeKu
AyoumopHhuie 3anamus, BCETO 4ac. 34 34
B TOM YHCJIE:

nexuun (JI), (gac) 17 17

npaktuyeckue/cemunapckue 3aastus  (113),

(gac)

naboparopusie padbotsl (JIP), (dac) 17 17

KypcoBoii mpoekT (padota) (KII, KP), (uac)

9K3aMeH, (Jac)
Camocmoamenvnan paboma, Bcero (4ac) 74 74
Buo npomesicymounoin ammecmayuu: 3ayer,
madd. 3ager, sk3amen (3auer, Judd. 3au, | 3auer 3auer

DK3.*%*)

IIpumedanue: xaHaUAATCKHI YK3aMeH

4, ConepmaHI/Ie AUCHUITIIMHBI

4.1. Pacnpepnenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM 1 BUAAM 3aHATUMN.

Pa3nensbl, TeMbl AUCHUIIIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabmuua 3 — Paznesnbl, TeMbl TUCIUILTINHBI, UX TPYAOEMKOCTh

Paznensl, TEMBI JUCLMIIINHBI

Jlekun
(dac)

I13 (C3)
(dac)

JIP
(qac)

KIT
(qac)

CPC
(qac)

Cemectp 9

Pazgen 1. ITousitue 1 0COOEHHOCTH
aBTOMATHU3UPOBAHHOMN CHCTEMBI 3AILIUTHI
uH(popMalun

Tema 1.1. ®yHKIIMOHAT aBTOMATU3UPOBAHHOMN
CHCTeMBI 3aIIUThI HH(POPMALINH.

Tema 1.2. Opranuzanus aAMUHUCTPUPOBAHUS
aBTOMATHU3UPOBAHHBIX CUCTEM. AJIMUHUCTPATUBHBIN
MepCcoHAI ¥ paboTa ¢ MOJIB30BATEISIMHU.

Tewma 1.3. YnpaBnenue, TeCTUpOBaHUE U
JKCILTyaTallisi aBTOMATH3HUPOBAHHBIX CUCTEM.

Tema 1.4. Mertonubl, criocoObI B CpeJICTBA OOECIICUCHHS
OTKa30yCTOWYMBOCTH aBTOMATH3UPOBAHHBIX CUCTEM.

10

Paznen 2. Kpurepuu oneHKH 3alIAIIEHHOCTH
aBTOMATHU3UPOBAHHBIX CHCTEM

Tema 2.1. MexxayHapoIHbIE U POCCUHCKUE CTaHAAPTHI
oneHkH 3amuimenHocty. Kimaccerr 3amumennocty AC.
Tema 2.2. OOmmi mnoaxoax K (GOPMUPOBAHHIO
KPUTEPHUEB OLIEHKM 0€30MacHOCTH WH(POPMALMOHHBIX
TEXHOJIOT .

Tema 2.3. Mogenu yrpo3 u 3alIUTHl 00BEKTA OTICHKH.
ITocnegoBarenbHOCTH (hopMUpOBaHUS TPeOOBaHUI

U criequdukanuii.

Tema 2.4. Tlonste mnpoduias 3amUTEI W €ro
ocobenHocTH. TpeboBaHUs OOMNUX KPUTCPHUECB

U pe3yNbTaThl OLICHKH.

16




Paznen 3. OcoGeHHOCTH IKCIUTyaTaH
ABTOMATU3MPOBAHHBIX CHCTEM 3aIUTHl HHPOPMAITUN

Tema 3.1. Ananu3 nHGOPMAITMOHHOM
UH(PACTPYKTYPHI aBTOMATU3MPOBAHHON CHCTEMBI H €€
Oe3omacHoCTH.

Tema 3.2. Pa3paboTka u BeleHHE KCILTyaTallMOHHON
JOKYMEHTAIMH 3aIIUIICHHBIX aBTOMAaTU3UPOBAHHBIX
cHCTeM
Tewma 3.2. MeToapI MOHUTOPWHTA U ayANTA,
BBISBJICHUSI YTPO3 HH(POPMALMOHHON 0€30I1acCHOCTH
ABTOMATH3HPOBAHHBIX CHCTEM.

16

Pazgen 4. Pa3paboTka aBTOMAaTH3MPOBAaHHBIX CHCTEM|
3aIuTHl HHOPMAITUU

Tema 4.1. O6mue TpedoBaHMs 10 pa3paboTke
aBTOMATU3MPOBAHHBIX CHCTEM 3AIIUTHI UH(POpMaLUU
Tema 4.2. PaboTbl Ha cTagusax M JTalmax CoO3IaHUs]
ABTOMATHU3MPOBAHHBIX CHCTEM 3aILUThl HHPOPMAIUH
Tema 4.3. TpeGoBaHus 1O 3alIUTE CBEACHUHA O
C03/1aBaeMOl aBTOMaTH3UPOBAHHON CHCTEME.

16

Paznen 5. Cragum u sTamsl pa3paboTku

aBTOMaTU3UPOBAHHBIX CUCTEM
Tema 5.1. JKu3HEHHBIN IIUKJT aBTOMATU3HUPOBAHHOMN

CUCTCMBI.

Tewma 5.2. OueHka yrpo3 0e30macHoOCTH

aABTOMAaTU3UPOBAHHBIX CUCTEM
P 3 3 16

Tema 5.3. OcobeHHOCTH pa3pabOTKU
MH(QOPMALMOHHBIX CUCTEM MIEPCOHATBHBIX JaHHBIX.
Tewma 5.4. Peanuzanus mozenelr 6e30macHOCTH
ABTOMATH3UPOBAaHHBIX CHCTEM

Tewma 5.5. AnMuHUCTpUpOBaHUE HH()OPMAITMOHHOM
0e30I1aCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM

Htoro B CCMECTPC:

17 17 74

Hroro 17 0 17 0 74

HpaKTI/I‘{eCKaﬂ MNOATOTOBKA  3aKJIOYACTCd B  HCHOCPEACTBCHHOM  BBIIIOJIHCHHUU

00yJaronuMucs

ONpeAENeHHBIX  TPYIOBBIX  (PYHKIMH,  CBSI3aHHBIX C  Oy;yuiei

HpO(l)CCCHOHaHbHOﬁ JACATCIIBHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
ConeprxaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI MPUBECHO B TabauIe 4.

Ta6m/1ua 4 — COI[C PKaHUC pa3[ICJIOB U TCM JICKIHMOHHOI'O NUKJIA

Howmep pa3znena

HazBanue u COACPIKAHUC PA3JACIIOB U TCM JICKITUOHHBIX 3aHATHH

1

IMonsiTHe ®W  O0COOGEHHOCTH  ABTOMATH3MPOBAHHOW  CHCTEMBI  3AIUTHI
HHpopManHH

Tema 1.1. OyHKIMOHAT aBTOMATH3MPOBAHHOM CHUCTEMBI 3aIUTHl WH(POPMALHH.
(memMoHCTpanus CaiI0B)

Tema 1.2. Opranuzanus aAMUHUCTPUPOBAHHS ABTOMATH3HPOBAHHBIX CHCTEM.
AIMHMHUCTPAaTUBHBIA TEepcOHal M paldoTa C MOJB30BATEISAMH. (IEMOHCTPALHS
craimoB)

Tema 1.3. VmpaBieHue, TeCTUPOBAaHME M 3KCIUIyaTalys aBTOMATH3MPOBAHHBIX
CHCTEM. (IEMOHCTpAIHUs CIIAI0B)

Tema 1.4. Metoapl, CrOCOOBI M CPEICTBA OOECICUYCHHS OTKA30yCTOHYMBOCTH
aBTOMAaTHU3UPOBAHHBIX CUCTEM (JIEMOHCTPAIHS CIIAN0B)




2 Kputepun oneHKn 3a1IUIEHHOCTH ABTOMATH3HPOBAHHBIX CHCTEM

Tema 2.1. MexayHapoaHbIe W POCCHICKHE CTAaHAAPTHl OLIEHKH 3allUIIEHHOCTH.
Knaccsl 3amumensocta AC. (ieMOHCTpanys CiaiioB)
Tema 2.2. O6mwmii moaxon K (OPMHPOBAHUIO KPUTEPHUEB OILCHKH OE30MacCHOCTH
WH()OPMAITMOHHBIX TEXHOJIOTHH. (IEMOHCTPAIIHS CIIAHI0B)

Tema 2.3. Monmenu yrpo3 M 3ammUThl 00BeKTa OlEHKH. llocienoBaTrenbHOCTH
¢dbopmupoBaHus TpeOOBaHUN U crienU(PUKALMNA. (IEMOHCTPALUs CIaliI0B)
Tema 2.4. Ilonsitue mpoduis 3amuTel U ero ocodeHHocTH. TpeGoBaHUS 0OIIMX
KPUTEPHUEB U PE3YNIbTaThl OLCHKH. (IEMOHCTpPALMs CIalia0B)

3 Oco0eHHOCTH IKCILTYaTAllMd ABTOMATH3HPOBAHHBIX CHCTEM B 3aIHIIIEHHOM

HCTIOJTHEHUH
Tema 3.1. Anamuz wuH(pOpManMOHHON WHPPACTPYKTYPHI
CHCTEMEI B e¢ 0€30ITaCHOCTH. (IEMOHCTPAIHS CIIai0B)
Tema 3.2. Pa3paboTka u BeJeHHE DKCIUTyaTalUOHHON JOKYMEHTAIMX 3aIlUIIECHHbIX
aBTOMATU3UPOBAHHBIX CUCTEM. (IEMOHCTpAIIUS CIAI0B)

Tema 3.2. MeToasl MOHUTOPHHTA M ayJUTa, BEIBICHUS Yrpo3 HH()OPMAIMOHHOH]
0e30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM. (JIEMOHCTpAIIHS CJIANIOB)

ABTOMATU3UPOBAHHOMN

4 Pa3pa60TRa ABTOMATU3UPOBAHHBIX CUCTEM B 3AIIUINCHHOM HCIIOJTHCHUH

Tewma 4.1. Obuue TpedoBaHMs MO Pa3padOTKe aBTOMATU3UPOBAHHBIX CUCTEM 3aIUTH]
nHpOpMAIUH. (IEMOHCTpALIUS CIaiIOB)
Tema 4.2. PaOoThl Ha cTaaMix W dTanax CO3JaHHS aBTOMATH3HUPOBAHHBIX CHCTEM
3alIUTHI HHPOPMAIMH. (JEMOHCTPALUS CIaliI0B)
Tewma 4.3. TpeboBaHus 10 3aMKTE CBEIEHUH O CO3/IaBAEMOI aBTOMATH3UPOBAHHOM
cucTeMe. (IEMOHCTpalusl CIai10B)

5 CTaI[I/II/I H 3Tanbl pa3p360T1m ABTOMATU3UPOBAHHBIX CUCTEM

cJaimoB)

Tema 5.2. Ouenka yrpo3 0€30MaCHOCTH
(memMoHcTpaIus ClIai10B)
Tema 5.3. OcobeHHocTH pa3paboTKH HHPOPMALMOHHBIX CHCTEM IIEPCOHAIBHBIX
JTAHHBIX. (JIEMOHCTpAILNA CIaliI0B)
Tema 5.4. Peanuzanusi mozeneit 0e30macHOCTH aBTOMATH3MPOBAHHBIX CHCTEM
(meMoHcTpanys CIai/10B)
Tewma 5.5. AnmMuaucTpupoBaHie HHHOPMAITMOHHOM O€301MaCHOCTH
aBTOMATHU3UPOBAHHBIX CUCTEM (JIEMOHCTPAIIHS CIIANI0B)

ABTOMATU3UPOBAHHBIX

Tewma 5.1. ’KuzHEHHBIH IIUKIT aBTOMATH3UPOBAHHOMN CHCTEMBI. (AEMOHCTPAITUS

CHCTEM

4.3. IlpakTtuyeckue (ceMUHAPCKUE) 3aHATUS
TeMbl MpaKTHYECKUX 3aHATHIA U X TPYAOEMKOCTh IPUBEICHBI B TAOIHIIE 5.

Ta6m/1ua 5— HpaKTI/I‘-ICCKI/IC 3aHATUA U UX TPYAOCMKOCTb

N3 nux Ne
Ne | Tewmsl npaktudeckux | @opmel npakTudeckux | TpyaoeMKOCTb, |MPAaKTHYECKOM |paznena
n/m 3aHATUN 3aHATUH (uac) MMOATOTOBKH, | AUCIUI
(dac) JIUHBI
VY4eOHbIM MJIaHOM He MPEAYyCMOTPEHO
Bceero

4.4. JlabopatopHble 3aHATUS

Tembl 1a00paTOPHBIX 3aHATHI U UX TPYJOEMKOCTb ITPUBEICHBI B TaOIUIIE 6.
Tabmuia 6 — JIlabopaTopHbIe 3aHITHS U UX TPYTOEMKOCTh

| Ne | HaunmeHnoBaHue 1a60paTOpHBIX paboT | TpymoemKkocTs, 13 Hux | N |




/T (dac) MPaKTHYECKOM | pa3zerna
MOJATOTOBKH, | JUCIIHII
(dac) JINHBI
Cemectp 8
1 «Ormmcanue 00bEKTa UCCIIENOBAHUSA C TOUKHU 4 4 1,2
3peHus aJIMHHUCTPATOPA 110
MH(pOPMaMOHHOMN 06€30IMaCHOCTHY
2 «IToctpoenue nHPOTOTHUECKUX MOJIEIIEH, 4 4 3
samumeHureIx U1C»
3 «Pa3paboTka monuTHK 6€30MacHOCTH 4 4 34
nHpOpMaIUm»
4 «COop 110r0B cOOBITHI UHPOPMALTMOHHOM 3) 4 4,5
6e3omacHocTt B AirSIEM»
Bcero 17

4.5. KypcoBoe nmpoeKkTHpoBaHH€e/ BHIIOTHEHUE KypCOBOU PabOTHI

Y4eOHbIM MJIAHOM HE IPESyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00y4armuxcs

Bunpl camocTosTensHON pabOTHI M €€ TPYIOEMKOCTh PUBEIEHBI B TA0IHLIE 7.

Tabnuna 7 — Bunbel caMmocTosTenbHON paboThl U €€ TPYAO0EMKOCTh

N Bcero, | Cemectp 9,
Bun camocrositensHOM paboTh
qac qac
1 2 3
M3yueHne TeOpeTHIecKoro Marepuasia
20 20
nucturaHbl (TO)
KypcoBoe npoextuposanue (KII, KP) - -
PacuetHo-rpaduueckue 3aganus (PI'3) - -
Brinonnenue pedepara (P) - -
[ToaroToBka K TEKyLieMy KOHTPOJIIO 14 14
ycneBaemoctu (TKVY)
Jomamraee 3amganue (/13) - -
KonrtposbHsle paboTsl 3a04HrKOB (KP3) - -
IToaroToBka K MpOMEKyTOYHOU
20 20
arrectanuu (I1A)
Bcero: 74 74

5. IlepeueHb yueOHO-METOINYECKOTO OOECIICUEHUS
JUISL CAMOCTOSITEITBHON padOThl 00YJaIOIIUXCsI O TUCIUILTHHE (MOJIYITIO)
Y4eOHO-MeTOIMYeCKHe MaTepualibl ISl CaMOCTOSITENbHOW paboThl 00yJaromuxcs yKa3aHbl B
. 7-11.

6. IlepeueHp MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN

[lepeuyeHb neUaTHBIX U 3JEKTPOHHBIX Y4eOHBIX M3/IaHUH MpHUBeIeH B TadmuIe 8.
Ta6mmia 8— IlepeueHp MeYaTHBIX U AIEKTPOHHBIX YUCOHBIX U3aHUN

Mudp/
URL anpec

bubnuorpaduueckas ccpiika

onoImoTeke

KommuecTtBo 3K3eMILIsIpOB B




(KpoMe 2JIEKTPOHHBIX IK3EMILTSIPOB)

37
72

['ocynapcTBeHHAss UTOTOBAs ATTECTAIUS !
METOJUYECKHE YKa3aHUs 110 MOJArOTOBKE K
rOCy/IapCTBEHHOMY 3K3aMEHY U HAITUCAHUIO U
3alUTe BBITYCKHOW KBAJIM(DUKAIIIOHHOM
pabotsl / C.-TIleTepl. roc. yH-T a3pOKOCM.
npudopoctpoenus ; coct.: C. I'. domuuena,
T. H. Enuna, B. A. MbutbHHKOB. - CaHKT-
[TerepOypr : U3a-Bo I'YAIL, 2021. -79c. :
puc., Tabmn. - bubmwmorp.: c. 79 (10 Ha3s.). - b.
1. - TekcT : HemocpeACTBEHHBIM.

004
D 76

®omuueBa, Cpemiana ['puropreBHa.

O6paboTtka napopManyu B
pacrpeieieHHBIX CUCTeMax : yueOHoe
noco6ue / C. I'. ®ommuena ; C.-Ilerepb. roc.
YH-T a3pOKOCM. IIprudopocTpoeHus. - CaHKT-
[TetepOypr : U3n-Bo I'VAIIL, 2020. - 132 ¢. ;
131 c. : puc. - bubmmorp.: ¢. 123 (17 HasB.). -
ISBN 978-5-8088-1487-5 : b. 1. - Tekcr :
HEMOCPEICTBEHHBII

004
b 39

beszarees, Cepreii BanentnHoBud (1-p TEXH.
HayK, JO1L.).

IIporpammupoBaHue 3a1a4d 1o
o0ecreyeHnIo nH(OpMaIIMOHHON
0e30MacHOCTH : 1a00PAaTOPHBII MPAKTUKYM /
C. B. bezzarees, C. I'. ®omuuena ; C.-
[Terep6. roc. yH-T a3poOKOCM.
npubopoctpoenus. - Cankr-IlerepOypr :
N3n-so I'YAIL, 2020. - 89 c. : puc., Tadm. -
buGmuorp.: c. 88 (10 Ha3B.). - b. 1. - Tekcr :
HEIOCPEICTBEHHBIMN.

004
3-62

3uma, B. M.

be3onacHOCTh ri100aIbHBIX CETEBBIX
texHojoruii / B. M. 3uma, A. A. MonaoBsH,
H. A. MonnossH. - 2-e u3n. - CII6. : BXB -
[TetepOypr, 2015. - 368 c. : puc. - (Mactep
cucrem). - bubamorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipeam. ykas.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Tekcr :
HEIOCPEICTBEHHBIN

007
B 67

Boxakosa, B. H.

Teopus cucTeM U CUCTEMHBIN aHAU3 :
YUEeOHUK TS aKaJIeMUIeCKOro OakaiaBpuata
/ B. H. BoakoBa, A. A. Jlenucos ; Hair.
uccien. C.-ITerep0O. roc. MOMUTEXH. YH-T. - 2-
e u3., mepepad. u gom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AkaJeMUIeCKUI
Kypc). - [Ipenm. ykas.: c. 600 - 606. - meH.
yka3.: ¢. 607 - 609. - bubnuorp.: c. 610 - 616
(109 nass.). - ISBN 978-5-9916-4783-0 :
870.87 p. - TekcT : HEMOCPEICTBEHHBIN.

10




Nmeer rpud YMO Beiciero oo6pa3zoBaHus

004 Hcaes, I'. H. 5

U 85 [TpoekTrpoBanre MHPOPMAITUOHHBIX
cucteM : yae6Hoe ocooue / I'. H. Hcaes. - 2-
e u3., crep. - M. : OMETI'A-JI, 2015. - 424 c.
: puc., Tabn. - (Beiciiee TexHuueckoe
obpasoBanmue). - bubmuorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. -
Ha ctp. 7 - 8: Ciucok cokparieHuit

TeKCT : HenmocpeCTBEHHBIH.

004 bapanoga, E. K. )

B 24 HNudopmannonnas 6€300acHOCTb U 3aIIuTa
nHpopmaruu : yuebHoe nmocoodue / E. K.
bapanosa, A. B. babam. - 3-e u3n., mepepao.
u pom. - M. : PUOP : UH®PA-M, 2017. - 322
C. : puc., Tabi. - (Beiciiee oopa3oBanue). -
bubmuorp.: c. 313 - 316 (56 nass.). - ISBN
978-5-369-01450-9 (PUOP). - ISBN 978-5-
16-011164-3 (MH®PA-M) : 942.63 p. -
Tekcr : HenmocpeACTBEHHBIM.

Nmeet rpud YMO no o6pazoBaHuio B
001aCTH IPUKITATHON HH)OPMATHKI

004.4 Wnbuna, lapest BukropoBHa. )

U 46 [IpoexTupoBanue u pa3padoTKa 6€30MaCHBIX
BeO-NIpUsIokKeHUH : yuebHoe nmocobue / 1. B.
Unwuna ; C.-IletepO. roc. yH-T a3pOKOCM.
npubopoctpoenus. - Cankr-IlerepOypr :
W3n-so I'VAIL, 2019. - 43 c. : puc. -
bubnuorp.: c. 42 (2 Hass.). - ISBN 978-5-
8088-1434-9 : b. 11. - Teker :

HEIOCPEICTBEHHBIN.
004.7 Kyuun, Hukonait BanentunoBud (71011.). 4
K 95 MHOroypoBHEBbIE CHCTEMBI B 00JIaYHbIE

BbIUKCIIeHUs : yueOHoe mocodue / H. B.
Kyuun, A. 0. Monuanos ; C.-Iletep0. roc.
YH-T a3poKocM. nipudopocTpoenus. - CIIO. :
N3n-so I'VAIL 2018. - 136 c. : puc. -
bubmmorp.: c. 133 (14 Haszs.). - ISBN 978-5-
8088-1250-5 : b. 1. - Tekcr :

HETOCPEICTBEHHBIN

Ilepeuenn

1. Hepequb QJICKTPOHHBIX O6pa3OBaTeJ'IBHBIX peCcypcoB

MH(}OPMaLMOHHO-TEJIEKOMMYHUKAIIMOHHOH cetn «IHTepHEeT»

SJICKTPOHHBIX O6p8.30BaTCJ'ILHBIX pPeCypCoOB I/IH(I)OpMaI_II/IOHHO-

TEJICKOMMYHUKAIIMOHHONW ceTn «MHTepHeT», HEOOXOIMMBIX I OCBOCHHS JTUCITUILIAHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATEIBHBIX PECYpPCOB HWH(POPMAIMOHHO-
TEJICKOMMYHUKAMOHHOU ceTu «HTepHET»

URL anpec HaumenoBanue
www.intuit.ru Hanwonansueiii OTkpeiteiii Yausepcurer "MHTYUT"




8. Ilepeuenp HHPOPMALTMOHHBIX TEXHOJIOTUI
8.1. IlepeyeHp mpOrpaMMHOTO OOECHEYCHHS, HCHOIB3YeMOTO MpPU OCYIIECTBICHUU
00pa3oBaTENILHOTO MpOoIEcca [0 JUCHUILIHHE.
[Tepeuens ncmosIb3yeMoro NporpaMMHOTO o0ectieueHus npeacTasieH B Taduuie 10.

Tabmuna 10— [lepeueHs mporpaMMHOTo 00€CIICUCHIS

Ne i/t Haumenosanue

He npenycmorpeno

8.2. IlepeucHb HH()OPMAIMOHHO-CIIPABOYHBIX CHUCTEM,HCITOJIb3yEeMBIX pH
OCYIIECTBIIEHUU 00pa30BaTEIHLHOTO MPOIIecca MO UCIUILTUHE

[lepeyeHb HMCHOAB3YeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM IIPEJICTaBICH B
Tabauie 11.

Tabmuna 11— [lepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne i/ HanmeHnoBaHue

He npenycmotpeno

9. MarepuanbpHO-TeXHHYECKast 6a3a
CocrtaB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa30BaTeILHOTO MpoIiecca MO TUCIUIUIHHE, IPECTaBICH B Tabmuiel 2.

Ta6mmma 12 — CoctaB MaTepUaibHO-TEXHHUECKOM 0a3bl

Ne HaumeHoBaHMe cOCTaBHON 4acTu Howmep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOHN 0a3bl (pu HEOOXOMMOCTH)

1 JlexuMOHHAS Ay AUTOPUS

MynsTuMeanitHas TEKIUOHHAS Ay AUTOPHUS

3 | KommbroTepHslii kitace

10. Onenounble cpeacTBa AJs MPOBEIEHUS TPOMEXYTOUHOM aTTecTalu
10.1. CocTaB OIICHOYHBIX CPEIACTBAJS TPOBEACHUS IPOMEKYTOYHOH aTTeCTAIHH
o0yyaromuxcst o JUCUUIUIMHE IpuBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB Il IPOBEICHHS POMEKYTOYHOH aTTeCTAIluN

By npomexyTo4HOM aTTecTanuu [lepedyeHp OLICHOYHBIX CPEACTB

3aueT Cnucok BOMpOCOB;
TecTsr;
3agaun.

10.2. B kayecTBe KpuUTEpUEB OIECHKH YpPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMIIETEHIIMM O0yJyarouuMucs MpUMEHsieTcs S-0ajibHasi HIKana OLUEHKH CPOpMHUpPOBAHHOCTU
KOMIIETEHIIN, KoTopas mpuBejeHa B Tabuune 14. B TeueHne cemectpa MOXKET UCIOIb30BaThCS
100-6annpHast ~ mIKajla ~ MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCIIOJIb30BaHUSI KOTOPOH, YCTAaHOBJIEHBI COOTBETCTBYIOIUM JIOKAJbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu onieHKH ypoBHS c(hOPMHUPOBAHHOCTH KOMIETEHITHIH

Or11eHKa KOMITETEHITUHN

XapakTeprcTUKa C(hOPMUPOBAHHBIX KOMIIETEHLUIA
5-0ayuipHas MIKaia PaKTep (bop




Or11eHKa KOMITETEHITUHN

5-0ayuipHad IIKaIa

XapaxrepucTrka chopMUPOBAHHBIX KOMIIETEHIUI

— o0yyvaromuiics TJIyOOKO ¥ BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepHa;

— YBEPEHHO, JIOTHYHO, TIOCIICJOBATEILHO M TPAMOTHO €ro U3JIaracr;

— OIrpasACh Ha 3HAHUA OCHOBHOH n HOHOHHHTGHBHOﬁ JINTCPATYypBhbI,

«OTJINYHO o
GatTeHOY TECHO MPHBS3BIBAET YCBOCHHBIC HAYYHBIC MOJOXKECHUS C MPAKTUYECKOM
JeSITEIbHOCTBIO HAIIPABIICHMUS;
— yMeJI0 00OCHOBBIBAET U APT'YMEHTUPYET BbIIBUTAEMbIE UM HUJIEH;
— JIeJIaeT BBIBOJIBI U 000O0IIEHMS;
— cBOOOIHO BJIAZICET CHCTEMON CIEUAIM3UPOBAHHBIX MOHITUH.
— o0y4aromuiicst TBEpI0 YCBOMJI IPOTPaMMHBINA MaTepuall, TpaMOTHO U
[0 CYIIECTBY M3JaraeT €ero, ONUPasCh HA 3HAHUSA OCHOBHOM
JUTEPATYPHI;
ODOLLOY — HE JIOMYCKAET CYLECTBEHHBIX HETOYHOCTEMH;
P — YBSI3BIBACT YCBOGHHBIC 3HAHHUA C TPAKTUYECKOH JEATEITBHOCTHIO
«BAYTEHO»
HaIlpaBJICHUS;
— apryMEHTUPYET Hay4yHbI€ TOJI0KEHUS;
— JIeJIaeT BBIBOJIBI M 0000IIEHMS;
— BJIaJICET CUCTEMOH CeLUAIM3UPOBAHHBIX MOHITUH.
— o0yyaronuiicss ycBOMJI TOJIBKO OCHOBHOM NMPOrpaMMHBII MaTepuall,
[0 CYILECTBY H3JIaraeT €ro, OMUPasCh HA 3HAHHUS TOJIBKO OCHOBHOM
JUTEPATYpPHI;
— JIOITYCKAeT HECYIIECTBEHHBIE OMIMOKN 1 HETOYHOCTH;
«YJIOBJIETBOPUTEIILHOY .
— MCIIBITBIBACT 3aTPyJHEHHUs] B INPAKTHUYECKOM NPUMEHEHHUH 3HAHUHN
«3AYTEHO»
HalpaBJICHUS;
— cJ1a00 apryMeHTHPYET Hay4YHbIE MOJI0KEHHUS,
— 3aTpyAHsieTcs B (OpMYJIUPOBAHUHU BBIBOJIOB U 0000IIEHNUI;
— YaCTMYHO BJI3JIeeT CUCTEMON CHelMaIu3UPOBAHHBIX MOHSITHH.
— o0yyJaromuiicss He YCBOWJI 3HAUUTENbHOM 4YacTH MPOrpaMMHOIO
MaTepuana;
— JIOTYCKaeT  CYIIECTBEHHbIE  OMMWOKHM W  HETOYHOCTH  TpHU
«HEYJIOBJIETBOPUTEIHLHOY .
paccMOTpeHHH pobsIeM B KOHKPETHOM HalpaBlIeHUH;
«HE 3a4YTEHO»

— MCIIBITHIBAET TPYIHOCTH B MPAKTUYECKOM PUMEHEHNHN 3HAHUM;
— HE MOXET apryMEHTHPOBATh HAYYHbIE MTOJIOKCHHS,
— He QOpMYJIHMPYET BHIBOJAOB U 000OLICHHIA.

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAIIBI.
Bormpocs! (3agaun) nms sKk3ameHa mpeicTaBlieHbl B Tadnmie 15.

Tabmuia 15 — Borpocs! (3amaun) 115 9K3aMeHa

Ne /i [Tepeuens BompocoB (3a1a4) AJsl IK3aMeHa Koz
WHANKATOpa
Y4eOHbIM MJIaHOM HE IPEIYyCMOTPEHO
Bompocsr (3amaun) s 3ageta / qudd. 3aueTa npejgacraBieHsl B Tadbmuie 16.
Tabnuna 16 — Bonpocs! (3agaun) nns 3adera / audd. 3agera
Kon
Ne i/t [Tepeuens BompocoB (3amav) myist 3adeta / nudd. 3auera HHKATOPA
1. [lonsiTHe, BUIIBI M CTPYKTYypa aBTOMATU3UPOBAHHBIX CUCTEM OIIK-5.3.1
(o PJ1 50-680-88)
2. BesomacHocth AC, ee cocTaBisronye. OCHOBHEIC CIIOCOOBI U OIIK-8.B.2
MeXaHU3MbI oOecrieueHust 6e3omacHocT nHpopmaruu B AC
3. Knaccudukanus, uneHrndukanus (MHBEHTapH3alus, OIIK-
KaTaJIOTU3allvs) U OllcHUBaHUE (KaTeropupoBaHne) 00 bEKTOB 10.V.1
3amuTel B AC




4, Knaccudukanms (katanorusanus), UAeHTHDUKAITHS, OIIK-
cienuUKanus 1 OlleHWBaHue yrpo3 6e3omnacHocT B AC 11.3.1

5. UYenoseueckuii pakTop B yrpo3ax 6e3omacHocTd. Mojienb OIIK-
HapymuTens 6ezonacnoctu nHGopmanu B AC ( 11.3.2

6. JlexoMno3uiys Ha3HAYCHMS, LIeJIeH 1 3a1a4 OIIK-5.3.1
¢ynkunonuposanusi AC. @yHKIHOHATBHAS CTPYKTYpPa
AC u ¢pyHKIIMOHATBHBIE TpeOoBaHus K 3amuineHHpM CBT,

AC, nponykram u cuctemam UT

7. Cucrema u cTpyKTypa (QyHKIIMOHAJIBHBIX TPEOOBAaHUH 110 OIIK-8.B.2
3ammure oT HCJl k nagopmanuu B CBT), knaccer
samumeanoctu CBT

8. Cuctema u cTpyKTypa (pyHKIIMOHAIBHBIX TPEOOBAHMIA 1O OIIK-
samute oT HCJ[ B AC), rpymmbl 1 kiaccsl 3amumeHHocta AC | 10.V.1

9. OO0mmas cTpykTypa TpeOoBaHMi 0€30IACHOCTH K U3JCIUSIM U OIIK-
cucremam UT, knaccblhyHKIIMOHATBHBIX TPEOOBaHUN 11.3.1
6e3omacHoctr (mo 'OCT P MCO/MOK 15408-2002. Y.2)

10. VYenyru (cepBUCH) 6€30MACHOCTH TTPU B3aUMOICHCTBUH OIIK-
OTKPBITBIX CHUCTEM M MEXaHU3MBbI 0€30M1aCHOCTH, X 11.3.2
peanusyromrue (mo 'OCT P UCO 7498-1-99),

B3aMMOOTHOIIIEHUE MEXIY YCIYraMu 3alllUThl U YPOBHSIMU
B3aMMOJICHCTBUS 110 7-MU YpOBHEBOM 3TanoHHo Mogenu BOC

11. JKu3HEHHBIN UK, CTaIMK CO3JIaHus U coaepkanue padbor mo | OITK-5.3.1
cozpanuio AC, ocodennoctu co3ganus AC B 3al[HAIIIEHHOM
ucnonuenuu (mo 'OCT 34.601-90, T'OCT P 51583)

12. Texauueckoe 3aganue Ha co3nanre AC, TpeOoOBaHUS 110 OIIK-8.B.2
CTPYKTYpE, COACpkKaHUIO, MOPSAKY pa3paboTku, oopmiieHus,
cornacoBanus u yreepxkerus (mo 'OCT 34.602-89)

13. Ocobennoctu Texunueckoro 3amanus Ha co3ganue AC B OIIK-
3aIUIEHHOM HcnodHeHHU. COCTaBIISIOIINE 00X 10.V.1
TpeboBanuit K AC3U u cTpyKkTypy (HyHKIIMOHATBHBIX
tpeboBanuii (mo 'OCT P 51624)

14. Kuznennsblii nukn uzgenuii (mpoaykroB u cucreM) UT, obmas | OIK-
cXema M MOCIeA0BaTEeIbHOCT co31anus uaaemnid UT 11.3.1

15. Knaccudukanus nznenuii U'T u pyHKIIMOHAIBHBIE TAKEThHI OIIK-
TpeboBanuii 6e3omacHocTr. Kinaccrl 3anmumennocta m3aennii | 11.3.2
UT u nakets! TpeboBanuit foBepus 6e3onacHoctu (mo 'OCT P
NCO/M3BK 15408-2002)

16. CtpykTypa, HOpsI0K pa3paboTKH, pETUCTPALMU U OIIK-5.3.1
omyOnuKoBaHus npoduieit 3amuThl s uznenuit UT (mo
I'OCT P MCO/MDBK 15408-2002)

17. CtpykTypa, Ha3HaYeHHE U MOPAIOK pa3pabOTKU 3aJaHUs 10 OIIK-8.B.2
6e3omacHocTH 1pH cozaanuu uzaenuii T, cooTHoeHue
MEXIy MpodUIeM 3alIUThl U 3aJaHUEM TI0 0€301TaCHOCTH.

Texuuueckoe 3amanue Ha co3ganue cucteMbl UT (mo TOCT P
NCO/MDBK 15408-2002)

18. Conepsxanue mporiecca pa3paboTKH U BBOJIA B IEHCTBHUE OIIK-
uznenuit (cucrem) UT. YpoBHU npeAcTaBiIeHUs TPOEKTHBIX 10.V.1
peLIeHMI

19. [TpoextupoBanue AC xak 0coOblii BU AESITEIHHOCTH, OIIK-
00BbekThI TpoekTupoBanus npu coznannu AC (o PJ] 50-680- | 11.3.1
88)

20. Meropomnorust (METOABI U CpecTBa) nmpoekTupoBanus AC OIIK-




11.3.2

21. Kanonunueckoe (MHauBUyanbHOE) npoekTupoBanne AC. OIIK-5.3.1
TexHonornyeckas cxema 3TarnoB TEXHUYECKOT0 U paboyero
IIPOEKTUPOBAHMUS

22. TunoBoe npoektupoBanue AC 1 ero MEeToIbl. OIIK-8.B.2
TexHosornyeckas cxeMa NpoeKTHPOBAHHUS

23. VYnpasnenue npoueccoM npoektupoBanus AC, ero OIIK-
KOMIIOHEHTHI U cienuduka 10.V.1

24, Opranu3anyoHHas CTpYKTypa, cxeMmbl opranuzanuu padot npu | OIIK-
npoektupoBanuu AC u opranuzanmonssie popmsl npoektaoro | 11.3.1
KOJUJIEKTHBA

25. Coneprxanue u crienupuKa yIpaBIeHIeCKOTro IUKIIA TTPU OIIK-
npoexktupoBanuu AC 11.3.2

26. Meto/1bl IIIaHUPOBAHUSA U YIPABJIEHUS IIPOCKTAMM. OIIK-5.3.1
Junarpammel ['anTTa, ceTeBbie TpaiKu MPOEKTOB

217. ABTOMATU3UPOBAHHBIE CUCTEMbI YIIPABJICHUS IPOEKTAMHU OIIK-8.B.2

28. OO01re moI0KEHUS TI0 IKCIUTYaTalluy u3aeuil, komruiekcos, | OITK-
CpeACTB HeaTesibHOCTH. COCTaBIISAIONINE OPraHU3aAIMOHHBIX U 10.V.1
TEXHUYECKUX MEPONPUATUI IO IKCIUTyaTalluH

29. Oco6ennoctu skerutyatanuu KC (AC) u 3amumenasix KC OIIK-
(AC B 3amuieHHOM HucnosHeHun). Anmunuctpuposanue KC | 11.3.1
(AC)

30. Opranbl ynpaBiaeHUs U JIAHUPOBAHUS SKCILUTyaTalluU OIIK-
samuieHHsx AC 11.3.2

31. OkcmtyaraunonHas fokymenrtanus Ha AC (u3penus UT). OIlIK-
PykoBoACTBa ITOJIB30BATENS M aAMUHUCTPATOPA 11.3.1

32. Koncrpykropckue skcrmyataimonnbie fokymeHTsl Ha TCO u | OIIK-
10, skcruryaTallMOHHBIE JOKYMEHTBI IPEATIPUATHUS 11.3.2

[lepeuenp TeM nis KypCOBOTO INPOEKTUPOBAHUS/BBIIIOJHEHUS KYpCOBOW pabOThI
MpeICTaBIeHbI B Ta0nuie 17.
Tabnuna 17 — Ilepeyens TeM Juisi KypcOBOTO IPOEKTUPOBAHMSI/BBITIOIHEHUSI KYPCOBOM pabOThI

No 11/ [TpuMepHBIii IepedeHb TeM Il KypCOBOTO MPOEKTUPOBAHUS/BBITTOIHEHHS
) KypcOBOIl pabOThI
Y4eOHBIM IIAHOM HE MPEAYCMOTPEHO
Bonpocel 11 mpoBeneHUsT NPOMEXYTOYHOM aTTECTallUM B BHJE TECTUPOBAHMUS

IpeJICTaBICHBI B Ta0wmIe 18.

Tabmuma 18 — [IpumepHBIii IepedeHb BOITPOCOB TSI TECTOB

y Kox
Ne n/mt ITprMepHBIii TepeueHb BOIPOCOB ISl TECTOB
WHJMKaTOpa
1. | Paznuyarot cnenyromue ypoBHH yrpasienus b opranuzanuu OIIK-5.3.1
1) Crpareruueckuit
2) TakTuveckuit
3) IIpomMexyTOUHBII
4) OnepaTuBHBIN
2. |Ilpm  mpoBegeHum  oOciemoBaHuss ~ opraHu3anuu  ocHoBHbIMH | OIIK-8.B.2

HUCTOYHUKAMU UH(POPMALIUH SIBIISIOTCS
1) JIoKyMEHTBHI OpraHH3aIyHu, POLEaYPhI
2) Tlonutuku opraHU3aIUK
3) Pe3yabpTaThl HHTEPBLIOUPOBAHHMS

COTPYJTHUKOB




4) TexHOJOTMYECKUE KapT

single loss expectancy - SLE
1) oxkmmaeMblit ro0BO# yiepo
2) BenuunHa 0)H1aEMOT0 Pa30BOTO yiepoa
3) exerojHas 4acTOTa BOSHUKHOBEHHS PUCKa
4) CTOMMOCTh aKTHBA JJIs1 KaKI0TO PHCKA

OIIK-
10.V.1

HalMoHaIbHas 0a3a maHHbIX ysa3umocteit CILA;:
1) Common Vulnerabilities and Exposures
2) National Vulnerability Database
3) Open Sourced Vulnerability Database
4) Public Vulnerability Database

OIIK-
11.3.1

Bekrop yrpo3sl — 310
1) Habop ckaaspHBIX 3HAYCHHI
2) TEKCTOBasl CTPOKa, KOTOpas COJACPKHUT 3HAUCHHS, CBSI3aHHBIC C
KaXXJ0M METPUKOM
3) MaccuB 3JeMEHTOB
4) HeT NpaBUJIBHOTO OTBETA

OIIK-
11.3.2

C:[N,L,H] meTpuka yka3plBaeT HACKOJBbKO CUJIBHO B CIy4ae YCIEIIHOIO
UCIIOJIb30BAaHUS YSI3BUMOCTH TTOCTPAgaeT

1) HocrymnHOCTb

2) KoupuaeHIHuanbHOCTb

3) llenoctHOCTH

4) HanmexXHOCTb

OIIK-5.3.1

¥ BeKTOpa ysI3BUMOCTH
CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:N
3nauenue metpuku S:U o3Havaer

1) user

2) unique

3) unchanged

4) updated

OIIK-8.B.2

Hu3koil BeposSTHOCTH peau3aiiuy yrpo3 COOTBETCTBYIOT KPUTEPUU

1) oTcyTCTByeT MOTHBALUS [UIsl PEATU3AIIAH j-Oi yrPO3bI

2) OTCyTCTBYeT TpeOyemasl CTaTHCTHKA 1O (haKTaM pealu3anuH j-oif
yIpo3bl 0€30MacHOCTH UH(pOpMaLUK

3) OTCYTCTBYIOT OOBEKTHBHBIC MPEAMNOCHUIKH K PEATU3ALUH j-Oif
yIpo3bl 0€30MacHOCTH UH(pOpMaLUK

4) BO3MOJKHAs 4aCTOTA PEAM3AIMH j-Oi Yrpo3bl HE IPEBBIIIacT 1
pasa B 5 Jet

OIIK-
10.V.1

CucTeMHBII aHATU3 TOJILKO OMpeAeNieHUue MOTPEOHOCTH U Ha3HAYCHUS
nc
1) ToybKO OmpeseieHHe OCHOBHBIX (DYHKIIMOHAIBHBIX
xapakrepuctuk 1C
2) TOJIBKO OLIEHKA 3aTpaT U d3PPEKTUBHOCTH UCTOIb30BanHus MC
3) ompenenenue moTpedHoCTH U HazHaueHus VC,
€€ OCHOBHBIX (PYHKIIMOHAIBHBIX XapakTepucTuk UC,
4) omenka 3aTpaT ¥ 3GGHEKTHBHOCTH UCIIOIB30BAHUS

OIIK-
11.3.1

10.

AkTyanuzaius yrpo3 6e30macHoCTH HH(PpOpMAITIU
3aKJII0YAETCs B OLIEHKE

1) BeposTHOCTH peann3aiun yrpo3bl

2) Crenenu pucka

3) Bo3moxHOCTH peanu3anuy yrpo3sl

4) Crenenu ymiepba

OIIK-
11.3.2




11. | [Tonutruka HHPOPMAITMOHHOK OE30IACHOCTH TTO3BOJISICT OIIK-5.3.1

1) ompenenuTh «IpaBuiia UIPhD» U BCEX COTPYAHUKOB
OPTraHU3alluU U TPETHUX JIULL

2) Paspaborath apxutekTypy 3ammuiiaemoit MC

3) cocTaBUTH OOIIYI0 OCHOBY JUIS 3aIIUTHI BCEX BIMSAIONIMX HA
OWDB akTHBOB OpraHu3alyu, B paMKax KOTOPOu
OIIPEACIIAIOTCS IIpaBuia pa3rpaHUYCHUs JOCTYyIaA K 3TUM
aKTHUBaM

4) cnenaTh MPaBUIBHBINA BEIOOP caMoii TIATGOPMBI ISt
paboTHI C aKTUBAMHU, YUUTHIBas, KAKUE MHCTPYMEHTAIbHBIC
CPEJICTBA ¥ NPOLEAYPHI OYIyT UCIIOIbH30BAHBI

12. | K npeumymiectBaMm ucmosb3oBanus SIEM crucreM OTHOCAT — OIIK-8.B.2

1) OmnepaTUBHBIM KOHTPOJIb 3aIUIIECHHOCTH Ha BCEX YPOBHSIX
CHCTEMBI

2) He tpeOyercs BoicoKas kBanmudukaius oneparopa SIEM
CHCTEMBI

3) Hcnonp3oBaHue JOKYMEHTHO-OPHEHTHPOBAHHBIX 0a3
JTaHHBIX

4) CHWXEHHE CTOUMOCTH BJIAJICHHS CHCTEMOU

[lepeyeHb TeM KOHTPOJBHBIX PaOOT MO AMCHUIUIMHE OOYYAIONIMXCS 3a04HOU (HOPMBI
00ydeHus1, IpeICTaBICHbI B Ta0mie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboOT

No i/t [TepeyeHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Metoauueckue  Marepuaibl,  ONpPEAENSAIOIIMEe  HPOLEIypbl  OLIEHUBAHHS
MHAMKATOPOB, XapaKTepU3YIOUIUMX JTanbl (OPMUPOBAHUS KOMIETEHLUH, COJIEpKarcs B
JOKAJIBHBIX HOpMaTuBHBIX akTax [YAII, pernameHTHpYyOIIMX NOPSAAOK M MPOLEAYPY

MPOBEJCHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUHOM aTTecTali 00yJarommxcs
I'VAIL

11. Mertoauueckue yKazaHus Uit 00YJarOIIUXCs IO OCBOCHUIO TUCITUTIAHBI

11.1. Metonuueckre yka3zaHus [ OOYYalOIIMXCS 10 OCBOCHHMIO JIEKIMOHHOTO
MaTepuaia

OcHOBHOE Ha3HAY€HHE JIEKIIMOHHOTO MaTepuaja — JIOTUYECKH CTPOHHOE, CHCTEMHOE,
riyOOKoe W SICHOE W3JIOKEeHHe yueOHoro marepuana. HasHadeHune COBpEMEHHOM JeKIMU B
pamMKax JUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(OpPMAIMIO 1O TEME, a B OCBOCHUU
byHaaMEeHTaNbHBIX TpoOJeM JUCHMIUIMHBI, METOJOB HAyYHOTO IIO3HAHMS, HOBEHIINX
JTOCTHKEHUI HayyHOUW MbIcau. B yueOHOM mporiecce JIEKIHs BBIIOIHSAET METO/I0JIOIHMYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIUH. JIEKIMs packpbIBaeT MOHATUHHBIN anmapar
KOHKpETHOM o0jacTu 3HaHUA, €€ MpoOJeMbl, JaeT LeNbHOE MPEJCTaBICHUE O TUCIHUILIMHE,
MIOKA3bIBAET B3aUMOCBS3b C IPYTUMH JUCLHUIIIIMHAMH.

[InaHupyeMble pe3yibTaThl IPU OCBOEHUU 00YYaIOUIMMUCS JIEKIIMOHHOTO MaTepuana;

— TIOJYyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX ONpPEIETAETCS 1EIEBOM YCTAHOBKOM K KaX 0l KOHKPETHON TEME;

— TIOJIyYEHHE OIBITa TBOPUECKOI paboThl COBMECTHO € IPENoaBaTeseM;

— pa3BuTHE TOPOPECCHOHATBHO-IENIOBBIX  KauyecTB, JIIOOBM K  TpeAMETy H
CaMOCTOSITEILHOTO TBOPYECKOI'O MBIIITIEHHUS.




— TOSBIICHHWE HEOOXOAMMOT0 HHTEpeca, HEOOXOAMMOTO JJIsi CAMOCTOSITEIbHON paOoTHI,

— TIONy4YeHHE 3HAHUHW O COBPEMEHHOM YPOBHE pa3BUTHS HAYKH W TEXHUKH U O
MIPOTHO3€ WX Pa3BUTHS Ha OJIMKAUIIINE TOJIBI;

— HAYYUTHCS METOAMYECKH 00pabaThiBaTh MaTepwall (BBIACIATH TJIaBHBIE MBICTU U
MOJIOKEHHUS, TPHUXOJAUTh K KOHKPETHBIM BBIBOJIaM, TMOBTOPSATH WX B Pa3IMYHBIX
(bopMyITUPOBKaXx);

— TIONy4YeHHE TOYHOTO OHUMAHUS BCEX HEOOXOJUMBIX TEPMHHOB U TIOHSTHH.

JIeKuMOHHBI MaTepuall MOXET COIPOBOXKIAATbCA JEMOHCTpalUed CIaiJoB U
WCIIOJIb30BAaHUEM pPa3JlaTOYHOI0 Marepuana TIpU TPOBEACHHH KOPOTKHUX JHCKYCCHH 00
OCOOCHHOCTSIX MPUMEHEHHSI OT/ICTBHBIX TEMATHK I10 TACIUTUIHHE.

CTpyKTypa IpeiocTaBICHUS JICKIIMOHHOIO MaTepHraJa:

— H3noxxeHue TEKIMOHHOTO MaTepHaa;
— TlpencraBieHne TEOPETHIESCKOTO MaTepraa Mperno/iaBaTesieM B BUJIE CIIAHIOB;
— OcBOeHHE TEOPETHYECKOTO MaTepraa 1o MPaKTHIECKUM BOIIPOCAM;
— Crnucoxk BOMPOCOB MO TeME JJIsi CAMOCTOSITENIbHOM paboThI CTyIeHTa
11.2. Meroauueckue yKazaHus s OOydyaromuxcs IO Y4YacTHI0 B CEMHUHapax -
VUeOHbIM NIAHOM He NPedyCMOMPEHO .

11.3. MeTtoau4veckue yka3aHUs Uil OOYYAIOIIUXCS IO TPOXOXKACHHUIO MPAKTHUYECKUX
3aHATUH - YUEOHBIM NIIAHOM He NPedyCMOMpPEeHO

11.4. Metoauueckue yka3aHusl A OOy4arolMXCsl 10 BBIIOJHEHHUIO J1a00paTOPHBIX
pabor

B xoxe BeIONHEHHS Ja0OPATOPHBIX paboT OOydYarOMmMHCS [OJKEH YIrIIyOuTh H
3aKpeNUTh 3HAHMS, NMPAKTHUECKUE HABBIKHM, OBJAJETh COBPEMEHHON METOAMKOW M TEXHHKOU
HKCIIEPUMEHTa B COOTBETCTBUM C KBAIM(PUKAIIMOHHON XapaKTepUCTUKOW 00ydarolerocs.
Beinonnenue 1abopaTopHbIX pabOT COCTOMT M3 SKCIIEPUMEHTATbHO-IIPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKON YaCTeW U KOHTPOJIBHBIX MEPOITPUATHI.

BeinonHenue 51abopaTopHBIX PabOT 0O0y4aromMMCs SIBJISIETCS HEOTHEMJIEMOH 4YacThlO
U3YYEHUS JUCLUIUIMHBL, ONIpENesiseMOol Yy4eOHbIM IUIAaHOM, M OTHOCUTCA K CPEACTBaM,
o0ecreynBaroIuM pelIeHue CcIeIyIoIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

— TpuoOpeTeHHe HaBBIKOB MCCIEAOBAaHHSA MPOLECCOB, SBIEHUHM U OOBEKTOB,
M3Yy4aeMbIX B paMKax JJaHHOW JUCIUIINHBI,

— 3aKpeIUICHHE, PAa3BUTHE MU JETAN3allds TEOPETUYECKUX 3HAHUMN, TOJYYEHHBIX Ha
JEKIUSX;

— TOJy4YeHHe HOBOM MH(OpMAaLUU 110 U3ydaeMON AUCIUILINHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboThl ¢ 1a00paTOpHBIM
000pyI0BaHEM U TPUOOPAMH.

3ajiaHue ¥ TpebOoBaHUs K IPOBEICHUIO J1a00paTOPHBIX paboT

JlabopaTopnasi pa6ora Ne 1 «Omnucanne 00BEKTa HCCIEAOBAHUS C TOYKU 3PEHUS
aJIMHHHCTpATOpPa 10 MHPOPMAIIMOHHON 0€301acHOCTH»

Lenp nabopatopHoit pabotel Ne 1: ITocTpoeHue pa3nu4HbIX MOJENEH, 0TOOpaKAIOLINX
ApXUTEKTYpy aBTOMATH3UPOBAHHON CHCTEMBl OTPAaHMYCHHH JOCTyma K WHQOpPMAMHA W
NPOBE/ICHUE aHajdM3a MECT M BUJAOB yTeukd HMHpopmanuu. OLEHKa CTENEHU 3alUIEHHOCTH
uH(pOpMaLIUH.

3ananue k 1aboparopHoii padore Nel

1) BBINOTHUTE OIIEHKY aKTyaJIbHOCTH, pa3pabaTbiBaeMoil HHHOPMAMOHHON

2) CHCTEMBI

3) TlpoBecTH CTPYKTYpHBIN CHCTEMHBIN aHAIN3 OU3HEC-TTPOIICCCOB

4) npeamerHoii ob6nactu. [loctpouts auarpammer IDEFO (AS-IS), DFD (ASIS),
(mpu Heobxoaumoctu — IDEF3 (AS-IS).

5) Omnwucath pa3paboTaHHBIC AHArPAMMBI




6) BbiaenuTh aKTUBBI (KPUTHYECKHE DJIEMEHTHI), MOJJICKAIHe HHGOPMAIIMOHHON
3aIuTe
CrpykTypa u dhopma oTyeTa 0 1a060paTOpHOU padoTe
Otuer mo nabopaTOpHBIM paboTaM JOJKHA OTpakaTb HE (PAKT CHPOEKTUPOBAHHOW CHUCTEMBI
3aIUTHI, & TIPOIECC MPOCKTUPOBAHUS, TTOKA3bIBAIOIIMIA BCIO padOTy HAJ MPOSKTOM HA4YMHAS OT
MOJIyUEHHOT0 MCXOJIHOTO Marepualiia M HaOpocka Oynyineid 3amuineHHON HH(OpMalMOHHON
CUCTEeMBl M 3aKaHYMBas pa3pabOTaHHBIM M MPOTECTHPOBAHHBIM IMPOTPAMMHBIM MAKETOM, C
000CHOBaHMEM BCEX MPUHATHIX B MpPOIECCe NPOSKTUPOBAHUSA pelleHuit. B copepkanuu noimkHa
OBITh OTpaKeHAa CTPYKTypa oOT4YeTa. BBeneHue HOKHO XapakTepu3oBarh Ty cdepy
YeJIOBEYECKOW JeSATeNIbHOCTH, Ui KOTOpOil OyneT mnpoeKTupoBaTbes mpuiiokenue. I[lpu
OMHMCAHUU JUarpaMM JOJKHBI OBITh HW3JI0KEHBI OCHOBHBIC (DYHKIIMOHAIBHBIE BO3MOXHOCTH
Oynyieil cucTeMbl 3allMThl MH(POpPMAIUKM, a TakKe BUAbl MH(DOpPMALMKU KOTOpBIE MPHUAETCS
XpaHUTh W o00pabaTbiBaTh s JOCTHKEHHS IIOCTaBIEHHOW Ienu. B mociemyromux
nabopaTopHbIX — paboTax  JOMKHBI  OBITh  HW3IIOKEHBI  JTallbl  KOHCTPYUPOBAHHS U
(YHKIIMOHUPOBAHHSI  TIPOTPAMMHO-TEXHHUYECKUX  YCTPOWCTB  3aIUTHl  WHPOpMAIMU U
TEXHUUYECKUX 00OBEKTOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
TpeboBanus k oopmIIEHHIO OTYETa O Ja00paTOPHOU padoTe
— Oruér o mnabGoparopuoii pabore (JIP) mpenmocraBnsercs B MeYaTHOM/HUIU

AJIEKTPOHHOM BHJIE;

— Otuér o mabGopaTopHOil paboTe JOIKEH COOTBETCTBOBATH CTPYKType U (Qopme
OTYeTa, MPEICTaBJICHHOMN BHIIIIE;

— Oruér o naboparopHoit padore nomkeH umerh TUTYIbHBIN juct (TOCT 7.32-
2001 u3ganus 2008 rosna) ¢ Ha3BaHUEM U MOAINUCHIO CTYACHTA(OB), KOTOPHIH(BIE)
ee caenayn(u) u opopMuiI(u);

— Crygentr pomxeH 3amutuTh JIP. OTMeTka o 3ammre JOMHKHA HAaXOIUTHCS Ha
TUTYJIBHOM JIUCTE BMECTE C TOJIMUCHIO IIPEToaaBaTes.

Ccouika Ha JIP1 - https://pro.quap.ru/get-task/78006590fcaa9bfclad5022f9065d23b

JlabopaTopuasi pa6ora Ne 2 «[loctpoeHne MHGOIOTUYECKUX MOJAENEH, 3allUIIICHHBIX
HUC»

Lenr maboparopuoit pabotet Ne 2: Iloctpoenne uUHGOIOTUYECKUX MOAETEH,
samumineHHbpIx C m 0a3 JaHHBIX C 3alIUIEHHBIMHU TOJISMUA M YCTAaHOBJICHHBIMHU TIpaBaMU U
MPUBWIECTUSAMH JIOCTyNA K JaHHBIM OIIeHKa CTETeHU 3alUIIeHHOCTH HH(OpMAIIUH.

3amanue k 1abopatopHoit padboTe No2

1) TloctpouTs MOAETH YIPO3 pa3padaTbiBacMOil HHHOPMAIIMOHHON CHCTEMBI

2) TloctpouTh MOENb HAPYIIATEIS

3) CdopmupoBath peecTp aKTyaTHM3UPOBAHHBIX YIPO3 ISl K&KIOTO aKTHBA

4) OI1eHUTh BO3MOYKHBIE PHCKH

5) TlpoBecTu CTPYKTYPHBIH CHCTEMHBIH aHAIU3 OW3HEC-TIPOIIECCOB MPEIMETHOMN
obnactu. Iloctpouts pmarpammel IDEFO (TO-BE), DFD (TOBE), (mpu
Heooxoaumoctu — IDEF3 (TO-BE).

6) Ommcath pa3paboTaHHBIC THATPAMMBI

7) O1eHuTh CTENEeHb 3alUIICHHOCTH UHPOPMAITUU

[Ipu BhIMONHEHNHU 1a0OpPaTOPHOM pabOTHI CTYIEHTY OTBOJIUTCS POJib aJAMHHHCTpATOpa
CeTH TPEANPUSATHS WU aIMUHUCTpaTopa 0a3 MaHHBIX. B COOTBETCTBUM C 3a/laHHOM POIBIO
HEOOXOUMO CIPOCKTHPOBATh CUCTEMY 3aIMTHI MH(GOPMALIUU Ui KOHKPETHOTO Y4acTKa CETH.
Jnist perieHust JaHHOU 3aa4M Tak)Ke HEOOXOJMMO:

1) PacnpenenuTh yYacCTHUKOB CETH IO TOMEUICHHUSM MPEINPHUITHS, YYUTHIBAs
pazlieJieHue CIIyXaluX NpeAnpUsITHS Ha TPYIIIbI 110 33JJaHHOMY [IPU3HAKY.


https://pro.guap.ru/get-task/78006590fcaa9bfc1ad5022f9065d23b

2) CocTaBUTbh CTPYKTYPHYIO CXEMY CBOETO YYacTKa CETH C YKa3aHUEM BO3MOXKHBIX
KaHaJIOB YTeUKH UH(OpMALMK U TPOOIJIEM 3alUTHL.

CrpykTypa B hopMa 0TYETA O JaO0paTOPHOM padoTe

JIoTKHBI OBITH U3TI0KEHBI ATANbl KOHCTPYUPOBAHUS U (PYHKIIMOHUPOBAHUS IPOTPAMMHO-
TEXHHYECKUX  YCTPOMCTB  3amUThl  MHGOpPMAMM W TEXHHYECKUX  OOBEKTOB  OT
HECAHKIMOHUPOBAHHOTO JOCTYTIA.

Ccruika Ha JIP 2 - https://pro.quap.ru/get-task/a8e23daa5916a441df4694dfc8e89059

JlaGopaTopHas padora Ne 3 «Pa3paboTka MoauTHK 6€301acHOCTH HHHOPMALIII

Lenp mabopatopHoit padotel Ne 3: OreHka 3alMIEHHOCTH HHPOPMAIIMOHHOW CHCTEMBI,
dbopMupoBaHHE KOPIOPATUBHOM M YAaCTHBIX MOJUTUK HWHOOPMALMOHHONW O€30MacHOCTH,
peanu3youmx TpeOyeMblil YpPOBEHb 3aIUIIIEHHOCTH CUCTEMBI.

3ananue K J1abopaTopHoii padote Ne3

1) Ha ocHOBaHMM MpPEIIOJIOKCHUH O€30MacCHOCTH, MpPU YYeTe Yyrpo3 W HMEIOIIUXCS
ySI3BUMOCTEH  (Momenu yrpo3, TOJIy4yeHHOW B jabopatopHoil pabore No 1)
chopMynMpoBaTh Leau 0€30MaCHOCTH, ONPENEIUTh KJIACC M KaTErOpUI0 3allUIICHHOCTH
nH(pOpMaAIMOHHOM (aBTOMAaTH3UPOBAHHOW) CHCTEMBI.

2) PykoBoactBysce OCT P UCO/M3K TO 13335, TOCT P UICO/M3K 17799 u T'OCT P
NCO/MDBK 27001 BBINOTHUTH AllPHOPHYIO OLIEHKY M MPUOPUTHU3ALMIO PUCKOB, a TaKKe
coONIOZICHNE 3aKOHOJATENIbHBIX M  HOPMAaTHBHBIX AaKTOB Ul  paccMaTpUBAeMOM
nH(pOPMalMOHHON cucTeMbl ([[1s1 OlleHKH peKOMEHIyeTcs HCIOIb30BaTh MPOTrPAMMHOE
CPEICTBO MICROSOFT SECURITY ASSESSMENT TOOL)
https://www.microsoft.com/ru-ru/download/details.aspx?id=12273)

3) PesynbraThl SKCHEpTHOH oOleHKH puckoB Wb, momydeHHble Ha MPEIbIAYIIEM IIare
UCIIONIB30BaTh sl (POPMUPOBAHUS KOPIOPATUBHON M HEOOXOJUMOTO YHCIIa YaCTHBIX
MOJINTHUK, TIO3BOJISIFOIIUX MPUBECTU 3aIIUIIAEMYI0 CUCTeMY K cooTBeTcTBHIO ISO 17799 ¢
Y4E€TOM MPUOPUTU3ZALUU PUCKOB

4) TlpoBecTH  OIIGHKY  3alWIICHHOCTH,  JKCIUIyaTHPYeMOH  WMJIM  MPOCKTUPYEMOW
WH(OPMAIIMOHHONW CHUCTEMBI C YYeTOM aJalTallid MPaBHJ MOIUTHK WHGOPMAaIMOHHON
0€30MacHOCTH (KpaCHBIX KPYKKOB B OKCIIEPTHOM OIIEHKE HE JI0JPKHO OCTaThCs).

5) BbIaenuTh B MOJUTHKAX HHPOPMAITHOHHOM O€30MTaCHOCTH BHECEHHbBIE H3MCHEHHSI

6) Odopmuts otyer 1o JaboparopHoil pabore.

Ccouika Ha JIP 3 - https://pro.guap.ru/get-task/72f5bfd68686b1c0ef4ae3a25fb7d448

JlaGopatopHas padora Ne 4 «C6op J10roB coObITHI MHPOPMALTMOHHON 0€30MacCHOCTH B
AirSIEM»

Lens nabopatopHoit paborel Ne 4: paspaboTtarh cucteMy, KOTOpas IO3BOJISET
aQHAIM3UPOBATh PETHCTPUPYEMbIE B 3alUIIaeMON HHAPACTPYKTYpE COOBITHS, MOCTYMAOIINE OT
pa3IMYHBIX ~ MCTOYHHKOB, W  OOHAapyXMBaTh  aTaKW/CLUEHAPUHM  aTaK/TIOJ03pPUTENIbHBIC
JNENCTBUS/OTKIOHEHUSI OT HOPMBI, (opmupyss Npu HEOoOXOJUMOCTH COOTBETCTBYIOIINE
MHIIUJICHTHI 0€30I1aCHOCTH.

3amanue k abopatopHoii pabote Nod
1) CdopmupoBars TexHnueckue noautuku Ub
2) Ha ocHoBanumu pa3pabOTaHHBIX IMOJUTHK HHMOPMAIIMOHHON Oe30macHOCTH, mpoduiei

3alIUTHl ¥ 33JaHUN 10 6€30MacHOCTH MH(POPMALMOHHOHN (aBTOMATU3UPOBAHHON) CUCTEMBI
n/wm C3U, pazpadorarts apxurektypy SIEM-cucremsr

3) PasBepHyTh SIEM-3kocucremy, UCIIONb3Ys IIPOEKT AirSIEM
https://github.com/fisher85/AirSIEM
4) WcxonmHbrit KO saapa KOPpEIALUN -

https://github.com/fisher85/AirSIEM/tree/master/AirSIEM
5) Peanu3oBath mojcucTeMy cOopa M XpaHEHHs IOCTYIAIONIMX COOBITHI O€30IIaCHOCTH;


https://pro.guap.ru/get-task/a8e23daa5916a441df4694dfc8e89059
https://pro.guap.ru/get-task/72f5bfd68686b1c0ef4ae3a25fb7d448

6) Odopmurs otyer 1o 1abopaTopHoil padore.
Ccouika Ha JIP 4 - https://pro.guap.ru/get-task/c2d006368e42beb0e8e4c26dc7612b6f

11.5. Meronuueckre ykazaHusi I OOy4aroIUXCA MO TPOXOXKIECHUIO KypCOBOTO
MIPOEKTUPOBAHUSI/BBITIOJIHEHUS KYPCOBOU PabOThI - yueOHbIM NIAHOM He NPedyCMOMPEHO

11.6. MeTtoauueckue yKazaHusi Jjsi 0OYy4aIOLIMXCs M0 MPOXO0KIACHUIO CAMOCTOSITEIHHOM
paboThI

B Xoze BBIIOTHEHUS CaMOCTOSTEIBHONW pa0OTHI, O0YUYAIONIUICS BBITIOIHSAET paboTy 1O
3aJJaHUI0 U TIPU METOAMYECKOM PYKOBOJCTBE IpErojaaBaressi, HO 6e3 ero HemocpeICTBEHHOTO
y4acTusl.

s oOyvarommxcsi 1Mo 3a04Hoil ¢opme 00ydeHHs, caMOCTOsTeNbHas paboTa MOXKET
BKJIIOYATh B €051 KOHTPOJIbHYIO paboTy.

B mpornecce BBIMOIHEHHSI CaMOCTOSITENILHON paboThl, Yy obOydaromierocst (hopMupyercs
1enecoo0pa3sHoe IIAHUPOBaHUE PaboOUero BpEMEHHU, KOTOPOE MO3BOJISIET UM Pa3BUBAaTh YMEHUS
U HaBBIKM B YCBOGHHUM M CHCTEMAaTH3allUUd MPUOOpETaeMbIX 3HAHUI, 00ECreurnBaeT BBICOKUMN
YPOBEHb YCIIEBAEMOCTH B TIepuOJ OOydYeHHs, TIOMOTAaeT IIOJYYUTh HABBIKH TTOBBIIICHHS
pohecCHOHaNBHOTO YPOBHSL.

MeroauyeckuMH ~ MaTepUallaMH,  HANpaBJSIOIIMMU  CaMOCTOSITENIBHYIO — paboTy
00y4JarOIIUX CASBISIOTCS:

— y4eOHO-METOAMYECKUI MaTepual 1o JUCIUILINHE;

— METOJIUYECKHE YKa3aHHUsS MO BBIMOJIHEHUIO KOHTPOJIBHBIX PadoT (s 00ydJarommxcst
1o 3a04HOU (hopme oOyueHus).

11.7. MeTtoauueckue yKazaHus [UIsl OOYYarOIIMXCS IO MPOXOXKACHHUIO TEKYIIEro
KOHTpOJI YCIIEBAEMOCTH.

Tekylmuii KOHTPOJIb YCIIEBAEMOCTH MPEIyCMATPUBAECT KOHTPOJb KauyeCcTBA 3HAHUU
00yyYaroIuxcsi, OCYIIECTBISEMOI0 B TEUEHUE CEeMecTpa C ILIeJbI0 OLCHMBAHUS XO0Jla OCBOEHUS
JUCITATIITUHBI.

11.8. Metoauueckue ykazaHus i 0OYYarOLUIMXCs MO MPOXOXKACHUIO MPOMEXYTOUHOM
aTTEeCTallUU.

[IpomexyTouHas  artectanus  OOydYalOmIUXCS — MpeAycCMaTpUBaeT  OICHHBaHHE
IIPOMEXKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/IbTaTOB 00ydeHMs MO auciuruinHe. OHa BKIIIOYAeT B
ceos:

— 9JK3aMeH — (opma OIEHKH 3HAaHWH, TOJYYEHHBIX OOYYAOIIUMCS B IIpoIecce
W3YYCHUS BCEW TUCIUIUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOSATEIHHONW PabOThI, CIOCOOHOCTH
OPUMEHSTh MX JUIS PEHICeHHUsS MPAKTUYECKUX 3a7ad. DJK3aMeH, Kak MpaBUJIO, MPOBOIUTCS B
MEepUoJ, HK3aMEHAIMOHHOM CECCHMM M 3aBEPIIAETCS aTTECTAIMOHHOMW OIEHKON «OTIUYHOR,
«XOPOIIIOY», «YAOBIECTBOPUTEIHHOY, «HEYAOBIECTBOPUTEIHHOY.

— 3a4eT — 3TO (opMa OIECHKH 3HAHUH, TOJYYCHHBIX OOYYAIOMIUMCS B XOJ€ H3yUCHHS
y4eOHOU JTUCITUTUTMHEI B 1IEJIOM HJIH IPOMEKYTOUHAs (TI0 OKOHYAHWN CEMECTpa) OICHKa 3HAHUH
00ydJaromuMcs 1Mo OTAEIbHBIM pa3feliaM TUCIUILUIMHBI C aTTECTAlMOHHON OIICHKOM «3aYTeHO»
WJIH «HE 3a4TEHO».

— muddepeHInpoBaHHbI 3aueT — JT0 (¢GopMa OIEHKH 3HAHUM, MOMy4YEeHHBIX
0o0ydJarmuMcs TPU U3YYCHUH AUCIUILTUHBL, TPU BHIMOTHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, HAyIHO-HCCIISOBATEIBCKUX PA0OT M MPOXOXKICHHUH MPAKTHK C aTTECTAIIMOHHON OIEHKOH
«OTJIIMYHOY, «XOPOIIOY, «yIOBICTBOPUTEIHHOY, KHEYIOBICTBOPUTEIHLHO.

Cucrema OIEHOK MPHU MPOBEICHUU MPOMEKYTOYHOW AaTTECTAIlMH OCYIIECTBISETCS B
COOTBeTCTBUU ¢ TpeboBanusMu [lonoxkeHnit «O TekymeM KOHTPOJE YCIEeBAEMOCTH U
MPOMEXKYTOUHOM arrectanuu cryaeHToB ['YAII, oOywaromuxcs Mo mporpaMmaM BBICIIETO
obpazoBanus» U «O MOIYTBHO-PEUTHHTOBOM CHCTEME OIICHKH KadecTBa ydeOHOH paldoThI
ctyaeHToB B 'Y AID».


https://pro.guap.ru/get-task/c2d006368e42beb0e8e4c26dc7612b6f

Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




