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AHHOTaUs

JucuumnnuHa «be3onacHOCTh OINEpalMoOHHBIX CHCTEM» BXOAUT B 00pa3oBaTEIbHYIO
pOrpaMMy BBICIIETO0 00pa30oBaHUS — MPOTPaMMy CICIHAIUTETA M0 HAMIPABICHUIO TOITOTOBKU/
crenuansHocT 10.05.03 «MubopmanmonHas 0e301acCHOCTh ABTOMATH3WPOBAHHBIX CHCTEM)
HanpaBleHHOCTH «be30MmacHOCTh OTKPBITHIX HMH(OPMALMOHHBIX CUCTeM». Jlucruruimnaa
peanmmu3yetcs kadenpoit «Ne34y.

JlucuurinHa HareleHa Ha (GOPMHUPOBAHKE Y BBITYCKHUKA CIICTYIOIINX KOMITCTESHITUH:

OIIK-5 «CnocobeH TpUMEHSATh HOPMATHUBHBIE IIPABOBBIC AaKThl, HOPMATHUBHBIC H
METOJIUYECKHUE IOKYMEHTHI, pErJIaMEHTUPYIOIIHE IEATEIBHOCTh 10 3alUTe WH()OPMAIITHI

OIIK-9 «CnocobeH pemarbh 3amadyd OpOo(ECCHOHATBLHON JEATEIBHOCTH C  YYETOM
TEKYIIET0 COCTOSIHMSI W TEHICHIWA pa3BUTHSI WHQGOPMAIMOHHBIX TEXHOJIOTUH, CPEICTB
TEXHUYECKOH 3alIUThl MHPOPMALINH, CeTeHl U CUCTEM Nepeaadu HHPOpMaLIUN»

OIIK-12 «CnocobeH MpUMEHSATh 3HAHUS B 00JacTH OE30MaCHOCTH BBIYMCITHTEIBHBIX
CeTeil, OmepalMOHHBIX CUCTEM U 0a3 JaHHBIX MPH pa3paboTKe aBTOMATU3UPOBAHHBIX CHCTEM)»

Coneprxkanue AUCIUILUIMHBI OXBAThIBAET KPYT BOIPOCOB, CBA3AHHBIX C U3YYCHUEM TEPMU-
HOJIOTWH, MOHATUIHOIO anmnapaTta U o0IIMX MOAXOA0B K o0ecrneueHu0 HHPOPMAIIMOHHOM 6e30-
MACHOCTH OIEPAIMOHHBIX CUCTEM; U3YYCHUEM CPEJICTB U METOJIOB YIPABJICHHS JIOCTYIIOM B 3a-
HIMIIEHHBIX ONEPAlMOHHBIX CHCTEMaX; H3yYE€HUEM CPEJICTB U METOJOB ayTCHTH(PHUKAIUU MOJb-
30BaTelIel B 3AIMILIEHHBIX OMEPAIMOHHBIX CUCTEMaX; U3YYCHHEM CPEICTB U METOJIOB peayin3a-
[[UU ayJUTa B 3aIIHUIIEHHBIX OMEPAIIMOHHBIX CUCTEMAaX; U3YYEHHUEM CPEJICTB U METOJIOB MHTETpa-
[IMU 3alUAIIEHHBIX OMEPAIMOHHBIX CUCTEM B 3AIIUIIEHHYIO CETh.

[IpenogaBanne AMCHUIUIMHBI MpEeAyCMAaTpUBaeT cienyromue QopMbl OpraHu3aluu
y4eOHOTrO0 IMpoIiecca: JIEKIIUH, JJa00paTopHbIe pabOThI, CAMOCTOSATEIbHAA Pab0Ta 00yUaIOIIEerocs.

[IporpaMMo#l NHUCHUIUIMHBI TPEIYyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, TPOMEKYTOUHAs arTecTanus B (hopMe dK3aMeHa.

OO0miasi TpyAO0EMKOCTh OCBOEHUS JUCUHUILUIMHBI COCTaBISET 8 3a4eTHBIX enuHuIl, 288
YacoB.

S3bIK 00yUYeHUs IO TUCIHUILTUHE KPYCCKHM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE
1.1. Tlenu npenomaBaHus TUCITUTUTMHBI

[{enpro U3ydeHUs] TUCHUIUTHHBI «be30MacHOCTh OMEPAIMOHHBIX CUCTEMY SIBIISETCS Teope-
THYECKasl ¥ TIPAKTUYECKAas MOJTOTOBKA CIEIUATMCTOB K JIEATEILHOCTH, CBA3aHHOW C MpPUMEHE-
HUEM 3alUIICHHBIX OMEPAIIMOHHBIX CUCTEM, a TAKXKE CPEICTB M METOJIOB 00ECIICUCHHMSI 3alUThI
nH(pOpMaIUK B ONIEPAITMOHHBIX CHCTEMaX.

3amauy JTUCLHHUILIMHEL:

—U3y4eHUE TEPMHUHOJIOTHH, TTOHATUHHOTO arnmapara ¥ OOIIKX MOAXOJ0B K 00€CIICUCHUIO
WH(POPMAIIMOHHON 0E30MAaCHOCTH OTICPAIMOHHBIX CUCTEM;

—U3Yy4YEHHUE CPEJCTB M METOJOB YIPaBJEHUS JOCTYIIOM B 3alIUIICHHBIX ONEPAIIMOHHBIX
CHCTEMaX;

—HU3Yy4YEHHUE CPEJICTB M METOJIOB ayTeHTHU(HKAIIUY TTOJIH30BaTEICH B 3alIMIEHHBIX Olepa-
LIHOHHBIX CUCTEMAX;

—HU3y4eHHE CPEJCTB M METOJOB pealn3allii ayIuTa B 3alIMIIEHHBIX OMEPAllHOHHBIX CHC-
TeMax;
M3YYEHHE CPEACTB M METOJIOB MHTETrpPAIlMH 3alUIICHHBIX OMEPAllMOHHBIX CUCTEM B 3alllUIICH-
HYIO CETh.

1.2. JlucuMriuivHa BXOJUT B COCTaB 00s3aTEIbHON YacTH 00pa30BaTEIbLHOM MPOTrPaMMBI
BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. IlepeueHb IIAHUPYEMBIX PE3YJILTATOB OOYUEHUS MO AUCLUHUIIIMHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OI1 BO.

B pesynbrate u3yueHUs AMCHUILIMHBI OOYYAIOUIUICS NOJDKEH O0JanaTh CIEAYIOUUMU
KOMIIETCHIIMSIMY WM WX 9acTsaMu. KOMIETeHIINYM W WHIUKATOPHI MX JIOCTHKECHUS TIPUBEICHBI B
Tabimue 1.

Tabmuma 1 — I[lepeyeHs KOMITETEHIIMI ¥ UHIUKATOPOB UX JTOCTHKEHUS

Kareropus (rpymnmna) Kox u HaumeHoBaHue Kon u HanMeHoBaHHe HHIMKATOpA
KOMIICTCHIITNNU KOMIICTCHIINN JTOCTHUXKCHHUA KOMIICTCHIIN U
OIIK-5 Cnocoben
MPUMEHSITh
HOpMaTI/IBHI)Ie

OIIK-5.Y.1 ymeTh NpuMEHsTh
HOPMATHUBHBIEC aKThI TP IPOSKTHPOBAHUHT
U pa3paboTKe cUCTEM OE30I1aCHOCTH

MIPABOBBIE AKTHI,
O6menpodeccuoHanbHbIe | HOPMATUBHBIE U

KOMIICTCHIIN U MCETOAHUYCCKHC
OKVMEETEL ABTOMAaTU3WPOBAHHBIX I/IH(i)OpMaIII/IOHHI)IX
JIOKYM ’ CHUCTEM U UX KOMIIOHCHTOB
periiaMCHTHUPYIONUC

JESATENBHOCTD 110
3anuTe HHpopmManuu

OIIK-9.3.1 3HaTh TEXHUYECKHE U
MIPOrpaMMHEIE CpeIcTBa MH(DOPMAIIMOHHON
0€e30MMacCHOCTH, OCHOBBI CETEBBLIX
TEXHOJIOTHI U HaMPaBJICHUS UX
COBEPIIICHCTBOBAHUS

OIIK-9.VY.1 ymeTh UCronb30BaTh
COBPEMEHHBIC TEXHUUYECKHE,
MaTeMaTHYeCKHe U TPOrpaMMHBIE
CpencTBa JJIsl PEIICHUSI
npodeccnoHaNbHBIX 33724

OIIK-9.B.1 BnageTrb COBpEMEHHBIMU
TEXHOJOTHSIMHU, METOJIAMH U MOACIISIMU
pHu pa3paboOTKE CHCTEM 3aIUThI
uH(pOpMaIU

OIIK-9 Cnocoben
peliaTh 3aaa4n
npodeccuoHaNbHOM
JIESITCIILHOCTH C
YUETOM TEKYIIIETO
COCTOSTHUS U
TEHCHIIUIA Pa3BUTHUS
WH(pOPMaAITMOHHBIX
TEXHOJIOTHH, CPE/ICTB
TEXHUYECKOH 3aITUTHI
uH(popMaIuu, ceTeit u
CHUCTEM Iepeayu
uHpopMaun

O6menpodeccrnoHanbHbIE
KOMIIETSHIIH

O6menpodeccunonansubie | OITK-12 Ciocoben OIIK-12.3.1 3HaTh TEOPETHYECKUE OCHOBBI




KOMIICTCHII N MMPUMCHATH 3HAHUSA B IIOCTPOCHUA 0a3 JaHHBIX, MOJCIIN JaHHBIX,

obnactu MPUHIUIBI OPraHU3aIMK BEIYUCIUTEIbHBIX
0e30macHOCTH ceTel, CeTeBble TEXHOJIOIMH, TEXHUUECKUE
BBIYUCIIUTEIIBHBIX CpeACTBa X pealn3aluy, OpraHu3aluu 1
cerel, BU/IbI OIIEPALIIOHHBIX CUCTEM
OIEPALIMOHHBIX OIIK-12.VY.1 ymeTb NpOBOAUTH HACTPOUKY
cucTeM M 0a3 IaHHBIX | ONEPALMOHHBIX CUCTEM C COOJIIOICHUEM
npu pa3paboTke TpeboBaHui MH(OPMAITMOHHON
aBTOMATH3UPOBAHHBIX | OE30MIACHOCTH, IPOEKTUPOBATH U

CHCTEM OpraHU30BBIBAaTH O€30MacHbIC

BBIYMCIIUTEIbHBIE CUCTEMBI M 0a3bl JAHHBIX
OIIK-12.B.1 BnageTh HaBbIKAMU
MHTErpalyy MO0JICUCTEM, YUUThIBAs
TpeGoBaHus HH)OPMAITMOHHON
0€30I1aCHOCTH U 3aIIUThl HHPOPMALIUU

2. Mecro nucuurmHbl B cTpykType OI1

Hucnurinuna MoxkeT 6a3upoBaThCsl Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00YYarOIUMUCS
[IPU U3YYECHHUH CIICYIOUIUX TUCLIUILINH:

— «OcHOBBI HHGOPMAIIMOHHOHN O€30IaCHOCTH),

— «Opraumzanms 9BM U BEIYHCIUTENLHBIX CHCTEM,

— «lIporpaMMHO-annapaTHeIC CPEACTBA 3alUThI HH(POpMAaIIMI)

3HaHus, TOJYYCHHbIE TPU M3YyYEHWHM MaTepuaia JaHHOW JAUCIMIUIMHBIL, HUMEIOT Kak
CaMOCTOSTENIbHOE 3HAYEHHE, TAK U MOTYT UCIIO0JIb30BATHCS MPU U3YyYEHUU IPYTUX TUCLMUILINH:

— «Pa3paboTka M OSKCIUIyaTallks aBTOMATH3MPOBAHHBLIX CHCTEM B 3alMIICHHOM
HCIOJIHCHUI),

— «3ammra nHGOPMAIIMK B pacIpeICICHHBIX HHGOOPMAIIMOHHBIX CHCTEMAaX ),

— «YupaBiaeHue HHOOPMALIMOHHON 0€30IIaCHOCTBIOY.

3. O0beM U TpYA0EeMKOCTh AUCHUIUINHBI
Jlanable 00 o0meM oO0beMe TUCHUIUIMHBI, TPYJOEMKOCTH OTAENbHBIX BHJIOB yueOHOU
paboThI 1O TUCHUIIMHE (M paclpeieleHue 3TOH TPYA0EMKOCTH 110 CeMecTpaM) IpeACTaBICHbI B
tabnuue 2.

Tabnuua 2 — O6beM U TPYLOEMKOCTh TUCIUIIIIMHbI

. TpynoeMKOCTb 10 ceMecTpam
Bun yae6HO# paboTh Bceero No6 No7
1 2 3 4
Oowan mpyooemkKocma oucyunaunbl, 8/ 288 4/ 144 4/ 144
3E/ (uac)
U3 nux uacoe npakmuueckoi no02omoeKu
Ayoumopnule 3anamus, BCEro vac. 136 68 68
B TOM YHCIIE:
nexiuu (JI), (dac) 68 34 34
npakTuueckue/ceMunapckue 3ansatus (113),
(gac)
naboparopabie padboTsl (JIP), (dac) 68 34 34
KypcoBoii npoekT (pabota) (KII, KP), (gac)
9K3aMeH, (Jac) 36 36
CamocmosamenvHas paboma, Bcero (Jac) 116 76 40
Buo npomesxcymounoin ammecmayuu:. 3ader, | Judad. OK3.
mudd. 3auger, sx3amen (3auer, Judd. 3auq, 3au., . 3au.
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4. ConepxaHue JUCITUTUTHBI

4.1. Pacnpezenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3/ieiiaM v BUAAM 3aHATUMN.
Pazgenbl, TeMbI TUCITUTIIIMHBI M KX TPYJAOEMKOCTh IIPUBECHBI B Ta0IUIIE 3.

Tabmuua 3 — Paznesnsl, TeMbl TUCIUILINHBI, UX TPYA0EMKOCTh

Paznensl, TEMBI TUCIUITITHHBI Jlexunn | 113 (C3)| - JIP KII CPC
’ (gac) (gac) (gac) (gac) (dac)
Cemectp 6
Pazgen 1. IloHsaTHE 3a0TUIICHHON OIIEPAITMOHHON CHIC-
TeMbl 14 8 40
Paznmen 2. YmpasneHnue 10cTyrioMm 20 26 36
HWroro B cemecTpe: 34 34 76
Cemectp 7
Pasnen 3. Unentudukanus, ayreHTH(QUKALMS U aBTO-
e 16 16 20
Paznen 4. MuTerpanus 3aliUIICHHBIX ONEPALMOHHBIX 18 18 20
CHCTEM B 3aIIUIICHHYIO CETh
Hroro B cemectpe: 34 34 40
Uroro 68 0 68 0 116

[IpakTrueckas
OTIPENIEJICHHBIX  TPYAOBBIX  (DYHKIMH,  CBA3aHHBIX C  Oyaylieu

00yJaronuMucs

IIOAroTOBKAa  3aKJI04YacTCA B  HCIIOCPCACTBCHHOM  BLIIIOJIHCHHUH

HpO(l)CCCI/IOHaJ'IBHOI\/'I JACATCIIBHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JIEKIIMOHHBIX 3aHITHH.
ConeprkaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI MPUBEEHO B Tabaule 4.

Ta6nHua 4 — Coz[epxcaHI/Ie pa3aciioB U TEM JICKIHMOHHOI'O [UKJIA

Howmep pasnena

HazBanue u COACPIKAHUC PA3ACIIOB U TEM JICKITHOHHBIX 3aHATHH

1

[oHsTHE 3aUIIEHHON ONepalluOHHON CHUCTEMBI

Oo6mas xapakrepuctika OC; Ha3HaUEHUE U BO3MOXKHOCTH CUCTEM CEMeCcTBa
UNIX, cucrem cemetictea Windows. Untepdetic B3aumonericteus OC ¢
nosip3oBaTensiMu. OOIIHe MPUHIIMIIBI YIIPABICHUS PECypCaMi BEIYHCITUTENb-
HeIX cucteM. [lonsTus npouecca (moroka) B OC. CpeacTBa MeXIpoIecCopHO-
ro B3auMoencTBus. Ynpasienue namsateio B OC. Bupryansaas namsats. O0-
paboTka npephiBaHuil OT ycTpoiicTB BBoJa-BbiBoia B OC. CtpykTypHas oOpa-
6oTKa uckiroueHnH. CHHXPOHHBIA M aCHHXPOHHBINA BBOJI-BBIBO/I.

YTpo3bl 6e30MaCHOCTH ONEPAIMOHHON CUCTEMBI, KilacCU(UKALMS yTPpo3, Hau-
Ooree pacmpocTpaHeHHBIE YTpo3bl. [loHSITHE 3aIUIIEHHOM OTTepariMOHHON
cucteMsl. [Togxoas! K OpraHu3auy 3alIUThl. JTanbl IOCTPOEHUS 3aIUTHI.
AJIMUHHUCTPATHBHBIE MEPHI 3alTUTHI.

YnpaBieHue J0CTyoM

Cy0ObeKTbl, 00BEKTHI, METOIBI ¥ ITPaBa IOCTYIA, IPUBIIIETHH CyOBEKTa TOCTY-
na. TpeOoBaHMsI K MpaBUIIaM YIIPaBJICHUS JOCTYIIOM. JIMCKpEIIMOHHOE yIIpaB-
neHue poctynoM. Matpuna gocryna. M3onupoBanHas mporpaMmHas cpena.
MasngaTHoe yIpaBIeHHE JOCTYIIOM. MeTku pocTtymna. KoHTpois nHbopMaim-
OHHBIX MOTOKOB. [Ipo0IeMbI peanm3anuu MaHaTHOTO YITPABJICHUS JOCTYIIOM
B ONICPALIMOHHBIX CUCTEMAX.

VYipapieHue J0CTYyIIOM B OIEPalMOHHBIX cucTeMax cemerictea UNIX. Cy0n-
€KTBI, 00BEKTHI, MeTOABI 1 IpaBa noctyma. UID, EUID, GID, EGID. Atpu0y-




THI 3aIIUTHL 00BbEKTOB JocTyna. CpeacTBa ANHAMHYECKOTO M3MEHEHHUS TIOJTHO-
mounit cyobekroB: SUID/SGID. Pacmmpenns cTaHIapTHO# CHCTEMBI yIIpaB-
JieHus foctymnom B Linux.

VipaBieH#e J0CTYIIOM B ONEPAllMOHHBIX CUCTeMax cemercTBa Windows.
Cy0ObeKThl, 00BEKTHI, METOBI U TpaBa IOCTYIa, MPUBHIIETHN CyObeKTa. Map-
KepHBI JOCTYIIa CyOBEKTOB, IECKPUITOPHI 3aIIUTH 00BeKTOB. [lopssnok mposep-
KU TIpaB JOCTYIIA, MOPSI0K Ha3HAYEHUS IECKPUIITOPOB 3aIUThI CO3/1aBACMbIM
o0bekTam. CpecTBa JUHAMHYECKOTO U3MEHEHHS TOTHOMOYHN CYyOBEKTOB:
OJIMIIETBOPEHHE CyOBEKTOB JOCTyMA. Pacmmpenns qUCKPEenOHHON CHCTEMBI
yIpaBiieHHs JOCTYIOM: aBTOMAaTHYECKOE HacJeJOBaHUE aTpUOYTOB 3aIUTHI
00BEKTOB, OTpaHUYEHHBIE MAapKEPHI 10CTYIIa, MAHAATHBIN KOHTPOJIb LENOCT-
HOCTH, KOHTPOJIb YUETHBIX 3aMHUCEH, 31EMEHTBI U30IMPOBAHHOMN MPOrpaMMHOMI
CpensI

Wpentudukanus, ayTeHTHOUKAINS U aBTOPU3AIIHS

[MousTs naeHTHGUKAINH, ayTCHTU(DUKAIIMN 1 aBTOPU3ALIMH MTOJIE30BaTENICH.
CpezncTBa M METO/IBI XpaHEHHUS STAJOHHBIX KOMUI ayTeHTH()HUKAIIMOHHON WH-
¢dopmanun. [Ipotokonsl mepenaun ayreHTH(GUKATMOHHON HH(OPMAIINH 110 Ka-
HaJlaM BBIYMCIIUTENBHOM ceTn. Kpunrorpaduueckoe obecrieueHne ayTeHTUPH-
Kalli! T0JIb30BaTENCH.

Aytentudukanys Ha ocHOBe mapoiei. CpecTBa U METOIBI 3aIUTHI OT KOM-
npoMeTanuu u noadopa mnaposeii. [laponbhas ayrentudukaims B Linux, 6uo-
muorexkn PAM. [laponpHas ayrerTudukanus B8 Windows, cpenctsa ympasiie-
HUS TTapaMeTpaMu ayTeHTH()UKAIHN.

AyTtenTr(durKaIys Ha OCHOBE BHEIIHUX HOcUTeNel kiroya. OCOOCHHOCTH TMPo-
BEPKH ayTeHTU(UKAITMOHHON WHPOPMAIIUH JJIsl Pa3IMYHBIX THIIOB HOCUTEIEH
Kiro4a. [IpobiaemMsl reHeparyn, pacChbUIKM U CMEHBI KITFOUeH.

Bruomerpuyeckas ayTeHTHQHKALUS: 001Iast cxeMa, IpeuMyIIecTBa, pooie-
MBI. JIOCTOMHCTBA M HEIOCTATKU Pa3InYHBIX CXeM OMOMETPHYECKOM ayTeHTH-
¢dukanum.

WHTerpanys 3alUIeHHbIX ONEPANMOHHBIX CUCTEM B 3alMIIEHHYIO CETh
IIpenmyiecTBa JOMEHHONW apXUTEKTYPHI JIOKaNbHOU ceTu. [Iondarue nomena,
KOHTpoJuiep JoMeHa. I1opsiok HajelleHns 0Ib30BaTEeNEH JOMEHA TI0JTHOMO-
YUSMH Ha OTJENBHBIX KOMIbIOTepax. LleHTpann3oBanHOE yripaBieHHE IOIH-
TUKO 0€30I1aCHOCTH B IOMEHE.

«Jlecnas» nomennas apxutekrypa Windows 2000/2003/2008/2010. Maentu-
(uKanMs KOMIIBIOTEPOB B CETU. [[ByCTOpOHHME TPaH3UTUBHBIE OTHOILIECHHS
nosepus. CpeacTBa U METO/bl CHHXPOHHM3ALUH 0a3 TaHHBIX KOHTPOJUIEPOB
Pa3HBIX JOMEHOB OJHOTO Jieca. AyreHtudukarus o Kerberos. I'pynmnosas
OJIMTHKA. [lerernpoBanne NOJTHOMOYUI

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUYECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIHIIE 5.

Tabmuna 5 — [IpakTudeckue 3aHsATHS U UX TPYJOEMKOCTh

Ne
/o

N3 Hux Ne
Temel npaktrueckux | opmbl MpakTHUECKUX | TpyAOEMKOCTb, |IPaKTUUYECKOU |pa3aena
3aHATUN (gac) MOATOTOBKH, |AUCLUI
(gac) JIUHBI

VY4eOHbIM MJIaHOM HE MPEAYyCMOTPEHO

Bcero

4.4. JlaGopaTopHbIE 3aHATHS
Tembl 1aOOPaTOPHBIX 3aHATHHA U UX TPYAOEMKOCTh MPUBEACHBI B TaOHIIE 6.




Tabnuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJOEMKOCTb

N3 Hux Ne
Ne HaunmenoBanne 1abopaTtopHbIX padboT Tpynoemxocts, | npakTiieckoii | pasacna
/1 (gac) MOJATOTOBKH, | JUCIIHII
(dac) JIMHEI
Cemectp 6

1 | AHanu3 onepanuoHHBIX CUCTEM 4 1

2 | M3yyeHne XapakTepUCTHK ONEPAIIOHHBIX 4 1
CHCTEM

3 | OcHOBHBIE aTPHOYTHI TOCTYTIA 4 2

4 | Yopasnenue goctymnom B Linux 4 2

5 | Peasmzanus sokanpHOro qoctyna B Linux 4 2

6 | Peasmzarus cereBoro gocrtymna B Linux 4 2

7 | Yupasnenue gocrynom B Windows 4 2

8 | Peanmu3arnus gokanpHoro gocryma B Windows 4 2

9 | Peasnmzarus cereBoro gocrymna B Windows 2 2

Cemectp 7

1 | CpenctBa ayTeHTH(PHUKAIUU OMEPAIMOHHBIX 4 3
CHUCTEM

2 | YopaBieHue cpeicTBaMyu ayTeHTU(UKAIUU B 4 3
Linux

3 | YmopaBnenue cpeAcTBaMu ayTEHTU(PHKAINH B 4 3
Windows

4 | U3yuenne cucrembl PAM wu opranusanus 4 3
KOHTpOJIIepa JoMeHa, mpotokonaa LDAP

5 | lokyMeHTHpOBaHUE MOJUTHKU O€30M1aCHOCTH 4 4

6 | LlenTpanu3zoBaHHOE MJIAHHUPOBAHUE TMOTUTUKHU 4 4
0e3omacHOCTH B jiecy qoMeHoB Windows

7 | LenTpanu3zoBaHHOE MJIAHUPOBAHUE TMOTUTUKHU 4 4
6e3omacHocTH B Linux

8 | Hacrpoiiku nporokosa KERBEROS, NTLM 4 4

9 | Hacrpoiiku nporokona SMB 2 4

Bcero 68

4.5. KypcoBoe npoeKTUpoBaHUE/ BHIIOTHEHUE KYPCOBON PabOThI

VY4eOHbBIM MJIAaHOM HE TPEAyCMOTPEHO

4.6. CamocrosTenpHas padoTa 00yJarOIIXCs
Bunsl camocTosTensHON paboOThI M €€ TPYIOEMKOCTh NPUBEIEHBI B Ta0nuLe 7.

Tabmuna 7 — Bunbel camocTosTenbHON pabOThI M €€ TPYA0EMKOCTh

. Bcero
Bun camocrositensHO#M paboTh qac ’ Cewmectp 6, uac Cemectp 7, yac
1 2 3 4
W3ydeHue TeopeTHuecKoro MmaTepuania 50 20

nucuuruael (TO)

Kypcosoe npoektuposanue (KII, KP)

PacuerHo-rpaduueckue 3ananus (PI'3)




Brimonaenue pedepara (P)

[ToaroToBka K TeKyIeMy KOHTPOJIIO

ycneBaemoctu (TKY) 16

10

Jomamnee 3aganue (/13)

Kontposbabie paboTsl 3a0unnkoB (KP3)

IToaroroBka K mpoMexXyTOYHOU

arrectanuu (I1A) 10

10

Bcero: 116 76

40

5. IlepedyeHnb yueOHO-METOUYECKOTO 00ECTICUCHUS

JUISL CAMOCTOSITENTbHON PabOThl 00yYaroIuXCs MO JUCUUTUIMHE (MOJTYJIIO)

yLIe6HO'MeTOI[I/ILICCKI/Ie MaT€puaibl IJIA CaMOCTOSTEILHOM pa60TbI o6yqalonmxcs; YKa3aHbl B

n.a. /-11.

6. IlepeueHb MEYATHBIX U ANEKTPOHHBIX YUCOHBIX U3TaHUN

HepequL MCYAaTHBIX U 3JICKTPOHHBIX yqe6Hbe I/IB,Z[aHI/Iﬁ IIPUBCJCH B Ta6J'II/II_IC 8.

Tabmuna 8— [lepeyeHp Mev4aTHBIX U AJIEKTPOHHBIX YUEOHBIX U3TaHUI

Komuectso
HK3EMILIIPOB B
Uéﬁl_ﬂigec bubnuorpadudeckas ccpuika 6H(6£2(§:Ke
ANIEKTPOHHBIX
IK3EMILISIPOB)
004.056 be3onacHOCTh ONEPAalMOHHBIX CUCTEM : METOAMUYECKUE 5
b 40 yKa3aHHs K BBIIOJIHEHUIO JJabopaTopHbIX padot / C.-
[Terep®. roc. yH-T a3poKOCM. MPUOOPOCTPOEHUS ; cocT. B.
A. MbuteHuKOB. - Cankt-IlerepOypr : U3zn-so I'YAIIL, 2020.
- 53 c. : Tabn. - bubnuorp.: ¢. 52 (4 Ha3B.). - b. 1. - Tekcr :
HEIOCPEICTBEHHBIMN.
004 Baraes, A. B. 20
b 28 OneparmoHHbie cUCTEMBI U cpenibl : yueOoHuk [t CI10] /
A. B. baraes, H. 0. Hamtotun, C. B. Cunungpis. - 4-e u3j.,
ctep. - Mocksa : Akangemus, 2020. - 272 c. : puc., Ta0m. -
(ITpoeccuonansHoe oOpazoBanue). - bubnuorp.: c. 267 (19
Ha3B.). - ISBN 978-5-4468-8681-4 : 1240.25 p. - Tekcr :
HEIOCPEICTBEHHBIMN.
Nmeet rpud denepanbHOTO HHCTUTYT Pa3BUTHS
o0OpazoBaHUs
004.4 Kanroxxnsrnii, Butanmii [TaBnosud (mo1.). OneparimoHHbIe 68
K17 cuctemsl [Tekcr] : yuebnoe nocodue / B. I1. Kamroxnsrii, K.
B. 3ar ; C.-Iletep6. roc. yH-T a3pOKOCM. TPUOOPOCTPOCHHUS.
- CII6. : Usn-Bo I'VAII 2012. - 145 c.
658 OrnepaniOHHBIC CUCTEMBI JIJISl OPTaHU3AI|H TPOU3BOJICTBA B 100
0-60 npombiniuieHHOCTH [ Tekcer] : yuebHoe mocobue / H. B.
Apramonoga [u np.] ; C.-Iletep0. roc. yH-T a9pOKOCM.
npudopoctpoenus. - CII6. : Uzn-Bo I'YAIIL 2012. - 224 c.
004.4 Tanen6aym, 3. CoBpeMeHHbIE ONIEpAIIHOHHBIE CUCTEMbI 40




T18 [Texcr] = Modern operating systems / J. TanenOaym. - 3-¢
u3n. - CII6. : TIUTEP, 2015. - 1120 c.

004 ArnnaparHble CpeACTBa MOAJIEPKKH OIIEPALIMOHHBIX CUCTEM 86
A 76 [Tekct] : MmeToguueckoe mocodwue / C.-IleTep0. roc. yH-T
a’pokocM. mpudopoctpoenus ; coct. H. B. Kyuun. - CIIO. :
Hzn-so I'VAIIL 2015.-43 c.

7. IlepeueHb 31EKTPOHHBIX 00Pa30BaTENbHBIX PECYPCOB
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHOHU ceTn « HTepHeT»
Ilepeuens DIIEKTPOHHBIX 00pa3oBaTeNbHbIX pecypcoB UH(pOpPMaLMOHHO-
TEJIEKOMMYHUKAaMOHHON ceTu «/HTepHeT», HEOOXOAUMBIX JJII OCBOCHHMS JIUCLUILIMHBI
npuBe/ieH B Tabsmie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX OOpa30BATEIBHBIX PECYPCOB HH(POPMALMOHHO-
TEJIeKOMMYHUKaIMOHHOHU cetn «HTepHeT»

URL aapec HaumenoBanue
www.intuit.ru Harmmonaneaeiit Otkpeiteiii Yausepcuret "MHTYUT"

8. Ilepeuenr HHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. IlepeyeHp TPOrpaMMHOTO OOECHEYCHHUS, HCHOIB3YEeMOTO MpPU OCYIIECTBICHUN
00pa30BaTEILHOTO MPOIEcca M0 JUCIUIIIHHE.
[Tepeuenp UCTONIB3yeMOTr0 IPOrPaMMHOTO oOecTieueHHs npeacTasieH B Tabuuie 10.

Tabmuna 10— [TepeueHs mporpaMMHOT0 00€CIICUCHIS

No /1t HanmenoBanue

He npenycmorpeno

8.2. IlepeucHb MH()OPMAITMOHHO-CIIPABOYHBIX CUCTEM,HCIT0JIb3yEeMBIX pu
OCYIIECTBIIEHUU 00pa30BaTEIHLHOTO MPoliecca Mo AUCIUILTUHE

[lepeuens WCTHONB3yeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM IIPEJCTABICH B
Tabmmite 11.

Tabnuna 11— [lepeuens nHGPOPMAITMOHHO-CIIPABOYHBIX CUCTEM

No /1t HanmenoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYeCKas 6a3a
CocrtaB MaTepuHaTbHO-TEXHUYECKONW 0a3pl, HEOOXOAMMOW Uil  OCYIIECTBIICHUS
00pa3oBaTeNbHOTO Mpoliecca Mo TUCIUIUIMHE, IPeCTaBiIeH B Tabnuiel 2.

Tabmuma 12 — CocTaB MaTepHaIbHO-TEXHIUYECKON 0a3hl

Ne HanmMeHoBaHME cOCTaBHOW YacTH Howmep aynutopun
/1 MaTepUaTbHO-TEXHHUUECKOH 0a3bl (TIpu HEOOXOMMOCTH )

1 | JlekimoHHas ayIuTOpUs

KomMmnberoTepHslii ki1acce

10. OueHouHbIE CpeACTBA ISl POBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CoctaB OICHOYHBIX CPEACTBUISI TPOBEICHUS TMPOMEKYTOYHOM AaTTECTALNH
oOyJaromuxcs Mo AUCHUIUINHE MPUBEACH B Tadnuie 13.




Tabmuua 13 — CocTaB OIEHOYHBIX CPEACTB Il IPOBEICHHs IPOMEKYTOYHOH aTTeCTalluu

Buza npomexyTo4HON arTecTaluu IlepedyeHp OLICHOUYHBIX CPEACTB
OK3aMeH Crucok BONPOCOB K IK3aMEHY;
3amauu;
TecTsl.
JuddepeHpoBaHHbINA 3a4ET Crncox BOIpOCOB;
TecTsr;
3ajgauu.

10.2. B kayecTBe KpUTEpUEB OIECHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJaroluMucs MpUMEHseTcsl 5-0ayuibHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIINI, KOTopas mpuBeaeHa B Tabuuie 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCS
100-0annpHast ~ mKajma ~ MOJAYJBHO-PEHTHMHIOBOM  CHUCTEMbl  YHUBEPCUTETa,  IIpaBHIa
UCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLUM JIOKaJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabmmna 14 —Kpurepuu onieHKH ypoBHS chOPMHUPOBAHHOCTH KOMIETEHITHI

OlieHKa KOMIIETCHITHH

Xapakreprctuka chOpMUPOBAHHBIX KOMITCTEHITUI
5-0ayuipHad mIKaia paKIep (bopup

— oOyyaromuiicss TIyOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBII
MaTepHa;

— YBEPEHHO, JIOTUYHO, ITOCIIEIOBATEILHO U TPAMOTHO €TI0 M3J1aracr;

— ONUPAsCh HA 3HAHUS OCHOBHON W JIOTIOJHHUTEIBHOHN JIUTEPATYpHI,
TECHO MPUBS3LIBACT YCBOCHHBIC HAYYHBIC IMOJIOKCHHSI C MPAKTUICCKON
JESTSIIbHOCTHIO HAIPABIICHMS;

— yMeTno 000CHOBBIBAET U apTYMEHTUPYET BBIIBUTAEMbIE UM HJIEH;

— JIeJIaeT BBIBOALI H 000OIIEHHS;

— cBOOOJTHO BJIAJICET CHCTEMOM CIIeMaTN3NPOBAHHBIX TTOHSITHH.

«OTJIIMYHO»
(Ga4YTCHO»

— o0yyJaronuics TBEpI0 YCBOMII MPOTPAMMHBIN MaTepuai, TpaMOTHO U
M0 CYWIECTBY M3JlaraeT €ro, ONUpasChb Ha 3HAHUS OCHOBHOM
JUTEPATYPHI;

— HE JIOMYCKAET CYIIECTBEHHBIX HETOYHOCTEHH;

— YBSI3BIBACT YCBOCHHBIE 3HAHUS C MPAKTHUYECKOW JIE€ATEIbHOCTHIO
HallpaBJICHUS;

— apryMEHTUPYET Hay4YHbIE MTOJ0KEHNUS;

— JIeJaeT BBIBOJBI M 0000IIEHHUS;

— BIIAJICET CHCTEMOM CTICIIMAIM3UPOBAHHBIX TOHITHH.

«XOPOIIIO)»
«3aYTEHO»

— o0yyJaromuiicss YCBOMJI TOJBKO OCHOBHOW MPOrpaMMHBIN MaTepual,
M0 CYIIECTBY H3JIaraeT €ro, ONHpasch Ha 3HAHUSA TOJHBKO OCHOBHOM
JTUTEPATYPHI,

— JIOMYCKaeT HEeCYIIECTBEHHBIE OMMOKN U HETOYHOCTH;

— UCIIBITHIBAET 3aTPYAHEHUsI B MPaKTUYECKOM HNPUMEHEHUU 3HAHUM
HaIlpaBJICHUS;

— cJ1ab0 apryMEeHTHPYET HayuHbI€ MTOJI0KEHHUS,

— 3arpynaHsieTcs: B GOpMYJIUPOBAHUHU BBHIBOJOB U 000OIICHUH;

— YaCTHYHO BJIAJEET CUCTEMON CIIeIMAIM3UPOBAHHBIX MOHSITHIA.

«y/IOBJIETBOPUTEITHHOY
«GAUTEHO»

— oOyJaroluiicss He YCBOWJ 3HAYUTENBHOM 4YacTh MPOrpaMMHOTO
MaTepuana;

— J0IIyCKaeT CYIICCTBCHHLIC OILINOKH n HETOYHOCTHU npu
paccMOTpEeHHH MTPOOJIEM B KOHKPETHOM HalPaBIICHUY;

— UCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHMUIA,

— HE MOXET apryMEHTHPOBATh HAYYHBIC [IOJIOKEHHUS;

— He (OPMYIUPYET BEIBOJOB M 0000IIEHUH.

«HEYIOBJIETBOPUTEIIHLHO
«HE 3aYTCHO»

10.3. TunoBble KOHTPOJIbHBIC 33aHUS WK MHBIE MAaTEPUAIIBI.
Bormpocs! (3agaun) nist sK3amMeHa peIcTaBlIeHbl B Tadsmie 15.




Tabmuia 15 — Borpocs! (3amaun) s 2K3aMeHa

Ne i/t

Ilepeuens BonpocoB (3a7au) A1 3K3aMeHa

Kon
WHJUKATOpa

1

Onpenenenne u Ha3HaueHUe OC
Buas OC

®ynkiuu OC

ApXUTEKTypa OneparmoHHON CUCTEMBbI
Crpyktypa OC

MoHOUTHAS apXUTEKTypa
MukposiiepHasi apXUTeKTypa

OIIK-5.V.1

[ToHsATHSA BBIYUCIMTEIIBHOTO MIPOIiecca U pecypca
[IpepriBanus

CucreMHBIC BEI3OBEI

[Ipouiecc, NoTOK.

Co3zanue nmpoueccoB U MOTOKOB

CocTosIHUS TTOTOKA

[InanupoBaHue U AUCTIETYEPU3ALINS TOTOKOB
AJITOPUTMBI TJIAHUPOBAHUS

VYnpasneHue namsaThio

Tune! agpecos

OIIK-9.3.1

Mertoapl pacnipeiesieHus: aMaTi 0€3 UCTIOIb30BaHMS TUCKOBOTO
MPOCTPAHCTBA
Mertoasl pacnipeiesIeHus TaMATH C UCTIOIb30BAaHUEM JIMCKOBOTO
MIPOCTPAHCTBA

OIIK-9.V.1

ITonsiTHE BUPTYAIBHON NTAMATH
CrpaHny4HOE pacnpeesieHne BUPTYaJIbHON MaMsITH
CermeHTHOE pacripesiejieHle BUPTyaIbHOW MaMsATH

CTpaHI/I‘-IHO'CCFMeHTHOC pacnpeaciiCcHue BHpTyaHBHOﬁ InmamMsiTu
CBONMHT

OIIK-9.B.1

Haznauenue u pyHkimu HainsioBoit CUCTEMBI
Jlornueckast opranu3anus ¢aityioBoit cucTeMbl
@aiinosas cuctema FAT

@aiinosas cucrtema NTFS

Kontpoibs noctyna k ¢aiinam
OcnoBHBbIe NOHATHA 6e30nmacHocTH OC

OIlIK-
12.3.1

CucTteMHBIH OIX0 K 00ecrieueHHI0 0€30MacHOCTH
CHUMMeTpHYHbIE KPUITTOCHUCTEMBI

AcCHUMMETpHUUYHBIE KPUIITOCUCTEMBI
AyTteHTuduxanus

AYTCHTI/I(I)I/IKB.I_[I/ISI Ha OCHOBC MHOT'OpPAa30BbIX HapOHCﬁ
AyTeHTHU(HKALNS HA OCHOBE OJIHOPAa30BbIX Mapojel

OIIK-
12.V.1

[Mudposbie cepTUhUKATHI

[{udpobie moamucu

ABTOpH3aIMs J0cTyna

Ayaut

Cpencta agmunuctpupoBaaus OC Windows Server
Cpenctra 6e3omacHoctrr OC Windows Server

OIIK-
12.B.1




Bormpocs! (3amaun) nist 3avera / audd. 3adera nmpeacTaBieHbl B TAOIHIE

Tabmuna 16 — Bonpocs! (3agaun) nns 3adera / qudd. 3adera

16.

iﬁj [Tepeuens BonpocoB (3a1av) 1yist 3adeta / nudd. 3auera HHﬂPIfI?;EFOpa

1 | CyObekThl, 00BEKTHI, METO L, ipaBa 1 npuBmieruu Linux u Windows | OIIK-5.V.1

2 | JIuCKpeIMOHHOE yIIpaBJICHUE TOCTYIIOM B COBpEMEHHBIX oreparnon- | OITK-9.3.1
HBIX CUCTEMax

3 | CpencTsa 3amUTHI OT BPEJOHOCHOTO MPOTPAMMHOI0 00ECTICUCHHSI B OIIK-9.V.1
COBPEMEHHBIX ONEPALIMOHHBIX CHCTEMaX

4 | IIpoGaembl peaau3alyi MaHIaTHOTO YIpaBjIeHHUs JocTynoM B coppe- | OITK-9.B.1
MEHHBIX ONEPAIIMOHHBIX CUCTEMAaX

5 | Vopasnenne noctynom B Linux OIIK-12.3.1

6 | basoBsle cpencTBa ympasienus nocrynom B Windows: mapkepsl noc- | OIIK-12.V.1
Tyna, IECKPUITOPHI 3aIUTHI.
Hasnauenue arpuOyToB 3aIIUTHl BHOBb CO37aBaeMbIM 00BEKTaM
Windows, HacieJoBaHuE IECKPUIITOPOB 3aIUTHI

7 | YopasneHnue cpeactBamu ayreHTudukanuu B Linux. OIIK-12.B.1
VYnpasnenue nomenamu Windows

[lepeuenr TeM JIsi KypCOBOTO TPOCKTHPOBAHUS/BBITIONHEHUS KYPCOBOW pPabOTHI
MpeACTaBICHBI B Ta0mwmIe 17.
Tabmuna 17 — Ilepedern TeM st KypCOBOTO IPOSKTHPOBAHMSI/BBITTIOJIHCHUST KYPCOBOM paOOTHI

Ne i/t

KypcOBOIl pabOThI

[TpumepHBIii TepeueHb TeM ISl KypCOBOTO MTPOEKTUPOBAHUS/BBIMOIHEHUS

Y4eOHBIM IJIAHOM HE MPETYCMOTPEHO

Bompocsl 111 mpoBeeHHsT TPOMEXKYTOYHOM arTecTali B BHUJIE TECTUPOBAHUS
IpeJICTaBICHBI B Ta0wmie 18.

Tabmmna 18 — [IpumepHBbIii TepedeHb BOITPOCOB JJIsI TECTOB

Ne i/t

ITprMepHBIii TepeueHb BOIPOCOB ISl TECTOB

Kon
WHIAUKATOPA

HCIOJIB3YIOLINI COBOKYITHOCTb IPOIPaMMHO-TEXHUYECKHUX CPEICTB
*CyObeKT, MoNb3yIoLIMics nHPopMalueil, B COOTBETCTBUH C

pa3paboT4UK MPOTPaMMHOTO MPOAYKTa, KOTOpas 3aHUMAETCS €€
TUCTPHUOBIOITEH

2. [IpaBo poctyna Kk HHPOPMAIUH — ATO ... ¥*COBOKYITHOCTH IMPABUI
J0CTyIa K HH(pOpPMAIIHK, YCTaHOBICHHBIX TPABOBBIMHU JIOKYMEHTAMH
WM COOCTBEHHUKOM JTHO0 BiajenbieM HH(OpMAaIUU *TUI0 WK
MIPOIIECC, OCYMIECTRIISIFOIINE HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K

YCTaHOBJICHHBIC MMPaBUJIa PA3TPAHUUCHUS TOCTYIa *COBOKYITHOCTD

MH(OPMALIUU U €€ HOCUTENSAM *HapylleHHe YCTaHOBJICHHBIX MPaBUIT
pasrpaHu4eHus JOCTyIa

3. ITox nenoctTHOCTHIO HH(POPMAITUY TOHUMAETCS ... *3amuTa OT
HECAHKIIMOHMPOBAHHOTO J0CTyNa K MH(OpMaIuu *akTyalbHOCTh U

1 HCCAHKIIMOHUPOBAHHOTO NU3MCHCHMU A *BO3MOXKHOCTb 3a MMPUCMIICMOC

perJamMeHToM J0CTyma *Biajenen GUpMbl WK NPeAnpUsTUs *dupma —

uHpopMaluu *BO3MOKHOCTh 1OCTYIa K HH(POPMALIMH, HE HapYIIAtoIIas

MIPaBUJI, PETJIAMEHTUPYIOLINX MOPSIIOK U YCIOBUS AOCTyNa CyOBbeKTa K

HEMPOTUBOPEUNBOCTh MH(OPMALINH, €€ 3alUIIEHHOCTh OT Pa3pylIeHUs

1. I[Tonb3oBarens, (moTpeduTens) MHGOpMaLMK — 3TO ... *nonas3oBarens, | OIIK-5.V.1




BpeMsI MOTYyYUTh TpeOyeMyto HHPOPMAITMOHHYIO YCITYTY

4. Nadopmanus MOXKeET ObITh 3aIUIICHA OT ... *TIEPECHUIKH €€ 110
AJIEKTPOHHOU TI0YTE *IICUXOJIOTUIECKOTO COCTOSHHSI

* CAaHKIITMOHMPOBAHHBIX MOJIb30BaTeNei *yTeukn moOOYHBIX
AJIEKTPOMArHUTHBIX U3TYYCHUH *(hU3NIECKOro uIa
*HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA

5. K Buzam uH(pOpMaIuu ¢ orpaHUYEHHBIM JIOCTYIIOM OTHOCHUTCS ...
*koMMepuecKkas TaifHa *rocynapcTBeHHasl TaifHa *00IeCTBEHHBIC
JMaHHbIe *0aHKOBCKas TallHa *TiepcoHaIbHbIC TaHHBIC *NTMYHAs TallHa
6. YTWINTBI CKPBITOTO yIPABJICHUS MO3BOJISIIOT ... 3aITyCKaTh
OTIEPALMOHHYIO CUCTEMY pa3pylIaTh )KECTKUH JIUCK 3aITyCKaTh U
YHHUYTOXKATh (haiyIbl BEIBOJUTH COOOIICHHSI CTUPATh HH()OPMAIIHUIO

7. K mpaBoBBIM MepaM KOMIIBIOTEPHON 0€30MaCHOCTH MOYXXHO OTHECTH
... ¥COOTBETCTBHUE IPaXKTAaHCKOMY 3aKOHO/IATEIBCTBY *HOPMBI
OTBETCTBEHHOCTH COTPYIHUKOB *3allIUTy aBTOPCKUX PaB
*opraHmu3anuio o0CTy)KHBaHUSI 00BEKTa *3alTUTY OT
HECAaHKIIMOHHUPOBAHHOTO JIOCTYIA K CUCTEME

8. K opranmu3aiioHHbIM MepaM KOMITBIOTEPHOM 0€30IacCHOCTH MOYKHO
OTHECTH ... *OpraHu3aIuio 00CITyKMBaHUSI O0BEKTa *3alUTy OT
XUIIEHUH, TUBepCcHil u caboTaxa *oxpaHy o0ObekTa *1ian
BOCCTAaHOBJICHHSI Pa00TOCIIOCOOHOCTH 00BEKTa *TIIATETbHBIN TOA00P
nepcoHasa *ycTaHOBKY 000py/IOBaHMS CUTHAIIH3AINN

9. CepTudukar npoaykra, 00ecreunBaOmui THPOPMAITUOHHYIO
0€30MaCHOCTb, ... ¥*MOATBEPIKIACT €ro0 COOTBETCTBUE CTaHapTy PD
*MOITBEPIKIAET OTCYTCTBHE B IPOAYKTE HE3aIeKIapHPOBAHBIX
BO3MOXXHOCTEH *MPOCTO ABISAETCS TOKYMEHTOM, HEOOXOAMMBIM JJIsI
peali3anuy MPOIyKIINH *TIOITBEPKIACT €0 KaueCTBO

10. K mpaBoBbIM MepaM KOMIBIOTEPHON 0€30MaCHOCTH MOKHO OTHECTH
... *TiarensHbIN TOI00p MEpcoHaNIa *COOTBETCTBUE YTOJIOBHOMY
3aKOHOAATENHCTBY *3aIIUTy aBTOPCKUX MpaB * pesepBUpOBaHUE
B2KHBIX TIOJICUCTEM

11. IlonuTHka noctyna Kk HuHGOPMAILUU — 3TO ... *COBOKYIHOCTh IPaBUJI,
periIaMeHTHPYIONUX MOPSI0K U YCIOBHSI JOCTYIA CyObeKTa K
nHGOPMAIINY U €€ HOCUTEISIM *HapyIlleHne YCTaHOBJICHHBIX TPaBUII
pasrpaHMUYeHMs JOCTYMa *COBOKYIHOCTb MTPABUII IOCTYTIA K
nH(pOpMaINHY, YCTAHOBJIEHHBIX TPABOBBIMU JOKYMEHTAMH UJIH
COOCTBEHHUKOM JIN0O BIaieTbleM HHPOPMAIUH *JIHII0 WK TIpoILece,
OCYILECTBISIONINE HECAHKIIMOHUPOBAHHOTO JOCTYNa K MH(OpMAIH
*1ocTyn K mH(OpMaIy, He HapyIIAIOIHA yCTaHOBJICHHBIE MTPaBHIa
pasrpaHMueHHs JOCTyna (3TH MpaBUiIa CIyXKaT AJIs perjaMeHTalluu
MpaBa JOCTyIa K KOMIIOHEHTaM CUCTEMBI)

12. K TexHHYeCKMM MepaM KOMITBIOTEPHOM 0€30MacCHOCTH MOKHO
OTHECTH ... pe3epPBHOE KOITMPOBAHKE PE3EPBUPOBAHIE BAYKHBIX
MOJICUCTEM HJICHTH(UKALIMIO U ayTeHTU(PHUKAIIMIO OOHAPYKEHUE yTeueK
BOJIBI 000PYIOBaHHUE CHCTEM TT0KAPOTYIICHHUS YCTAHOBKY
000pyZI0BaHUS CUTHATTU3AINH

13. B cranapTHOM NOIUTHKE 0€30MaCHOCTH YCTaHOBKA MTPOrPaMMHBIX
MIPOAYKTOB HEMOCPEICTBEHHO IMOJIb30BaTeIeM KOPIIOPAaTUBHOM paboueit
CTaHIWU ... *3anpemieHa *paspeiieHa *pa3peiieHa, 3a HICKII0UYECHUEM
KOMIIBIOTEPHBIX UTP *pa3pelieHa, HO TOJIBKO C YCTHOTO COTJIACHs
corpynuuka UT-otnena

14. Tlox KOHPHUIEHIMATHHOCTHIO HH(OPMAIIMK TOHUMAETCS ... *3aImra
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OT HECAaHKLIMOHUPOBAHHOI'O JOCTYMAa K UH(pOpMaUK *aKkTyaabHOCTb U
HEMPOTUBOPEUNBOCTH MH(OPMAIINH, €€ 3AIMUIIEHHOCTh OT Pa3pyIICHUS
Y HECAaHKIIUOHUPOBAHHOTO U3MEHEHUS *BO3MOXKHOCTh 32 IPUEMIIEMOE
BpeMs MOJIYYUTh TPeOyeMyto HH(POPMALIMOHHYIO YCIIYTY

15. HeBepHo, 4TO K BHJIaM BPEIOHOCHOTO MPOTrPaMMHOI0 00eCIeYeHHUsI
oTtHOCHUTCS ... *pyTKUT (Rootkit) *oTnagunk *KoMIbIOTEpHBIC BUPYCHI
*aHanmu3arop cereBoro Tpaduka (cHudep) *nmporpaMmbl yIaaeHHOTO
yIpaBJIeHUs (€CJIM OTCYTCTBYET (PYHKIHUS CKPBITHOTO BHEJPEHUS)

16. HeBepHo, 4TO K OCHOBHBIM LiesiaM ayauta b otHocuTcs ...
*pernamMeHTanus 1eHCTBHIA MOIB30BATENS *IIOKAIN3AUs TOTCHIIUAIBHO
OIIAaCHBIX MECT *OIleHKa YpoBH4 3amuiieHHocty b *pa3paboTka
pEKOMEH1aluii 11O MOBBILIEHUIO YPOBHSI 0€3011aCHOCTHU

17. PacctaBbTe 3Tansl ayauta b B ux poruueckom nopsiake: 1
JIOKaJIU3alusl MOTEHIUAIBHO ormacHbIX MecT Wb 2 pa3paboTka
peKOMeHIalui 1o MOBBIIEHUIO ypoBHs Oe3onacHoctu MC 3
COCTaBJICHHE U aHAJIU3 CIIMCKA PUCKOB 4 OIIEHKA YPOBHS 3alllUIIIEHHOCTH
Ub

18. ... — moMemieHHast Ha KOMIIBIOTEP MOJIb30BaTeNsl 0€3 ero coriacus,
KOHTPOJISI U YBEIOMIJIEHHUS CPEJICTBO CIIEKEHMUS

19. OcHOBHO# CMBIC pa3rpaHUYEHHUS IIPAB TOCTYIIA MOJIb30BATENEH —
... *obecnieueHne 0e30MaCHOCTU MHPOPMAIUU BHYTPU KOMITAHUU U
BO3MOYXHOCTH €€ HCIOJIb30BAHUS JIUIIIb HEMOCPEACTBEHHO
BJIAJICJIbLIEM/UCTIOTHUTENIEM *yIIieMIIeHHe pad0ToaTeNIeM IPaX1aHCKUX
mpaB paboTHUKA *co3/1aHue TPYAHOCTEH sl COTPYAHUKOB KOMITaHUH, C
MOCJIEAYIOLEM YBOJIbHEHHEM HEYTOJHBIX KOMITAHUY JIFO/IEN

20. AHanu3 puCKOB BKIIIOUYAET B ce0s ... *BBISIBICHUE CYIIECTBYIOIINX
PHUCKOB U OIEHKY HX BEJIMUMHBI *aHAIIN3 IPUYMHEHUS yiepOa u
BEJIMYMHEI yiiepOa, HaHocumoro pecypcam HC, B cirydae
OCYILIECTBIIEHUS YIPO3bl 0€30M1aCHOCTU *MEpONpPUATHUS IO
obcnenoBanuto 0ezonacHoctu MC, ¢ 11enb10 onpeaeeHust Toro Kakue
pPeCypCHI ¥ OT KaKMX yrpo3 HaJ0 3allliliaTh, a TAK)KE B KAKOW CTENEHU Te
WJIM UHBIE PECYPCHI HY>KIAIOTCS B 3alUTe *HA0Op aJeKBaTHBIX
KOHTPMEp OCYILECTBIISIETCS B XO/I€ YIIPABJICHUsI pUCKaMU

21. IlporpammHoOe obecriedeHne, KOTOPOe He J0KHO ObITh TOCTYITHO B
HOpMaJIbHOW paboTe Mosb30BaTeNs, — ... *CUCTEMHBbIE YTHIUTHI U
CHCTEMHBIE PEIaKTOPhl *cpeacTBa 3aIIUThl *cpesICTBa pa3padOTKH,
YTUJIMTHI *CpecTBa 3aIIUThI, CHCTEMHBIE YTHIIUTHI

22. Hapyienue yciioBHii, MpeyCMOTPEHHBIX JIMIIEH3UEH Ha
OCYILIECTBIIEHHUE JIEATENHHOCTU B 00J1aCTH 3alUTHl HHGOpMaIuu (3a
UCKJIIOUE€HHEeM WH(POPMaIIUU, COCTABIISAIONIEH TOCY1apCTBEHHYIO TaiiHY)
... *BJIeYET TOJIbKO HAJIOXKEHHE a]MUHUCTPATUBHOTO Tpada *Bieuer
YTOJIOBHYIO OTBETCTBEHHOCTh M HAJIIO)KEHUE aIMUHUCTPATUBHOTO
mTpada *BieYeT BO BCEX CIyYasiX YTOJIOBHYIO OTBETCTBEHHOCTh *HE
BJIEUET 3a COOON YroJIOBHOM OTBETCTBEHHOCTH

23. Ilon nokanbHOM 6€30MaCHOCThI0 HHPOPMAITMOHHOM CHCTEMBI
MOJIpa3yMeBaeTcs ... *3ampeT MCIOJIb30BaHHsI TIOCTOPOHHUX
MH(OPMALIMOHHBIX NMPOTYKTOB, OOHOBJIEHHE aHTUBUPYCHBIX 0a3
*ycTaHOBKa MUHMMAJIbHON ONEpaTUBHOM MaMSATH U MaJIEHBKOTO
MOHHUTOpA JUIsl HEBO3MOXHOCTH OCYILIECTBIICHUS 110JIb30BaTENEM B3JIOMa
CHCTEMBI *OTrpaHUYeHHE T0IH30BATENS HA JIOKAJIbHOM pabodyeM MecTe OT
APYTUX COTPYAHUKOB C TOMOIIBIO IEPErOPOOK

24. Cucrema 3amuTsl HHQOpMAIMH — 3T0 ... *pa3paboTKa CTpaTeruu

OIIK-9.V.1




3aIUTHl OM3HEeca KOMITaHUK *00J1acTh MHPOPMAIIMOHHBIX TEXHOJIOTHHA
*KOMILIEKCHAsI COBOKYITHOCTH IPOTPAMMHO-TEXHHUYECKUX CPEICTB,
oOecrieunBaromias 3auuTy HHPOPMAIMK *COBOKYITHOCTh OPTaHOB H/MJIH
UCTIOJTHUTEIIEH, UCTIONIb3yeMasi IMU TeXHUKA 3aIIUThHl HHPOpPMaIIuu

25. Unentudukanus cyobekra — 370 ... *npoBepka MOAJIUHHOCTH
CyObeKTa C JaHHBIM UJCHTU(HUKATOPOM *yCTaHOBIICHHE TOTO, SIBJISCTCS
11 cyOBEKT UIMEHHO T€M, KEM OH ce0s1 00BIBHII *IIporierypa
MPEJOCTaBICHUS 3aKOHHOMY CYOBEKTY COOTBETCTBYIOIIUX ITOJTHOMOYHUH
U JIOCTYIIHBIX PECYPCOB CUCTEMBI *Mpolielypa pacro3HaBaHMs CyObeKTa
0 ero uJIeHTU(UKATOpy *yCTaHOBIIEHUE JIUI WM IPOIIECCOB,
OCYILLIECTBIISAIONINX HECAHKIIMOHUPOBAHHOT'O J1OCTYIa K HUHPOPMALUU
26. K TexHuyecKkiuM MepaM KOMITbIOTEPHOI 0€301MacHOCTH MOXKHO
OTHECTH ... *pe3epBHOE AIEKTPOIUTAHUE *3aIUTY OT
HECAHKIIMOHUPOBAHHOTO JOCTYIA K CUCTEME *yCTaHOBKY 3aMKOB
*pe3epBHOE KONMMPOBAHUE JAHHBIX *3alIUTY OT HECAHKIIMOHUPOBAHHOIO
KOIIMPOBAHUS *3aIIUTY OT XUIICHUH, TUBEPCHI U caboTaxa

27. Apropu3zanus cyObeKTa — 370 ... *Ipolueaypa npeaoCTaBICHHs
3aKOHHOMY CYOBEKTY COOTBETCTBYIOUIMX TTOJTHOMOYHIA U JTIOCTYITHBIX
PECYpPCOB CHCTEMBI *yCTaHOBJICHHE JIUI] HJTU TIPOLIECCOB,
OCYILLIECTBISIONIMX HECAHKIIMOHUPOBAHHOT'O JIOCTYTa K HHPOpPMALUU
*yCTaHOBJICHHE TOTO, SBISIETCS JIH CyOBEKT UMEHHO T€M, KEM OH ce0st
00BSIBIII *IIpOBEpKa MOJUIMHHOCTU CYOBEKTa ¢ JAHHBIM
UACHTUDUKATOPOM *IporieIypa pacro3HaBaHus CyObEKTa Mo ero
UACHTUDUKATOPY

28. CepBucoM 0€30MacHOCTH, UCIIOJIb3YEMBIM B paclpeeeHHbIX
cHCTeMax U CeTAX ABISAETCA ... *aBTOpH3alMs *pazrpaHUueHUe JOCTyma
*IKpaHUPOBAHUE U TYHHEIUPOBAHUE *MapIIPyTU3ALIUS
*ayreHTUUKAINS *UACHTUDUKAIHS

29. K opranu3aiinoHHBIM MepaM KOMITBIOTEPHOM 0€301MacHOCTH MOKHO
OTHECTH ... *OpraHu3aluio o0cayXuBaHus 00beKTa *BeeHrne 0co6o
BaXXHBIX Pa0OT HECKOJIBKHMHU COTPYIHUKAMHU *pe3epBHOE
JIEKTPONUTAHNE *3aLIUTY OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K
cucTeMe *TIIaTeabHbIN Mo100p epcoHana * BrIOOp MecTa
pacrnionoxenust oobexra 30. OTnuunTeNbHas CIOCOOHOCTD
KOMITBIOTEPHBIX BUPYCOB OT BPEIOHOCHOTO *MOBBICUTH ITPUBHUJICTUH B
cucreMe *cobupaTh HH(OPMAIHMIO *K CAMOBOCIIPOU3BEICHUIO
*YHUYTOXKATh WH()OPMAITHIO

31. C Touku 3peHus 3aKOHOAATENbCTBA (IIpaBa) CYIIECTBYET YPOBEHb
J0CTyTNa K UHPOPMALIHH ... *3aKPBITHII TOCTYH *OTKPBITHIA JOCTYII
*OrpaHUYEHHBIN JOCTYN *HHTEIEKTyalbHas COOCTBEHHOCTh *0e3
OTpaHUYEHUS TpaBa JOCTyIa *HAHOCAIIMNA BPE.] IIPU PaCTIPOCTPAHEHUH
32. B cucremMHoe nporpaMMHOe oOecrieueHre BXOJAT: *S3bIKH
MIPOrPaMMHUPOBAHUS *OTIepallMOHHBIE CUCTEMBI *KOMITBIOTEPHBIC UTPHI
*rpaduueckue penakTopsl *TEeKCTOBBIE PeIaKTOPbI

33. HeBepHo, 4TO K OMOMETPUYECKUM JTAHHBIM OTHOCHUTCS ... *MPOCKITUS
nuna *reMOp rosoca *cepus nacrnopra *oTrnedaTky NajbleB *aapec
TIPOTIHCKH

34. OneparnonHas cucteMa HU(PPOBON BEIYUCIUTENEHON CHCTEMBI
IpeJHa3sHauYeHHas U1 *00ecreueHHsl COBMELEHHS Pa3JInYHbIX
uHTepdeiicoB *obecnieueHus ynoOHOM pabOThI MOIB30BATENSA
*o0OecrieueHust ONPEACIICHHOTO YPOBHS 3P (GEeKTUBHOCTH ITUGPOBOMA
BBIUUCIINTENILHOW CUCTEMBI 33 CUET aBTOMATU3MPOBAHHOTO YITPABJICHUS
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ee paboToif U MPEAOCTABIIIEMOTO IMOIL30BATEIIM HA00Opa YCIIYT.

35. K OCHOBHBIM pa3HOBHUIHOCTSIM BPEJOHOCHOT'O BO3JICHCTBUS Ha
CUCTEMY OTHOCHTCS ... *MHUIIMUPOBAHHE JIOKHBIX AEUCTBUN
*MoU(HUKAIMS BBITOIHAEMBIX (PYHKIUHI *ynaneHne cuCTeMBbl
*KONMUPOBAaHUE JAHHBIX U3 CUCTEMBI *co3/laHuE TOMEX B paboTe *BBIBOJ
U3 CTPOS

36. Uudopmarus — 370 ... *COBOKYIMHOCTh 3HAaHUH, HAKOTUJICHHAS
YeJI0BEYECTBOM *COBOKYIHOCTH pepiieKCHil MexX Iy uaeei u Matepueit
Ha MaKpo- ¥ MUKPOYPOBHSX *CBeAeHHUS O JIUlaX, IpeameTax, ¢pakrax,
COOBITHSIX, SIBJICHUSX U MPOLIECCaX HE3aBHCUMO OT (DOPMBI UX
MpeICTaBIeHHs *COBOKYITHOCTh MPUHIIUIIOB, METOJ0B U (hopm
yIIpaBJICHUS

37. AnmapaTHble ¥ IPOTPaMMHbIE CPEJICTBA U TEXHOJIOTUI
rapaHTUPOBATh A0COFOTHYIO HAJIC)KHOCTh M O€30MMaCHOCTh JIAHHBIX B
KOMITBIOTEPHBIX CHUCTEMAX ... *HE MOTYT *MOT'YT TOJBKO JJIst
rOCYJapCTBEHHBIX OPTaHU3alUi *MOTYT *MOTYT TONBKO JJISt
KOMMEPUECKUX KOMIaHUi *MOTyT TOJNBKO AJIS YaCTHBIX JIMII

38. CBeneHust, KOTOPBIE HE MOT'YT COCTABIISITh CIYKEOHYIO WITH
KOMMEPYECKYIO TaliHy, ONPENENAIOTCS ... *OopraHu3aueii, B KOTOpoi
paboTaeT rpaKaaHuH *3aKOHOM MO0 JPYTMMU HOPMATUBHBIMU aKTaMU,
CI1y>keOHOM 3aIMCKOM, a TaK)Ke opraHu3anueii, B KOTopoi paboraer
rpa)xIaHuH *cIy>kKeOHOU 3aMUCKON *3aKOHOM JIMOO IPYTHUMHU
HOPMATHUBHBIMH aKTaMH

39. BupycHble mporpaMMbl IPUHATO JAEIUTH 1O ... *CTENEHU [IEHHOCTH
*0COOEGHHOCTH arOpUTMa BUpyca *cpene ooutanus Bupyca *crnoco0y
3apakeHus *oOIIMM MPU3HAKAM

40. TTo BuIaM pa3uyaroT aHTUBUPYCHBIC IPOTPAMMEI ... *BaKIIMHEI
*peBH30pbI *0KTOpa *cKaHephl *NPUHTEPHI *CTOpOXKA

41. K HampaBieHHsIM, B KOTOPBIX OCYIIECTBISIETCS 3aluTa HHpopMauu
BCTPOEHHBIMHM METO/IaMU IIPUKJIATHBIX POTPaMM OTHOCHUTCA ...
*CUMMETPUYHBIX KpUITOrpaguueckux npeoOpa3oBaHuil
*kpunrorpaguieckoe 3aKphITHE *pasrpaHUUYCHHUE TOCTYTA K JaHHBIM
*6opbOa ¢ MaKpoOBUpyCaMHU *aynuTa

42. Eponeiickue kpurepuu 6e3onacHoctu ITSEC ycranaBnuaror ...
KJ1accoB Oe3zomacHoctu 5 8 107 15 12

43. K oCHOBHBIM BUaM CHCTEM OOHAPYKEHUS BTOP>)KEHUH OTHOCSTCH ...
*IoKaNbHBIe *MekceTeBble *aKTUBHbIE *CUHXPOHHbIE *TaCCHUBHBIE

44. Tlon 1OCTYIMHOCTBIO MH(POPMALIUU TOHUMAETCS ... ¥*BO3MOYKHOCTD 32
premMIeMoe BpeMs OJIy4uTh TpeOyeMyto HHGOPMAIIMOHHYIO YCIYTY
*3aIMTa OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTa K MHPOPMALIUU
*aKTyaJIbHOCTh U HEITPOTUBOPEUUBOCTh HH(OpMALINH, €€
3alUIIEHHOCTh OT pPa3pyIIEeHUsI U HECAHKIIMOHUPOBAHHOTO U3MEHEHUS
45. BupycHble TporpaMMbl IPUHSATO AECIHUTH 1O ... BO3SMOXKHOCTH
OCYILECTBIICHHS CIEAAIINM IPU3HAKaM 0COOEHHOCTH aJIrOpuTMa BUpYyca
HaIpPaBJIEHHOCTU JECTPYKTUBHBIM BO3MOKHOCTSIM

46. B COOTBETCTBUY C 3aKOHOJATEILCTBOM OTBETCTBEHHOCTD 3a
HE3aKOHHOE OrpaHUYeHHE JOCTYyIa K HH(pOpMalUY U 3a HapyIIeHHe
pexuMa 3aiuThl HHPOPMAIIUK HECYT ... CIyXall[ie OpraHoB
roCyJapCTBEHHOH BJIACTH aAMUHUCTPATOPbI HH(YOPMAIIMOHHBIX CUCTEM
CIIy’>KalllM€ OXPAHHBIX ar€HTCTB PYKOBOAUTEIN

47. 1o cyiecTBYIOMNM MpaBUIaM pa3padaThiBaTh, MPOU3BOINUTH
3alIUThl HH(OPMAIIMKA MOXET TOJIBKO MPeINpUsTHE, UMEIOIIEE ...
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aKKpeIUTAlMIO HavyalbHbIM KalnuTall JIMLEH3UI0 cepTU(UKaT

48. HecaHKIIMOHUPOBAHHBIN JOCTYN K HHPOPMAILIUHN — 3TO ... *JTUI0 WK
IIPOLIECC, OCYIIECTBIIIOIINE HECAHKIIMOHUPOBAHHOTO JOCTYIA K
nHpopMaKU. *COBOKYITHOCTb MIPABUJI, PETJIIAMEHTUPYIOLINX MOPSIIOK U
YCIIOBHSL JOCTYIIA CyOBbeKTa K MH(OPMaIMK U €€ HOCUTEIIIM
*HapylIeHne yCTaHOBJICHHBIX PAaBWII pa3rpaHUYeHUs JOCTyNa *noctyn
K HHGOpMalLNHY, He HapyLIAoIIKUN YCTaHOBJIEHHBIE IIPaBUIIa
pasrpannyenus pocryna. [IpaBuna pasrpaHudyeHus 10cTyna ciyar AJis
periaaMeHTalyy IIpaBa J0CTyIla K KOMIIOHEHTaM CUCTEMBbI
*COBOKYIHOCTb MIPABUJI JOCTYIA K MHPOPMALIMH, YCTAHOBICHHBIX
IIPaBOBBIMU JIOKYMEHTaMH WJIM COOCTBEHHUKOM JIMOO Bia/ieblieM
uHpOopMau

49. JlesTenbHOCTBIO 1O cepTU(UKALUU MU(PPOBAIBHBIX CPEICTB HA
teppuropun PO 3anumaercs ... @Cb ®CTOK ©®CO MBI ®CBTC

50. CoBpemennyto opranuzanuio 9BM npemnoxun: Hopbept Bunep
Yapnes be66umpk Jxon ¢pon Heiiman

51. B «Konnenmuu 3amutbl CBT u AC or HCJ] x undopmarum» kak
IJIaBHBIE CPE/ICTBA 3aLUThl OT HECAHKLIMOHUPOBAHHOTO JJOCTYyIA K
nH(OpMALIUY PACCMATPUBAIOTCS ... *KOMIBIOTEPHBIC U
KOMMYHMKAI[MOHHBIE CUCTEMBI *CHCTEMBbI pa3rpaHUUYEHUS 10CTyIa
*UHGPaCTPyKTYPhl IPOMBIIIJICHHBIX MPEANPUATUI *OHOMETpHUYECKHE
CUCTEMBbI

52. HeBepHO, 4TO K MOJIyJISIM aHTUBUPYCA OTHOCHUTCH ... *CKaHep
(aiinoB Mo curHatypam *cpeacTBo OOHOBIICHUS POTPAMMHBIX MOJIYJICH
u 0a3 curHaTyp *Moaynb nepexBaTa HajkaTHsl KJIABUII *MOHHUTOP
(mepexBaTUMK U aHAIU3ATOP 3aIlyCKAEMbIX ITPOLIECCOB)

53. OCHOBHBIE CpeCTBA TPOHUKHOBEHUS BUPYCOB B KOMIIBIOTED ...
KOIMpoBaHue (aiioB KOMIBIOTEPHBIE CETU CHEMHbBIE TUCKH UTPOBbHIE
MIPOrPaMMBbI

54. Tlox ¢puznyeckoil 6€30MacCHOCTHI0 HHPOPMAITUOHHON CUCTEMBI
MOJIpa3yMeBaeTcs ... *orpaHudyeHue pU3NUECcKoro JOCTyIa K CUCTEME
10 CPEJICTBAM MPOMYCKOB, MapoJieii, ONOMETPUIECKUX TaHHBIX *3ampeT
($u3M4YecKOoro BXo/1a ¥ BbIX0/1a U3 37aHUs KOMITaHUH B niepuos ¢ 10 1o
18 yacoB orpaHnyeHue *noAKIIOUEHUS K UHPOPMAITMOHHOM CHCTEME
«W3 BHE»

55. Ha koMIproTepax NpUMEHSIFOTCS JIOKAIbHBIE TIOJTUTUKN
0€30MacHOCTH ... *mapaMeTpoB 6€30MacCHOCTH *CUMMETPUUIHBIX
KpUnTorpaguueckux npeoOpa3oBaHuil *mnpas monb3oBarteneit
*[MOACTAaHOBKY *ramMMupoBaHus *ayauta

56. B cocras eBponeiickux kputepueB ITSEC no nadopmarmonHon
0€301acHOCTH BXOJUT ... eI 0€30MacHOCTH KOH(PUACHITNATIHLHOCTD
nH(pOpMaIUU 3aKPBITOCTh MHYOPMAIIMH LIEIIOCTHOCTh HHPOPMALIUU
3alUIIEHHOCTh OT MPOHUKHOBEHHMS crienndukanus GpyHKunn
6e30macHOCTH

57. K Buaam nHpopmManuu ¢ OrpaHu4eHHbIM JTOCTYIIOM OTHOCUTCA ...
npodeccroHagbHasl TaifHa TOCyapCTBeHHAs TaliHa MepCOHAIbHBIE
JaHHbIE CITy>)KeOHas TailHa 0OIECTBEHHbIE JAHHbBIE POMBIIUIEHHAS
TaitHa

58. YTUIUTBI CKPBITOTO YIIPABICHUS MTO3BOJISIIOT ... TIEpe3arpyxaTh
KOMITBIOTEP 3aIyCKaTh U YHUUYTOXKATh (paillibl MPUHUMATh B OTIPABISATH
(aiiibl mepenMeHOBBIBATH (DaliiIbl M MX PACIIUPEHUS BBOJUTH HOBYIO
nH(pOpMAaIIHIO
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59. B cocras eBponeiickux kpurepueB ITSEC no nndopmarmonHoi
0€30MaCHOCTH BXOJMT ... ONUCAHNE MEXaHU3MOB 0€30I1aCHOCTH
JOCTYIMHOCTh MHGOPMAIUU KOHPHUIEHINATBHOCTh HHPOpMAIIUT
3alIUIIEHHOCTh OT BO3ACUCTBUI MOJHOTA HH(OPMAINH LIEIH
oe3omacuoctd 60. Ycra"noska jguiensnonsoro [10 saBisercs ...
00s13aTeNIbHBIM KPUTEpHEM HHPOPMALTMOHHON O€30MaCHOCTH
Oecrone3HoN TPaToil KOPIOPATUBHBIX JCHEKHBIX CPEIACTB
HeoO0s13aTeNIbHBIM KpUTepreM HH(POPMAITMOHHON 6€30MaCHOCTH

61. CaHKIIMOHUPOBAHHBINA JOCTYI K HHPOPMAIIUHA — ATO ... *JOCTYI K
uHpOpMaLNY, He HApyIIAOIIUK YCTAHOBJICHHBIE TIPAaBUIIa
pasrpaHMUYCHMs JOCTYyNa *COBOKYIHOCTb IIPABUJI, PETJIAMEHTUPYIOLINX
MOPSIOK U YCIIOBHSI JOCTYIa CyObeKTa K MHPOPMALIUU U €€ HOCUTEISIM
*JIMLIO WM IPOLIECC, OCYLIECTBISAIOIINE HECAHKLIMOHUPOBAHHOIO
nocTyna K nHpopMaun *HapynieHne yCTaHOBICHHBIX TPaBUII
pasrpaHMyeHMs JOCTyNa *COBOKYIHOCTb IPAaBUJI JOCTYIIA K
nH(pOPMAIINY, YCTAHOBJICHHBIX ITPABOBBIMU JOKYMEHTAMH HJIH
coOCTBEHHUKOM JIMOO BIaAeiIbIieM HHGOPMAITIH

62. adopmarmonHas 6e301MacHOCTb, 110 3aKOHOIATeNLCTBY PD, — 310
... *MeTon0I0rnYecKuii MoIX0 K 00ecreyeHno 6e30MacHOCTH
*MapKeTHUHT *COCTOSHHE 3alIMIICHHOCTH HAIMOHAJIBHBIX HHTEpecOB PD
B UH(OPMALMOHHOMN cdepe, ONpeeNSIoNMXCsl COBOKYITHOCTBIO
cOaTaHCUPOBAaHHBIX HHTEPECOB JINYHOCTH, OOIIECTBA U TOCYAAPCTBA
*CBOJ HOPM, COOJIIOJIEHHE KOTOPBIX IPU3BAHO 3aLIUTUTh KOMIIBIOTEPHI U
CeTh OT HECAHKIIMOHUPOBAHHOTO JAOCTYIA *COCTOSIHNE 3aIIUIIIEHHOCTH
MHGOPMALMOHHOM cpe/ibl 001IecTBa, o0ecreynBarolee ee
(dbopmMHIpOBaHKE, HCIIOIB30BAaHNE U PA3BUTHE B MHTEPECAX TPAXKIaH,
OpraHu3alyii, rocyaapcTsa

63. AyreHTudukanus cyobeKTa — 3To ... *npolenypa pacrno3HaBaHus
CyObeKTa 10 ero WAeHTU(UKATOPY *NpoBepKa MOATUHHOCTH CYObEKTa C
JTaHHBIM UACHTU(PUKATOPOM *yCTaHOBJICHHE TOTO, SIBIISIETCS JIH CyOBEKT
MMEHHO TeM, KeM OH ce0st 00BsBIII *IIpolieypa NpeaoCTaBICHHS
3aKOHHOMY CYOBEKTY COOTBETCTBYIOUIMX MOJTHOMOYHIA U JIOCTYITHBIX
PECYpCOB CUCTEMBI *yCTaHOBJICHHE JIUL] JIU TPOLIECCOB,
OCYIIECTBISIONINX HECAHKITMOHUPOBAHHOTO JIOCTYTIa K MHPOPMALIUU
64. Aynut nHpopMaIMoHHON 0€30IacHOCTH — 3TO. .. *OlIeHKa TEKYIIEro
COCTOSIHUS CHCTEMBI MH(POPMAIIMOHHONW 6€3011acCHOCTH *mpoBepka
WCTIOJIh3yEeMBIX KOMITaHHEH MHPOPMAIIMOHHBIX CHCTEM, CHCTEM
0€30MacHOCTH *3TO0 MpOBEpKa CIOCOOHOCTH YCIEIIHO MPOTUBOCTOSThH
yrposam *crernuanbHasi TpOBepKa COOTBETCTBHUS OPTaHU3AINH U

3G GEKTUBHOCTH 3aLUTHI HH(OPMAIMK *yCTaHOBIEHHBIM TPeOOBaHUAM
W/WIM HOpMaMm

65. IIporpamme! keylogger ucnonb3yrorest uis ... *yaajaeHus BUPYCOB
*cOopa nH(popmanu, BBOAUMON C KIaBHATYphl *ynajaeHus IporpamMmm-
IIMHOHOB *KOHTPOJIS 32 COCTOSTHUEM IIEHTPaJILHOTO Ipolieccopa

66. OTnuuuTensHas 0COOEHHOCTh KOMITBIOTEPHBIX BUPYCOB 10
CPaBHEHHMIO C APYTHUM BPEIOHOCHBIM MPOTPAMMHBIM 00€CTIEYeHUEM — UX
CHOCOOHOCTSH ... *K CaMOBOCIIPOM3BEJCHUIO *YHHUUTOKATh HH(OPMAIIUIO
*cobupaTh UH(OPMAIHIO *TIOBBICUTH MPUBUIIETHH B CHCTEME

67. B eBponeiickux kpurepusix 6ezonacHoctu ITSEC ycranosieHo ...
KJaccoB Oe3zomacHoctu 57 8 10 12 15

68. HeBepHo, uTo 3amuTa nHGOPMAIIUH BCTPOCHHBIMUA METOAaMHU
MPUKJIQJIHBIX IPOTPAMM MOXKET OCYIIECTBIISICTCS] B HAIPABJICHHUH ...

OIIK-
12.B.1




*aynuta *00pb0bl ¢ MAKPOBUpPYCAMHU *KpUTITOTpaUIECKOTO 3aKPHITHS
*pasrpaHUYeHUs JOCTYIA K TAHHBIM

69. HeBepHo, 4TO K UCTOYHHKAM yrpo3 HHOOPMAITMOHHOW 0€301MacHOCTH
OTHOCATCH ... *denoBedyeckuil (akTop *mpaBoOBbIC aCTIEKTHI

(G YHKIMOHUPOBAHUS UC *CTUXHITHBIC OeACTBUSA *anmapaTHbie cOoH
*0IMOKH TPOSKTHUPOBAHUS U Pa3pabOTKU UC

70. HeBepHo, 4TO K cepBucam 0€30MacHOCTH, UCIIOIb3yEMbIM B
pacmpeeIeHHbIX CUCTEMAaX U CETAX, OTHOCUTCA ... *HICHTU(PUKAIUS
*ayTeHTHUUKAIU *MapmpyTu3amnus *pa3rpaHuueHne 10CTyma
*IKpaHUPOBAHUE U TYHHEITHUPOBAHUE

71. HeBepHO, 4TO K OCHOBHBIM BHIaM CHCTEM OOHAPYKECHUS BTOPKEHUI
OTHOCSITCS ... CHCTEMBI *CeTeBbIC *JTOKAIBHBIE *MEKCETCBBIC

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCHUIUIMHE OOYYAIONIMXCS 3a04HOU (HOPMBI
o0OydeHus1, IpeICTaBICHbI B Ta0mie 19.

Ta6ymma 19 — [lepeyeHb KOHTPOJIBHBIX PadbOT

Ne /i [lepeyeHb KOHTPOJIBHBIX PabOT

He npenycmotpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEACIAIOIIME  HPOLEIypbl  OLIEHUBAHMS
WH/IMKATOPOB, XapaKTEpU3YIOMIUX dSTanbl (HOPMUPOBAHHS KOMIIETCHIIMH, COAEp)KaTcs B
JOKAJIBHBIX HOPMaTuBHBIX akTax [YAII, pernameHTHpyHOIIMX HOPSANOK MU IPOUEAYPY
NPOBEICHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH M MIPOMEKYTOUHON aTTeCTaluy 00y4JaroIInuXcs
I'VAIL

11. Meroaudeckue yka3aHus AJisE 00y4YaOIUXCs IO OCBOCHUIO JUCITUTUTHHBI

[esnbro M3ydeHUsT AUCUUIUIMHBI «be30MacHOCTh ONMEPALMOHHBIX CHCTEM) SIBIIIETCS TEOpE-
TUYECKAsl U NPAKTUYECKas MOJArOTOBKA CHELUATUCTOB K JEATEIbHOCTH, CBA3aHHON C MpHUMEHe-
HUEM 3alTUIIEHHBIX OMEPAIMOHHBIX CHCTEM, a TaK)Ke CPEJICTB U METOJIOB OOECIIEUEHUS 3aIUThI
nH(GOpMaIIUU B OTIEPAI[UOHHBIX CUCTEMAX.

3agaun JUCLIUATLINHEL:

—HU3y4eHHEe TePMHHOJOTHH, TOHATUHHOTO amnmapata U OOIIUX MOIXO0J0B K 00eCIeueHUIo
MH(GOPMaLMOHHON 0€30MaCHOCTH ONEPALMOHHBIX CUCTEM;

—U3Y4YEHHUE CPEACTB U METOJOB YIpPaBJIEHUS JOCTYNOM B 3alIUIICHHBIX ONEPAIIMOHHBIX
CHCTEMAaX;

—HU3y4eHHEe CPEJCTB U METOJOB ayTEHTHU(PHUKAIIMU TOIB30BaTENCH B 3AIUIICHHBIX OMepa-
IIMOHHBIX CHCTEMAX;

—U3Y4YEHHUE CPEJICTB U METOJOB peali3allui ayJIuTa B 3alIUILIECHHBIX ONEPAMOHHBIX CHUC-
TeMax;

M3Yy4YEHUE CPEJCTB U METOJOB MHTErpalliy 3alIUIIEHHBIX OMEPalMOHHBIX CUCTEM B 3alIUIICH-
HYIO CETb.

Meroanyeckue yka3aHusi sl OOYyYAKIIMXCH 1O OCBOCHHMI) JIEKIMOHHOIO
MarepuaJia

OCHOBHOE Ha3HAauY€HUE JIEKIIMOHHOTO MaTepuajga — JOTHYECKH CTPOMHOE, CHUCTEMHOE,
rIyOOKOE W SICHOE€ M3JIOKEHHE ydeOHOro marepuana. HasHaueHme cCOBpEeMEHHOUN JEKIMH B
paMKax TUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(OPMAIMIO 1O T€MEe, a B OCBOCHUU
byHIaMEHTAIBHBIX MPOOJIEM AUCIUIUIMHBI, METOJIOB HAyYHOTO TO3HAHHWsA, HOBEHIIMX
JTOCTHKEHUI HAaydyHOW MBICTH. B yueOHOM mporiecce JICKIHS BBITIONHSET METOI0JIOTHYECKYIO,
OpraHU3aIMOHHYI0 ¥ MHGOPMAIMOHHYI0 (YHKIMU. JIEKIHsI pacKpbiBaeT MOHATUMHBIN arrmapaT




KOHKPETHOW o0yacTH 3HaHuUs, €€ MpoOJieMbl, AaeT IEeIbHOE MPEACTaBICHUE O AUCIHILIMHE,
[I0Ka3bIBAECT B3aUMOCBS3b C IPYTUMU JUCLUIUIMHAMH.

[TnanupyemMble pe3yabTaThl IPH OCBOSHUH 00yYarOIKUMCS JIEKIIMOHHOTO MaTepHraa;

— IIOJIy4YEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HAaHUW, YPOBEHb
KOTOPBIX OIPEIEIISIETCS LEIEBOM YCTAHOBKOM K Ka)K10M KOHKPETHOU TEME;

— TOJy4YeHHE ONbITa TBOPUYECKOM pabOThl COBMECTHO C MPEINO/IaBaTEIEM;

— pa3BuTHe OPO(ECCHOHATHLHO—JEIOBBIX  KAayecTB, JIOOBU K IpeaMery U
CaMOCTOATEJIBHOTO TBOPYECKOT'O MBIIIUICHUS.

— TOsBJIEHHE HEOOXOAMMOT0 HHTEpEeca, HEOOXOAUMOTO Il CAMOCTOSTEIbHON pabOThI;

— IIOJIy4CHUE 3HAHUU O COBPEMEHHOM YPOBHE pa3BUTUSA HAyKM U TEXHUKH U O
IPOTHO3€E UX pa3BUTH Ha OJIIKaHIINE TOIBI;

— Hay4YuTCs METOJMWYEeCKHM oO0palaThiBaTh MaTepuan (BbLACNATH TJABHBIE MBICIU U
[OJIOKEHUS, NPUXOJUTh K KOHKPETHBIM  BBIBOJAM, IMOBTOPATH HX B  Pa3jIUYHBIX
(bopMyIupoBKax);

— TOJy4YeHHe TOYHOTO MOHMMaHUsS BCEX HEOOXOIMMBIX TEPMUHOB U TOHSATHH.

JIekuMOHHBI MaTepHall MOXET COIPOBOXKIATHCA JEMOHCTpauuend CIaioB H
HCIIOJIb30BAaHUEM pa3[JaTOYHOrO0 MaTepuaja IMpH MPOBEIECHUU KOPOTKHX JUCKYCCUH 00
O0COOEHHOCTSIX IPUMEHEHUSI OT/IEIbHBIX TEMATHUK 110 IUCLHUIUIMHE.

CTpyKTypa NpeaoCTaBICHUS JIEKIMOHHOTO MaTepHraa:

— Tewma Ne 1. [TonsiTHE 3alIUIIEHHON ONEPAallHOHHON CUCTEMBI

— Tema Ne 2. YnpaBnenue 10cTynom

— Tema Ne 3. Unertudukanus, ayTeHTU(HUKAINSI U aBTOPH3AIHS

— Tema Ne 4. HTerpauust 3alMILIEHHBIX ONEPALMOHHBIX CUCTEM B 3aLIUIICHHYIO CETh

Mertoauyeckue ykazaHusi A8l 00y4alolIUXCH MO MPOXOKACHUIO JIA0OPATOPHBIX
pador

B xone BeimonHeHus m1a0OpaTOpHBIX pPadOT oOydaroUics MAOMKEH YIIIyOUTbh H
3aKpENUTh 3HAHUS, NMPAKTUYECKUE HABBIKM, OBJIAJETh COBPEMEHHOM METOIMKONM M TEXHHUKOU
HKCIIEPUMEHTa B COOTBETCTBUM C KBAIM(PUKALUOHHON XapaKTEpUCTHKOW 00ydaromerocs.
Beinonnenue 1abopaTopHbIX paboOT COCTOMT M3 SKCIIEPUMEHTATbHO-IIPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKON YaCTeW U KOHTPOJIBHBIX MEPOITPUATHI.

BeinonHenue 51ab0paTopHBIX PabOT 0O0y4aromMMCs SBJISIETCS HEOTHEMJIEMOH 4YacThlO
U3YYEHUS JUCLUIUIMHBI, ONpEeNesiseMoll Yy4eOHbIM IUIAaHOM, M OTHOCHUTCS K CPEICTBaM,
00ecreyrBaroIuM pelIeHUe CIeIyIOIUX OCHOBHBIX 33/1a4 y 00y4aromerocs:

— TnpuoOpeTeHHe HaBBIKOB MCCIEAOBAaHHSA MPOLECCOB, SBIEHUHA U OOBEKTOB,
M3Yy4aeMbIX B paMKax JaHHOW JUCLUILINHEL,

— 3aKpeIuvieHHe, Pa3BUTHE M JleTalIu3alMsl TEOPETUUYECKUX 3HAHWUN, MOJyYEeHHBIX Ha
JEKIUSX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUIIUHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000pyI0BaHUEM U IPUOOPAMHU.

3ananue u TpeOOBaHUSA K NPOBEACHUIO J1a00PATOPHBIX padoT

3aganus s 1a00paTOPHBIX PabOT 3aKIIOYAIOTCS B PELICHUH 3a/1a4, PACCMOTPEHHBIX B
XOJI€ JIKIIUH, TAKUX KaK:

e Vmpasnenue 1octymnom B Linux

VYupasnenue noctymnom B Windows
AHanm3 orepanuoHHbIX CHCTEM
CpencrBa ayreHTH(UKAIIMN ONIEPAIIMOHHBIX CUCTEM
VYupasnenue cpeacTBaMu ayreHTHuKamy B Linux
VYupasnenue cpeacrBamu ayreHtuukanmuy B Windows



o JIOKyMEHTHpPOBAHUE MOJIUTHKU 0€30MaCHOCTH
e IleHTpanu30BaHHOE IUIAHMPOBAHKE TOJIUTHKH 0€301aCHOCTH B Jiecy momeHoB Windows

e IlenTpann3oBaHHOE IUIAHUPOBAHKE MOJUTHKH Oe30mMacHOCTH B Linux

JlaGoparopHbie 3aHITHS MPOBOASTCS IOCIE YTCHUS JICKIWMA, NArOIIUX TCOPETUYCCKHE OCHOBHI
JUTSL UX BBIMOJHEHHS. J[omycKaeTcst BBITOTHEHUE TAOOPATOPHBIX 3aHITHH IO MPOYTEHUS JCKIHHA C TETBI0
obyierdeHuss M3yYeHHWs TEOPETHYESCKOTO Marepualia NpW HAUYWUU OMUCAHUM paboT, BKIFOYAIONIHX
HEOOXOMUMBIC TCOPETHUYSCKUE CBEJCHMS MM CChUIKM HAa KOHKPETHBIC YYeOHBIC M3JaHUS, COJCpKAIINC
9TH CBEJIICHUS.

[penonaBarens UMeeT MPaBO ONPEACIATH COJIepKaHue TabOPATOPHBIX pabOT, BEIOUPATH METOIBI
U CPEJICTBA MPOBEICHUS JTA00OPATOPHBIX UCCIICIOBaHNH, HAaKOOJIee TIOJTHO OTBEUYAIOIINE UX OCOOEHHOCTSIM
1 00ecIeunBaroIIne BEICOKOE Ka4eCTBO y4eOHOT0 mpolecca.

[IpemogaBarens ¢dopmupyer pyOexHbIE W WTOTOBBIE Pe3yJabTaThl (PEHTHHTH) CTYAEHTa IIO
pe3yapTaTaM BEITIOTHEHHS JTa0OpaTOPHBIX padoT.

Ha naGopaTtopHoM 3aHSTHU CTYACHT UMEET MPaBO 33/1aBaTh MPENoaBaTeo U (MIH) J1adopaHTy
BOMPOCHI IO COJCPXKAHHIO W METOJAWKE BBIMONHEHUS PabOThI U TpeOOBaTh OTBETA MO CYMIECTBY

oOparmeHusl.

CTyIeHT MMeeT MpaBO Ha BHIMOJIHEHHE JIAOOPATOPHOHW PabOTHl 10 OPUTHHAIBLHONW METOJHKE C
corylacsl TIPEToJaBaTelsl M IOJ €ro Haa30poM — MpH Oe3yCIOBHOM COONIOJACHUU TpeOOBaHUMN
Oe3omacHoCTH.

K BeImonHeHnio 1abopaTopHOi pabOTHl IOITYyCKAIOTCS CTYACHTHI, IOATBEPAUBIINE TOTOBHOCTh B
o0beMe TpeOoBaHWH, CoAEpKAIIMXCS B METOANYECKUX yKa3aHMSAX K JabopaTtopHOH paboTre W (Win) B
YCTHBIX NTPEABApUTEIbHBIX YKa3aHUSIX IPEHOAaBaTes.

B xonme naGopaTOpHBIX 3aHATHH CTYIOEHTHl BEOyT HEOOXOAMMBIE 3alHCH, COCTABISIIOT (IO
TpeOOBaHUIO MPENOaBaTelisl) UTOTOBBIH MICHMEHHBIH OT4eT. Ha mepBoM 3aHsATHH HUKIA J1aO0PaTOPHBIX
paboT mpenojaBaTelb JODKEH JaTh KOHKPETHbIE YKa3aHUs [0 COCTaBJICHUIO U O(OPMIIEHHIO OTYETOB C
HeNpio obecriedeHns: ennHooOpasus. B 3aBucHMOCTH OT 0COOEHHOCTEH HUKIa J1ab0paTOPHBIX 3aHATHI
OTYET COCTABJISICTCSA KAXbIM CTYACHTOM HHIWUBUIYaJIbHO, JUOO OOIIMIA OTYET — MOArpyHmnon u3 2-3
crynentoB. [lo oxoH4YaHun JnabopaTOpHOW pabOTHl CTYAEHTHl OOS3aHbI TMPEACTABUTH OTYET
NpenojaBaTeNo il IMPOBEpKU C Tocieayromeil 3amuToil. [lo cornacoBaHuio ¢ mpemnopaBaTeneM
JOITyCKaeTCsl TpeACTaBlIeHHE K 3alluTe OT4YeTa O JIAbOpaTOpHOH paboTe BO BpeMs CIIEAYIOLIEIO
1abopaToOpHOTO 3aHATHS WM B MHIUBHIyalbHBIC CPOKH, OTOBOPEHHEIE ¢ mpernoaaBareneM. Jlomyckaercs
IO COTJIACOBAHMIO C MPEToiaBaTeeM IpeACTaBIsATh OTYET O Ja0opaTopHOl paboTe B 3JEKTPOHHOM BHJIE.

JlaGopaTtopHoe 3aHATHE COCTOMUT M3 CICAYIOIIMX 3JIEMEHTOB: BBOJHAs YacTb, OCHOBHas H
3aKJTIOYHUTEIbHAS.

BBogHast yacTh oOecrieyrBaeT MOJTOTOBKY CTYICHTOB K BBINOJIHCHHUIO 3aaHuii paboTel. B ee
COCTaB BXOJIAT:

— (QopMyJIMpOBKAa TEMbI, IICJIM M 3aaa4 3aHATHSI, OOOCHOBAaHWUE €ro 3HAYUMOCTH B
npodeccuoHaIbHOM MOATOTOBKE CTYICHTOB;

— U3JI0’KEHHE TEOPETUYECKUX OCHOB paboThI;

— XapaKTEepHUCTHKA COCTaBa U OCOOCHHOCTEN 3aJaHnil paboThl 1 00BsICHEHHE METOAOB (CII0cOO0B,
MIPUEMOB) UX BBHITIOTHEHHUS,

— XapaKTepUCTHKA TPeOOBaHUH K pe3ybTaTy padOTHI;

— UHCTPYKTaX 10 TEXHUKE 0€30MaCHOCTH IPH IKCIUTYaTAlH TEXHUYECKUX CPEJICTB;

— IIPOBEpPKa TOTOBHOCTH CTYJIEHTOB BBITIOJIHSATH 3aJIaHUS paOOTHI;

— YKa3aHHMs 10 CAMOKOHTPOJIIO PE3YJIbTAaTOB BBIIIOJIHEHUS 3aIaHUH CTYICHTAMH.

OcHOBHas yacTh BKJIIOYAET MPOLIECC BHIIOIHEHHS JJabopaTopHoi paboThl, ohopMIIEHHE OTYETA U
ero 3amuty. OHa MOXET CONPOBOXKAATHCS JAOIOJHUTEILHBIMH Pa3biACHEHUSAMH 10 XOAy palboThl,
YCTpaHEHMEM TPYAHOCTEH MpU €€ BBHIIOJIHEHUH, TEKYUIUM KOHTPOJIEM M OIIEHKOW pEe3yJbTaToB
OTIENBHBIX CTYAEHTOB, OTBETaMHM Ha BONPOCHl CTYAEHTOB. Bo03MOXHO TpoOHOE BBIIOJHEHHUE
3agaHusA(1if) O/ PyKOBOACTBOM IPENOAaBATENS.

3aKII0YATENbHAS YacTh COICPIKUT:

— MOJBEJICHUE OOIIMX UTOIOB 3aHITH,

— OLICHKY pe3yJIbTaTOB PadOThl OTACTBHBIX CTYICHTOB;

— OTBETHI HA BOIIPOCHI CTYJICHTOB;

— BBIIa4y PEKOMEHAAIMH 110 YCTPAHEHHIO IPOOEIIOB B CHCTEME 3HAHUH U YMEHHUH CTYAEHTOB, 110
YIYYIIEHUIO PE3yIbTaTOB PaOOTHI;



— cOOp OTYETOB CTYNEHTOB IS IIPOBEPKH, M3JIOKCHHUE CBEICHUN, KACAIOIIUXCS MOATOTOBKHA K
BBITIOJTHEHUIO CIIETYIOIIEH paOOTHI.

BBOHHaH U 3aKJIIIOYUTCIIbHAA 4aCTHU na60paT0pH0r0 3aHATHA IIPOBOIAATCA q)pOHTa.]'II)HO. OcHoBHas
HJaCTb MOXCT BBIIIOJIHATHCA UHAWBHUIYAJIbHO WJIN KOJJICKTUBHO (B 3aBUCUMOCTHU OT q)OpMLI OopraHusanuun
3aHATHA).

Crpykrypa u ¢popma oryera o 1adopaTopHoii padote

Otuér mo mabGopaTopHOil paboTe oQopmIIsieTcs WHAUBHUAYAIbHO KaXKIbIM CTYIECHTOM,
BBIMOJIHUBIIMM ~ HEOOXOAMMBbIE (HE3aBUCUMO OT TOTO, BBINOJHSIICA JH AKCHEPUMEHT
WHAMBUAYaAIbHO WM B COCTAaBE IPYIIBI CTYIeHTOB). CTpaHUIIbl OTUYETA CIIEyeT IPOHYMEPOBATh
(TUTYNBHBIN JTUCT HE HyMepyeTcs, Jajnee UIeT CTpaHula 2 U T.A.). TUTYIbHBIM JTUCT OTYETa
JOJKEH coliepkath Ppasy: «OTuér mo madopatopHoil pabore «Ha3Banue pabOTh», UyTh HUKE:
Bemonuun cryaent rpynmnsl (Homep rpynmnsl) (@amunus, uHULKANB)». BHU3Y aucra criegyer
ykaszath Tekymmii roa. Hampumep, Otu€r mo mnaboparopnoit pabore Ne (HOmMep pabOThI)
«BBeneHne B CIEKTpalIbHbIA aHaIu3», Beimonnun cryneHt rpynnsl 5221 MBanoB U.U. Bropas
CTpaHHLla TEKCTa, CIEAyIoUasl 3a TUTYJIBbHBIM JHCTOM, JOJDKHA HauWHAThCs ¢ MyHKTa: Llenb
paboTsl. OTUéT, KaK MPaBUIIO, TOJKEH COAEPKATh CIACAYIOIINEe OCHOBHbBIE pa3/Ieibl:

1. Llenb paboTHI;

2. TeopeTnueckas 4acTb;

3. IIporpammHoOe obOecrieueHue, uCIoib3yeMoe B paboTe;
4. Pe3ynbTathl;

5. BeiBOABI.

B ciayyae He06XOAMMOCTH B KOHIIE OTYETa MPUBOAUTCSA NIEPEUEHB JINTEPATYPHI.

TpebGoBanus k oopMIIEeHHIO 0TYETA 0 J1aGopaTOpHOIi padoTe

Teopernueckas 4yacThb JOJDKHA COAEPKATh MHUHHUMYM HEOOXOIUMBIX TEOPETHUECKHUX
cBeleHMM o mpeameTHol oOnactu. He cnepyer konupoBaTh LEIMKOM WJIM YaCTHYHO
MeToAnYecKoe ocobue (onucaHue) J1abopaTopHON pabOThI MIIM pa3ieNbl yueOHHKa.

B paznene Ilporpammuoe obecrieueHre HEOOXOIUMO OIKCATh, C TOMOIIBIO KaKUX
UHCTPYMEHTAJIBHBIX CPEJACTB M KakUM 0O0pa3oM ObLIM pa3paboTaHbl MOJENH M IMOJyYEHbI
pe3ynbTathl. PUCYHKH, OlOK-CXeMbl, OMMCaHHE MOJENU U €€ ocoOeHHOCTed, HeoOXOIUMOCTh
OTJIaJIKU — BCE 3TO JOJDKHO OBITh MPEAICTABICHO B YKa3aHHOM pasfiene.

Pasnen PesynpraThl BKIIOYaeT B ce0S CKPUHILOTHI MPOrPaMMHOTO IMPHIIOKEHHUS,
NOJydeHHbIE TPU BBIMOJIHEHUH JabopaTopHOl paboTel. PucyHku, rpaduku u TaOIUIIBI
HYMEPYIOTCSI U MOANUCHIBAIOTCS 3ar0JIOBKaMHU.

BbIBOIBI HE JOJKHBI OBITH MPOCTBIM MEPEYUCIEHUEM TOTO, YTO CHEIAHO. 3/1eCh BaXKHO
OTMETUTh, KaKH€ HOBBIE 3HAHUA O NMPEAMETE UCCIENO0BaHMs ObUIN MOJYyYEHBI MIPHU BBITOJIHEHUU
paboThl, K YeMy MpPUBEIO OOCYXJIEHHE pe3yabTaTOB, HACKOJbKO BBIIIOJHEHA 3asBJICHHAs LENb
paboTel. BpiBogpl 1Mo paboTe KaxkIblii CTYIAEHT JelaeT caMocTosATeNbHO. B ciyudae
HEOOXOMMOCTH B KOHIlEe OTuéra mnpuBoaAuUTCS CHHMCOK JUTEepaTypbl, HCIOJIb30BAHHOW MpHU
MOJrOTOBKE K paboTe. B Tekcre oTuéTa nenaroTcst KpaTKUE CChUIKM Ha JUTepatypy (yueOHHKH,
CIPAaBOYHUKH, UHBIE HCTOYHUKH. ..) HOMEPOM B KBaJpaTHBIX CKOOKax, Hamp., [1]. Jlureparypusie
VMCTOYHUKU HYMEPYIOTCSl IO MEpPE UX MOSBICHHS B TEKCTe OT4ETA. B KOHIE oTuéTa maércs ux
noapoOHbIi cicok. Ha Bce MCTOUHMKM CIUCKA JUTEPATYPhl TOJKHBI OBITh CCBUIKH B TEKCTE
oT4€Ta, TaM, TJIe 3TO HEOOXOAUMO.

IIpu cpaue oTuéra mpenojgaBarelb MOKET CIENATh YCTHBIE M MHUCHbMEHHBIE 3aMEYaHUs,
3aJaTh JOIOJIHUTENbHBIE BONPOCHL. Bce OTBEThl Ha JOMOJHUTENbHBIE BOMPOCHI, O0CYKICHUS
BBITIOJIHSIOTCS. CTY/IEHTOM Ha OTJIENbHBIX JINCTaX, BKIIOYAEMBIX B OTUYET (IIPU ATOM B TEKCTE
OCHOBHOTO OTu€Ta JeJIaeTCsi CHOCKa WJIM JPYrod 3HA4YOK, KOTOpOMY OyIeT COOTBETCTBOBATh
HOBBbII Matepuai). [Ipu 3TOM NUCBMEHHBIE 3aMEUaHUs IPENoAaBaTelsl JOJDKHBI OCTaTbCs B
TEKCTe JJIs ICHOCTU JUHAMHUKHU pabOThI HaJl OTYETOM.

O0BEM oTuéTa MOKEH OBITh ONTUMAIBHBIM IS TIOHUMAHHUS TOTO, YTO M Kak Clenal
CTYJICHT, BBINOJHSS pabory. OOsi3arenbHble TpeOOBaHUS K OTUYETY BKIIOYAIOT OONIYI0 U
CHELHATbHYIO TPAMOTHOCTD U3JI0KEHHUs, a TAKXKE aKKYPaTHOCTh O(hOpMIICHUSI.

[Tocne mpuéma npenogaBaTesieM OTYET XpaHUTCS Ha Kadeape.



MeToanuyeckue yKa3aHusl 1Jis O0yYAIOIIMXCS MO NMPOXO0KIEHHIO CAMOCTOSATEILHOM
padoThI

B Xoze BBITIOJIHEHUSI CaMOCTOSITEIIbHON PabOThI, OOYYAIONIUIICS BBIMOJIHAET PadOTy IO
3aJJaHUI0 ¥ TIPU METOJUYECKOM PYKOBOJCTBE IMPEIoaaBaTelis, HO 0e3 ero HermocpeJICTBEHHOIO
YUYaCTHS.

s oOydarommxcsi 1Mo 3a04HOM (opMe OOy4eHHs, CaMOCTOSTENbHAsi padoTa MOXKET
BKJTIOYATh B Ce0s1 KOHTPOJIBHYIO padoTy.

B mporiecce BBIMOTHEHHSI CaMOCTOSITENILHON paboThl, y oOydaromierocst (GhopMupyercs
nenecoo0pa3Hoe IIaHUPOBaHUe pabouero BpeMEeHH, KOTOPOE MO3BOJISIET UM pa3BUBaTh YMCHUS
N HABBIKM B YCBOCHHMU W CHCTCMATHU3ALIUH HpI/IOGpeTaeMBIX 3HaHI/If/'I, O6CCHe‘II/IBaeT BBICOKHUH
YPOBEHb YCIIEBAEMOCTH B TIEpUOJ OOYUYCHHs, IIOMOTAeT IIOJYYUTh HABBIKH TIOBBINICHHS
po(hecCHOHATLHOTO YPOBHSL.

MeroauyeckiMH ~ MaTepuallaMH,  HANpaBJSIONIMMU  CAMOCTOSITENIbHYHO — paboTy
00yJarouuxcs SBISIOTCS:

—  y4eOHO-METOJIMYECKUN MaTepHall 10 TUCIUILIHHE;

— METOJIUYECKHE YKa3aHHWsS MO BBHIMOJIHEHUIO KOHTPOJIBHBIX PaboT (s 00ydJarommxcst
10 32049HOM (hopme 0OyUeHHS).

Metoauyeckue ykazaHusi /Ui 00y4YaIOIIMXCH MO TPOXOKACHHUIO NPOMEKYTOYHOM
aTrecTanuu

[Ipomexyrounas  artectauus  OOydalolUMXCsl — MpeAycCMaTpUBaeT  OLICHUBAHHE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3yIbTaTOB 00y4YeHHs MO auciuruiiHe. OHa BKIIIOYaeT B
cedst:

— D9K3aMeH — ¢opMa OIEHKM 3HaHHMH, MOJYyYEHHbIX OOydaromMMcs B Ipoliecce
U3y4eHHs BCel AMCLUUIUIMHBI WM €€ YacTH, HaBBIKOB CaAMOCTOSITENIbHONW paboThl, CHOCOOHOCTH
OPUMEHSTh MX JUIS pEHICeHHs NPAaKTUYECKUX 3aJad. DK3aMeH, KaK IpPaBWJIO, MPOBOJIUTCS B
NEPUOJ, HSK3aMEHAIMOHHOW CECCHMM M 3aBEpIIAETCSl aTTECTAllMOHHOM OLICHKOM «OTJIIMYHOY,
«XOpOILIO», «YAOBIETBOPUTEIHHOY, «HEYAOBIECTBOPUTEIHHOY.

— 3aueT — 3To (hopMa OLEHKU 3HAHUM, MMOJyYEHHBIX OOYYaIOUIMMCS B XOJI€ U3yUCHHS
yueOHOM MTUCIUTUIMHBI B 1I€JIOM WU MTPOMEXKYTOUYHas (10 OKOHYaHUH CEMECTpPa) OIIeHKA 3HAHUN
oOy4aromuMcs 1Mo OTJEIbHBIM pa3fiesiaM TUCHUIUIMHBI C aTTECTAllMOHHOM OIIEHKOW «3aYyTeHO»
WJIN «HE 3aUTEHO».

— muddepeHIMpoBaHHBIA  3a4eT — 23TO (opMa OIEHKH 3HAHWHM, TMOTyYEeHHBIX

oOy4armuMcs TpU U3Y4EHUH JUCHMILIMHBI, IPU BHIIOJHEHUH KYPCOBBIX MPOEKTOB, KYpPCOBBIX
paboT, Hay4YHO-UCCIIEOBATENILCKUX PadOT U MPOXOXKACHUH NMPAKTHK C aTTECTAIIMOHHON OLIEHKON
«OTJIIMYHOY, «XOPOILIOY, «yIOBIETBOPUTEIBHOY, «HEYI0BIETBOPUTEIHLHO.
CucremMa OIIEHOK I@IpU TPOBEAECHUU IPOMEXKYTOUHOM aTTECTALlMM OCYILECTBISETCS B
cooTBeTcTBUU ¢ TpeboBanusMu Ilomoxkenuit «O TeKylieM KOHTPOJE YCIIEBAEMOCTH U
IpOMEXyTOuHOU arrectanuu cTyaeHToB ['YAII, oOydaromuxcss Mo mporpamMmmam BBICIIETO
obpazoBanus» U «O MOIYTBHO-PEUTHHTOBOM CHCTEME OIICHKH KadecTBa y4eOHOW paboThI
ctynentoB B 'Y AIIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




