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AHHOTaNM

Huctunnuaa «OcHOBBI MHPOPMAIIMOHHOW 0€30MacHOCTH» BXOAMT B 00pa30BaTEIbHYIO
IpOTpaMMy BBICIIETO 00pa30BaHUs — MPOTrpaMMy OakallaBpHaTa 10 HaIpPaBICHHUIO TOJATOTOBKH/
cneruanbHoct 45.03.02 «JlunrBuctuka» HampaBieHHOcTH «llepeBoa M TEpeBOIOBENCHUEY.
JucuuruimHa peanuzyercs kapeapoid «NeS1».

JlucuuninuHa HaleneHa Ha (GOPMHUPOBAHKE Y BBIMTYCKHUKA CIEAYIOMINX KOMIIETCHIIUHA!

VYK-1 «CriocoGeH oCylecTBISITh MOUCK, KPUTUUECKUI aHAIU3 U CUHTE3 MHPOpMaIUH,
MPUMEHSTh CUCTEMHBIN TOJIXO AJISl PELICHHS IIOCTABICHHBIX 33/1aW»

VYK-2 «Crnocoben ompenenars Kpyr 3agad B paMKax MOCTABJICHHOW 1M W BBIOWpaTh
ONTHUMAJIbHBIE CIIOCOOBI MX PEIICHHUs, UCXOJI U3 JEUCTBYIOIIMX MPABOBBIX HOPM, UMEIOIIUXCS
PECypCcoOB M OIrpaHUYCHUN

OIIK-6 «CnocoOeH MOHMMAaTh MPUHIUIBI PabOThl COBPEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHH M MCIIOIb30BaTh UX JUISI PEIICHHS 33129 TPOPEeCCHOHATBHOMN e TETEHOCTI

CopepxaHuie AUCHMILUTUHBI OXBaThIBAET KPYT BOINPOCOB, CBS3aHHBIX C 3alUTOU
KOMIBIOTEPHON MH(OPMAIIMH, CYIIECTBYIOUINX METOAOB U HH(POPMAITMOHHBIX TEXHOJIOTUH ATON
3aIUTHI U OLICHKOW UX CTOMKOCTU B MH()OPMAIIMOHHBIX CHUCTEMAX.

[IpenmogaBanue JUCHUIUIMHBI TPEIyCMATPUBACT Cieaylomme (OpMBI OpraHU3aluU
y4eOHOT0 Mporiecca: JICKIUH, JJA00paTopHbIe pabOTHI, CAMOCTOsTEIbHAs paboTa CTyICHTA.
[TporpaMMo#i NUCHUIUIHHBI TPETYCMOTPEHBI CIEAYIOMUE BUABI KOHTPOJS: TEKYIUI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHas arTecTanus B popme nudGepeHnnpoBaHHOTO 3a4UeTa.
OO01mas TpyJ0€MKOCTh OCBOSHUS JUCIUTIINHBI COCTABIISET 3 3a4ETHBIX equHUIBI, 108 gacos.
SA3bIK 00yUEHUS 110 AUCIIUTUITMHE «PYCCKUN».



1. TlepeveHb IUIAHUPYEMBIX PE3YJIBTATOB O0YUEHHUS IO TUCIIUILTHHE
1.1. [enu npenogaBaHus AUCLUILIUHbBI
Lenbp Kypca — HAy4HTh CTYIEHTOB IOHMMATh CYIIHOCTh M 3Hau€HHE MH(POpPMAIUU B
Pa3BUTUU COBPEMEHHOT0 WH(OPMAIMOHHOTO OOIIECTBa, CO3HABATH OIMACHOCTH U YIPO3HI,
BO3HHMKAIOIIUE B JTOM TMpoIecce, CcOOM0IaTh OCHOBHBIE TpeOoBaHMs WH(HOPMAITMOHHON
0e30MacHOCTH.

B kypc BKIIOYEHBI OCHOBHBIE METOJbI KpuUNTOrpaduu, NpUMEHSEMble B 3alIUTE
uHpOpManuu. AHaNMU3 KpUOTOrpapUuecKux ajirOpUTMOB OPTraHUYECKH CBSI3aH C CHHTE30M
KPHUIITOAITOPUTMOB M KPUITOIPOTOKOJIOB. B pe3ynpraTe mM3ydeHus Kypca CTYIEHTHI JOJKHBI
HOJYYHUTh NPECTaBICHUE 00 OCHOBHOM KPUNTOTPapUUECKOM WHCTPYMEHTapUH, HEOOX0AUMOM

JUISL ICTIOJIb30BaHMS 3AIIUIIECHHBIX HH(POPMAIIMOHHBIX CHCTEM.
1.2. JlucuuruiviHa BXOJHUT B COCTaB 00s3aTEIbHON YacTH 00pa30BaTEIbHON MPOTrpaMMBI
BhICIIeTO oOpasoBanus (nanee — OI1 BO).
1.3. TlepeueHsb mIaHUPYEMBIX PE3yJIbTATOB O0YUEHHS 110 AUCIUILTUHE, COOTHECEHHBIX C

MJIaHUpyEeMbIMH pe3ysibTaTaMu ocBoeHus: OI1 BO.

B pesynbrare m3ydeHus AUCHHUILTAHBI OOYYArOIIUNCSA JOHKEH 00JadaTh CIeIyONIIMHE
KOMIETECHIMSAMH WK UX YacTAMHU. KOMIIETEHIIMN U MHIUKATOPHI UX JHOCTH)KEHUS MPUBEACHBI B

tabnwurie 1.
Ta6mmma 1 — [lepeyeHb KOMIIETEHIMI ¥ HHIUKATOPOB UX JIOCTHKECHUS
Kon u
Kareropus (rpymnmna) Kon n HaumeHoBaHue HHIUKATOpa
HaVMEHOBAHHE
KOMITETCHIINH JTOCTHKEHHSI KOMIIETEHITUN
KOMIIETCHIINHI
VK-1.3.1 3HaTh METOUKH MTOKCKa, cOOpa U
00paboTKK MHPOPMALIUH, B TOM YHUCIIE C
HCIOJIb30BaHUEM MH(POPMALIMOHHBIX
TEXHOJIOTHI
VK-1.3.2 3HaTh aKTyaJIbHbIE POCCUICKHE U
YK-1 Criocoben 3apyOeKHbIe UCTOUHUKU MHPOPMALIUH JUIS
OCYILECTBIIATh peuIeHus MOCTaBIEHHBIX 33/]1a4, IPUHIIMIIBI
MIOUCK, KPUTHYECKUN | 00001eHHs nHpOopMaun
aHaJIu3 U CUHTE3 VK-1.3.3 3HaTHL METOAUKH CUCTEMHOI'O
YHuBepcanbHbIe
uH(pOpMaInHy, MoAXO0/a Jisl PEIICHHs TTOCTABJICHHBIX 3a]1a4
KOMIIETEHIINH
MIPUMEHSITh VK-1.Y.2 yMeTh OCyILIECTBIIATh
CHUCTEMHBIN NIOAXO0J | KPUTUYECKU aHAJIN3 U CUHTE3
JUISl peILeHUs nH(pOopMalnH, TOTYYEHHON U3 Pa3HBIX
MOCTaBJIEHHBIX 33J1a4 | ICTOYHUKOB, ISl pELIECHUS TOCTaBICHHBIX
3a1a4
YK-1.VY.3 ymeTsb onieHuBaTh HH(HOPMAITUIO
Ha JJOCTOBEPHOCTh; COXPAHATH U NepeaBaTh
JTaHHBIE C MCIIOIH30BAaHUEM HU(PPOBBIX
CPENCTB
YK-2 Criocoben
ONPENENATh KpyT
3a/1a4 B paMKax VK-2.3.1 3HaTh BUJBI PECYPCOB U
MIOCTaBJICHHOM LIEJIM | OTPAHMYEHHUS JUJISl PELLICHHUS IOCTABIEHHBIX
U BBIOUPATH 3a7a4
YHuBepcalbHbIE
ONTUMAaJIbHBIE VYK-2.3.3 3HaTh BO3MOXHOCTH U
KOMITETCHIINH
CHoCcOOBI UX OTpaHUYEHUS PUMEHEHUS H(POBBIX
peleHus, UCXOs U3 | UHCTPYMEHTOB ISl PEIICHUS TIOCTABIECHHBIX
JIEUCTBYIOIINX 3a1a4
IIPaBOBBIX HOPM,
UMEIOIINXCS




pecypcoB H
OTpaHUYECHUN

O6menpodeccrnoHanbHbIE
KOMIICTCHIINU

OIIK-6 Cnocoben
MIOHUMATh
MIPUHITUTIBEI pa0OTHI
COBPEMEHHBIX
UH()OPMAITMOHHBIX
TEXHOJIOTHI U
HCIIOJIb30BaTh X
JUTSI pEIICHUS 33129
npodeccuoHaIbHON
JESITEIIbHOCTH

OIIK-6.3.1 3HaTb OCHOBHBIE TTOHATHS
COBPEMEHHBIX HHPOPMAITMOHHBIX CUCTEM H
0a3 JaHHBIX; OCHOBHBIE MOEIIN
MIPEICTABIICHHS TAHHBIX

OIIK-6.Y.] ymMeTh OCYyIIECTBIATh OUCK,
XpaHeHue, 00padOTKy U aHAU3
vH(pOpMaUK U3 pa3IMIHbIX HCTOYHUKOB U
0a3 TaHHBIX JJIs PEIICHUs 3a7a9
npo¢eCcCHOHATBHON IEATETLHOCTH
OIIK-6.B.1 Bragets 6a30BBIMU
MPEACTABICHUSIMHU O pabOTe JTIOKATBHBIX
CEeTeH U CeTH MHTEPHET; HaBhIKaMU
MPAKTUYECKOTO MCTIOIB30BAHUS
MH(OPMAIIMOHHBIX CUCTEM U 0a3 TaHHBIX,

ONITHUMU3AIMH MX pabOTHI IS pEIICHUS
3a1a4 B 00J1acTH Mo eCcCHOHATBHON IS
pemieHus 3a1a4 NpodecCHOHaTbHON
JeSITebHOCTH

2. Mecro muctumumHbl B cTpykType OI1

JucuuruinHa MokeT 6a3upoBaThCs Ha 3HAHUAX, paHee NPUOOPETEHHBIX 00YYarOIUMUCS
IPU U3YUYEHHUHU CIEYIOUINX AUCIUILINH:

- HNudopmaruka

- JluckperHas MaremMaTHKa

- Teopus BeposTHOCTEN

3HaHUA, TOJY4YEHHbIE NPU HU3YyUYEHHU MaTepuana JaHHOM IHCLUUIUIMHBI, UMEIOT Kak
CaMOCTOSITEJIHOE  3HA4Y€HWE, TaK U  HCIOJIb3YIOTCS TIPU  BBIIIOJHEHUU  BBIITYCKHOMU
KBaNM(UKAIIMOHHOM paboThl OakanaBpa.

3. O0BeM u TpyI0EMKOCTh TUCITUTLIAHBI
Jannapie 00 o0meM o0beMe IUCIUIUIMHEI, TPYIOEMKOCTH OTICIBHBIX BHUJIOB Y4COHOM
paboThI 1O TUCIUILTHHE (M pacrlpeie]ICHUE 3TOH TPYJ0EMKOCTH IO CEMECTPaM) TPECTABICHbI B
Tabauie 2.

Tabnuna 2 — O0beM U TPYJO0EMKOCTh AUCIUIIITUHBI

TpynoemMkocTb 1o
Bun yueOHOM paboThI Bcero ceMecTpam
Neb
1 2 3

Oowan mpyooemKocmbo oucyuniIuHwl, 3/ 108 3/ 108
3E/ (1ac)
H3 nux uacoe npaxmuueckoit n0020moeKu 17 17
Ayoumopnuie 3anamus, BCETO vac. 51 51
B TOM YHCJIE:

neknun (JI), (gac) 34 34

npaktuyeckue/cemunapckue 3anarus (113),

(dac)

naboparopabie padotsl (JIP), (dac) 17 17

KypcoBoii mpoekT (pabota) (KII, KP), (uac)

9K3aMeH, (Jac)




CamocmoamenvHas paboma, Bcero (Jac) 57 57

Buo npomesccymounoit ammecmayuu:. 3a4er, Tndd
mudd. 3auer, sk3ameH (3auer, Hudd. 3ay, ' Jdudd. 3au.

K3 **) 3au.

Kk
IIpumeyaHue: xaHaumaTcKuil sKk3aMeH

4. CopepxaHue JUCIUTUTUHBI
4.1. PacnpenesneHue TPYI0EMKOCTH AUCIUILUIMHBI TIO pa3/ieiaM ¥ BUAM 3aHSATHH.
Paznensl, TeMBI AUCIUATIINHBI U KX TPYAOEMKOCTh IIPUBECHBI B TAOIUIIE 3.

Tabnuna 3 — Pa3nensl, TeMbl AUCHUIIIMHBL, HX TPYAOEMKOCTh

PaBZ[eJ'H:I TEMbI JUCHUITIINHBI HeKHHH 113 (C3) JIP KII CPC
’ (dac) (dac) (gac) (dac) (gac)
Cemectp 6
Paznen 1. OCHOBHBIC TOHATHUS KpUNITOTpaduu 6 15
Tema 1.1. OcHOBHBIE OlIpeEICHUS
Tema 1.2. 3amaun nabOpMaITMOHHON
0e301acHOCTH
Paznen 2. Cummerpuunble mudps 10 8 15

Tema 2.1 Uctopuueckue mudpsl
Tema 2.2 briokoBbie i @pbI
Tema 2.3 [ToTokoBble MU PHI

Paznen 3. Kpunrorpadus ¢ OTKPBITHIM KIIOYOM 10 5 10
Tema 3.1 MaTemaTrueckue OCHOBBI CUCTEM C
OTKPBITHIM KIIHOUOM

Tema 3.2 OcHOBHBIE QITOPUTMBI C OTKPBHITHIM
KIII0UOM

Paznen 4. Kpunrorpaduueckue mpoTOKOJIbI 8 4 10
Tema 4.1 OcHOBHBIE IPOTOKOJIBI C OTKPBITHIM
KIIIOUOM

Tema 4.2 CnenuasibHble TPOTOKOJIBI

Texymui KOHTPOJIb 7

Hroro B cemecTpe: 34 17 o7

Hroro 34 0 17 0 57

[IpakTHueckass MOATOTOBKA 3aKJIIOYAETCSl B  HEMOCPEICTBEHHOM  BBIIIOJHEHUU
o0yyaromyUMHUCS ~ ONpPENENCHHBIX  TPYAOBBIX  (QYHKUMH,  CBA3aHHBIX C  OyZ;yuien
npodeccHoHaIbHON AEATEIBHOCTHIO.

4.2. CopnepkaHue pa3/IesioB U TEM JICKITMOHHBIX 3aHITHIM.
CopepxaHrie pa3aesioB U TeM JICKIIMOHHBIX 3aHATUN IPUBEICHO B Ta0uIiie 4.

Tabnuna 4 — ConepkaHue pasieloB U TeM JIEKIIMOHHOTO ITUKJIIA

Howmep paznena HaszBanue u conepxkanue pa3iesioB U TEM JIEKIIMOHHBIX 3aHATHI

1 Paznen 1. OCHOBHBIE TOHATHS KpUITOrpapuH.

Tema 1.1. OcHOBHBIE OlIpeneneHUs

Onpenenenue  neiaed M NPUHLMIIOB  3alIUTHI
UHPOPMALINK; YCTAaHOBJIECHUE, (DAaKTOPOB, BIMSIONINX HA 3aLIUTY
UH(POpPMALIMK; OCHOBHBIE OINACHOCTHM M YyIpo3bl B 001acTH
uHpopMannoHHOW Oe3omacHocTH. Kiaccudukanum — BUIOB,
METOAOB M CpeACTB 3aiuThl MHGopmarmu. OpraHuzalmoHHas




sammra wHQopMamuu.  MHKeHepHO-TeXHUYECKash  3alluTa
uHpopmanuu. Kpunrorpaduyeckas 3amura UHPOPMALUH.
[Ipencrasnenue nHGopMaIu B IIUGPOBOM BHUJIC.

Tema 1.2. 3agaun nHPOPMALIMOHHON OE30MTACHOCTH

3amaua obOecneueHust KOH(PUACHITHATHHOCTH.
Onpenenenne mudpa. 3amaga obecriedeHuss ayTeHTU(DUKALINU,
NMoHATUS 00 snekTpoHHOW 1MdpoBoit mommucu  (DLIT).
OcHOBHBIE 337a4l B O0JAcCTH  YIpaBICHHUS  KIIOYaMHU.
Kpunronporokomnsl: obecrieueHre WACHTUDUKAINH, Pa3/IeiICHIE
CEeKpeTa, BhIpabdOTKa KIII0Ua, HU(POBbIEC JCHBIH.

Pazgen 2. Cummerpuunbie mudpbl

Tema 2.1. Uctopuueckue mmdpsi

[ToacranoBounble mMU(PHI ¥ MEPECTAHOBOYHBIC TTU(PHI.
HIudpp Lesaps, abdunabii mmdp, mmdp MoHoanhaBUTHON
samenbl. udp Bwkenepa. Humuuap  xeddepcona.
[NonuandasutHbie ULl POTOpHBIE MAIINHBL

Tewma 2.2. biaokoBsie mudpbl

[ToHsiTHE CTOWKOCTH, TPEANONIOXKEHUSI 00 WMCXOMHBIX
YCIIOBUSAX KpUIITOAHAJIN3a, COBepLICHHAs CTOHKOCTb.
OnnopazoBeiii  OmokHOT. IIudgp Bepnama.  Ilpuniums
MOCTpoeHus: OJIOKOBBIX IHpoB. CBOWCTBA CMEIIMBAHUS H
paccenBanusi. CocraBHbIe MH(PHI, UTEpaTUBHBIE MH(pPBL. SP-
cetu, cetu Daiicrens. CoBpeMeHHbIE CHUCTEMBbI MU(POBAHUS:
anroputMbel DES, T'OCT 28147-89, AES. Pexxumbl 6J10KOBOTO
mudposanus: ECB, CBC, CFB, OFB. Pexwum cueruunka.
MHorokpaTHoe m@poBaHue.

Tewma 2.3. IToTrokoBbie TUGPHI

TpeboBaHus K MOTOYHBIM MIUppPaM. MeToIbI TOCTPOCHHUS
00JBIINX TEPUOJIOB B MOTOYHBIX mMbpax. Peructpol casura c
JTUHEHHON oOpatHoit CBSI3bIO (PCJIOC). m-
MOCJIE0BATEIbHOCTH. AJroputm bepnexsmna-Meccu.
[Toctpoenne mortokoBbix muppoB Ha ocHoBe PCJIOC.
Henuneinoe xomoOumnupoBanne PCJIIOC: renepatop [edde,
mudpsl ¢  KOHTPOJEM TakToB. lIpuMeHeHHE MOTOYHOTO
G pPOBaHUS.

Paznen 3. Kpunrorpadus ¢ OTKpBITHIM KITIOUOM

Tema 3.1. MaremaTuueckrue OCHOBBI CUCTEM C OTKPBITHIM
KIIIOUOM

MopyneHas apudmeruka. Anroput™m EBknmmma u ero
cinoxHocTh. Pacmmpennbiii  anroputM EBximmpga. OcHoBHbIE
TeopeMbl O BbiueTax. DyHkuusa Oinepa. Teopemsbl OJilnepa,
@epma. @Daxropuzanus. JlorapupmupoBaHue B KOHEUHBIX
noyisix. OLEHKH CIOKHOCTH “‘TPYJIHBIX TMPoOJeM, Ha KOTOPBIX
CTPOSITCSI CUCTEMBI C OTKPBITBIM KIJIIOUOM. BbpICTpoe BO3BEnEHUE
B CTCIICHb.

Tema 3.2 - OCHOBHBIE aJTOPUTMBI C OTKPBITHIM KJIFOUOM

Cucrema Mepkiau-Xennmana. Cxema RSA. Ataku Ha
RSA. Cxema mudpoBanus Inb-I'amans. Cucrema Mak-Dmmca.
Kpunrorpadpuueckue xam-pyukmuu. Ilorstue o 1mdpoBoi
noamnucu. [Toamues RSA. IMoamucs Dne-I'amais. [Tognucs DSA.
OUIIT'OCT P 34.10-94 u I'OCT P 34.10-01.

Paznen 4. Kpunrorpaduyeckre mpoTOKOJIbI




BripaboTka
['ubpuaHbIC
JlokazaTenbCcTBO €

IMuny-KBuckyorepa.

KJIro4a.
CHCTEMBI

unentuduxanuu  duara-lllamupa.

HYJICBBIM

IIpoTokon
muGpOBaHUS:
pasraleHneM.
Cxema wuaeHTHUKAIIIT

Tema 4.1. OcHOBHBIE POTOKOJIBI C OTKPBITHIM KIIOUOM
Juddu-Xenmana.

nupoBOil  KOHBEPT.

Cxema

WNudpactpykTypa OTKPBITHIX KITIOUEH.

CepTtudukaThl OTKPBITBIX KITIOUCH.
Tema 4.2. CrnenuanibHble IPOTOKOJIBI
Cnenass moanuch. [IpoTOKONBI pa3faeneHusl cekpera u

BpyueHus: 6ut. IIpoTokonsl HUGPOBBIX JEHET U 3JIEKTPOHHOTO

roJI0COBaHUs. 3alUIleHHbIE pPacpe/IeICHHbIC BHIYHCICHUSI.

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS

TeMbl MPAKTUYCCKUX 3aHATUMN U UX TPYAOCMKOCTb TPHUBCICHLI B Ta6J'II/II_Ie 5.

Tabauna 5 — [IpakTuueckue 3aHATHSI U UX TPYJIOEMKOCTb

W3 Hux No
Ne | Tems! npaktuyeckux | POpMBbI MPAKTHUECKUX | TpPydO0EMKOCTh, |TPAaKTHUECKOH |pasiena
/11 3aHATHH 3aHATHNA (qac) MOATOTOBKH, | JUCIIAI
(dac) JIUHBI
Y4eOHBIM MJIaHOM HE TPETyCMOTPEHO
|
Bcero
4.4. JlabopaTopHBIC 3aHATHUS
Tembl 1a00paTOPHBIX 3aHATUH U UX TPYAOEMKOCTh MPUBEACHBI B TaOIHIIE 6.
Ta6mmia 6 — JlabopaTopHbIe 3aHITHS M UX TPYIOEMKOCTh
N3 anx No
Ne HanmenoBanue 1abopatopHbIX paboT TpysIoeMKOCTS, | IPAKTHYECKOH | pasfiena
/11 (dac) MOATOTOBKH, | JUCIHII
(dac) JIUHBI
Cemectp 6

1 Peanuzanus ucropuueckoro 4 4 2

(TI0ZICTAHOBOYHOT'O WJIA TIEPECTAHOBOYHOTO)

mudpa
2 Kpunroananmus ucropuaeckoro mudpa 4 4 2
3 Peanu3anus cucTeMbl ¢ OTKPBITHIM KIIFOUOM 3 3 3
4 Peammzanms cucremsr DI 2 2 3
5) Peanuzanus xpunrtorpaguaeckoro 4 4 4

MIPOTOKOJIa

Bcero 17 17

4.5. KypcoBoe npoeKkTHpoBaHHe/ BEITIOTHEHUE KYPCOBOH pabOTHI

VY4eOHBIM MIIaHOM HE MPELYCMOTPEHO

4.6. CamocrodTenbHas paboTa 00y4aroLUXcs
Bunasl camocTosTensHON paboOThI U €€ TPYI0EMKOCTh MPUBEIEHBI B Ta0IULE 7.

Ta6mmia 7 — Buasl caMOCTOSITEIBHON pabOThI B €€ TPYT0EMKOCTh




. Bcero, | Cemectp 6,
Bun camocrosTensHoO# paboTh
qac qac
1 2 3
N3yyeHne TeopeTHIecKkoro Marepuaa
50 50
nucturuHel (TO)
IToaroroBka K TeKyIiemMy KOHTPOJIIO 7 v
ycneBaemoctu (TKY)
Bcero: S7 o7

5. Ilepeuens yueOHO-METOANMUECKOTO 00ECTICUeHUS
JUISL CAMOCTOSITENIBHOM PabOThl 00YYaAIOIINXCS 110 TUCIUIUTHHE (MOJLYJIIO)
Y4eOHO-MeToAnYeCKre MaTepuabl A CaMOCTOSTENbHOW paboThl 00ydaromuxcs yKa3aHbl B

.. 7-11.

6. IlepedeHp MeYaTHBIX U 3JIEKTPOHHBIX YUEOHBIX H3IaHUI
[lepeyeHb nevaTHBIX U 3JIEKTPOHHBIX YUEOHBIX M3/1aHUN NpHUBEIEH B Tabaule 8.

Tabnuna 8— [lepeueHp MeYaTHBIX U AJICKTPOHHBIX YUEOHBIX U3TaHUH

Hludp/
URL anpec

bubnuorpaduyeckas ccpuika

KomaecTBo 5K3eMILIIpOB B
OubmoTeke
(KpoMe 2ITEeKTPOHHBIX
SK3EMILISIPOB)

004
M 87

Momak H. H.
0e30MacHOro Joctyna K
UH(pOPMALIMOHHBIM pecypcam
[Tekcr]: yuebnoe mocobme / H. H.
Momak, T. M. TarapHukosa.
npubopoctpoenus. - CII6.: U3n- Bo
I'VAIL 2014. - 121 c.

Opranuzanus

40

X404.3
M 48

NudopmanmonHas 6e30macHOCTE U
3amuTa  uWHpopmanmu:  ydebHOE
nocooue/ B. II. Mensuukos, C. A.
Kneiimenos, A. M. Ilerpaxos; pexn. C.
A KneiimMeHoB. - 5-¢ u3n., crep. - M.:
Axanemus, 2011. - 331 c.

25

http://znanium.com/catalog.php?
bookinfo=763644

HNudopmanmonnas 6€30macHOCTh U
3ammuTa nHpopManuu: YuedHoe
nocobue. / bapanosa E.K., ba6am
A.B. — 3-e u3n., nepepab. u gomn. —
M.: PUOP: UHOPA-M, 2017. — 322
C.

004.4
K 84

Kpyk, E. A. Meronsl
NPOrPaMMHPOBAHHS W  TPUKJIATHBIC
AITOPUTMBI [Tekcr]: y4aeOHOe
nmocobue B 3 u. Y. 1 / E. A. Kpyk, A.
A. Opunnnukos; C.-Iletep6. roc. yH-
T ad3pOKOCM. NPUOOPOCTPOCHUS. -
CIIo.: U3n-so I'VAIL 2014. - 178 c.

40

004 M 87-604316-ED

Mormmak H.H. 3amnnieHHbIE
MH(OTETEKOMMYHUKAIIMU. AHAINW3 H

40



http://znanium.com/catalog.php?%20bookinfo=763644
http://znanium.com/catalog.php?%20bookinfo=763644

CHHTE3  [DJIEKTPOHHBIM  pecypc]:
monorpapus /H.H. Momak. -
OnektpoH. TekcroBwie nmaH. — CIIO.:
W3n-Bo I'VAIL 2014. — 197 c.

004.056.55(075) bnokossle I peL: VYuebHoe 49
b 70 mocobue/ C. B. beszarees, E. A.
Kpyx, A.A. OspuunnauxoB, B. b.
[IpoxopoBa. - CII6.: PO TVYAII,
2003. - 63 c.

7. IlepedyeHsb AIIEKTPOHHBIX 00Pa30BATEIBHBIX PECYPCOB
MH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTn «VIHTepHeT»
[Iepeuyenn 3JIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB MH(pOpPMaLIMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTH «VHTepHeT», HEOOXOOUMBIX JUIsI OCBOCHUS TUCLMILUIMHBI
npuBezeH B Tabime 9.

Tabmuma 9 - IlepedyeHb SIEKTPOHHBIX O00pa3OBaTENbHBIX PECypcoB HH(OPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHOU ceTH «HTEpHET»
URL anpec HaumenoBanue

https://www.pgpru.com/ | ITpoekt "OpenPGP B Poccun"

8. IlepeyeHp MH(DOPMALMOHHBIX TEXHOIOTHIH
8.1. [lepeyerp mTpPOTpaMMHOTO OOECIIEUYEHUS, HCIOIB3YEeMOTO IPH OCYIIECTBICHUU
00pa3oBaTENFHOTO MpoIiecca Mo AUCIUILIHHE.
[lepedyeHp UCIONB3yEMOT0 IPOTPAMMHOTO obecriedeHus npeacrasieH B Tadmuie 10.

Tabnuna 10— [lepeuens nporpaMmMHOro obecrneyeHus

No i/t HaumenoBanue

1 Windows

2 Office Professional Plus 2013

8.2. [lepeucHb WH(POPMAIIMOHHO-CITPABOYHBIX CHCTEM,HCIIOJIb3YEMbIX npu
OCYIIECTBIIEHUU 00Pa30BaTEILHOTO MPOIIecca MO JUCIUILTHHE

[lepeyeHb WCMONB3YEMBIX WH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM TMPEICTABICH B
Tabaume 11.

Tabnuua 11- Ilepedyenp HHPOPMALIMOHHO-CIIPABOYHBIX CUCTEM

No i/t HaumenoBanue

1 http://libgost.ru/ bubimoreka 'OCToB 1 HOPMATHBHBIX IOKYMEHTOB

9. MarepuanbHO-TeXHUYECKas Oa3a
CoctaB  MaTepuaNbHO-TEXHUYECKOH 0a3bl, HEOOXOOUMOW I  OCYIIECTBICHUS
00pa3oBaTeNBLHOTO MpoIiecca Mo AUCIUIUIMHE, IPEACTaBIeH B Tabnuiel 2.

Tabmuna 12 — CoctaB MaTepralibHO-TEXHIUYECKOH 0a3bl

Ne HanmenoBanue cocTaBHOM 4acTu Howmep aynuropun
n/m MaTepUaIbHO-TEXHUYECKOUN 0a3bl (Tipu HEOOXOAMMOCTH)

1 ®ounn ayautopuit ['YAII ansa npoBeaeHus 3aHsITHI
JEKIIMOHHOTO M CEMMHAPCKOTO (IIPaKTUYECKOTr0) TUIIA,
TPYIIOBBIX U UHJIUBUAYAJIbHBIX KOHCYJIbTAlUM, TEKYIIETO
KOHTPOJISI ¥ MPOMEKYTOYHOM aTTECTALINH.



http://libgost.ru/

2 | BerancnurensHas 1adopaTopus

10. OueHouHbIe cpeACTBa [Tl MPOBEACHUS TPOMEKYTOUHOHN aTTeCcTallun
10.1. CocTaB OLEHOYHBIX CPEACTBIUISI TPOBEACHUS IPOMEXKYTOYHOH aTTECTAINH
oOydaromuxcs Mo AUCUUIUIMHE PUBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JIJISl IIPOBEACHUS TPOMEKYTOTHON aTTeCTaIluU

Bujx npomeXyTOYHOM aTTecTaluu IIepedyeHb OLICHOYHBIX CPEACTB
HuddepennmpoBanHbIil 3a4€T Cnmcok BOTIPOCOB;
TecTsl;
3amaun.

10.2. B kayecTBe KpUTEpPHUEB OIICHKH YyPOBHSI CHOPMHPOBAHHOCTH (OCBOCHHUS)
KOMIIETEHIINH 00yYaloUMMHCs NPUMEHseTCsl S-0ajuibHas IIKaja OLEHKU C(HOPMUPOBAHHOCTU
KOMIIETCHIINM, KOTOpasi puBeieHa B Tabnuie 14. B Tedenne ceMecTpa MOXKET MCIOJIb30BAThHCS
100-0annpHast ~ mKajma ~ MOJAYJIBHO-PEUTHMHTOBOM  CHUCTEMbl  YHHUBEpPCUTETa,  IpaBHiIa
HCIIOJIb30BAaHUSI KOTOPOM, YCTaHOBJIEHBI COOTBETCTBYIOIIUM JIOKaJbHBIM HOPMAaTUBHBIM aKTOM
I'VAIL
Ta6mmia 14 —Kpurepuu orieHku ypoBHs ChOPMHPOBAHHOCTH KOMITETSHIIUHA

OreHKa KOMITETEHLINHI

XapakreprucTika chOpMUPOBAHHBIX KOMITIETEHLIMIA
5-0ayutpHas mKkama P P (bopmmp

— oOy4Jaronuiicss TIIyOOKO M BCECTOPOHHE YCBOWJI TPOTPAMMHBIN
MaTepua;

— YBEpPEHHO, JIOTHYHO, MTOCIIE0BATEIHLHO U TPAMOTHO €T0 U3JIaraer;

— ONMpasiCh Ha 3HAHWSI OCHOBHOM W JONOJHHUTEIBHOHN JIMTEPATYPBHI,
TECHO MPHBS3BIBACT YCBOCHHBIC HAYYHBIE MOJIOKEHHSI C IPAKTUICCKON
JIESITCIIBHOCTHIO HAIPABIICHHS;

— yMeJ0 000CHOBBIBAET M ApTYMEHTUPYET BBIJIBUTAEMBIE UM UJIEH;

— JIeJIaeT BBIBOJIBI M 0000IIEHNS;

— CBOOOJIHO BJIAJICET CHCTEMOH CIICIIUATN3UPOBAHHBIX MTOHATHH.

«COTIIMYHO»
(GauTCHO»

— 00yYaroIMiicst TBEPIO0 YCBOWII MPOTPAMMHBIN MaTepraj, TPaMOTHO H
10 CYIJ_IGCTBY u3jgarac€t c€ro, OHI/IpaﬂCI: Ha 3HaHUA OCHOBHOI>'I
JUTEPaTyphl,

— HE JIOMYCKAaeT CYIICCTBCHHBIX HETOYHOCTEHH;

- YBSI?;I)IBaGT YCBOCHHBIC 3HAHUA C HpaKTI/I‘IeCKOI\/'I OCATCIIBHOCTBIO
HaHpaBHeHI/IH;

— apTyMCHTUPYET HAYUYHbIE TOJI0KEHUS;

— JIeJIaeT BBIBOJBI M 0000IIEHNS;

— BJIAJICET CUCTEMOM CHELMATM3UPOBAHHBIX MOHITHH.

«XOPOIIIO»
«3AYTCHO»

— 00y4arouuiics yCBOMJI TOJIBKO OCHOBHOM MpPOTpaMMHBIM MaTepHal,
[0 CYILIECTBY M3JaraeT €ro, OMMpasch HAa 3HAHUSA TOJIBKO OCHOBHOM
JIUTEPaTYPHI;

— JIOMYCKAeT HECYIIECTBEHHbIE OLIMOKU 1 HETOUHOCTH;

— UCIBITBIBACT 3aTPyAHEHUS B IIPAKTUYECKOM IPUMEHEHUW 3HAHUU
HaIpaBJICHUS;

— c1a00 apryMeHTHPYET Hay4YHbIE MTOJIOKEHMS,;

— 3aTpyaHseTcs B OPMYITHMPOBAHUH BHIBOJIOB U 0000IICHNUH;

— YaCTUYHO BJIAJCET CUCTEMON CIIELUAIN3UPOBAHHBIX IIOHATHM.

«YJIOBJICTBOPHUTEIILHOY
«3AYTCHO»

— oOyyaromuiicss He YCBOWJI 3HAYUTENBHOM YacTH MPOTPaMMHOTO
MaTepuaa;

— JIONMYCKAaeT  CYIICCTBCHHBIC  OMMUOKM W  HETOYHOCTH  TIPH
paccMOTpeHHH MPOOJIeM B KOHKPETHOM HANPABIICHUY;

— HCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHMIA;

— HE MOXXET apryMEHTHPOBATh HAYUYHbIE MOJIO0KEHUS;

— He popMyITHpPYET BHIBOJAOB U 000OIICHUIA.

«HEYOOBJICTBOPUTCIILHO»
«HE 3a4YTCHO»




10.3. TumoBbie KOHTPOJILHBIC 3aJaHUS WU MHBIC MaTEPUAIBI.
Bompocsr (3amaun) 11 SK3aMeHa MpeacTaBiIeHbl B Tabmuie 15.

Tabnuna 15 — Borpocs! (3agaun) 11 9K3aMeHa

Kon
Ne i/ [Tepeuens BompocoB (3a1a4) 1JIs1 SK3aMEeHA HHMKATOPA
Y4eOHbIM MJIaHOM HE IPEIYCMOTPEHO
Bompocsr (3amaun) aiis 3adeta / qudd. 3aueTa npeacraBieHsl B Tadbmuie 16.
Tabnuna 16 — Bonpocs! (3agaun) ans 3adera / qudd. 3auyera
11\/?1 [Tepedens BompocoB (3amav) ais 3aueta / mudd. 3auera HH;[EI?&?Topa
1 3amaua 06ecreueHnsI CEKPETHOCTH. YK-1.3.1
2 | ludpst nogcranoBok. [Ipumepsi. YK-1.3.2
3 | ludpsr nepectanoBok. [Ipumepsr. YK-1.3.3
4 | Croiikocts muppoB. Mozesnb aTakyromero. Y poBHU aTaku YK-1.V.2
5 | Cummerpuunble mudpsl. CBOMCTBA, MPUHIIUIIBI TOCTPOCHUS. VK-1.V.3
6 | UrepatusHble O10k0BbIe mHppsl. Cetn Daiictens. [Ipumepsi. VYK-2.3.1
7 | Iudp DES. YK-2.3.3
8 | udpp FEAL OIIK-6.3.1
9 | Hugp I'OCT 28147-89. OIIK-6.VY.1
10 | Hludp AES OIIK-6.B.1
11 | Pexumbl 6J10K0OBOTO MG POBAHUS.
12 | Acummerpuynsle mudpsl. CBOCTBA, MPUHIMITBI TOCTPOSHHUS.
13 | Cucrema RSA.
14 | Cucrema Mepknu-XenimaHa
15 | Cucrema Dnb-I"amans
16 | 3agaua obecnieuenus ayreHTuukanuu. L{upposas moanuce.
17 | Iloamuces RSA.
18 | [Moamuch Dnb-I"amans.
19 | Kpunrorpadpuueckue xsm-pyHkiuun. CBOMCTBA, MPUMEHEHHE
20 | Pacnpenenenue cummeTpuuHbIX Kitodei. [Iporokon Auddu-Xemmana.
21 | Pacnpenenenue cumMmMeTpudHBIX Kitoueid. [{udposoit koHBEPT.
22 | Pacupenenenue OTKpHITHIX Kimoueil. CepTuduKaThl OTKPHITHIX KITIOUEH

Ilepeyenp Tem Ui KypCOBOTO TPOEKTUPOBAHUS/BBIOIHEHUS KypCOBOW pabOTHI
MpeICTaBICHBI B TabmwmIe 17.
Tabnuua 17 — IlepeueHb TeM 51 KYPCOBOTO MPOSKTUPOBAHUS/BBIIOIHEHHUS! KypCOBOM paboThI

No 11/t [IpumepHSIii nepedeHb TeM AJIsl KypCOBOTO MTPOESKTHPOBAHNUS/BBITOTHEHHS
B KypCOBOH pabOThI
Y4eOHBIM IJIAHOM HE MPEYCMOTPEHO
Bompocsl s mpoBeneHHS TPOMEXYTOYHOH aTTECTallMd B BUJAE TECTHPOBAHHUS

npeJICTaBICHBI B Ta0wmie 18.

Tabnuna 18 — [IpumepHbIii mepeueHb BOMPOCOB ISl TECTOB

Ne mi/mm [IpuMepHbIil mepedeHb BOMPOCOB JIJIsl TECTOB Koz
UMHAMKATOpa
1 Crannaprom mudposanus Poccun sBrsercs: VYK-1.3.1
a). DES YK-1.3.2
b). I'OCT 28147-89 VYK-1.3.3
C). AES YK-1.¥.2




d). I'OCT P 34.10-2012
e). I'OCT P 34.12-2015

[Tporoxon Auddu-Xennmana ucrnoap3yercs Ams:

a). UPPOBON TIOIHCH

b).  mokasaTenbCTBa C HyJIEBBIM pasriamieHHeM
C). BBIPAOOTKH 0OIIETO CeKpeTa

d). pasmesieHus CeKpeTa

e). uACHTH(DUKAIIH

[Mudposas noanuce Dib-I"amalis OCHOBaHA Ha TPYAHOPA3PEIIUMOCTH
3ajauu:

a). JIMCKPETHOTO JIorapupma

b). YIIaKOBKH PIOK3aKa

C). Pa3IoKEHNs HA MHOXKUTEIH

d). BO3BE/ICHHUS B CTCIICHD

e). JIEKOIMPOBAHHMS JIMHEHHOTO KOJ/Ia

Crangaprom mudpoBoii moanucy B Poccuu B HACTOSIIIUN MOMEHT
SIBJISIETCSI:

a). DSA

b). RSA

C). I'OCT 28147-89

d). ['OCT P 34.10-2012

e). I'OCT P 34.10-94

[Tpu mmdpoBaHUU B aCHMMETPHUYHOM crcTeMe sl JeunppoBaHus
TpeOyercsi:

a). CBoli CEKpETHBIN KITI0Y

b). CBOii OTKPBITHIH KITHOY

C). OTKpBITHIH KITIOY aBTOpa COOOIIEHUS
d). CeKpeTHBII KITI0Y aBTOpa COOOIIECHUS
e). OO0muii CeKpeTHBIN KITI0Y

B tpersem paynne AES-koHKypca mobeaurenem o0bsBIIeH mUp:
a). Twofish

b). Blowfish
C). DES
d). Rijndael
e). Mars

J1J1g ucroNib30BaHus KaKMX CUCTEM HE0OXOIUM cepTU(UKAT OTKPHITOTO
KITIO4a!

a). ['OCT 28147-89

b). I'OCT P 34.10-2012

C). AES

d). DES

e). ['OCT P 34.11-2012

Crangapt mmudposoii moanucu Poccun ocHoBaH Ha
TPYAHOPA3PEUIMMOCTH 3aJa4H:

a). JMCKPETHOTO JIorapudma

b). YIIaKOBKH PIOK3aKa

C). pa3IoKeHUsT HA MHOXKHUTEIU

d). BO3BEJCHUS B CTEIICHD

e). JMCKPETHOTO JIorapu(mMa B TPYIIe TOYCK SILTHIITHYCCKON
KpUBOH

Cetp DaiicTenst UCTIONB3YETCS IS IOCTPOSHUS MHUdpa:
a). AES

VYK-1.V.3
VK-2.3.1
VYK-2.3.3
OIIK-6.3.1
OIIK-6.VY.1
OIIK-6.B.1




b). RSA

C). Onb-T'amans
d). I'OCT 28147-89
e). Mepkiu-XemimaHa
10 JUist IpoBEpKU MOAJTUHHOCTH cepTU(UKATa OTKPHITOrO Kiltoya Tpedyercs
3HATh:
a). CBoli CEKpETHBIN KITH0Y
b). CeKpeTHBIH KITF0Y IIEHTPa CePTUPHUKALIUH
C). OTKpPBITBINA KITFOY IIEHTPa CepTUHUKAITIT
d). CBOIi OTKPBITHIH KIHOY
e). [TpoBepka moATMHHOCTH HE TpeOyeT 3HAHUS KITIOUeH

IlepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCLUIUIMHE OOYYAIOUIMXCS 3a04HOM (hOpMBI

00ydJeHusI, Ipe/ICTaBICHBI B Ta0wie 19.

Tabnuna 19 — IlepeyeHb KOHTPOIBHBIX Pa0OT

Ne i/t

[lepeyeHb KOHTPOJIBHBIX PadOT

1

3ananue 1. OcHOBBI MOyJIbHOM apudmeTuru (50 BapuaHTOB)
[Ipumep 3amanus:
Bapuanr 1. Berancnuts:

-17 mod 44
-31 mod 17
-49 mod 16
-76 mod 11
23 mod 50

3ananue 2. HaxoxaeHue MyJbTUIUIMKATUBHBIX OOpPATHBIX C IMOMOIIBIO aIroOpUTMa
EBxnupa (50 BapuaHTOB)
ITpumep 3ananus:

Bapuant 1. Beraucuts: 80117 mod16732

3amanwue 3. beicTpoe Bo3BeaeHUE B cTeneHb (50 BapuaHTOB)
IIpumep 3ananus:
Bapuant 1. Beraucuts: 197° mod 73

3aganue 4. CUCTEMBI C OTKPBITBIM KJIIOUOM: cucTeMbl RSA, Mak-Onuca, Dnb-I"amains
(MHAMBUYaNIbHBIE BAPUAHTHI)

[Tpumep 3amanus:

[TocTpouTh OTKPBITBIA M CEKPEeTHBIH KIIOYM, 3ammdpoBate U pacmudpoBaTh
COOOIIlEHHE C MOMOIIBI0 cucTeMbl Mak-Onuca, i1 coobmenns m = 100101.
[Tapamerp M ompezgensercss WHAUBUIYAIbHBIM HOMEPOM CTYJEHTA, OCTAJIbHbBIC
rapaMeTpbl CUCTEMBI BEIOPATh CAMOCTOSITEIIBHO.

3amanwne 5. Cucremsl D11 cuctemsr RSA, Dnb-I"amans (MHIUBHUIyaIbHBIC BAPHAHTHI)
IIpumep 3ananus:

[TocTpouTh OTKPBITBIA M CEKPETHBIA KIHOYM, MOANUCATh M MPOBEPUTH MOJIUCH
cooOuieHuss ¢ momompblo cucreMel Onb-I'amans. Coobmenne M onpenenseTcs
WHJVBHlyalbHbIM HOMEPOM CTYAEHTA, pa3Mep OTKPBITOr0 MOIyJst p > 19, ocTanbHble
napameTpsl DL BIOpaTh CaMOCTOSITEIBHO.




10.4. Meroauueckue  MaTepualbl,  ONPEHCISAIONIMNE  MPOLEIYypPhl  OLICHUBAHUS
MH/INKAaTOPOB, XapaKTEpU3YIOMMX dSTanmbl (HOpPMUPOBAHHMS KOMIIETCHLMH, COJIepxkKarcs B
JOKAJIbHBIX HOpMaTUBHBIX akTax [ YAIIl, pernaMeHTUpYHOUIMX TMOPAIOK U NPOLEAYPY
MPOBCACHUA TCKYLICTO KOHTPOJIA YCIICBACMOCTU U HpOMG)Ky’FO‘-IHOfI arrecraguu 06y‘-IaIOH_II/IXCSI
['VAIL

11. Meroauueckue yka3aHus 171 00y4aroIuxcs 10 OCBOCHUIO JUCIUTUINHBI

[{enb MUCUUIUIMHBI — HAYYUTh CTYIEHTOB MOHUMATh CYIIHOCTh U 3HaUYE€HUE MHPOPMATUU
B Pa3BUTUU COBPEMEHHOTO0 HMH()OPMAIIMOHHOTO OOIIEeCTBA, CO3HABaThb OMACHOCTU W YTPO3BI,
BO3HHMKAIOIIUE B JTOM TMpoIlecce, COOM0IaTh OCHOBHBIE TpeOoBaHMs WH(HOPMAITMOHHON
0€30IaCHOCTH.

11.1. Meroaudeckue YyKazaHus Uil OOY4YalOIIMXCA IO OCBOEHHUIO JICKIIMOHHOTO
MaTepuana

OcHOBHOE Ha3HAY€HHE JIEKIIMOHHOTO MaTepuajga — JIOTUYECKH CTPOWHOE, CUCTEMHOE,
riyOoKoe M ACHOE H3JIOKeHHe ydyeOHoro Martepuana. Ha3zHaueHWe COBpeMEHHOW JIEKIMH B
paMKax IUCUUIUIMHBI HE B TOM, YTOOBI MOJy4YUTh BCIO MHGOPMAIMIO N0 TEME, & B OCBOCHHUHU
dyHIaMEHTAIBHBIX MPOOJIEM JUCIHIUIMHBI, METOJOB HAYYHOTO T[O3HAHUS, HOBEHIINX
JOCTHKEHUM HayuHOUM MbIciu. B ydyeOHOM mporecce JeKIusi BBINOIHAET METOJOJOTHYECKYIO,
OpTraHU3aIMOHHYI0 U MHGOpMaMoHHYI0 (yHKIMU. JIeKIus pacKphIBaeT MOHATHIHBIN anmapar
KOHKpPETHON oO0jacTu 3HaHMS, €€ MpoOJeMbl, JaeT LEIbHOE MpPEJICTaBICHHE O AUCLUIUIMHE,
MOKa3bIBA€T B3aUMOCBSI3b C JPYTUMU AUCIUIUTMHAMMU.

[T1aHupyemMble pe3yabTaThl IPU OCBOEHUHU 00YYaIOUTMMUCS JIEKIIMOHHOTO MaTepuana;

— TIOJyYEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBA3aHHBIX 3HAHUH, YpPOBEHb
KOTOPBIX OIPEAEIISICTCS LIEJIEBOW YCTAHOBKOM K KaXK10M KOHKPETHOH TEME;

— TOJIy4€HHE OIbITa TBOPUYECKOH pabOTHl COBMECTHO C IPEIOIaBaTelIeM;

— pa3BuTHE NpPO(PEeCCHOHAIBHO-/IEIOBBIX  KayecTB, JIIOOBU K  NpeaMeTy U
CaMOCTOSITEILHOTO TBOPUYECKOTO MBIIIITICHUSI.

— TOsBIIEHHE HEOOXOAMMOI0 HHTEpeca, HEOOXOAUMOTO AJIsi CAMOCTOSTENIbHOM paboTHI;

— TIOMy4YeHUE 3HAHUW O COBPEMEHHOM YpPOBHE DAa3BUTHS HAYKH U TEXHUKU U O
MIPOTHO3€ UX Pa3BUTHS Ha OJIMKalIIne TObL;

— HAY4YUTHhCS METOJMYECKH 00pabaThiBaTh Marepual (BBIACISTH TIJIaBHbIE MBICIU U
MOJIOKEHUSI, TMPUXOAUTh K KOHKPETHBIM BBIBOJAM, TMOBTOPSATh HMX B  Pa3IMYHBIX
bopMyITUPOBKax);

— TOJy4YeHHUE TOYHOIO MOHUMAaHHUS BCEX HEOOXOAUMBIX TEPMUHOB U MOHSATHUH.

JIeKUMOHHBI MaTepual MOXKET CONPOBOXKIATHCA JAEMOHCTPALMEN  CIIAWIOB U
UCIIOJIb30BaHMEM pa3laTOYHOTO MaTepuaja TIpU MPOBEACHUU KOPOTKUX IUCKyccHil 00
0COOEHHOCTSIX MPUMEHEHHUS OTJCIBHBIX TEMATHK 10 JUCIUIUIHHE.

CTpyKTypa npeocTaBieHus JeKIIMOHHOTO MaTepuania:

Paznen 1. OcHOBHBIC TOHATHS KPUNITOTpapuu

Tema 1.1. OcHOBHBIE ONIpeETCHUS

Tema 1.2. 3agaun HHPOPMALMOHHOM OE30MIACHOCTH

Paznen 2. Cummerpuunbie mudpbl

Tema 2.1 UcTopuueckue mu@psl

Tewma 2.2 briokoBbie mmdpbI

Tema 2.3 [ToTokoBbIe MU PHI

Paznen 3. Kpunrorpadus ¢ OTKPBITHIM KIFOUOM

Tema 3.1 MaTemaTnueckrue OCHOBBI CUCTEM C OTKPBITHIM KIIFOUOM

Tema 3.2 OCHOBHBIE AITOPUTMBI C OTKPBITHIM KIFOUOM

Paznen 4. Kpunrorpaduyeckue mpoTOKOIIbI

Tema 4.1 OcHOBHBIE MPOTOKOJIBI C OTKPBITHIM KITFOUOM

Tema 4.2 CneunanbHble IPOTOKOJIBI




11.2. MeTtoauueckie ykazaHUs sl OOYyYalOLIMXCS 1O BBIMOJHEHHIO J1AOOpaTOPHBIX
pabot

B xozme BbImOMHEHHS J1a0OpaTOpHBIX paboT oOydaloMMHCA JOJKEH YIIIyOuTh H
3aKpEeNUTh 3HAHMA, MPAKTHUECKUE HABBIKM, OBJAJETh COBPEMEHHON METOAMKOW M TEXHHKOU
HKCIIEPUMEHTAa B COOTBETCTBHUHM C KBAJU(UKAIMOHHONW XapaKTEPUCTHUKOW OO0yYaromerocs.
Beinonnenune 1abopaTopHbIX pabOT COCTOMT M3 SKCIEPUMEHTAIbHO-TIPAKTUYECKOM, pacyeTHO-
AQHAJIMTUYECKOM YacTe U KOHTPOJIBHBIX MEPOIPUATHUN.

BrimonHenne nmabopaTOpHBIX PabOT 00yYaKOMUMCS SIBISETCS HEOTHEMJIEMOW YacThIO
U3yUYeHHs] TUCHMIUIMHBI, OIpeNeNIsieMO ydueOHbIM IUIAaHOM, W OTHOCHUTCS K CpPEICTBaM,
00ecreunBaroIUM PeIIeHUE CIeIyOIUX OCHOBHBIX 33/1a4 00y4aroIerocs:

— TIpHOOpeTeHHE HABBIKOB HCCIEAOBAaHMS MPOLECCOB, SBICHUH M  OOBEKTOB,
U3y4aeMbIX B PAMKax JaHHOW JUCIUILTUHGI;

— 3aKpeIUIeHHE, pa3BUTHE U JETAIM3aLUs TEOPETHUYECKUX 3HAHUHM, MOJyYEHHBIX Ha
JEKIMSIX;

— IOJIyueHHe HOBOM MH(OpMaIUK 110 N3y4aeMOW AUCHUILINHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSTENBHOM  paboThl ¢ Ja00OpaTOpHBIM
00opy0BaHUEM U TIpUOOpaMHU.

3amanuie U TpeOGOBaHMS K MPOBEICHUIO JIA00OPATOPHBIX PAOOT

Bapuant 3amaHus no kaxaoil mabopaTopHOil pabore oOydwarolmiuiicsi MOIy4aeT B
COOTBETCTBUU C HOMepoM B cmucke rpynnbsl. [lepexn mpoBeneHuem nabopaTtopHoil paOOThI
oOyuaromiemMycs clieyeT BHUMATeIbHO O3HAKOMUTBHCS C METOJUYECKUMH YKa3aHUSAMH 1O ee
BBIMIOJIHEHUIO, a TaKXE C COJEPKAaHUEM COOTBETCTBYIOILErO JIEKIIMOHHOIO Kypca, Ipu
HEOOXOIMMOCTH — M3YUYUTh CaMOCTOATENIBHO JTOMOJHUTENBHYIO JIUTEpaTypy. B coorBeTcTBUM €
3a/laHueM O0y4Yarouuiicsi JOJHKEH MOJATOTOBUTh HEOOXOIMMBIE JaHHbIE, BBIIOJHUTH 3a/JaHUE
n1a0opaTOpHOIl paboThI, MONYUYUTh TpeOyemble pe3ysbTaThl, OQGOPMUTh U 3ALIUTUTH OTYET IO
nabopaTopHoi pabdore.

CrtpykTypa u hopma oTuera o 1abopaTopHOil paboTte

Otdyer o mabopaTopHOW paboTe IOJDKEH BKIIOYATh B Ce0S: TUTYJIBHBIA JIHCT,
(GOopMyIMpPOBKY 3aJaHus, TEOPETUYECKUE IOJIOKEHHsI, MCIIOJIb3yeMble MpPU BBIIOJIHEHUU
1abopaTopHOil pabOThI, OMMCAHKUE MPOLECCa BBIIIOJIHEHUS J1ab0opaTOpHOU pabOThI, OIyUYEHHbIE
pE3yJIbTATHI U BHIBOJIBI.

TpebGoBanwust k 0OpPMIICHHUIO OTYETA O JTAOOPATOPHOU padoTe

[To xaxmoit maGopaTopHOl pabOTE BBHIMOMHIETCS OTACNBHBIA OTYeT. TUTYIBHBINA JHCT
odopmisieTcss B COOTBETCTBHHM C MIa0ioHOM (00pa3moMm) mpuBeneHHBIM Ha caiite ['VAII
(www.guap.ru) B pazzene «CekTop HOpMaTUBHOM JOoKyMeHTauuu». TekcToBble U rpaduueckue
Marepuaiabl oQopMIIsIIoTCs B cOOTBeTCTBUU ¢ AeiicTBytouumMu ['OCTamu u TtpebGoBaHUsAMH,
npuBefieHHbIMM Ha caiite ['YAII (www.guap.ru) B pasgene «CeKTop HOPMAaTUBHOU
JIOKYMEHTaLUN.

Metoanyeckue yKkazaHUs 110 MPOX0XKJICHHUIO JaO0paTOPHbBIX PaboT:

1. [004 O-35] OsuunHUKOB, AmHapeit AmnaronbeBud. OCHOBBI HHPOPMAIMOHHON
6e3omacHoct. Mctopuueckue mmudpsl : ydeOHO-MeToauueckoe mocodbue / A. A.
OpuunnamKOB ; C.-IleTepO. roc. yH-T a’pokocm. mpudopoctpoenus. - CII6. : M3n-Bo
I'VAII, 2018. - 40 c. : puc. - bubauorp.: c. 38 (3 Ha3B.). - b. u. Kon-Bo 3k3. B 6101 - 5
(mocTymHa 3JIEKTPOHHAs BEPCHS).

2. [004 O-35] OBuuHHUKOB, AmHApeil AHaTonbeBUY. OCHOBBI HH(MOPMAILMOHHON
Oe3omacHocTr. CHUMMeTpUYHbIe MUGPHI : yueOHO-MeToaudeckoe mocodme / A. A.
OBunHHUKOB ; C.-Iletepb. roc. yH-T adpokocM. mpudbopocTpoeHnus. - Cankr-IleTepOypr :
Wzn-Bo I'VAIL, 2019. - 27 c. : puc. - bubnuorp.: c. 25 (3 Ha3s.). - b. u. Kon-Bo 3k3. B
oo - 5 (mocTymHA JIEKTPOHHAST BEPCHs).




3. [004.4 b 19] bakaii, Kcenuss AnekcanapoBHa. 3ammra uHOpPMAIMU : Y4eOHO-
Meronndeckoe mocobme / K. A. bakaii ; C.-Iletep6. TOC. YyH-T a’3pOKOCM.
npudopoctpoenus. - Cankr-IlerepOypr : U3n-so I'YAIIL, 2020. - 22 c. - bubnwmorp.: c.
20 (15 nasB.). - b. 1. Kon-Bo 3k3. B 6u0m. - 5 (IOCTyIIHA 3IIEKTPOHHAS BEPCHS).

11.3. MeTtoanueckue yKazaHus Juig 00ydyaromuXCsl MO MPOXOKICHHIO CaMOCTOATEIbHOM
paboThl

B Xone BBINIOJIHEHUSI CaMOCTOSITEIBHON PabOThl, 00YYarOMIUIiCS BBITOIHAET paboTy MO
3aJJaHUI0 U TIPU METOJAMYECKOM PYKOBOJCTBE IMpernojaBaTelis, HO 0e3 ero HernocpeiCTBEHHOIO
YYacCTHS.

Jnst oOygaronuxcsi 1Mo 3a04HOM (Gopme 0OydeHHs, CaMOCTOsITeIbHAas paboTa MOXKET
BKJIIOYATh B €051 KOHTPOJIbHYIO paboTy.

B mporiecce BBIMOTHEHUST CaMOCTOSATEIBLHON PpabOTHI, y 00ydaromerocs (GopMUpyeTCs
nesnecoodpasHoe IMIaHUPOBaHUE pabodero BpeMeHH, KOTOpOe MO3BOJISET UM pa3BUBATh YMEHUS
U HaBBIKM B YCBOGHHU M CHCTEMAaTH3allUM NMPUOOpEeTaeMbIX 3HAHUM, oOecreuyrBaeT BBICOKUMN
YPOBEHb YCHEBAa€MOCTH B NEpUOJ OOyYEHHUS, IOMOTaeT IOJIYYUTh HABBIKM IOBBIIICHHS
poeCCHOHAIBHOTO YPOBHSI.

MeToauyecKUMH ~ MaTepuallaMd,  HalpaBISIOIMIMMU  CaMOCTOSTENIbHYIO  paboTy
00y4JaOIUXCSSABISIOTCS: Y4eOHO-METOANUECKH MaTepHal Mo AUCIUILIHHE.

[IpumepHBIe TEMBI ISl CAMOCTOSATEIBHOIO N3YUECHHUS:

1. Metoa ToTampHOTO OnpoOoBaHus Kitoued. OnpeneneHue Yucia KiIodeld B psijie

KOHKPETHBIX CXeM HIH(paTopoB.

[TpoToxosnbl HU(POBBIX IeHET

PoropHbie MalnHBbL.

MHuorokpatHoe mudpoBaHHeE.

MeTto1bI TOCTPOCHHSI OONBIINX MEPUOOB B MOTOYHBIX MIK(ppax.
M-TI0CIIe10BaTENbHOCTH.

Henuneitnoe kom6uauposanue PCJIOC

MeTo/1bI LIETTOYUCIIEHHON (aKkTopu3alun

MeTo/1bI BBIYHCIIEHUS AUCKPETHBIX JIOrapu(hMoB

0.  TloctkBanTOBas KpunTorpapus

1.  JlokaszarenbCTBa C HYJIEBBIM pasriallieHueM

12. 3aluIleHHbIe pacTpe/IeJICHHBIC BRIYUCICHUS

13. Mertons! aHanu3a X31-pyHKIMiA. BeranciaeHne BeposiTHOCTEH KOJUTH3UI

RRO©oOo~NOT kWD

11.4. Meroauueckue yKazaHus JUid OOyYaroIIMXCS MO MPOXOXKACHHUIO TEKYIIETro
KOHTPOJISl yCIIEBAEMOCTH.

Texymuil KOHTpPOJIb YCIIEBAEMOCTH IIPEAYCMATPUBAET KOHTPOJb KadecTBa 3HAHUHI
00yyaroImuxcsl, OCYIIECTBIAEMOr0 B TEUEHHUE CEMECTpa C LEeNIbI0 OLIEHUBAHMS XO/a OCBOCHHUS
mucnuIuMHEL. DopMa MPOBEACHUST TEKYIIETO KOHTPOJIA — 3allUTa OTYETOB IO Ja0OpaTOPHBIM
paGotam. Pe3ynbTaThl TEKyIEro KOHTPOJS YUYMUTBHIBAIOTCSA NPH MPOBEACHUU IMPOMEXKYTOUHOM
attectauuu B cootBeTcTBUM ¢ TpeboBanusimu CTO ['VAIL CMK 3.76 «Ilonoxenue o Texyuiem
KOHTpOJIE YCIIEBAEMOCTH M IPOMEXYTOYHOM aTTECTallUM CTyAEHTOB M acnupaHToB ['YAIIL,
o0ydJarommxcs o 00pa3oBaTeIbHBIM MIPOrpaMMaM BBICIIETO 00Pa30BaHUM.

11.5. Metoauueckue ykazaHHs A OOy4aroOLIUXCS M0 MPOXOXKJIECHHIO MPOMEXYTOUHOM
aTTEeCTallUU.

IIpomexxyTouHass  arrectanusi  OOydyaroOIIMXCsl  IpeJyCMaTpUBaeT  OLIEHUBaHME
POMEXYTOUHBIX U OKOHYATEIbHBIX PE3YJIbTAaTOB 00y4YeHHs MO aucuuiuinHe. OHa BKIIIOYAET B
cebs: nuddepeHnnpoBaHHBIN 3aueT — 3TO popMa OLIEHKH 3HAHHM, MOTYYEHHBIX 00ydaronmMcs
IPY M3YYCHUHU JUCIUTUIMHBL, TIPH BBITOJIHEHUH KYPCOBBIX MPOEKTOB, KyPCOBBIX paboT, HAy4HO-



HCCJIEOBATEIbCKUX PA00T M MPOXOXKICHUU TPAKTHUK C aTTECTAIIMOHHOW OIICHKON «OTIIMYHOY,
«XOPOLIOY, «YIOBIECTBOPUTEIHHOY, «HEYIOBIECTBOPUTEIILHOY.
Cucrema OIIEGHOK TIPH TMPOBEACHHUU MPOMEKYTOUYHON aTTECTAllMM OCYIIECTBISICTCS B

COOTBeTCTBUU ¢ TpeboBanmsMu [lomoxkennii «O TekymeM KOHTPOJIE YCIIEBAEMOCTH U
MPOMEXYTOUHOH arrectanuu ctyAeHToB [ YAIIL, oOydarmuxcss mo mporpaMMaM BBICIIETO
oOpazoBanusi» U «O MOAYJIHHO-PEUTUHTOBOM CHCTEME OIICHKM KadecTBa y4eOHOU paboTh
ctynentoB B 'Y AIDy.



Jluct BHeceHUs M3MEHEHUH B pabouylo IporpaMMy JTUCIUILINHEI

Jara BHECEHUS
W3MEHEHHH U
JIOTIOJTHCHUH.

Iloanuces BHecIHIEro
W3MCHEHHUS

Coneprkanne U3MEHEHWIA W JOTIOTHEHIH

Harta u Neo

MPOTOKOJIA
3aceaHus
Kadeapo

Iloamuce
3aB.

kadenpoit




