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AHHOTaUs

Hucuunnuna «KoMIiekcHbIe CHCTeMbI 3allUThl MH(QOpPMALMKA B MPaBOOXPAHUTEIHHOM
chepe» BXxoauT B 00pa30BaTENbHYIO MPOTPaMMy BBICHIETO OOpa3oOBaHHUS — IMPOTPaMMy
CIielMaJuTeTa IO HaNpaBJeHHIO MoAroToBkH/ crnenuanbHocTH 10.05.05 «be3omacHocTh
UHPOPMALIMOHHBIX  TEXHOJOTHMH B  INPaBOOXPAHUTENBHOW  cdepe»  HalpaBICHHOCTH
«Opranuzanusi ¥ TEXHOJOTHMHM 3alluThl HHGopMauuu (B HHPOPMAIMOHHBIX CHCTEMAaX)».
Juctummaa peanu3yercs kadempoid «Ne33».

JlucuuniuHa HalejaeHa Ha GOpMUPOBAHKE Y BBITYCKHUKA CIIETYIOIIUX KOMITETEHIUI:

IIK-7 «Cmnocoben ¢opMupoBaTh U TOJAEPKUMBATH B aKTyaJbHOM COCTOSIHUU
AaBTOMATHU3UpPOBaHHBIE 0a3bl M OaHKU JTaHHBIX, MCIOJB30BAaTh HMH(POPMAIIMOHHO-TIOUCKOBBIE U
JIOTUKO-aHAJUTUYECKUE CUCTEMBI»

[IK-8 «CnocobeH aHamu3UpoBaTh CTPYKTYPY U coAepkKaHHEe HHPOPMAIIMOHHBIX
MacCHBOB M HH(OPMAIIMOHHBIX MIPOIIECCOB HA MPEAMET BBISBICHHS YTPOo3 O€30MAaCHOCTH

CopepxaHue IUCHUIUIMHBI OXBaThIBAa€T KpPYI BOIIPOCOB, CBS3aHHBIX C Haubosee
BOXHBIMH TIOHATHSMH B c(epe CO3MaHHs M SKCIUTyaTallid  aBTOMATH3HPOBAHHBIX CHUCTEM
samuThl  uHQopMmarnuu  (AC3U), packpeiBaeT  BOMNPOCHl  HOPMATUBHO-METOIUYECKOU
pernaMeHTanuy  (QYHKIMOHAIBHOW CTPYKTYPBI (@PXUTEKTYpPbhI) MOJICUCTEM O€30MacHOCTH
3anuiieHHbIX KommbioTepHbix cucteM (KC), dyHkimoHanbHble TpeboBaHUs 0€30MaCHOCTH K
IpOAYKTaM M cucrteMaM HH(OpManMoHHBIX TexHojoruil (UT), JKU3HEHHBIM LUKI, MOPAIOK
co3nanus M skciutyaranuu 3amuiieHHsix KC, npoaykroB u cucrem UT, yaoBieTBOpsrOMIKUX
TpeOOoBaHUSM MHPOPMAITMOHHON 0€30MaCHOCTH.

[IpenogaBanne AMCHUIUIMHBI MpEeAyCMAaTpUBaeT cienyromue QopMbl OpraHu3aluu
y4eOHOro Tmporiecca: JICKIUU, JIa0opaTOpHBIC pabOThI, CaMOCTOSTENIbHAs padoTa CTyIeHTa,
KOHCYJIbTALINH.

[IporpaMMoil IUCHUIUIMHBI HPEIYCMOTPEHBI CIEAYIOUIME BHJbI KOHTPOJSA: TEKYILUN
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUYHAsI aTTecTalus B hopMe 3a4era.

OO0mast TpyA0eMKOCTh OCBOSHUS JAMCIMILIMHBI COCTaBIsET 3 3adeTHBIX eawHmibl, 108
4acoB.

S3bIK 00yueHus 0 JUCHMIIUHE KPYCCKUH »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

Henp  muctmmanabl  «KOMIUIEKCHBIE — CHCTEMBI  3alIMThl  MHQOpPMaLUUd B
MIPaBOOXPaHUTENBbHON chepe» — popMUpoBaHrEe KOMIETEHTHOCTH pa3paboTKU U KCILTyaTaluu
ABTOMATH3UPOBAHHBIX ~ CHUCTEM  3alIUThl  MHQOPMAUUM  OTACIBHBIX  KOMIIOHEHTOB
ABTOMATU3UPOBAHHBIX CHUCTEM, C Y4YeTOM TpeOOBaHUN HOPMATUBHO-TEXHUYECKOHW U
METOJMYECKONW JTOKYMEHTAllUd IO OOecCredeHuto 0Oe30macHoCTH WHGOpMAaIlMu. — HU3YyYeHUE
0e3omacHOCTH MH(OpPMALMK B aBTOMAaTU3UPOBAHHBIX CHCTEMaxX U OCBOCHHE METOJMK OLEHKU
JAHHBIX YIPO3; - U3yUYeHHE METOJIOB, CIIOCOOOB, CPE/ICTB, MOCIEIOBATEIBHOCTH U COJICPIKAHUS
9TanoB  pa3pabdOTKH  aBTOMATU3UPOBAHHBIX  CUCTEM M IOJCUCTEM  O€30MacHOCTH
ABTOMATH3UPOBAHHBIX CHUCTEM B IPAaBOOXPAHHUTENBHOH cdepe; H3ydeHHE OCHOBHBIX MEp IO
3amuTe MH(OPMAalUd B aBTOMAaTHU3WPOBAHHBIX CHUCTEMax; - U3yUEHHUE COACpXaHHUS U MOpsAKa
JeSITeILHOCTH MIEPCOHANIA MO IKCIUTYaTalluH 3aIUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM.

1.2. JlucuuniauHa BXOOUT B  COCTaB  4acTd, (GOPMUPYEMOHl  y4yaCTHHUKaMHU
00pa30BaTe/bHbIX OTHOIIEHUH, 00pa30BaTENIbHON MpOrpaMMbl BBICIIETO0 00pa3oBaHus (nanee —

OI1 BO).

1.3. TlepeueHsp mIaHUPYEMBIX PE3yJIbTATOB O0YyUEHHUS 110 AUCIUILINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMU pesynbratamu ocsoeHus OIT BO.

B pesynprare M3ydeHus MUCHUILIMHBI OOYYalOUIMiCS AODKEH 00JaiaTh CIeTyIOIIMHE
KOMIIETCHIIMSIMU WM UX 4acTAMHU. KoMIeTeHIMy U MHANKATOPhI X JTOCTH)KEHUS IPUBEICHBI B

Tabymune 1.

Ta6mmma 1 — [lepeyeHb KOMITETCHIIMA ¥ MHIUKATOPOB UX JIOCTHKCHUS

Kareropus (rpynma) | Kox n HanmenoBanue | Kox m HamMeHOBaHME WHAMKATOPA TOCTHKCHHUS
KOMIIETEHIINH KOMIIETCHIINH KOMIETEHIINH
[1K-7.3.1 3HaTh Ha3HaYeHNE UHPOPMALIOHHO-
MTOUCKOBBIX, JIOTHKO-aHAJTUTHYECKHUX H
AKCIIEPTHBIX CUCTEM, UX TAKTHUKO-TEXHHUUECKUE
XapaKTEPUCTUKH U TMOPSIOK TPUMECHEHUS B
ITK-7 Criocoben PaKtep p P
MIPaBOOXPAHUTENBHBIX OPraHax
¢dbopMupoBaTh 1
[1K-7.3.2 3HaTh CYITHOCTh U METOJIUKH
MOJIJIEP>KUBATH B
AKTVALIEHOM MH(OPMAIIMOHHOTO U aHATTUTUYECKOTO MTOKCKa,
Y MCTOYHUKU MH(POpMaIIUU, HEOOXOAUMBIE JUISl UX
COCTOSIHUU
OCYILIECTBIICHUS
ABTOMAaTH3UPOBAHHEIE
[TpodeccuonanbHble 64351 1 GaHKH [1K-7.3.3 3HaTh NOHATHE U CTPYKTYPY
KOMIIETEHITHH TAHHBIX aBTOMAaTHU3UPOBAHHOW 0a3bl JaHHBIX
’ (mporpammHoOe obecrieueHre, 0aHK JaHHbIX, 0a3a
UCIIOJIb30BaTh .
3HaHWi, cCUCTeMa yIpaBJieHHs 0a3aMH JaHHBIX U
MH(OpPMaLOHHO- o)
MOMCKOBBIE U JIOTUKO- | o~
[TIK-7.Y.1 ymeTs pa3pabaTbiBaTh MOJENH
AHATTUTHYECKHE
JAHHBIX, aIMUHUCTPUPOBATH
CHCTEMBI
aBTOMATU3HPOBAaHHBIE 0a3bl M OAHKHU JTAHHBIX
[IK-7.B.1 BnameTh HaBLIKAMU OCBOEHUS U
BHEJIPCHUS B MTPAKTUKY aIMUHUCTPHUPOBAHHUS
HOBBIX TEXHOJIOTUH pabOTHI ¢ 0a3aMU JaHHBIX
[TK-8 Crnocoben [1K-8.3.1 3HaTh METOJIMKM NPOBEJICHUS aHATIN3a
aHAIU3UPOBATH ONepaTUBHON 0OCTaHOBKH, IIPaBUIIa
CTPYKTYpY H oopMIIeHUS PE3YIBTATOB KPUMHHATILHOTO
[TpodeccuonanpHbie | cogepx aHue aHaym3a
KOMIIETSHIIH UH(OPMAIMOHHBIX [TK-8.3.2 3HaTh kiaccupUKaINIO0 HCTOUHUKOB
MAaCCHUBOB U yrpo3 U HapyuuTenein HHPOpMaIuOHHON
UH(POPMAIIMOHHBIX 0e3omacHoOCTH

IMponeccCoOB HA

I1K-8.VY.1 ymeTs npoBOINTH aHAIN3




MIPEAMET BBISIBJICHUST | BEPOSATHOCTH Peasi3alliy yrPo3bl U yiiepoa ot
yrpo3 0e30MacHOCTH | €€ BOSHUKHOBEHHUS

[1K-8.B.1 BnageTh HaBBEIKAMH HCIIOIB30BaHUA
WH(OPMAIIMOHHBIX CEPBUCOB IS
aBTOMATHU3AIMH MPUKIAIHBIX U
WH(OPMAIIMOHHBIX MTPOILIECCOB aHATN3a CUCTEM
3aIUTHl THGOPMAITII

2. Mecro nucuumumnbl B cTpykrype Ol
JluciumiimHaa MOXKeT 0a3upoBaTHCS HAa 3HAHUSX, paHee MPUOOPETEHHBIX 00yJaIONTUMUCS

IIpU U3YUCHUU CIICAYIOINX JUCIHUIIIINH:

Teopust BEpOATHOCTEN U MATEMATUYECKAs! CTATUCTUKA
«MaremaTndeckas JOTMKa U TEOPUS AJITOPUTMOBY
«/luckperHas MmaTeMaTUK»
«BpraucnurenpHas MaTeMaTHKA»
«upopmaTrka 1 ”HPOPMALMOHHBIE TEXHOJIOTHH B IPABOOXPAHUTEIHHOMN JIEATEITLHOCTIY
«MareMaTn4eckre OCHOBBI 00pa0OTKU HHPOPMAIII
«SI3BIKM IPOrpaMMHPOBAHUSI
«TexHonoruu u METO1bI NPOrPAMMUPOBAHUS»
«OcHOBBI HH(POPMAIIMOHHOM 0€30MacCHOCTH
«[IporpammHo-anmnapaTHas 3anuTa HHOOPMALIUK»
«CucTeMbl U ceTu nepenayu UHGopMaIim»
«Teopus cucrteM U CUCTEMHBIN aHAIU3)
«MoaenupoBaHue CUCTEM
«HTEIIIEeKTYaabHbIE CUCTEMBI U TEXHOJIOTHH»
3HaHMs, TOJy4YEHHbIE NPU HU3YUYEHUU MaTepuana JaHHOM [HUCUUIUIMHBI, HMEIOT Kak

CaMOCTOATCIIBHOC 3HAYCHUE, TAK U MOT'YT HCIIOJIb30BATHCA ITPHU U3YUCHUUN APYTI'UX JUCHUILJIUH:

— TexHuueckas 3amuTa HHGOpMaLUH

— OprasHuzanyoHHas 3aumra nHhopManun

— VYnpasnenne nHGOPMAIIMOHHON O€30MTaCHOCTHIO

— Teopus unpopmanuu

— IIpeameTHO-OpHEHTUPOBAHHBIE ABTOMATU3UPOBAHHBIE HH(POPMAIIMOHHBIE CHUCTEMBI

3. O0BeM u TpyI0EeMKOCTh TUCITUTLIAHBI
Jlanubie 00 oO0mieM 00beMe AMCIUIUIMHBI, TPYIOEMKOCTH OTIEIBHBIX BUIOB yueOHOI

pa6OTLI MO JTUCHHUITIINHE (I/I pacnpeaciiCcHue 3TOH TPYAOCMKOCTH 11O CCMCCTpaM) NNpCACTaBJICHBI B

Tadnuie 2.
Tabnuna 2 — O0beM U TPYAOEMKOCTh JUCIUIIITUHBI
TpynoemMkocTs 1o
Bun yuebHo# paboThI Bcero ceMecTpam
Ne9
1 2 3

Oowan mpyooemKkocmp oucyunIuHbl, 3/ 108 3/ 108
3E/ (uac)
H3 nux uacoe npakmuueckoi no020moeKu 17 17
AyoumopHhuie 3anamus, BCETO vac. 34 34
B TOM YHCJIC:

nexrm (JI), (gac) 17 17

npakTuaeckne/cemunapckue 3anatus  (I13),




(dac)

naboparopusie pabots (JIP), (dac) 17 17

KypcoBoii poekT (padota) (KII, KP), (uac)

9K3aMeH, (Jac)

CamocmosamenvHnas paboma, Bcero (dac) 74 74
Buo npomescymounoit ammecmayuu:. 3ayer,

madd. 3ager, sx3amen (3auer, Judd. 3ag, | Bauer 3auer
DK3.%¥%*)

EX3

IIpumedanue: KaHAMAATCKHUI YK3aMEH

4. ConepxaHue JUCITUTUTHHBI
4.1. Pacnpezenenue Tpy10€MKOCTH JTUCLUUILIMHEI 110 pa3ieiiaM 1 BUAAM 3aHATUMN.
Pazpgenbl, TeMbI TUCITUTIIIMHBI M KX TPYJOEMKOCTh IIPUBECHBI B Ta0IUIIE 3.

Tabmuua 3 — Paznesnbl, TeMbl TUCIUILIHNHBI, UX TPYA0EMKOCTh

Paznenpl, TeMBI TUCITATIIINHBI Hexunn | 113 (C3) P KII CPC
’ (gac) (gac) (uac) (gac) (uac)
Cemectp 9

Paznen 1. [Tonstue u ocobeHHOCTH
ABTOMATH3HPOBAHHON CUCTEMBI 3ALLIUThI
uHpOpMaLUn

Tema 1.1. ®yHKIIMOHAT aBTOMATU3UPOBAHHOMN
CHCTEMBI 3AIIUTHI HTHPOPMAITUH.

Tema 1.2. Opranuzanys aAMUHUCTPUPOBAHUS 2 2 10
ABTOMATH3HPOBAHHBIX CHCTEM. AJIMUHHACTPATUBHBIN
HepCcoHaN U padoTa C MOIH30BATEIISIMH.

Tema 1.3. YnpaBnenue, TeCTUpOBaHUE U
OKCILTyaTalys aBTOMAaTU3UPOBAHHBIX CUCTEM.

Tewma 1.4. Metonbl, criocoObI B CpPeICTBA OOECTICUCHHS
OTKa30yCTOWYMBOCTH aBTOMATH3UPOBAHHBIX CHCTEM.

Paznen 2. Kputepun orieHKH 3alUIIIEHHOCTH
ABTOMAaTH3UPOBAaHHbBIX CHCTEM

Tewma 2.1. MexnyHapOIHbIE U POCCHHACKHAE CTAaHAAPTHI
oIleHKH 3amuimenHocTy. Kimaccer 3amumenHoctu AC.
Tema 2.2. OOmmi mnoaxox K (OPMUPOBAHHUIO
KPUTEPHEB OLIEHKM 0€30MacHOCTH MH(POPMALUOHHBIX
TEXHOJIOTHIA. 4 4 16
Tema 2.3. Mojienu yrpo3 ¥ 3aliThl 00BEKTa OLEHKH.
ITocnenoBatensHOCTH (YOPMHUPOBAHMS TPEOOBAHHIMA

U crienuuKami.

Tema 24. Tlonstre mnpoduias 3amMTEI W €ro
ocobenHocTH. TpeboBaHUs OOUINX KPUTEPHEB

Y pe3yJIbTaThl OLIEHKH.

Paznen 3. OcoOeHHOCTH 3KCILTyaTaIUH

ABTOMATU3MPOBAHHBIX CHCTEM 3aIIIUTHI HHPOPMAITUN

Tema 3.1. Ananuz uHGOPMaIMOHHOM
UHPPACTPYKTYpHl aBTOMATU3UPOBAHHON CUCTEMBI U €€
Oe3omacHoCTH.

Tema 3.2. Pa3paboTka u BeJieHHE IKCILTyaTA[HOHHOM 4 4 16
JOKYMEHTAIMH 3aIlUIIEHHBIX aBTOMAaTU3UPOBAHHBIX
CHUCTEM
Tewma 3.2. MeToapl MOHUTOPUHTA U ayANTA,
BBISIBJICHUSI YTPO3 HH(POPMALIMOHHON 0€30IacCHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM.




Paznen 4. Pa3zpaboTka aBTOMAaTH3MPOBAHHBIX CHCTEM|
3alUTHl UH()OpMAIIH

Tewma 4.1. O0mme TpeOoBaHuUs IO pa3padoTKe
ABTOMATHU3MPOBAHHBIX CHCTEM 3AIIUTHI HH(pOpMAIHH 4 4 16
Tema 4.2. PaGoThl Ha CTagusAX U dTamnax CoO3JaHUs
ABTOMATHU3MPOBAHHBIX CHCTEM 3AIUTHI HH(OPMAITUU
Tema 4.3. TpeGoBanus 1O 3alIUTe CBEACHUH O
C03/1aBa€MOl aBTOMAaTH3HUPOBAHHON CHCTEME.

Paznen 5. Craguu u sTansl pa3paboTKu
ABTOMAaTH3UPOBAaHHBIX CHCTEM
Tema 5.1. JKu3HEHHBIN ITUKIT aBTOMATH3UPOBAHHOM
CUCTEMBI.
Tewma 5.2. Ouenka yrpo3 6e30macHoCTH
ABTOMAaTH3UPOBAaHHbBIX CHCTEM

3 3 16
Tema 5.3. OcobeHHOCTH pa3paboTKu
MHQOPMALIMOHHBIX CHCTEM MEPCOHATBHBIX JaHHBIX.
Tema 5.4. Peanusauus mozaesen 6€30MacHOCTH
ABTOMAaTH3UPOBAaHHBIX CHCTEM
Tema 5.5. AnmMuHHCTpUpPOBaHNE HHGOPMALIMOHHON
0e30I1aCHOCTH aBTOMATU3UPOBAHHBIX CUCTEM

Hroro B cemectpe: 17 17 74

Hroro 17 0 17 0 74

[IpakTnueckass TOATOTOBKA 3aKJIOYAETCd B  HEMOCPEJICTBEHHOM  BBIMOJHEHUU
OoOy4JaloIMMHUCS  OMNpeNeNeHHBIX  TPYIAOBBbIX  (YHKUMH,  CBSI3aHHBIX ¢  Oynymei
PO ECCUOHAIBHON JEATEIHHOCTHIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanue pas3/iesIoB U TEM JICKITMOHHBIX 3aHATHI PUBEACHO B TaOuIE 4.

Tab6muia 4 — ConepxaHue pa3zesioB U TeM JIEKIIMOHHOTO UK

Howmep paznena HaszBanue u conepkanue pas3iesioB U TEM JEKIIMOHHBIX 3aHATHI
1 ITonsiTHe U 0cO0OEHHOCTH aBTOMaTI/I3I/Ip0BaHHOﬁ CHUCTEMBbI 3aIIIUMThI
uHGopmanuu

Tema 1.1. @DyHKOUMOHAN aBTOMATU3UPOBAHHOM CHCTEMBI 3allUTHI
uH(opMaIuy. (IeMOHCTpAIHS CIa/I0B)

Tema 1.2. Opranuzanus agMUHUCTPUPOBAHUS ABTOMATH3MPOBAHHBIX
crucTteM. AJIMUHUCTPATUBHBIM TIEPCOHANT U paboTa ¢ MOJL30BATEIISIMHU.
(meMoHCTpanus CIai/I0B)

Tema 1.3. VYmnpasneHwe, TeCcTHpOBaHME W  IKCIUTyaTalus
aBTOMATU3UPOBAHHBIX CUCTEM. (IEMOHCTPAIINS CIAI0B)

Tema 1.4. Metoasl, cnocobbl UM  CpeAcTBa  OOECIICYCHHS
OTKa30yCTOWYMBOCTH aBTOMATH3UPOBAHHBIX CHCTEM (JIEMOHCTpAIHS
cJaiIoB)

2 Kputepun ouneHKH 3a1IUIIEHHOCTH AaBTOMATH3HPOBAHHBIX CHCTEM
Tema 2.1. MexagyHaponHble W POCCHHCKHE CTAaHIAPTHI OLECHKH
sammumenHoctd.  Kmacceer  3amummennoctn  AC.  (IeMOHCTparus
craiioB)

Tema 2.2. O0mwuii moaxoa K (GOPMHUPOBAHHIO KPUTEPHEB OLCHKU
Oe3omacHOCTH ~ WMH(POPMALMOHHBIX  TEXHOJOTHH.  (IeMOHCTpaums
craiioB)

Tema 2.3. Mogenu yrpo3 © 3amUTBl  O0BEKTa  OLCHKH.
ITocnenoBatensHOCTh popMHUpoBaHUs TpeOOBaHMI U crelM(UKALIA.
(IeMoHCTpaIys CJIalI0B)




Tewma 2.4. ITousTue npoduiis 3aIUThI U €ro 0COOeHHOCTH. TpedoBanus
00X KPUTEPUEB M PE3YJILTATHI OIICHKH. (JIEMOHCTpAITHS CIIAKIOB)

OCo6eHHOCTH IKCILTYATAIHM ABTOMATU3HPOBAHHBIX CHCTEM B
3alUIIEHHOM MCTIOJTHEHHH

Tema 3.1 Anamms nH(pOpPMAITHOHHON HH(PACTPYKTYPHI
ABTOMATH3UPOBAHHON CHUCTEMBI U e¢ 0e30MacHOCTH. (ICMOHCTpAIHS]
CIaiJIOB)

Tema 3.2. Pa3paboTka U BeJCHHUE SKCIUTyaTallMOHHOW JOKYMEHTAIUY]
3alUIEHHBIX ABTOMATH3UPOBAHHBIX CUCTEM. (IEMOHCTpAIINS CIIAiI0B)
Tema 3.2. Meroasl MOHHUTOPHHTA W ayJIuTa, BBISBICHHUS YIpo3
WH(POPMAITMOHHOW  0E30MacHOCTH  aBTOMATHU3UPOBAHHBIX  CHCTEM
(memMoHCTpaIs CIalI0B)

Pa3zpaGorka aBTOMATM3MPOBAHHBLIX CHCTEM B 3allMIIEHHOM
HCIIOJTHEHUH

Tema 4.1. O0mue TpeboBaHMs MO pa3pabOTKE aBTOMAaTH3UPOBAHHBIX
CHCTEM 3aIIUTH HHPOPMAITHH. (IEMOHCTPAITUS CIANIOB)

Tewma 4.2. PaboTsI Ha CTaMsIX U 3Tanax CO3AaHUS aBTOMaTU3HPOBAHHBIX
CHUCTEM 3allUThl THPOPMAIIUHU. (IEMOHCTPALIUS CIIalI0B)

Tewma 4.3. TpeboBaHus 10 3aMKTE CBEICHUH O CO3/1aBaeMOM
aBTOMATH3UPOBAHHON CHCTEMeE. (IEMOHCTPAIIUS CIalOB)

CTraguu ¥ 3Tanbl pa3padoTKu AaBTOMATH3NPOBAHHBIX CHCTEM

Tewma 5.1. JKuzHeHHBIH LMK aBTOMAaTU3UPOBAHHOW CHCTEMBI.
(meMoHCTpanus CIai/I0B)

Tema 5.2. Onenka yrpo3 0€30MacHOCTH aBTOMAaTH3WPOBAHHBIX CHCTEM
(meMoHCTpaIMs CIai/I0B)

Tema 5.3. OcobenHocTH pazpaboTKy MHPOPMAIIMOHHBIX CHCTEM
MEPCOHANBHBIX TaHHBIX. (IEMOHCTpAIHS CIAH/IOB)

Tema 5.4. Peanuzanms mopesneld 0€30MacHOCTH aBTOMAaTH3UPOBAHHBIX
CUCTeM (AEeMOHCTpAIUs Cai10B)

Tewma 5.5. AnMuaUCTpUpOBaHNE HH()OPMAITMOHHON 0€30ITaCHOCTH
ABTOMATHU3MPOBAHHBIX CUCTEM (JIEMOHCTPAIIHSI CIIANI0B)

4.3. IlpakTtuyeckue (ceMUHAPCKUE) 3aHATUSL
TeMbl MpaKTHYECKUX 3aHATHIA U X TPYIAOEMKOCTh IPUBECHBI B TAOIHIIE 5.

Ta6n1/1ua 5— HpaKTI/I‘leCKI/IC 3aHATUSA U UX TPYAOCMKOCTDb

N3 nux Ne
Ne | Tems! npaktnueckux | @opMbl MPAaKTHYECKUX | TpPyJOEMKOCTb, |IPAKTHYECKOH |pa3zena
n/m 3aHATUN 3aHATUH (gac) MOATOTOBKH, |AUCIUI

(gac) JIMHBI

Y4eOHbIM MJIaHOM HE MPEAYyCMOTPEHO

Bcero

4.4. JlabopaTtopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHH U UX TPYJOEMKOCTb IPUBEICHBI B TaOIUIIE 6.

Tabmuna 6 — JlaboparopHble 3aHATHS U UX TPYJOEMKOCTh

Ne
/o

HaunmenoBanme nabopaTopHbIx paboT

N3 Hux No
TpymoemMKoCTh, | MPaKTHYECKOH | pa3zierna
(gac) MOJTOTOBKU, | JAUCIUII
(gac) JIMHBI

Cemectp 9

1 | «Onucanue 06HEKTa HCCIEIOBAHHS C TOUKH | 4 | 4 | 12




3peHUs AIMUHUCTPATOPA IO
MH(POPMAIIMOHHOM 6€30MaCHOCTH

2 «ITocTpoeHune nHGOIOTHIESCKUX MOJIETICH, 4 4 3
samuieHHbx MCy»
3 «Pa3paboTka moJuTHK 0€30MacHOCTH 4 4 34
uH(pOpMAIIUN
4 «C060p 10r0B COOBITHI MH(OPMAITMOHHON 5 4 4,5

oe3omacHocty B AirSIEM»

Bcero 17

4.5. KypcoBoe NMpoeKTUpOBaHHE/ BHIITOITHEHUE KYPCOBOW PabOThI
VY4eOHBIM MJIaHOM HE IPESYCMOTPEHO

4.6. CamocrosTenbHas paboTa 00y4armuxcs
Buner camocTosTennbHON paboTHI B €€ TPYAO0EMKOCTh IPUBEICHBI B TA0IHUIIE 7.

Tabnuna 7 — Bunbel caMmocTosTenbHON paboThl M €€ TPYA0EMKOCTh

N Bcero, | Cemectp 9,
Bux camocrosTenbHOM paboThI

qac qac
1 2 3
W3yueHne TeOpeTHIecKoro Marepuasia 20 20
nucuuraHbl (TO)
KypcoBoe npoextupoanue (KII, KP) - -
PacuerHo-rpaduueckue 3ananus (PI'3) - -
Brinonnenue pedepara (P) - -
[ToaroroBka K TeKyIieMy KOHTPOJIO 14 14

ycneBaemoctu (TKVY)

Jomamraee 3amganue (/13) - -

KonTponbusie pabotel 3a0uHnKOB (KP3) - -

IToaroToBka K MpOMEKyTOYHOU 20 20
attecranuu (ITA)

Bcero: 74 74

5. IlepeueHb yueOHO-METOINYECKOTO OOECTIeUeHUS
JUISL CAMOCTOSTENTEHOM pabOThl 00YUYAIOIIUXCS TT0 TUCIUTUIMHE (MOIYJTIO)
Y4eOHO-MeTOInYeCKHe MaTepuallbl JUIsl CaMOCTOSITENIbHOW paboThl O00ydaromuxcs yKa3aHbl B
. 7-11.

6. IlepeyeHb EUATHBIX M YICKTPOHHBIX YICOHBIX U3TaHUI
[lepeueHb meYaTHBIX U SJEKTPOHHBIX YUEOHBIX U3/IaHUH TIpUBeIeH B Tabmulle 8.
Tabmuna 8— [lepedeHb MMeYaTHBIX U MJICKTPOHHBIX YUCOHBIX M3IaHHMA

KomnmuecTtBo 3K3eMILIsIpoB B
Mudp/
URL apec bubnuorpaduueckas ccpiika OnbmoTeke
(KpoMe SIIEKTPOHHBIX SK3EMILISIPOB)
['ocynapcTBeHHas HTOroBasi aTTecTalus :
37 METOJNYECKHUE YKa3aHHUs 110 MOATOTOBKE K 5
72 rOCyJapCTBEHHOMY 9K3aMEHY U HAlIMCAHUIO U
3alUTe BBIMYCKHON KBATH(PUKALIMOHHOM




pa6otsl / C.-IleTepb. roc. yH-T a3pOKOCM.
npubopoctpoenus ; coct.: C. I'. dommuesa,
T. H. Enmuna, B. A. MeuibHUKOB. - CaHKT-
[TetepOypr : U3n-Bo I'VAIIL, 2021. - 79 c. :
puc., Tabm. - bubnuorp.: c. 79 (10 Hass.). - b.
1. - TeKcT : HenmoCcpeACTBEHHBIN.

004
D 76

®omuueBa, Ceernana ['puropbeBHa.
O6paboTka nHpOpPMaIIUH B
pacmpeieieHHbIX CHCTEMaX : y4eOHOe
nocobue / C. I'. domuuesa ; C.-Ilerepb. roc.
VH-T a3POKOCM. IIprubopocTpoeHus. - CaHKT-
[TerepOypr : U3a-Bo I'YAIL, 2020. - 132 ¢. ;
131 c. : puc. - bubnwmorp.: c. 123 (17 Ha3s.). -
ISBN 978-5-8088-1487-5 : b. 11. - Tekcr :

HETOCPEICTBEHHBIN

004
b 39

bessarees, Cepreii BajeHTHHOBHY (1-p TEXH.
HayK, JIOIL.).

[TporpamMupoBaHue 3a1a4 M0
o0ecrnieueHnI0 UHPOPMaIIMOHHOM
0e30MacHOCTH : 1abOPATOPHBII MPAKTUKYM /
C. B. beszarees, C. I'. ®omuuesna ; C.-
[TetepO. roc. yH-T a9pPOKOCM.
npubopoctpoenust. - Cankr-IlerepOypr :
N3n-Bo I'VAIL, 2020. - 89 c. : puc., Tadm. -
bubmwmorp.: c. 88 (10 Ha3B.). - b. 1. - Tekcr :
HETOCPEICTBEHHBIN.

004
3-62

3uma, B. M.

be3omnacHOCTh I106ATBHBIX CETEBBIX
texnonoruii / B. M. 3uma, A. A. MonioBsH,
H. A. MoanossH. - 2-e u3n. - CI10. : BXB -
[TerepOypr, 2015. - 368 c. : puc. - (Mactep
cucteMm). - bubmumorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipenm. ykas.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Tekcer :

HETOCPEICTBEHHBIN

007
B 67

Boakosa, B. H.

Teopus cUCTEM U CHCTEMHBIN aHAJIM3 :
y4eOHHUK Ul aKaJeMUYecKoro OakajgaBpuara
/ B. H. BonkoBa, A. A. Jlenucos ; Harr.
uccnen. C.-Ilerep6. roc. monuTexH. yH-T. - 2-
e u31., nmepepad. u xom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AkazeMU4ecKuil
Kypc). - [Ipenm. ykas.: c. 600 - 606. - Fimen.
ykasz.: ¢. 607 - 609. - bubauorp.: c. 610 - 616
(109 naszs.). - ISBN 978-5-9916-4783-0 :
870.87 p. - Tekct : HENOCPEACTBEHHBIN.
Nmeer rpud YMO BeIiciero oo6pazoBaHus

10

004
" 85

Hcaes, I'. H.

[TpoekTrpoBanre HHPOPMAITHOHHBIX
cucteM : yue6Hoe ocodue / I'. H. Hcaes. - 2-
e u3l., crep. - M. : OMET'A-JI, 2015. - 424 c.




: puc., Tabm. - (Beiciee TexHnueckoe

obpasoBanmue). - bubnuorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p.-
Ha ctp. 7 - 8: Criucok cokpaiieHuit

TekcT : HenmocpeACTBEHHBIN.

004 bapanoga, E. K. 5

b 24

WNudopmannonHas 6€301acHOCTD U 3allIuTa
uHpopmanuu : yaebnoe nocoodue / E. K.
bapanosa, A. B. ba6am. - 3-¢ u3z., mepepad.
u jgom. - M. : PUOP : UHOPA-M, 2017. - 322
C. : puc., Tabi. - (Beicmiee obpazoBanue). -
bubnmorp.: ¢. 313 - 316 (56 Ha3s.). - ISBN
978-5-369-01450-9 (PUOP). - ISBN 978-5-
16-011164-3 (MH®PA-M) : 942.63 p. -
TeKCT : HenocpeaACTBEHHBIN.

Nmeer rpud YMO o o6pazoBaHHIO B
00J1aCTH IPUKIIATHOW HHPOPMATUKHI

004.4 Wnbuna, lapes BuxktopoBHa. 5

U 46 [TpoexkTupoBanue u pa3padoTka 0€30MacHbIX
BeO-TIpUIIOKEeHUH : yueOHoe mocodue / 1. B.
Unbuna ; C.-IletepO. roc. yH-T a3pOKOCM.
npubopoctpoenust. - Cankr-IletepOypr :
N3n-Bo I'YAIL 2019. - 43 c. : puc. -
bubmuorp.: c. 42 (2 na3s.). - ISBN 978-5-
8088-1434-9 : b. 11. - Tekcr :

HEIIOCPEICTBEHHBIMN.
004.7 Kyunn, Hukonait BanentuHoBuy (11011, ). 4
K 95 MHOTOYPOBHEBBIE CUCTEMBI M 00JIAYHBIC

BbIUHUCIIEHH : yueOHoe mocooue / H. B.
Kyuun, A. 0. Monuanos ; C.-Ilerep0. roc.
YH-T a3poKocM. ipubopoctpoenus. - CII6. :
N3n-so I'VAIL, 2018. - 136 c. : puc. -
bubmuorp.: c. 133 (14 Ha3s.). - ISBN 978-5-
8088-1250-5 : b. 1. - Tekcr :
HEIOCPECTBEHHBIN

Ilepeuenn

7. TlepeyeHb AIMEKTPOHHBIX 00Pa30BaATEIBHBIX PECYPCOB

I/IH(1)OpMaI_II/IOHHO'TCHCKOMMYHHK&HHOHHOﬁ CETHU «I/IHTepHCT»

AJIIEKTPOHHBIX o0Opa3oBaTeNbHbIX pecypcoB MH(pOpPMaLOHHO-

TEJIEKOMMYHHUKAIIMOHHONW ceTn «MHTepHeT», HEOOXOMUMBIX JUISI OCBOCHHUS TUCIMILIHHBI
npuBeieH B Tabmuie 9.

Tabmuma 9 —

HCpC‘-ICHL QJICKTPOHHBIX O6p2[30BaTCJ'IBHBIX pecypcoB I/IH(bOpMaL[I/IOHHO-

TEJIEKOMMYHUKAIIMOHHOW ceTh «HTepHeT»

URL anpec

HaunmenoBauue

www.intuit.ru

Hanmonaneueni OTkpeiTeiii YHuUBepeutet "UHTYUT"

8. Ilepedenr MHPOPMAITMOHHBIX TEXHOJIOTHUI

8.1. [lepeuenp mporpaMMHOTO OOECIEUEHHsI, HCIONB3YeMOT0 TPH OCYIIECTBICHUH
00pa3zoBaTeNbHOTO MPOIEcca MO JTUCIUTLTAHE.
[TepeueHs UCTIOIB3YEMOT0 MIPOTPAMMHOTO OOecTieueHus mpeacTaieH B Tadbmuie 10.

Tabmuma 10— [TepeueHsr porpaMMHOTO 00€CIICUCHHS




Ne /1 HanmenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpoIiecca M0 AUCIUIIIHHE

[lepeyeHp HCMONB3yeMbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEJCTAaBICH B
Tabymue 11.

Tabmuna 11— Ilepedyens HHPOPMALIMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HaumenoBanue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKas 0a3a
CoctaB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOW Ui  OCYIIECTBICHUS
00pa3oBaTeNLHOrO MpoIiecca Mo AUCLUILIMHE, TPEACTaBIeH B Tabuuiel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHHUYECKON 0a3bl

Ne HanmeHnoBaHue cocTaBHON 4acTH Howmep aynuropun
/T MaTepuaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH )

1 | JlexuuoHHas ayuTopus

2 MynpTUMeaniHAS JICKUUOHHAS ay IUTOPHUS

3 | KommbroTepHslii Kitace

10. OueHouHble cpeACTBa Uil IPOBEICHUS TPOMEKYTOUHOM aTTEeCTAIlH
10.1. CoctaB OLEHOYHBIX CPEACTBAJII MPOBEIACHHUS MPOMEKYTOUHONW AaTTeCcTalluu
00yJaromuXxcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB JAJS MPOBEACHUS MPOMEKYTOUHON aTTeCTalluu

Bug HpOMe)KYTOQHOﬁ aTTeCTallnun Hepequb OILICHOYHLIX CPCACTB

3auer Crrcox BONpPOCOB;
TecTts;
3anayu.

10.2. B kadyecTBe KpUTEpUEB OICHKH YpOBHSA C(HOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouuMHcs MpUMEHseTcsl 5-0ajulbHas IIKajla OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIMM, KOTopas nmpuBeaeHa B Tabauie 14. B Teuenune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKajma  MOXYJBHO-PEUTHMHTOBOM  CHUCTEMbl ~ YHUBEpCUTETa,  IpaBHUIa
HCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKaJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurtepuu onieHKH ypoBHS c()OPMHUPOBAHHOCTH KOMITETEHIIUIN

Or1eHKa KOMITETEHITUH

XapakteprucTrka chOpMUPOBAHHBIX KOMIIETEHITHI
5-0ayuThHAd IKama PAKTCp (bopmmp

— oOyyaromuiicss Tay0OKO M BCECTOPOHHE YCBOWJI IMPOrPAMMHBII

MaTepHa;
— YBEpPEHHO, JIOTUYHO, TTOCIIEIOBATEILHO H TPAMOTHO €T0 H3JIaraer;

«OTIIMYHO» — OnMpasch Ha 3HAHUS OCHOBHOW W JOTOJHUTEIBHOW JIMTEPATYPHI,

«3aUTCHO» TECHO TPUBS3BIBACT YCBOCHHBIC HAYYHBIC MOJIOKCHHUS C MPAKTUICCKON

JIESTSIILHOCTHIO HAIPABJICHHS;
— yMeTno 000CHOBBIBAET U apTyMEHTUPYET BBIIBUTAEMBIE UM HJIEH;
— JIeJIaeT BBIBOALI H 000OIIEHMUS;




Or11eHKa KOMITETEHITUHN

5-0aiubHas mKana

XapaxrepucTrka chopMUPOBAHHBIX KOMIIETEHIUI

— CBOOOHO BJIAZICET CUCTEMOH CIIEHUANIN3UPOBAHHBIX MTOHITUH.

(XOPOLIO»
(Ga4uTCHO»

— o0y4aromuiicst TBEpI0 YCBOMJI IPOTPaMMHBINA MaTepuall, TpaMOTHO U
[0 CYIIECTBY U3JIaraeT €ro, ONupaschb Ha 3HAHUS OCHOBHOMU
JUTEPaTypPhI;

— HE JIOMYCKAET CYLECTBEHHBIX HETOYHOCTEN;

— YBSI3bIBACT YCBOCHHBIC 3HAHUS C MPAKTHUUYECKOW J1€ATEIbHOCTHIO
HAIpPAaBIICHUS;

— apryMeHTUPYET Hay4YHbIE MOJIOKEHUS;

— JIeTIaeT BBIBOJIBI M 00OOIICHHUS,

— BJIaJICET CUCTEMOM CIIelaIN3uPOBAHHBIX OHSITUH.

«YAOBJICTBOPUTCIIBHO»
<Ga4YTCHO»

— o0yyaronuiicss ycBOMJI TOJIBKO OCHOBHOHM NPOrpaMMHBIM MaTepual,
II0 CYLIECTBY M3JIaracT €ro, ONMpasch HAa 3HAHUSA TOJIBKO OCHOBHOM
JUTEPATYpPhL;

— JIOIyCKAeT HeCYLIECTBEHHbIE OIUMOKU U HETOUHOCTH;

— UCHBITHIBACT 3aTPYJHEHUS B IPAKTUYECKOM IIPUMEHEHUU 3HAHWUU
HaIpPaBJICHUS;

— cJ1a00 apryMEHTHPYET HayuHbIE [1OJI0KEHMUS,;

— 3aTpyaHseTCs B (OPMYIMPOBAHUN BBIBOJOB M 000OIICHHUI;

— YaCTUYHO BJIaJIeeT CUCTEMOH CIELMAIN3UPOBAHHBIX TOHITHH.

HCYIOBJIICTBOPUTCIILHO»
<HC 3a4YTCHO»

— oOyyaromuiics He YCBOMJ 3HAUUTEIBHOW YacTH MPOTrPaMMHOTO
MaTepuaa;

— JIOMYCKAeT  CYIIECTBEHHbIE  OIMMOKM W  HETOYHOCTH  TpHU
PAacCMOTPEHHU NPOOJIEM B KOHKPETHOM HalPaBJICHHUH;

— MCHBITHIBACT TPYAHOCTH B MIPAKTUUECKOM NIPHUMEHEHUH 3HAHHIA;

— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJIOKECHHS,

— He QOpMYJIHMPYET BHIBOJAOB U 000OLICHHIA.

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAIIBI.
Bormpocs! (3agaun) nmst sKk3ameHa mpeicTaBlieHbl B Taonumie 15.

Tabnuma 15 — Borpocs! (3agaun) 115 9K3aMeHa

Ko
Ne n/nt [Tepeuens BompocoB (3aa4) AJsl IK3aMeHa A
WHANKATOpa
Y4eOHBIM MJIaHOM HE PEIYCMOTPEHO
Bompocsr (3amaun) st 3ageta / qudd. 3auera npejpacraBieHsl B Tabmuie 16.
Tabnuua 16 — Borpocs! (3a1aun) ams 3aueta / qudd. 3auera
Kon
Ne mi/mm [lepeuens BompocoBs (3ana4) amns 3a4dera / qudd. 3ayera
P P (sanas) 1 D WHANKATOpa
1. [foHATHKME, BUOB M CTPYKTYpPaAa IK-7.3.1

(no

aBTOMaAaTUW3INPOBAaHHBX CUCTEM

OpraHM3auMOHHaA CTPYKTYpPa,
CXeMb OpraHmaauumum pabor
npu npoekTtTunupoBaHum AC un
OPraHM3auMOHHB E POpP MBI
NMPOEKTHOINO KONNEeKTMUBaA
ConepxaHunue u cneuundunka

P 1 50-680-88)
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Knaccudbmnmkauwuan [K-7.V.1
(KaTanorumsaauwuasa),
MmoeHTUDUKaAULNSA,
cneumdrmKauuMAa M oLeHUBaAaHUE
yrpo3 6e3onacHocTtu B AC
CopepXaHue npouecca
pa3paboTKu U BBOOaA B
pencTtBuUue nangenummnm (cnucrtem)
MT. YpoBHKW NnpeancTaBneHMUSH
NMPOEKTHDB X PELWEHUMU
MpoekTtTmnupoBaHue AC Kak
OCObOGbBW BUOL LesAsTEeNbHOCTM,
O6BbEeKTb NMPOEKTMUPOBAHUA NPMU
co3pgaHuun AC (no P 50-680-88)
MeTopnonorusas (MeTonAbl WU
cpencTBA) NPOEKTUPOBAHMUS
AC

KaHoOHM4YeCcKOE
(MHOMBUAOYaAaNnbHOE)
npoekTupoBaHue AC.
TexHONOrMyeckas cxemMa
3TanoB TEXHUWYECKOTNO MU
paboyero nNpoeKTUPOBaAaHMUS
TunoBoe npoekTunupoBaHue AC
M ero MeToJ.bhl.
TexHONOrMyeckas cxema
NPOEeKTUPOBAHMUSA
YnpaBneHuMe npouLeccoM
npoekTupoBaHua AC, ero
KOMMNOHEHTH M cneuUndUKa
UenoBeyecKkun bakTtop B IIK-7.B.1
yrposax 6e3onacHOCTMU.
Mopenb HapywuTensd
6e3onacHOCTW UHDOPMaAaLULUKN B
AC

WMUI3IHEHHB W UMUKN, CTaaguMK

CoO3JaHKWA MU copoepXaHUe
pa6boT no co3pgaHuiw AC,
ocobeHHoCcTMW co3aaHunua AC B
3alWlMWeHHOM McnonHeHun (no
FOCT 34.601-90, TOCT P 51583)
Knaccudbmrkauma mnagenmm UT
DYHKLULMOHAaAaNbHBLE NakKeThsl
TpeboBaHUW 6e30NacHOCTM.
Knacchb 3aWlMWLEHHOCTMH
magenmum UT n nakeThsl

7




TpeboBaHWUW noOBepwUA
6es3onacHocTwu (no NOCT P
MCO/M3 K 15408-2002)

CTpyKTypa, nopagnok
pa3paboTKHWU, permcrTpauuvu v
onyb6bnmkoBaHUA Nnpodunen
3awunuTe ona magenmnm UT (no
rOCT P MCO/M3 K 15408-2002)
CTpyKTypa, Ha3HauyYeHUe u
nNopAONOOK pa3paboTKW 3agaHKUA
no 6e30NacHOCTMUW NpHU
co3paHun mapgpenumum UT,
COOTHOWEHWE MeXAy Npodbunem
3aWMTbl M 3aJaHMEM NO
6e3onacHOCTMU. TexXHMUWYeEeCKOE
3ajlaHMe Ha co3gaHMUE
cuctemb UT (no FTOCT P
MCO/M3 K 15408-2002)

JekoMno3nmumsa Ha3Ha4vYeHMUSA,
ueneum umu 3apgan
dYHKUMOHMUPOBaHUA AC.
PYHKUMOHANbHAA CTPYKTYpPa
AC M dDYHKULMOHANbHLE
TpeboOBaHMWUA K 3allMWLEHHB M
CBT, AC, npoaoykKTam #
cumctemam UT

Yc n (c
6 e acH
B 3 opne
cCu M M
6 e acHO M, U X
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IIK-8.3.1

CucTtTemMa MW CTPYKTYpPa
GYHKUMOHaAaNbHBX TpeboBaHMUM
no 3awunmTte o1 HCJHO K
MHbopMauuum B CBT), knacchl
JawmmweHHocTHn CBT
OcobeHHOCTMW TexHMYeEeCKOTDO
3ajaHna Ha co3gaHune AC B
3alLlMWEHHOM UCNONMHEHMUMN.
CocTtaBnawwure obWMU X

I1K-8.3.2




TpeboBaHuMm kK AC3 U #u
CTPYKTYPY DYHKLMUOHAIMNbHBLIX
TpeboBaHu (no NFTOCT P 51624)

CnctemMma M CTPYKTYPpa IK-8.V.1
ODYHKULUMOHAaANbHBX TpeboBaHUM
no 3awmTte o1 HCO B AC),
FrPpYynNnb MU KRNacchbl
awmweHHocTHn AC
TexHMYeCcKOe 3ajJaHKe Ha
co3pnaHue AC, TpeboBaHUAaA No
CTPYKTYpPpEe, coaoepXaHMuto,
nopaaokKy pa3paboTKkKwu,
obopMNeHMA, cornacoBaHUSa U
yTBepxaoeHua (no NTOCT 34.602-89)

O6bwasa cTpykTypa TpeboBaHuun |IIK-8B.I
6e30NacHOCTMHW K M3genmam u
cucTtemam UT,
KnacCb®@YHKULUMWOHAaAINbHDBLIX
TpeboBaHUKW 6e30NacHOCTM
(no TOCT P NCO/M3 K 15408-2002. Y.2)
KNI3IHEHHB W ULUKN M3 OEenNnu
(npooykTOB U cucTem) UT,
obuwaa cxema M
nocnepoBaTenNnbHOCTHLb
co3paHuna mangenumm UT

[lepeueHp TeM [ KypCOBOTO NPOEKTHUPOBAHUSA/BBIIIOJHEHUS KypCOBOM pabOThI

MpeICTaBIeHbI B Ta0nuie 17.
Tabnuna 17 — Ilepeyens TeM Juisi KypcOBOTO IPOEKTUPOBAHMSI/BBITIOIHEHUSI KYPCOBOM pabOThI

Ne i/t

[TpuMepHBIii epedeHb TeM Il KypCOBOI'O MPOEKTUPOBAHUS/BBITTOIHEHHS
KypcOBO#l pabOThI

Y4eOHbIM MJIaHOM HE PEIYCMOTPEHO

BOHpOCBI AJi1 MMPOBEACHHUA HpOMe)KYTO‘-IHOI\/JI arreécralliu B BHUAC TCCTUPOBAHUA

npecTaBieHbl B Tabnuie 18.

Tabnuua 18 — IlpumepHbIii epeueHb BOIIPOCOB Il TECTOB

o Kon
Ne n/mt IIpuMepHBIii IEpeYeHb BOIIPOCOB ISl TECTOB
WHJUKATOpa
Paznuuarot crnenyroniue yposHu ynpasiienus b oprannsanun [IK-7.3.1

1) Crparernueckuii
2) TakTuveckuit
3) [IpomexyToUHBIH
4) OnepaTuBHBIH
K npeumymectsam ucnonb3oBanus SIEM crucreM OTHOCAT —
1) OmnepaTuBHBIN KOHTPOJIb 3AIIUIIECHHOCTH HA BCEX YPOBHSIX
CHCTEMBI
2) He tpebyercs Bbicokas kBanudukaims oneparopa SIEM




CUCTEMBI
3) Hcnonp3oBaHUe JOKYMEHTHO-OPHEHTHPOBAHHBIX 0a3
JTAHHBIX
CHIKEeHNE CTOMMOCTH BJIAJICHHS] CUCTEMOMN

[lpy  mnpoBemeHWW  OOCIEHOBAHHMS  OPraHU3alMH  OCHOBHBIMHU
UCTOYHHKAMHU HH(OPMALIUH SBISIFOTCS

1) JloKyMeHTBI OpraHu3anuH, IPOLEIYpPhI

2) Tonutuku opraHu3anuu

3) PesynbTaThl HHTEPBBIOUPOBAHUSI  COTPYJHUKOB

4) TexHOJOrHMYECKUe KapT

[1K-7.3.2

single loss expectancy - SLE
1) oxumaeMsblil ro10BO# yiepo
2) BennumHa 0XKHIaEMOT0 Pa30BOro yiiepoa
3) exerojHas 4acToTa BOSHUKHOBEHHS PHUCKa
4) CTOMMOCTDB dKTHBa IJId KaXX10I'0 pUCKa

I1K-7.3.3

HalMoHaJbHas 0a3a naHHbIX ysa3Bumocrteill CILA;:
1) Common Vulnerabilities and Exposures
2) National Vulnerability Database
3) Open Sourced Vulnerability Database
4) Public Vulnerability Database

[K-7.¥.1

BekTop yrpo3sl — 370
1) HaGop ckaJsipHBIX 3HAUCHHI
2) TEKCTOBasl CTPOKA, KOTOpasi COACPKUT 3HAYCHHS, CBSI3aHHBIC C
KaKJI0M METPUKON
3) MaccuB 371eMeHTOB
4) HeT NpaBUIBHOTO OTBETA

IIK-7.B.1

C:[N,L,H] meTpuka yka3plBacT HACKOJbKO CUJILHO B CIIyyae YCIEIIHOIO
UCIIOJIB30BAHUS YSI3BUMOCTH TTOCTPaaeT

1) HoctymHOCTb

2) KoHdpuaeHIHaIbHOCTD

3) llenmoctHOCTH

4) HanmexXHOCTh

[IK-8.3.1

Y BekTOpa ysI3BUMOCTH
CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:N
3nauenue metpuku S:U o3Havaer

1) user

2) unique

3) unchanged

4) updated

[1K-8.3.2

Hu3koil BeposSTHOCTH peau3aliy yrpo3 COOTBETCTBYIOT KPUTEPUU
1) oTCyTCTBYyeT MOTHBAIIUS LISl PEATU3AIINH j-0Oi yrPO3bI
2) OTCyTCTBYeT TpeOyemasl CTaTUCTHKA 10 (pakTaMm peann3aliu j-oi
yIrpo3bl 0€30MacHOCTH UH(pOpMAaLIUU
3) OTCYTCTBYIOT OOBEKTHBHBIE MPEIIOCHUIKH K PEaTU3aliu j-0i
yIrpo3bl 0€30MacHOCTH UH(pOpMAaLIUU
4) BO3MOJKHAs 4aCTOTA PEAM3AIMH j-Oi Yrpo3bl HE IpEeBBIIIaeT 1
pasa B 5 jet
[TonmuTrnka nHGOpPMALIMOHHON 0€30MaCHOCTH MO3BOJISIET
1) ompenenuTh «IpaBUIa UTPI» JJI BCEX COTPYTHUKOB
OpTaHU3allMU U TPETHUX JIUIL
2) Paspaborath apxutekTypy 3amuiiaemoit MC

[IK-8.Y.1




3) cocTaBUTh OOIIYIO OCHOBY JUIS 3aIIUTHI BCEX BIMSAIONIMX HA
OUb akTHMBOB OpraHu3aIuy, B paMKax KOTOpOU
ONPEAEIISAIOTCS MPaBUiia pa3rpaHUYCHUS JOCTYNA K 3TUM
aKTUBaM

cieNaTh MPaBUIbHBIN BBIOOP caMoil miiaTopmbl Juist paboThI €
AKTUBAMU, YUUTHIBAsA, KAKUE NHCTPYMEHTAJIbHBIE CPE/ICTBA U
MIPOLEAYPHI OYAYT UCIOIB30BaHbI

CucTeMHBIN aHaTU3  TOJIBKO OolpezesieHne notpedbnocty u HazHauenus | [1K-8.B.1
nc

1) TOJBKO OmpeeIeHue OCHOBHBIX (PYHKIIMOHATBHBIX

xapakrepuctuk C
2) TOJBKO OlleHKa 3aTpaT U 3 (HeKTHBHOCTH Hcnonb3oBanus NC
3) ompenenenue morpedHocTH U HazHaueHus MC,

€€ OCHOBHBIX (PYHKIIMOHAIBHBIX XapakTepuctuk UC,

4) ouenka 3aTpaT 1 3PHEKTUBHOCTH UCIIOIb30BAHHUS
AKTyanu3aius yrpo3 0e30macHOCTH HHPOpMAITUU
3aKJII0YAETCs B OLICHKE

1) BeposiTHOCTH peanu3aiuu yrpo3bl

2) CreneHu pucka

3) Bo3MOXHOCTH peanu3ainuy yrpo3bl

4) Crenenu ymiepba

[lepeyeHb TeM KOHTPOJBHBIX PaOOT MO AMCUUIUIMHE OOYYAIONIMXCS 3a04HOU (HOPMBI
o0ydeHus1, Ipe/ICTaBICHbI B Ta0mie 19.

Ta6ymma 19 — [lepeyeHb KOHTPOJIBHBIX PadbOT

Ne /i [lepeyeHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Meroguueckue  Marepuaibl,  ONPEACISAIONIME  HPOIEIyphl  OLICHUBAHUS
UH/IMKATOpPOB, XapaKTepU3YIOIIUX d3Tanmbl (HOpPMUPOBAHHMS KOMIIETEHLUH, COAep)Karcs B
JOKaJIbHBIX HOpMaTuBHBIX akTax [YAIL, pernameHTUpYyOIUX TOPSAOK M MPOLEAYPY
IPOBEICHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUYHON aTTecTaluu 00y4aroIuxcs
I'VAIL

11. Mertoauueckue yKazaHus Uit 00YJarOIIUXCs IO OCBOCHUIO TUCITUTINHBI

11.1. MeTtoauueckre yka3zaHus [ OOYYAIOIIUXCS 1O OCBOCHHMIO JIEKIIMOHHOTO
MaTepuaia

OcHOBHOE Ha3HAY€HHE JIEKIIMOHHOTO MaTepuana — JIOTUYECKH CTPOHHOE, CHCTEMHOE,
nIyOOKOe W SICHOE HW3JIOKEHWE ydeOHoro marepuana. Ha3HaueHWe COBPEMEHHOH JICKITMH B
paMKax TUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTH BCIO MH(OPMAIMIO 1O TeMEe, a B OCBOCHUU
(GyHIaMEHTAIBHBIX MpOOJeM JUCHHMIUIMHBI, METOJOB HAYYHOTO ITO3HAHWS, HOBEHIIHNX
JTOCTHIKEHUI HaydyHOW MBICTU. B yueOHOM mpoliecce JEeKIUsl BBIMOJHIET METOAOJOTHYECKYIO,
OpPTaHHW3AIMOHHYIO U MHPOPMAITMOHHYIO (DYHKIUHU. JIEKIHs pacKphIBaeT MOHATHHHBIN ammapat
KOHKpPETHOW oO0jacTu 3HaHUA, €€ MpoOIEeMBbl, JaeT IEeNbHOE MPEJCTaBICHHUE O TUCIUILINHE,
MOKA3bIBACT B3aUMOCBS3b C JIPYTUMU JTUCIIATLTNHAMH.

[TnaHupyeMble pe3yJIbTaThl IPH OCBOCHUU 00YYAIOIUMHUCS JICKIIMOHHOTO MaTepHaa;

— TIONyYeHHE COBPEMEHHBIX, IIEJIOCTHBIX, B3aMMOCBS3aHHBIX 3HAHWUH, YpPOBCHB
KOTOPBIX OIPEEISIETCS EIEBOM YCTAHOBKOM K KaXK/10M KOHKPETHOU TEME;

— TIONy4YeHHE OMBITa TBOPUYECKOUN pabOThI COBMECTHO C MPEIOIaBaTeleM;




— pasBuTHE TNPO(ECCHOHAIBHO-ICIOBBIX  KAauyecTB, JIIOOBH K TpPEAMETY |
CaMOCTOSATENIFHOTO TBOPYECKOTO MBIIUICHHS.

— TOsBJIEHHE HEOOXOAMMOT0 UHTEpEca, HEOOXOAUMOTO Il CAMOCTOSTEIbHON PabOThI;

— TOJyYeHHE 3HaHHH O COBPEMEHHOM YPOBHE pPa3BUTHSI HAYKH WM TEXHHUKH H O
IPOTHO3€ MX Pa3BUTHUS HA OJMKAUIINE TOJbI;

— HAYYUTHhCSI METOIMYECKH 00pabaThiBaTh MaTepual (BBIICISATH TJIABHBIE MBICIU H
NOJOXKEHHsI, TPUXOJUTh K KOHKPETHBIM BBIBOJIaM, MOBTOPSATH WX B  Pa3IMYHBIX
dbopmynHupoBKax);

— MOJy4eHHE TOYHOTO MOHMMAaHHs BCEX HEOOXOANMBIX TEPMHHOB U TIOHATHH.

JIeKIMOHHBI MaTepHal MOXET CONPOBOXKIATHCS JEMOHCTpAllell CIaloB |
UCIIOJIb30BAHUEM Pa3/IaTOYHOTO MaTepHhaia IpPH MPOBEACHHUH KOPOTKHX JUCKYCCHH 00
0COOCHHOCTSIX IPUMEHEHHS OTAETBHBIX TEMATHK 110 JUCLUILIHHE.

CTpyKTypa MpeoCTaBICHUS JICKIIMOHHOTO MaTepuaa:

— U3noxxeHue TEKIMOHHOTO MaTepHaia;
— IlpexncraBneHne TeOpeTUYECKOrO MaTepuaa IMperno aBaTesieM B BUIE CIAiI0B;
— OcBOEHHE TEOPETUIECKOTO MaTepralia Mo MPaKTHYSCKUM BOIIPOCaM;
— Crucox BOMpOCOB IO TEME AJIsl CAMOCTOSITENIbHON paboThI CTyIEHTa
11.2. Metoauueckue yKazaHus s OOYyYalomMXCs MO YYacTHIO B CEMHHApax -
V4eOHbIM NIAHOM He NPedyCMOMPEHO .

11.3. Meroauueckue yka3aHus JUIsl OOyYaroIUXcs 0 IPOXOXKICHHUIO MPAKTHUECKUX
3aHIATHH - YYeOHbIM NIAHOM He NPEOYCMOMPEHO

11.4. Metoauueckue yKka3aHusi A7 OOydYarolUXCsl MO BBIIOJHEHUIO J1a00paTOPHBIX
pabor

B xozme BbInoNHEHMs J1a0OpaTOpHBIX paboT oOyyaromMHCcs JOJKEH YriIyOuTh H
3aKpenuTh 3HAHUS, NMPAKTUYECKUE HABBIKH, OBIIAJIETh COBPEMEHHOW METOIUKOM M TEXHUKOU
9KCHEPUMEHTa B COOTBETCTBUU C KBAJIM(UKALMOHHONW XapaKTEpPUCTHKONW OO0YyJaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOMT U3 AKCHEPUMEHTAIbHO-IIPAKTUYECKON, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPHUITUH.

BreinonHenue nabopaToOpHbIX pabOT 00ydaroIUMCS SBJISAETCS HEOTHEMJIEMOM YacThIO
U3y4eHHs] JUCLMIUIMHBI, OIpenenseMoil ydyeOHbIM IUITAaHOM, U OTHOCHUTCS K CpEICTBaM,
00eCTIeYNBAIOIINM PEIICHUE CIIeTYIOINX OCHOBHBIX 3a/1a4 00yJaromerocs:

— TIpHOOpeTeHHe HaBBIKOB HCCIEIOBaHMS IMPOLECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKax JJaHHOW JUCIUIUINHBI;

— 3aKpeIUIeHHe, pPa3BUTHE W JIETATM3alUs TEOPETHUYECKMX 3HAHWH, TOJTYYEHHBIX Ha
JEKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUILIUHE;

— TIpHOOpeTeHHe  HaBBIKOB  CaMOCTOSTEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000pyI0BaHUEM U IPUOOPaAMHU.

3aganue u TpeOoBaHMS K IPOBEICHUIO JIAOOPATOPHBIX paboT
JlabopaTtopuasi padora Ne 1 «Onucanue 0OBEKTa HCCIECIOBAHUS C TOYKH 3PEHUS
aJIMUHUCTPATOpPa O MHPOPMALMOHHOM O€30MaCHOCTH
ens madoparopHoit pabotel Ne 1: TlocTpoeHne pa3nmuyuHbIX MOJENEH, 0TOOpaKAIOIINX
ApXUTEKTYpy AaBTOMATH3UPOBAHHOM CHCTEMBbl OTpaHMYEHMH JOCTyna K UWHGPOpMalUUd U
MIPOBEJICHUE aHAJIW3a MECT U BHJIOB yTeuku HH(popmanuu. OlLleHKa CTENEeHU 3aIMIEHHOCTU
UHpOpMaLINH.
3amanue k mabopaTopHoit padoTe Nel
1) BBIMOTHHUTE OLIEHKY aKTyalbHOCTH, pa3pabaTbiBaeMoil HH)OPMAMOHHON
2) CHCTEMBI
3) IIpoBecTu CTPYKTYpHBIH CHCTEMHBIN aHAIN3 OU3HEC-TIPOLIECCOB




4) npenmernoii obnactu. [loctpouts amarpammer IDEFO (AS-IS), DFD (ASIS),
(mpu Heobxoaumoctu — IDEF3 (AS-IS).
5) Omnucath pa3paboTaHHBIC THATPAMMBI
6) BeigennTh akTHBBI (KPUTHYECKUE DJIEMEHTHI), MOJUICKAIHe HH(OPMAIIMOHHOM
3aluTe
Crpykrypa u dhopma oTyeTa 0 1abopaTopHOM paboTe
Otuer no nabopatopHbIM paboTaM JOJHKHA OTpakaTh HE (PaKT CIPOECKTHPOBAHHOW CHUCTEMBI
3aIIUTHI, a TPOLECC MPOSKTUPOBAHUS, MOKA3BIBAIONINN BCIO pabOTy HaJ MPOEKTOM HA4YMHAS OT
MOJYYEHHOTO HCXOJHOTO MaTepuayia M HaOpocka Oynymiedl 3amuineHHOW HWH(POPMALUOHHOM
CHCTeMbl M 3aKaHYMBas pPa3pabOTaHHBIM W TMPOTECTHPOBAHHBIM HPOTPAMMHBIM I1aKETOM, C
000CHOBaHMEM BCeX MPUHATHIX B IpoIecce MPOSKTUPOBAHUS pelleHuil. B conepxanun 1omkHa
ObITH OTpa)keHa CTpyKTypa oT4era. BBeaeHume MODKHO XapakTepH3oBaTh Ty cdepy
YeJIOBEYECKOM JNIeATeNbHOCTH, [UIA KOTOpOH OyJeT mpoeKTHpoBaTbes npuioxenue. [lpu
OIMCAHUM JUAarpaMM JOJDKHBI OBITh H3JIOKCHBI OCHOBHBIC (DYHKIIMOHAIBHBIE BO3MOXHOCTH
Oyaymiell cucTeMbl 3alIMThl MHPOpPMAIMU, a TaKXKe BHUIbl WHPOPMALUU KOTOpPbIE MPUICTCS
XpaHUTh W 00pabaTbiBaTh Uil JOCTIDKEHHS IIOCTaBIEHHOM wenu. B mocnemyrommx
7a00paTOpHBIX ~ pabdoTax  JOJDKHBI  OBITh  W3JIOKEHBI  JTalbl  KOHCTPYMPOBAHUS |
(YHKIIMOHMPOBAHHUA  NPOTPAMMHO-TEXHHYECKHX  YCTPOWCTB  3allUThl  MHPOpPMAIMU |
TEXHUYECKUX 0OBEKTOB OT HECAHKIIMOHMPOBAHHOTO JAOCTYIIA.
TpeboBanus k 0ohopMIECHUIO OTYETA O J1TaOOpPaTOpPHOU paboTe
— Otuér o maboparopHoii pabore (JIP) mpemocraBmsercss B TMeYaTHOM/WIIN

3JIEKTPOHHOM BUJIE;

— Otuér o mabopaTopHOl paboTe JOHKEH COOTBETCTBOBATH CTPYKType M (opme
OTYeTa, IPEICTABIICHHOMN BBILIE;

— Oruér o naboparopHoit pabore noykeH uMeTh TUTYIbHbIN juct (OCT 7.32-
2001 uzganus 2008 rosna) ¢ Ha3BaHUEM U MOAINUCHIO CTYAEHTA(OB), KOTOPbIH(bIE)
ee caenan(u) u opopmuii(un);

— Crynear nomkeH 3amuTtuth JIP. OTMeTKa 0 3amuTe JODKHA HAXOTUTHCS Ha
TUTYJIBHOM JIUCTE BMECTE C MOAINHUCKHIO TPENoIaBaTers.

Ccpuika Ha JIP1 - https://pro.qguap.ru/get-task/78006590fcaa9bfclad5022f9065d23b

JlabopaTopuas padora Ne 2 «Iloctpoenne mH()OIOTHYECKUX MOJENEH, 3alTUIIIEHHBIX
HC»

Hens maGopatopuoit paborer Ne 2: Iloctpoenue uHPOTOTHUECKUX MOJCIECH,
samuiieHHbix MC u 0a3 JaHHBIX C 3alIMIIEHHBIMU TOJSMH U YCTaHOBIEHHBIMU IMpaBaMu U
MPUBWIETHSAMH J10CTyNa K JaHHBIM OIIeHKa CTETEeHHU 3alUIIEHHOCTH HH(OPMAaLIHH.

3ananue K abopaTtopHoii padote Ne2

1) TloctpouTs MOETH YIPO3 pa3pabarbiBacMOil HHOOPMAIIHOHHON CHCTEMBI

2) Tloctpouts MOAENH HAPYIIUTEIS

3) CdopmMupoBath peecTp aKTyaTH3UPOBAHHBIX YIPO3 ISl KAKIOTO aKTHBA

4) OueHHUTh BOBMOXKHBIE PUCKU

5) TlpoBecTd CTPYKTYPHBIH CHCTEMHBIH aHAIN3 OW3HEC-TPOIECCOB IMPEIMETHOMN
obnactu. Iloctpouts mumarpammel IDEFO (TO-BE), DFD (TOBE), (mpu
Heooxoaumoct — IDEF3 (TO-BE).

6) Omnucath pa3paboTaHHBIC THATPAMMBI

7) OleHUTH CTENEeHb 3alUIIIEHHOCTH HH(OopMaIuu

[Ipu BbImonHeHUH Ta00PATOPHOI pabOTHI CTYIEHTY OTBOJIUTCS POJb aJMUHHUCTpPATOPA
CeTH MPEeANpHUATHS WU aJIMUHUCTpaTropa 0a3 MaHHBIX. B cooTBeTCTBUM C 3a/laHHOI POJIBIO
HEO0XO0/IMMO CIIPOEKTHPOBATH CHUCTEMY 3alIUThl MHPOPMALUHU 51 KOHKPETHOTO Y4acTKa CETH.
Jlns penieHus JaHHOM 3a7jauu TaKKe HEOOXOAUMO:


https://pro.guap.ru/get-task/78006590fcaa9bfc1ad5022f9065d23b

1) PacnpenenuTh yYacCTHUKOB CETH MO TIOMCUICHHSM TPEINPHUITHS, YYHTHIBAS
pasziesicHre CITyXKalluX MPEIIPUATHS Ha TPYIIIBI TI0 3aJJaHHOMY IPU3HAKY.

2) CocTaBUTbh CTPYKTYPHYIO CXEMY CBOETO YYacTKa CETH C YKa3aHUEM BO3MOXKHBIX
KaHAJIOB YTCUKU MHPOPMAILIUU U TTPOOIIEM 3aIUTHI.

CrpykTypa ¥ hopMa 0TYETA 0 JabopaTOpHOM padoTte

JIoTKHBI OBITH U3TI0KEHBI ATANbl KOHCTPYUPOBAHUS U (PYHKIIMOHUPOBAHUS IPOTPAMMHO-
TEXHHYECKUX  YCTPOMCTB  3amUThl  MHGOpPMAMM W TEXHHYECKUX  OOBEKTOB  OT
HECAHKIMOHUPOBAHHOTO JOCTYTIA.

Ccruika Ha JIP 2 - https://pro.quap.ru/get-task/a8e23daa5916a441df4694dfc8e89059

JlabopaTopHas padora Ne 3 «Pa3paboTka MoauTHK 6€301MacHOCTH HHHOPMALIII

Lenp mabopatopHoit pabotel Ne 3: OneHka 3alMIEHHOCTH HHPOPMAIIMOHHOW CHCTEMBI,
dbopMupoBaHHE KOPIIOPATUBHOM M YAaCTHBIX MOJUTUK HWHOOPMALMOHHONW O€30MacHOCTH,
peanu3yonmx TpeOyeMblil YpPOBEHb 3aIUIIIEHHOCTH CUCTEMBI.

3amanue K 1abopaTopHoii padote Ne3

1) Ha ocHOBaHMM TpPEIIOJIOKEHUH O€30MacCHOCTH, MpPU YYeTe Yyrpo3 U HMEIOIIUXCS
ySA3BUMOCTEH  (MOJenu yrpo3, TOJydeHHOW B JiabopatopHoid pabore Ne 1)
chopMysMpoBaTh Leau 0€30IaCHOCTH, ONPENEIUTh KJIACC M KaTErOpUI0 3allULICHHOCTH
nH(pOpMaIMOHHOM (aBTOMaTH3UPOBAHHOW) CHCTEMBI.

2) PyxoBoactBysce TOCT P UCO/M3K TO 13335, TOCT P UICO/M3K 17799 u T'OCT P
NCO/MDBK 27001 BBINOTHUTH allPHOPHYIO OLIEHKY M MPUOPUTHU3ALMIO PUCKOB, a TAKXKe
coONIOZICHNE 3aKOHOJATENIbHBIX M  HOPMAaTHBHBIX AaKTOB Ul  paccMaTpUBAeMOM
uH(pOPMallMOHHON cucTeMbl ([[1s1 OlleHKH peKOMEHIyeTcs HCIOJIb30BaTh MPOrPAMMHOE
CPEICTBO MICROSOFT SECURITY ASSESSMENT TOOL)
https://www.microsoft.com/ru-ru/download/details.aspx?id=12273)

3) PesynbraThl SKCHEpTHOH OLEHKH puckoB Wb, monydeHHble Ha NPEObIAYIIEM IIare
UCIIONIb30BaTh sl (POPMUPOBAHUS KOPIOPATUBHON M HEOOXOJUMOTO YHCIIa YaCTHBIX
MOJINTHUK, TIO3BOJISIFOIIMX MPUBECTU 3aIllIUIAEMYI0 cucTeMy K cooTBeTcTBUIO0 ISO 17799 ¢
Y4E€TOM MPUOPUTU3ZALUU PUCKOB

4) TlpoBecTH  OIICHKY  3alWIICHHOCTH,  JKCIUIyaTHPYeMOH  WMJIM  MPOCKTUPYEMOW
WH(OPMAIIMOHHONW CHUCTEMBI C YYETOM aJalTallid MPaBHJ MOIUTHK WHGOPMAaIMOHHON
0€30MacHOCTH (KpaCHBIX KPYKKOB B OKCIIEPTHOM OIIEHKE HE JI0JPKHO OCTaThCs).

5) BbIaenuTh B MOJUTHKAX HHPOPMAITHOHHOM O€30MaCHOCTH BHECEHHbBIC H3MCHEHUSI

6) Odopmuts otyer 1o JabopaTtopHoil pabore.

Ccounka Ha JIP 3 - https://pro.guap.ru/get-task/72f5bfd68686b1c0ef4ae3a25fb7d448

JlaGopatopnas padora Ne 4 «C6op J10roB coObITHI MHPOPMALIMOHHOW 0€301MaCHOCTH B
AirSIEM»
Lens nabopatopHoit paborel Ne 4: paspaboTath cucteMy, KOTOpas MO3BOJSET
AHAIM3UPOBATh PErMCTPUPYEMbIE B 3alUIIaeMO HHAPACTPYKTYpe COOBITHS, MOCTYMAONINE OT
pasNIMYHBIX ~ MCTOYHHKOB, W  OOHapy)XMBaTh  aTaKW/CUEHAPUHM  aTaK/TIOI03pUTENIbHbIE
JNENCTBUS/OTKIOHEHUSI OT HOPMBI, (opmupys mpu HEOoOXOIUMOCTH COOTBETCTBYIOIINE
MHIIUJICHTHI 0€30I1aCHOCTH.
3amanue k mabopatopHoit pabote Nod
1) CdopmupoBars TexHnueckue noautuku b
2) Ha ocHoBanumu pa3pabOTaHHBIX IOJUTHK HHMOPMAIIMOHHON Oe30macHOCTH, mpoduiei
3alIUTHl ¥ 33JaHUN 10 0€30MacHOCTH MHPOPMALMOHHON (aBTOMAaTU3UPOBAHHOM) CUCTEMBI
n/wm C3U, pazpadorarts apxurektypy SIEM-cucremsr

3) PasBepHyTh SIEM-3kocucremy, UCIIONb3Ys IIPOEKT AirSIEM
https://github.com/fisher85/AirSIEM


https://pro.guap.ru/get-task/a8e23daa5916a441df4694dfc8e89059
https://pro.guap.ru/get-task/72f5bfd68686b1c0ef4ae3a25fb7d448

4) WcxonmHbrit KOJ saapa KOPpEIALUN -
https://github.com/fisher85/AirSIEM/tree/master/AirSIEM

5) Peanu3oBaTh MojcUCTEMy cOOpa U XpaHECHHUS MOCTYIAOIIUX COOBITHI 0€30IaCHOCTH;

6) Odopmurh oTyeT M0 JabOpaTOPHOI padore.
Ccpuika Ha JIP 4 - https://pro.guap.ru/get-task/c2d006368e42beb0e8e4c26dc7612b6f

11.5. Meronuveckue yKazaHusl JUIsI OOYYAIONMUXCS IO TMPOXOXKICHHIO KYpPCOBOTO
IPOCKTHUPOBAHUS/BBITIOIHEHUS] KyPCOBOU PAOOTHI - yUeOHbIM NIAHOM He NPedyCMOMpPeHO

11.6. Mertoauueckue ykazaHus JUIsl OOYYaIONIMXCS MO MPOXO0XKICHUIO CAMOCTOSITEIHHOM
paboThI

B Xxoze BBITIOJIHEHUSI CaMOCTOSITEIIbHON PabOThI, OOYYAIONIUIICS BBIMOJIHAET PadOTy IO
3aJIaHUI0 M TIPH METOJMYECKOM PYKOBOJICTBE IMpErojaBaTelisi, HO 0€3 ero HemocpeJICTBEHHOTO
YUYaCTHS.

s oOydarommxcsi 1Mo 3a04HOM (opMe OOy4eHHs, CaMOCTOSTENbHAs padoTa MOXKET
BKITIOYATh B CE0s1 KOHTPOJIBHYIO padoTy.

B mporiecce BBIMOTHEHHSI CaMOCTOSITENILHON paboThl, Yy oOydaromierocst (GhopMupyercs
enecoo0pa3Hoe MIaHUPOBaHUE pabouero BpEMEHH, KOTOPOE MO3BOJISIET UM pa3BUBATh YMCHUS
U HaBBIKM B YCBOCHWU M CHCTEMATH3allMM MPUOOpETAcMbIX 3HAHWUU, 00CCIICYMBACT BBICOKHIA
YPOBEHb YCIIEBAEMOCTH B TIEpUOJ OOYUYCHHsI, IIOMOTACT TIOJYYUTh HABBIKH TOBBINICHHS
poeCCHOHAIBHOTO YPOBHSI.

MeroauyeckiMH ~ MaTepuallaMH,  HaNpaBJSIONIMMU  CAMOCTOSITENIbHYHO — paboTy
00yJaroUUX CSASBIISIOTCS:

—  y4eOHO-METOJIMYECKUN MaTepPHall 10 TUCIUILIHHE;

— METOJUYECKUE YKa3aHHUs MO BBIMOJIHEHUIO KOHTPOJIBHBIX Pa0oT (Ui 00ydYarommxcst
10 32049HOM (hopme 0OyUeHHS).

11.7. Meroauueckue yka3zaHus JUis OOyYaroIIUXCS MO0 TPOXOXKICHHUIO TEKYIIETO
KOHTPOJISI YCTIEBaeMOCTH.

Tekymmii KOHTpPOJIb YCIIEBAEMOCTH MPEIyCMATPUBACT KOHTPOJIb KAavecTBa 3HAHHM
00yJaroIUXCsl, OCYIIECTBIIIEMOTO B TEUECHUE CEMECTpa C IICNIbI0 OICHUBAHUS XO0Ja OCBOCHUS
JTCIIATUTAHBI.

11.8. MeToauyeckue yka3zaHUs JUIsl O0yYaroONIMXCs MO TPOXOXKICHHIO IMPOMEKYTOTHON
aTTECTAllHH.

[IpomexyrouHass  arrectamus  OOYYAIOIMIMXCS — MPEAYyCMaTpHBAEeT  OICHWBAHHE
MPOMEKYTOUYHBIX M OKOHYATEIILHBIX PE3yJbTaTOB 00ydeHus 1o aucuuiuimHe. OHa BKIIIOYACT B
ceost:

— D9K3aMeH — (¢opMma OIEHKM 3HaHHMH, MOJYyYEHHbIX OOydaromMMcs B Ipoliecce
U3y4eHHs BCel AMCLUUIUIMHBI WM €€ YacTH, HaBBIKOB CaMOCTOSITENIbHONW paboThl, CHOCOOHOCTH
OPUMEHSTh MX JUIS PEHICeHUs NPAKTUYECKUX 3aJad. DK3aMeH, KaK IpPaBHJIO, MPOBOJIUTCS B
NEPUOJ HSK3aMEHAIIMOHHOW CECCHMM W 3aBEpIIAETCSl aTTECTAllMOHHOM OLICHKOM «OTIIMYHOY,
«XOpOILIO», «YAOBIETBOPUTEIHHOY, «HEYAOBIECTBOPUTEIHHOY.

— 3aueT — 3To (hopMa OLEHKU 3HAHUM, MMOJyYEHHBIX OOYYaIOUIMMCS B XOJI€ U3yUCHHS
y4eOHOH TUCHUIUTMHBI B LIEJIOM MM IPOMEXXYTOUYHas (110 OKOHYaHUHM CEMECTpa) OLleHKa 3HAaHUH
00y4aroImuMcsl IO OTAENbHBIM pa3fesiaM AUCLHUILUIUHBI ¢ aTTECTAllMOHHON OLIEHKOW «3a4TeHO»
WIH «HE 3aU4TEHO».

— auddepeHunpoBaHHbIl 3ayeT — 3T0 (¢dopMa OLEHKH 3HAHWM, MOJyYEeHHBIX
o0Oy4armuMcsl TpU U3YYEHUH JUCHMILTUHBL, TIPU BBIIOJHEHUH KYPCOBBIX MPOEKTOB, KYpPCOBBIX
paboT, HAy4YHO-UCCIIEOBATENILCKUX PabOT U MPOXOXKACHUU MPAKTHK C aTTECTAI[MOHHON OLIEHKOM
«OTIIMYHOY, «XOPOILOY, «yJOBIECTBOPUTEIBHOY, KHEYIOBIETBOPUTEIBHOY.

Cucrema OIEHOK MpH IPOBEIECHUU TNPOMEKYTOUHOM aTTecTalMd OCYUIECTBISETCS B

coOTBeTCTBUU ¢ TpeboBanusMu [lonoxennit «O TekylleM KOHTPOJE YCIEBAEMOCTH U
IPOMEXKYTOUHOM arrectanuu cryaeHToB ['YAII, olywarommxcs Mo nporpaMmaM BbICIIETO


https://pro.guap.ru/get-task/c2d006368e42beb0e8e4c26dc7612b6f

obpazoBanus» U «O MOAYTLHO-PEUTHHTOBOM CHCTEME OIICHKHM KadecTBa Yy4eOHOW paboThl
crynentoB B 'Y AIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIUILINHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




