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AHHOTaUs

Hucuumnuna «MubopmannonHas 0e30MacHOCTh paclpeieseHHbIX HH(POPMAIMOHHBIX
CUCTEM» BXOJHUT B 00pa3oBaTEeNbHYI) NPOrPaMMy BBICIIETO OOpa30BaHUS — MPOTPAMMY
CIIeNMaJuTeTa MO HampaBieHH0 moaroToBku/ cneruaibHocTH 10.05.03 «MHpopMannoHHas
0e30MacHOCTh AaBTOMATHU3UPOBAHHBIX CHUCTEM) HAMPaBICHHOCTH «be30macHOCTh OTKPBITHIX
nH(pOpMAIMOHHBIX cucTeMy. JlucuumirmHaa peanusyercs kadenpoit «Ne33y.

JlucuurinHa HareneHa Ha (GOPMHUPOBAHKE Y BBITYCKHUKA CIICTYIOIINX KOMITETCHITUH:

[IK-1 «CnocobeH BbIMOMHATH pPabOThl MO MPOEKTUPOBAHUIO ABTOMATHU3UPOBAHHBIX
UH(OPMAITMOHHBIX CUCTEM

[IK-2 «Cnocoben ¢opmupoBaTh TpeOOBaHHS K 3amuTe HWHGOPMAlMU B OTKPBITHIX
UH(OPMAIIMOHHBIX CUCTEMAX)

I[IK-3  «Cnocoben  pa3pabarbiBaTh  CpPEACTBAa  3aIlUTBI  CETEH  CBA3M  OT
HECAHKI[TMOHHUPOBAHHOTO JJOCTYIIa»

[1IK-4 «CnocobeH ocymecTBIsITh paboThl O pa3pabOTKe CUCTEM 3alUThl UHPOpMALUK
ABTOMATU3UPOBAHHBIX CUCTEM)

[IK-7 «CriocobeH ymnpaBisiTh pa3BUTHEM CPEACTB 3aLIUThI OTKPBHITHIX HHPOPMAIIMOHHBIX
CHCTEM OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIa

I[IK-9 «CnocobGeH ocymecTBIsAT, padOTBl MO OIEHKE pabOTOCIOCOOHOCTH H
3¢ (HEKTHBHOCTH MPUMEHSIEMBIX TIPOTPAMMHO-ANIAPATHBIX CPEJICTB 3aMIUTHl HHPOPMAITUI

I[IK-10 «CnocoOeH OCyIIecTBISATh OpraHU3alui0 paboT 1O BBINOJHEHHIO B
ABTOMATH3UPOBAHHBIX CHCTEMax TPEOOBAHUM 3aIUTHI HHPOPMAITU

[IK-11 «CnocoOeH mnpoBOIUTH OLEHKY YpPOBHS HH(POPMAIMOHHON O0€30MacHOCTH
OTKPBITBIX HHPOPMAITHOHHBIX CUCTEM)

CopepxaHue IUCHUIUIMHBI OXBaThIBAET KPYI BOINPOCOB, CBSA3AHHBIX C HU3YYCHHUEM
ApXUTEKTYphl pacrpeaesieHHbx uHpopMmammuoHHbIx cucteM (PUC), ocobeHHOCTel 3aluThI
unpopmanmu B PUC, obecnedenueM Oe3omacHOCTH UHGOPMAMU B  MOJIH30BATEIbCKON
MOJICUCTEME M CIEIUAIM3UPOBAHHBIX KOMMYHUKanMoHHBIX MC, 3amurToit mHOpManuud Ha
YpOBHE TMOACHUCTEMBI yMPaBICHHUs, 3alIUTON MH(DOpMAMKU B KaHAlaX CBSA3H U OCOOECHHOCTSMU
3aIuThl HHOpPMAIMU B 0a3ax JaHHBIX.

[IpenogaBanne AUCHUIUIMHBI MpEAyCMAaTPUBAET Cienyromue (QOopMbl OpTraHU3AINH
y4eOHOTr0 TMpoIiecca: JIEKIUH, JJabopaTopHbIe padOThI, CAMOCTOSTEIbHAS pab0Ta 00yJaromEerocs.

[IporpamMmMoil AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BHUIbI KOHTPOJS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, TPOMEKYTOUHAs aTTecTanus B (hopMe dK3aMeHa.

OO6masi TpyA0EMKOCTh OCBOEHHSI AUCIHILTUHBI COCTaBIsAeT 4 3a4eTHBIX eAuHHIbI, 144
yaca.

SI3bIK 00yUYeHUs IO JUCIUILTUHE KPYCCKUI»



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Hemn MIPEToIaBaHM TUCLATUINHEL «MHpopManmonHas 0€e301acHOCTh
pacmpeneieHHbIX WH(GOPMAIMOHHBIX CHUCTEM» JUIsl CTyAeHTOB crneruanbHocTr  10.05.03
«MHdpopmanionHass  0€30MMaCHOCTh ~ aBTOMATH3WPOBAHHBIX ~ CHUCTEM»  3aKIIOYacTcs B

nproOpEeTeHNH TEOPETUUECKUX 3HAHUN U (POPMUPOBAHUH MPAKTHUECKUX HABBIKOB, CBA3AHHBIX C
IPOEKTHUPOBAHUEM apXUTEKTypbl pacnpeneneHHblx MC, pa3paboTkol cHCTEMBl 3alIUTHI
unpopmauun B PUC, obecreuenunem OezomacHOCTH WHGPOpPMALMU B TOJIH30BATEIHCKON
HOJCHCTEME U CHELMAIU3UPOBAHHBIX KOMMYHMKalMOHHbIX MC, opraHusanuu 3amuThbl
uH(OpPMAaLIMU Ha YPOBHE MOJICUCTEMBI YIIPABJICHUS, B KaHAJaX CBS3U U B PACIpEICICHHBIX 0a3ax
JTAHHBIX.

1.2. JlucumnnuHa BXOAMT B  COCTaB  dYacTH, (HOpMUPYEeMOHl  y4acCTHHUKAMH
00pa30oBaTeNbHBIX OTHOIIEHUH, 00pa30BaTeNbHOM MporpaMMbl BbICHIEr0 0Opa3oBaHus (Jajiee —

OI1 BO).

1.3. IlepeueHp IIaHUPYEMBIX PE3YIBTATOB O0YUEHHS IO JUCLUILINHE, COOTHECCHHBIX C
IUIaHUpYyeMbIMU pe3ynbratamu ocBoeHus OIT BO.

B pesynbrare m3ydeHus MUCHMIUIMHBI OOYYarOLIUICs NOJDKEH 001ajaTh CleqyIOIUMH
KOMIIETEHIIMSIMU WJTH WX 9acTsAMH. KoMIeTeHIMu 1 WHAMKATOPHI UX JOCTHKCHUS TPUBEICHBI B

Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMI U HHINKATOPOB MX JOCTHKCHHS

Kareropus (rpynna)

KOI[ 1 HAMMCHOBAHUC

KO,Z[ W HAMMCHOBAHHC MHAHWKATOpa

KOMIIETEHIINH KOMIIETEHIINH JIOCTUKEHHS] KOMIIETEHIIUU
ITIK-1 Cnocoben
BELIOJIHATE PAOOTHI 10 [1K-1.B.1 BnageTs HaBBIKaMu cOOpa CBEIECHUI
[TpodeccuonanbHpie | MPOEKTUPOBAHUIO .
KOMIIETCHIINU aBTOMATHU3UPOBAHHBIX A HH(bOpMaHHOHHO_KOMMYHHKaHHUOHHOH
CUCTEMBI U MEKCETEBBIX COCUHEHUM
MH(OPMaLMOHHBIX
CUCTEM
[1K-2.3.2 3HaTh nporpaMMHO-anmnapaTHbie
I1K-2 Criocoben cpencTBa obecreueHus 3auuThl UHHOpMaIuu
dbopMupoBaTh aBTOMATHU3HPOBAHHBIX CUCTEM
TMpodeccuoHambHbIe TpeOOBaHUS K 3aIINUTE HK"-2.3.7 3I;faTB METO/bI 3aIUThl UHPOPMALIUU
KOMITETEHITHH uH(popMaluu B oT "yTeuku" 1o TEXHUYECKUM KaHajlaM
OTKPBITBIX [1IK-2.Y .4 ymeTp aHanmu3upoBaTh BO3MOXKHBIE
MH(OPMaLMOHHBIX ySI3BUMOCTH MH(QOPMAIIMOHHBIX CUCTEM
cHucTeMax [IK-2.Y.5 ymeTb BBISBIATH U3BECTHBIE
ySI3BUMOCTH MH(QOPMAIIMOHHBIX CUCTEM
ITK-3 Criocoben
pa3zpabaThIBaTh
[Tpodeccuonansuble | cpenctna 3amuThl ceredt | [1K-3.B.1 BnageTs HaBbIKaMU OLIEHKU
KOMIIETEHIIUU CBSI3H OT ySI3BUMOCTH ceTei
HECaHKLMOHUPOBAHHOTO
JocTyna
I1K-4 Criocoben [1K-4.3.2 3HaThE 0COOEHHOCTH 3aIUTHI
OCYIIECTBIISATh pa0OTHl | UH(POPMALIMK B OTKPBITHIX HHPOPMAITMOHHBIX
[Tpodeccruonanbhble | MO pa3paboTKe CUCTEM | CHCTEMax
KOMIIETCHIINU 3aIUThl HH(GOpMaLUU [1K-4.3.4 3naTh npuHUMIIBI POPMUPOBAHUS
ABTOMATHU3UPOBAHHBIX MOJTUTUKH HH(POPMAIIMOHHOM 0€3011acHOCTH B
CUCTEM ABTOMATHU3HPOBAHHBIX CHCTEMAX
[1K-7 Cnocoben
[TpodeccuonanpHbie | yIpaBiIsTh Pa3BUTHEM [IK-7.Y.1 ymMeTp NpoBOANTH aHAJIU3 YIPO3
KOMIIETEHIIUU CPEJICTB 3alUTHI HECaHKLMOHUPOBAHHOTO JJOCTYyIa

OTKPBITBIX




WH(}pOpPMaAITMOHHBIX
CUCTEM OT
HECAHKIIMOHUPOBAHHOTO
JOCTyTa

ITK-9 Cnocoben
OCYILIECTBIISATH PaOOTHI
IO OIICHKE
paboTocrnoco0HOCTH U

[Ipodeccuonanbubie S heKTHBHOCTH [1K-9.3.2 3HaTh NOPSAI0K OpraHU3ai padoT
KOMIIETEHIIUU 10 3aIUTe HHPOPMALIUU
MIPUMEHSIEMbIX
IPOrpaMMHO-
annapaTHbIX CPEICTB
3a1uThl HHGOpMalUu
TIK-10.3.2 3HaTh 3alIUTHBIE MEXaHU3MBI U
cpencTBa obecreueHus 6e30MacHOCTH
AaBTOMATHU3UPOBAHHBIX CUCTEM
I1K-10 Criocoben [IK-10.Y.1 ymeTs onpenensiTe METOABI
OCYIIECTBIISATh YIPaBJIEHUS 1OCTYIIOM, TUIIBI JOCTYIIA U
TpodeccHoHabHbE OpraHu3aIyio padoT Mo | mpaBuiia pa3rpaHuYeHHs] JOCTyMa
KOMIIETEHIIHH BBIIIOJIHEHUIO B [1K-10.Y.2 ymeTs k1accupuImpoBarhb }
ABTOMATHU3UPOBAHHBIX 3aluaeMyo HHGOPMaIIUIO 10 BUAaM TalHBI
cucreMax TpeOOBaHUH | U CTENEeHH KOH(UACHIHATLHOCTH
3aIUTHl HTHPOPMALTIH [1K-10.B.2 BnageTs HaBbIKAMU OpraHU3aIMT
nporecca pa3paboTKu MoJienel yrpos u
MoJIeIei HapyIIUTeNs: 6e30MacHOCTH
KOMIBIOTEPHBIX CUCTEM
TIK-11.3.1 3HaTh METOABI U METOTUKH OLIEHKH
ITIK-11 Cnocoben 0€30MMacHOCTH NMPOrpaMMHO-aNNapaTHbIX
IIPOBOAUTH OLICHKY CPEICTB 3alUThl HHGOPMAITUU
YPOBHS [1K-11.3.2 3HaTh NPUHLIUIIBI TOCTPOEHUS
[Tpodeccrnonanbuble | HHPOPMAITMOHHON MOJICUCTEM 3aIIUThI HH(pOpMALIUU
KOMITETEHIINU 0e301macHOCTH [IK-11.VY.1 ymers onpenensts napameTpsl
OTKPBITBIX (YHKITMOHUPOBAHHUSI CPE/ICTB 3ALUTHI
MH(OPMaLMOHHBIX nH(popmanuu, pa3padaTbiBaTh METOIUKN
CUCTEM OLIEHKH MX 3alUILEHHOCTH, OLICHUBATh

3¢ HEeKTUBHOCTD 3alUTHI HTHPOPMAIUU

—  «OcHoBBI HH(POPMAIIMOHHOH 0€301TaCHOCTH

2. Mecro nucuuminHb B cTpykType OI1

JucuumnirHa MokeT 0a3upoBaThCsl Ha 3HAHUAX, paHee MPUOOPETEHHBIX 00YJarOIIUMUCS
IIPU U3YYECHUH CIICYIOIIUX TACIUILINH:
—  «TexHonoruu u MeTOABI IPOrPaMMUPOBAHUS)

— «Teopusi CUCTEM U CUCTEMHBIN aHAJIN3»
— «beszonacHocTs cereit OBM»

— «3amura uHpOpMaIMU OT YTEUKU IO TEXHUUECKUM KaHajIam»»

— «Mertonbl U cpencTBa KpUNTorpaguueckoil 3auTbl HHPOPMAIII)
—  «Oprannzanust 9BM 1 BBIUUCIUTEIBHBIX CHCTEM))

— «Cetu U cuctemsl epeaun HHGOpPMaLIUN»
— «OpraHuzaioHHOe U TPaBOBOe obecrneueHne NHPOPMaAIMOHHON 0€3011acHOCTH

— «[IporpammHo-anmnapaTHbIe CpPeICTBA 3aLIUTHl HHPOPMALIUN»

— «Pa3paboTka u 3KcITyaTanys aBTOMaTH3UPOBAHHBIX CUCTEM B 3aILUIIIEHHOM UCIIOJHEHUI




— «YmpasneHnue HHHOPMAITMOHHON 06€30IaCHOCTHION
— «Metoabl 1 cpeacTBa MPOSKTUPOBAHUS HH(POPMAIIHIOHHBIX CHCTEM»
— «Teopus napopmMannoHHON O0E30MaCHOCTH
— «3amwura nHGOpMANH B pacHpeieIeHHBIX HHOOPMALMOHHBIX CHCTEMAaX
3HaHMA, TOJYYEHHBIC NPU H3YYCHWH MaTepHala IaHHOW JWCIMIUIMHBI, UMEIOT Kak
CaMOCTOSITENIbHOE 3HAUeHUE, TAaK U MOTYT UCIOJIb30BATHCS MPU U3YUCHUU IPYTUX TUCIHUILINH:
— «IIpousBoacTBeHHAs IPEAUIUIOMHAS IPAKTUKAY,
— «l'ocynapcTBeHHAast HTOTOBAsI ATTECTALMS»

3. OO0BEM H TPYJOEMKOCTh JUCIUILTAHBI
JlanHbie 00 00mEM 00beMe JHUCHUILIMHBI, TPYIOEMKOCTH OT/ACIBHBIX BHJOB Y4eOHOMH
paboThI 1O TUCIUILIMHE (M paclpeieieHue 3TOH TPYAOEMKOCTH 110 CEMeCTpaMm) IpPeACTaBICHbI B
Tadymue 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUIITMHbI

TpynoemMKkocTs 1o
Bun yuebnoit paboTbl Bcero ceMecTpam
Nel0
1 2 3

Oowan mpyooemKkocmp OUCYUNJIUHDL, 4/ 144 4/ 144
3E/ (uac)
U3 Hux uacoe npaKmuyecKkoil no020moeKu 34 34
AyoumopHuie 3aHamus, BCEro Jac. 68 68
B TOM YHCIIC:

nekiuu (JI), (dac) 34 34

npakTudeckue/cemunapckue 3anatus  (I13),

(dac)

naboparopusie pabotsl (JIP), (dac) 34 34

KypcoBoil npoekT (padota) (KII, KP), (yac)

9K3aMeH, (4Jac) 36 36
Camocmoamenvnan paboma, Bcero (4ac) 40 40
Buo npomesxcymounoit ammecmayuu:. 3a4er,
mubd. 3ager, sk3amed (3auer, dudd. 3auy, OK3. OK3.
JK3.**)

EX3

[IpuMeuaHue: kaHAWAATCKHI SK3aMEH

4. ConepxaHue JUCITUTUTHHBI
4.1. PacnpeneneHue TPyJIO0EMKOCTH JUCIUILTHHBI MO pa3esiaM U BUAAM 3aHITHIA.
Paznensl, TeMBI TUCIUTIINHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHIIE 3.

Tabnuna 3 — Pa3ensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Paznesibl, TeMbl JUCIMITIHHBI Jlexuma | 113 (C3) - JIP KII CPC
’ (gac) (gac) (dac) (gac) (dac)
Cemectp 10

Paznen 1.Apxurekrypa pacnpenenennsix MC
Tema 1.1.Knaccuduxauus PUC

Tema 1.2.Kommyranmonnas moacucrema PUC:
KoMMmyTarnmonnbeie Moaynu (KM); kaHass! cBs3u; 4 4 6
KOHIIEHTPATOPbl; MEKCETEBBIE IITIO3HI.

Tewma 1.3.IToacucremsl PUC: mons3oBarenbekas;
MOJICUCTEMA YTIPABJICHNA; KOMMYHHUKAIIMOHHAS
MOJICUCTEMA




Paznen 2. Ocobennoctu 3amuTs! nHbopmanuu B PUC
Tema 2.1. KoprioparuBHabie u obmenoctymnasie PHC.
[Moctpoenue cuctemsl 3amuThl HHGopMaryu B PHUC.
Tema 2.2. OcobeHHOCTH 3aIIUTH HH(OPMALIUU OT
HenpenHamepeHHbIX yrpo3 B PUC. [laccuBHble
aKTHUBHBIE yTpo3bl Oe3omacHocTH nHpopmarmu B PYC.
Tewma 2.3. Mepsl, npeAnpuHIMAaEeMbIe IS
obecnieyeHunst 6€30MacHOCTH UHPOPMAIIH B
cocpenoToueHHBIX C, MEXaHU3MBI [ISI 3aIIUTHI
MHQOPMaLUK MIPU TIepeiade ee Mo KaHajlaM CBS3U
Tema 2.4. Mertons! 1 cpeaCcTBa, 00ECIICUNBAIOIIUC
Oe3omacHOCTh HHPOPMAITUHN B 3alTUIIICHHON
BBIUHCIIUTEIHHON CETH

Paznen 3. O6ecnieuenne 6e30nacHOCTH HHPOPMALIUH B
NOJIb30BATENBCKOI MOACUCTEME
CIICIMATM3UPOBAHHBIX KOMMYHHKAIIMOHHBIX MC

Tema 3.1. [lognepxka MEXaHU3MOB ayTEHTH(PUKAIIUH U

pasrpaHu4eHus JOCTyNa

Tema 3.2. Crieunannu3upoBaHHbIE KOMMYHUKALIHOHHBIE
KOMITbIOTEPHBIEC CUCTEMBI.

Tema 3.3. Llentp ynpapnenus cetsio. CpeacTsa
3amuThl HHGOpMaIwH, cienuann3npoBanaoi MC
aJMUHHUCTPATOPA CETH

Pasnen 4. 3amuTa nHbOpMaIuu Ha YPOBHE
MOJICHCTEMBI YIIPaBJICHHSI

Tewma 4.1. YrpasneHnue nepemadeii cooOIIeHU M0
OIIpeIeJICHHBIM ITPOTOKOJIAMH.

Tema 4.2. MexayHapoHbIe CTaHAAPTHI
B3aUMOJICHCTBUS yIAJIEHHBIX 3JIEMEHTOB CETHU:
npotokon TCP/IP u npotokon X.25.Mogens OSIL
Tewma 4.3. TIpoGuiemsl 3amuTel nHbGOpManuu B PUC

Pasnen 5. 3amuTa nHbopMaIuK B KaHaIax CBA3U
Tewma 5.1 Komrurekc METOJIOB U CPEJICTB 3aIUTHL,
MTO3BOJISIONIUX OJIOKUPOBATH BOSMOYKHBIE YTPO3BI
Oe3onmacHOCTH HH(POPMAIIUH.

Tema 5.2. Ilpoueaypsl B3aUMHOTO HOATBEPKICHUS
MOJIJTHHHOCTH a00HEHTOB WIIM TIPOIIECCOB.

Tema 5.3. Vcnonb3oBanue KpUNTOrpahuaeckux
METOHO0B 3all[UThI

Paznen 6. OcobenHocTr 3ammThl HH(QOPMAIIUU B
pacnpeneneHHbIX 0a3ax JaHHBIX

Tema 6.1 PensiinoHHbBIC M HEPESIIMOHHBIC 0a3bI
JMaHHBIX. OYHKIUN YIIpaBIICHUS TaHHBIMH,

Tewma 6.2. OcobeHHOCTH 3aIUTH HHPOPMALIUU B
0a3zax JaHHBIX.

Tema 6.3. Pasrpanuuenue goctyna k Qaiiaam 6a3
JIAHHBIX U K Y4aCTsIM 0a3 JaHHEIX

Tewma 6.4.Pexxumbl paboTHI ¢ 32 (pPOBaHHBIMH
0a3aMH JaHHBIX.

Tema 6.5.MeTopI NPOTUBOJCHCTBUSA yTpo3aM
uHpOpMaIuy B 6a3ax JaHHBIX

10

Uroro B cemectpe:

34

34

40

Hroro

34

34

40




[IpakThdeckass MOATOTOBKA 3aKIIOYaeTCss B  HEMOCPEICTBEHHOM  BBITIOJHEHUU
oOydJalolmuMuUCs  OMNpelNeleHHbIX  TPYAOBBIX  (YHKIMH,  CBSI3aHHBIX ¢  Oya;yuleit
npodeCCHOHATIBHOMN 1S TETbHOCTBHIO.

4.2. CopnepskaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
Copep:xanne pa3esioB M TeM JICKIIMOHHBIX 3aHITHIA MIPUBEICHO B Ta0HIIE 4.

Tabmuua 4 — Copeprkanue pa3esoB U TEM JICKIIMOHHOTO IIHUKJIA

Howmep paznena HaszBanue u conep:xanue pas3iesioB U TEM JICKLIMOHHBIX 3aHATHI

1 ApxurtekTypa pacnpeneieHabix UC

Tewma 1.1.Knaccuduranus PUC (meMoHCTpanus criaiiios)

Tewma 1.2.Kommyrtanmonnas nogcucrema PUC: kommyTtanmnonnsie Mmogynu (KM);
KaHaJIbl CBSI3U; MEXKCETEBBIC SKPaHbl (AEMOHCTPALMS CIIAI0B)

Tema 1.3.IToncuctemsr PYC: nonp3oBarenbckas; HoacucTeMa yupaBieHus;
KOMMYHUKAaIIMOHHAs MOJICUCTEMA (IEMOHCTpaIysl CIai10B)

2 Oco0ennoctu 3amuthl nHGopmauuu B PUC

Tewma 2.1. IlocTpoeHre YaCTHBIX MOJENEH YIpo3. (IEMOHCTpAIUS CIIaiI0B)

Tema 2.2. OcOOCHHOCTH 3alTUTh HH(POPMALIUK OT HeNpeAHaMepeHHbIX yrpo3 B PUC.
ITaccuBHBIC ¥ aKTHBHBIE YIpo3bl Oe3onacHocTy nHpopmanuu B PUC. (nemoHcTpanus
craimoB)

Tema 2.3. Mepsl, npeAnpuHUMAaeMbIe s 00ecieYeHrs 0€30MacHOCTH HH(DOpMauu
B cocpenoToueHHBIX C, MeXaHNU3MBI A7 3aIUTHl MHPOPMALIUH [IPH TIepeade ee 1o
KaHaJjiaM CBS3M (I€MOHCTpAITUs CIIAiI0B)

Tewma 2.4. Metons! u cpeqcTBa, obecreunBarone 6€30MacHOCTh HHOOPMALIUU B
3alUIIEHHON BBIUMCINUTENBHOMN CeTH (JIEMOHCTpALIKs CIaliIoB)

3 Oo6ecneyenue 6e30macHOCTH HH(OPMANIUM B M0JIb30BATEILCKOM MoCHUCTEME U
CIeHAJIM3MPOBAHHBIX KOMMYHUKaUOHHbIX UC

Tewma 3.1. Ilognepkka MEXaHU3MOB ayTEHTH(UKAIINH U Pa3TpaHUYCHISI TOCTYTIa
(memoHcTpaIus ClIaiI0B)

Tema 3.2. Cneunann3upoBaHHbIE KOMMYHUKAIIMOHHBIE KOMIIBIOTEPHBIE CHCTEMBI.
(meMoHCcTpanus CIai/10B)

Tewma 3.3. SIEM-penienus - kak cpejctsa 3amuthl nHGopmaimu B PUC
(memMoHCTpaIus CJIalI0B)

4 3ammTa nHGOPMALMH HA YPOBHE NMOJACHCTEMbI YIIPABJICHHSA

Tema 4.1. Yrpasnenue nepenaueii cooOLIEHUI 110 ONpeIeNeHHBIM TPOTOKOIAMH.
(memMoHcTpaIus ClIai10B)

Tema 4.2. MexayHapoAHble CTaHAAPTHI B3aUMOJACUCTBUSI YAAICHHBIX SJIEMEHTOB CETHU
npotokon TCP/IP u mpotokon X.25.Moaens OSI. (meMoHCTpamnus cliaiiioB)

Tewma 4.3. TIpoOaems! 3ammtsl nHbopMaiuu B PYC. (neMoHCcTpaius ciaiiion)

5 3amuTa nHpopMaNuM B KAHAIAX CBS3H.

Tewma 5.1 Komrurekc METOJIOB U CPEJICTB 3aIUTHI, TIO3BOJISIFOIINX OJIOKHPOBATH
BO3MOJKHBIE YTPO3bl 0€30MacCHOCTH HH(OPMAITUH. (IEMOHCTpAIHS CIAiIOB)

Tema 5.2. IIporieAypsl B3aUMHOTO TTOTBEPKICHUS TTOITUHHOCTH a0OHEHTOB WU
MPOIIECCOB. (IEMOHCTpAITUS CIIANIOB)

Tewma 5.3. Mcnionb30BaHrEe KPUNTOTPAPUISCKAX METOJIOB 3aIIUTHI (JIEMOHCTPAITHS
CJaiIoB)

6 Oco0eHHOCTH 3a1IMTHI MH(OPMALMH B pacnpeeeHHbIX 0a3aX JaHHBIX
Tema 6.1 PenssmonHbIe 1 HEpeNsHMOHHbBIE 0a3bl JaHHBIX. DYHKINN yHpaBICHUS
JaHHBIMH, (IEMOHCTpALHA CIIAH/I0B)

Tema 6.2. OcobeHHOCTH 3aIUThl HHQOpMAIUK B 0a3ax JaHHBIX. (IEMOHCTPAIHSI
CITaiIOB)

Tema 6.3. Pasrpannuenue AocTyna K 0a3e JaHHBIX U K 4acTsIM 0a3 JaHHBIX
(memMoHCTpaIus CIIalI0B)

Tewma 6.4.Pexxumbl paboThI ¢ 3amn(poBaHHBIMA 0a3aMul JaHHBIX. (IEMOHCTPALINS
CITaiIOB)

Tewma 6.5.MeToJibl TPOTHUBOJICHCTBHUS yrpo3aM HH(opManuy B 0a3ax JaHHBIX




| (meMoHCTpaIys CIai/I0B)

4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHITHS

Tembl mpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEICHBI B TAOIHUILIE 5.

Tabmuua 5 — [IpakTuyeckue 3aHATHS U UX TPYJOEMKOCTb

N3 aux Ne
Ne | Tembl npaktrnueckux | DOpMbI NPaKTUUYECKUX | TPyHOEMKOCTh, |IPAKTUYECKOU |pasjieiia
/1 3aHSATUN 3aHATUN (gac) MMOATOTOBKH, | THUCITHIT
(dac) JIUHBI
VY4eOHBIM MJITaHOM HE MPEAYyCMOTPEHO
|
Bcero
4.4, JlabopaTopHBbIC 3aHATHS
Tewmbl 1abopaTOPHBIX 3aHATHH U UX TPYIOEMKOCTh PUBEACHBI B TA0IUIIE .
Tabnuna 6 — JlaboparopHble 3aHATHS U UX TPYJOEMKOCTh
N3 maux Ne
e HaunmenoBanue 1ab0opaTopHbIX paboT Tpynoemxocts, | npakTuieckoi | pasiena
/11 (gac) MOJTOTOBKH, | JUCITHII
(dac) JINHBI
Cemectp 10
1 «Pa3paboTtka Mojenu yrpo3 0e30macHOCTH 4 2 2
nHpOpMAIIAN
2 «DopmMupoBaHHE CTPYKTYpPbI 0a3bl JAHHBIX 6 4 1,6
PUC»
3 | «Ouenka u npuopuruzamus puckos b PPCy 6 4 3,5
4 «C60op 10oroB coOBITHI MHPOPMAITUOHHOM 6 4 4.5 6
0€30I1aCHOCTH
5 «Pa3zpaborka Web-kiineHTa MOHUTOPUHTA 6 4 1,4,5,
UCKJTFOUEHHH B pacipeeieHHON 6
UH(OPMAIIMOHHON CHCTEME»
Bcero 34

4.5. KypcoBoe npoeKTUpoBaHUE/ BHIIOTHEHUE KYPCOBON PabOThI

Y4eOHbIM MJIaHOM HE IPeAyCMOTPEHO

4.6. CamocrosTenpHas padoTa 00yJarOIIXCs
Bunsl camocTosTensHON paboOThI M €€ TPYIOEMKOCTh MPUBEIEHBI B Ta0nuLe 7.

Tabmuna 7 — Bunbel camocToaTenbHON paboThl U €€ TPYJOEMKOCTh

. Bcero, | Cemectp 10,
Bux camocrositensHOM paboThI
Jac Jac
1 2 3
N3yuenune TeopeTnyeckoro Marepuania
20 20
qucuuriaHbl (TO)




Kypcosoe npoektuposanue (KII, KP) - -

PacuerHo-rpaduueckue 3ananus (PI'3) - -

Beinosnnenue pedepara (P) - -

[ToaroroBka K TEKyIieMy KOHTPOJIO
ycneBaemoctu (TKY)

Jomamnee 3ananue ([13) - -

Kontposbabie paboTsl 3a0unnkoB (KP3) - -

[ToaroroBka K MpOMEXKYTOUHOM
arrectanuu (I1A)

Bceero: 40 40

5. IlepeyeHnb y4eOHO-METOAMYECKOTO OOECTICUCHUS
JUTSL CAMOCTOSITEIBHOM PabOThl 00YYAIOIIUXCS 110 TUCIUTUTUHE (MOTYJTIO)

Y4eOHO-METOIMUECKNE MaTEPHaIbl JIJII CAMOCTOSITEIIbHONH pabOThl OOYJArOIIMXCSl YKa3aHbI B
ma. 7-11.

6. IlepeueHb MeUaTHBIX U AIEKTPOHHBIX YUEOHBIX U3TAHUI
[TepeueHs eYaTHBIX U 3JCKTPOHHBIX YIEOHBIX U3/IaHUH TIpUBEIeH B TabmuIe 8.
Tabnuna 8— [lepedeHb MeYaTHBIX U AJIEKTPOHHBIX YUEOHBIX U3TAHUIMA

[udp/ Kom14ecTBo 9K3eMILIIpOB B
URL a P ec bubnuorpagpuyeckas ccpuika OUOIMOTEKE
P (KpoMe 3JIeKTPOHHBIX IK3EMILISIPOB)

®omuueBa, Cpemiiana ['puropreBHa.

O6paboTtka napopMayu B
pacnpeieieHHBIX CUCTeMax : yueOHoe
nocooue / C. I'. ®ommuena ; C.-Iletepb. roc.
YH-T a3pOKOCM. ipubopocTpoenus. - CaHKT- 5
[TetepOypr : U3n-Bo I'VAII, 2020. - 132 ¢. ;
131 c. : puc. - bubnuorp.: c. 123 (17 HazB.). -
ISBN 978-5-8088-1487-5 : b. 11. - Teker :
HEIOCPECTBEHHBIN

004
D 76

beszarees, Cepreit BanenTnHoBud (1-p TEXH.
HayK, JIO1L.).

IIporpammupoBaHue 3a1a4 1o
o0ecreyeHnIo nH(OpMaIIMOHHOMN
004 0e30MacHOCTH : 1a0OPaTOPHBII MPAKTUKYM /

C. B. beszarees, C. I'. ®omuuera ; C.- 5

b 39
[Terep6. roc. yH-T a3poOKOCM.
npubopoctpoenus. - Cankr-IlerepOypr :
Wzn-so I'VAII, 2020. - 89 c. : puc., Tadm. -
Bubnuorp.: c. 88 (10 Ha3B.). - b. 11. - Tekcr :
HEIOCPEICTBEHHBIN.

3uma, B. M.

be3onacHOCTh ri00ambHBIX CETEBBIX
texHojoruii / B. M. 3uma, A. A. MongoBsH,
H. A. MonnossiH. - 2-¢ u3a. - CII6. : BXB -
[TetepOypr, 2015. - 368 c. : puc. - (Macrep 7
cucrem). - bubamorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipenm. ykas.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Tekcr :
HEIOCPEICTBEHHBIN

004
3-62




007
B 67

Bonakosa, B. H.

Teopus cuCTeM U CUCTEMHBIN aHAIIN3 :
yueOHUK I akaJleMU4YecKoro OakaiaBpuara
/ B. H. BonkoBa, A. A. Jleaucos ; Harr.
ucciaen. C.-Ilerep6. roc. moauTexH. yH-T. - 2-
e u3., nepepad. u gom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AxageMUYECKUA
Kypce). - [Ipenm. yka3s.: c. 600 - 606. - Mmen.
yka3.: ¢. 607 - 609. - bubnuorp.: c. 610 - 616
(109 nass.). - ISBN 978-5-9916-4783-0 :
870.87 p. - Tekct : HEMOCPEICTBEHHBIM.
Nmeet rpud YMO Briciiero oOpa3zoBaHus

10

004
" 85

Hcaes, I'. H.

[TpoexTrpoBanue MHPOPMAITUOHHBIX
cucteM : yue6Hoe nocodue / I'. H. Hcaes. - 2-
e u3l., crep. - M. : OMET'A-JI, 2015. - 424 c.
: puc., Tabm. - (Beiciee TexHMUECKOE
oOpazoBanue). - bubmumorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. - TekcT : HemocpeACTBEHHBIN.

Ha ctp. 7 - 8: Criucok cokpanieHuit

004
b 24

bapanoga, E. K.

WudopmannonHas 6€30MacHOCTD U 3alluTa
uHpopmanuu : yaebnoe nocoodue / E. K.
bapanosa, A. B. ba6amn. - 3-¢ u3z., mepepad.
u jom. - M. : PUOP : UHOPA-M, 2017. - 322
C. : puc., Tabi. - (Beicmiee oopazoBaHue). -
bubmwmorp.: c. 313 - 316 (56 Ha3B.). - ISBN
978-5-369-01450-9 (PUOP). - ISBN 978-5-
16-011164-3 (MHDPA-M) : 942.63 p. -
TekcT : HemocpeACTBEHHBIH.

Nmeet rpud YMO no o6pazoBanuio B
00J1aCTH NPUKIAJHON HH)OPMATHKU

004.4
U 46

Nneuna, lapss BukropoBHa.
[TpoexTHpoBaHue 1 pa3paboTKa
0e30MacHbIX BEO-TIPUIIOKEHUH : yueOHOe
noco6ue / 1. B. Unbuna ; C.-ITetep0. roc.
YH-T a3pPOKOCM. IpuOopocTpoeHust. - CaHKT-
[TerepOypr : Uzn-so I'VAII, 2019.-43 c. :
puc. - bubmmorp.: c. 42 (2 nass.). - ISBN 978-
5-8088-1434-9 : b. 1. - Tekcr :

HEIOCPEICTBEHHBIN.

004.7
K95

Kyuun, Hukonaii BanentiaoBu4 (j1o11.).

MHOTOypOBHEBbIE CUCTEMBI U O0JIAYHBIC
BbIUHUCIIEHHS : yueOHoe mocooue / H. B.
Kyuun, A. 0. Monuanos ; C.-Ilerep0. roc.
YH-T a3poKocM. ipubopoctpoenus. - CII6. :
N3p-sBo I'YAIL 2018. - 136 c. : puc. -
bubmnuorp.: c. 133 (14 nass.). - ISBN 978-5-
8088-1250-5 : b. 11. - Tekcr :
HEIOCPECTBEHHBIN




7. TlepedeHb 3JIEKTPOHHBIX 00pPa30BaTEIbHBIX PECYPCOB
MH()OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHO# ceTH «VHTepHeT»
[epeueHn AIIEKTPOHHBIX 00pa3oBaTebHBIX pecypcos UH(OPMAIIMOHHO-
TEJICKOMMYHHKAMOHHOW ceTH «HTepHEeT», HEOOXOIMMBIX [UIi OCBOCHUS HCIHILINHBI
npuBezieH B Tabnuue 9.

Tabmuna 9 — IlepeueHb OSIIEKTPOHHBIX O0pa30BaTENbHBIX PECYpPCOB HMH(POPMAIOHHO-
TEJICKOMMYHUKAIIMOHHOU ceTh «HTepHET»

URL aapec HaumenoBanue
www.intuit.ru Haummonanesueiii Otkpeiteiid YauBepcuret "MHTYUT"

8. Ilepeuenb MH(POPMALIMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mporpaMMHOr0 o0OECHeueHUs, HCIOJIb3YEeMOT0 TMPH OCYIIECTBICHUU
00pa30BaTeNILHOrO Mpolecca M0 AUCLUIIUHE.
[lepedeHp UCIONB3yeMOTr0 MPOrPaMMHOT0 obecrieueHus npejacrasieH B Tabuuie 10.

Ta6ymma 10— [Tepeyers mporpaMmMHOTo o0ecrieueHus

Ne i/m HanmeHnoBaHue

He npenycmoTpeno

8.2. IlepeueHb HH(OPMAMOHHO-CIIPABOYHBIX CHCTEM,HCIIOJIb3YEMbIX pu
OCYIIECTBIICHUU 00Pa30BaTEIHLHOTO MPOIIecca MO0 JUCIUILTHHE

[lepeyeHb HCMONB3YEeMbIX HWH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEICTABICH B
Tabauie 11.

Tabmuna 11— [lepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne i/ HanmeHnoBaHue

He npenycmorpeno

9. MarepuanpHO-TeXHHYECKast 6a3a
CoctaB  MaTepUaIbHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOW Ui  OCYIIECTBJICHUS
00pa30BaTeILHOTO TpoIiecca Mo TUCIUTUIHHE, TIPECTaBICH B TabmuIel 2.

Tabnuna 12 — CoctaB MaTepHallbHO-TEXHIUYECKON 0a3bl

Ne HanmeHoBaHMe cOCTaBHON 4acTu Howmep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOHN 0a3bl (pu HEOOXOMMOCTH)

1 JlexuMOHHAS Ay AUTOPUS

MynsTuMeanitHas TEKIMOHHAS ayAUTOPUS

3 | KommbroTepHslii kiace

10. OrmeHo4HBIE CpeICTBA TSI MPOBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CocTaB OIIEHOYHBIX CPEACTBAJIS TPOBEIACHHS MPOMEKYTOYHONW AaTTeCTalluu
00yJaromuXcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB JAJIsl IPOBEACHUSI POMEKYTOUHON aTTeCcTalluu

By npomexyTo4HOM aTTecTanuu [lepedyeHp OLIECHOYHBIX CPEACTB
OK3aMeH Crincok BONpOCOB K 9K3aMEHY;
DK3aMeHAIMOHHBIC OMIICTHI,
3amauny;
TecTsl.




10.2. B xauecTBe KpUTEpPHUEB OIICHKH YPOBHSI CPOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETCHIIMA OO0y4YaloNIUMUCS TPUMEHSETCS S5-0aTbHas MIKaia OIEHKA cPOpMHUpPOBAHHOCTU
KOMIIETEHIINM, KOTopas npuBeaeHa B Tabnuie 14. B Teyenue cemectpa MOXKET MCIOIB30BATHCS
100-0amnpHast ~ mKajma ~ MOAYJBHO-PEUTHHTOBOW  CHUCTEMbl ~ YHUBEPCUTETa,  IpaBHIa
UCIIOJIb30BaHUsI KOTOPOM, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMATHUBHBIM aKTOM
'YAIL
Ta6mmma 14 —Kpurepuu orieHKH ypoBHS CPOPMUPOBAHHOCTH KOMIIETEHITUN

OI11eHKa KOMITETEHIUN

XapakTtepucThka chOpMUPOBAHHBIX KOMIIETEHITIN
5-0ayuipHad IIKaIa PaKTep (bopvmp

— oOyuvaromuiics TJIyOOKO W BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepuar;

— YBEpEHHO, JIOTUYHO, TTOCIIEIOBATEILHO U TPAMOTHO €T0 HU3JIaraeT;

— ONMpasch Ha 3HAHUS OCHOBHOW W JOIOJHUTEIBHOW IJMTEPaTYPHI,
TECHO TPUBS3BIBACT YCBOCHHBIC HAYYHBIC ITOJIOKCHUS C MMPAKTUICCKON
JeATEIIbHOCTHIO HAIIPaBIICHHUS;

— yMeJI0 0OOCHOBBIBAET U apTyMEHTUPYET BBIIBUTAEMbIC UM HJICH;

— JIeJIaeT BBIBOJIBI U 0000IIEHMS;

— cBOOOJTHO BJIAJICET CUCTEMOH CICIMAIN3UPOBAHHBIX MTOHSTHIA.

«OTIIMYHO»
(Ga4YTCHO»

— 00y4Jaronuiicsi TBEpPI0 YCBOMII IIPOTPAMMHBINM MaTepuall, IPpaMOTHO U
[0 CYIIECTBY W3JIaraeT €ro, ONUPasCh HA 3HAHUS OCHOBHOMU
JTUTEPATYPHI;

— HE JIOMYCKAeT CYMECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHHUS C TPAKTUYCCKOH JEATEIBbHOCTHIO
HaIPaBJICHUS;

— apryMEHTUPYET HAYIHBIC TTOJIOKEHUS;

— JIeJIaeT BBIBOJIBI U 0000IIEHMS;

— BJIQJICET CHCTEMOM CIIeNMaIN3UPOBAHHBIX TOHITHH.

«XOPOIIIO»
«3aYTCHO»

— o0yyaromuiicss YCBOMJI TOJBKO OCHOBHOW MpPOrpaMMHBINM MaTepua,
M0 CYIIECTBY M3JlaraeT €ro, ONHUpasCh Ha 3HAHUS TOJBKO OCHOBHOM
JTUTEPaTypHI,

— JIOMYCKaeT HEeCYIIECTBEHHbIE OIMOKH U HETOYHOCTH;

— UCIIBITHIBAET 3aTPYAHEHUsT B MPAKTUYECKOM HNPUMEHEHUU 3HAHUU
HaIlpaBJICHUS;

— cJ1a00 apryMEeHTHPYET HayuHbIE MTOJI0KEHMUS,;

— 3arpynHsieTcs B GOpMYJIUPOBAHUHU BBIBOJOB U 000OIIICHUH;

— YaCTHYHO BJIAJEET CUCTEMON CIIeMAIM3UPOBAHHBIX OHSITHIA.

«YAOBJICTBOPUTCIIEHO»
GaduTCHO»

— o0yyJaromuiicss He YyCBOWJI 3HAUUTENbHOM 4YacTH MPOrpaMMHOIO
MaTrepuana;

— JIOMYCKaeT  CYNIECTBEHHbIE  OMMOKM W  HETOYHOCTH  TIpH
paccMOTpeHHH po0sIeM B KOHKPETHOM HalpaBlIeHUH;

— MCTIBITBIBAET TPYIHOCTH B MIPAKTUUECKOM PUMEHEHNHN 3HAHUH;

— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJIOKCHHS,;

— He QOpMYIHMPYET BHIBOAOB U 000OLICHHIA.

HCYIAOBJICTBOPUTCIILHO»
«HC 3a4YTCHO»

10.3. TumnoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAITBI.
Bormpocs! (3agaun) nms sKk3amMeHa mpeIcTaBlieHbl B Tadimie 15.

Tab6muia 15 — Borpocs! (3amaun) 115 9K3aMeHa

Ne n/mt [Tepeuenp BompocoB (3a7au) Ui SK3aMeHa Koz
MHAMKATOpa
1 ApPXHUTEKTypa COBPEMEHHBIX pacrpeaeeHHbIX [IK-1.B.1
UH(OPMALIMOHHBIX CHCTEM U CUCTEM HX 3aIIUTHI.
2 OYHKIMOHAI CUCTEM YIIpaBlIeHUs O€30MaCHOCTHIO [1K-2.3.2
KJIACCUYECKHUX U HOBOTO MOKOJIEHUS
3 I'ocynapcTBeHHBIE CTaHIAPTHI, PETJIAMEHTHPYIOITNE [1K-2.3.7




(GYHKIIMOHUPOBAHUE CUCTEM YIIPABIICHUS 0€3011aCHOCTHIO

CTpyKTypHBIE KOMIIOHEHTBI paCIpeeICHHbIX
nH(pOpMalMOHHBIX cucTeM. OCOOEHHOCTH 3alllUThI
WH(OPMAIIMOHHBIX PECYPCOB U MPOIIECCOB

[IK-2.V 4

KommonenTs! koHnenTyansHon moaenu Ub. I'paduyeckas
CXeMa KOHUENTYaJIbHOU MoJienu cucrembl Mb.

[IK-2.V.5

OcHoBHBIE (enepanbHbIe 3aKOHBI B 00JIaCTH 3aIUTHI
uHpopManun

IT1K-3.B.1

OO0BbekT u peaMeT 3anuThl. OCHOBHBIE CBOMCTBA
uH(pOpMAIIMK KaK MpeIMeTa 3alIiThl. XapaKTepHbIS
0COOEHHOCTH CEKPETHOM M KOHPHUACHIIMATHLHOW HH(pOpMaITUN

I1K-4.3.2

O6mwextol yrpo3 Ub. [lonstue yrpo3sl nHbopManuu.
OCHOBHBIE UICTOUHUKHU YIpo3 3allUIIAeMON HHPOPMALIUH.
ITopTper 3710yMBINUICHHUKA

[1K-4.3.4

VYToN0BHas OTBETCTBEHHOCTh: MPEIYCMOTPEHHAS TIPU
HENPaBOMOYHOM HCITOJIB30BaHIH HH(POPMAIIMU KPUTHYECKOM
UH(POPMALMOHHON HHPPACTPYKTYPHI

[K-7.¥.1

10

Oxapakrtepu3yiite cBoiicTBa uHpopmaruu. Yto Takoe
npusHakoBas nHpopmarus? [louemy cemanTuueckas
uH(pOpMaIKs IO OTHOUICHHUIO K TPU3HAKOBOM SBIISIETCS
BrOopruHOi? Kakne npuzHaku 00bEKTOB SIBIISTIOTCS
JIEMACKUPYIOIHUMHU?

[1K-9.3.2

11

OcHOBHBIE CTIOCOOBI HETPABOMEPHOTO OBJIAICHHSI
KOH(puIeHIMaIbHON nHOpMaIen

[IK-10.3.2

12

Uro Takoe yreuka KoH(puaeHnnanpHoi nnpopmarmu? Kak
OCYIIECTBIISICTCS yTeUKa KOH(UASHIIMAIBHON HH(pOpMaIin?

[IK-10.¥.1

13

Kraccel 3anuieHHocTH HHQOPMaIlMOHHBIX CUCTEM

[1K-10.Y.2

[ToHATHS TOCTYNTHOCTH, LIETOCTHOCTH U KOH(PUICHIINATBHOCTH
nH(popmanuu. Cnocodsl NX 00ecreyeHus

[1IK-10.B.2

14

[Tonstue kubeparaku. Uto Takoe okHO onacHOCTH? Kakue
CO6BITI/I$I HpOI/ICXO)ISIT BO BpeMSI CyHleCTBOBaHI/Iﬂ OKHa
onacHocTu?

IK-11.3.1

15

BekTop yrpo3 u €ro CoCTaBIsIOLIAE

I1K-11.3.2

16

[Tpodunse 3ammrel. [IpuBeauTe cranAapThl, KOTOPHIE
periaMeHTHpYIOT pa3paboTKy npoduiiel 3amuTsl. KakoBo
CoJIepKaHue 3aJIaHus 10 OE30MaCHOCTH?

[K-11.¥.1

17

Knaccugunupyiite yrposst Ub P® ans nuynoctu, ans
obmectna, 1yt 'ocynapcTsa 1o oO1miei HanpaBJIeHHOCTH

[IK-1.B.1

18

Kputnueckas napopmannonsas uHppacTpykrypa. OOBbeKThI
KNu cyowvextet KUU

[1IK-2.3.2

19

praBJ’ICHI/IC PUCKaAMHU. Metoauku YIIPaBJICHHUIO pHUCKaMU

I1K-2.3.7

20

Kanans! yreukn nunpopmanuu, Yto Takoe TEXHUUECKUN KaHAT
yTeuku nHpopmarun? OxapakTepusyinTe ciaydaiHbli u
OpraHM30BaHHBIN KaHaJ yTeYKU HH(GOpMalun

[IK-2.V 4

21

Hanpagienus noBceAHEBHOM NESTETLHOCTH CUCTEMHOTO
aMUHUCTpaTOpa, ouIepa mo 6€30MacHOCTH,
oOecneunBaroue nojajepxkanue paborocrnocoonocru UC, a
TaK)ke cocTaB padouell Tpymnibl Mo pazpaboTKe U BHEIPEHUIO
HOJIUTHUK WH(OPMAIIMOHHOHN 0€301MacHOCTH

[IK-2.¥.5
[IK-1.B.1

22

Nudopmannonnsie pecypesl @CTIK amst pazpaboTunkos,
aJIMHUHHCTPATOPOB U HKCHEPTOB B chepe nHHOpMaMOHHON

[IK-3.B.1




0€30I1aCHOCTH

23

Bpenonocnoe nporpammuoe obecrieuenue, Jlaiite
omnpeneneHue «00MObI», «UepBs», «BHpycay. Kakue
HETaTUBHEIE MOCECTBUSA B (yHKIIMOoHUpOoBaHuH NC
BbI3BIBACT BpesioHocHoe [107?

[1K-4.3.2

24

Uro Takoe uneHTudukanusa? Jlaiite TOTKOBaHUE MTOHATHUS
«ayTeHTHQUKanus». V3-3a Kakux NpUYHH 3aTpyIHEHA
HaJCKHAS UACHTUDUKAIHS?

[IK-7.¥.1

25

Cpencts 3amutsl nHbopmaruu (C3U1), ux knaccudukanms.
Knaccsl 3anmmennoctu C3U.

[1K-9.3.2

26

Oco0EHHOCTH 3alIMTHl OMOMETpUYECKON HH(DOpMaIUn

IT1K-10.3.2

27

CucreMbl KOHTPOJIS U yIpaBiieHUs AocTynoM. Uto Takoe
MmaTpuua goctyna? Kakas uapopmanus ananuzupyeTcs npu
IPUHITUU PELLIEHUS O IIPEOCTABICHUH A0CTyMa?

[IK-10.¥.1

28

Cucremsl npotokonupoBanus. [I[pokoMMeHTHpYITE
0COOEHHOCTH NPUMEHEHHSI TaHHOT'O CepBUCa OE30MaCHOCTH.
Kakue cpencrBa aBTOMaTU3aluy CyIIECTBYIOT IS
MOHUTOPHHIa coObITUI 6e30nacHOCTU?

[IK-11.3.2
IIK-1.B.1

29

OcHoBHas 3a71a4a ayinuTa, Kak cepBrca 0€30MacHOCTH.
OynkuroHaabHOCTh SIEM-crctem?

[K-11.¥.1

30

OkpanupoBaHue kak cepBuc 6e3onacHoctu PUC. YUro Takoe
firewall u kak on dyHKIIMOHUPYET?

[K-11.¥.1

31

J1st KakuX 1esed CIIyXUT CEPBUC aHAIM3a 3allUIeHHOCTH? B
YeM 3aKII0vaeTcs crnenuduka ynpaBieHHs, Kak cepBuca
06e30macHOCTH?

[IK-1.B.1

32

Kakue HOpMaTHBHBIE aKThl U CTAHJAPTHI PErIaMEHTHUPYIOT
JIeSTeTLHOCTH 110 MOBEPKE (OIIEHKE) YPOBHS 3aIIUIIIEHHOCTH?
UYTO Takoe OIIEHOUHBIN YPOBEHb JOBEPHS?

[1K-4.3.2

Bomnpocs! (3agaun) muis 3adera / nug¢. 3auera npeacrapieHs! B Tabnuie 16.

Tabmuna 16 — Bonpocs! (3agaun) mis 3adera / qudd. 3adera

Ne i/t

[Tepeuens BompocoB (3aga4) ans 3adera / qudd. 3adera

Kon
WHIAUKATOPA

Y4eOHBIM MJIAHOM HE IPETYCMOTPEHO

[lepeuenp TeM nis KypCOBOTO IPOEKTUPOBAHUS/BBIIIOJHEHUS KYpCOBOM pabOThI
MpeICTaBIeHbI B Ta0nuie 17.
Tabnuna 17 — Ilepeyens TeM Juisi KypcOBOrO NPOEKTUPOBAHMSI/BBIIIOIHEHUSI KYPCOBOM pabOThI

No 11/ [TpuMepHBIii epedeHb TeM Il KypCOBOTO MPOEKTUPOBAHUS/BBITTOIHEHHS
) KypcOBO#l pabOThI
Y4eOHBIM IJIAHOM HE MPEAYCMOTPEHO
Bomnpocel i mpoBeneHUsT NPOMEXYTOYHOM aTTECTallMM B BHJE TECTUPOBAHMUS

IpeJICTaBICHBI B Ta0wmIe 18.

Tabmuma 18 — [IpumepHBIii IepedeHb BOITPOCOB JIsI TECTOB

y Koz
Ne n/mt ITprMepHBIii TepeueHb BOIPOCOB ISl TECTOB
WHJMKaTOpa
1 K kakoil pa3HOBUAHOCTH MOJEIIEN YIIPaBICHUsI TOCTYIIOM OTHOCHUTCS [1IK-2.3.2

mozenb bemna-Jla [Tagynsi?
a) MOJIeTb TUCKPEIIMOHHOTO JOCTYTIA;
0) MOJIeJIh MAaH/IATHOTO JTOCTYTIA;




B) poJieBasi MOJIEIb.

Kak Ha3pIBatoTCs yrpo3bl, BEI3BaHHbBIE OIIMOKaMU B IPOCKTUPOBAHUHT [1K-4.3.2
AMUC u ee 31eMeHTOB, OIMOKaMHU B IPOTPaMMHOM O0ECIICUEHHUH,

OLIMOKaMu B IEUCTBUSX NEPCOHAIA U T.I1.?

K xakum mMepam 3aimThl OTHOCHTCS TIOJUTHKA 0€3011aCHOCTH? I[IK-1.B.1
a) K aIMUHUCTPATUBHEIM;

0) K 3aKOHOJIaTEIIHHBIM;

B) K IPOTPaMMHO-TEXHUYECKHM;

T') K IPOIETyPHBIM.

B kaxom 13 npezacTaBieHui MaTpuILbl JOCTYIa HauboJee MPoCTo [1IK-2.3.2
OTIpEeICNUTh MOJIb30BaTeNIeH, HMEIOIIHX JAOCTYI K ONPEeIEHHOMY

baiimy?

a) ACL;

0) CIMCKH TOTHOMOYH CyOBEKTOB;

B) aTpUOYTHBIE CXEMBI.

Kak Ha3piBaeTcsi CBOMCTBO MH(POPMAIIMH, 03HAYAIOIIEE OTCYTCTBHE [1K-2.3.2
HEMPABOMOYHBIX, U HE MPEAYCMOTPEHHBIX €€ BIaJAeNbIIeM U3MEHEHUN?

a) 1IeJIOCTHOCTb;

0) aneTupyeMocTh;

B) JIOCTYITHOCTb;

') KOHUIEHIIUATbHOCTD;

1) AyTEHTUYHOCTh

K ocHOBHBIM NpUHIMIIAM ITOCTPOEHUS cUCTEMBI 3amuThl AVC IIK-7.V.1
OTHOCSTCSL:

a) OTKPBITOCTb;

0) B3aMM0O3aMEHSEMOCTb IOICUCTEM 3aIIHTHI,

B) MUHUMU3AIUs TPUBUIICTHIA;

I') KOMIUJIEKCHOCTb;

1) IPOCTOTA

Kakwue u3 cneayronmx BbICKa3bIBaHUM 0 MOJIeH ynpasieHus goctynom | [1K-9.3.2
RBAC cnpaBennuBbi?

a) C KaXJIbIM CyOBEKTOM (IT0JIh30BaTEIEM ) MOXKET OBITH aCCOIMUPOBAHO

HECKOJIBKO pOJIEH;

0) poaM yHopsi0UEHbI B HEPAPXHUIO;

B) C KaX/IbIM OOBEKTOM JOCTYIIa aCCOLIMUPOBAHO HECKOJIBKO POJIeH ;

T) JUIS KaKJO0M Mapbl «CyObeKT-00bEKT» Ha3HauU€H Ha0Op BO3ZMOMKHBIX

paspeleHun

. Aucneruep nocryna... [1K-3.B
a) ... UCTIONIb3YyeT 0a3y JaHHBIX 3aIIUTHI, B KOTOPOU XPaHATCS MpaBHIia
pasrpaHuyeHus 10CTyIa;

0) ... HCTIOJIb3YeT aTpUOYTHBIE CXEMBbI JUISI ITPEICTABICHHS MAaTPHUIIbI

JIOCTYTIA;

B) ... BBICTYIIA€T IOCPETHUKOM IIPU BCEX OOPALIEHUAX CYOBEKTOB K

00BEKTaM;

r) ... GUKCUpPYeT UHPOPMALIMIO O MOMBITKAX JIOCTYNa B CHCTEMHOM

KypHaJIe;

Kakue npeanomnoxenus BkiatodaeT HedopmaiabHas Moaenb HapymmTensa? | [1K-4.3.4

a) 0 BO3MOKHOCTSIX HapyILIUTEs;

0) 0 KaTeropusx JIMl, K KOTOPHIM MOKET MPUHAJIeKATh HAPYLIUTENb;
B) O IIPUBBIYKAX HAPYLIUTEIS;

T') O PeABIAYIINX aTaKax, OCYIIECTBIEHHBIX HApPYIIUTEIIEM;

1) 00 YpOBHE 3HAHUN HApYITUTEJsSI




10 UYro nmpeacTaBisieT co0oi TOKTpruHA HH()OPMAITMOHHOW 0€301MacCHOCTH [1K-4.3.4
P®?

a) HOPMATUBHO-TIPABOBOM aKT, YCTAHABJIMBAIOIIUN OTBETCTBEHHOCTh 32
npaBoHapymieHus B chepe nHPOpMAIMOHHON 06€30MaCHOCTH;

0) penepanbHBIN 3aKOH, PETYJIUPYIOUTUN TPABOOTHOIICHHUS B 00J1aCTH
nH(OPMAIIMOHHON OE30MaCHOCTH;

B) IIeJIeBast IpOrpamMma pa3BUTHsI CUCTEMbI HH()OPMAITMOHHON
6e3omacuoctu PD, npencrasisronas co0oi mocie10BaTeIbHOCTh
CTaJui U STAIlOB;

') COBOKYITHOCTh O()MIIMATBHBIX B3TJISI0B HA [IEJH, 33/[a4H, TPHHIIUITHI
Y OCHOBHBIC Ha- MpaBJieHHsI oOecrieueH s HH(HOPMAITMOHHON
6e3onacHoctu Poccuiickoit @enepannu

11 K xakoMy Buy Mep 3amuThl HHGOPMAITUH OTHOCUTCS YTBEPIKICHHAS I1K-2.3.7
nporpamMma paboT B obmactu 6e30macHoCTH?

a) MOJINTUKA 0€30IaCHOCTH BEPXHETO YPOBHS;

0) monuTHKa 6€30MaCHOCTH CPEIHETO YPOBHS;

B) TIOJIUTHKA 0€30M1aCHOCTU HUKHETO YPOBHS;

T') IPUHIUIT MUHAMH3ALIUU TIPUBUIICTHIA;

1) 3aI1Ta NOJAepKUBAIOIIeH HHPPACTPYKTYPHI.

12 Kakue 13 nepeuncieHHbIX HUXKE YIPO3 OTHOCSTCS K Kiaccy [IK-2.V .4
MpeHaMEPEHHBIX ? [IK-2.¥.5
a) 3apaKeHHe KOMITbIOTEpa BUPYCaMH;

0) ¢pu3nueckoe pa3pylieHUEe CUCTEMBI B pe3yibTaTe MoXapa;

B) OTKJIFOUYEHUE WJIM BBIBOJ] M3 CTPOS TIOACUCTEM O0ECTICUSHHS
(YHKLIIMOHUPOBAHUS BbI- YUCIUTEIBHBIX CUCTEM (JICKTPONUTAHUS,
OXJIQX/ICHUS Y BEHTHJISIIUH, JIMHUH CBSI3H U T.I1.);

I') IPOEKTUPOBAHUE APXUTEKTYPbl CUCTEMBI, TEXHOJIOTUH 00pabOTKH
JAHHBIX, pa3pad0TKa MPUKIIAIHBIX POTPaMM, C BO3SMOXHOCTSIMH,
MPEJCTABISAIOIIMMHU OMACHOCTb JUI paOb0TOCTIOCOOHOCTH CUCTEMBI U
0e30MmacHOCTH HH(pOpMaLINH;

1) YTeHUE OCTaTOYHOU MH(POPMALIMU U3 ONIEPATUBHOM MaMATH U C
BHEIIHUX 3aIlIOMHHAIOINX YCTPOWUCTB;

€) BCKpbITHE NIM(PPOB KPUNTOZAIMTHI HH(OpMALUU

[lepeueHb TeM KOHTPOJBHBIX PabOT MO MUCHUIUIMHE OOYYaIOIUXCs 3a09HOU (hOPMBI
o0OydeHus1, IpeICTaBIeHbI B Ta0mie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboOT

No /it [TepeyeHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEAENSIONIMe  HPOIexyphl  OLIEHWBAHUS
MHAMKATOPOB, XapaKTepU3YIOLUX dTanbl (OPMUPOBAHMUS KOMIETEHLUH, COJIEpKaTcsi B
JOKAJIBHBIX HOpMaTuBHbIX akTax [YAII, pernameHTHpylOIIMX NOPSAAOK M MPOLEAYPY
MIPOBEJICHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUHOM aTTecTali 00yJaromuxcs
I'VAIL

11. Meroauveckue ykazaHus i 00y4JaIOIIUXCs IO OCBOCHUIO TUCIUTUTHHBI
11.1. Meronudeckue yka3zaHus IS OOYYalOIIMXCS IO OCBOCHHUIO JIGKIITMOHHOTO
marepuaa ).
OcHOBHOE Ha3HAYEHHE JIEKIIMOHHOTO MaTepuana — JIOTUYECKH CTPOHHOE, CHCTEMHOE,
nIyOOKOe W SICHOE W3JIOKEHWE ydeOHOro marepuayia. HasHaueHWE COBPEMEHHOH JICKIIUU B




paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(YOPMALMIO 1O TEME, a B OCBOCHUU
(GyHAaMEHTAIbHBIX NpOOJEeM JUCLMIUIMHBI, METOJOB HAy4yHOrO IIO3HAHMS, HOBEHIIMX
JOCTIDKEHUI Hay4HOH MbIciu. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JIOTHYECKYIO,
OpPraHU3allMOHHYI0 U MHPOPMALMOHHYIO (QYHKUMH. JIeKIus packpbIBaeT MOHATUIHBIN anmapar
KOHKPETHOW o0yacTu 3HaHUs, €€ MpoOieMbl, AaeT IEeTbHOE MPEACTaBICHUE O AUCIHILIMHE,
IIOKa3bIBAaeT B3aMMOCBS3b C IPYTUMHU JAUCLHUILIMHAMU.

[lnanupyemMble pe3yabTaThl IPH OCBOSHUH 00yYaIOMKUMUCS JIGKIIMOHHOTO MaTepuaa;

— T[IOJIyYE€HHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HaHUM, YpPOBEHb
KOTOPBIX OIPEIEIISIETCS LEIEBOM YCTAHOBKOM K Ka)K10M KOHKPETHOM TEME;

— TOJIy4€HHE OIbITa TBOPYECKOI pabOThl COBMECTHO C IPENOJaBaTEIEM;

— pa3BuUTHE HPOPECCHOHANBHO-JENOBBIX  KAauyecTB, JIOOBM K IMpeAMETy H
CaMOCTOSITEJIbHOTO TBOPYECKOT0 MBIIUIECHUS.

— TOsBJIEHHE HEOOXOAMMOT0 HHTEpEca, HEOOXO0AUMOTO Il CAMOCTOSTENILHON PabOThI;

— TIOJy4YyeHUE 3HAHUNH O COBPEMEHHOM YPOBHE pa3BUTHS HAyKM U TEXHUKU U O
IIPOrHO3€ UX Pa3BUTHsI HA OJIMKalIlIne Tofbl;

— HayyuTbCs METOJMYECKH oOpabaTbiBaTh MaTepuasl (BBIACIATH TJIaBHBIE MBICIH U
IOJIOKEHUS, NPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPATh HMX B  Pa3JIMYHBIX
(bopMynupoBKax);

— TOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TOHATHH.

JIekuMOHHBI MaTepHal MOXET CONPOBOXKIATbCA JEMOHCTpauued CIaiIoB W
UCIOJIb30BAaHUEM DPA3JaTOYHOIO MaTepuallia IpU IPOBEIEHUM KOPOTKHX JTUCKYCCHH 00
O0COOEHHOCTSIX IPUMEHEHUSI OT/IEIbHBIX TEMATUK 110 IUCHUIUINHE.

CrpyKTypa Ipe/1ocTaBlIeHUs JEKIIHOHHOTO MaTepuaa:

— Apxurekrypa pacnpeaeneHnsix NC

— Ocobennoctu 3amuThl nHGopmauuu B PUC

— Oobecnieuenue 6e30macHOCTH WMH(OpPMAIMK B TMOJIH30BATEIHLCKONW TOJICUCTEME U
CHEeMATM3UPOBAHHBIX KOMMYHHKAIMOHHBIX VIC

— 3ammra HHQOPMAaLUU Ha YPOBHE MOACUCTEMbI YIPaBICHUs

— 3ammra HHPOPMALIMHU B KaHaJax CBS3U

— Oco6eHHOCTH 3aUThl HHPOPMALIUU B paclpeieIeHHbIX 0a3ax JaHHbBIX

11.2. Mertoanyeckne ykazaHUs JUIsl OOydYarOUIMXCS IO Yy4YacTHIO B CEMHHapax -
VUEOHbIM NIAHOM He NPedyCMOMpPEHO

11.3. Meroauueckue ykazaHus A8 OOYYalOIIMXCS MO TMPOXOXKACHUIO IMPAKTHYECKUX
3aHATHH - Y4eOHbIM NAAHOM He NPeOdyCMOMPEHO

11.4. Metoauueckue yka3aHusl A OOydarolUXCsl MO BBINOJHEHHIO J1abOpaTOPHBIX
pabot

B xone BeimonHeHus 1a00OpaTOpHBIX padOT oOydaroImuics AODKEH YIIyOUTbh H
3aKpENNUTh 3HAHUS, NPAKTUYECKUE HABBIKM, OBJAJETh COBPEMEHHOW METOJUKON M TEXHUKOMN
HKCIIEPUMEHTa B COOTBETCTBUM C KBAIM(PUKAIIMOHHON XapaKTepUCTHKOW 0Oydaroerocs.
BrimonHenue mabopaTOpHBIX PabOT COCTOUT U3 3KCIEPHUMEHTAIbHO-TIPAKTUYECKOH, pacyeTHO-
AQHAJIUTUYECKON YacTe U KOHTPOJIBHBIX MEPOITPUATHI.

BrinonHenue 51a00paTopHBIX paboOT 0O0y4aromMMCs SIBISIETCS HEOTHEMJIEMOH YacThIO
W3YYEHUS JUCLUIUIMHBI, ONIpenesnseMoll y4eOHBbIM IUIAaHOM, M OTHOCHUTCS K CPEICTBaM,
00ecreynBaroIUM pelIeHUe CIIeIyIOIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

— TnpuoOpeTeHHe HaBBIKOB MCCIEAOBAaHHSA MPOLECCOB, SBIEHUH U OOBEKTOB,
M3Yy4aeMbIX B paMKax JaHHOW JUCLUILINHBL,

— 3aKpeIuvleHHe, Pa3BUTHE U JeTalu3alys TEOPETUUYECKHX 3HAHUU, TMOJYyYEHHBIX Ha
JEKIUSX;



— TIONy4YeHHe HOBOM MH(OpPMAIINH 110 U3y4aeMON JUCIUILTUHE;
— TmpuoOpeTeHrne  HaBBIKOB  CAMOCTOSATEIBLHONM  pabOTI ¢ JTaOOpaTOPHBIM
000pyTI0BaHUEM U MPUOOPAMH.

3ajianue ¥ TpeboBaHus K IPOBEICHUIO J1a00paTOPHBIX PadoT

JlaGopaTopnas padora Ne 1 «Pa3paborka moaenu yrpo3 6e30macHoCTH HHPOPMALTTN

Lens mabopaTopuoit padboter Ne 1: IlocTpoeHue pazauyHBIX MOACICH, 0TOOpaKArOITUX
aApXUTEKTypy aBTOMATU3MPOBAHHOW CHCTEMBl M OTPAHWYECHUH JOCTyma K HWH(POpPMAIHH.
[IpoBenenne ananmusza MeCcT W BUIOB yTeuku uHpopManuu. OneHka yrpos, ysS3BHUMOCTEH U
CTETICHU 3aIIUIIEHHOCTH HH(POPMAITUH.

3amanue Kk abopatopHoit padote Nel

1) BbIMONHUTE  OLEHKY aKTyaJbHOCTH pa3padarbiBaeMoil  HMH(OPMAIMOHHON
CUCTEMBI
2) [TpoBecT CTPYKTYpHBI CHUCTEMHBIH aHanW3 OW3HEC-TIPOLIECCOB IPEAMETHON

obomactu. Iloctpouts nuarpammbl IDEFO (AS-1S), DFD (AS-IS), (mpu
HeoOxoaumoctu — IDEF3 (AS-IS).

3) Onucath pazpaboTaHHbIE AUATPAMMBI

4) BreinennTs akTuBbl, osIexKaIre HHGOPMAIIMOHHOHN 3aIIUTe

5) [TocTpouts MozENH YIpo3 pa3zpadaThiBaeMoil HHPOPMAIIMOHHON CHUCTEMBI
6) [TocTpouTh MOJIENb HAPYIIUTEIIS

7) CdopmupoBaTh peecTp aKTyaTH3UPOBAHHBIX YIPO3 Ul KKIOTO aKTHBA
8) CdopmupoBaTh BEKTOPHI YI3BUMOCTEH. OLIEHUTh BO3MOXKHBIC PUCKU

9) O1eHuTh cTerneHb 3alUIeHHOCTH HH(POpMauu

https://pro.quap.ru/get-task/cac51c01f6ef8be85769724d13573h9%a

Crpykrypa u dopMma oTdera 0 1adboparopHoil pabore

Otuer mo mabopaTopHbIM paboTaM JOJKHA OTpakaTb HE (aKT CIPOEKTUPOBAHHOM
CHUCTCMbI 3allWUTBI, a MPOLUECC MPOCKTUPOBAHMA, HOKaSI)IBaIOHII/Iﬁ BCIO pa60Ty Haa IIPOCKTOM
HauuHas OT IMOJYYEeHHOT0 MCXOJHOI0 MaTepuana U HaOpocka Oynymied 3aiuiieHHON
MH(OPMALlMOHHOM  CHCTEMbl M  3aKaH4MBas pa3pabOTaHHBIM U  MPOTECTUPOBAHHBIM
OpOTpaMMHBIM TIAaKeTOM, C OOOCHOBAaHMEM BCEX NPHUHATHIX B IPOLECCEe MPOESKTUPOBAHUS
peLeHui.

TpeboBanus K 0opoOpMIIEHHUIO OTYETA O JIAOOPATOPHON paboTe

B comepxanuu  momxHa OBITH OTpakeHa CTPYKTypa oT4yeTa. BBeleHHE TOJKHO
XapaKTepu30BaTh Ty cPepy YeIOBEUECKON IEeATENHHOCTH, Al KOTOPOi OyIeT MpOeKTHPOBATHCS
CUCTEMaA 3allUThI I/IH(l)OpMaIII/II/I. HpI/I OIIMCaHUHN )II/IanaMM JOJIPKHBI 6I>ITB N3JI0KCHBI OCHOBHBIC
(GyHKIIMOHATIbHBIE BO3MOXKHOCTH OyAyIield CHCTeMbI 3alluThl MHGOpPMAIUU, a TaKKe BHUIBI
uH(pOpMallUK KOTOpbIE MPHUAETCS XpPaHUTh U 00pabaThiBaTh AJISl JOCTHIKEHUS MOCTaBICHHOM
nemu. B mocnemyromux 71abopaTopHBIX  pabOTax JAOKHBI  OBITH  W3JIOKEHBI  ATarbl
KOHCTPYMPOBaHUS M (PYHKIMOHUPOBAHUSA MPOrPaMMHO-TEXHHUYECKHX YCTPOWCTB 3alUThI
uH(pOpPMAIIUU U TEXHUYECKUX 00BEKTOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

JlaGopaTopnas padora Ne 2 «DopmupoBanue CTpyKTypbl 0a3bl faHHbIX PUC»
ens nabopatopuoit paboTel: CHPOEKTUPOBATH JIOTHYECKYI0 U (usudeckyro ERD
POEKTHPYEMOH (3aIuIaeMoii) HHPOPMAITMOHHONW CUCTEMBI.
3amanue K 1abopaTopHOM paboTe
1) Ha ocHoBaHMM pe3yJbTaTOB CHCTEMHOT'O aHAJIHM3a MPEIMETHOW 00JIaCTH, MOJYYECHHBIX B
naboparopHoit padore Ne 1 cripoekTHPOBaTh ApXUTEKTYPY MH(DOPMALIMOHHON CUCTEMBI


https://pro.guap.ru/get-task/cac51c01f6ef8be85769724d13573b9a

2) Tlo DFD-monenu (To-Be) coctaButh TaOiMily COOTBETCTBUS BHEIIHHMX CYIIHOCTCH U
HaKomnuTesen TadimiaM 0a3bl JaHHBIX (JTJOTHYECKUA YPOBEHD)

3) IlpuBectn Tabauubl 0a3sl AaHHBIX (JOorHyeckuii ypoBenb) B 3H® (3 HOpMalbHYIO
hopmy)

4) YCTaHOBHTH CBSI3M MEXTy TaOIUI[aMU, TUIIBI CBS3€H B OTYETE OMKCATh

5) Paspaborare ER-nuarpammy huzndeckoro ypoBHsI

6) OdopMuTh OTUET 10 JTabOPaTOPHOI paboTe.

B conepxannm omkHa OBITH OTpaXKeHa CTPYKTYpa OTUETA.
https://pro.quap.ru/get-task/86f2a4558683e34c270a760f15b2abld

JlaGoparopuas padora Ne 3 «OneHka v NPUOPUTU3ALUS PUCKOB)

Llenp maboparoproii pabotel: OreHKa 3alIUINIEHHOCTH WH()OPMAIMOHHONW CUCTEMBI U

npuoputusanusa puckos Ub.

3ananue K 1abopaTopHoii paboTe

1) Ha ocHoBaHuu mpeanonokeHuil 6e30MacHOCTH, MPH y4eTe YIpo3 U UMEIOIINXCS
ySA3BUMOCTEH (MOJENM Yrpo3, MOJyYeHHOW B Ja0OpaTopHbIX paborax Ne 1-2)
chopMynupoBaTh 1LeaM 0€30MacHOCTH, OMpPENeIuTh KIAcC U KaTeropHIo
3alMIIEHHOCTH UH(POPMALIMOHHON (aBTOMATU3UPOBAHHOW) CUCTEMBI.

2) PykoBoactBysice 'OCT P UCO/MBK TO 13335, 'OCT P UCO/M3K 17799 u
'OCT P MCO/M3BK 27001 BBIIOTHUTH aPHOPHYIO OIEHKY W MPUOPUTHU3AIIUIO
PHCKOB, a TaKKe COOJIOJIEHUE 3aKOHOJATENbHBIX M HOPMATHUBHBIX aKTOB JUIS
paccMarpuBaemMor HHGOPMAIIMOHHONW cHCTeMbl ([ omeHku pexomMeHayercs
HCIIOJIb30BaTh IIPOrPaMMHOE CpPEACTBO MICROSOFT SECURITY
ASSESSMENT TOOL) https://www.microsoft.com/ru-
ru/download/details.aspx?id=12273)

3) Pe3ynbrarel 3kcniepTHON oneHkH puckoB Wb, nomyueHHble Ha IpeabplIyIIEeM H1are
MCIOJIb30BaTh AJis1 (POPMUPOBAHUS PEKOMEH 1ALl IO TPUOPUTU3AIMH PUCKOB

4) [IpoBecTH OlLIEHKY 3alMIIEHHOCTH dKCIuTyatupyemMoit (AS-IS) u npoextupyemoit
(To-Be) uH(MDOpPMAIMOHHON CHCTEMBI C Y4E€TOM aJaNTaldd MPaBHJ MOJUTHK
MH(OPMaLIMOHHON 0€30MacHOCTH (KPacHBIX KPYKKOB B AKCIEPTHON OLIEHKE HE
JOJI’KHO OCTaThCs).

5) Od¢opmuts otuet no 1adbopaTopHO padoTe.

B conepxxanuu noimkHa ObITh OTpaXkKeHa CTPYKTypa OTYeTa.

https://pro.guap.ru/get-task/9372943330e90d0af0d0974d8a9ec9d4

JlaGopatopnas padora Ne 4 «COGop 5oroB coObITUH HHPOPMALMOHHOW O€30MacCHOCTH B
AirSIEM»

ens maGopatopHOit paboTrel Ne 4:  paszpaboTarh CHUCTEMY, KOTOpas TIO3BOJISET
aHAJTM3UPOBATh PETUCTPUPYEMBIE B 3aIIUIIAEMOI HHPPACTPYKTYpE COOBITHUS, MOCTYMAOLINE OT
pa3IMyYHbIX  HCTOYHMKOB, U  OOHAapy)XMBaTh  aTaKW/CUEHAapUW  aTak/ImoJI03pUTEIbHBIE
NEHCTBUSA/OTKIIOHEHUSI OT HOPMBI, (GOpPMHPYs TMpH HEOOXOAWMOCTH COOTBETCTBYIOIINE
HHIUIEHTHI 0€30IMaCHOCTH.
3ananue K aboparopHoii pabore Ned
1) Passepuyts SIEM-skocucremy, wucronb3ys mpoekt AirSIEM  (oOpa3 nucka
conepxut AirSIEM, pa3sepuyyto Ha Windows 7)
2) Paseepuyth AirSIEM, ucnons3ys wa Windows 10)


https://pro.guap.ru/get-task/86f2a4558683e34c270a760f15b2ab1d
https://pro.guap.ru/get-task/9372943330e90d0af0d0974d8a9ec9d4

3) PeaimzoBare moncucteMy cOOpa M XpaHEHHs IOCTYMAIOIIUX COOBITHIA
0€e30IacHOCTH;
4) Odopmuth oTUET 110 JabOpPaTOPHOIl padoTe.

JlabopaTopuasi pa6ora Ne 5 Pazpaborka Web-kiueHTa MOHHTOpPHHTa WCKJIIOYCHUH B
pacrpeiesieHHOH HHPOPMAIIMOHHOM CUCTEME

Hens paboter: M3yunts npuHIUNbl noctpoeHus MVC-penieHnii, mo3BOJISIONMX PacpeIeInTh
OM3HEC-JIOTUKY B pacIpeleleHHbIX HH()OPMAIIMOHHBIX CHCTEMaX, HAYYHTHCS HCIIOJIb30BaTh
METOJIbl MPOEKTUPOBAHUS MPUIIOKEHUHN JOCTyNa K JaHHBIM, 0a3upysch Ha npuHimnax Model-
First. OcBouts Mexanu3msl Entity Framework miis npoextupoBanusWeb-kimentos PUC.
3amanue K 1abopaTopHOM paboTe

1) U3yunth MaTepuasl JEKLIUI pa3MELIEHHbIE B TMYHOM KaOMHETE.

2) B cootBercTBUU C 3asBIECHHOM B JIEKUUAX (PYHKIIMOHAIBHOCTBIO, pa3padorate Web-
kiueHT, ucnonb3ytonmit ASP.NET Core MVC noaxozs! pa3paboTKu pacipeeIeHHBIX CUCTEM.

3) Web-kiuent nomken obecneynBaTh BO3MOXKHOCTD yIAJICHHOTO MOHUTOPHUHTA TaOJIHIIbI
UserExceptions paspaboranHoil paHee apxutektypbl bJl, a Taxxke momaepxkky BeizoBa CRUD-
onepanuii (create, read, update, delete) Han qaHHOM TabIUIIEH.

4) Jlokanm3oBate uHTEpdeiic Web-kimeHTa (Ha pycCKOM SI3bIKE JTOJDKHBI OBTH BCE €Tro
AJICMEHTHI)

5) PaspaboraTh JONONHUTENbHBIM (YHKIMOHAT TPOEKTA B  COOTBETCTBUU C
WHIUBUAYAIbHBIM BaPUAHTOM.

6) OdbopmuTh OTYET 110 TAOOPATOPHOH paboTe, COoNEPIKANINI: TUTYIHHBIN JUCT, Ha3BaHUE,
HOMEp U 1eib padoThl, MOCTAHOBKY 3aJa4M, ajJrOPUTM PEIICHUs IS KaXJIO0ro MpOrpaMMHOTO
MOJTyJIsl, JINCTHHT MPOrPAMMHBIX MOJYJIEH, pacredaTKy pe3ylIbTaToB, PAacledaTKy U300paKeHHs
(dbopM, UCTIOTIB3YEMBIX B IPOTPaMMe

11.5. MeTtoauueckue ykasaHUs JUid OOy4aroIMXCs 10 IPOXOXKACHUIO KypCOBOTO
POEKTHPOBAHUS/BBINIOIHEHUS KypCOBOU PaOOTHI yueOHbIM NIAHOM He NpedyCMOMPEHO

11.6. Meroauueckue ykazaHus JUIsi OOYJaAIOMIMXCS MO MPOXOKACHUIO CAMOCTOSITEITHHOM
paboThI

B xone BBIMOMHEHUSI CaMOCTOSITEILHOM PabOThI, 00yJarOUIUiCsl BBIMOIHAET paboOTy 1O
3aJJaHUI0 ¥ IIPU METOJUYECKOM PYKOBOJCTBE IperojaBaTelisi, HoO 0e3 ero HernocpeiCTBEHHOIo
y4acTusl.

Jns oOyyaromuxcst 1Mo 3aoyHoM ¢opme O00ydeHus, caMOCTOsITeNIbHas paboTa MOXKET
BKJIFOYATh B CEOsI KOHTPOIBHYIO padoTYy.

B mnpouecce BBIMOJHEHHUsSI CaMOCTOSITENbHONW paboThl, y oOydaromierocss (popMHpYyeTcs
1enecoo0pa3Hoe IIaHUPOBaHKUE pabovero BpeMeHH, KOTOPOe MO3BOJISET UM Pa3BUBAaTh YMEHUS
Y HaBBIKM B YCBOCHHWU W CHUCTEMAaTH3allMH TPUOOPETAeMbIX 3HAHHIA, 0OECTIeUYMBACT BBICOKHIMA
YPOBEHb YCIEBAEMOCTH B TNepuoJ OOyuYeHHs, TOMOTraeT IOJy4YUTh HABBIKM IOBBIIICHUS
MpoeCCHOHAIBHOTO YPOBHSI.

MertoauyeckuMH ~ MaTepuallaMH,  HampaBJSAIOMIMMU  CaMOCTOSITENIbHYIO — paboTy
00yJarONTUX CSSBIISFOTCS:

—  y4eOHO-METOJIMYECKUN MaTepHa 1o JUCIHUIUINHE;

— METOAMYECKHE YKa3aHWS IO BBHITIOJHEHUIO KOHTPOIBHBIX paboT (s 00ydaromuxcs
1o 3a04HOU (hopme oOyueHus).

11.7. MeTtoauueckre yKazaHus [UIsl OOYyYaroIIMXCS TO MPOXOXKACHHUIO TEKYIIETro
KOHTPOJI YCIIEBAEMOCTH.

Texkymuil KOHTPOJb YCHEBAEMOCTHM NPEIyCMaTPUBAET KOHTPOJb KayecTBAa 3HAHUUI
00yYaroImuxcsi, OCyIIECTBISIEMOI0 B TEUEHUE CEeMecTpa C ILIeJbI0 OLEHMBAHUS X0Jla OCBOEHUS
JTUCIUTUIAHBI.



11.8. Metoauyeckue yka3zaHus JJisi O0y4aromIuXcs MO MPOXOXKICHHIO MPOMEKYTOIHON
aTTeCcTaluu.

[Ipomexxyrounass  arrectanusi  OOy4yaromIMXCsl — HpPEAyCMaTpuBaeT  OLIGHUBAHHE
MIPOMEXKYTOUHBIX M OKOHYATEIBHBIX PE3y/IbTaTOB O0y4YeHMs 1O auciuiuimHe. OHa BKIIIOYAET B
cebs:

— 9K3aMeH — (opma OILEHKM 3HAaHUH, IOJYYCHHBIX OOYYaIOIIUMCS B IpoLecce
I/I3y‘-IeHI/I$I BCGI71 JUCHUIIIIMHBI UJIM €€ 4aCTH, HAaBBIKOB CaMOCTOﬂTeHBHOﬁ pa6OTBI, CHOCOGHOCTI/I
NPUMEHATh WX JUIS PEHICHHS NPAKTHYSCKUX 3a7ad. DK3aMeH, KaK IPaBHJIO, MPOBOJIUTCS B
MEepHOJ] SK3aMCHAIIMOHHOW CECCHMM W 3aBEPIIASTCS AaTTECTAIIMOHHON OIICHKOW «OTIIMYHOY,
«XOPOIII0Y», «YAOBICTBOPUTEIBHOY, «HEYIOBICTBOPUTEIBHO.

— 3aueT — 3To (hopMa OLEHKU 3HAHUH, MMOTYYCHHBIX OOYYAIOUIMMCS B XOJI€ U3yUCHHS
y4€OHOW MCUUIUIMHBI B LIEJIOM WM IPOMEXYTOUHAs (110 OKOHYaHUU CEMECTpa) OLIEHKa 3HaHUMI
00yJaroIMMCs 10 OTJCIBHBIM pa3jieiiaM JUCIUILUIMHBI C aTTECTAllMOHHON OIICHKOM «3aYTCHO)
WA «HE 3a4TEHOY.

— nmuddepeHIMpPOBaHHbI 3a4eT — 3T0 (GopMa OLCHKUM 3HAHUWH, IOJIyYCHHBIX
00y4aromuMcs TIPU U3YYCHUU TUCIMILIMHBI, TIPU BBIIOJHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, HAYYHO-UCCIIEA0BATEIBCKUX PA0OT U MPOXOXKICHUH MPAKTUK C aTTECTAIIMOHHON OIICHKOW
COTIIUYIHOY, «XOPOILIOY, KYyJOBICTBOPUTEIBHOY, KHEYIOBICTBOPUTEIEHOY.

Cucrema OLEHOK IpH IPOBEIECHUU INPOMEKYTOUYHOW aTTECTALlMU OCYILIECTBISIETCS B
cooTBeTcTBUU ¢ TpeboBaHusMu [lonoxeHuit «O TekylleM KOHTPOJE YCIIEBAEMOCTH U
IPOMEXYTOUHOM arrectanuu cryneHToB ['YAII, oOywaroumxcs Mo nporpaMmaM BbICIIETO
oOpazoBaHusi» U «O MOAYJIBHO-PEUTHHIOBONM CHCTEME OLICHKM KadecTBa Yy4eOHOW paboThI
cTyneHtoB B 'Y AIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




