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AHHOTaAIU

HucuumnuHa «OCHOBBI TOCTPOCHHS 3allMIIEHHBIX KOMIIBIOTEPHBIX CETel» BXOAUT B
00pa3oBaTeNbHYI0 IPOTpaMMy BBICIIEr0 00pa3oBaHUs — MPOTpaMMy OakanaBpHara IO HaIlPaBICHHIO
noarotoBku/ crnemuanbHocTH  10.03.01  «MHboOpMmarmonHas 0e30MacHOCThY  HANPaBICHHOCTH
«be30macHOCTh KOMIBIOTEPHBIX cucTeMy. JlucuumiuHa peanusyercs Kadempoid «Ne33».

JlucuuniuHa HalejaeHa Ha GOpMUPOBAHKE Y BBITYCKHUKA CIIETYIOIIUX KOMITETEHIUH:

OIIK-9 «CrnocobeH NpUMEHATh CpeACTBAa KPUNTOrpahUUYecKoil W TEXHHYECKOW 3aIlUThI
uH(pOpMaLU AJIs peleHus 3a71a4 IpodhecCUHOHATBLHON NeSTEIIbHOCTI

OIIK-12 «CnocobeH NUpOBOIUTH IOATOTOBKY HCXOAHBIX JIaHHBIX IS TPOCKTHPOBAHUS
MOJICUCTEM, CpPEICTB oOecreyeHusl 3alluThl HHPOpMAIMM W JUISl TEXHUKO-3KOHOMHYECKOTO
000CHOBaHHS COOTBETCTBYIOIINX IIPOEKTHBIX PELICHUI»

OIIK-1.1 «CnocobeH pa3pabaThiBaTh W PEaIM30BBIBATH MOJUTUKHU YIPABICHUS JOCTYIIOM B
KOMITHIOTEPHBIX CUCTEMAX )

OIIK-1.2 «CriocobeH aAMHUHUCTPUPOBATH CPEACTBA 3AIIUTHI MH(OOPMALIUKA B KOMIBIOTEPHBIX
CUCTEMAX U CETSX».

Copep:xaHue TUCIUILUIMHBI OXBATHIBAET KPYT BOIIPOCOB, CBSI3AHHBIX C pa3pabOTKOI MPOEKTOB
CUCTEM U MOJICUCTEM 3AIIUILIEHHBIX KOMIBIOTEPHBIX CETEH.

[IpenogaBanue MUCHUILUIMHBI IPEIyCMaTPUBAET Cileayroue (GopMbl OpraHU3alUuu y4eOHOTO
npoiiecca: JIEKINH, JIabopaTopHbIe PabOThI, cCaMOCTOsITENIbHAs paboTa 00yJaroerocs.

[IporpaMMoii AUCUMILTUHBI PEAYCMOTPEHBI CAEAYIOUINE BUbI KOHTPOJIS: TEKYIIUNA KOHTPOIb
yCIIEBaEMOCTH, TPOMEKYTOUHAs aTTECTalus B popMe 3a4era.

OO611ast TpyA0€MKOCTh OCBOSHHUS! IUCHUIUTMHBI COCTABIISIET 2 3a4E€THBIX €AMHUILIBI, 72

Jaca.

SI3bIK 00yUYeHUs IO JUCIUILINHE «PYCCKUMA »



1. TlepedeHb IUTAHUPYEMBIX PE3YIBTATOB OOYUEHUS IO AUCIIUTIIIMHE
1.1. Tlenu npenonaBaHus TUCIUIUIMHBI
[lenpro TpenogaBaHus TUCIUIUIMHBI SIBISIETCS OOYYEHHE CTyIEHTa TIOMCKY pPallMOHAIBHBIX
pelieHui mpu pazpaboTKe CpPeACTB 3alluThl HWHGOpMAlMU C y4yeToM TpeOoBaHMI KayecTBa,
HAJCKHOCTH M CTOMMOCTH, a TAaKK€ CPOKOB HUCIIOJHCHHSI, YUUTHIBas TPEOOBaHUS TEXHHUYECKOTO
3aaHusl.
1.2. JlucuuruivHa BXOJIUT B COCTaB 00s3aTEIBHON YacTH 0O0pa3oBaTeNbHON MPOTrpaMMBI
BhIcIIero oopaszoBanus (nanee — OIT BO).
1.3. TlepeuyeHb IUTAHUPYEMBIX PE3YJILTATOB OOYUEHUS O JUCIUILIUHE, COOTHECEHHBIX C
IJIaHupyeMbIMU pe3ysibTaTamMu ocBoeHus OI1 BO.

B pesymbrate M3ydeHUs AUCHUILUIMHBI OOYYAIOUIUICS JOJDKEH 00J1aaTh CIEAYIOIUMHU
KOMIETCHIMSIMH HJIM UX 4acTsMu. KoMmmeTeHUnn W MHAMKATOPBl UX JOCTH)KEHHUS MPHUBEACHBI B
tabnuie 1.

Tabmuna 1 — [lepedeHb KOMITIETEHITUH W UHAMKATOPOB UX JIOCTHIKEHUS

Konu
Kareropus (rpynna) Koa u HauMeHOBaHUE UHIUKATOPA
HanMEHOBaHUE
KOMIIETEHIIUHU IOCTHIKEHUS KOMIIETEHIINU
KOMIIETEHIINU

OIIK-9 Cnocoben
MIPUMEHSITh CPE/ICTBA

OIIK-9.3.1 3HaeT npuHLHUIIBI TOCTPOEHUS
CUCTEM U CETEH IIEKTPOCBA3U

OIIK-9.3.4 3HaeT OCHOBHBIE BUIbI CPEJICTB
KpunTorpaduueckoit 3amuTel HHGOpMAIHH
(CK3HN), Bxiroyas 0JI0YHBIE U TIOTOYHBIE

KpHITorpapuyeckoil | cucremsl mudpoBaHus,
ObmenpoeccoHaNbHbIE | U TEXHUYECKOH KpunTorpaduueckrue CUCTEMBI C OTKPBITHIM
KOMIIETEHIIUU 3aIIUTHI KJIFOUOM, KpUNITOTpapruecKue Xell-

nHbopManuu AJs
pelIeHus 3a1a4q
npodeccnoHanbHOMI
JIEATEIbHOCTH

(GyHKIMU ¥ KpunTorpapudeckue
MIPOTOKOJIBI

OIIK-9.V.1 ymeeT npoBOIUTE aHAIIN3
nokasateneit 23heKTUBHOCTH CETeH U
CHCTEM TEJIEKOMMYHUKAILMI U KauecTBa
MIPEOCTABIISIEMBIX YCITYT

OIIK-9.VY.3 ymeer ucnonb3oats CK3U B
ABTOMATH3UPOBAHHBIX CHCTEMax

O6menpodeccnoHalbHBIE
KOMIIETSHIIH

OIIK-12 Crnocoben
MPOBOAUTH
MOATOTOBKY
NCXOOHBIX TAHHBIX
JUTSL IPOCKTHPOBAHUS
MTOJICHCTEM, CPEJICTB
obecneueHuUs
3alIUTHI
uHbOPMAIIUHU U IS
TCXHUKO-
SKOHOMHYECKOTO
000CHOBaHHS
COOTBETCTBYIOLIUX
MPOEKTHBIX PENICHUN

OIIK-12.3.4 3HaeT OCHOBHBIE 3TaIlbl
rpoliecca MPOeKTUPOBAHUS U O0IIIHe
TpeOOBa-HUSI K COACPIKAHHIO TIPOSKTA
OIIK-12.VY.3 ymeer hopMupoBaTh
TpeOOBaHUS U pa3padaThIBATh BHEITHHE
cnenuuKauy s pa3padaTbiBaeMoro
MPOTPAMMHOTO 00€CTICUeHHSI

OIIK-1.1

OIIK-1.1.B.2 BnageeT HacTpOHKOM

Oomenpodeccuonansipie | Crocobex IIPOrpaMMHBIX U allapaTHBIX CPEACTB
KOMIIETEHIIMH 110 pa3pabaTbIBaTh MOCTPOSHHSI KOMITBIOTEPHBIX CETEH, B TOM
HaIpaBICHHOCTH u YHCIIe UCIOIB3YIOIIUX

peann30BbIBaTh KpUNTOTpaQUIECKyI0 3aIuTy HH(pOpMaIuu

MTOJTUTHKH

yIIpaBICHUS

JOCTYIIOM B




KOMIIBOTCPHBIX
CUCTeéMax

OIIK-1.2.3.1 3HaeT BUABI MOJIUTUK
yIIPaBJICHUS JIOCTYIIOM U
OIIK-1.2 Criocoben | nHGOPMAIMOHHBIMU TIOTOKAMH B
Oo6menpodeccuoHanbHbIC | AIMUHUCTPUPOBATh | KOMIIBIOTEPHBIX CETSX

KOMITETCHIINH 10 CpelICTBa 3aIIUThI OIIK-1.2.V.1 ymeeT HacTpauBaTh IpaBuia
HANPaBICHHOCTU nH(popMaIUY B 00pabOTKH MaKeTOB B KOMITbIOTEPHBIX
KOMITBIOTEPHBIX CeTsIX
CHUCTEMAaX U CETAX OIIK-1.2.B.1 BiageeT HaBBIKAMH

YIIPABJICHUS CPEICTBAMU MEKCETEBOTO
SKPaHHUPOBAHUs B KOMIIBIOTEPHBIX CETAX

2. Mecro mucuuiumHb B cTpykType OIT
JucuumirHa MokeT 0a3upoBaThCs Ha 3HAHMSX, paHee NPUOOPETEHHBIX O0y4aroIUMUCS
IPY U3YYCHHUHU CIICAYIOMINX TUCIUTLINH:
— MeTto/pb! OlLIeHKH 0€301aCHOCTH KOMIIBIOTEPHBIX CUCTEM,
— 3amuTa B ONEpaLMOHHBIX CHUCTEMAX,
— MHXeHepHO-TeXHUUYECKUE CPECTBA 3aIUThl THPOPMALIUH.
3HaHus, NOJYYEHHbIE IPU HU3YYEHUHM Marepuana JaHHOM JUCLUIUIMHBL, HMEIOT Kak
CaMOCTOSITENIbHOE€ 3HAa4YeHWE, TaK M MOTYT WCIOJb30BAThCS TIPU HANMKWCAHWUHM  BBITYCKHOW
KBaJTM(PHUKAIIMOHHOHN paboThI.

3. O0beM U TPYA0EMKOCTh TUCIUITIIMHBI
Jlanable 00 oOmemM o0beMe IUCHUIUIMHBI, TPYJOEMKOCTH OTAEIbHBIX BHUIOB Y4eOHOM
paboThl MO TUCHMIUIMHE (M pacmpeleseHHe 3TOW TPYAOEeMKOCTH M0 CEeMeCTpaM) MpeACTaBIECHbI B
Tabmuie 2.

Tabnuua 2 — O0beM U TPYJ0EMKOCTb AUCHUIUINHBI

Tpy0eMKOCTb 110
Buz yuebHoit paboThl Bcero cemMecTpam
Ne8
1 2 3

Oowan mpyooemKkocma OuCyuUnIUHbL, 2/ 72 2/ 72
3E/ (4ac)
U3 Hux uacos npakmuueckoii n0020mosKu 20 20
Ayoumopnuie 3anamus, BCETo yac. 40 40
B TOM YHCIIE:

nexiuu (JI), (dac) 20 20

npakTudeckue/ceMmunapckue 3ansrus (I13),

(gac)

naboparopusie pabots (JIP), (dac) 20 20

KypcoBoii mpoekT (pabdota) (KII, KP), (qac)

9K3aMeH, (4Jac)
Camocmoamenvnas paboma, Bcero (4ac) 32 32
Buo npomesxcymounoii ammecmayuu’ 3a4er,
mubd. 3auer, sk3ameH (3auer, dudd. 3ay, | 3ader 3auer
DK3.*%*)

*%x
[IpuMeuanue: KaHIUIATCKUAN dK3aMEH

4. CopeprxaHue AUCIUTUTHHBI
4.1. PacmpezaeneHue TpPyIO0EMKOCTH JTUCHUTIINHBI 110 Pa3/ieiaM v BUAAM 3aHATHIM.
Paznensl, TeMBl TUCHUIUIMHBI M UX TPYJOEMKOCTh MIPUBEACHEI B Ta0HIIE 3.



Tabnuia 3 — Pa3znensl, TeMbl JUCIUIUTAHBL, X TPYAOEMKOCTh

Jlexum | 113 JIP KII CPC
Paznensl, TeMbl JUCHMITIAHEI U (C3) (dac (gac) (dac)
(gac) | (gac)
Cemectp
8
Paznen 1. TunoBeie yrpo3sl ceTeBOi 7 5 10
0€30MacHOCTH
Paznen 2. Kpunrorpadudyeckue MeTOAbI 3aIIUTHI 7 5 10
WH(OPMAIIUN B KOMITBIOTEPHBIX CETSIX
Paznen 3. [IporpaMmMmHo-anmapaTHbIe CpEACTBA
obecrnieueHnst 0€30MaCHOCTH B KOMITBIOTEPHBIX 6 10 12
CeTsIX
Hroro B cemectpe: 20 20 32
Hroro 20 0 20 0 32

[IpakTuueckas

IIOArOTOBKA 3aKJII049acTCsA B HCTIOCPCACTBCHHOM BBIIIOJTHCHHUH

00y4aromyMUCs OTIPENEICHHBIX TPYIOBBIX (YHKIHH, CBA3aHHBIX C Oyaymiel mpodeccrHoHalIbHON

JACATCIIbHOCTBIO.

4.2. CopnepxaHue pa3/eioB U TEM JICKIIMOHHBIX 3aHATHH.
Copeprkanue pas3/iesioB M TeM JICKIIMOHHBIX 3aHATUH PUBEACHO B Taduiie 4.

Ta6J'II/H_Ia 4 — Coz[epxcaHHe pa3aciioB U TEM JICKIIMOHHOI'O TUKJIA

Howmep pasnena

HazBanue u COACPIKAHUC pAa3ACIIOB U TEM JICKIIMOHHBIX 3aHATHH

1

Paznen 1. Tunossble yrpo3nl ceTeBoii 6€30MacHOCTH

Tema 1.1. CeTeBble aTaku.

Craauu npoBesneHust cereBoil araku. Kimaccudukanuu ceTeBbIX
yrpo3, ysa3BUMOCTEH M aTak. ATaku Ha peaju3aluy CETEBBbIX
MPOTOKOJIOB, OTACJbHbIE Y376l U  CiIyxkO0bl. OCHOBHBIE
MEXaHHU3MBbl MPOBEACHUS CETEBBIX aTaK Ha PA3JIMYHBIX YPOBHSIX
MOJICITH ISO/OSI. [TpoGmembl obecrieyeHust
KOH(HICHIIMATIBHOCTH, L[EJI0CTHOCTHU U JOCTYITHOCTH
UH(pOpMAIMK Ha pa3InYHbIX ypoBHsX Moaenu ISO/OSI.

Tema 1.2. Mexanu3smsl peanusanuu atak B cetsx TCP/IP.
Vnanennoe omnpenenenue Bepcun OC ¢ UCHOJIB30BaHHEM
ocoOeHHOCTeH peanu3aiuu creka npoTokoioB TCP/IP. Meros
CKaHHUPOBaHMSI TOPTOB. MeToabsl OOHApYKEHUs MaKeTHBIX
cuudepos. Metonpr 06xoma MD.

Tema 1.3. Meroabl TmepexBara CETEBBIX COCIAWHECHHUH B CETAX
TCP/IP. Wmnepconamus Benenyto. [lecunxponuszanusi TCP-
COEIMHEHUH. Araxu, HarpaBJIeHHbIE Ha CETEBYIO
UHPPACTPYKTYPY.

Tema 1.4. TIlpumepsl cereBbix arak B cersix 1CP/IP.
TexHudeckue Mepsl 3alIUThI OT ceTeBbIX arak. [IpuHykaeHue k

YCKOpPEHHOM Tmepenade. ATaku, HalpaBiICHHbIE Ha OTKa3 B
oOcnyxuBaHuu. l3MeHnenue KoHGUTYpallUM U  COCTOSHUS

xoctoB. Hemocratku mporokonoB cemeiictBa TCP/IP ¢ Touku
3peHust obecrieueHus 6e3omacHoCcTH HHGOpMaIuu. TeXHUYeCKne
MEpHI 3alIUTHI OT CETEBBIX aTak.




2 Pasznen 2. Kpunrorpaduyeckue  MeTOAbI  3aIIMTHI
nHGOpMANMU B KOMIBIOTEPHBIX CETHAX

Tema 2.1. Kpunrorpadpuueckue mpOTOKONBI oOecreueHus
Oe3omacHOCTU

[IpoTokoyibl ~ ayTeHTUGUKAMK HA  NPHKIAIHOM  YPOBHE.
[Mporokon  Kerberos. IIpoTokonsl  ayTeHTHQHUKAUMH  Ha
TpaHcnopTHoM ypoBHe. [Iporokonm SSL/TLS. JloctoumncTBa UM
HEJOCTaTKU ayTeHTU(HKAIMKM Ha PA3IMYHBIX YPOBHSIX MOJICIH

ISO/OSI.
Tema 2.2. 3ammra BupryaabHbix uacTHbIX ceTeir  (VPN)
Hasznauenwue, OCHOBHBIE BO3MOYKHOCTH, TIPUHITUITBI

dbyHKIIMOHUpOBaHUsT U BapuaHThl  peanu3anuu  VPN.
Opranuszanys TYHHEIMPOBAHUS HA PAa3IMYHBIX YPOBHSIX MOAEIH
ISO/OSI. [locrounctBa u Hemoctatku mnpumeHenus VPN.
[Tporoxoin IPSEC. ITpotokons AH u ESP. Ocobernnoctu paboTht
npotokona IPSEC B TyHHeNbHOM M TpPaHCIOPTHOM pPEKUMaXx.
[TpoTokon yIIpaBIICHUS KITIOYaMHU ISAKMP/Oakley.
Hcrnonp3oBaHWe  MPOTOKOJIA L2TP TS OpraHu3aIH
BUPTYAJIBHBIX YaCTHBIX CETEH.

Tema 2.3. Pa3paboTka 3alUIEHHBIX CETEBBIX MPUI0KEHHUN
Aytentudukanus, mudposanue, o0ecreyeHre HeI0CTHOCTH €
HCIIOJIb30BaHUEM MIPOrpPaMMHOTO uHTepdeiica SSPI.
[Tporpammusrii uaTEpdeiic Open SSL.

3 Pa3nea 3. IlporpamMmHo-annapaTHble cpeAcTBa obecnedeHHs
0€e30I1aCHOCTH B KOMIIBIOTEPHBIX CETHAX

Tema 3.1. CpexactBa 3amMThl JIOKAJBHBIX CETEH  IpH
nonkimoueHuu Kk Mutepuer. MexcereBrie 3kpanbl (MD). Mecto
u posib MD B obecriedeHnH CeTeBOM 0€30MacHOCTH.
Knaccudpukammst MD. TpeboBanuss k MD. OcHOBHBIE
BO3MO>KHOCTH M CXEMBbI pa3BepThIBaHUS MDO.

HocronnctBa u  Hemoctarku MDO. IlocTtpoenne mpaBui
¢bunpTpanuu. Mertonsl ceteBoit TpaHcisiiuu aapecoB (NAT).
[IInr0361 ypoBHS NpUIIOkKEHUM. Peanmuzanusi ceTeBOd MOJUTHKU
Oe3omacHOCTH ¢ wucnoib3oBaHueM MD. Metoasl o0xoxa
MEXKCETEBBIX IKPAHOB.

Tema 3.2. 3ammuTa cepBepoB u pabouux cranuuid. Cpeacrsa u
METOAbl TPEAOTBpAIICHUs U  OOHApYXEHHs  BTOPIKECHUH.
Cucrembl oOHapyxenust BropxeHuil (COB). Hasnauenue u
BO3MOXXHOCTH CpEJICTB OOHApyXKeHHsI BTOP>KEHUH Ha XOCTBHI,
MIPOTOKOJIBI M CeTeBble CIyXkObl. Mecro U pOJb CpPEeacTB
OoOHapy)XeHHS BTOpKCHHUH B o0O0meld cucreme oOecreueHus
cereBoil 6e3onacHocTH. Kimaccudukamnuss COB. BrisiBienue arak
HAa OCHOBE CHUTHATyp aTaK M BBbISIBICHHUS aHOMalIMil. AyauT
OPUKIAAHBIX ciyx0. CpencrBa oOHapyKeHUs YSI3BUMOCTEH
ceTeBbIX Ciyk0. CriocoObl MPOTUBOACHCTBHS BTOPKECHUSM.

Cuctembl BUpTYabHbIX JIoByHiek (Honey Pot u Padded Cell).

4.3. Tlpaktudeckue (CEMUHAPCKHE) 3aHATHUS
Tembl mpakTUYECKUX 3aHITHIA U UX TPYIOEMKOCTh MPUBEACHBI B TAOIHIIE 5.




Tabnuna 5 — IlpakTuueckue 3aHATUS U UX TPYJOEMKOCTb

N3 Hux Ne
No | Tewmsbl mpaktudeckux | Dopmbl mpakTHYeCKUX | TpymOeMKOCTb, |IPaKTHYECKOM |pasaena
n/m 3aHATUN 3aHATUN (gac) HNOJArOTOBKH, | IUCLUI
(dac) JIUHBI
Y4eOHBIM IJIAHOM HE TPETYCMOTPEHO
| |
Bcero
4.4. JlabopaTopHbIE 3aHITUS
Tembl 1aG0opaTOPHBIX 3aHATUIN U UX TPYIOEMKOCTb IIPUBEICHBI B TabuIe 6.
Tabnuna 6 — JlaGopaTopHbI€ 3aHATHS U X TPYIOEMKOCTb
U3 Hux Ne
Ne HaumenoBanue nabopatopHbIx paboT TpynoemkocTb, | IPaKTUYECKOH | pa3zaena
n/n (uac) HOJATOTOBKH, | JAMCLHUII
(dac) JINHBI
Cemectp 8
1 | MexaHu3mbl peanm3allid aTak B  CETAX 4 4 1
TCP/IP
2 | Kpunrorpaduueckue MIPOTOKOJIBI 4 4 2
obecrieyeHus: 6€30MaCHOCTH
3 | Bamura BupTyanbHbIX YacTHBIX ceteit (VPN) 4 4 2,3
4 | Pa3pabotka 3aIUIIEHHBIX CETEBBIX 4 4 1,3
IIPUIIOKEHUH
5 | CpencTBa 3amuThl JIOKATBHBIX CETEH MPU 4 4 3
NOJIKJII0YEeHUH K MIHTepHeT.
Bceero 20 20

4.5. KypcoBoe npoeKkTHpoBaHuE/ BHITIOJIHEHHE KyPCOBOM pabOThI
Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO

4.6. CamocrosarenbHas paboTa 00ydJaromxcs

Bunbr camocTosATensHOM pabOThI U €€ TPYA0EMKOCTh MIPUBEICHBI B TaOIHUIIE 7.

Tabnuna 7 — Buapl caMocTosTeNIbHON paboThI U €€ TPYJ0EMKOCTh

N Bcero, | Cemectp 8,
Bun camocTostensHOM paboThI
qac qac
1 2 3
W3y4eHne TeOpeTUUECKOTO MaTepraa 20 20
nucuuruael (TO)
[ToaroToBka K TeKyIieMy KOHTPOJIIO 6 6
ycneBaemoctu (TKY)
IToaroroBka K MpOMEKYTOYHOU
6 6
arrectanuu (ITA)
Bcero: 32 32

5. Ilepeyens yueOHO-METOANIECKOTO OOSCIICUEHUS
JUISL CAMOCTOSITEIILHOM paboThl 00YJArOIIUXCS IO JUCITUTUTHHE (MOTYJTIO)
Y4eOHO-MeTOINYEeCKHE MaTepHalibl Ui CaMOCTOATENbHON paboThl 00y4yaromuXxcs yKa3aHbl BILII.

7-11.




6. IlepedeHb neyaTHBIX U JIEKTPOHHBIX Y4EOHBIX U3/IaHHUH
[lepedeHb neyaTHHIX U 3JIEKTPOHHBIX YU€OHBIX U3JaHUN TPUBEACH B TadmuIe 8.
Tabnuua 8— [lepedyeHp neyaTHBIX U SJIEKTPOHHBIX YUEOHBIX W3JaHUN

KomuecTBo 9Kk3eMILIIPOB B

Mudp/ bubnuorpaduyeckas ccpuika 6ubnuorexe
URL anpec (KpoMe 371eKTPOHHBIX
9K3EMILISPOB)
004.05B 75 BopornoB, A. B. OcHOBbI 3amuThbl CO (74)

nHpopmanuu: ydedHoe mocoome/ A. B.
Boponos, H. B. Bonomna. -CI16.: TOY
BITO "CII6I'YAII", 2009. - 78 c.

http://e.lanbook.com/ | Illaasrun, B.®. 3amura uabopmanuu B
books/element.php? | KOMIBIOTEPHBIX  CHCTEMAaX M CETAX
pll_id=3032 [DnmexkTpoHHBIT pecypc] :  ydeOHOe

nocobue. — DIEKTPOH. JaH. — M.:
JIMK IlIpecc, 2012. — 592 ¢

http://e.lanbook.com/ | Tutos, A.A. NHXeHepHO-TeXHUYECKast

books/element.php? | — Onektpon. man. — M. @ TYCVYP
pll id=4959 (Tomckwmit rOCY/IapCTBCHHBIN

YHUBEPCUTET CHCTEM yIPaBICHUSA U
paguosnekrponuku), 2010. — 195 c.

7. IlepedeHb 3JIEKTPOHHBIX 00pa30BaTENIbHBIX PECYPCOB
MH(}OPMallMOHHO-TEIEKOMM YHUKAIIMOHHOM ceTn «HTepHeT»
Ilepeuenn JJIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB MH(pOPMaIMOHHO-
TEJIEeKOMMYHUKaMOHHON ceTH «/HTepHeT», HeoOXOIUMBIX /JIi OCBOEHUS JUCLUUIUIMHBI IPUBEJIECH
B Tabnuie 9.

Tabmuma 9 — IlepedyeHb SJIEKTPOHHBIX OOpPA30BATEIBHBIX PECYPCOB  MH(POPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHOMU ceTn «HTepHeT»
URL agpec HanmenoBanune

He npenycmoTrpeno

8. Ilepeuenb MH(OPMAITIOHHBIX TEXHOJIOT U
8.1. [lepeyeHp mMporpaMMHOTO 00ECTICYSHHSI, UCIIOIB3YEMOTO TPH OCYIIECTBICHUH
00pa3oBaTeNBHOrO MpoIlecca 10 TUCLHITIIHHE.
[lepedeHp UCTIONB3yEMOTO POTPaMMHOT0 OOecTiedeHus TpeicTanieH B Tadmuie 10.

Tabmumna 10— [TepedeHb MPOrpaMMHOTO OOSCTICUEHUS

No /1t HaunmenoBanue

He npenycmoTtpeno

8.2. [lepeuenn MH(}OPMALIMOHHO-CITPABOYHBIX CHCTEM,UCIIOIb3YEMBIX pu
OCYIIIECTBIICHUH 00pa30BaTEILHOTO MPOIecca 10 JTUCIUTIINHE
[Tepeuens UCIIONIB3YEMBIX  MH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM IMPEJICTaBICH B
Tabymue 11.

Tabmuua 11— Ilepeuens nH(OPMAIIIOHHO-CIIPABOYHBIX CUCTEM

Ne i/t Haumenosanmue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKast 0aza
Cocras MaTepHabHO-TEXHUYECKOM  0a3bl, HEOOXOAMMOH i  OCYLIECTBICHUS
00pa3oBaTeNFHOO TpoIIecca 10 TUCIHUIUINHE, PEICTaBlIeH B Tadmuel2.


http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=3032
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=3032
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=3032
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=4959
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=4959
http://e.lanbook.com/%0bbooks/element.php?%0bpl1_id=4959

Tabnuna 12 — CocraB MaTepuaabHO-TEXHUIECKOM Oa3bl

No HaumenoBanue cocTaBHOI 4acTh Howmep ayautopuu
n/m MaTepUaTbHO-TEXHUYECKOM 0a3bl (ipu HEOOXOAMMOCTH )

JlexuMOHHasA ayIUTOPUS

KomnbroTepHsblii Ki1acce

10. Onenounsle cpeacTBa sl IPOBEACHUS IPOMEKYTOYHOM aTTeCTAllUH
10.1. CoctaB OIICHOYHBIX CPEACTBIUISI MPOBEACHUS IMPOMEKYTOUHOH aTTeCTalllH
o0yyaromuxcs o JUCLUIUIMHE pUBE/IeH B Tabuule 13.
Tabnuna 13 — CocTaB OLIEHOYHBIX CPEJCTB I IPOBEACHHS IPOMEKYTOUHON aTTeCTalluu

Bun npomexxyTo4HOMN aTTeCTauU [IepedyeHp OLIECHOYHBIX CPEACTB

3auer Cnucok BonpocoB

10.2. B kayecTBe KpUTEPHEB OICHKM YPOBHS CHOPMHUPOBAHHOCTH (OCBOCHHS)
KOMIIETEHIIMI O0YyJaloUMMUCS TPUMEHSETCSl S-0ajulbHasi MIKala OIEHKH Cc(hOpMHUPOBAHHOCTH
KOMIIETEHIIUM, KoTopas npuBeacHa B Tadnuue 14. B TeueHue cemectpa MOXKET UCIOJIb30BaTHCS
100-0amnmpHast  mIKajga  MOAYJIBHO-PEMTUHIOBOW  CHUCTEMbl  YHHBEPCUTETa,  IpaBUIIa
WCIIOJIb30BAaHUSI KOTOPOH, YCTAHOBJIEHBI COOTBETCTBYIOIIUM JIOKAIBHBIM HOPMATHBHBIM aKTOM
I'VAIL

Tabmuna 14 —Kpurepun orieHku ypoBHs c()OPMHUPOBAHHOCTH KOMIIETEHIUI

OI11eHKa KOMIIETEHI AN

XapakrepucTvka chopMUpPOBAHHBIX KOMIIETEHIUIA
5-0ayuipHas mkana P p (opmip 1t

— o0yyaronuiicss rIyOOKO W BCECTOPOHHE YCBOMJI MPOTrPaMMHBIN
MaTepHan;

— YBEPEHHO, JIOTUYHO, IIOCIIEI0BATENIBHO U IPAMOTHO €T0 U3JIaraer;

— ONUpasiCh Ha 3HAHUS OCHOBHOM U JIONOJHUTEIBHOM JIHUTEpaTyphl,

«OTIINYHO ¥
«GAUTCHON TECHO TPUBS3BIBACT YCBOCHHBIC HAYYHBIC IMOJIOKEHUS C MPAKTUYCCKOM
JIESITEIIBHOCTHIO HAIPABIICHUS;
— yMeJi0 000CHOBBIBAET M APTYMEHTHPYET BBIIBUTAEMBIC UM HJICH;
— JIeJTaeT BBIBOALI M 0000IIEHNS;
— cBOOO/IHO BIAJIeeT CUCTEMOM CHEIIMATU3UPOBAHHBIX MTOHITHIA.
OrieHKa KOMITETEHILIAN

XapakTepucTrka chopMHUPOBAHHBIX KOMITETEHITI
5-0aiu1pHAad KaIa P P (bop A

— o0yyJarouiicss TBEPI0 YCBOWII MPOTPaAMMHBINA MaTepHal, TPaMOTHO U
[0 CYIIECTBY W3JIaraeT €ro, OINUpasch Ha 3HAaHUA OCHOBHOM
JTUTEPATYPHI;

— HE JIOITYCKAaeT CYIIECTBEHHBIX HETOUHOCTEH;

— YBSI3BIBA€T YCBOCHHBIE 3HAHUSA C MPAKTHYECKOW JESATEIbHOCTHIO
HATPaBIICHUS;

— apryMEHTUPYET HayYHBIC ITOJTOXKCHHUS;

— JIeNTaeT BBIBOABI M 0000IIEHNS,;

— BJIQJICET CHCTEMOM CIIEIUATM3UPOBAHHBIX TOHSATHH.

«XOpoHo»
«3a4YTCHO»

— o0yyaromuiicss yCBOMJI TOJIBKO OCHOBHOW IpPOrpaMMHBIN MaTepual,
[0 CYHIECTBY M3JIaraeT €ro, OMHpasch HAa 3HAHUS TOJILKO OCHOBHOM
JUTEPATYPBI;

— JIOIYyCKaeT HeCYIIECTBEHHbIEC OUTUOKN U HETOYHOCTH;

— UCHBITHIBAET 3aTPYJHEHUS B IPAKTUYECKOM IPUMEHEHUU 3HAHUI
HaIpPaBIICHUS;

— cnabo apryMeHTHpPYET Hay4HbIEC TIOJIOKECHHUS;

— 3aTpynHsieTcs: B GOpMYITUPOBAHUH BHIBOJIOB M 000OIIIECHHIA;

— YaCTUYHO BJIAJIEET CUCTEMON CIELIMATIM3UPOBAHHBIX TOHITHH.

«YZOBJIETBOPUTEIILHO
«3a4TEHO»




— o0yyJaronuics He YCBOWJI 3HAYUTEIIHFHOM YaCTH TPOTrPaAMMHOTO
MarepHaa;
«HEYIOBIETBOPHTENbHOY| — IOTYCKACT  CYIIECTBCHHbIE OMMOKK W  HETOYHOCTH  TIPH
«HE 3AUTCHOY paccMOTpeHHH TPo0JIeM B KOHKPETHOM HAITPABICHHUH; y
— MCIIBITBIBACT TPYJHOCTH B IIPAKTUYCCKOM MTPUMEHEHHH 3HAHHIA;
— HE MOXET apryMEHTHPOBATh HAyYHBIE TTOJIOKEHUS;
— He (OpMYIUPYET BEIBOJOB M 0000IIECHUH.
10.3. TunoBbie KOHTPOJIBHBIC 33/1aHUS WU UHBIE MaTEPHAIIBL.
Bomnpocsr (3a1aun) ams 5K3aMeHa IpecTaBiIeHbl B Tadimie 15.
Ta6mmma 15 — Bonpock! (3agaun) 1u1st 9K3aMeHa
Kon
No /it [TepedyeHs BOnpoCcoB (3a71a4) A1 SK3aMEeHA
WHJIMKaTopa
VY4eOHBIM IIJIAHOM HE MPETyCMOTPEHO
Bomnpocs! (3agaun) mis 3auera / qudd. 3auera npeacrasieHsl B Tadmie 16.
Tabnuna 16 — Bonpocs! (3agaun) st 3auera / nudd. 3adera
Ne [Tepeuenn Bompocos (3ama4) 1is 3adera / qudd. 3auera Koxn
/11 WHJUKATOpa
1 Cranuu mpoBeICHUS CETEBOM aTakH. OIIK-9.3.1
2 Knaccugukanum ceTeBbIX yrpo3, yI3BUMOCTEH U aTak. OIIK-9.3.4
3 ATaky Ha peau3alu CETEBBIX IPOTOKOJIOB, OTAEIbHbIE Y3IIbl U OIIK-9.V.1
CITY>KOBI. OIIK-9.YV .3
4 | OCHOBHBIE MEXaHU3MBI IIPOBE/ICHHUS CETEBBIX aTaK Ha Pa3IMYHbIX OlIK-12.3.4
ypoBHsix mojemu ISO/OSI. OIIK-12.Y.3
5 [IpoGnemsr obecrieueHus: KOHGUACHIINATHLHOCTH, LIETOCTHOCTH U OIlK-1.1.B.2
JOCTYITHOCTH WH(POPMAIIMK HA pa3IndHbIX ypoBHsX moaenu ISO/OSI. OIIK-1.2.3.1
6 | 3ammTa BUpTyanbHbIX 9acTHBIX ceTeli (VPN) OlIK-1.2.V.1
7 HasHaueHue, OCHOBHBIE BOSMOKHOCTH, IPUHIKIE! pyHKmonupoBanus | OHK-1.2.B.1
U BapuaHThl peanuzanuu VPN.
8 Opranu3zaiivs TYHHEIHPOBAHUS HA PA3IUYHBIX YPOBHAX MOJIEIN
ISO/OSI.
9 HocrouncTBa u Heoctatku npumeHenust VPN.
10 | IIporoxon IPSEC. ITporokoast AH u ESP.
11 | Ocobennoctu pabotsl nporokona IPSEC B TyHHETBHOM U
TPAHCIOPTHOM pEeKUMaX.
12 | IIportokoun ynpasienus kmodamu ISAKMP/Oakley.
13 | Ucnons3oBanue nporokoina L2TP nis opranuzaium BUPTyadIbHBIX
YaCTHBIX CETEH.
14 | 3ammTa cepBepoB U pabOUYMX CTAHITHH.
15 | CpexactBa v METOMBI IPEIOTBPAIICHUS U OOHAPYKEHHS BTOPKSHUH.
16 | Cucremsl o0Hapyxenus BTopxkenuii (COB).
17 | Ha3znayeHue v BO3SMOKHOCTH CPEJICTB OOHAPYKEHUSI BTOPKCHHUI HA
XOCTBI, IPOTOKOJIBI U CETEBBIC CITYKOBI.
18 | Mecto u poJb cpeAcTB 0OHApYKEHHsI BTOPKESHUHN B 00IIIeH cucTeMe
obecrieuenus cereBoit 6e3onacHocTH. Kmaccudukamnus COB.
19 | BeisiBieHHE aTak HA OCHOBE CUTHATYP aTaK M BBISBICHUS aHOMAJIHIA.
20 | AyauT NpUKIATHBIX CITYXO.
21 | CpenctBa oOHapy)EHHS yA3BUMOCTEH CETEeBBIX CIIy:KO. CriocoObl
MIPOTHBOJICHCTBUS BTOPKECHUSM.
22 | Cucrembl BUpTYanbHbIX JoBymek (Honey Pot u Padded Cell).
23 | Craguu npoBeICeHUs CETEBOW aTaKH.




[epeuenn TeM JJIsI KypCOBOTO TMPOCKTHUPOBAHUS/BBINONHEHNUS KYpCOBOH pabOThI
MpecTaBIeHbI B Tabmuie 17.

Tabmuma 17 — [lepeuens TeM I KypCOBOTO MPOSKTHUPOBAHUSI/BBITIOJHEHUS KypCOBOM pabOThI
Ne /i1 [TpumepHBIii TepeueHb TeM sl KypCOBOIO MTPOESKTUPOBAHUS/BBINOIHEHUS
KypCOBOH pabOThI
VY4eOHBIM [JITAHOM HE MPEAYCMOTPEHO
Bonpocsr JUIS TIPOBENICHUS TPOMEXKYTOYHOW aTTecTallud B BHUIE TECTUPOBAHUSA
npezcTaBieHsl B Tabmuie 18.
Ta6mmma 18 — ITpumepHbIid IepedeHb BOPOCOB JIJIsI TECTOB
Ne n/mt IIpuMepHBIii IepedeHb BOIIPOCOB IJI TECTOB Kox
UHIMKaTopa
He npenycmoTrpeno

[lepedyeHb TeM KOHTPOJIBHBIX pabOT MO TUCIUIUIMHE 00YYAIOIIUXCs 3209HON (HOPMBI
00y4eHus1, IpeICTaBICHbI B Tabwmie 19.

Tabmuna 19 — IlepedeHb KOHTPOIBHBIX paboOT

Ne m/m [TepeyeHb KOHTPOIBHBIX PAOOT

He npenycmoTrpeno

10.4. Metoauueckue  Marepuaibl,  ONpPEACNSAIONIME  MPOLEAYyphl  OIICHUBAHUS
MH/IMKATOPOB, XapaKTEePU3YIOIIMX JTanbl (OPMHUPOBAHUS KOMIETEHIMH, coxepkarca B
JIOKAJIbHBIX HOpPMaTUBHBIX akTax [ YAIl, periiaMeHTUPYIOIIMX TMOPSIAOK M MPOLERypy
MIPOBE/ICHUS TEKYILEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUHON aTTecTaluu 00yJaroImuxcs
I'VAIL

11. Mertoauueckue ykazaHus A1 00y4arOIUXCsl 10 OCBOCHHIO TUCITUTIIMHBI

11.1. Metoaudeckne yka3zaHus J1s OOYYAlOIIMXCS 1O OCBOCHHIO JIEKIIMOHHOTO
MaTtepuaa

OcHOBHOE Ha3HAYCHHE JICKIIMOHHOTO MaTepHWaja — JIOTUYECKH CTPOWHOE, CHCTEMHOE,
rIyOOKOe U SCHOE M3JIOKEeHHe yueOHoro Matepuana. HasHaueHue cOBpeMEHHOM JIEKIIUN B paMKax
JUCITUIUIMHBI HE B TOM, YTOOBI TOJYYWTh BCIO HWH(GOPMAIMIO 10 TeMe, a B OCBOCHUU
dbyHIaMEHTAIBHBIX MPOOJIeM TUCITUILUIMHBI, METOIOB HAYYHOTO MO3HAHUsS, HOBEUIINX JOCTHKSHUN
HAyYHOU MBICITH. B yueOHOM mporiecce JISKIHsI BHITTOHSIET METO0JIOTHICCKYI0, OPraHU3anOHHYIO
U nHpopmannoHHY0 GyHKIUH. JIEKIHs pacKpbIBaeT MOHSITUIMHBIN anmapaT KOHKPETHOH o0iacTu
3HaHUsA, €€ MPOOJIEMBI, JTaeT IENbHOE MPEACTABICHUE O JAWCIMILINHE, TIOKa3bIBACT B3aUMOCBS3b C
JIPYTUMH JUCIUTLIMHAMHU.

[InanupyeMblie pe3yabTaThl IPH OCBOSHUHU 00YUYAOIIMMHUCS JICKIIMOHHOTO MaTepuara;

— TIONy4YeHHE COBPEMEHHBIX, IIEJIOCTHBIX, B3aMMOCBS3aHHBIX 3HAHUI, YPOBEHb
KOTOPBIX OMPEAEISETCs eNIeBOM YCTAaHOBKOW K KaXKI0M KOHKPETHOW TeME;

— TIONy4YeHHE OMbITAa TBOPUYECKOM PabOTHI COBMECTHO C MPETIOIaBaTeIIeM;

— pa3BuTHE MNPOQPECCHOHANBHO-IEIOBBIX  KauecTB, JIIOOBM K  MpeaMery U
CaMOCTOSITEIIEHOTO TBOPYECKOTO MBIIIICHHUS.

— TIOSIBIIEHHWE HEOOXOJAMMOT0 HHTEepeca, HEOOXOUMOTO ISl CAMOCTOSITEIBHON paOOTHI,

— TIONy4YyeHHE 3HAHUU O COBPEMEHHOM YpPOBHE pAa3BUTUS HAYKH W TEXHUKA U O
MIPOTHO3€ UX Pa3BUTHsI HA OJMKANIINE TOIBL;

— HAYYUTHCS METOJIUYECKH 00pabaThiBaTh MarepHall (BBIICIATH TJIABHBIC MBICITH H
MOJIOKCHHSI, TPUXOJUTh K KOHKPETHBIM BBIBOJIaM, IIOBTOPSATh HMX B  Pa3IMYHBIX
(bopmMyIHpOBKax);

—  TIOJyYSHHE TOYHOTO MIOHUMAHHS BCEX HEOOXOAMMBIX TEPMHHOB U IIOHSATHH.




JIeKuMOHHBIA ~ MaTepual MOXKET  CONPOBOXKIAATHCS  AEMOHCTpAlMEl  CIaWoB U
UCIIOJb30BAaHUEM pa3aTOYHOrO MaTepuaja Ipu [POBEAECHUU KOPOTKHUX JTUCKycCHH 00
0COOEHHOCTSIX IPUMEHEHUS OTJCJIbHBIX TEMATHK 10 JUCLIUIUIMHE.

CrpyKTypa OpeloCcTaBlIeHU JEKIIMOHHOTO MaTepraa:
Pazgen 1. TunoBsie yrpo3bl ceTeBOM 0€30MacHOCTH
Tema 1.1. CereBbie ataku
Tema 1.2. Mexanu3mbl peanusaiuu atak B cetsix TCP/IP
Tema 1.3. Meropl mepexBara ceTeBbIX coequHeHmii B ceTsix TCP/IP
Tema 1.4. Tlpumepsl ceteBbix atak B cersax [CP/IP. TexHudyeckne Mepbl 3aIlUTBI OT
CETEBBIX aTaK.
Paznen 2. Kpunrorpaduueckue MeTobl 3alUThl MHGOPMAUK B KOMIIBIOTEPHBIX CETIX
Tema 2.1. Kpunrorpaduyeckre mpoToKobl odecreueHus: 6€30macHOCTH
Tema 2.2. 3anmTa BUpTyalnbHbIX YacTHBIX ceTeit (VPN)
Tema 2.3. Pa3zpa0oTka 3alIMIICHHBIX CETEBBIX MPHIOKESHHHA
Paznen 3. IlporpamMHo-anmapaTHble cpejicTBa obOecredyeHus 0Oe30lacHOCTH B
KOMITBIOTEPHBIX CETSIX
Tema 3.1. Cpencrsa 3aluThl JOKAJIbHBIX CETEH NPHU MOAKIIOYEHUN K IHTepHeT.
Tema 3.2. 3ammra cepBepoB u pabounx craHimii. CpecTBa U METOABI PEAOTBPALICHUSAN
0oOHapy’KeHHsI BTOPKEHUH.
11.2. MeTtoanueckue yka3aHusi sl OOYYAIOLIMXCS IO BBITOJHEHHUIO JaOOpaTOPHBIX
pabor
B xozxe BbImonHEHHs J1a0OpaTOpHBIX pabOT OO0ydaroLUiicss HOKEH YriiyOuTh M
3aKpenuTh 3HAHMSA, MPAKTHYECKUE HABBIKM, OBIIAJECTh COBPEMEHHOH METOAMKOH W TEXHUKOM
HKCIEPUMEHTa B COOTBETCTBMM C KBAIM(UKALMOHHOM XapaKTEpUCTHKOH 0OO0ydaromerocs.
Boinonnenue mabopaToOpHBIX pabOT COCTOMT M3 3KCHEPHUMEHTATbHO-IIPAKTHYECKOM, PAacUETHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPUATHH.

BoemmonHenue nabopaTtopHbIX pabOT 00ydaromUMCs SIBISETCS. HEOTHEMJIEMOW YacThiO
U3y4eHHs] JUCLUIUIMHBL, ONpeAeNsieMON Yy4eOHBIM IIJJaHOM, M OTHOCHTCA K CpEICTBaM,
o0ecreunBaroIMM pelIeHre CIEIYIOIMNX OCHOBHBIX 3a7a4 00y4aroerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIIEOBAHMUS IPOLIECCOB, SBICHMH M  OOBEKTOB,
M3y4aeMbIX B pAMKax JaHHON JUCIUIINHBI;

— 3aKpeIUIeHHe, Pa3BUTHE U JIETATN3AIMS TEOPETHUECKUX 3HAHUH, TOTyYeHHBIX Ha
TEKIHUAX;
— TOJy4YyeHHe HOBOM MH(OPMALIUK IO U3y4aeMOM TUCIUIUINHE;
— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOM  paboThl ¢ J1aOOpPaTOpHBIM
o0opyI0BaHHEM U TTPUOOPAMHU.
3ajianue ¥ TpeOboBaHuUs K IPOBEACHUIO JIAOOPATOPHBIX paboT
Bapuant 3amanus mo KaxaoW JabopaTOpHOW paboTe OOydYarOMIMICS TMONMy4daeT B
COOTBETCTBMM C HOMEpPOM B cmucke rpynnsl. llepen mnpoBeaeHuem 11abopaTopHONH pPabOTHI
oOyJaromemMycsi cielyeT BHHMATEIbHO O3HAKOMHTBHCS C METOAMYECKUMH YKa3aHUSIMH TI0 ee
BBINOJIHEHUIO. B coOTBeTCTBMM ¢ 3ajjaHMeM OOYy4aroIMiCs JOJKEH MOATOTOBUTH HEOOXOAUMBIE
JTAHHBIE, TIOJIYYUTH OT MPETOAaBaTells JOMYCK K BBITOJHEHHUIO Ja00paTOpHOI paboThI, BBIIOIHUTH
yKa3aHHYIO I0CIIEI0BAaTEIbHOCTh JCUCTBUHM, MONYy4YUTh TpeOyemble pe3yiabTaThl, OGOPMHUTH H
3aIIUTUTH OTYET IO JJAbOPaTOPHO padoTe.

CrpykTypa u ¢popma otyera o 1abopaTopHoil pabore
Otuer o mabopatopHoii paboTe JOIKEH BKIIOYATh B CE0S: TUTYIBHBIN JIUCT, POPMYIUPOBKY
3a7aHusl, TEOPETUYECKUE TOIOKEHHS, WCIONb3yeMble MPH BBHIIOJIHEHHH J1a00OpaToOpHOM padoTHI,
OIKCaHKE MPOoIlecca BHITOTHEHUS J1a00paTOpHOM pabOoThI, TOJTYYEHHBIE PE3YIbTAThI U BHIBOJIBI.

TpeboBanus k 0hopMICHHIO OTYETa 0 Ta00paTOPHOI padboTe
ITo xaxmoit mabopaTopHOM pabOTe BBIMOITHAETCS OTACIBHBIM OTYeT. THUTYIBHBIN JIUCT
opopmisieTcss B COOTBETCTBHH C MmabioHoM (oOpa3iom) mpuBeAcHHBIM Ha caiite ['VAII
(www.guap.ru) B pazaene «CeKTop HOPMAaTUBHOW JOKYMEHTAIlMW». TEKCTOBBIE M TpaduyecKue
matepuaibl opopMIsIIOTCsT B cooTBeTcTBUM ¢ JjeictBytommMu ['OCTamu u TpeGoBaHUSMH,




npuBefAcHHBIME Ha caiite T'YAIT (www.guap.ru) B pasgene «CeKTOp HOPMAaTHBHOM
JOKYMEHTAITHI.

11.3. MeToauueckue ykazaHus JUisi OOYUYaAIOMIMXCS 10 MPOXO0XKICHUIO CAMOCTOSTEILHON
paboThI

B xone BBIMONHEHHS] CaMOCTOSITEILHONH Pa0OThI, OOYUYAIONIMICS BBHIMONHAET PadOTy IO
3aJ]aHUI0 M TPU METOJMYECKOM PYKOBOJICTBE IpENojaBarelisi, HO 03 ero HemnoCpeACTBEHHOTO
YYaCTHS.

B mporecce BBIMOTHEHHS CaMOCTOSITENIBHONH paboThl, y oOywaromierocs (Gopmupyercs
1esecoo0pa3Hoe MIaHUPOBaHUE PaboyYero BPEMEHH, KOTOPOE TO3BOJISIET MM Pa3BHBATh YMEHHS U
HaBBIKM B YCBOCHHU M CHCTEMATH3aIllMU IPUOOPETaeMbIX 3HAHHIA, 00€CIICUNBACT BBICOKHI YPOBCHb
YCIIEBa€MOCTH B TIEPUOJI OOYYCHUS, TIOMOTAET MOJYYUTh HABBIKH TOBBIMIECHHS TPO()ECCHOHAIBHOTO
YPOBHHL.

MetoauyeckUMH ~ MaTepHajaMH,  HaNpaBISIONIMMUA  CAMOCTOSITEIBHYIO  paboTy
00yJarouuxcs SABISAIOTCS: y4eOHO-METOANYECKUI MaTepHall 10 AUCIUIUIMHE.

11.4. Metoauueckue yKazaHusl Uil OOy4aroIMXCA 10 TPOXOXKJIEHHUIO TEKYILEro
KOHTPOJISI yCIIEBAEMOCTH.

Texkymuil KOHTPOJb YCIEBAEMOCTH IPEAyCMAaTPUBACT KOHTPOJIb KadecTBa 3HAHHUU
00yYaroIuXxcsl, OCYIIECTBISIEMOr0 B TEUEHHE CEMEecTpa C IeJIbI0 OLICHMBAHUS XOJa OCBOEHUS
JUCHUTUTMHBL. DopMa MPOBEACHUS TEKYIIETO KOHTPOJS — 3alldTa OTYETOB MO JabOpaTOpHBIM
paGotam. Pe3ynbTaTbl TEKYyIIEro KOHTPOJS YYMUTBIBAIOTCS IPU IPOBEACHUU IPOMEXKYTOUHOM
atrectauuu B coorBercTBUU ¢ TpeOoBanusimu CTO I'VAIL. CMK 3.76 «llonoxenue o Tekylem
KOHTpPOJIE YCIEBAEMOCTH M TPOMEXKYTOYHOW aTTeCTallMM CTYACHTOB M acnupaHToB [YAII,
00ydJarouuxcs Mo 00pa3oBaTeIbHBIM IMPOTPAMMaM BBICIIIETO 00pa30BaHUS».

11.5. Metoauueckue yka3zaHus A 00y4aroUIuxcs MO MPOXOXKACHUIO MPOMEKYTOUHOMN
aTTecTaluu.

IIpomexyTouHas aTTecTanus o0yyaromuxcs IIpelycMaTpuBaeT OLICHUBAaHUE
IIPOMEXYTOUHBIX M OKOHYATEIbHBIX PE3yJbTaTOB OOy4deHHs Mo AucuuIuiMHe. OHa BKIIOYAET B
cels: 3a4eT — 3T0 (hopMa OIEHKH 3HAHUI, MOJYYEHHBIX 00YYarOLUIMMCs B X0/1€ U3ydeHUs yueOHOH
JUCIUIUIMHBI B 1I€JIOM WJIM TNPOMEXYTO4YHass (IO OKOHYaHUM CEMecTpa) OIleHKa 3HaHUU
00yYaromuMcs Mo OTAETbHBIM pa3/ieiaM JTUCIMIIMHBI C aTTECTAlIMOHHON OLIEHKOH «3auyTeHO» WIH
«HE 3aUTEHOY.

Cucrema OLEHOK IpU MPOBEAECHUU TNPOMEXKYTOYHOW aTTECTALlUU OCYLIECTBISIETCS B
cooTBeTcTBUU ¢ TpeOoBanusmu I[lomoxkenuit «O TekyleM KOHTpOJE YCHEBAeMOCTH H
IPOMEXYTOUHOUW arrectauuu cryaeHToB ['YAIIL, oOyuarommxcss IO NpOrpaMMbl BBICHIETO
obpazoBanusi» U «O MOIYJIBHO-PEHTHHTOBOM CHCTEME OIICHKH KadecTBa Y4YeOHOU paboThI
crynentoB B 'Y AID.
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