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AHHOTaUs

HucuumnnuHa «OCHOBBI yIpaBieHHs HH(DOPMALIMOHHOW 0€30MacHOCThIO» BXOAWUT B
o0pa3oBaTeNbHYI0 NPOTrpaMMy BBICHIETO 00pa3oBaHUsi — TMporpammy OakajaBpuaTa IO
HarpaBjeHuto noarotoBku/ cneruanbHocTH 10.03.01 «MHpOpManmoHHass 0€301aCHOCTHY
HAIpaBJIEHHOCTH «be30macHOCTh  KOMIIBIOTEPHBIX CHCTeM». JlUCLHMIIIMHA peanusyercs
kadeapoi «Ne33».

JlucuuiuinHa HaresneHa Ha (P OPMHUPOBAHKE Y BBITYCKHHUKA CIEAYIONIMX KOMITETCHIINIA:

OIIK-5 «CnocobeH TpUMEHSATh HOPMATHUBHBIE IIPABOBBIC AaKThl, HOPMATHUBHBIC H
METOAMYECKHE JOKYMEHTHI, PEerjJaMeHTUPYIOIIUE JeATeIbHOCTh IO 3ammTe HH(OpMalu B
cdepe npodeccruoHaIbHON 1eATeIbHOCTH»

OIIK-6 «CnocobeH mpu pemeHud npodecCHOHATIBHBIX 33/1a4 OPraHU30BBIBAThH 3ALIUTY
uH(pOpMallMK OTPAaHUYEHHOTO JIOCTYIIa B COOTBETCTBUU C HOPMATHUBHBIMU IPABOBBIMHU aKTaMH,
HOPMATUBHBIMA M METOJMYECKUMH JoKymeHTamu DexepanbHol ciayXObl Oe30macHOCTH
Poccutickoit ®enepannu, GenepanbHoOM ciIyKObI IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJTIO»

OIIK-10 «CrocobeH B KayecTBE TEXHHUYECKOTO CHELMATUCTa NPUHUMATh y4acTHE B
dbopMUPOBAHUU MOTUTUKH WHGOPMAIITMOHHON 0€30MacHOCTH, OPraHU30BBIBATH U MOICPKUBATD
BBIIIOJITHEHHE KOMIUIEKCA Mep M0 00ecrneyeHH0 MH(OPMALMOHHOW O€3011aCHOCTH, YHPAaBIATh
MPOLIECCOM UX peanu3aliy Ha 00BEKTE 3alIUThI»

OIIK-1.4 «CrocobeH oOleHWBaTh YPOBEHb OE30MACHOCTH KOMIIBIOTEPHBIX CHUCTEM H
CeTeil, B TOM YHUCJie B COOTBETCTBUU C HOPMATUBHBIMU M KOPIOPATUBHBIMU TPEOOBAHUSIMI

CopepxaHve JUCUUIUIMHBI OXBaThIBA€T KPYI BOIPOCOB, CBSI3aHHBIX C H3Yy4YEHUEM
METOJIOB U CpEeACTB ympaBieHUs uHpopmannoHHoM Oe3omacHocThio (MIB) B opranuzamum, a
TaK)K€ M3YYEHHEM OCHOBHBIX IOAXO0JI0B K pa3paboTKe, peanu3aluy, 3KCIUTyaTallud, aHaJIn3Yy,
COMPOBOXKACHUIO M  COBEPUICHCTBOBAHHUIO  CHUCTEM  YOpaBlieHUs  UHGOPMALMOHHON
6e3onacHoctrio (CYUDB) onpeneneHHOro o0ObeKTa.

[IpenogaBanue AMCHUIUIMHBI MpEAyCMAaTpUBaeT Cienyromue (GopMbl OpraHu3aluu
yueOHOro mnpoiiecca: JeKIUU, IPAaKTUUECKUE 3aHsTHsI, JJabopaTOpHbIe pabOThl, CAMOCTOSTENIbHAS
paboTa cTy/eHTa, KOHCYJIbTaIl|H.

[IporpaMMo#l IUCHUIUIMHBI TPETYCMOTPEHBI CIEAYIOLUIME BHAbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, POMEXKYTOUHAs aTTecTalus B popMe sK3aMeHa.

OO0mast TpyA0eMKOCTh OCBOSHUS JMCIMILIMHBI COCTaBIsET 3 3adeTHBIX eawHmibl, 108
4acoB.

S3pIK 00yueHus 0 JUCHMILIUHE KPYCCKUH »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB O0YUYEHUS MO AUCIUILTHHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI
emsimu u3ydeHus: TUCHUIUIMHBI «OCHOBBI YIpaBJICHUS HHPOPMAIIMOHHOW 0€30MaCHOCTHIO»
sBIIAeTCA:  (OPMUPOBAHHWE  HABBIKOB  OpraHMW3alldd M  METOJOJOTMH  OOeCIeUeHUs
nH(OPMAIIMOHHON O0€30MacCHOCTH B OpTaHM3aIMsIX; CO3JaHHE MPEICTaBICHHUS O (DYHKIHSX,
CTPYKTypax M IITaTax MojapaseieHus HH(OPMAIMOHHON 0€3011acHOCTH; 00 OpraHU3allMOHHBIX
OCHOBax, TMPUHIMIAX, METOAaX MW TEXHOJIOTUAX W YIOpaBICHUHW WHPOPMAIMOHHON
0C30MacHOCThI0 B opranm3anusx P®d; pa3BuTHe CHOCOOHOCTEH 110 HCIOJb30BaHUIO
CYIIECTBYIOIIEH CUCTEMBI YIIpaBICHUS WH()OPMAIIMOHHON O€30MMaCHOCTH

1.2. JlucuMIuiiHa BXOJUT B COCTaB 005A3aTeIbHOM YacTH 00pa30BaTeIbHON MPOrpaMMBbI
BEICIIero oopazosanus (naiee — OIT BO).

1.3. TlepeuyeHb ITAHUPYEMBIX PE3YJIBTATOB OOYUEHUS IO JUCIUILIMHE, COOTHECCHHBIX C
IUTaHUpYyeMbIMU pe3ynbTratamu ocBoeHust OIT BO.

B pesynbrate w3ydeHUs AUCHUILIMHBI OOYYAIONIUICS JOJDKEH O0JIaaTh CICAYIOUUMU
KOMIIETCHIIMSIMY WM WX 9acTaMu. KOMIETeHIINY U WHAWKATOPHI MX JOCTHXKEHUS TIPUBEICHBI B

Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMI U HHINKATOPOB MX JOCTHXKCHHS

Kon u
Kareropus (rpymnna) HaI/IMCHI(I)BaHI/IG Kon u HanMeHoBaHMe HHIMKATOpA
KOMITETCHIINH JIOCTH>KCHHST KOMIIETEHIIUN
KOMITIETEHIINH
OIIK-5 Cnocoben
MIPUMEHSATD
p OIIK-5.3.4 3HaeT npaBoBbIE OCHOBBI
HOPMAaTUBHBIE

IIPaBOBLIC AKTHI,
HOPMATUBHBIC U

OopraHru3alry 3allUThI ICPCOHAIbHBIX
JaHHBIX U OXPaHbl pE3YJIbTATOB
HHTGHHGKTY&HBHOﬁ JACATCIIBHOCTH

METOTNICCKUE

ObmenpodeccuonanbHble OKYMEHTI OIIK-5.Y .4 ymeet popmynupoBaTh

KOMIICTCHITHH Y ’ OCHOBHBIC TPEOOBAHUS TI0 3aIUTE
perJIaMeHTHPYIOIINE

JeSITebHOCTD 110
3amuTe UHpopmManuu
B cepe
poQeCCHOHAIBLHON
JIeSITeIbHOCTH

KOH(pHIeHIIMATbHON UH(OpMAIHH,
MIEPCOHAIBHBIX JAHHBIX U OXPaHE
pe3yIbTaTOB HHTEIUIEKTYabHOU
NeSITETbHOCTH B OPTaHU3aIIH

OIIK-6 Crocoben
MIPU pEIICHUN

OIIK-6.3.3 3Haer cucremy
OpTraHMU3AIMOHHBIX MEp, HAMPaBIECHHBIX HA

po(eCcCHOHANBHBIX | 3aIIUTY UHPOPMAIMK OrPaHUYEHHOTO
3a1a4 Jnoctyna
OpraHU30BBIBATH OIIK-6.3.5 3HaeT OCHOBHBIE YTPO3bI
3alIUTy 6e301acHOCTH HHPOPMALIUU ¥ MOJIENH
uH(popManun Hapymurens o0beKTa HHPOopMaTH3auu
OTPaHUYEHHOTO OIIK-6.Y.1 ymeer pa3pabaTeiBaTh MOJIEIU
oCTyIa B 03 U MOJIEJIN HapyLIUTENs 00beKTa
ObmenpodeccuoHanbHbIe AOCTYT yrp A Pyt
COOTBETCTBUHU C uH(pOpMaTU3aALUU
KOMIETEHIINU
HOPMaTHUBHBIMU OIIK-6.Y.2 ymeet pa3zpabaTbIBaTh MPOEKTHI

IMpaBOBLIMU AKTaMH,
HOPMAaTUBHBIMU U

MHCTPYKLUHN, PETIIAMEHTOB, II0JIOKECHUN U
MIPUKA30B, PETIIAMEHTUPYIOIINX 3AIINATY

METOINYECKUMU nH(pOpMaIMK OTPaHUYEHHOT'O JI0CTYIA B
JIOKyMEHTaMu OpraHu3aIuu

denepanbHON OIIK-6.Y.3 ymeeT onpenenuTb NOIUTUKY
CITyKOBI KOHTPOJIS 10CTyNa pabOOTHHUKOB K
Oe3omacHoCcTH nH(pOpMAaIUK OTPaHUYEHHOT'O J10CTYyIa
Poccuiickoii OI1K-6.Y .4 ymeer popmynrpoBaTh




deneparnum, OCHOBHBIE TPeOOBAHUS, TIPEABSIBISIEMBIC K
®denepanbHOI ¢busnueckoii 3ammure 00beKTa U

CITY>KOBI TIO IPOIYCKHOMY PEXUMY B OpraHU3aIuU
TEXHUYECKOMY U
AKCIOPTHOMY
KOHTPOJTIO

OIIK-10 CmocobeH B
KaueCTBe
TEXHUYCCKOIO
CIICIIMAINCTA
[PUHUMATD y4aCTHE
B (POPMHUPOBAHUU

TOJIUTUKHU OIIK-10.3.2 3HaeT mpaBOBbIE OCHOBBI

uH(OPMAIMOHHON OpraHu3aIiy 3alIUThI IEPCOHATBHBIX

0e30MacHOCTH, JAHHBIX U OXPaHbl PE3yIbTATOB
O6menpodeccuoHanbHbIE | OPraHU30BBIBATH U MHTEJUICKTYaJIbHON JACSTEIHbHOCTH
KOMIIETCHIINU MOJIJIEP>KUBATH OIIK-10.3.3 3HaeT NPUHIIUIIBI

BBITIOJIHCHHE (hopMUPOBAHHUSI TOJTUTUKH

KOMILIEKCa Mep 1o uH(GOpPMaIMOHHOK 6€30MacHOCTH

o0ecrnedeHuno OpraHu3aLuu

UH(}pOpMaITMOHHOM

0e30IacHOCTH,

yIpaBIsATh

MIPOIIECCOM UX
peaiu3aiuy Ha
00BEKTE 3aIUTHI

OIIK-1.4 Cnocoben
OIICHUBATh YPOBEHB

0e30macHOCTH OIIK-1.4.Y.1 ymeer onpenensTh ypoBEHb
KOMITHIOTEPHBIX 0€30MaCHOCTH U COOTBETCTBHE MPOPHITIO
Ob6menpodeccuoHanbHbIe .
CHCTEM U CeTeld, B 3aLIUTHI
KOMITETEHIIHH TI0
TOM 4HCJIE B OIIK-1.4.Y.2 ymeeT aHanu3upoBaTh yrpo3bl
HaNpaBJIEHHOCTH
COOTBETCTBHH C 6e30macHOCTH HHpOPMALIUHU B
HOPMAaTHUBHBIMU U KOMIIBIOTEPHBIX CUCTEMaX U CETAX
KOPITOPAaTUBHBIMU
TpeOOBaHUSIMU

2. Mecro nuctutuiiHbEL B cTpykType OI1

JucuunimHa MoXeT 0a3upoBaThCS HAa 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIOIUMUCS
MIPU U3YYCHHUH CIICTYIONIUX TUCIUIUINH:
— TexHonoruu U METOBI MPOTPAMMHUPOBAHUS
—  «OcHOBBI HH(POPMAIIMOHHOM 0€30MACHOCTH
— «be3onacHocts cereit DBM»
— «3amura nHGOPMAIIUK OT YTEUKH MO0 TEXHHUECKUM KaHaIam»
— «MeTobI U cpecTBa KpUNITOrpaQrUECKOl 3aIUThl HHPOPMAIIHIH
—  «Oprannzanust 9BM 1 BBIUUCIUTEIBHBIX CHCTEM)
— «Cetu U cuctemsl epeadun HHGOPMaLIUN»
— «Teopus napopmManmoHHOI 6€30MaCHOCTH

3HaHUs, TOJYYCHHBIE TPH HM3yYEHWH MaTepuana JaHHOW AUCIUIUITMHBI, UMEIT Kak
CaMOCTOSTENIbHOE 3HAUE€HHE, TaK U MOTYT UCIIOJIb30BATHCS MPU U3YYEHUU APYTUX JUCHUTLINH:
— «IIpousBoaCTBEHHAS MIPEIIUTIOMHAS TTPAKTHUKA,

— «['ocynapcTBeHHast UTOTOBasl aTTECTALUS




3. OO0BeM U TPYAOEMKOCTh AUCITUTLTHHBI
Jannaple 006 o0meM oO0beMe MUCIUILUIMHBI, TPYJOEMKOCTH OTACIbHBIX BUIOB Y4EOHOM
paboThI 1O TUCIUILTHHE (M paclpeielieHue 3TOH TPYAOEMKOCTH 110 CeMeCTpaM) IPeACTaBICHbI B
Tabnuie 2.

Ta6ymma 2 — O6beM U TPYJ0EMKOCTh JUCITUTIINHBI

TpynoeMKocTh 1o
Bun yueGHO# paboThI Bceero cemMecTpam
No8
1 2 3
Oowan mpyooemKocma OUCUUNIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 nux yacoe npakmuyeckoii O020MoeKu
AyoumopHhuie 3anamus, BCETO 4ac. 40 40
B TOM YHCIIE:
nexmun (JI), (gac) 20 20
npaktuyeckue/cemurapckue 3aastus  (113),
(gac)
naboparopusie padbotsl (JIP), (dac) 20 20
KypcoBoii npoekT (pabdota) (KII, KP), (yac)
9K3aMeH, (Jac) 27 27
CamocmoamenvHas paboma, Bcero (4ac) 41 41
Buo npomesicymounoit ammecmayuu:. 3ayer,
madd. 3ager, sk3amen (3auer, Judd. 3aug, OK3. JK3.
DK3.*%*)

EX3

IIpumedanue: xaHaUAATCKHI SK3aMeH

4. CoaepskaHue TUCHUTUTHHBI
4.1. Pacnpezenenue TpyI0€MKOCTH TUCIUIUTAHEI IO pa3/eiaM | BUAaM 3aHATHH.
Pa3nensbl, TeMbl AUCHUIIIIMHBI U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabmuna 3 — Pa3aensl, TeMbl AUCHUIIIINHBL, UX TPYAOEMKOCTh

Paznenbl, TeMbI AUCHUITIIMHBL Jlexunn | 113 (C3)| - JIP KII CPC
’ (dac) (dac) (qac) (qac) (qac)
Cemectp 9
Paznen 1. OcHoBsl yripaBnenust 1b
Tewma 1.1. Beenenue Ilonsitue mporecca yrpaBieHus
b
Tema 1.2. Tlonutuka rocyzmapcTBa B 00JIacTH 2 2 6

WHQOPMAIMOHHOHN 0€30MIaCHOCTH
Tema 1.3. bazossie Bonpock! ynpasnenus b
Tema 1.4. Crangaptusauus B obnactu ynpasiuenus Ub

Paznen 2. IlonuTika 6€30MacHOCTH OpraHU3aIiH
Tewma 2.1. Ha3znauenue u cofaepxanue MOJTUTHKH
0e3onmacHoOCTH

2 2 6
Tema 2.2. YrpaBieHnue akTuBaMy. be3onacHOCTb,
CBS3aHHAS C YIIPABIECHUEM IIEPCOHATIOM
Tema 2.3. )Ku3HEeHHBIH UK HOJIUTUKN 0€30I1aCHOCTH

Pa3znen 3. Cucrems! ynpasnenus Vb

Tewma 3.1. IlponeccHsiil mogxox K ynpasienuto 1b
Tema 3.2. O6nacts gestensuoctu CYUB 4 4 6
Tema 3.3. PoneBas crpykrypa CYUDB
Tewma 3.4. Ilonutuka CYUB




Pasnen 4. OcHoBrl ynipaBnenus puckamu b

Tema 4.1. Yrpo3sl W HapymuTeId O€30MMaCHOCTH
HHQOpMaIH 4 4 7
Tewma 4.2. Puckomnorust Ub

Tema 4.3. Metoas! aHanm3a puckoB Vb

Paznen 5. Ilponeccs! ynpasnenus b

Tema 5.1. OcnoBuble ponieccsl CYUB

Tema 5.2. BHenpenue pa3paboTaHHBIX TPOLIECCOB
Tema 5.3. BHeapenue Mep (KOHTPOJBHBIX MPOIETYP
no obecrneyenuo b 4 4 8
Tewma 5.5. IIponecc «Ynpapnenue uniuaenramu Kby
Tema 5.6 Ilpomecc «OOecmedeHre HEMPEPHIBHOCTH
BEJICHIS OM3HECa

Tewma 5.7. Dkcrutyatanus ¥ HezaBucuMblid ayaut CYUbB

Paznen 6. Cucrembl 0OHapy>KEeHHS U MIPEAOTBPALICHUS
KOMITbIOTEPHBIX aTaK

Tewma 6.1. TpeboBanus kK cucremMam OOHAPYKEHUS H
MpeaAOTBpalICHNUA KOMILIOTCPHBIX dTaK

Tema 6.2, CucteMbl aHAJIM3a 3aIAIICHHOCTH. 4 4 8
CucteMbl 0OHapyXEeHHUS aTak

Tema 6.3. CucteMbl KOHTPOJIS 1IETOCTHOCTHOMUH
CucTeMbl aHaATN3a KYPHAJIOB PETUCTPaIN

Tewma 6.4. Kpurepuu BbiOopa cructeM oOHapyKeHUS 1
MpeAOTBpaICHNA KOMIBIOTCPHEBIX dTaK

HUroro B cemectpe: 20 20 41

Hroro 20 20 0 41

IIpakThueckass IOATOTOBKA 3aKIIOYAETCAd B  HENOCPEICTBEHHOM  BBIIIOJIHEHUU
oOydJarolUMuUCs  OINpENeJIeHHbIX  TPYAOBBIX  (YHKUIMH, CBSI3aHHBIX ¢ Oya;yuieu
npodecCHOHATBHOMN 1S TETbHOCTBIO.

4.2. CopeprxaHue pa3/ieloB U TeM JIEKIIMOHHBIX 3aHITHH.
ConeprkaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI PUBECHO B Tabaule 4.

Ta6n1/1ua 4 — Coz[epxcaHI/Ie pa3aciioB U TEM JICKIHMOHHOI'O [UKJIA

Howmep paznena HaszBanue u conep:xkanue pa3iesioB U TEM JIEKLIMOHHBIX 3aHATHI
1 OcHosbl ynpasienuss Ub
Tema 1.1. Benenue Ilonsatue mnpouecca ynpasnenuss Wb

(memoHCTpaIMs CaaiI0B)

Tema 1.2. [lomuTHKa rocynmapcTBa B 0O0JACTH HH(POPMALMOHHON
0e301macHOCTH (JIEMOHCTpAIIUS CIIANH/I0B)

Tema 1.3. bazoBsle Bompochl ympasinenus Wb (memoncTpaums
craiioB)

Tema 1.4. Crangaptuzanus B obiactu ynpasienust b (nemoHcTpanus

CJIaIOB)

2 IHonuTuKa 6€30MACHOCTH OPTraHU3aAIUH

Tewma 2.1. Ha3naueHwue u cojepaHue MOJUTHKH 0€30ITaCHOCTH
(meMoHCTpanus CIai/I0B)

Tema 2.2. YrpaBneHnue akTuBaMu. be30macHOCTh, CBS3aHHAS C
YIIPABJICHHEM TIEPCOHAIOM (JIEMOHCTPAIHS CIIaii0B)

Tema 2.3. X)KusHeHHBIH HUKIT MOJUTUKA 0€30MIACHOCTH (JIEMOHCTpAIHS
CITaiizioB)

3 Cucrtemsbl ynpasjenusa Ub
Tema 3.1. Ilpoueccuplii noaxon K ynpasineHuio b (memoHcTpanms




CIaiIOB)

Tema 3.2. O6nacts pesrensaocTd CYHD (meMoHCTpaIus Ciiaimos)
Tewma 3.3. Poneras crpykrypa CYUDB (nemoHCTpaIus cinaiion)
Tewma 3.4. Ilonutuka CYUD (meMoHcTpanus ciaiiioB)

4 OcHoBbl ynpasiaenusi puckamu Ub
Tema 4.1. Yrpo3sl u HapymuTenn 0€30mMacHOCTH HH(MOpMAIUH
(meMoHCTparus CIai/I0B)
Tewma 4.2. Puckonorust Ub (nemoHcTpanus ciaiaos)
Tema 4.3. Metozas! aHanu3a puckoB b (meMoHCTparust ciaion)

5 IIpoueccst ynpasiaenuss Ub
Tema 5.1. Ocnoubie poneccsl CYUDB (memoHcTpanus crnaiinos)
Tema 5.2. Buempenue pa3paOOTaHHBIX IIPOIECCOB (IEMOHCTPAIKS
craiaoB)
Tema 5.3. BHenpenue mMep (KOHTPOJIBHBIX MPOLEAYP) MO 00ecreueHHIO
Wb (memoHcTpaims ciaiiioB)
Tema 5.5. Ilpomecc «Ympasnenue uHIUAcHTaMH KMb» (meMoHCcTpamms
craiaoB)
Tema 5.6 IIpouecc «ObecrnieyeHne HENPEPHIBHOCTH BEJCHUST OM3HECa)
(meMoHCTpanus CIai/I0B)
Tema 5.7. Dxcrutyatanus u HeaBucuMblil ayqut CYUD (memoHcTparus
cJaiiioB)

6 CucreMbl 00HAPY:KeHHUS U MPEIOTBPAIEHHS] KOMIIbIOTEPHBIX aTaK

Tewma 6.1. TpeboBanus Kk cuctemaM OOHAPYKEHUS U MPETOTBPAIICHHUS
KOMITBIOTEPHBIX aTaK (JEMOHCTpAIUs CIIali0B)

Tema 6.2, Cuctembl ananuza 3amuiieHHocTH. CUCTeMBbl O0OHAPYKEHUS
aTak (IEMOHCTpANHS CIIalIOB)

Tema 6.3. CructeMbl KOHTPOJIA LEIO0CTHOCTUOMUH CUCTEMBI aHAIU3a
JKypHAJIOB perucTpanuy (IeMOHCTpanus ClIai10B)

Tema 6.4. Kpurepuu BeIOOpa cucTeM OOHApYKEHUS U IPEAOTBPAIICHHS]
KOMITBIOTEPHBIX aTaK (JJEeMOHCTPAIUs CIal0B)

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYJOEMKOCTb IPUBECHBI B TAOIUIIE 5.

Tabnuna 5 — [IpakTuueckue 3aHsATHS U UX TPYJOEMKOCTh

3 aux Ne
Ne | Tems! npakTuyeckux | POpMBI MPAKTHYECKUX | TPYIOEMKOCTh, |MPAaKTHYECKOH |pasierna
/1 3aHATHI 3aHATHI (dac) MMOATOTOBKH, | AUCIIHAIL
(gac) JIMHBI
Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO
|
Bcero

4.4. JlabopaTopHbIE 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTb TPUBEICHBI B TaOIHIIE 6.

Tabnuua 6 — JIabopaTopHble 3aHATHS U UX TPYJIOEMKOCTb

N3 Hux Ne
Ne HawnmenoBanue 1a00paToOpHBIX paboT TpynoemKocts, | MPakTHECKOH | pasiena
n/m (uac) MTOATOTOBKH, | JHCIIHII
(gac) JINHBI
Cemectp 9
1 Pazpabotka Mozienu yrpo3 6e30nacHOCTH 4 1-3
nH(popManun




2 dopMHUpOBaHUE 3aTAHUH 110 OE30MTACHOCTH H 4 2,3
SIEM-3kocucTeMbl

3 CO6op 510Tr0B COOBITHI MH(DOPMAITMOHHOM 4 4-6
0e3omacHoctu B AirSIEM
4 Peructparnus unimaentos B AirSIEM 8 4-5
Bcero 20

4.5. KypcoBoe NMpoeKTHUpOBaHHE/ BHIITOITHEHUE KYpPCOBOH PabOThI
VY4eOHBIM MJIaHOM HE IPEIYyCMOTPEHO

4.6. CamocrosTenpHas paboTa 00yJaronuxcs
Bunsr caMocTosiTennbHON pabOTHI B €€ TPYAO0EMKOCTh IPUBEICHBI B TA0IHUIIE 7.

Tabnuna 7 — Bunbel caMmocToaTenbHOM paboThl U €€ TPYJO0EMKOCTh

N Bcero, | Cemectp 8,
Bun camocrositensHOl paboTh
yac yac
1 2 3
M3yueHne TeopeTuyecKoro Marepuasia
20 20
nucuuruael (TO)
KypcoBoe npoextupoanue (KII, KP)
PacuerHo-rpaduueckue 3ananus (PI'3)
Brmonaenue pedeparta (P)
[ToaroToBka K TeKyuiemMy KOHTPOJIIO 14 14
ycneBaemoctu (TKVY)
Jowmamrnee 3ananue (J13)
KonTponbusie pabotel 3a0uHNKOB (KP3)
IToaroroBka K mMpoMeXyTOYHOU 7 7
atrectauuu (I1A)
Bcero: 41 41

5. IlepeueHb yueOHO-METOINYECKOTO OOECTIeUeHUS
JUISL CAMOCTOSITENTEHON PabOThl 00YUYAIOIIUXCS IO AUCITUTUTHHE (MOTYJTIO)
Y4eOHO-MeTOInYeCKHe MaTepualibl JUIsl CaMOCTOSITeNIbHOW paboThl 00ydaromuxcs yKa3aHbl B
. 7-11.

6. IlepeueHb MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN
[lepedyeHb MeUaTHBIX U DJCKTPOHHBIX YIeOHBIX M3IaHUH MPUBEIEH B TaOIHUIE 8.
Tabnuua 8— [lepeyeHb Me4aTHBIX U AJIEKTPOHHBIX YUEOHBIX U3AaHUHN

KommuecTBo 9K3eMILTSIPOB B
Iudp/
URL ampec bubnuorpaduueckas ccpiika OnbmoTeke
P (KpoMe SIIEKTPOHHBIX SK3EMILISPOB)
KomaectBo 3Kk3eMIuIsipoB B
HIndp/
URL ampec bubnuorpapuyeckas ccpuika oubnmiorexe
P (KpoMe 2JIEKTPOHHBIX IK3EMILUTSIPOB)
37 ['ocynapcTBeHHast HTOTOBAs ATTECTAIU :
r72 METOMYECKHE YKa3aHHsI IO MMOATOTOBKE K 5
rOCyJapCTBEHHOMY 3K3aMEHY M HalMCAHUIO U




3aIUTE BBHITYCKHON KBATHM(UKAIIMOHHON
pabotsl / C.-TIleTepl. roc. yH-T a3pOKOCM.
npudopoctpoenus ; coct.: C. I'. domuuena,
T. H. Enuna, B. A. MbutbHHEKOB. - CaHKT-
[TerepOypr : U3a-Bo I'YAIL, 2021. - 79c. :
puc., Tabm. - bubnmorp.: c. 79 (10 Hass.). - b.
1. - TekcT : HemocpeACTBEHHBIM.

004
D 76

®omuueBa, Cpemiana ['puropreBHa.

O6paboTtka nnpopmanyu B
pacripeielieHHbIX CUCTEMax : yueOHoe
nocob6ue / C. I'. ®ommuuena ; C.-Iletepb. roc.
YH-T a3pPOKOCM. IpuOopocTpoeHust. - CaHKT-
[TerepOypr : U3n-Bo I'VAII, 2020. - 132 ¢. ;
131 c. : puc. - bubmmorp.: ¢. 123 (17 HasB.). -
ISBN 978-5-8088-1487-5 : b. 1. - Tekcr :
HETOCPECTBEHHBIN

004
b 39

beszarees, Cepreit BanenTnHoBud (1-p TEXH.
HayK, JO1L.).

IIporpammupoBaHue 3a1ad 1o
obecreueHn0 HHGHOPMAITMOHHON
0€30IaCHOCTH : JTA0OPATOPHBINA IPAKTUKYM /
C. B. beszarees, C. I'. ®omuuera ; C.-
[TeTep6. roc. yH-T a3pOKOCM.
npubopoctpoenus. - Cankt-IleTepOypr :
W3n-so I'YAIL, 2020. - 89 c. : puc., Tadm. -
bubmuorp.: c. 88 (10 Ha3B.). - b. 1. - Teker :
HEIOCPEICTBEHHBIM.

004
3-62

3uma, B. M.

be3onacHoCTh ri00ambHBIX CETEBBIX
texHojoruii / B. M. 3uma, A. A. MonaoBsH,
H. A. MonnossH. - 2-e u3n. - CII6. : BXB -
[TerepOypr, 2015. - 368 c. : puc. - (Mactep
cucrem). - bubamorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipeam. ykas.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Tekcr :
HEIMOCPEICTBEHHBIN

007
B 67

Bonkosa, B. H.

Teopus cucTeM U CUCTEMHBIN aHAU3 :
YUeOHUK TS aKaJIeMUIeCKOro OakaiaBpuara
/ B. H. Bonkosa, A. A. Jleaucos ; Hair.
uccien. C.-ITerep0O. roc. MOIUTEXH. YH-T. - 2-
e u3., nepepad. u gom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AxageMuyecKuii
Kypce). - [Ipenm. ykas.: c. 600 - 606. - FmeH.
ykas.: ¢. 607 - 609. - bubmuorp.: c. 610 - 616
(109 nass.). - ISBN 978-5-9916-4783-0 :
870.87 p. - TekcT : HEMOCPEACTBEHHBIN.
Wmeet rpud YMO Bricmiero oOpa3zoBaHus

10

004
" 85

Hcaes, I'. H.
[TpoexTupoBanue HHOOPMATMOHHBIX
cucteM : yaeoHoe rtocooue / I'. H. Mcaes. - 2-




e u3., crep. - M. : OMET'A-JI, 2015. - 424 c.
: puc., Tabi. - (Briciiee TexHIUECKOE
obpasoBanmue). - bubmuorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. - Tekcr : HemoCcpenICTBEHHBIM.

Ha ctp. 7 - 8: Cnincok cokpaiieHuit

004 bapanoga, E. K. )
B 24 HNudopmanronHas 6€300acHOCTD U 3aIlluTa
nHpopmaruu : yuebHoe nmocodue / E. K.
Bapanosa, A. B. ba6ar. - 3-e usn., mepepa0.
u pom. - M. : PUOP : UH®PA-M, 2017. - 322
C. : puc., Tabi. - (Beicuiee oOpa3oBanmue). -
bubmuorp.: c. 313 - 316 (56 nass.). - ISBN
978-5-369-01450-9 (PMOP). - ISBN 978-5-
16-011164-3 (MH®PA-M) : 942.63 p. -
TekcT : HenmocpeACTBEHHBIM.

Hmeet rpud YMO no o6pazoBaHuio B
001aCTH IPUKITATHON HH)OPMATHKU

004.4 Wnbuna, lapest BukropoBHa. )
U 46 [IpoexTupoBanue u pa3padoTKa
0e30MmacHbIX BEO-TPUIIOKEHUH | yueOHOe
noco6ue / . B. Unbuna ; C.-ITerepd. roc.
YH-T a3pOKOCM. IpubopocTpoeHus. - CaHKT-
[TetepOypr : U3n-Bo I'VAIIL, 2019. -43 c. :
puc. - bubnuorp.: c. 42 (2 Ha3s.). - ISBN 978-
5-8088-1434-9 : b. 1. - Tekcr :

HEMOCPECTBEHHBIH.
004.7 Kyunn, Hukonait BanentuHoBuy (1011, ). 4
K 95 MHOroypoBHeBbI€ CUCTEMBI U 00JIaUHbIE

BbIUKCIIeHUS : yueOHoe mocooue / H. B.
Kyuun, A. 0. Monuanos ; C.-Iletep0. roc.
YH-T a3pOKocM. ripudopoctpoenus. - CIIO. :
N3n-so I'VALIL, 2018. - 136 c. : puc. -
bubmuorp.: c. 133 (14 Haszs.). - ISBN 978-5-
8088-1250-5 : b. 1. - Tekcr :

HETOCPEICTBEHHBIN

7. TlepeueHb 2NMEKTPOHHBIX 00pa30BaTENbHBIX PECYPCOB
WH(OPMAITMOHHO-TEJICKOMMYHHKAITMOHHOH ceTn « THTepHEeT»
[Tepeuens AIIEKTPOHHBIX o0pa3oBaTeNbHbIX pecypcoB nH(pOPMaIMOHHO-
TEJICKOMMYHUKAIMOHHONW ceTn «MHTepHeT», HEOOXOIUMBIX I OCBOCHHS JTUCITUILIAHBI
npuBesieH B Tabnuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATEIBHBIX PECYpPCOB HHPOPMAIMOHHO-
TEJIEKOMMYHUKAaMOHHOM ceTH «HTepHeT»
URL anpec HaunmenoBanue

http://www.intuit.ru/studies/courses/10/10/info | Bnamumup Ianatenko. OCHOBBI HHPOPMAIIMOHHOK
Oe3ormacHOCTH (KypC JIEKIUH, C AUCTAHITMOHHBIM

o0yueHueM)
https://ru.coursera.org/learn/management- Copoxkun Anekcanap Biaanmuposuyu. MeHeKMEHT
informacionnoi-bezopasnosti#syllabus HGOPMAIMOHHON 0€30MaCHOCTH

8. Ilepedenr MHPOPMAITMOHHBIX TEXHOJIOTUI




8.1. [lepeyenbp mTpPOrpaMMHOTO 0OECHEUEHUs, HCIOIb3YEeMOT0 TMpPH OCYIIECTBICHUU
00pa30BaTeNLHOrO MpoIecca MO AUCLUIIUHE.
[lepedeHp UCIONB3yeMOr0 MPOrPaMMHOT0 obecrieueHus npejacrasieH B Taduuie 10.

Ta6ymma 10— [Tepeyersr mporpaMmMHOTO oOecrieueHus

Ne i/t HaumenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpoIiecca Mo AUCIUITITHHE

[lepeyeHp HCMONB3YeMBbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM IMPEJCTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyens HHPOPMALMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HanmenoBanue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKas O0a3a
CoctaB MaTepHaTbHO-TEXHHYECKOH 0a3bl, HEOOXOAUMOW JJIsi  OCYIISCTBIICHUS
00pa3oBaTeNLHOTO MpoIiecca 10 AUCIUILTNHE, TPeCcTaBieH B Tabuiel 2.

Tabmuna 12 — CoctaB MaTeprallbHO-TEXHUYECKON 0a3bl

Ne HanmeHnoBaHue cocTaBHON 4acTH Howmep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH )

1 | JlexuuoHHas ayIuTopus

MynbTumMeauitHas JEKIUOHHAS ayIUTOPUS

Kitace muist nenoBoit urpel

10. OueHo4HBIE CpeICTBA ISl POBEICHUS TPOMEKYTOUHOU aTTECTAIINH
10.1. CoctaB OIIEHOYHBIX CPEACTBAJISI TPOBEIACHHUS TMPOMEKYTOYHONW AaTTeCTalluu
00yJaromuXxcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB AJS MPOBEACHUS MPOMEKYTOUHON aTTeCTalluu

Buj npoMexxyTo4HOM aTTecTanuu IlepedyeHb O1IEHOUYHBIX CPEJICTB
OK3aMeH Crircok BOMpPOCOB K 9K3aMEHY;
DK3aMeHaIMOHHbIE OUJIETHI;
3amaun;
TecTsl.

10.2. B kayecTBe KpuUTEpUEB OIECHKH YpPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMIIETEHIMI OOYyJaloNIMMHCS TPUMEHSETCST 5-0ajulbHasi MIKajla OIEeHKH C(HOPMHUPOBAHHOCTH
KOMIIETEHIIN, KoTopas mpuBeaeHa B Tabuuie 14. B TeueHne cemecTpa MOXET MCIIOIB30BaThCA
100-6annpHast ~ mIKajla ~ MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCTIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu onieHKH ypoBHS c(hOPMHUPOBAHHOCTH KOMIETEHITHH

OrreHKa KOMITETEHITUHN

XapakTepucTrka c(hOpMUPOBAHHBIX KOMITETCHITUIH
5-0aiubHas mKana P P (bop




Or11eHKa KOMITETEHITUHN

XapakTeprucThKa chOpMUPOBAHHBIX KOMIIETEHITII
5-0ayuipHas mIKaia PaKTep (bopmp

— o0yyvaromuiics TJIyOOKO ¥ BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepHa;

— YBEPEHHO, JIOTHYHO, TI0CIICJOBATEIbHO M TPAMOTHO €ro U3JIaracr;

— OIrpasACh Ha 3HAHUA OCHOBHOH n HOHOHHHTGHBHOﬁ JINTCPATYypBhbI,
TCCHO IPHUBA3ZBIBACT YCBOCHHBIC HAYYHBIC ITOJIOKCHUSA C HpaKTH'—IeCKOﬁ
JeATeIBHOCTBIO HAIIPABIICHNS;

— yMeJi0 00OCHOBBIBACT U apryMEHTHPYET BbIIBUTaeMbIC UM UJICH;

— JIeJIaeT BBIBOJIBI U 000O0IIEHMS;

— cBOOOJTHO BJIAJICET CHCTEMOH CIEIUAIN3UPOBAHHBIX IOHSITHH.

«OTIIMYHO»
(Ga4TCHO»

— o0yJaromuics TBEPI0 YCBOWII MPOTPAMMHBIN MaTepua, rpaMOTHO H
[0 CYIIECTBY H3JIaraeT €ro, ONupasch Ha 3HAHUS OCHOBHOMU
JUTEPATYPBI;

— HE JIOMYCKAeT CYIECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIE 3HAaHUS C MPAKTHYECKON JESITEITBbHOCTHIO
HaIPaBJICHUS;

— apryMEHTUPYET Hay4YHbIC TOJIOKCHUS;

— JIeJIaeT BBIBOJIBI M 0000IIEHMS;

— BJIQJICET CHCTEMOM CIeNMaIN3UPOBAHHBIX TOHITHH.

(XOPOLIO»
<Ga4YTCHO»

— o0yyaronuiicss ycBOMJI TOJIBKO OCHOBHOHM NPOrpaMMHBIM MaTepual,
II0 CYHIECTBY M3JIaracT €ro, ONMpasch HAa 3HAHUSA TOJIBKO OCHOBHOM
JUTEPaATYpPhL;

— JIOIyCKAeT HeCYLIECTBEHHbIE OLUMOKU U HETOUHOCTH;

— UCHBITHIBACT 3aTPYJHEHUS B IPAKTUYECKOM IIPUMEHEHWU 3HAHWUU
HaIpaBJICHUS;

— ¢J1a00 apryMEHTHPYET HayuHbIE [10JI0KEHMUS,

— 3aTpyaHseTcs B (OPMYIMPOBAHUN BBIBOJOB M 000OIICHHUIA;

— 4aCTUYHO BJAJIeeT CUCTEMOH CIIELMAIN3UPOBAHHBIX OHITHH.

«YAOBJICTBOPUTCIIEHO»
<(Ga4YTCHO»

— oOyyaromuiics He YCBOMJ 3HAUUTEIBHOW YacTH MPOTrPaMMHOTO
MaTepuana;

— JIOMYCKaeT  CYNIECTBEHHbIE  OMMOKM W  HETOYHOCTH  TIpH
paccMOTpeHHH pobsIeM B KOHKPETHOM HalpaBlIeHUH;

— MCIIBITHIBAET TPYIHOCTH B MPAKTUYECKOM NIPUMEHEHUH 3HAHUIA;

— HE MOXET apryMEHTHPOBATh HAYYHbIE MTOJIOKCHHS,

— He QOpMYJIHMPYET BHIBOJAOB U 000OLICHHIA.

HCYIOBJICTBOPUTCIILHO»
«HC 3a4YTCHO»

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAIIBI.
Bormpocs! (3agaun) nms sKk3ameHa mpeicTaBlieHbl B Tadnmie 15.

Tabmuma 15 — Borpocs! (3agaun) 115 9K3aMeHa

Ko
Ne n/m [Tepeuens BompocoB (3a1a4) AJs IK3aMEHa A
WHANKATOpa
1. [IpuBenurte yOeauTenbHble JOBOIbI TOTO, YTO OIIK-5.3.4

nH(pOpMaIMOHHAs OE30MaCHOCTD - OJJHA U3 BKHEHIIINX
po0JieM COBPEMEHHOM JKU3HHU.

B uem 3aknrouaercs OCHOBHas 3a/1a4a JJIOTUYECKOTO
ynpasieHus goctynom? Uro takoe marpuna gocrtyna? Kakas
uHbOpMalKs aHATTU3UPYETCS TPU MPUHATUN PELIEHUS O
MPEIOCTABICHUH JOCTYyIa?

JaiiTe onpezeneHue crnocoda 3amuTsl HHPOPMAIIH.
OxapakTepu3yiTe OCHOBHBIE CTIOCOOBI 3aMTHI. [lepeuncnure
OCHOBHBIE 3allIUTHbIE IEUCTBUS MPU peasin3aliui CiocoOoB
3.

[lepeuncante OCHOBHbIE BU/IbI KOH(PHICHIIMATHHON
nH(pOpMalUY, HYKIaloIeNcs B 3alUTe.




[IpokoOMMEHTHPYHTE BO3MOKHOCTA OMOMETPHIECKOM
uAeHTH(PUKAIIY (ayTeHTU(DUKAIIHN).

[lepeunciure OCHOBHBIE YTPO3bl KOH(MUIACHIIMAIEHOCTH
uHpopManuu.

JIns kKakux 1esiel CIy>KUT CepBUC aHaIu3a 3alluileHHocTr? B
4eM 3aKII09aeTCs CrenuduKa ypaBiIeHHs, KaKk CepBHCa
oe3omacHocTu?

OIIK-5.YV 4

Oxapakrepu3yiite mudpoBanue (KpUnrorpapuio) B Ka4ecTBe
OCHOBHOTO cepBuca 6e3onacHoctu UC.

Uro Ttakoe rocynapcrBeHHas taiina? [lepeunciure cBenenus,
KOTOpBIE MOTYT ObITh OTHECEHBI K TOCY/IapCTBEHHOH TaiiHe.
[TpuBeauTe KIACCH(PUKAIIUIO CBEICHH, COCTABIISIONINX
roCyJapCTBEHHYIO TallHy, I10 CTENEHSM CEKPETHOCTHU
[TpoxoMMeHTHpYIiTe apoabHYIO HaeHTHpHuKanuto. Kakne
MeEpBI MO3BOJIAIOT NOBBICUTh HAJIEKHOCTh APOJIBHOMN
3aIATHI?

OxapakTepu3yiiTe OCHOBHBIE YTPO3bl LETOCTHOCTH
KOH(UICHIMATLHOW HH()OpMALINH.

OIIK-6.3.3

Jlaiite onpeesieHne NIEpPCOHANIBHBIX AaHHbIX. Kakue cBenenus
MOTYT OBITh OTHECEHBI K IIEPCOHANIbHBIM JJaHHBIM? KTO
ABJIACTCS AepKATeJIEeM IEPCOHAJIBHBIX JaHHbIX !

OIIK-6.3.5

Oxapakrepu3yiTe IKpaHUPOBaHHE B KAU€CTBE OCHOBHOT'O
cepBuca 6e3omnacnoct MIC. Uto Takoe firewall u kak on
byHKIHOHHUpYET?

Uro Takoe 00bekThl yrpo3 b? B uem BoIpakaroTcs yrpossl
nHpopmanun? KakoBbl OCHOBHBIC UCTOYHUKH YyIPO3
3amuiiaeMoit napopmanmn? Kakossl 1ienu yrpos
MH(OpPMALIUU CO CTOPOHBI 3J10YMBIIIEHHUKOB?

Kakas uadopmarus sBisercs mpeIMeToM 3ailuThi?
[lepeuncnure OCHOBHbIE CBOMCTBA MH(POPMALIUU KaK
npeameTa 3auuThl. OXapakTepu3yiuTe CEKPETHYIO U
KOH(PHUACHITMAITBHYIO HHPOPMAIIHIO.

[lepeuniciure OCHOBHBIE KOMIOHEHTBI KOHLIETITYaIbHOM
mozenu UB. M300pa3ute rpaduueckn cxemy KOHIETITYaIbHOM
Mozenu cucreMsl Ub.

Jaiite onpenenenre nHGOPMAIIMOHHONW CUCTEMBI.
[lepeuncnure CTPyKTypHbIE KOMIIOHEHTHI HH(GOPMAITMOHHBIX
cucteM. YTo MOHUMAIOT 1101 MH(POPMAITMOHHBIMH PEeCypcamMmu
U TIpolieccamu?

UTo mOHMMAETCS TI0J] CHCTEMOH YITpaBJICHHUS 0€30TIaCHOCTHIO?
KakoB ¢ynkunonan SIEM-cuctem?

OIIK-6.Y.1

[Iepeuncinre n OXapakTeprU3yWTe 3alllUTHBIEC JEHCTBUS OT
HC/I x xoH(puaeHInanbsHoi nHpOpMaLny.

[lepeuncnure OCHOBHbIE IPUUYHUHBI BAXKHOCTH IPOTrPAMMHO-
TexHuyeckoro yposHs 1b. HazoBure ocHoBHBIE cepBucel b
MPOrpaMMHO-TEXHUYECKOTO YPOBHSI.

UYro Takoe UCTOYHHK Yrpo3 6e30MmacHOCTH HH(popMauu?
HazoBuTe 0OCHOBHBIE HCTOYHUKHU MTPETHAMEPEHHBIX YTPO3.
[lepeuncnure HanpaBIeHUS OBCEIHEBHOM €ATEIBHOCTH
CHUCTEMHOTI'0 a/IMUHHCTpaTOpa, 00ecreyrBaroIye
nojaep>kanue padorocnocodHoctu MC.

Uro Takoe kaHan yreuku nHpopmaruu? Uto Takoe

OIIK-6.Y .2




TeXHUYECKUM KaHaA yTeuku nHpopmarun? OxapakTepusyiTe
CITy4ailHBIN M OPraHW30BaHHBIN KaHaT YTeUKH HH()OPMAIIH.
B 4em 3akirogyaercss OCHOBHas crielu(uKa Ipoue ypHoro
ypoBHs IB? Ilepeuncinre 0CHOBHBIE KJIACCHI MEP
npouenypHoro yposHs Hb. [Touemy Bompocsl noanep:kanus
pabdorocniocobHocTH VC SBISAIOTCS MPUHIMIHATBHBIMHU Ha
npoueaypHom yposue Mb?

Kakum TpeGoBaHUAM IOJDKHA YAOBIETBOPATH HHPOpPMALHS,
YTOOBI €€ MOYKHO OBLIIO ObI OTHECTH K CITy>KeOHOH TaiiHe?
[IpuBenuTe nepeveHs CBEIEHU, KOTOPBIE HE MOTYT OBITH
OTHECEHBI K CITy>KeOHOI MH(POpMalluu OrpaHUYEHHOTO
pacrpocTpaHeHHs.

OIIK-6.Y.3

B dem 3akmrouaercs OCHOBHAS 3ajlaya ayauTa, Kak cepBuca
0e3omacHOCTH?

JlaiiTe onpenenenue 3aniyiaeMon HHPopMauu u
OXapAKTEPU3YNUTE €€ OCHOBHBIE ITPU3HAKH.

Uro Ttakoe nnentudukanusa? Jlaiite TOTKOBaHHUE MOHATHS
«ayreHTHQUKAIUD». V3-32 KaKUX MPUIHH 3aTpyTHEHA
HaJIeXKHas UACHTU(UKAIUS?

Urto Takoe BpeOHOCHOE ITporpaMmHoe obecnieuenue? Jlaiire
omnpezaeneHue «0oMOb», «4epBs», «BUpycay. Kakue
HEraTUBHBIE TOCIENCTBUA B QyHKIIMOHHpoBaHUH VC
BbI3bIBAET BpesioHocHoe [10?

OIIK-6.Y 4

[lepeuncinre 1 MPOKOMMEHTUPYWUTE 3aILUTHBIC JEUCTBUS OT
yTEUKH KOH(UICHINAIBHOW HHPOPMALIUH.

Jaiite onpeenenue yrpo3 KOHGUICHINATLHOW HH()OPMAIIHH.

Kakue neiicTBHsI ONpeenstoT yrpo3sl KOHGHUISHINATEHON
uHpopmanun?

Haiite onpeneneHue auneH3upoBanus. Kto Takue nuneHsuar
U JIMIeH3upyonme opranbl? [louemy nuieH3npoBaHue U
cepTH(UKAIMS BHICTYNAIOT B KAUECTBE CPE/ICTBA 3AIUTHI
nHpopmanuu? [lepedncnure nepeyeHb BUOB JAESITEILHOCTH,
kacatomuxcs b, Ha ocymiecTBieHne KOTOPBIX TpeOyroTcs
JULEH3HH.

Yro Takoe «MCTOUYHUK KOH(UIEHIIMATbHON HH(pOopMaun»?
[lepeuncnure OCHOBHBIE HCTOYHUKH KOH(PHICHIINATHHON
uHpopMaluu.

OIIK-
10.3.2

10.

[Tepeuncnure u 0XxapakTepu3yuTe OCHOBHBIE OOBEKTHI
npodeccruoHanbHOM TaliHbl. Kakum TpeOoBaHUAM JT0IKHA
YAOBJIETBOPATH MH(POpPMAIIUS, YTOOBI €€ MOXKHO OBLIO OBI
OTHECTH K poeCCHOHATILHOMN TaliHe?

Kakue ctatbn YT0OI0BHOIO KOJIEKCA HATPSIMYIO KaCarOTCA
MH(pOPMAIIMOHHOM 6€30macHOCTH?

OIlIK-
10.3.3

11.

UYro Ttakoe npotokomupoBanue? IIpokommenTupynite
0COOEHHOCTH NMPUMEHEHHSI JAHHOTO CepBHCca O€30MaCHOCTH.
UYro Takoe ynpasienue puckamu? Ilouemy ynpasiieHue
pUCKaMU paccMaTpHUBaeTCs Ha aIMUHUCTPAaTUBHOM YPOBHE
NB? B yem 3akiro4aercst CyTb MEPOIPUITHH IO YIPABICHHUIO
puckamu?

[Tepeuncnure BakHeHmMe 3a1a9n 00€CTICUSHHS
nHpopMalMoHHO 6e3omnacHocTH PO.

HazoBute rinaBHyo 11e71b Mep aIMUHUCTPATUBHOTO YPOBHS

OIIK-
14.V.1




HB. Yto mornMaeTcs oz MOJIUTUKON Oe301macHocTh?
IIpuBenuTe NIPUMEPHBINA CIIUCOK PELICHUN BEPXHETO YPOBHS
MOJINTHKH 0€30I1aCHOCTH.

Yro Takoe araka? Uto Takoe okHO omacHocTH? Kakue
COOBITHS TIPOUCXOIAT BO BpeMs CYIIIECTBOBAHUS OKHA
OIIACHOCTHU?

12.

OxapakTepu3yiiTe 0 CaHOBHBIE CyOBEKTHI IIpaBa Ha
KoMMepueckyto Taitny. Kakas nundopmariiuist He MOKeT ObITh
OTHECeHa K KOMMEepYEeCKOH TaitHe?

Packpoiite conepxanne NOIUTUYECKUX, DKOHOMUYECKUX U
OpPTraHU3aIMOHHO-TEXHUYECKUX (DaKTOPOB, BIMSIOIINX HA
cocTosiHre HHPOpMaIMOHHOH O6e30omacHocTH PD.

Kakwue acniektsl coBpemenHbIx VIC ¢ Touku 3peHus
0e30MacHOCTH HanboJee CyleCTBEHHbI?
[IpokoMMeHTUpYIiTE HanboJIee pacpOCTPAHEHHBIE YTPO3bI
nocTynHocTu. OxapakTepu3ynTe NporpaMMHbIE aTaKh Ha
JOCTYITHOCTB.

Kaxum Tpe60BaHI/IHM JA0JIDKHA OTBCYATh KOMMCEPUYCCKas TapHa?

OIIK-
142

Bompocsr (3amaun) st 3aueta / qudd. 3auera npepcraBieHsl B Tabmuie 16.

Ta6mmma 16 — Boripocs! (3amaun) mis 3aueta / audd. 3adera

Ne i/m [Tepeuens BompocoB (3a1a4) ans 3a4dera / qudd. 3ayera

Kon
WHIUKaTOpa

Y4eOHBIM MJIAHOM HE IPETYCMOTPEHO

MpeACTaBICHBI B Ta0mwmIe 17.
Tabnuna 17 — Ilepeyens TeM Juist KypcOBOTO IPOEKTUPOBAHMSI/BBIIIOIHEHUSI KYPCOBOM pabOThI

[lepeyeHp Tem [UIi KypCOBOTO TPOCKTUPOBAHUS/BBINOIHEHUS KypCOBOH pabOTHI

No 11/ [TpuMepHBIii epedeHb TeM Il KypCOBOIO MPOEKTUPOBAHUS/BBITTOIHEHHS
} KypcOBOIl pabOThI
Y4eOHBIM MJIaHOM HE IPETYCMOTPEHO
BOHpOCBI AJi1 MMPOBEACHHUA HpOMe)KYTO‘-IHOI\/JI arreécralliu B BHUAC TCCTUPOBAHUA

npeJcTaBiIeHbl B Ta0nuie 18.

Tabnuua 18 — IIpumepHbIii epeueHb BOIIPOCOB JJIsl TECTOB

Ne i/t

ITprMepHBIii TepeueHb BOIPOCOB ISl TECTOB

Kon
WHJUKAaTOpa

1

K kakoii pa3HOBHITHOCTH MOJIENIEN YIIPABICHHUS TOCTYIIOM OTHOCHUTCS
mozenb benna-Jla [Tagynsi?

a) MOJIeTb TUCKPELMOHHOTO JOCTYTIA;

0) MOJIeNTb MAHJaTHOTO JIOCTYTIA;

B) poJieBasi MOJIEIb.

OIIK-5.3.4

Kak Ha3pIBatoTCs yrpo3bl, BEI3BaHHbBIE OIIMOKaMU B IPOSKTUPOBAHUHT
ANC u ee >neMeHTOB, OIIMOKaMHU B TPOrPaMMHOM 0OecTieyeH!H,
olmrOKaMu B IEHCTBUSX IepcoHaa U T.11.7

OIIK-5.Y 4

K kakuM Mepam 3aIuThl OTHOCUTCS TTOJIMTHKA 0€301MacHOCTH?
a) K aJIMUHUCTPATUBHBIM;

0) K 3aKOHOJATEIHHBIM;

B) K IPOTPaMMHO-TEXHUYECKUM;

I') K IPOLIETyPHBIM.

OIIK-6.3.3

B kaxowm u3 Hpe,Z[CTaBJ'IeHI/Iﬁ MaTpUulbl JOCTYIId HanOoJee IMpoOCTO

OIIK-6.3.5




OTIPEICNIUTH TTOJIb30BaTeNeH, UMEIOIINX JOCTYI K ONPEIeIIEHHOMY
¢aitny?

a) ACL;

0) CIMCKH TOTHOMOYH CyOBEKTOB;

B) aTpUOYTHBIE CXEMBI.

Kak Ha3piBaeTcsi CBOMCTBO HH(POPMALIMH, 03HAYAIOIIEE OTCYTCTBHE
HETPAaBOMOYHBIX, H HE MPEIyCMOTPEHHBIX €€ BIIAACIbIICM U3MECHEHHI?
a) 1IeJIOCTHOCTb;

0) anemuIMpyeMOoCTh;

B) JIOCTYITHOCTB;
') KOHGUIEHITNATBHOCTB;
1) AyTEHTUYHOCTh

OIIK-6.Y.1

K ocHOBHBIM NpUHIMIIAM ITOCTPOEHUS CUCTEMBI 3amuThl AVC
OTHOCSTCS:

a) OTKPBITOCTb;

0) B3aMMO3aMEHSIEMOCTh TIOJICUCTEM 3aIUTHI;

B) MUHUMHM3AIIUS TPUBUJICTHIA;

I') KOMIUJIEKCHOCTb;

1) MPOCTOTA

OIIK-6.Y.2

Kakue 13 cneayronmx BbICKa3bIBaHUN O MOJIEU YIIPABIIEHUS JOCTYIIOM
RBAC cnpaseniuBbl?

a) C K&XJbIM CYObEeKTOM (TI0IH30BATEIIEM) MOKET OBITH ACCOIIMMPOBAHO
HECKOJIbKO POJIEH;

0) poJii yopsI0UEHBI B UEPAPXHUIO;

B) C KaX/IbIM O0BEKTOM JOCTYIa aCCOLIMUPOBAHO HECKOJIBKO POJIEH ;

I) Ul KaKJOM Mapbl «CyObeKT-00bEKT» Ha3HaAU€H HaOOP BO3ZMOMKHBIX
paspernieHui

OIIK-6.Y.3

. Aucneruep nocryna...

a) ... UCTIONIBb3YyeT 0a3y JaHHBIX 3aIIUTHI, B KOTOPOU XpaHSTCs MpaBuiIa
pasrpaHu4eHus JOCTYIIa;

0) ... UICMIONB3YET aTPUOYTHBIE CXEMBI JJISl IPEICTABICHUS MATPUIIBI
JOCTYIa;

B) ... BBICTYIIAET MOCPETHUKOM MPHU BCEX OOPAIICHUSIX CYOBEKTOB K
00BEeKTaM;

r) ... puxcupyet nHGOPMALIHIO O TIOMBITKAX JOCTYMNa B CHCTEMHOM
KypHaJIe;

OIIK-6.Y 4

Kakue npeanonoxxeHus BKIoyaeT HeopMaibHask MOJIEb HapyIIuTeNs?
a) 0 BO3MOYKHOCTSX HapyIIUTENS;

0) 0 KaTeropusx JHil, K KOTOPbIM MOKET ITPUHAJJIEKATh HAPYIIUTENb;
B) O IIPUBBIYKAX HAPYIIUTEIS;

T') O IPEIBIAYIINX aTaKaX, OCYIIECTBICHHBIX HAPYIINTEIIEM;

1) 00 ypOBHE 3HAHWI HAPYIIUTEIIS

OIIK-
10.3.2

10

Uro npezacraBnseT co0oi TOKTprHA HHPOPMAITMOHHOK 6€30MacHOCTH
P®?

a) HOPMaTHUBHO-TIPABOBOM aKT, YCTAHABIUBAIOIIUI OTBETCTBEHHOCTD 32
npaBoHapyIIieHus B chepe nHPpopMamoHHON 6€30MacHOCTH;

0) dhenepanbHBIN 3aKOH, PETYIUPYIOUINI MPABOOTHOIICHUS B 00JIACTH
nH(pOpMaIIMOHHOM 06€30MMacCHOCTH;

B) IIeJIeBast IPOrpaMMa Pa3BUTHSI CUCTEMBI HHPOPMAITMOHHOMN
6e3onacHocTu PO, nmpeacrapistomas coooi Mocie10BaTeIbHOCTh
CTaJIUi U ITAIOB;

F) COBOKYITHOCTH O(i)I/IHI/Ia.]'H)HBIX B3TJIA 0B Ha IECJIH, 3aa4u, IPUHIHUIIbI

OIIK-
10.3.3




Y OCHOBHBIE Ha- TIpaBJIeHUs oOecrieueHrss HHPOPMaITMOHHOM
6e3onacHoctu Poccuiickoii @enepanuu

11 K xakoMy Buy Mep 3amuThl HH)OPMAITUH OTHOCUTCS YTBEPIKICHHAS OIIK-
mporpaMma padot B obmacTu 6e30macHOCTH? 1.4.V.1
a) MOJINTHKA 0€30IaCHOCTH BEPXHETO YPOBHS;

0) monuTrKa 6€30MaCHOCTH CPEAHETO YPOBHS;
B) MIOJIUTHKA 0€30M1aCHOCTH HUKHETO YPOBHS;

T') IPUHIIAIT MUHUMU3AIWN TPUBHIICTHIA;

1) 3al1Ta NoJAepKUBatoel HHPPACTPYKTYpPHI.

12 Kakue 13 nepeuncieHHbIX HUXKE YIpO3 OTHOCSTCS K Kilaccy OIIK-
MpeTHaMEPEHHBIX ? 1.4Y.2
a) 3apa)K€HHE KOMIIbIOTEpa BUPyCaMU;

0) usHnueckoe pa3pylieHue CUCTEMbI B pe3yJibTaTe MoXKapa;

B) OTKJIFOUYEHHUE WUJIM BBIBOJ] U3 CTPOS MOACUCTEM O0ECTIeUeHHS
(YHKIIMOHUPOBAHHUSI BbI- UUCIUTEIbHBIX CHCTEM (2JIEKTPOIIUTAHUS,
OXJIQX/ICHUS U BEHTHISIIUH, JIMHUHN CBSI3H U T.I1.);

T') IPOEKTUPOBAHHUE APXUTEKTYPhI CHCTEMBI, TEXHOJIOTUU 00pabOTKHI
JAHHBIX, pa3pad0TKa MPUKIIAJHBIX IIPOTPAMM, C BO3SMOXKXHOCTSIMH,
MPEICTaBISIONIMME ONMACHOCTH I pab0TOCIIOCOOHOCTH CUCTEMBI U
0e30macHOCTH HH(POPMAIIHH;

1) YTeHHE OCTATOYHON MH(POPMAIMHU U3 ONIEPATUBHOMN MaMSITH U C
BHEIIHUX 3aIlIOMHHAIONINX YCTPOMUCTB;

€) BCKPBITHE MH(DPOB KPUNITOZAMUTH HHHOPMAITH

[lepeyeHb TeM KOHTPOJBHBIX PaOOT MO AMCHUIUIMHE OOYYAIONIMXCS 3a04HOU (HOPMBI
0o0ydeHus1, Ipe/ICTaBICHbI B Ta0mie 19.

Ta6ymma 19 — [lepeyeHb KOHTPOJIBHBIX PadbOT

No /it [TepeyeHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEAENSAIONIMEe  HpPOLEIyphl  OLIEHUBAHUS
MHAMKATOPOB, XapaKTEpU3YIOUIUX JTanbl (OPMUPOBAHUS KOMIETEHLUH, COJIEpKarcs B
JOKAJIBHBIX HOpMaTuBHBIX akTax [YAII, pernameHTHpYyOIIMX NOPSAAOK M MPOLEAYPY
IIPOBEJCHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTecTaluy 00ydarommxcs
I'VAIL

11. Meroauueckue yKkazaHus JUIsi 00y4aroMIUXCsl 10 OCBOEHUIO UCIUIITUHBI

11.1. Metoauueckue yka3zaHus [ OOYYalOIIMXCS 10 OCBOCHMIO JIEKIMOHHOIO
MaTepuaia

OCHOBHOE Ha3HAYEHME JICKIIMOHHOIO MaTepuana — JIOTHYECKH CTPOHHOE, CUCTEMHOE,
riyOOKoe U sICHOE H3JIOKeHHe ydeOHOoro marepuana. Ha3HaueHue COBpEMEHHOH JIeKIMU B
paMKax AWUCHUILIIMHBI HE B TOM, YTOOBI IOJIYUHUTh BCHO I/IH(bOpMaIII/IIO o TEME, a B OCBOCHHH
(byHaaMEeHTaNbHBIX MpoOJeM JUCHMIUIMHBI, METOJOB HAayYyHOrO IIO3HAHMSA, HOBEWUIIMX
JOCTHDKEHUI HaydHOH MbIciau. B yueOHOM mporiecce JIeKIusi BBIMOIHIET METOJ0JIOTHYECKYIO,
OpraHU3alMOHHYI0 U MHPOpMaMOHHYI0 (QyHKIUHU. JIeKHs pacKphpIBaeT MOHATHIHBIN anmapar
KOHKPETHOU oO0yiacTH 3HaHus, €€ MpoOsieMbl, AaeT IEeIbHOE NPEACTaBICHUE O AUCIHIUIMHE,
IMMOKAa3bIBACT B3aMMOCBA3b C IPYIrUMU JUCHUITTIMHAMMU.

[TnanupyemMble pe3yabTaThl IPH OCBOSHUH 00yYarOMKUMUCS JIGKIIMOHHOTO MaTepuaa;

— IMOJY4Y€HHE COBPEMCHHBIX, MLICJIOCTHBIX, B3aMMOCBA3aHHBIX 3HaHHﬁ, YPOBECHB
KOTOPBIX ONPEAEIAETCS LIEIEBOM YCTAHOBKON K KaKJJOM KOHKPETHOU TEME;

— TIOJIy4€HHE OIbITa TBOPUECKOI padOThI COBMECTHO € IPENOJaBATEIEM;




— pasBuTHE TOPOPECCHOHATBHO-ICIOBBIX  KAauyecTB, JIIOOBH K  TpPEAMETY |
CaMOCTOSITEIIbHOTO TBOPYECKOT'O MBIIIJICHHS.

— TOSIBJICHHWE HEOOXOAMMOr0 HHTEpeca, HEOOXOAMMOTO JIsSi CAMOCTOSITEIILHON paOOTHI,

— TMOJIyueHHE 3HAHUH O COBPEMEHHOM YPOBHE pa3BUTHS HAYKH U TCXHUKH H O
MPOTHO3E UX Pa3BUTHS HA OJIMIKANIINE TOJIBI,

— HAYYUTHCS METOIMYECKH 00padaThiBaTh MaTepHall (BBIACIATH TIJIaBHBIC MBICIH U
MOJIOKCHHUS, TPHUXOJAUTh K KOHKPETHBIM BBIBOJIAM, IIOBTOPSATH HX B  Pa3IMYHBIX
dbopmynHupoBKax);

—  TOJy4YeHHE TOYHOI'O TOHMMAaHHUS BCEX HEOOXOJMMBIX TEPMHHOB U TIOHSATHH.

JICKIIMOHHBIA ~ MaTepuajl MOXKET COINPOBOXKAATHCS JIEMOHCTpAIlMEH  CIIaloB |
UCIIOJIb30BAHUEM DPA3aTOYHOr0 MaTepuajia IPH MPOBEACHUH KOPOTKHX JTUCKYCCHH 00
OCOOCHHOCTSIX MPUMCHEHHSI OT/ICIbHBIX TEMATHK 110 JTUCIUILIHHE.

CrpyKTypa MpeaoCTaBIeHHs JIEKIIMOHHOT0 MaTEpHaIa;

— H3noxeHue JEKIIMOHHOTO MaTepHalia;

— IlpencrarieHre TEOPETHUESCKOIO MaTepraa IMperoiaBaTesieM B BUJIE CIIAHI0B;
— OcBocHHE TEOPETUUECKOTO MaTepralia 1o MPAKTHISCKUM BOIIPOCaM;

— Crucox BOMpOCOB IO TEME AJIsl CAMOCTOSITENIbHON paboThI CTyIEHTa

11.2. Metoauueckue ykazaHus Juisi 0Oy4daroluXxcs M0 YYacTHIO B CEeMUHApax- yueOHbIM
NIAHOM He NpedyCMOMPEHO

11.3. Meroauueckue yka3aHus JUIsl OOydaroIUXcs IO MPOXOXKICHHUIO MPAKTHUECKUX
3aHATHI

IIpakTHyeckoe 3aHATUE SBISETCS OAHOM M3 OCHOBHBIX (DOpPM OpraHu3alMu y4eOHOro
npoliecca, 3aKII0YaonIasics B BBITOJTHEHHN 00YJaIOUIMMHUCS 10T PYKOBOJICTBOM IIPETIOIaBaTENs
KOMILIEKCa YYEOHBIX 3aJJaHUH C LENbI0 YCBOEHHMsS HAy4HO-TEOPETUYECKUX OCHOB Yy4eOHOU
JTUCHIUATUTMHBL, IPUOOPETEHHsI YMEHU M HaBBIKOB, OIBITA TBOPYECKON JACATEIBHOCTH.

Lenbto NIpakTUYECKOTo 3aHATHUS JUIsl 00y4aroIIerocs sBisAeTCsl NPUBUTHE OOYUYaIOLIMMCS
YMEHUH M HaBBIKOB MIPAKTUIECKOH JIEATEITFHOCTH M0 N3Y9aeMON JUCITUTUINHE.

[Tnanupyemble pe3yabTaThl IPH OCBOEHHH 00y4YarOIUMCS MPAaKTUYECKUX 3aHATHI:

— 3aKpeIuvieHHe, YriayOJieHWe, pacIIupeHhe ¥ JeTaTu3allis 3HAHWHA TPH pEIIeHUH
KOHKPETHBIX 3a]1a4;

— pa3BUTHE T[I03HABAaTEJbHBIX CIHOCOOHOCTEH, CaMOCTOSTEIBHOCTH  MBIIICHNUS,
TBOPYECKOIN aKTUBHOCTH;

— OBJIaJICHHNE HOBBIMH METOJAaMH M METOJUKAMH H3y4YCHHs KOHKPETHOW y4eOHOM
JVICIIATUTAHEI,

— BBIpa0OTKAa CHOCOOHOCTH JIOTMYECKOTO OCMBICIEHHUSI TOJTYYEHHBIX 3HAHUM JUIs
BBITTOJIHEHUS 33 JaHUIA;

— olecrniedyeHne palMOHAIBHOTO COYETAHHS KOJUICKTHBHON M MHIUBUAYaJIbHOU (GOpM
oOyueHusl.

TpebGoBanus K MPOBEACHUIO NPAKTUYECKUX 3aHITUN

B pamMkax mnpoBeneHUss NPAKTUYECKHUX 3aHATHM MPOBOJMUTCS OIPOC IO MPOHAECHHOMY
TeopeTuueckoMy Martepuan. CTyAeHTy CTaBUTCS OLIEHKa II0 pe3ysbTaTaM OIpoca, KOoTopas
YUHUTBIBAETCS MPU IPOMEKYTOUHON aTTECTALUN.

11.4. Metoauueckue ykazaHusl A7 OOy4YarolUXCsl IO BBIIOJHEHHIO J1a0OpaTOPHBIX
pador.

B xone BeimonHeHus 1a0OpaTOpHBIX pPadOT oOOydalomUHCSs MAOKEH YIIyOUTh H
3aKpENUTh 3HAHUS, NMPAKTUYECKUE HABBIKM, OBJIAJAETh COBPEMEHHOM METOIMKONM M TEXHUKOU
OKCIIEPUMEHTa B COOTBETCTBUM C KBAIM(PUKAIIMOHHON XapaKTepUCTHKOW 00ydaromerocs.



Brimonnenue 1abopaTOpHBIX PabOT COCTOUT M3 IKCIEPUMEHTAIBHO-TIPAKTUYECKON, pacyeTHO-
AHAJIMTHYECKOM YacTel U KOHTPOJIbHBIX MEPOIPUATHIA.

Brimonnenue 11ab0paTopHBIX paboOT OO0y4aromMMCS SIBISIETCS HEOTHEMJIEMOH YaCThIO
U3y4eHMs] JUCLMIUIMHBL, OIpelenseMoi ydyeOHbIM IUIAHOM, U OTHOCUTCS K CpEICTBaM,
00eCTIeYnBaIOIIUM PEIICHUE CIIeTYIOIUX OCHOBHBIX 3a/1a4 00y4Yaromerocs:

— T[pHOOpeTeHHEe HAaBBIKOB HCCIEIOBaHMs IPOLIECCOB, SBIEHUH U  OOBEKTOB,
M3Y4aeMbIX B paMKaxX JaHHOW JUCLMILINHBL,

— 3aKpeIUIeHHe, pa3BUTHE W JeTalM3alus TEOPEeTHMYECKUX 3HAHUM, MOJY4YEHHBIX Ha
JEKIMX;

— TOoJIyueHHe HOBOM MH(OpMAINH 10 U3Y4aeMOH TUCIUILIIHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIBHOM  paboThl ¢ J1a0OpaTOpHBIM
o0opyoBaHrEeM U pudopamu.

3aganue u TpeOGoBaHMS K IPOBEICHUIO JTa00PATOPHBIX PaboOT
JlabopaTopnas pa6ora Ne 1 «Pa3pabotka Moenu yrpo3 0e30nacHOCTH HH(POPMAITUN
[lenp naboparopuoii padorsr Ne 1: IlocTpoeHHe pa3IUYHBIX MOJEJICH, OTOOPAXKAFOIIIX
ApPXUTEKTYpy AaBTOMAaTU3MPOBAaHHOW CHUCTEMBbl W OTpaHUYECHUN JocTyna K HH)OpManuu.
[TpoBeneHne aHamm3a MecT W BHIOB yredkd uHpopmanuu. OLeHKa yrpo3, ysI3BUMOCTEH W
CTETEeHH 3aIUIICHHOCTH UH()OPMAIIHH.
3ananue K mabopatopHoit padote Nel
1) BbINOIHUTH OLIEHKY aKTYaJIbHOCTH pa3pabaThiBaeMOi HH(POPMAITHOHHOM
2) CHUCTEMBI
3) IlpoBecTH CTPYKTYPHBII CHCTEMHBIH aHaIM3 OU3HEC-TIPOIIECCOB
4) npenmernoit oOnactu. Iloctpouts muarpammbel IDEFO (AS-IS), DFD (ASIS), (npu
Heooxoaumoctu — IDEF3 (AS-1S).
5) Omnwucarp pa3paboTaHHBIC UATPAMMBI
6) BbiaeauTh aKTUBBI, MOAJIEXKAIIME HHOOPMAIIMOHHON 3al1Te
7) TloctpouTh MOJEIH YTPO3 pa3padaThiBaeMOil HHPOPMAITHOHHON CHCTEMBI
8) TlocTpouTh MOJIETH HAPYITHTES
9) CdopmupoBaTh peecTp aKTyaTU3UPOBAHHBIX YIPO3 IS KAK/I0TO aKTHBA
10) ChopmupoBats BEKTOPbI ysa3BUMOCTEH. OIEHUTH BO3MOXHbIE PUCKH
11) OrieHUTH CTETICHD 3aNTUIIEHHOCTH HHGOPMAIIUN

Ctpykrypa ¥ (popMa oTyeTa 0 1a00paTOPHON padoTe
Otuer mo mabopaTopHbIM paboTaM [OJDKHA OTpakaTh He (DAKT CIPOSKTHPOBAHHOU
CHUCTEMbI 3alllMTHI, a Hpouecc HpOGKTI/IpOBaHI/Ifl, HOKa3LIBaIOHIHﬁ BCHO pa60Ty Haa HpOCKTOM
HAaYMHasg OT TMOJYYEHHOTO WCXOJHOTO MaTepuana W HaOpocka Oyayimied 3amuieHHON
MH(OPMALlMOHHOM  CHCTEMbl M  3aKaH4yMBass pa3pabOTaHHBIM U  MPOTECTHUPOBAHHBIM
MPOrpaMMHBIM TaKeTOM, ¢ OOOCHOBAaHHMEM BCEX MPHUHATHIX B MPOLIECCE MPOSKTUPOBAHUS
pemieHnii. B comepkaHuM JTOJDKHA OBITH OTPaKeHAa CTPYKTypa oT4yeTa. BBemeHue IOJDKHO
XapaKTepu30BaTh Ty cPepy YeIOBEUECKON NeATeIbHOCTH, Ui KOTOPOH OyJIeT MPOeKTUPOBATHCS
CUCTECMaA 3alllUThI HH(bOpMaHI/II/I. HpI/I OIIMCAaHUN }II/IanaMM JOJIKHBI 6LITB N30 KCHBI OCHOBHBIC
(GyHKIIMOHATbHBIE BO3MOXKHOCTH OYAYIIEH CHUCTEMBbl 3aIlUThl WH(GOPMAIUU, a TaKKe BUIBI
uH(pOpMallUK KOTOpPbIE MPHUAETCS XPaHUTh U 00pabaThiBaTh AJS JOCTHXKEHHUS MOCTaBICHHON
nenu. B mocnemyrommux 71abopaTopHBIX  paboTax JOKHBI  OBITH  W3IIOKEHBI  ATarbl
KOHCTPYMPOBaHUS M (PYHKIMOHUPOBAHUS MPOrPaMMHO-TEXHUYECKHX YCTPOWCTB 3alUThI
nH(GOPMAIIUU U TEXHUYECKUX 00BEKTOB OT HECAHKIITMOHUPOBAHHOTO JIOCTYIA
TpeboBanus K 0hOpPMIIEHHUIO OTYETA O JIAOOPATOPHON paboTe
— Oruer no nabopaTopHOii paboTe MPEIOCTABIICTCS B IEYATHOM/UITH SJICKTPOHHOM BH/IE;
— JIOJKHA COOTBETCTBOBATh CTPYKTYpE U (popMe oTUeTa, MpeCTaBICHHOM BHIIIIE;




— Ortuer no nabopatopHoit pabote  AomkeH uMeTh TUTYIbHbIA et (TOCT 7.32-2001
n3nanust 2008 roma) ¢ Ha3BaHUEM M TIOJNUCHIO CTY/IEHTA(0OB), KOTOPBIH(BIC) €€ creman(u)
u oopmui(n);

— Crynent gomkeH 3amututh JIP. OTMeTKa 0 3amuTe JODKHA HAXOAUTHCS HA TUTYIHHOM

JIMCTE BMECTEC C IMOAIKUCHIO IIPEIIOJaBaATCIIA.
Ccpuika Ha Matepuainsl JIP1 - https://pro.quap.ru/get-task/b25b17c8140089be72add01c1e078f59

JladopaTopuasi pa6ora Ne 2 «DopmupoBanue 3amanuii mo OezonmacHocTH u SIEM-
SKOCUCTEMBI»

Lens maboparopuoit paborer Ne 2: Ha ocHoBaHuM (QOpPMYIMPOBAaHHBIX —LENeH
6e3omacHOCTH cPOopMHUPOBATH NPOGUIH 3AIIUTHI U 3a/1aHus 110 0€30MacHOCTH WH(OPMALIMOHHON
cucrembl 1 C3U, peanusyrommx TpeOyeMblli YpOBEHb 3alIMIICHHOCTH CHUCTEMBL. Pa3BepHYTh
SIEM-3kocuctemy

3ananue k mabopatopHoit padote No2

1) Ha ocHoBaHuu CQOPMYIMPOBAHHBIX Iesicii 0e30MacHOCTH CPOPMUPOBATH MPOGUIH
3aUThl HHOOPMAIIMOHHOHN (aBTOMAaTU3UPOBaHHON) cuctembl u/uinu C3U.

2) B mpoduiasx 3amuThl MOCTPOMTH TaONMIBI, KOTOPbIE B3aWMOCBsA3bIBalOT llenu
oe3omacHocTH ¢ yrpo3amu u [Tonlb. B3aumocBszn 000CHOBATH U OMHCATH.

3) CdopmyarpoBaTh GyHKIIMOHATBHBIC TPEOOBaHMUS, TPEOOBAHUS IOBEPUS U TPEOOBAHUS K
cpene

4) PaszpaboraTh 3ajaHHe 1O 0€30MACHOCTH. BbienuTh mpaBwia 0E30MACHOCTH,
peaTM30BaHHbIE B TEXHUYECKHX TIOJUTHUKAX OE30MAaCHOCTH, KOTOPBIE IPEJACTOUT
peanu30BaTh B MOJACUCTEME aHanu3a (Koppessinuii) SIEM-cuctemsi.

5) PasBepHyTh SIEM-3kocucremy, UCIIONb3YS MPOEKT AirSIEM
https://github.com/fisher85/AirSIEM
6) HWcxonmuwbiit KOJ aapa KOppesaLuu -

https://github.com/fisher85/AirSIEM/tree/master/AirSIEM
7) OdopMHTE OTUET 1O JTa0OPATOPHOI padboTe
CrpykTypa u dopma oTueTa 0 JabopaTOpHOH paboTe
— IlocranoBka 3amaum;
— BXxoxHbIE U BBIXOHBIE JaHHEIC,
— Copep)kaHue 2TAroOB BHIMOJTHEHUS;
— O0ocHOBaHME MMOJYYEHHOTO pe3yibTara (BbIBON);
— CHHCoK UCTIONBb3YeMOH JINTepaTyphl
TpeboBanust k 0ohopMIEHUIO OTYETA O JJabopaTopHOU paboTe
— Ortuert no nabopaTopHOi pabOTe MPEIOCTABISIETCS B IEYaTHOM/MITH 3JIEKTPOHHOM BU/IE;
— J0JDKHA COOTBETCTBOBATH CTPYKTYpeE U (hopMe OTUeTa, IPEJCTABICHHO BHIIIE;
— Ortuer no nmabopatopHoit pabote  AomkeH uMeTh TUTYIbHBIA et (TOCT 7.32-2001
uznanus 2008 roga) ¢ Ha3BaHUEM M MOJIHUCHIO CTYAEHTA(OB), KOTOPBIH(bIE) ee caemnan(u)
u opopMuI(n);
— Crynent nomkeH 3amuTtuTh JIP. OTMETKa 0 3anIMTe AOKHA HAXOJIUTHCS HA TUTYJIBHOM
JIFICTE BMECTE C MOJIMMUCHIO TPETOAaBaTesI
Ccputka Ha Matepuansl JIP2 - https://pro.guap.ru/get-task/29751f9f3e45bela6db3dbad876f9ab5
JlabopaTopHas pa6ora Ne 3 «COop 10roB coObITHII HHDOPMAITMOHHONW 0€30MacHOCTH B
AirSIEM»
ens maGopartopHoit paborer Ne 3: pazpaboraTh cucTeMy, KOTOpas IO3BOJISET
aHAJTM3UPOBATh PETUCTPUPYEMbIE B 3aIIUIIAEMOI HHPPACTPYKTYpE COOBITHS, MOCTYMAIONIUE OT
pa3IMyYHbIX  MCTOYHHMKOB, M  OOHAapy)KuMBaTh  aTaKW/CLEHApUMU  aTak/NMOJO03PUTENbHBIE
NEHCTBUSA/OTKIIOHEHUSI OT HOPMBI, (OpPMHUpPYS TpPH HEOOXOAUMOCTH COOTBETCTBYIOIIHE
WHIUIEHTH 0€30IMaCHOCTH.
3ananue K aboparopHoii pabore Ne3
1) CdopmupoBaTh TeXxHUUYECKHE TOTUTUKA 1B



https://pro.guap.ru/get-task/b25b17c8140089be72add01c1e078f59
https://pro.guap.ru/get-task/29751f9f3e45be1a6db3dba4876f9ab5

2) Ha ocHoBaHWM pa3pa0OTaHHBIX MOJUTUK HH(POPMAIIMOHHOW O€30MacHOCTH, NPOpUIICH
3aIUTHI U 3a7aHUM MO 0€30MacHOCTH MH(POPMAIIMOHHON (aBTOMAaTU3UPOBAHHOW) CHCTEMBI
u/wm C3U, pazpaborars apxurextypy SIEM-cucremsr

3) PeanuszoBath moacucteMy cOOpa M XpaHEHHsI OCTYIAIOIMX COOBITHI O€30IaCHOCTH;

4) OdopMHUTh OTUET 110 JTAOOPAaTOPHOM padoTe.

Crpykrypa u hopma oTuera 0 1a00paTopHOl paboTe
— IlocranoBka 3a7a4mu;
— BxoxHbIe U BBIXOJIHBIC JAaHHEIC,
— CopepxaHue 3TanoB BHITIOJTHCHUS;
— OO6ocHOBaHHE TOJYYCHHOTO pe3yibTaTa (BBIBOI);
— CHHCOK UCIIOJIb3YEeMOH JINTEPaTypPhl
TpeboBanus k ohopMIIEHUIO OTYETa O JJabopaTopHOU paboTe
— Ortuer no nabopaTopHOU pabOTe MPETOCTABISIECTCS B IIEYATHOM/HITH 3JICKTPOHHOM BH/IE;
— JIOJKHA COOTBETCTBOBAThH CTPYKTYpe u (popMe oTUeTa, MPEACTaBICHHON BHIIIIC;
— Oruer no nabopatopHoii padbore  gomkeH uMeTh TUTyIbHbIN nuct (COCT 7.32-2001
uznanus 2008 roga) ¢ Ha3BaHUEM M MOIIUCHIO CTYJeHTa(0B), KOTOPHIK(bIC) ee caenan(u)
u oopmui(n);
— Crynent gomkeH 3amututh JIP. OTMeTKa 0 3alUTe JODKHA HAXOAUTHCS HA TUTYIHHOM

JIUCTC BMECTC C ITOAIMCBHIO IIPEIIOJaBaTCIIsA
Ccouika Ha Matepuanst JIP3 - https://pro.guap.ru/get-task/1586365b0a7f4af9f6¢c2e921c0al206a

JlabopaTopnasi pa6ota Ne 4 «Peructpanus nHIuaeHTOB B AirSIEM»

Lenr naGoparopHoit pabotet Ne 4: pa3paboTaTh CcHUCTEMY, KOTOpas IO3BOJSET
AHAJTM3UPOBATh PETUCTPUPYEMBIEC B 3aIIMIIAEMON MHPPACTPYKTYPE COOBITHS, MTOCTYIAIONINE OT
pa3IMyYHbIX  MCTOYHMKOB, U  OOHAapy)KMBaTh  aTaKW/CLUEHAPUHU  aTaK/MOJO3PUTEIbHBIC
NEHCTBUS/OTKIIOHEHUS OT HOPMBI, (OPMHUPYS TPH HEOOXOAMMOCTH COOTBETCTBYIOIIHE
WHIUICHTHI 0€30IaCHOCTH.

3amanue K aboparopHoii pabote No4

1) Peanu3oBarh 00pabOTKY U aHAIN3 3apPETUCTPUPOBAHHBIX COOBITHI OE301aCHOCTH;
2) Paszpabotath mojacucTeMy OOHapyXeHHs aTaKk M HApyIICHUI IOJUTUK Oe30MacHOCTH B
peaabHOM BpeMeHH (OJU3KOM K pealbHOMY BPEMEHH);
3) Peanu3oBath BBIABIACHUE M pa300p UHIMICHTOB O€30MaCHOCTH.
4) OdopmuTh OTUET O JIAOOPATOPHOH paboTe.
Crpykrypa u opma oTyera 0 1abopaTopHOl paboTe
— IlocranoBka 3aauu;
— BxonHbIe U BBIXOJHbBIE JaHHBIE,
— CopepxaHue 3TanoB BHIMOJIHEHUS;
— OOGocHOBaHKE MOTYYEHHOTO pe3yibTaTa (BbIBOM);
— CHHcok UCToNIb3yeMOH JINTepaTyphbl
TpeboBanust k ohopMIIEHUIO OTYETAa O JJabopaTopHOU padoTe
— Ortuer no nabopaTopHOi paboTe MPETOCTABISIECTCS B IEYaTHOM/UITH 3JIEKTPOHHOM BU/IE;
— JIOJDKHA COOTBETCTBOBATh CTPYKTYpe U (hopMe OTueTa, NpeACTaBICHHOM BhIIIE;
— Oruer no nabopatopHoii padbore  momkeH uMeTh TUTYIbHBIN nuct (COCT 7.32-2001
n3nanus 2008 roga) ¢ Ha3BaHMEM M MOANKCHIO CTYAEHTA(0B), KOTOPBIK(bIE) ee cuenan(u)

u opopmui(n);

— Crynent gomwkeH 3aumtuTh JIP. OTMeTKa 0 3amuTe JOKHA HAXOAUTHCS HA TUTYIHHOM

JIMCTC BMCCTC C MOAINMUCHIO MPCIIOAaBaTCIIA
Ccouika Ha MaTepuaisl JIP4 - https://pro.quap.ru/get-task/2deeada227cabcc77748f9e39303882f

11.5. Meroauueckue ykazaHUS JJII OOYYArOMIMXCS M0 TMPOXOXKACHUIO KypCOBOTO
IPOEKTHUPOBAHUS/BBINIOIHEHUS KypCOBOU PaOOTHI- yUeOHbIM NIAHOM He NPedyCMOMPEHO.


https://pro.guap.ru/get-task/1586365b0a7f4af9f6c2e921c0a1206a
https://pro.guap.ru/get-task/2deea4a227cabcc77748f9e39303882f

11.6. Meroauyeckue ykazaHus sl O0yUYarOIIMXCS 110 TPOXOXKICHUIO CaMOCTOSTEIbHOMN
paboThI

B Xoze BBITIOJIHEHUSI CaMOCTOSITEIIbHON PabOThI, OOYYAIONIUIICS BBIMOJIHAET PadOTy IO
3aJJaHUI0 ¥ TIPU METOJUYECKOM PYKOBOJCTBE IMPEIoaaBaTelis, HO 0e3 ero HermocpeJICTBEHHOIO
YUYaCTHS.

Jlns oOydaromuxcst 1Mo 3a04yHod (GopMme OOYyYeHHs, CaMOCTOsATENbHAs paboTa MOXKET
BKJTIOYATh B Ce0s1 KOHTPOJIBHYIO paboTy.

B mporiecce BBIMOTHEHHSI CaMOCTOSITENILHON paboThl, y oOydaromierocst (GhopMupyercs
nenecoo0pa3Hoe MIaHUPOBaHUEe pabouero BpeMEeHH, KOTOPOE MO3BOJISIET UM pa3BUBATh YMCHUS
N HABBIKM B YCBOCHHMU W CHCTCMATHU3ALIUU HpI/IO6p€Ta€MBIX 3HaHI/II71, 06GCH€‘-H/IBaeT BBICOKHUH
YPOBEHb YCIIEBAEMOCTH B TIEpUOJ OOYUYCHHs, IIOMOTAeT IIOJYYUTh HABBIKH TIOBBINICHHS
po(hecCHOHATLHOTO YPOBHSL.

MeroauyeckiMH ~ MaTepuallaMH,  HaNpaBJSIONIMMU  CAMOCTOSITENIbHYIO — paboTy
00y4aroUuX CSASBIISIOTCS:

—  y4e0OHO-METOJINYECKUN MaTepHall 10 TUCIUILIHHE;

—  METOJMYECKHE YKa3aHHS 10 BBHITIOJHCHHIO KOHTPOJIBHBIX PadOT (U1 00yJaroIIuXcst
10 32049HOM (hopme 0OyUeHHS).

11.7. MeTtoauueckre yKazaHusl [UIsl OOYyYaroIIMXCS IO MPOXOXKACHHUIO TEKYIIEro
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuil KOHTPOJIb YCIEBAEMOCTH IIPELYCMAaTpPUBAET KOHTPOJIb KAadyecTBAa 3HAHUMI
00y4aroIuxcsl, OCYLIECTBISEMOI0 B TEYEHUE CeMecTpa C LIEeJbI0 OLCHMBAHUS X0Jla OCBOEHUS
JUCIUIINHBL..

11.8. MeToau4eckue yka3zaHUs JUIsl O0Oy4arONIMXCs MO MPOXOXKICHHUIO IMPOMEKYTOTHON
aTTeCTallUU.

[Ipomexyrounas  arrectauus  oOydaroluXcs — MpeAyCMaTpUBAaeT  OLICHUBAHME
IPOMEXKYTOUHBIX M OKOHYATENIbHBIX Pe3yJbTaTOB 00ydeHus no aucuuiuinHe. OHa BKIIIOYAeT B
cedst:

— D9K3aMeH — (¢opMma OIEHKM 3HaHHMH, MOJYyYEHHbIX OOydaromMMcs B Ipoliecce
U3y4eHHs BCel AMCLUUIUIMHBI WM €€ YacTH, HaBBIKOB CaAMOCTOSITENIbHOW paboThl, CHOCOOHOCTH
NPUMEHSTh MX JUIS PEHICeHMs] MPAaKTUYECKUX 3adad. DK3aMeH, Kak MpPaBUJIO, MPOBOJUTCS B
NEPUOJ, HSK3aMEHAIIMOHHOW CECCHMM M 3aBEpIIAETCSl aTTECTAllMOHHOM OLICHKOM «OTIIMYHOY,
«XOpOILIO», «YAOBIETBOPUTEIBHOY, «HEYAOBIECTBOPUTEIHHOY.

— 3aueT — 3To (hopMa OLEHKU 3HAHUM, MMOJyYEHHBIX OOYYaIOUIMMCS B XOJI€ U3yUCHMS
y4eOHOI TUCIUIUIMHBI B LIEJIOM MJIM IPOMEXYTOoUHas (II0 OKOHYAHUM ceMecTpa) OLIeHKa 3HaHUMN
oOy4aromuMcs 1Mo OTIEIbHBIM pa3fiesiaM TUCIUIUIMHBI C aTTECTAllMOHHOM OIIEHKOW «3aYyTeHO»
WIH «HE 3aU4TEHOY.

— aud@epeHuupoBaHHbIl 3auyeT — 3T0 ¢GopMa OLEHKHM 3HAHWM, MOJyYEeHHBIX
oOy4aromuMcsl TpU U3YYEHUH AUCHMILTMHBL, TPU BBIMOJIHEHUH KYPCOBBIX IMPOEKTOB, KYPCOBBIX
paboT, HAy4YHO-UCCIIEAOBATEILCKUX PabOT U MPOXOXKACHUU MPAKTHK C aTTECTAI[MOHHON OLIEHKOM
«OTJIIMYHOY, «XOPOILIOY, «yIOBIETBOPUTEIBHOY, «HEYI0BIETBOPUTEIHLHO.

Cucrema OIEHOK MpH MPOBEIECHUU MPOMEKYTOYHOW aTTeCTAllud OCYLIECTBISETCS B

cooTBeTCTBUU ¢ TpeboBanusMu [lonoxennit «O TekyleM KOHTPOJE YCIEBAEMOCTH U
POMEXKYTOUHOM arrectanuu cryneHToB ['YAII, olywarommxcs Mo nporpaMmaM BbICIIETO
oOpazoBanusi» U «O MOAYIBHO-PEUTHHIOBON CHCTEME OIIEHKM KadecTBa Y4eOHOH paboThI
crynentoB B 'Y AIIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




