MUHHUCTEPCTBO HAYKHU U BBICIIEI'O OBPA3BOBAHU ST POCCUMCKOM ®EJIEPALINN
(enepaibHOE rOCYyJApCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEXKICHHUE BBICIIIETO 00pa30BaHUS
"CAHKT-TIETEPBYPI'CKMI1 TOCYJIAPCTBEHHBI YHUBEPCUTET
ABPOKOCMMNYECKOI'O ITPUBOPOCTPOEHU A"

Kadenpa Ne 33

YTBEPXIAIO
PykxoBonuTens HalpaBiieHUs

pod.,1.T.H.,JI0II.

(IOJDKHOCTB, Yd. CTEIICHb, 3BaHHE)

C.B. Muuypun

(MHMIMANBL, GamMuis)

e - - i
——

(roxrycs)

«26» mag 2022 r

PABOYAS [TPOTPAMMA JJUCHUTIJIMHBI

((33.H_[I/IT8. ceTeit oT HCECAHKINNUOHUPOBAHHOT'O JOCTYIIa»
(HaumeHOBaHMe JUCIUILINHEI)

Kon nampaBienust moaroroBku/
CIIELIMATIbHOCTHU

09.04.02

HanmenoBanme HaIpaBJICHUA

I/IH(I)OpMaLII/IOHHBIe CHUCTEMBI U TCXHOJIOT'NHU
HO,Z[FOTOBI(I/I/ CIICOHUaJIbHOCTH

HaumenoBanue HAITpaBJICHHOCTH MyJIBTI/IMC,Z[I/Ia TCXHOJIOTMH

®dopma 00yueHus ouHast

Cankr-IlerepOypr— 2022




Jluct cornacoBanust pabodeit mporpaMMbl JUCITUTITHHBI

ITporpammy coctaBui (a)

J.T.H.,JIOLL. C -@%’26.05.22

C.B. be33areesn

(IOIXHOCTD, Y. CTENICHb, 3BAHNUE) (moanuck, nara)

[Tporpamma omobpeHa Ha 3aceqanuu kadeapsr Ne 33

«26» mas 2022 1, mpotokoi Ne 10

3aBenyromuii kapeapoit Ne 33

JLTH.JIOLL, —26.05.22

(MHUIMANBI, (haMUITHA)

C.B. be33arees

(Y4. cCTeTeHb, 3BaHUE) (oamuce, nata)

OteerctBenHbIit 32 OIT BO 09.04.02(01)

JIOII.,K.T.H.,JIO1I. :' % 26.05.22

(MHUIMATEL, (aMuITHs)

O.U. KpacunpHukoBa

(DOIKHOCTB, Y4. CTEICHB, 3BAaHHE) (moxmucek, nara)

3amecTuTenb qupekTopa HHCTUTYTa Ned 1o MeToanueckoit pabore

s __j_'__,'—-_T.-
"{/' "“"'_d__,_-:"_‘-’
JIo11.,K.T.H.,JIO1I. 26.05.22

(vHULMATEL, GamMuIIHs)

A.A. Kimrouapes

(DOIKHOCTB, Y4. CTETICHB, 3BAaHHE) (moxmucek, nara)

(MHULHATBI, (aMIIIHs)



AHHOTaLUA

JucturuimHa «3ammra ceTeil 0T HeCAaHKIMOHUPOBAHHOTO JIOCTYIa» BXOAUT B 00pa30BaTENbHYIO MPOrpaMMmy
BEICIIIETO O00pa30BaHUs — MPOTPaMMy MATHCTPATYphl IO HampaBlieHHIO MmoAroToBkw/ crermanbrocTn 09.04.02
«H(OpPMaLMOHHBIE CHCTEMBl M TEXHOJOTWM» HampaBleHHOCTH «MylbTUMeana TEeXHOJOrHW». JucuuminHa
peanmmusyercs kadenpoit «Ne33».

JucuuruinHa He sBisieTCss 00s3aTeNbHOM HPU OCBOCHUHM 00ydaromumMmcs 00pa3oBaTeNbHOM NpOrpaMMBI U
HaIpaBJieHa Ha yriyOJIeHHOE (OPMHUPOBAHHE CICAYIOINX KOMITCTCHIIUH:

IIK-4 «CnocobeH ompenensaTts CTPYKTYPY CETH, YCTAQHABIMBATh W PYKOBOJUTh YCTAHOBKOW CETEBOTO
MPOTPaMMHOTO oOecTieueHnsI, o0ecTIednBaTh OecnepeboitHyIo paboTy ceTelt 1 HHPOKOMMYHUKAITHID)

CozmepxaHHe AWCLUIDIMHBI OXBaTHIBACT KPYT BOIPOCOB, CBSI3aHHBIX C H3YyYCHHEM TEOPETHYECKHX |
NPaKTHYECKUX OCHOB oOecredyeHus: MH()OPMALMOHHOW OE€30MacHOCTH B IAKETHBIX MYJIBTHCEPBHUCHBIX CETAX Ha
texHojoruu IP-QoS.

[IpenopaBanue OUCHUILIMHBI TpEIyCMaTpUBaeT CleAylolue (OpMbl OpraHu3anuy y4deOHOro mpolecca:
JEKIUH, CAMOCTOSTebHAs paboTa CTyICHTA.

IIporpamMmoii AUCIUIIMHBI TPEAYCMOTPEHBI CIEAYIOIINE BUJIbI KOHTPOJIS: TEKYIIUH KOHTPOJIb YCIIEBAEMOCTH,
NPOMEXKYTOYHAs aTTecTanus B popme 3adera.

OO01ast TPYZ0EMKOCT OCBOCHHS AWCLUUIDIMHBI cocTaBisier 1 3aueTHyro eauHumy, 36
4acoB.
SI3pIK 00YYCHHUS 10 JUCLMIUTHE «PYCCKUH »



1. TlepedeHb mIaHUPyEMbIX PE3yJIHTATOB OOyUEHUS MO JUCIUILTUHE
1.1. Tlenu npenopaBaHus JUCIUTUTMHBI
HGHBIO Kypca "33.IIII/IT3 ceTe oT HCCAHKIITMOHUPOBAHHOT'O ,HOCTyHa" ABJACTCA N3YUYCHUE TCOPCTUYCCKUX U
MPpaKTUIYCCKUX OCHOB obecreueHus PIH(l)OpMaHI/IOHHOﬁ 0e30IMacHOCTH B IIAKETHBIX MYJBTHUCCPBUCHBIX CCTAX Ha
texnonoruu |P-QoS.
1.2. Jucumnnuna sBisercs (GaKyJabTaTUBHOW  JUCHUIUIMHOM IO
o0OpasoBartesbHOI TporpamMmsI Beiciiero oopazoanus (panee — OI1 BO).
1.3. TlepeueHb MIAHUPYEMBIX PE3YJIBTATOB OOYUEHUS MO AUCIHUILTNHE, COOTHECEHHBIX C
IJIaHupyeMbIMU pe3ysibTaTamMu ocBoeHust OI1 BO.
B pesynmprare M3ydeHUs AUCIUILINHBI OOYYArOIIUICS JOIDKEH 00JafaTh CICAYIOUINMHA KOMIICTCHIIUSMH FITH

HalpaBJICHUIO

ux gacTsaMu. KoMIeTeHInm 1 HHAWKATOPHI X JOCTHKCHUS IIPUBEICHBI B Tabmme 1.
Tabnmma 1 — Ilepedens KOMIETEHITNH U HHANKATOPOB UX TOCTH)KCHUS

Kareropus (rpynmna) | Kon u HaumenoBanue | Koj u HauMeHOBaHME MHIUKATOPA TOCTUKEHUS
KOMIIETEHIINH KOMIIETCHIIUH KOMIIETCHIINH

IT1K-4 Cnocoben [1K-4.3.1 3HaTh NpUHIHIBI QYHKIIMOHUPOBAHHS
OINpPENEIIATh MH(POPMALMOHHO-KOMMYHUKALIMOHHBIX CUCTEM;
CTPYKTYpY CETH, TUIIOBBIE KOMIIOHEHTHI HH()OPMAITHOHHO-
YCTaHaBIIUBATbh U KOMMYHHKAIIMOHHOM CUCTEMBI; OCHOBHBIE
PYKOBOAUTD TEXHUUYECKHUE XapaKTEPUCTUKH, IPEUMYILIECTBA U

[TpodeccrnonanbHble | YCTAHOBKOM CETEBOTO | HEAOCTATKH MPOAYKIIUH MUPOBBIX M POCCHICKHX

KOMIIETCHIINU IIPOrPaMMHOT0 pou3BOAUTENEH HH(OPMAIIMOHHO-
o0ecrieueHus, KOMMYHHUKAIIHOHHBIX CUCTEM /MU UX
o0ecrieunBaTh COCTaBJISIOLIUX; METOAUKH OOECIIeueHuUs
OecniepeboiiHyI0 BBICOKOH Ha/IE)KHOCTHU U IOCTYITHOCTH; BOIIPOCHI
paboty ceteil u 0€e301MacHOCTH, pelllaeMble Ha YPOBHE JU3aiiHa
MH(POKOMMYHUKAIMH | H”HPOPMAIIMOHHO-KOMMYHUKAIIMOHHON CHCTEMBbI

2. Mecro muctuiuinHb B cTpykType OI1
JucrumimHa MoxeT 0a3upoBaThCs Ha 3HAHUAX, paHee MPHOOPETEHHBIX 00YyYaIOMMMHUCAIIPY H3yYeHUN
CICAYIOMUX AUCHUIIINH:
— «3amuTta nHOOPMAIMOHHBIX TIPOIIECCOB B KOMITBIOTEPHBIX CHCTEMAX),

— «be3onacHocTh HHPOPMALIMOHHBIX CHCTEM.

3HaHI/I$[, TMOJYYCHHBIC IIPpHU U3YUCHHUU MaTe€puralia )IaHHOﬁ JUCHUIIIINHBI, UMCKHOT KaKCaMOCTOATCIIbBHOC 3HAUYCHUC,

TaK U MOTYT UCIIOJIB30BATHCA MPU U3YUCHUUN APYTUX TUCHUTUINH:

- ((HpOI/BBO,I[CTBeHHa}I IIpaKTUKaA».

3. O0BeM u TpyI0EMKOCTh JUCITUTLIAHBI
Janzble 00 001eM 00beMe AUCHUILUIUHBL, TPYAOEMKOCTH OTIEIbHBIX BUIOB y4eOHOU PabOThl 10 JUCLUILIMHE
(u pacupeneneHue 3Toil TpyA0EMKOCTH 0 ceMeCTpaM) IIpeiCTaBIeHbl BTabuLe 2.

Tabsmua 2 — O6beM U TPYJOEMKOCTh AUCIIUIUINHEI

TpynoemMkocTs 1o
Bun yaeOHo# paboThl Bcero ceMecTpam
Ne3
1 2 3
Oowan mpyooemMKocma oucyununbl, 1/ 36 1/ 36
3E/ (4ac)
U3 nux uacoe npakmuueckoii n0020mosKu
Ayoumopnuie 3anamus, BCETo yac. 17 17
B TOM YHUCIIE:




nexuu (JI), (gac)

17 17

(dac)

npaktudyeckue/cemunapckue 3anstus (113),

nabopaTtopHbie padoTsl (JIP), (yac)

KypcoBoii npoekT (padota) (KII, KP), (uac)

9K3aMeH, (4Jac)

Camocmosamenvnas paboma, Bcero (4ac) 19 19
Buo npomesicymounoii ammecmayuu’ 3ayer,

mudd. 3auert, sx3amed (3auet, Audd. 3aq, 3ayer 3ayer
DK3.*%*)

=
[Ipumedanue: kaHIUAATCKHUI IK3aMEH

4. CopepxaHue AUCIUTUTMHBI

4.1. PacnpeneneHue TPyJI0EMKOCTH JUCIUILTUHBI IO pa3jesiaM U BUIaM 3aHSITHIA.
Pazensl, TeMBI AUCHUTIINHBI U KX TPYIOEMKOCTH IPUBEICHBI B Ta0IUIE 3.

Tabnmna 3 — Pa3gensl, TeMBI IUCIHIUIAHEL, HX TPYJOEMKOCTh

0€30MacCHOCTH MMaKETHON MYJIbTHUCEPBUCHON CETH

Pasznenpl, TeMbI JUCIUATIINHEI Jetumn | 13 (C3) P KII CPC
’ (qac) (qac) (gac) (qac) (gac)
Cewmectp 3
Paznen 1. Iloctpoenue noauTuku
nH(pOpMaIMOHHOM 0€30MaCHOCTH TaKETHON ) 7
MYJIBTUCEPBUCHOMN CETH
Paznen 2. TpebGoBanus nHGOpPMAITMOHHON 5 7

Paznen 3. OpraHn3aninoOHHO-TEXHUYECKHE MEPHI TI0
peanu3alyi OCHOBHBIX TpeOOBAaHUM U OCTpOCHUIO| [ 5
cucTeMbl HHPOPMAITMOHHON 0€30MaCHOCTH

Htoro B CCMCCTpC:

17 19

Hroro 17 0 0 0 19

IIpakTuueckass MOATOTOBKA

3aKJII04YacTCsAa B HETIOCPEACTBEHHOM BBITIOJTHCHU N O6yanOH_[I/IMI/IC${

OTIpeZIeTIeHHBIX TPYAOBBIX (DYHKIMH, CBA3aHHBIX ¢ Oyaymiei npodeccnoHanbHOM A TeTbHOCTHIO.

4.2. CopepxaHue pa3/ieiioB U TeM JICKIIMOHHBIX 3aHATHM.
Copepxanue pa3esioB U TeM JIEKITMOHHBIX 3aHATUN MPUBEICHO B Tabuuiie 4.

Ta6nnua 4 — CO,Hep)KaHI/IG Pa3acioB U TEM JICKITUOHHOI'O IUKJIA

Howmep paznena

HasBanue u coaepkanue pa3ieioB U TeM JIEKIIMOHHBIX 3aHATUN

1 Tema 1.1. MynbTucepBrcHBIE ceTH Ha TexHoJorusix [P-Q0S u nx
OCHOBHBIE (DYHKIIMOHAIbHBIE 2JIeMEHThI. Onpe/eneHue
OCHOBHBIX TPUOPUTETOB MHPOPMAITMOHHOM 0€30IacHOCTH.
Tema 1.2. Mozenu HapyIIATENsS | YTPO3.

2 Tema 2.1. O6mume TpeGoBaHUS TOCTPOSHUS 3AIIUIIICHHON

MaKeTHON MyJIbTUCepBUCHOH ceTu. TpeboBaHus K oJcHCTEME
obecrieueHns 0€30aCHOCTHA CETEBOrO B3aUMOIEHCTBHSL.

Tema 2.2. TpeboBaHU K MOACUCTEME ayTEHTU(DUKALIUN U
YIIPaBJICHUS TOCTYIIOM.

Tema 2.3. TpeboBaHUs K MOACUCTEMaM KpUNITOrpadudecKoit
3alMThl HHOPMALIUK ¥ AaHTUBUPYCHOW 3aIIUTHI.




Tewma 2.4. TpeGoBaHuUs K TOJICHCTEMaM
pe3epBUPOBAHM/BOCCTAHOBICHUS MHPOPMALIUH, KOHTPOJIS
ATAJIOHHOT'O COCTOSTHUS MH(pOpMAIUHU U paboueii cpelibl,
yIpasieHus: 0€30MacHOCTHIO.

Tema 2.5. TpeGoBaHuUs K Cpe/ICTBAM IMOCTPOCHHS 3AITUIIICHHBIX
BuptyanbHbiX cereit (VPN). IIporokon ¢opmupoBanus
3aIUIIEHHOTO TYHHEIS Ha KaHainbHOM ypoBHE PPTP (Point-to-
Point Tunneling Protocol). [IpoTokon popmupoBanus
3aIUIIEHHOTO TYHHENS Ha KaHanbHOM ypoBHe L2F (Layer-2
Forwarding). I[IpoTokon ¢hopMupoBaHust 3aIUIICHHOTO TYHHES
Ha kaHajgpHOM ypoBHe L2TP (Layer-2 Tunneling Protocol).
OO1ree onMcanue cTeKa MPOTOKOJIOB 3AIIUTHI MEKCETEBOTO
ypoBHs [Psec (Internet Protocol Security). [IpoTokon oomena
kiroueBoi napopmarmeii IKE (Internet Key Exchange).
[Tporokon ayreHTHGUIIUpPYIOLIETO 3aroioBka (Authentication
Header, AH). [IpoToko;1 HHKAICYIUPYIOIICH 3alUThI
conepxumoro (Encapsulating Security Payload, ESP).

3 Tema 3.1. Texunueckue pemenus no 3amure or HCJJ
MEXCETEBOI0 B3aUMOJICHCTBUSA U Nepeiaud HHPOPMALIUK.
Tema 3.2. Texunueckue pemenus o 3amure ot HCJJ
KOMITbIOTEPHBIX PECYPCOB HA YPOBHE CEPBEPOB U PAOOUMX
crannuii JIBC u peanuzaium moicCUCTeMbl ayTeHTH()HUKAINN 1
UIEeHTU(DHUKAITIN

4.3. Ilpaktuueckue (cCeMUHAPCKUE) 3aHATUS
TeMbl IPaKTUYECKUX 3aHATUI U UX TPYIOEMKOCTh IIPUBEICHBI B TA0NIHIE 5.

Tabmnuua 5 — [IpakTuueckue 3aHATHI U UX TPYJOEMKOCTh

W3 aux No
No | Tewmsbl npaktueckux | dopmel npakTuueckux | TpyaoeMKOCTh, |MPaKTUUECKOM |pa3aena
/o 3aHSATUN 3aHSITUN (dac) MOJTOTOBKH, | AUCIIMII

(gac) JIMHBI

VY4eOHBIM MJIAaHOM HE IPETyCMOTPEHO

Bcero

4.4. JlabopaTopHble 3aHATHS
Tembl 1abopaTOpHBIX 3aHATHH U NX TPYAOEMKOCTh NIPUBEAEHBI B TabmuIe 6.

Tabnuia 6 — JJaboparopHbie 3aHATHS U UX TPYIOEMKOCTh

N3 Hux No
No TpynoeMKOCTb, | MpaKTHYECKOH | pa3zera
HaunmenoBanme nabopaTopHbIX paboT pyA o | TP pasit
n/m (dac) MTOJATOTOBKH, | JHCITHII
(gac) JINHBI

Y4eOHBIM IJIAHOM HE MPETyCMOTPEHO

Bcero

4.5. KypcoBoe nMpoeKTHpOoBaHUE/ BBHITIOJIHEHHE KyPCOBOI pabOThI
Y4eOHBIM MJIAHOM HE IPEAYCMOTPEHO




4.6. CamocrosaTenbHas paboTa 00yJaronnxcs

Buasl camocTosTenpHOM paGOTLI 1 €€ TPYAOCMKOCTb MPUBEACHBI B Ta6nnue 7.

Tabnuua 7 — Buasl caMoCTOSITENIEHOI paboThI U €€ TPYAOEMKOCTh

. Bcero, | Cemectp 3,
Bun camocTositensHOM paboThI
qac qac
1 2 3
H3ydeHne TeOpeTHuecKoro Marepuaa 5 5
nucuuriuael (TO)
Kypcosoe npoextupoBanue (KII, KP)
PacuerHo-rpaduueckue 3ananus (PI'3)
Brmonnenue pedepara (P)
[ToaroroBka K TeKyIIeMy KOHTPOIIO 5
ycneBaemoctu (TKY)
Homamrnee 3ananue ([13) 5
Konrtpomnsusie padotsl 3a04ankoB (KP3)
IToaroroBka Kk IpOMEXYTOUYHOU 4
arrectanuu (I1A)
Bcero: 19

5. Ilepedenp yueOHO-METOAMYECKOTO OOECTIeUEeHUs
JUTSL CAMOCTOSITETIHLHOM paboThl 00YYAIOMIUXCSI IO JUCIUTUINHE (MOIYIIIO)
VYueOHO-MeTOIMIeCKUe MaTepualbl sl CAMOCTOSATENbHOM paboThl OOydaromuxcs ykas3adbl BILInL 7-11.

6. IlepedeHp EUaTHBIX U AIEKTPOHHBIX YICOHBIX M3IaHHHA

HepequL NEYATHBIX U 3JICKTPOHHBIX y‘Ie6HLIX I/I3,ZL8.HI/II\/'I ITPUBCJICH B Ta6nnue 8.
Tabnuua 8— [lepedyeHb NeyaTHBIX U 3JEKTPOHHBIX y4eOHBIX M3IaHUN

1 KomiecTBo 9K3eMILIApOB B
udp/
URL axpec bubnuorpaduueckas ccpiika OoubImoTeKe
(KpoMe ATIEKTPOHHBIX SK3EMILIIPOB)
004 Mormrak H. H. Opranusanus 6e30macHoro 40
M 87 JI0CTyMa K MH(POPMAIIMOHHBIM pecypcam
[Tekcr]: yueOHoe nmocobue / H. H. Momaxk, T.
M. TatapuukoBa. npudopoctpoenus. - CII6.:
Usn- Bo I'VAIL 2014. - 121 c.
519.6./8 TropimkoB A. M. MeTo/TbI CITy9aitHOTO 30
T 98 MHO3KecTBeHHOro joctyna [Tekcr]:
moHorpadus /A. M. Tropnukos; C.-Ilerep0.
rOC. YH-T @3pOKOCM. TPHOOPOCTPOCHHUS. -
CII6.: U3a-so I'VAII, 2014. - 300 c.
4404.3 Wndopmannonnas 6€30MacHOCTb U 3aIIUTa 25
M 48 nHpopmanuu: yaedbnoe nocodue/ B. I1.
MensaukoB, C. A. Kieiimenos, A. M.
[Terpaxos; pexn. C. A KneiimeHoB. - 5-€ 3.,




| ctep. - M.: Akagemus, 2011. - 331 c. |

7. IlepeueHb SIEKTPOHHBIX O00OPA30BATEINBHBIX PECYPCOB
nH(OPMaLMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTu « HTepHeT»
[lepeyeHp ANEKTPOHHBIX O00paA30BATENBHBIX PECYpcOB HH(POPMAIMOHHO- TEICKOMMYHHKAIIMOHHON CeTH

«HTepHET», HEOOXOAMMBIX JIJIsI OCBOSHHSI TUCIHUIUIMHEI IPUBECH B Tadnuie 9.
Tabmuna 9 — IepedyeHb 3MCKTPOHHBIX 00Pa30BATEIBHBIX PECYPCOB MH(POPMAIMOHHO- TEICKOMMYHUKAIIMOHHON CETH

«aTepHET
URL aapec HaumenoBanue

http://www.pgpru.com/ | ITpoekt "OpenPGP B Poccun"

8. IlepeueHp MHYOPMALTMOHHBIX TEXHOJIOTUI
8.1. IlepeueHp MpOrpaMMHOTO OOECIICYEHUSI, UCTIONB3YEMOTO MPH OCYIIECTBICHUH

O6pa3OBaTCJ'ILHOl"O Inponecca 1o AMCHUIIINHE.
ITepedeHpb UCIOIB3YEMOT0 IPOrpaMMHOT0 oOecnieueHus npescTasieH B Taduie 10.

Tabauna 10— [TepeueHb MporpaMMHOTO 0OeCIICUCHHS

Ne ni/mm HaumenoBanue
1 MS Windows
2 VYuebuo-meromnueckuii kommieke ViPNet «Bammra 0T HECaHKIMOHHPOBAHHOTO
JOCTYyTIa»
3 VYuebuo-meroandeckuii kommieke ViPNet «MexceTeBbie 3KpaHbD»
4 biokxocT-M/13, biiokxoct-OLI1

8.2. [lepeuenn MH(}OPMALIMOHHO-CITPABOYHBIX CUCTEM,UCIIOJIB3YEMBIX pu

OCYHICCTBJICHUU O6pa3OBaTeJ'H:>HOFO npornecca 1nmo AMCHUILINHE
[epeuens ucnonbp3yeMbIX HHGOPMAIIOHHO-CIIPABOYHBIX CHCTEM IpeCTaBiIeH B Tabnuue 11.

Tabnuna 11— [Tepeuerp HHPOPMATMOHHO-CIIPABOYHBIX CHCTEM
Ne n/n HanmenoBanue

He mpenycmotpeno

9. MarepuanbHO-TeXHHYECKas Oa3a
CocTtaB MaTepHaHBHO-TGXHH‘ICCKOﬁ 6.':1351, H€O6XOZ[I/IMOI\/‘I JIIA OCYHICCTBJICHUS
O6pa3OBaT€J'H:HOI‘O nponecca 1no JUCHUIINHE, NPEACTAaBJIICH B Ta6J'H/IIl612.

Tabmmma 12 — CoctaB MaTepHaIbHO-TEXHHYCCKOH 0a3bI

Ne HanmenoBanue cocTaBHOW 4acTH Howmep aynuropun
n/m MaTepuaIbHO-TEXHUYECKOM 0a3bl (pu HEOOXOTMMOCTH)

1 ®onp IeKUUOHHBIX ayauTopuil 'Y Al

BerunciurensHas 1ab0paTopusi ¢ KOMITBIOTEpaMU 1101
ynpasineanem OC Windows Bepcuu He panee 7,
00BEAMHEHHBIX B JJOKAIBHYIO CETh

10. OuenouHble cpeCcTBaA AJIs MPOBEICHHS IPOMEXYTOUHOM aTTeCTAH
10.1. CocTaB OIICHOYHBIX CPEICTBAJS IPOBEACHUS IMPOMEKYTOYHOM AaTTeCTallUH
o0ydJaronuxcs Mo JUCHUIIINHE TpuBeAcH B Tabnuie 13.


http://www.pgpru.com/

Ta6smua 13 — CocTaB OIEHOYHBIX CPEJCTB /ISl HPOBEACHUS POMEXXYTOYHOH aTTeCTalllu

Bua npome:xyTo4HON aTTecTaluu IIepedyeHb OLICHOYHBIX CPENCTB

3auer Crincox BOIpOCOB;
TecTsr;
3amaun.

10.2. B kayectBe KpuUTEpHEB OILEHKH YPOBHSI C(HOPMHPOBAHHOCTH (OCBOCHHMS)
KOMITETCHIIH OOyJaroIMMHUCS NPUMEHSETC S-OayulbHasi IIKana OLEHKH CHOPMUPOBAHHOCTH
KOMIIETEHIIMH, KoTopas rpuBejeHa B Tabuuie 14. B TeueHne cemectpa MOXKET HCIIOJIB30BATHCS
100-6ayutpHast ~ mIKajma  MOJYJIBHO-PEHTHHTOBOM  CHCTEMBI ~ YHHBEPCHUTETa,  IpaBHiIa
UCIOJIb30BAHUSI KOTOPOH, YCTAHOBJIEHBI COOTBETCTBYIOIIUM JIOKAIBHBIM HOPMATUBHBIM aKTOM
I'VAIL

Tabnnna 14 —Kputepun oneHKH YpoBHS c(pOPMHUPOBAHHOCTH KOMITCTCHIIHI

OLieHKa KOMITETEHIIUA

Xapakrepuctvka choOpMUPOBAHHBIX KOMIIETEHIMI
5-0ayubHad mikana PaKICh bopvmp TH

— oOyyaromuiics TiayOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepHan;

— YBEPEHHO, JIOTUYHO, ITOCIIEI0BATEIHHO  TPAMOTHO €T0 U3JIaraeT;

— ONUPAsACh HA 3HAHUS OCHOBHOW U JIOTIOJIHUTEIBHOW JIMTEpaTyphl,
TECHO MPHBS3bIBAET YCBOCHHBIEC HAyYHbIE MOJOXKEHHSI C IPAKTUYECKON
JeSITeIbHOCTBIO HAIIPABJICHHUS;

— yMeJIo 00OCHOBBIBAET U apPTYMEHTUPYET BHIIBUTAEMbIE UM HICH;

— JIeJIacT BBIBOALI M 0000IIECHNUS;

— CBOOOHO BIIQJICET CUCTEMOH CIICIIUAIN3UPOBAHHBIX TOHATHI.

«OTIHUYIHO»
«3avYTCHO»

— 00yJaromuics TBEPIO YCBOWII MPOTPAMMHBINA MaTepHall, TPaMOTHO U
M0 CYIIECTBY W3JIaraeT €ro, ONUpasch Ha 3HAaHUS OCHOBHOM
JTUTEPaATyPHI;

— HE JIOMYCKAaeT CYNIECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBACT YCBOCHHBIC 3HAHUS C MPAKTHYCCKOU JEATEIBHOCTHIO
HaTPABIICHUS;

— apryMEHTUPYET Hay4YHbIE TIOJIOKEHUS;

— JIeJIaeT BBIBOALI M 0000IIEHNS;

— BJIQJICET CHCTEMOU CIIeUATN3UPOBAHHBIX TTOHSITHH.

«XOopoHo»
«3a4YTCHO»

— o0Oyyaromuiicss yCBOMJI TOJBKO OCHOBHOW MpPOrpaMMHBIN MaTepual,
MO CYIIECTBY HW3JIaraeT €ro, ONMHpasCh Ha 3HAHUSA TOJBKO OCHOBHOM
JTUTEPaTyPHI,

— JIOMYCKaeT HEeCYIIECTBEHHBIE OMMMOKA U HETOYHOCTH;

— UCIIBITHIBACT 3aTPYJHEHUS B MPAKTHUYECKOM NPUMEHEHUH 3HAHUUN
HaIlpaBJICHUS;

— cl1abo apryMEeHTUPYET HAayYHBIE MOJI0KECHHUS,

— 3aTpyaHsieTcs B GOpPMYIUPOBAHUHN BBHIBOJOB M O0OOIIEHHU;

— YaCTUYHO BIIAJIEET CUCTEMOM CIEIHMATTM3UPOBAHHBIX MOHSITHH.

«YAOBJICTBOPUTECIBHOY
«3a4TCHO»

— o0OyJaromuiicss He YCBOWJI 3HAYMTEIHLHOW YacTH MPOTPaMMHOTO
Matepuana,

— IONyCKaeT  CYIIECTBEHHbIE  OIMMOKM Y  HETOYHOCTH  TPHU
paccMOTpeHHH MPo0JIeM B KOHKPETHOM HalpaBleHUH;

— UCHBITBIBACT TPYAHOCTHU B MMPAKTUYCCKOM NPUMCHCHHUN 3HaHI/II71;

— HE MOXXET apr'yMEHTHPOBATh HayYHEIE [TOJIOKEHN,

— He GOPMYITUPYET BHIBOAOB U 000OIICHUH.

«HCYHOBJICTBOPHUTCIILHO
«HE 3a4TCHO»

10.3. TunoBbie KOHTPOJIbHBIC 3aJITAHUS UM UHBIEC MAaTCPUATIBI.
Bormpocs! (3agaun) 11 5K3aMeHa npecTaBieHbl B Tabmuie 15.
Tab6mmma 15 — Bornpocsr (3agaun) 1t 9K3aMeHa

Ne n/mt \ Ilepeuens BonpocoB (3a7a4) 11 3K3aMeHa \ Kon




WHIUKAaTOpa

VY4eOHBIM JIaHOM HE NMPEAYCMOTPEHO

Bormpocs! (3amaun) ms 3aueta / audd. 3ayera npeacrasieHs B Tabuie 16.

Tabmuna 16 — Bonpocs! (3agaun) st 3adera / audd. 3auera

Kon
No /it Iepeuens Bompocos (3amad) ais 3adera / qudd. 3auera HEMEATOpA

1 OYHKIIMOHATBHO-CTPYKTYpHAsT OpTraHu3aIus [1K-4.3.1
MYJIbTHCEPBUCHOM ceTr Ha TexHosoruu IntServ u DiffServ

2 CepBuchl 0€30MaCHOCTH U UX peaTn3aius

3 Omnpenenenre OCHOBHBIX IPUOPUTETOB HH(OPMAITHOHHON
0€30MacCHOCTH B MYJIbTUCEPBUCHON CETH

4 Mopenu HapymuTens B MyJbTHCEPBUCHON CETH

3) 3HaYUMBbIE YTPO3bl B MYJIbTUCEPBUCHON CETH

6 OO61ue TpedoBaHUsI TOCTPOESHUS 3aILUIIEHHON
MYJIbTUCEPBUCHON CETH

7 OO6mmue TpedoBaHUS K MOACHCTEME 00SCTICUCHUS
0€30MMacCHOCTH CETEBOT0 B3aUMOICHCTBUS

8 TpeboBanwus k moacucTeMe ayTCHTU(UKAIUH U YITPABICHHS
JOCTYTIOM

9 TpeboBanus Kk moacucTeMe KpUNTOrpadhuIecKoi 3amuThl
nHpopmauu

10 TpeboBaHust K MOJCUCTEME AHTUBUPYCHON 3aILIUThI

11 TpeboBaHMs K TOACUCTEME PE3EPBUPOBAHUS U
BOCCTAHOBJICHUS] HH(POpMAIIU

12 TpeboBaHMs K MOACUCTEME KOHTPOJISI TAIOHHOTO COCTOSIHUS
nHpopmanuu u paboueit cpeasl TpeboBaHus K MoACHCTEME
yTipaBJieHUs! 0€30MaCHOCTHIO

13 TpebGoBaHuUs K CpeICTBAM MMOCTPOCHHS 3alTUIIICHHBIX
BupTyanbHbix cereit (VPN)

14 Texunueckue pemenus no 3amurte ot HCJl mexceTteBoro
B3aMMOJICHCTBHS U TiepeiaBaeMoi HHPOpMaLuu

15 [Iporokoin popMupoBaHMs 3aIUIIEHHOTO TYHHENS Ha
kaHanpHOM ypoBHe L2F (Layer-2 Forwarding)

16 [Iporokoin hopMupoBaHUs 3aIUIIEHHOTO TYHHENS Ha
kaHanbHOM ypoBHe L2TP (Layer-2 Tunneling Protocol)

17 OO6miee onrcanue cTeka MPOTOKOJIOB 3aIUTH MEXCETEBOTO
yposas IPsec (Internet Protocol Security).

18 ITpoTtokon oomena kiroueBoit napopmanueii IKE (Internet
Key Exchange)

19 [Iporokon ayrenTuuUIUpYyIOLIETo 3aroioBka (Authentication
Header, AH);

20 [IpoTokos HHKANCYIUPYIOIIEH 3alIUThl COAEPKUMOTO
(Encapsulating Security Payload, ESP).

21 Texunueckue pemenus o 3amure or HCJ[ koMmnbroTepHbIX
pECYpPCOB Ha ypOBHE cepBepoB U pabounx crannuii JIBC

22 TexHu4ecKue pemeHus 1o peayrnu3aiiy MoICHCTEMbI
ayTeHTU(UKAINY U UICHTU(DUKAIINH

ITepeuens TeM [ KypcoBOrO MIPOCKTUPOBAHHSI/BBITTOITHEHHS KypcoBOI paboTsl

TpeacTaBiIeHb! B Tabmuie 17.

Tab6muma 17 — IlepedeHp TeM Il KypCOBOTO MPOSKTHPOBAHHS/BBITIOTHEHHUS KYPCOBOH pabOThI




[IpumepHBIii nepedeHb TeM sl KypCOBOTO POEKTUPOBAHUS/BBIITOIHEHUS

Ne n/m -
KypCOBO# paboThI

Y4eOHBIM IJIAHOM HE MPETYCMOTPEHO

Bomnpocs! m1s poBeaeHNs IPOMEXXYTOYHO aTTEeCTAIlK B BUJE TECTUPOBAHMA NPEICTaBICHBI B Tabnuie 18.

Tabnmna 18 — [IprMepHsbIi IepedeHs BOIIPOCOB ISt TECTOB

Kon

No /it [IpumepHbIil epedeHb BOMPOCOB ISl TECTOB
WHMKATOpa

He npenycmotpeno

[lepeyeHp TeM KOHTPOJBHBIX PadOT MO0 AUCIUILIMHE 00YYaOMIUXCS 3209HOH (POPMBIOOYUCHUS, IPEICTABICHBI
B Tabmure 19.

Tabnuna 19 — [TepeueHb KOHTPOIBHBIX pabOT

Ne n/mm [TepeueHb KOHTPOJIBHBIX PAOOT

He npenycmotrpeno

10.4. Metoauueckue  Marepuaibl,  ONpPENENAIOLIMEe  MPOLEAYPbl  OLEHHBAHUSA
WHIWKATOPOB, XapaKTEPHU3YIOMIMX JTambl (OPMHPOBAHUS KOMIETEHIMH, COAEpKaTcs B
JOK&IBbHBIX HOpMaTuBHbIX akrax ['YAIIL, pernmameHTHpyOIIMX NOPAAOK U HPOLEAYPY
IIPOBEJICHUS TEKYILIEro KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOUHON aTTecTallii O0y4YaroluXcsl
I'VAIL

11. Metoauueckue yKa3aHus JUisi 00YJarOIIUXCs IO OCBOGHHUIO TUCIUTLTNHBI
11.1. Metoauueckre yKa3zaHus Mg OOy4aroOmMXCSd TIO OCBOEHHUIO JIEKIIHOHHOTO

MaTepuaa.

OCHOBHOE Ha3HAa4Y€HHE JIEKIHOHHOTO MaTepuaja — JIOTHYECKH CTPOHHOE, CHCTEMHOE, IIyOOKOoe U SICHOE
M3J0KEeHHe ydeOHoro marepuana. HasHaueHne COBpEeMEHHOW JIEKIIMM B paMKaxX TUCHUIUIMHBI HE B TOM, YTOOBI
MOJIYYUTh BCIO MH(GOPMALMIO 10 TEME, @ B OCBOSHHH ()yHIaMEHTAJIBHBIX MPOOJIEM JUCHUMIUIMHBI, METOJIOB HAYYHOTO
MO3HAHUS, HOBEHIINX JOCTIKEHUH Hay4YHOM MBICIH. B yd4eOHOM mporecce JIEKIHs BBITONHAET METOI0JIOTHYECKYIO,
OPTraHU3aAIMOHHYI0 U MH(GOPMAIMOHHYI0 (yHKIMH. JIeKuus pacKkpbhIBaeT MOHATHHHBIM ammapaT KOHKPETHOH o6sacTu
3HaHMA, €€ mpoOJIeMBbl, JaeT IENbHOE MPEACTaBICHHE O IUCIHUIUIMHE, II0Ka3bIBae€T B3aWMOCBS3b C JIPYTUMH
JUCLHUTUIMHAMH.

[TnanupyemMble pe3yabTaThl IPU OCBOCHUH 00YJaIOIIMMUCS JICKIIMOHHOTO MaTepHaa;

— TIOJIyYe€HHE COBPEMEHHBIX, IEJOCTHBIX, B3aMMOCBS3aHHBIX 3HaHWH, YypPOBEHb
KOTOPBIX ONpEENsIeTCs 1IeJIeBON YCTAaHOBKOM K KaXKJ10 KOHKPETHOU TeMe;

— TOJydYeHHE OIBITa TBOPUECKOH pabOThI COBMECTHO C IPENOAAaBATEIEM;

— pasBuTHE TPOPECCHOHATHHO-IENOBBIX  KAauecTB, JIIOOBM K  TpPEIAMETy |
CaMOCTOSITETbHOI'O TBOPYECKOTO MBIIILICHUSI.

— TOosBJIeHHE HEOOXOAUMOTr0 HHTEepeca, HEOOXOIUMOTrO JIJIsl CAMOCTOSITENbHOM paboThI;

— T[OoJIyueHHE 3HAHUH O COBPEMEHHOM YPOBHE pa3BUTUS HAyKH M TEXHUKH H O
MIPOTHO3€ WX Pa3BUTHsI HA OJDKANIINE TOJIBI,

— HayyuTbCs METOJMYecKH oOpabaThiBaThb MaTepuain (BBIIECNIATH TJaBHBIE MBICIH U
MOJIOKEHHSI, TIPUXOAWTh K KOHKPETHBIM BBIBOJAM, TIOBTOPSATH WX B  Pa3IHYHBIX
(bopMyIUpoBKax);

— TOJIyueHHE TOYHOT'O TOHUMAaHHUs BCEX HEOOXOIMMBIX TEPMUHOB U TOHSATHH.

HCKHHOHHI}Iﬁ MaTepHral MOKET COIMMPOBOKAATHCA ,Z[CMOHCTpaHI/Ieﬁ CHaﬁﬂOB 1 UCIOJB30BaHUCM Pa3gaTO4YHOI'oO

MaTepuaja TpPH MPOBCACHUU KOPOTKUX JHCKyCCH 00 OCOOCHHOCTSX TPHMEHCHHS OTICIBHBIX TEMAaTHK IO
UCLIMITINHE.




CrpyKTypa npejocTaBieHus JEKIIMOHHOr0 MaTepuaa:
Paznen 1. [TocTpoeHre MOTUTHKY HHPOPMAILIMOHHON 0€30MTaCHOCTH MaKeTHOWMYJIBTHCEPBUCHOM CETH.
Tema 1.1. MynpTucepBucHble ceTd Ha TexHOJOruax IP-QO0S m ux ocHOBHBIE (YHKIHMOHAIBHBIC HJIEMEHTEHI.
OnpeneneHre OCHOBHBIX IIPHOPUTETOB HH(POPMAIIMOHHOM 0€301IacHOCTH.
Tema 1.2. Mogenu HapyIIUTENS H yTPo3.
Pasmen 2. TpeGoBanus HH()OPMAIMOHHON OE€30MACHOCTH MAKETHOH MYJIBTHCEPBHUCHOU
cern.
Tema 2.1. O6mme TpeOOBaHUS MOCTPOCHUS 3AUINIECHHON MAKETHOH MYIbTHCEPBUCHOI
ceru. TpeboBanus k noacucreMe odecrieyeHns: 0E30MaCHOCTH CETEBOTO B3auMoercTus. Tema 2.2,
TpeboBanus k nojacucTeMe ayTeHTU(HUKALNK U YIIPABICHUS TOCTYIIOM.
Tema 2.3. TpeboBanus K HoJcHUCTEMaM KpPHUNTOrpaguYecKod 3ammThl WHpOpMALUU WaHTHBHPYCHOW
3aIIUTBHI.
Tema 2.4. TpeGoBaHus K MOACUCTEMaM pE3ePBUPOBAHMS/BOCCTAHOBICHUS MH()OPMAIINU,KOHTPOJIS
STaJIOHHOTO COCTOSIHUS MH(pOopMAIMy U padoucii cpelsl, yrpapicHus 6e3onacHocThio. Tema 2.5. TpeboBanus k
CpeACTBaM MOCTPOCHHUS 3AINUIICHHBIX BUPTYaJIbHBIX CETEH
(VPN).
Paznen 3. OpraHu3aoHHO-TEXHHYECKHUE MEPHI MO pealn3alliil OCHOBHBIX TPEOOBaHUIA
Y TIOCTPOEHHIO CHCTEMBI HH(OPMALMOHHONW 0€301IacHOCTH.
Tema 3.1. Texuuueckue pemenusi mo 3amure oT HCJ MexceTeBOro B3auMOJICHCTBUS W TMepeAadu
HHPOPMAIIIH.
Tema 3.2. Texuuueckue pemienus no 3aumre or HCJl KOMIBIOTEPHBIX PECYpCOB Ha YPOBHE CEPBEPOB U
pabounx cranumii JIBC u peanusanuy MoJAcuCTeMbl ayTEHTH(OUKAINT U UIACHTUQHUKALIIH.

11.2. Meroauueckue ykazaHus JUIsl OOYYaIOUIMXCS 10 MPOXOKACHUIO CAaMOCTOSTEILHON

paboThl

B xoze BBINOJHEHHS CAMOCTOSTENLHON pabOThl, OOYYAIOIIUICA BBINONHACT PabOTy MO 3aJaHUI0 U TPH
METOIUYECKOM PYKOBOJICTBE MPEMOIaBATENsl, HO 0€3 ero HemoCPEACTBEHHOIO yIaCTHS.

Just oOydvaromuxcs 1Mo 3a04HOil (opMe OOyueHHs, CaMOCTOsITellbHAas paboTa MOKET BKIIOYATh B CeOs
KOHTPOIIbHYIO paboTy.

B mporiecce BBIMOJIHEHUS CaMOCTOSITENFHOM paboThl, y oOydaromierocsi GopMupyeTcs IenecoodpasHoe
TJIaHUPOBAHUE pa60ller0 BPEMCHH, KOTOPOE TIO3BOJIAET WM pPa3BUBATH YMEHUS W HAaBbBIKU B YCBOCHUU U
CHCTEMaTH3allii IMPHOOPETaeMBIX 3HAHHM, 00eCHeunBaeT BBICOKHHM YpPOBEHb YCIEBAEMOCTH B MEpHOJ OOydeHUs,
MMOMOTa€T MOJIYYUTh HABBIKU HOBBIIHeHI/IHHpO(i)eCCI/IOHaHLHOFO YpPOBHA.

MeroauyeckuMi  MaTepHalaMH, HANpaBSIIONIMMU  CaMOCTOSITENBbHYI0 PabOTy OOYYalOMIUXCsl SIBIISIETCS
y‘Ie6HO-MeTOHH'—IeCKHﬁ Matepual 1o JUCHUITIINHE,

11.3. MeToauyveckue YyKa3aHusl I OOYyYarONIMXCS 110 TIPOXOXKICHHIO TEKYIIEro

KOHTPOJIA YCIICBACMOCTH.

Tekymuii KOHTPONb yCHEBAaEMOCTH IPEAyCMaTpHBaeT KOHTPOJIb KauecTBa 3HAHHHM oOydarommuxcs,
OCYIIECTBIIIEMOTO B TE€UEHHE CEMECTPA C LIENIbI0 OIIEHMBAHUS X0/1a OCBOCHHS AUCIMILUINHBI.

Texkymuii KOHTPOJb YCIIEBAEMOCTH IIpelycMaTpHBAaeT KOHTPOJIb KadecTBa 3HaHWH oOydarommxcs,
OCYILECTBIIIEMOTO B TEUEHHME CEMECTpa C ILIEJbI0 OLEHMBAHUS XO0Ja OCBOEHUs aucuuiuinHbel. dopma mnposeneHHs
TEKYIIEro KOHTPOJS — 3allliTa OTYETOB 110 J1abopaTopHbIM padoram. Pe3ynbTaThl TEKyIIero KOHTPOJS YYUTHIBAIOTCS
IIPH ITPOBEJICHNUH ITPOMEXYTOUHOH aTTecTanuu B cootBeTcTBrH ¢ TpeboBanmsimu CTO I'YAIL CMK 3.76 «Ilonoxenue
0 TEKyILEM



KOHTPOJIC YCIICBAEMOCTH U HpOMe)KyTO‘IHOﬁ aTTeCTalliu CTYJACHTOB U aCIIMPAHTOB ryAH,OGy‘{aIOHII/IXCH 1o
06pa30BaTeJ'II>HI>IM nporpaMmMam BBICHIETO 06pa3OBaHI/IH>).

11.4. Meroauyeckue ykKazaHus JIjisi OOYYarOUIMXCs MO MPOXOXKJICHUIO MPOMEKYTOUHOU
aTTeCTaluu.

[lpomexxyrounast — arrecTanus OOyYalOIIMXCsS  IPEIyCMAaTPHBACT  OLICHWBAHHE IPOMEKYTOUHBIX U
OKOHYATENNBHBIX Pe3yIbTaToOB 00YUeHUs N0 quciuIuinHe. OHa BKIIFOYAeT B ce0s SK3aMeH.

3adeT — popMa OIEHKH 3HAHHHA, TIOTYICHHBIX 00YJaIOMIMMCS B X0/I¢ U3yUeHHS yIeOHOM AUCIUILTHHEI B IIETIOM
WK IIPOMEKYTOYHas (110 OKOHYaHHU CEMECTPa) OLICHKa 3HAHUH 00y4aromMcs MO OTACSIBHBIM pa3eiaM TUCLHUIUIAHEL
C aTTeCTALMOHHOMN OLICHKOW «3aUTEHO) HJIH «HE 3a4TCHOY.

CucremMa OLIEHOK NpU IPOBEACHHHM IPOMEXKYTOYHOH aTTecTalud OCYIIECTBISIETCS B COOTBETCTBHH C
TpeboBanusMHu [lonoxennit «O TekymeM KOHTpPOJIEe yCHEBaeMOCTH M IPOMEXYTOYHOH arTecTanuu cryaeHToB ['Y AL
o0ydJaromuxcsi Mo MporpaMmaM BbIcHIero oOpa3zoBaHus» U «O MOIYJIBHO-DEHTUHIOBOW CHCTEME OLIEHKM KadecTBa
y4eOHoit paboThl cTyneHTOB B ['Y All».



JlucT BHEceHMs U3MEHEHUH B pabodyio NporpamMMmy JUCHUIUIHHBI

Jlata BHECeHUs
W3MEHEHHUH U
JIOTIOTHECHHUH.

Iloamnuce BHeCHIETO
N3MCHCHUA

ConeprkaHre U3MEHEHHUH U TOTTOTHCHHIMA

Hata u Ne

MIPOTOKOJIA
3acemaHus
Kadeapbl

Iloanuce
3aB.
Kadeapoit




