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AHHOTaNINA

JucuumimHa «3amuTra  ceTeil 0T HECAHKIMOHUPOBAHHOIO [JOCTyIa» BXOJUT B
o0Opa3oBaTelbHyI0 TMporpamMmy BhICIIEr0 oOpa3oBaHUS — IporpamMmy OakajaBpuara IO
HanpasiIeHuio noarotoBkyu/ cnenuanbHoctd 11.03.02 «MHDOKOMMYHHKAIMOHHBIE TEXHOJIOTHU
U CHUCTEMBbl CBS3W» HampaBieHHOCTH «lIporpaMmHoO-3amuiieHHble UHPOKOMMYHHUKAIIUI.
Juctummaa peanu3yercs kadenpoid «No25y.

JlucuuniuHa HalejaeHa Ha GOpMUPOBAHKE Y BBITYCKHUKA CJIETYIOIIUX KOMIIETEHIIUH:

[TK-1 «Crioco0OeH K pa3BUTHIO CUCTEM U CETEH Mepenayn TaHHbIX)

[IK-2 «CnocoOeH oOCyHIeCTBISATh JKCHEPUMEHTAIbHbIE HCHBITAHUS, MOHUTOPUHT
COCTOSIHUSL U TIPOBEPKY KadecTBa pabOThI, MPOBEICHNUE M3MEPEHUN U TUArHOCTUKY OIIMOOK U
OTKa30B TEJIIEKOMMYHHMKAIIMOHHOTO OOOpYJIOBaHMS, CETEBbIX YCTPOMCTB, MPOrPaMMHOTO
oOecrieyeHnss HPOKOMMYHUKALIUI

[IK-4 «CrnocobeH oreHMBaTh MapaMmeTpbl 0€30MacHOCTH M 3allUIaTh MPOrpaMMHOE
o0Oecrie4eHre M CETEBbIE YCTpPOIICTBA aJMUHUCTPUPYEMOH CETHU C IMOMOUIbIO CHELHATbHBIX
CPEICTB YIpaBieHUs 0€30MaCHOCTHIO»

[IK-6 «CrnocobeH K aIMHHUCTPUPOBAHHIO CPEICTB oOOECIeYeHHs Oe301MacHOCTH
yAaIEHHOTO JOCTyNa (OMEepPalMOHHBIX CUCTEM U CIEIUAITU3UPOBAHHBIX MPOTOKOJIOB))

CopepxaHue JIUCUUIUIMHBI OXBAaThIBAET KpPYI BOIIPOCOB, CBSI3AHHBIX C H3YUYEHUEM
TEOPETUYECKHX U TPAKTUYECKUX OCHOB oOecreueHus HHQPOPMAIMOHHON 0e30macHOCTH B
MaKETHBIX MYJIBTHCEPBHUCHBIX ceTsX Ha TexHonoruu IP-QoS.

[IpenogaBanue AMCUUIUIMHBI TpeAycMaTpuBaeT cieayioume GOopMbl OpraHU3aIUH
y4eOHOTr 0 IpoIiecca: JIEKIUH, JIa00paTopHbie pabOThI, CAMOCTOsITEIbHAs paboTa CTy/ICHTA.

[IporpaMMo#l NUCHUIUIMHBI TPEIYCMOTPEHBI CIEAYIOUINE BHUABI KOHTPOJS: TEKYIIMA
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAS aTTecTalus B popme 3auera.

OO0miasi TpyIOEMKOCTh OCBOCHHS AUCIMIUIUHBI COCTaBISET 2 3a4ETHBIX EAMHMIIBI, /2
yaca.

SI3pIK 00y4EHUS 10 TUCIUITIIMHE KPYCCKUHN »



1. TlepedeHb IIIAHUPYEMBIX PE3YJITATOB OOYUEHUS IO JUCIUILINHE

1.1. Tlenu npenogaBaHusi JUCIUTUTUHBI

enpro kypca "3ammra ceTeid OT HECAHKIIMOHHUPOBAHHOTO JOCTyNa'" SBISETCS HU3Y4YCHHE

TEOPETUYECKNX U TIPAKTUYECKUX OCHOB oOOecredeHus WHQPOPMAIIMOHHOW O0e30MacHOCTH B
MaKETHBIX MYJIbTUCEPBUCHBIX CETsIX Ha TexHosoruu IP-QOoS.

1.2. JducummiuHa

BXOIHUT B

cocCTaB

yactd, (QOpMHpPYEeMOW  yYaCTHUKAMHU

0o0pa3oBaTeNbHbIX OTHOIICHUH, 00pa30BaTEeNIbHOI MpOrpaMMbl BHICIIET0 00pazoBaHus (ianee —

OI1 BO).

1.3. TlepeueHb IaHUPYEMBIX PE3YJIHTATOB O0YyUEHUS MO AUCLUHUILIMHE, COOTHECEHHBIX C

IUTaHUpYEMbIMU pe3yibTatamu ocBoeHust OIT BO.

B pesynbrare m3yueHUs AUCHUILIMHBI OOYYaIOIIMICS JODKEH 001alaTh CIASAYIOIIMMHI
KOMITETCHIIMSIMU WM UX 4acTsAMU. KOMIIETEeHIIMN U MHJIMKATOPBI UX JOCTUXKEHUS TIPUBEIACHBI B

Tabymue 1.

Tabnuna 1 — [lepeueHb KOMIETEHIIMN U UHAUKATOPOB UX JIOCTHXKEHUS

Kareropus (rpynna) Kon n HanmeHoBaHue Konx n HauMeHoBaHMEe HHAMKATOpa
KOMIIETEHIIMH KOMIIETEHIMH JIOCTHXKEHUS] KOMIIETCHLIUU
[1K-1.3.6 3HaTh MeTO/bI aHATIN3a U
[TK-1 Cnocoben k A
[Ipodeccuonanbubie . | 0000IIIeHHs] OTEYECTBEHHOTO U
Pa3BUTHUIO CUCTEM U ceTel
KOMIIETEHIIUU MEXlyHapOIHOTI'O OIIbITa B 00JIACTH CUCTEM
nepeaayy JaHHbIX .
Y ceTeil nmepeayuu JaHHbIX
ITK-2 Cnocoben
OCYILECTBIISATh
AKCIIEPUMEHTAJIbHbIE .
p [1K-2.3.2 3HaTh criocoObl HACTPOIKU
UCTIBITAHUS, MOHUTOPUHT
CETEeBOTO 000PYI0OBAHUS, U3MEHEHUS
COCTOSIHUS Y IPOBEPKY
KOH(UIypaluy U YCTAHOBKH HOBBIX PEJIU30B
KayecTBa paboThl,
. IPOrpaMMHOr0 0OecreueHus
IIPOBEJICHUE U3MEPEHUH U .
[TpodeccronanbHbIe [1K-2.3.4 3HaTh npaBuiIa HHGPOPMALMOHHOM
JTMarHOCTUKY OIINOOK U
KOMITETCHIIH OTKA30B 0e30macHOCTH Mpu padboTe ¢
TEJIEKOMMYHHUKAIIHOHHBIM 000py10BaHHEM
TEJIEKOMMYHUKALIHUOHHOTO
[IK-2.Y.1 ymeTs NpoBOANUTH aHAIIN3
000pyI0BaHMUsI, CETEBBIX
o KOH(UTypaluy U napaMmeTpoB CETH J0CTyma
YCTPOICTB,
1 000py10BaHUS
IIPOrPaMMHOTO
o0ecrieueHus
MH(OKOMMYHUKALUN
[1IK-4.3.1 3HaTh apXUTEKTYpY, IPOTOKOJIBI U
oOuiye NpuHIUNIb! (YHKIIMOHUPOBAHUS
anmapaTHbIX, IPOrPAMMHBIX U IPOTPAMMHO-
[1K-4 Cniocoben anmapaTHBIX CPEJICTB aIMUHUCTPUPYEMON
OLIEHUBATh MApPaMETPHI ceTu
0€301acHOCTH U [1K-4.3.2 3HaTh OCHOBHBIE IPUHIIUIIBI,
3alMIIaTh POrpaMMHOE | Kpunrorpaduyeckre mpoToKOJIbl U
o0ecrnieyeHre u CeTeBble MIpOrpaMMHBIE Cpe/IcTBa 00eCIIeUeHUSI
[TpodeccronanbHbIE M .
yCTpoiicTBa MH(POPMAIIMOHHOI 0€301MacCHOCTH CETEBBIX
KOMITETEHITHH

aIMUHUCTPUPYEMOM CETH
C TIOMOIIIBIO
CHEIHAIbHBIX CPEJICTB
yIpaBJIEHUs
0€301acHOCTbIO

YCTPOMCTB

TIK-4.3.3 3HaTb OCHOBBEI 3aIIIUTHI
nHpopmanuu U 6a30BbIE YTPO3bI

[IK-4.Y.1 ymMeTp NpUMEHATH IPOrPaMMHBIE,
anmnapaTHble U IPOrpaMMHO-aIapaTHbIe
CPEJCTBA 3aIIUTHI CETEBBIX YCTPOICTB OT
HECaHKLMOHUPOBAHHOTO JJOCTYyTa

[1K-4.Y.2 yMeTb 07530BaThCsl HOPMATHUBHO-
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TEXHUYECKOH TOKyMeHTaluei B obaactu
obecrieueHrst ”HPOPMAITMOHHOMN
6€301acHOCTH WH(POKOMMYHUKAITUOHHBIX
CUCTEM

[1K-4.VY.3 ymeTs onpenensith TpeOoBaHUS U
BO3MO>KHBIE PEIICHUS B 00JIACTH 3aIlUThI
nH(pOpPMAIMK COBMECTHO CO CIICUATUCTAMU
10 HHPOPMAIIMOHHON O€301aCHOCTHM
[1K-4.B.1 BnageTh HaBbIKAMU U CPEACTBAMU
YCTaHOBKH U yTPABJICHHUS
CHEUANTU3UPOBAHHBIMU IPOTPAMMHBIMHU
CPEICTBAaMU 3alIUTHI CETEBBIX YCTPOICTB
aIMUHUCTPUPYEMOM CETH OT
HECAHKIIMOHUPOBAHHOI'O JOCTYTIA

ITK-6.3.1 3HaTh 00IIME TPUHITUTIBI
(YHKIIMOHUPOBAHUS U aPXUTEKTYPY
anmnapaTHbIX, IPOrPAMMHBIX U TIPOTrPAMMHO-
anmnapaTHBIX CPEJCTB aIMUHUCTPUPYEMOM
CETH; MIPOTOKOJIBI KAHAIIBHOTO, CETEBOTO,
TPAHCIIOPTHOTO U MPUKIIAJHOTO YPOBHEH
MOJIEJIA B3aUMOJCHCTBUS OTKPBHITHIX CUCTEM
[IK-6.Y.1 yMeTh noAKIOYaTh U HACTPAUBATh
COBpPEMEHHBIC CPEJICTBA 00CCIICUCHHUS
0€30MMacHOCTH YAAJIEHHOTO JJOCTYyTa

ITK-6 Cniocoben k
AJIMAHUCTPUPOBAHHIO
CpEeIICTB 00eCTIeUCHUS
[Tpodeccuonanbubie | 6€30MaCHOCTH

KOMITETEHINH yJIQJICHHOTO JOCTYTIa (OTePAIMOHHbIX CHCTEM 1
OTIEPAIIMOHHBIX CUCTEM H
((:HCIIII)/IaJII/ISI/I OBAHHLLX CIIeATM3UPOBAHHBIX TIPOTOKOJIOB);
P paboTaTh C KOHTPOJIBHO-U3MEPUTELHBIMU
IPOTOKOJIOB)

anmnapaTHIMU U IPOTPaMMHBIMU
CpeacTBaMHU

[IK-6.B.1 BnageTh HaBbIKaMHU YCTaHOBKH
JIOTIOTHUTETBHBIX MPOTPAMMHBIX ITPOTyKTOB
Uit obecriedeHust 0€30MacHOCTH YIAIEHHOTO
JIOCTYTIA M UX ITapaMeTPU3AIAN

2. Mecro nucturuinHbEL B cTpykType OI1

JucuunimHa MOXeT 0a3upoBaThCS HAa 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIOITUMUCS
MIPY U3YYECHUU CIEAYIOIUX AUCIUTUIAH:

— « KopnopaTtuBHas 3aiuTa OT BHYTPEHHUX YIPO3 MHPOPMAIIMOHHON 6€3011aCHOCTH,

— «lIpou3BOACTBEHHAS MPAKTUKAY

3HaHUs, TMOJYyYEHHbIE NMPH HM3YYEHMHM MarTepuana JaHHOW AUCHUIUIMHBI, UMEIOT Kak
CaMOCTOATEJIbHOE 3HAYCHUE, TAK U MOTYT UCIIOJIb30BATHCS TPU U3YUYEHHUH IPYTUX TUCIUIIINH:

— «lIpousBoacTBeHHAs MPEITUIIIIOMHAS TPAKTUKA

3. O0BeM H TPYAOEMKOCTh JUCITUTUTAHBI
JlanHpie 00 o0memM o0beMe AUCHUILUIMHBI, TPYAOEMKOCTH OTAEIbHBIX BHJIOB Y4eOHOM
paboThI 1O TUCHUILUIMHE (M pachpeielieHne 3TOW TPYJOEMKOCTH IO CEMeCTpaMm) Mpe/ICTaBIeHbI B
tabmuie 2.

Ta6mmma 2 — O0beM U TPYJ0EMKOCTh JUCITUTITUHBI

TpynoemkocTs o
Bun yuebnoit pabotbl Bcero ceMecTpam
Ne8




1 2 3

Oowan mpyooemkocmap OuUCUUNIUHDL, 2/ 72 2/ 72
3E/ (4ac)
U3 Hux uacoe npakmuueckoii n00Z0MO6KU 20 20
AyoumopHnuie 3anamus, BCETO vac. 30 30
B TOM YHCJIE:

nexru (JI), (gac) 10 10

npaktudyeckue/cemunapckue 3anarus  (113),

(dac)

naboparopusie padbotsl (JIP), (dac) 20 20

KypcoBoii nmpoekT (padota) (KII, KP), (uac)

9K3aMeH, (Jac)
CamocmosamenvHas paboma, Bcero (dac) 42 42
Buo npomescymounoi ammecmayuu: 3ayer,
mubd. 3auger, sk3amen (3auer, Hudd. 3auy, | 3auer 3auer
OK3.**)

*k
HpHMC‘IaHI/Ie: KaHAUJATCKHUU 3K3aMCH

4. ConepxaHue JUCITUTUTHHBI
4.1. Pacnpeznenenue TpyI0€MKOCTH TUCHUILIMHEI 110 pa3eiaM 1 BUAAM 3aHATUMN.
Pa3nensbl, TeMbl AUCHUIIIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuua 3 — Pazesnbl, TeMbl TUCIMILINHBI, UX TPYA0EMKOCTh

Paznenpl, TeMbI JUCIIUIIIIMHBI Hexrm | 113 (C3) P KII CPC
’ (dac) (dac) (gac) (dac) (gac)
Cemectp 8
Paznen 1. IlocTpoeHue MONMUTHKA 2 4 10
MH(OPMaLIMOHHON 0€30MaCHOCTH MAaKETHOM
MYJIbTUCEPBUCHOMN CETH
Paznen 2. TpeboBanus nHpopMamoHHOM 3 12 12
0e30MacHOCTH MAKETHON MYJIbTUCEPBUCHOM CeTH
Texymuii KOHTPOJIb 1 10
Paznen 3. OpranuzanmoHHO-TEXHUYECKHE Mephl 10| 4 4 10
peanu3ainuyi OCHOBHBIX TPeOOBaHHM U TOCTPOCHUIO
cucTeMbl HTHGHOPMAIITMOHHON 0€30MaCHOCTH
Hroro B cemectpe: 10 20 42
Htoro 10 0 20 0 42

IIpakThueckass IOATOTOBKA  3aKJIOYAETCd B  HEIOCPEICTBEHHOM  BBINOJIHEHUU
o0ydJalolmuMuUCs  OMNpeNeJeHHbIX  TPYAOBBIX  (YHKUMH,  CBSI3aHHBIX ¢ Oy;ymiei
npodeCcCHOHATBHOMN J1eSTeTbHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHATHA.
ConeprkaHue pa3/ieloB U TeM JIEKLIMOHHBIX 3aHATHI MPUBEICHO B TabauIe 4.

Ta6m/1ua 4 — Coz[epxcaHHe Pa3acyioOB U TCM JICKHMOHHOI'O MUKJIa

Howmep paznena HaszBanue u congepxanue pa3iesioB U TEM JICKIIMOHHBIX 3aHATHI

1 Tema 1.1. MynbtucepBucHsie cetu Ha TexHonorusx [P-QoS u ux
OCHOBHBIE (PYHKIIMOHATBHBIE 3JIEMEHTHI. OTpe/iesieHne OCHOBHBIX
MPHOPUTETOB UHPOPMAITMOHHON OE30MaCHOCTH.

Tema 1.2. Moaenu HapyIIHUTENS U yTPO3.




Tema 2.1. OOmue TpeOOBaHHUS TOCTPOCHUS 3AIIUIICHHON
MaKeTHOM MynbTUCEpBUCHOU ceTu. TpeboBaHUsA K MOJCHUCTEME
oOecrnieueHns 0€30I1aCHOCTH CETEBOT0 B3aUMOACUCTBHUS.

Tema 2.2. TpeOoBaHuMs K TOJACHCTEME AayTCHTU(PUKALHUHA H
yIpaBieHUs JOCTYIIOM.

Tema 2.3. TpeOGoBaHus K MOJACHCTEMaM KpHUITOTpadUUeCcKOM
3anUThl KHPOPMAITUU ¥ AHTUBUPYCHOM 3aIIUTHI.

Tema 2.4. TpeboBanus K MOJICUCTEMAaM
pE3epPBUPOBAHUSA/BOCCTAHOBIICHUST ~ MHGOpPMAIUU,  KOHTPOIIS
ATAJIOHHOTO COCTOSIHUA HHpoOpManuu u paboueld  cpensbl,
yIpaBiieHUs1 0€3011aCHOCTHIO.

Tema 2.5. TpeboBaHus K CpeACTBaM MOCTPOEHUS 3alIUIIEHHBIX
BUpTyaibHbIX cerell (VPN).

[Iporokon  ¢dopMupoBaHusi  3aIIMIIEHHOTO  TYyHHENS  Ha
kaHanbHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol).
[Iporokon  ¢dopMupoBaHusl  3aIIMIIEHHOTO  TyHHENs  Ha
kaHambHOM ypoBHe L2F (Layer-2 Forwarding). Ilporokon
(dbopMUPOBaHMS 3aNIMIIEHHOTO TYHHEIS Ha KaHAJIHbHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol). O6ree omucanue creka
MPOTOKOJIOB 3aIUThl MexcereBoro ypoBHs [Psec (Internet
Protocol Security)..ITpoTtokon o6MeHa Ki04eBOi HH(pOpMAIHei
IKE (Internet Key Exchange). IIpoTokos ayTeHTUDHIUPYIOIIETO
3aronoBka  (Authentication  Header, = AH).  IIportoxon
WHKAINCYyJIMpyomeld  3ammthl  copepxkumoro  (Encapsulating
Security Payload, ESP).

Tema 3.1. Texuuueckue pemieHus mno 3amure ot HCJ]
MEXCETEBOI'0 B3aUMOICHCTBUSA U Nepeaaun HHPOPMaIIUHU.

Tema 3.2. Texuuueckue pewmenus mno 3amure ot HCI
KOMITHIOTEPHBIX PECYpCOB Ha YpPOBHE CEPBEPOB M paboOUMX
cranuii JIBC u peanuzanuu moAcCHUCTEMBI ayTeHTU(DUKAIIMH U
UIEeHTU(DUKAITIN

4.3. IlpakTtuyeckue (ceMUHApPCKUE) 3aHATUS
TeMbl MpaKTHYECKUX 3aHATHIA U UX TPYJOEMKOCTh IPUBEJICHBI B TAOIHIIE 5.

Ta6n1/1ua 5— HpaKTI/I‘leCKI/IC 3aHATUSA U UX TPYJOCMKOCTb

N3 nux Ne
Ne | Tems! npaktnueckux | @opMbl MPaKTHUECKUX | TpPydOEMKOCTb, |IPAKTHYECKOH |pa3nena
n/m 3aHATUN 3aHATUH (uac) MOATOTOBKH, |AUCIUI

(dac) JIUHBI

VY4eOHbIM MJIaHOM HE MPEayCMOTPEHO

Bcero

4.4. JlabopatopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHH U UX TPYJTOEMKOCTb IIPUBEICHBI B TaOIUIIE 6.

Tabmuma 6 — JIabopaTopHbI€ 3aHATHS U UX TPYIOEMKOCTb

Ne
/o

HaumenoBanue nabopatopHbix paboT

W3 aux No
MPAaKTUYECKOU | pa3zena
MMOATOTOBKH, | JUCIIWI

TpynoemMkocTsb,
(uac)
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‘ ‘ ‘ (gac) ‘ JIMHBI

Cewmectp 8

1 | M3y4yeHue NpoTOKOJIOB ayTeHTH(PHUKAIUU 2 2 1

2 | V3ydyeHne METOIOB yPABIICHUSI IOCTYTIOM 2 2 1

3 | Hacrtpoiika 1oKanbHbBIX TOJIUTUK 2 2 2
6e3omacuoctu APM

4 | Hacrpolika rpynmnoBbIX IMOJIUTHK 2 2 2
6e3omacuoctu APM

5 | Hactpoiika momuTuky 6€30IMacHOCTH CepBepa 2 2 2
pensiuoHHoM 0a3el naHHBIX MySQL

6 | AnMuHHCTpHpOBaHKE 0€30IIACHOCTH CepBepa 2 2 2
pensimoHHoM 0a3el naHHBIX MySQL

7 | Hactpoiiku H30JIMPOBAaHHOM MPOTPAaMMHON 4 4 3
cpenbl B onepaiinoHHoi cucreme Windows

8 | IIpoTokon popMUpOBaHUS 3AIIUIIESHHOTO 4 4 2
TYHHEJsI Ha KaHaibHOM ypoBHe L2F (Layer-2
Forwarding)

Bcero 20 20

4.5. KypcoBoe mpoeKTHpOBaHKE/ BBHITIOJHEHUE KyPCOBOU PabOTHI
Y4eOHbIM MJIaHOM HE MPEIyCMOTPEHO

4.6. CamocrosTenbHas padboTa 00y4aromuxcs
Bunbr caMmocTosTenbHON pabOTHI M €€ TPYA0EMKOCTh IIPUBEICHBI B TA0IHIIE 7.

Tabmuua 7 — Buasl caMoCcTOsITeNbHOW PadOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 8,
Bua camocrositensHOM paboThI
yac yac
1 2 3
N3yuenune TeopeTnueckoro Marepuana
22 22
qucturinHel (TO)
[ToaroroBka Kk TEKyIIeMy KOHTPOJIIO 10 10
ycrneBaemoctu (TKYVY)
IToaroroBka K MpoOMeXyTOYHOU 10 10
atrecrauuu (ITA)
Bcero: 42 42

5. Ilepedyenn yueOHO-METOIUIECKOTO 00ECTICUCHUS
JUIS CAMOCTOSITENIbHON PaboThl 00yUarOMUXCs [0 JUCIUIUIMHE (MOJTYIIIO)
Y4eOHO-MeTOAMYECKE MaTepHasbl Il CaMOCTOSITEIbHON paboThl OOyYaromMXcsl yKa3aHbl B
. 7-11.

6. IlepeueHb MEYaTHBIX U ANEKTPOHHBIX YUEOHBIX N3aHUN
[lepedyeHb MeYaTHBIX U SJIEKTPOHHBIX YUeOHBIX M3IaHUI NMPUBEIeH B Ta0IUIE 8.
Tabnuua 8— IlepeyeHb MeUaTHBIX U JIEKTPOHHBIX YUEOHBIX U3AaHUHN

Komuectso
Hludp/ HK3EMILIAPOB B
URL bubnuorpaduueckas ccpiika Oubmmorexe
aapec (KpoMe 3IIEKTPOHHBIX
HK3EMILISIPOB)




https://lib.quap.ru/jirbis2/components/com irbis/pdf view/?869996
OcHOBBI yIpaBieHNs] HTHOOPMALIMOHHOM O€30aCHOCTHIO : yueOHOe

rocobne / H. H. Momaxk ; pexn. B. B. OBunnaunkos ; C.-Iletep6. roc.
YH-T a3POKOCM. TIPHOOPOCTPOESHHUS. - DIEKTPOH. TEKCTOBBIE JaH. -
Cankr-Iletepbypr : U3n-Bo ['YAIL 2022. - 141 c.

https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?164521
Be3zomnacHocTh MHPOPMAIIMOHHBIX CUCTEM : [ DIIEKTPOHHBIN pecypc|
: yae6HOe ocodbue / H. H. Momak ; C.-Iletep6. roc. yH-T
A’POKOCM. IPUOOPOCTPOCHHSL. - DIIEKTPOH. TCKCTOBBIC JaH. -
Cankrt-IletepOypr : M3a-Bo I'VAIL 2019. - 169 c.

https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?268708
Opranmnzanus 6e301acHOTO T0CTyNa K HH(pOPMaIlnOHHBIM
pecypcam : [ DneKkTpoHHbIH pecype] : yueOHnoe mocooue / H. H.
Momak, T. M. Tatapuukoga ; C.-IleTep0. roc. yH-T a3pOKOCM.
MIPUOOPOCTPOCHMS. - DIEKTPOH. TeKCTOBhIe naH. - CII6. : 3a-Bo
I'VAIL 2014. - 121 c.

https://lib.quap.ru/jirbis2/components/com_irbis/pdf view/?850495
3amurieHapie THPOTETCKOMMYHHUKAINH. AHAIN3 U CHHTES : [
OnexTpoHHBIH pecypc] : MoHorpadus / H. H. Momax ; C.-ITetep0.
rocC. YH-T a3pPOKOCM. MTPHOOPOCTPOCHUS. - DJICKTPOH. TEKCTOBBIS
nan. - CII0. : Usg-so I'YAII 2014. - 197 c.

http://znanium.com/catalog.php?bookinfo=402686

KOMHHCKCH&H 3alura I/IH(I)OpMa]_[I/II/I B KOpHOpaTI/IBHI)IX CUCTCMaAX:
Yuebnoe nmocooue / B.®. llansrusn. - M.: U] ®OPYM: HUIL]
NH®PA-M, 2013. - 592 c.

https://e.lanbook.com/book/4925#book_name
[Tymkapés, B.B. 3amura nHpOpMaIMOHHBIX MTPOIIECCOB B

KOMITBIOTEPHBIX CUCTeMaX. [ DeKTpoHHbIH pecypc] / B.B.
[Tymxkapés, B.I1. [Tymkapés. — Dnextpos. gan. — M.: TYCVYP,
2012. — 131 c.

7. IlepedeHb 3IEKTPOHHBIX 00Pa30BaTENBLHBIX PECYPCOB
MH(}OpPMallMOHHO-TEIEKOMMYHHUKAIIMOHHOM cetn «IHTepHEeT»

Ilepeuens AIIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB UH(pOPMaIMOHHO-
TEJIEeKOMMYHUKAalIMOHHON ceTn «UWHTepHeT», HEOOXOAUMBIX il OCBOEHHUS JIUCLHUIUIMHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX OOpa30BATEIBHBIX PECYPCOB HH(POPMAIMOHHO-
TEJIEKOMMYHUKAaMOHHOM ceTh «HTEpHET»

URL anpec HaumenoBanue

https://e.lanbook.com/ DnexTpoHHas OMOIMOTEeYHas cucTeMa

https://znanium.com/ OnekTpoHHas OuOIMOTEeYHAs cCUCTEMa

https://lib.guap.ru/jirbis2/ | bubmuorexa I'VAII

8. Ilepedens MHPOPMAITMOHHBIX TEXHOJIOTHUI
8.1. [lepeyenp mporpaMMHOr0 oOecHeueHus, HCIOJIb3yeMOIro MpH OCYLIECTBICHUU
00pa30BaTeNLHOrO Mpolecca MO AUCHUIINHE.
[lepeueHp UCONB3yeMOro MpOrpaMMHOro obecrieueHus npejacranieH B Tadbuuie 10.

Tabmuna 10— [TepeueHr mporpaMMHOTO 00€CIICUCHIS

No mi/mm HanmenoBanue
1 Menemxep maposeit KeePass
2 OC Windows Bepcuu He panee XP



https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?869996
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?164521
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?268708
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?850495
http://znanium.com/catalog.php?bookinfo=402686

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3YEMBbIX npu
OCYIIECTBICHUH 00pa30BaTEeILHOTO MpoIiecca Mo AUCIUITITHHE

[lepeyeHp uCHONB3yeMbIX HH(POPMALMOHHO-CIIPABOYHBIX CHUCTEM MPEJCTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyenp HHPOPMALMOHHO-CIIPABOYHBIX CUCTEM

Ne i/t HaumenoBanmue

He npenycmorpeno

9. MarepuaiabHO-TeXHUYECKas O0a3a
CoctaB  MaTepUAIIbHO-TEXHUYECKOH 0a3bl, HEOOXOOUMOW Ui  OCYIIECTBICHUS
00pa3oBaTeNFHOTO MpoIiecca Mo AUCHUIIMHE, ITPEACTaBIIeH B Tabuuiel 2.

Tabmmua 12 — CoctaB MaTepuaIbHO-TEXHHUYECKON 0a3bl

Ne HanmeHnoBaHue cocTaBHON 4acTH Howmep aynuropun
/T MaTepuaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH )

1 ®ounp ayauropuii ['YAII nnsa npoBeaeHus 3aHATHI
JIEKLMOHHOI'O U CEMHHAPCKOTO (IPaKTUYECKOT0) TUIIA,
IPYIIOBBIX U UHJIMBUIYAIbHBIX KOHCYJIbTALNI, TEKYILETO
KOHTPOJIA U MPOMEKYTOYHOM aTTECTALINU.
Crienanu3upoBaHHas MeOelb; TEXHHYECKHE CPE/ICTBA O0yUCHHUS,
CITy’Kalllue JUIsl IPEeICTaBICHUs yueOHOH nHDOopMauu O0JIbIION
ayJIUTOPHH; TEPEHOCHON HAOOP JEMOHCTPAIIMOHHOTO 000y, IOBAHHSI

2 | BeruncnurensHas gadopaTopus

Crienmanu3upoBaHHasl MeOesb; TEXHHUECKHE CpeAcTBa 00yUeHus,
CITy’Kalllue JUIsl peicTaBiieHus yuyeOHol naHdopMary O0ombInoi
ayauropun; gaboparopHoe obopyanosanue (II9BM - 12 mr.,
00bEIMHEHHBIX B JIOKATbHYIO BBIYHCIUTENLHYIO CETh C BEIXOJIOM B
BbIuncauTenpHYIO ceTh I YAII u MuaTepHeT)

10. OueHo4HBIE CpeICTBA ISl POBEICHUS TPOMEKYTOUHOUN aTTECTAINH
10.1. CoctaB OIIEHOYHBIX CPEACTBAJISI MPOBEIACHHS MPOMEXKYTOYHOW aTTeCTalluu
00yJaromuXcsl 1Mo JUCIUIUINHE MPUBEACH B Tadymie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEICTB JJIsl MPOBEACHUSI MPOMEKYTOYHON aTTecTalluu

Bu mpomexyTo4HOM aTTecTaluu [TepedeHb OIIEHOYHBIX CPEICTB

3auer Crircox BONpocoB

10.2. B kayecTBe KpUTEpUEB OIECHKH YPOBHA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMIIETEHIIMM O0ydaronuMucs MpUMeHsieTcs S-0ajibHasi HIKana OLUEHKU c(HOpMHUpPOBAHHOCTU
KOMIIETEHIIN, KoTopas nmpuBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCS
100-6annpHast ~ mIKaja ~ MOMYJILHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCTIOJIb30BaHUSI KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOIIMM JIOKAJIbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabauna 14 —Kputepuu o1ieHKH YpoBHSI cOOPMHPOBAHHOCTH KOMIETEHUUN

Or1reHKa KOMITETEHITUHN

XapaxrepucTuka chpopMUPOBAHHBIX KOMITETEHIUI

5-0aiubHas mKana

10




Or11eHKa KOMITETEHITUH

5-0ayubHas mKana

XapakTeprcTrKa chopMUPOBAHHBIX KOMITCTCHITHIA

— oOyuaromuiicss TIyOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepua;

— YBEPEHHO, JIOTUYHO, [10CJIEI0BATEIBLHO U TPAMOTHO €T0 U3JIaraer;

— ONHUpasiCh Ha 3HAHHUS OCHOBHOM W JOMOJHUTEIBHOU IJUTEPATypHI,

«OTJIMIHOY J
GATICHOY TECHO TNPHUBSA3BIBAET YCBOCHHBIC HAYUYHBIC MOJOKEHUS C MPAKTUYECKON
JIeATEeITLHOCTBIO HAIIPABIICHUS;
— yMeno 000CHOBBIBAET U apTYMEHTUPYET BBIIBUTACMbIC UM HJICH;
— JIeJIaeT BBIBOALI U 000OIICHHUS;
— cBOOOJHO BJIaJICCT CHCTEMON CIICIMAIM3HPOBAHHBIX IOHITHH.
— oOyyJaronuics TBEpI0 YCBOMII MPOTPAMMHBIN MaTepuai, TPaMOTHO H
[0 CYUIECTBY H3Jara€T €ro, ONHUPAsChb HAa 3HAHUS OCHOBHOM
JUTEPATyPHI;
«XODOLLIOY — HE JIONYCKAaeT CYyIIECTBEHHBIX HETOUHOCTEM;
P — YBS3BIBAET YCBOCHHBIE 3HAHUS C MPAKTHYECKOW JI€ATEIbHOCTHIO
«3aYTEHO)
HaIlpaBJICHUS,
— apryMEHTUPYET HAYUYHBIE MMOJIOKEHHUS;
— JIeJIaeT BBIBOALI H 000OIIECHHUS;
— BJIQJICET CUCTEMOM CIICIIMATN3UPOBAHHBIX OHSITHH.
— o0yuyaroluiicss yCBOWJI TOJBKO OCHOBHOW IPOrpaMMHBIA MaTepual,
M0 CYIIECTBY H3JIaraeT €ro, ONMpasCh Ha 3HAHHUS TOJHBKO OCHOBHOMU
JUTEPATYPBHI;
— JIOIYCKaeT HeCYIECTBEHHbIEC OIMOKN U HETOUHOCTH;
«yJIOBJIETBOPUTEIIBHO» o
— UCIIBITBIBACT 3aTPYyJHEHUS B MPAKTUUYECKOM IPUMEHEHUU 3HAHUUN
«3aYTEHO)
HaIlpaBJICHUS;
— cJ1abo apryMeHTHPYeT Hay4UHbIE MTOJI0KECHHUS,
— 3aTpyaHseTCs B OPMYITUPOBAHUHU BBIBOJIOB M 0000IIEHUI;
— YaCTHUYHO BJIAJACET CUCTEMOM CIEIMAIM3UPOBAHHBIX HOHSITHH.
— oOyyJaronuiicss He YCBOWJ 3HAYUTEIBHOM 4YacTH MPOrPaMMHOTO
MaTrepuana;
— IOMyCKaeT  CYIIECTBEHHbIE  OIMMMOKA W  HETOYHOCTH  TPHU
«HEYJOBJICTBOPUTEIILHO
PacCMOTPEHHH MPOOJIEM B KOHKPETHOM HAINPaBIICHUH;
«HE 3a4TEHO»

— UCTIBITBIBACT TPYJHOCTH B MPAKTHYECKOM MPUMEHEHUH 3HAHMIA,
— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJIOKEHHUS;
— He GOpMYJIHPYET BBIBOJIOB M 0000IIICHUM.

10.3. TunoBble KOHTPOJIbHBIE 3a/1aHUS WM UHBIE MaTePHAIIBI.
Bomnpocsr (3amaun) nmst sKk3ameHa mpeicTaBiieHbl B Tadimie 15.

Tabnuma 15 — Borpocs! (3agaun) 115 9K3aMeHa

Ne n/m [lepeuens BonpocoB (3aa4) AJsl IK3aMEHa Koz
WHIMKaTOpa
Y4eOHBIM IJIAHOM HE MPEAYCMOTPEHO
Bomnpocs! (3agaun) mis 3adera / nug¢. 3auera npencrapieHs! B Tabnuie 16.
Tabmuna 16 — Bonpocs! (3a1aun) s 3adera / qudd. 3adera
Kon
Ne n/mt Ilepeuens BonpocoB (3aga4) it 3auera / nudd. 3agera JHMKaTOpa
1. @YHKIIMOHAIBHO-CTPYKTYpHasl OpraHU3aIus IIK-1.3.6
MYJIbTUCEPBHUCHOM ceTu Ha TexHosioruu IntServ u DiffServ [IK-2.3.2
2. CepBHCHI 0€30MTACHOCTH U UX peaTn3alus T11IK-2.3.4
3. OrmpezienieHre OCHOBHBIX MPUOPUTETOB HHPOPMAITHOHHOM IK-2.¥.1
0€30MacHOCTH B MYJIbTHCEPBUCHOMN CETH IK-4.3.1
4. Mojienu HapyIuIuTesis B MyJIbTHCEPBHCHON CETH [1K-4.3.2
5. 3HaYNMBIE YIPO3BI B MyJIbTHCEPBHUCHOMN CETH I1K-4.3.3
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O6u1me TpeGoBaHUS TOCTPOCHUS 3AILUIIIEHHON

MYJIbTHCEPBUCHOM CETH

7. O6mme TpeboBaHus K MoAcUcTEME obecrieueH s 0€30MacHOCTH
CETEBOTO B3aMMOICHCTBUS

8. TpeboBaHUs K MOACUCTEME ayTEHTU(DUKALIMY U yIIPaBICHUS
JIOCTYTIOM

9. TpeboBaHus K MOACUCTEME KPUNITOTPpahuIecKOi 3aIUThI
nHpopmanuu

10. TpeboBaHMs K MOJACUCTEME AaHTUBUPYCHOM 3AIIUTHI

11. TpeGoBaHMsI K TOJICUCTEME PE3EPBUPOBAHUS U
BOCCTaHOBJICHUsI HHPOPMALIUU

12. TpeboBaHMs K MOACUCTEME KOHTPOJISI STAJIOHHOTO COCTOSTHHS
nHpopmanuu 1 pabodeit cpessl

13. TpeOGoBaHwMsI K TOJCUCTEME yIIPaBIEHUS 0€30MaCHOCTHIO

14. TpeboBaHus K cpelICTBAM MTOCTPOSHHUS 3aIUIIICHHBIX
BUpTyasibHbIX cerell (VPN)

15. Texundeckue pemenus o 3ammre or HCJl mexcereBoro
B3aMMOJICHCTBUS U IlepeiaBaeMoil HHpOopMauu

16. [TpoTokos hopMUpPOBaHHMS 3aAIIMIICHHOTO TYHHES HA
kaHaibHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol)

17. [TpoTokos hopMUpPOBaHHMS 3AIIUIICHHOTO TYHHES Ha
kaHainbHOM ypoBHe L2F (Layer-2 Forwarding)

18. [TpoTokos hopMUpPOBaHHMS 3AIIUIICHHOTO TYHHES Ha
kaHasbHOM ypoBHe L2TP (Layer-2 Tunneling Protocol)

19. OO6iee onrcanue cTeka MPOTOKOJIOB 3aIIUTHI MEKCETEBOTO
ypoBHs [Psec (Internet Protocol Security).

20. [Tporoxon oomena kiroueBoit nHpopmanueit IKE (Internet Key
Exchange)

21. [Iporokon ayrenTuduuupyromero 3aroioka (Authentication
Header, AH)

22. [TpoTOKON MHKATICYTUPYIOIIEH 3aIIUTHI COAEPKUMOTO
(Encapsulating Security Payload, ESP).

23. Texunueckue pemenus no 3amure or HCJ| koMnbroTepHbIX
pEecypcoB Ha ypoBHE cepBepoB U pabouux cranuuit JIBC

24, TexHUUECKHE pelIeHus 10 pearTu3aiuy MoICHCTEMBI

ayTeHTU(UKAINK U UACHTUDUKAIIH

[IK-4.Y.1
[1K-4.Y.2
[IK-4.¥.3
IT1K-4.B.1
[1IK-6.3.1

ITIK-6.VY.1
[1IK-6.B.1

[lepeuenr TeM [l KypcOBOTO TMPOEKTHUPOBAHUS/BBIIIONHEHUS KYpPCOBOM pabOTHI
MpeICTaBICHBI B Ta0mwmie 17.
Tabnuna 17 — Ilepeyerp TeM Uit KYPCOBOTO MPOSKTUPOBAHMUSI/BBIIIOIHEHUSI KYPCOBOM paOOThI

[TpuMepHBIii IepedeHb TeM Il KypCOBOTO MPOEKTUPOBAHUS/BBITTOIHEHHS

Ne n/mn .
KYpPCOBOM paboThI
Y4eOHBIM IJIAHOM HE MPEAYCMOTPEHO
Bompocel  u1s1  mpoBeneHMsT NPOMEXYTOUHOM aTTECTallMM B BHJE TECTUPOBAHMUS

IpeJICTaBICHBI B Ta0wmIe 18.

Tabmuma 18 — [IpumepHBIi TepeueHb BOIIPOCOB TSI TECTOB

Ne i/t

ITpriMepHBIii TepeueHb BOIPOCOB ISl TECTOB

Kon
HHJMKATOpa

He npenycmorpeno
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[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCLUUIUIMHE OOYYAIOUIMXCS 3a04YHON (HOpPMBI
00y4eHus1, IpeIcTaBIeHbI B Ta0ymie 19.

Tabnuna 19 — IlepedeHb KOHTPOJIBHBIX PadOT

Ne i/m [TepeueHb KOHTPOJIBHBIX PAbOT

He npenycmorpeno

10.4. MeTtoauueckre  Marepuaibl,  ONpEACNSAIolMe  MPOLUEAYpPhl  OLEHUBAHUS
WHIWKATOPOB, XapaKTepU3YIOMUX J3Tanbl (OPMUPOBAHHUS KOMIICTCHIIUN, COJEPKATCA B
JIOKAJIbHBIX HOpMAaTUBHBIX akTax [YAIL, pernamMeHTHpPYIOUIMX MOPAJOK U MPOUEAYPY
MPOBEJICHUS TEKYIIETO KOHTPOJIS yCIIEBAEMOCTH M MPOMEXKYTOYHON aTTEeCTAI[MN O0YyYaroIiXCs
'VAIL

11. Meroaudeckue yKa3aHus Ui O0YJIArOIIUXCS TI0 OCBOSHHUIO JUCIIUILTAHBI

11.1. Meroauueckue ykazaHus s OOYyYarOIIMXCS 10 OCBOCHHIO JIEKIIMOHHOTO
Marepuana.

OcHOBHOE Ha3HA4Y€HUE JIEKIIMOHHOTO MaTepuana — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
rIy0OKoe U SICHOE HW3JIOKeHHe ydeOHoro marepuana. Ha3HaueHue COBpPEMEHHOU JIEKIIMH B
pamMKax TUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(OPMAIUIO 1O TeME, a B OCBOCHUU
byHIaMEHTaNbHBIX MpOOJIeM JUCIHUIUIMHBI, METOJAOB HAYYHOTO T[IO3HAHUSA, HOBEHIINX
JOCTYIKEHUH HAay4YHOW MBICTU. B ydeOHOM Tporiecce JEKIUs BBITOJIHSIECT METOHI0JIOTHICCKYIO,
OpraHU3aIMOHHYI0 U MHGOopMaMoHHYI0 (GyHKUMU. JIeKus pacKkpbpiBaeT MOHATHIHBIN anmapat
KOHKpETHOH oOjacTu 3HaHUs, €€ MpoOJieMbl, JaeT LEJIbHOE MpPEJCTaBICHUE O JIUCLUIUIMHE,
MOKa3bIBAET B3aUMOCBS3b C APYTUMU JUCHUIUTUHAMMU.

[1nanupyemble pe3yJibTaThl P OCBOCHUH O00YUYAIOIMIUMHUCS JICKIIMOHHOTO MaTepuana;

— TIOJy4YeHHUE COBPEMEHHBIX, IIEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HAaHUM, YpPOBEHb
KOTOPBIX ONPEIEISIETCS 1IEIEBOM YCTAHOBKOW K KaX/101 KOHKPETHOU TEME;

— TIOMy4YeHHE OMbITa TBOPUYECKOUN pabOThl COBMECTHO C MPEIOIaBaTeNIeM;

— pa3BuTHEe TpodecCHOHANBHO-IENOBBIX  KAauyecTB, JIOOBU K  TpeaMeTy |
CaMOCTOSITEJIbHOTO TBOPYECKOTO MBIIIJICHUS.

— TIOSIBJIEHHE HEOOXOAMMOT0 HHTEPECa, HEOOXOAMMOTO JIJIsi CAMOCTOSTEIFHON paboTHI;

— TOJy4YeHUE 3HAHUH O COBPEMEHHOM YPOBHE pa3BUTUS HAYKM WU TEXHUKH U O
MIPOTHO3€ WX Pa3BUTHA Ha OJIMKANUIIINE TOJIBI;

— Hay4HThCS METOAMYECKH 0OpabaThiBaTh Marepuan (BBIICIATH TJIABHBIE MBICTU U
MOJIOKEHUSI, TMPUXOJUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh MX B  Pa3JIMYHBIX
bopMyIIMpOBKax);

— TIOJIyY€HHE TOYHOTO MOHUMAHUS BCEX HEOOXOAMMBIX TEPMUHOB U TIOHSITHH.

JlekMOHHBI MaTepuanm MOXET CONPOBOXKIAThCA JEMOHCTpaluuend CclaigoB U
WCIIOJIb30BAaHUEM pPa3[laTOYHOTO0 MaTepuana TMpU TPOBEACHUH KOPOTKHUX JAUCKYCCHH 00
OCOOCHHOCTSIX MPUMEHEHHSI OTACTBHBIX TEMATUK 10 JUCIUTIIHHE.

CrpykTypa npefaocraBieHus JEKIIHOHHOTO0 MaTepuaa:

Pazmen 1. [IloctpoeHuwe mOMUTUKA HWHQPOPMAIIMOHHON OE30MaCHOCTH  IMaKETHOMN
MYJIbTUCEPBUCHOM CETH.

Paznen 2. TpeGoBanus MHGOPMAIMOHHON OE30MACHOCTH MAKETHOM MYIbTUCEPBUCHON
CeTH.

Paznen 3. Oprann3aniMOHHO-TEXHUYECKHUE MEPBI IO PeaTu3allid OCHOBHBIX TPeOOBaHUH U
MOCTPOEHHUIO CHCTEMBI HH(POPMAITMOHHOM 0€30MMaCHOCTH.

11.2. Meroaudeckue yKa3aHds I OOYYarOIIUXCS MO BBITIOJHEHUIO JT1a00PATOPHBIX
pabot
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B xoxe BeimonmHeHUs m1a0OpaTOPHBIX pabOT OO0ydYaIOMMUKUCS JODKEH YIUIyOuTh |
3aKpENUTh 3HAHUA, NMPAKTUYECKUE HABBIKU, OBJIAJETh COBPEMEHHOW METOJMKOW U TEXHUKOU
9KCIIEPUMEHTa B COOTBETCTBHHM C KBaJHU(UKAUOHHON XapaKTEPUCTHUKON 00yyaromerocs.
Brimonnenue m1abopaTopHbIX pabOT COCTOHUT U3 AKCIEPUMEHTATbHO-TIPAKTHYECKON, pacueTHO-
AHAJIMTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPUSITUH.

Beimonunenue mabopaTopHbIX pabOT OOYYAIOIIUMCS SIBJISCTCS HEOTHEMIIEMOW YaCThIO
U3YYCHUS JUCLUIUIMHBL, ONpENeiseMOll Y4YeOHBbIM IUIAaHOM, M OTHOCHUTCS K CPEICTBaM,
00ecreYnBarOIINM PEIICHUE CIICAYIOMNUX OCHOBHBIX 33/1a4 00y4aroIerocs:

— TpuoOpeTeHWe HAaBBIKOB HWCCIEAOBAHUS IMPOIIECCOB, SBICHUH © OOBEKTOB,
M3Yy4aeMbIX B paMKaX JaHHOMW JUCIUIUIMHBI;

— 3aKperuvieHUe, pa3BUTHE U JCTalIM3allUs TEOPETHUUECKUX 3HAHUU, MOJYYCHHBIX Ha
JCKIUSX;

— TOJy4YeHHUE HOBOM MH(OpPMALMH 110 U3yYaeMON JUCIHUILINHE;

— mnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATENIbHOM  paboTel C¢  JabopaTopHBIM
000pyI0BaHUEM U PUOOPAMH.

3ajaHue U TpeOOBaHUS K MPOBEACHHIO JIAOOPATOPHBIX paboT

BapuaHnT 3amaHus 10 Kaxkaoi gabopaTOpHON paboTe OOydYaroUIMiiCs IOJyYaeT B
COOTBETCTBUU C HOMEpPOM B cHHCKe Tpymmbl. [lepen mpoBepeHHeM J1abopaTOpHOUM pPabOTHI
oOyuyaromemMycsi ClieJyeT BHUMATEIbHO O3HAKOMHUTHCS C METOJUYCCKUMH YKa3aHHSIMHU IO ee
BBITIOJTHCHUIO, a TAaKXKE C COJCPKAHUEM COOTBETCTBYIOIIECTO JIEKIIMOHHOTO Kypca, TIpH
HEOOXOJIMMOCTH — M3YYUTh CAaMOCTOSTEIILHO JIOMOJHUTEIBHYIO JINTEPATypy. B cooTBeTCTBHM C
3aJaHUCM O6y‘l310HIHfIC?[ JOOJIDKCH ITIOATOTOBUTH H€O6XOIII/IMI)I€ JaHHBIC, BBIIIOJIHUTHL 3aJaHUC
1a00paTOpHOil paboThI, MONYYUTh TpeOyeMble pe3ysibTaThl, OQOPMUTh U 3ALIUTUTH OTYET IO
nabopaTopHoi paboTe

CrpykTypa u hopma oTueTa 0 1abopaTopHOM padboTe
Otuer o naboparopHoil paboTe MOKEH BKIOYaTh B ce0s: TUTYIBHBIM JIKCT,
(GOpMYJIUPOBKY 3aJlaHUsl, TEOPETUYECKHE IOJIOKEHUS, WCIOIb3yeMble TIPU  BBITOJHCHUN
nabopaTopHOi paboThI, OMHCAHKUE MPOIECCa BBHIMIOIHEHUS JTa00paTOPHOM pabOThI, MOMyUYEeHHBIE
PE3YNIBTATHI U BEIBOJIBI.

TpeboBanust k 0ohopMIEHUIO OTYETA O JJabopaTOopHOU paboTe

[To maGopaTopHbIM paboTaM BBIMIONHSAETCS OTYET. THUTYIBHBIA JUCT OdopmisieTcs B
COOTBETCTBUH C mabioHoM (00pasiiom), npuBeaeHHbIM Ha caiite ['YAII (https://new.guap.ru/) B
pasmene «HopmaruHas  moxkymentanumsi»  (https://guap.ru/standart/doc). TekctoBbie u
rpaguyeckue marepuaibl O0QOPMIISIIOTCS B COOTBETCTBUU ¢ jAciicTBytomuMu ['OCTamu u
TpeOoBaHUsIMU, MpuBeAeHHbBIMU Ha caiite ['YAII B pa3nene «HopmaTtuBHas AOKyMEHTAIIHS»
(https://quap.ru/standart/doc).

MertonuecKkre YKa3aHus 10 TPOX0KISHHIO 1a00paTOPHBIX padoT:

[004.056(075) T 33] Teopus uHbopMaIIMOHHON 0E30MACHOCTH U METOMOJIOTHS 3alUThI
uH(pOpMallMU: METOANYECKHE YKa3aHHUs K BBINOJHEHMIO JabopartopHbix padotr Ne 1 - 4/ C. B.
Bbeszarees, E. M. Jlunckuii, A. JI. ®omun. - CI16.: TOY BIIO "CII6I'YAIT", 2007. - 35 c. Kon-
BO JK3. B On01. - 88.

11.3. Meroaudeckue ykazaHus JUIsi OOYYaIONIMXCS 10 MPOXOXKICHHIO CAMOCTOSITEITHHOM
paboThI

B xoze BBINOTHEHUS CaMOCTOSATENbHONW pabOThI, OOYUYaAIOUIUICS BBIMOIHSAET paboTy MO
3aJJaHUI0 ¥ TIPU METOJUUYECKOM PYKOBOJCTBE IperojaBaTelis, Ho 0e3 ero HernocpeiCTBEHHOIO
y4acTusl.

14


https://guap.ru/standart/doc

Jlnst oOyvaronuxcst Mo 3a04HOM ¢GopMe OOy4eHHs, CaMOCTOSATENbHas paboTa MOXKET
BKJIIOYATh B Ce0s1 KOHTPOJIbHYIO paboTy.

B npouecce BbINONHEHHUsSI CaMOCTOSITENLHONH paboThl, y oOydaromerocs GopMHpYyeTcs
1enecoo0pa3sHoe IIAHUPOBaHUE PabOUEro BpEMEHH, KOTOPOE MTO3BOJISIET UM pa3BUBaTh YMEHUS
U HaBbIKM B YCBOCHMM U CHUCTEMaTH3alMM MPUOOpETaeMbIX 3HAHUM, OOEcleYMBaeT BBICOKHM
YPOBEHb YCHEBAaEMOCTH B TNepuojJ OOydYeHHs, IOMOTaeT IOJYYUTh HABBIKH TTOBBIIICHHS
po¢eCCHOHATIBHOIO YPOBHS.

MetoauueckumMi ~ MaTepuaiaMM, — HANpaBSIIOUIMMH  CaMOCTOSITENIbHYIO  paboTy
00y4aroIUXCASBIAIOTCS:

—  y4eOHO-MEeTOAMYECKUI MaTepuall o AUCLUILINHE.

JUis pa3BUTHUS y CTYAEHTOB HABBIKOB CaMOCTOATENBHOTO OBJAJEHHUS TEOPETHUYECKUM
MaTepHajJoM psA TeM JAUCHUIUIMHBL Ha JICKIIMOHHBIX 3aHATHSAX Jaercs O0030pHO, 4YTO
IpEeronaraeT uX CaMOCTOSATENIbHOE AETAIbHOE H3yUYEHHE.

IlepeueHb TEM JUIsl CAMOCTOSATENbHOIO U3YUYECHHUS:

MynbTHCEpBHCHBIE ceTH Ha TexHonorusax [P-QoS.

— TpebOoBanus NOCTPOEHHUS 3ALIUIIEHHON MTAaKETHON MYJIbTUCEPBUCHOM CETH.

— TpeboBanus K moacucTeMe o0ecTieYeHns: OE30MTaCHOCTH CETEBOTO B3aUMO/ICHCTBHS.

— TpeboBanusi K TMOACHUCTEMaM PE3EPBHPOBAHMUS/BOCCTAHOBICHHUS  MH(POpPMAINH,
KOHTPOJISl 3TAJIOHHOT'O COCTOSIHMSI HH(OpMalMK U pabouell cpesibl, yrpaBiieHUs! 0€30MaCHOCTHIO.
— TpeboBaHus K cpecTBaM NMOCTPOEHUS 3alLUIIEHHBIX BUPTYyasbHbIX cereil (VPN).

— Texuuueckue peuenus 1o 3amute ot HCJl mexceTreBoro B3auMoAeicTBUS U Nepeadn
uHpopmanuu.

— Texuuueckue pemenus no 3amurte or HCJ/I KOMIBIOTEPHBIX PECYpcOB Ha YpOBHE
cepBepoB U paboumx cranmmii JIBC wu peanuzanuu MOACHCTEMBI ayTeHTH(UKAIUU U
UJICHTU(UKAITUH.

11.4. MeTtoauueckre yKa3aHus [UIsl OOYYAarOMIMXCS TIO MPOXOXKICHHIO TEKYIEro
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuii KOHTPOJb YCHEBAEMOCTH NPEIyCMaTpUBAET KOHTPOJIb KAauecTBAa 3HAHUI
00y4Jaronuxcs, OCyIIeCTBISIEMOTO B TEUCHHE CEMECTpa C IeJIbI0 OIICHUBAHUS XOJ1a OCBOCHUS
JMCIUTUINHEL.

Pe3ynbrathel TEKyIIEro KOHTPOJIS YUYUTHIBAIOTCS TPU TMPOBEACHUU MPOMEKYTOUHOU
attectauuu B cooTBeTcTBUM ¢ TpeboBanusmMu CTO ['VAIL CMK 3.76 «Ilonoxxenue o TekyuieM
KOHTPOJIE YCHEBAEMOCTH M IMPOMEKYTOYHOM arTecTald CTYIAEHTOB W acnupanTtoB [YAII,
o0ydaromuxcs Mo o0pa3oBaTeIbHBIM IPOTPAMMaM BBICIIIETO 00pa30BaHUS.

11.5. Meroauueckue yka3zaHus Ui 00YYaroIUXCs MO MPOXOXKAECHUIO MPOMEXYTOUHOMH
aTTEeCTallUU.

IIpomexxyTounass  arrectansi  OOyyarOIIMXCsl ~ NpeayCMaTpuBaeT  OLIEHUBaHHE
MIPOMEXKYTOUHBIX U OKOHYATEIbHBIX PE3YyJIbTAaTOB 00y4YeHMs MO auciuruinHe. OHa BKIIIOYAeT B
ceost:

— 3aueT — 3To (hopMa OLIEHKU 3HAHUI, MMONyUYEHHBIX OOYYaIOUIMMCS B XOJI€ U3yUEHUS
y4eOHOM TUCUUIUIMHBI B LIEJIOM WJIM IPOMEXYTOUYHas (10 OKOHYaHUU CEMECTpa) OIleHKA 3HAHUN
00yyaromuMcs o OTAEIbHBIM pa3fjesiaM AUCHUUIUIMHBI ¢ aTTECTAI[MOHHON OLIEHKOM «3a4TeHO»
WIH «HE 3a4TEHOY.

Cucrema OLEHOK IpU INPOBENECHUU INPOMEKYTOYHOW AaTTECTALMU OCYIIECTBIISIETCS B
cooTBeTcTBUU ¢ TpeboBaHusMu Ilonoxkenuit «O TeKylieM KOHTpOJE YCIEBAEMOCTH U
OpOMEXYyTOUHOW aTrtectauuu cTyAeHToB ['YAII, oOydarommxcss Mo mporpaMmaM BBICIIETO
obpazoBanus» u «O MOIYJbHO-PEUTHHTOBOM CHCTEME OIICHKH KadecTBa y4eOHOW pPalOOThI
cryaentoB B I'YAID». 3auer npoBoauTcs B ycTHOU (popme. 3ayeT oOydaronuxcsi MpOBOIUTCS,
KaK MpaBUJIO, B TEUCHHUE HENIEIH, PEAIECTBYOIIENH Hayally 35K3aMEHAalMOHHOM ceccuH, JTM00 Ha
MOCJIETHEM 3aHATUU B CEMECTpe Mo AucuuIuiiHe (Moxyio). Ecinu co ctoponsl oOydaromierocs
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BO BpeMs 3ayera JOMNYIIEHbl HapylleHWss y4eOHOW  JAMCUMIUIMHBI  (CIHCHIBaHHE,
HECAHKIMOHMUPOBAHHOE HMCIIOIH30BAHUE CPEICTB MOOMILHOUW CBSI3H, ayIHO—TUICHEPOB U JIPYTHX
TEXHUYECKUX YCTPONCTB), HApYLIEHUs MpaBWI BHyTpeHHero pacropsaka I'YAIl, npeanpunsta
HOTBITKA TIOJUIOTA JTOKYMEHTOB, IMpPENoJaBaTeNb BIPaBE yNAIUTh OOydYalollerocs C 3adera ¢
3aHECEHUEM B BEJJOMOCTh OLIEHKU «HE 3auTeHO». [1o pe3ynbraTam 3adera «3auTE€HO» 3aHOCUTCS
IpernoiaBaTesieM B BEJOMOCTh M 3a4eTHYIO KHIDKKY. OTpullaTesbHas OICHKA («HE 3a4TEHO»)
3aHOCHUTCSI TOJBKO B BelOMOCTh. HesiBka oOyuaroierocsi Ha 3adeT OTMEUYaeTcsi B BEIOMOCTHU
CIIOBaMU «HE SIBUJICS», THOO «H/s». JIUPEKTOp WHCTUTYTa Ha OCHOBE BEJOMOCTH BBIICHSCT
OPUYMHY OTCYTCTBUA OOydYalollerocs Ha 3adeTe M MPUHUMAET peUIeHHe O MOpsIKe
MOCJEAYIOLIEH CIauH.
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Jluct BHeceHUs U3MEHEHUH B pabouyto IporpaMMy JTUCIUILINHBI

JlaTta BHECeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
W3MEHEHHUS

ConeprxaHne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOJIA
3aceaHusl
Kadeapol

Iommuce
3aB.

kadempoit

17




