MHUHHUCTEPCTBO HAYKH U BBICILIETO OBPA3OBALMS POCCHUHCKOH
OEJIEPALTUU
(enepanbHoe rocy TapCTBEHHOE ABTOHOMHOE 00pa3’oBaTe/IbHOE YUPEKIEHHE BHICLIETO
oOpa3oBaHus
"CAHKT-IIETEPBYPI CKUM I'OCYJJAPCTBEHHBINI YHUBEPCUTET
ASPOKOCMHYECKOI'O [TPUBOPOCTPOEHUS"

Kagenpa Ne 25

YTBEPXJIAIO
PyxoBoaurens o6pasosarensHoit MPOrpaMMbL

JIOIL,K.T.H., JIOLL.

(20KHOCTS, Y. cTeneHs, 3BanNc)

H.B. Mapkosgkas

HALMATBI, (hanmis)

/

W (moarmics)

«24» wrons 2024 r

PABOYAS ITPOTPAMMA JIUCLIUTTAHDI

«3ammura cereif ot HCCAaHKIIMOHUPOBAHHOT O JO0CTyIma

(HaunmcHoBanue AMCLUILIHHBI)

Ko Hanpasnenns noaroros
e 11.03.02
CIEUHATIBHOCTH

HH(pOKOMMYHHKAUHOHHBIE TEXHONOIHY H CHCTEMBI CBA3H
[I0JITOTOBKY/ CIIEUHATBHOCTH

L Hanmenosanue HalpaBJICHUs

Haumenosanue

Kommynukanmonnsie Texnosornn Muteprera semmeit
HAIPaBJICHHOCTH

Dopma 06ydenns I Oo4Has

I'ox npuema ‘ 2024

|
|
*.

Cankr-IlerepGypr— 2024

JIuct cornacosanus pa6oqe§l OrpaMMbl JUCHHUIUITAHBI

Iporpammy cocrasui (a)

_J0IL,K.T.H.,J01L, 24.06.2024 A.A. OBYHHHHKOB

(momKHOCTS, yu. cTeneHb, 36aHue) \—/(ﬂoﬂﬂliCb, nara) (nHuumans:, Gpamnnus)

IIporpamma o0Gpena Ha 3acenaHnu Kaeaper Ne 25
«24» mons 2024 r, potokon Ne 12/2023-24

3asenyrouiii kadempoit Ne 25
JLT.H.,IIpod. ) 24.06.2024

A.M. Tropnukos

(yu. creneHs, 3pane) / = (noancs, nata) (MHuumanel, Gamuins)

3aMecTUTeNh AMPEKTOpa MHCTHTYTA €TOIMYECKOIT paboTe
JIOIL K. T.H., JIOIL, ~ 24.06.2024 H.B. Mapkosckas

(ROMKHOCTS, Y. CTemneHs, 3BaHME) // (nonnuck, nara) (umuumansl, Gpamunms)



AHHOTaNINA

JucuumimHa «3amura  ceTeil 0T HECAHKIMOHUPOBAHHOIO [JOCTyIa» BXOJUT B
o0Opa3oBaTelbHyI0 TMporpamMmy BhICIIEr0 oOpa3oBaHUS — IporpamMmy OakajaBpuara IO
HanpasiIeHuio noarotoBkyu/ cnenuanbHoctd 11.03.02 «MHDOKOMMYHHKAIMOHHBIE TEXHOJIOTHU
U CHUCTEMbl CBS3M» HampaBieHHOCTH «KoMMyHHKanmoHHble TexHoMoruu MHTepHeTa Beuiein.
Juctummaa peanu3yercs kadenpoid «No25y.

JlucuuniuHa HalejaeHa Ha GOpMUPOBAHKE Y BBITYCKHUKA CJIETYIOIIUX KOMIIETEHIIUH:

IIK-1 «Crnoco0eH K OLleHKE CYHIECTBYIOIIUX U MEPCHEKTHUBHBIX HANPABICHUN Pa3BUTHUS
ceTel CBA3M, CUCTeM MH()OKOMMYHHUKAITUN U cucTeM MHTepHeTa Belei»

[IK-4 «CnocobeH moiy4aTh, aHAJIM3UPOBATh, PACHPEACNATh M 3alUINATh OOJBIIHE
0o0BbeMbl JaHHBIX, MHTEPHPETUPOBATH JaHHBbIC IJIs1 pelleHus 3agad B obmactu HMHTepHera
51811 (S70%

I[IK-6 «CrocobeH opraHu30BBIBaTh pabOTBl 1O BHEAPEHHUIO, JKCIUTyaTalluH,
CONPOBOXACHUIO cucTeM VIHTepHeTa Bemen»

CogepxaHue IUCHUIUIMHBI OXBAaThIBA€T KPYI BOIIPOCOB, CBSI3AHHBIX C H3YUYEHUEM
TEOPETUYECKUX U IMPAKTUYECKUX OCHOB oOecreyeHus: MHPOpPMAIMOHHON O€3011acHOCTH B
MAKeTHBIX MYJIBTUCEPBUCHBIX ceTsX Ha TexHosoruu IP-QoS.

[IperonaBanre MUCHMIUIMHBI TPEIyCMaTPUBAET clieAylomme (OpMbI OpraHH3aIHUN
y4eOHOro IMpoliecca: JIEKIHH, 1a0opaTopHble paboThl, caMOCTOsITeNbHAs pPaboTa CTyIeHTa.

[IporpaMMo#l IUCHUIUIMHBI OPEAYCMOTPEHBI CIEAYIOLIUE BUABI KOHTPOJISA: TEKYIIMH
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAs aTTecTaus B opMe 3a4era.

OO0mast TpyA0eMKOCTh OCBOSHUS AMCIMILIMHBI COCTaBIsET 3 3adeTHhIX eawHmibl, 108
YacoB.

SA3bIK 00yUYeHHUS 110 AUCIHHUIUINHE «PYCCKUU »



1. IlepeueHb mIaHUPYEMBIX PE3yJIHTATOB O0YUYEHUS MO AUCLUILTHHE
1.1. Tlenu npenogaBaHusi JUCIUTUTUHBI
[enpto kypca "3ammra ceTeid OT HECAHKIMOHUPOBAHHOTO JOCTyna" SIBISETCS H3y4YEHHUE
TEOPETUYECKNX U TIPAKTUYECKUX OCHOB oOOecredeHus WHQPOPMAIIMOHHOW O0e30MacHOCTH B
MaKETHBIX MYJIbTUCEPBUCHBIX CETsIX Ha TexHosoruu IP-QoS.

1.2. JlucuumimHa  BXOOUT B  COCTaB  dYacTd, (OPMUPYEMOH  ydaCTHHUKAMU
00pa3oBaTeNbHbIX OTHOIICHUH, 00pa30BaTEeIbHOI MpOrpaMMbl BhICIIEr0 0O0pazoBaHus (ianee —
OIl BO).

1.3. TlepeueHb IaHUPYEMBIX PE3YJIHTATOB O0YyUEHUS MO AUCLUHUILIMHE, COOTHECEHHBIX C
IUTaHUpYEMbIMU pe3yibTatamu ocBoeHust OIT BO.

B pesynbrare u3ydeHus AMCHMILTUHBI OOydYaroIIUiCcs JOKEH 001aiaTh ClEAYIOMUMU
KOMIIETCHIIMSIMY WM WX 9acTaMu. KOMIETeHIINY U WHAUKATOPHI MX JOCTHXKEHUS TPUBEICHBI B

Tabymue 1.

Tabmuua 1 — [lepeyeHp KOMIETEHIIMA U HHANKATOPOB MX JOCTHKCHHS

Kareropus (rpynma) | Kog u HaumenoBanue | Koa m HauMeHOBaHME HHIUKATOPA TOCTUKEHUS
KOMIICTCHITUU KOMITCTCHITUU KOMITETCHIIN T
I1K-1.3.6 3HaTh METOIBI aHAIHM3a U 000OIICHHS
OTEUECTBEHHOT'0 U MEKyHApPOJHOTO OIbITA B
00J1aCTH CETEH CBSI3H, CHCTEM
[TK-1 Cnocoben k uH($OKOMMYHUKaLU U cucteM MHTepHeTa
OLICHKE Beliei
CYIIECTBYIOIINX U [TIK-1.B.1 BnageTh HaBBIKaMH pa3pabOTKU CXEMBI
MEePCIEKTUBHBIX OpraHU3aIMH CBS3M U MHTETPAIlUU HOBBIX
[IpodeccuonanbHble | HaMpaBICHUN CETEBBIX DJICMECHTOB
KOMIICTCHIINH pa3BUTHS ceTer [1K-1.B.2 BnajeTh HaBBIKAMHU pabOTHI HA
CBSI3H1, CHCTEM KOMMYTallHOHHOM 000pYAOBaHUU IO
MH(OKOMMYHHUKAIIUNA | 0OECIIEUeHUI0 peau3alnu yCiyr,
u cucteM VlHTepHeTa | pa3BepTHIBAaHUIO OOOPYIOBAHUS CEPBUCHBIX
BellEH maT@opm, 060py10BaHMsI HOBBIX TEXHOJIOTHM Ha
CETH, BBIMOJHEHHUIO MJIAHOB IO PACIIUPEHUIO
CYIIECTBYIOIIETO O00PYIOBAHUS CETEBBIX
1aTOpPM U HOBBIX TEXHOJOTUH
ITK-4 Crioco6en
MOJIy4aTh,
aHaJM3UPOBATh,
pacipenensaTs u I1K-4.3.1 3HaTh COBpEeMEHHbIE TPEOOBAaHUS 110
MpodeceHoRabHbE 3aIUIIATh OOJIBIINE | TPOU3BOAUTEIBHOCTH, TOCTYITHOCTH,
KOMITETEHIIHH 00BEMBI TaHHBIX, 6e30naCHochI/1, MacCIITabUpyeMOCTH, HHTETPALIUN
WHTEPIPETHUPOBATH TEXHOJIOTHH, YIIPaBISIEMOCTH CUCTEM CBSI3H
JAHHBIE I (TeneKOMMYHHUKAITHIA)
perieHus 3a1a4 B
obnactu UnTepHera
BEIIeH
ITK-6 Cniocoben
OPTraHU30BBIBATH [T1K-6.3.1 3HaTh OOIIIME MPUHITAITHI
paboThI 0 (YHKIIMOHMPOBAHMS aMMaPAaTHBIX, TPOrPAMMHBIX
[Ipodeccuonanbabie | BHEAPECHHUIO, Y TIPOTpaMMHO-aNTapaTHBIX CPECTB
KOMITCTCHITUU JKCIUTyaTaluH, MOJ/IEPKUBAEMON TPOTrPaMMHO-
COTIPOBOXICHHIO KOH(pUTYpUpyeMOi WH(HOKOMMYHUKAITHOHHOU
cucreM UHTepHera ceTn
BEIIeH




2. Mecro nucuurumHbl B cTpykType OI1
JluctumiimHa MOXKeT 0a3upoBaTHCS HAa 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIOITUMUCS
[PU U3YUYCHHUH CIeTYIOUINX AUCIUILIINH:
— «IIpou3BoICTBEHHAS IPAKTUKA
3HaHMs, TOJNyYEHHBbIE NPU H3YYCHUUM MaTepuana JaHHOW AMCUUIUIMHBIL, MUMEIOT Kak
CaMOCTOATCIIBHOC 3HAYCHUE, TAK U MOT'YT UCIIOJIb30BATHCA ITPU U3YUYCHUHN APYTUX JUCHHUILIINH:
— «lIIpousBoacTBEHHAs PEAAUIIIOMHAS TPAKTUKAY

3. OO0BEM U TPYJOEMKOCTh JUCIUILTAHBI
JlanHbie 00 00mEM O0beMe JMCIUILIMHBI, TPYJAOSMKOCTH OTACIBHBIX BHJIOB Y4eOHOM
paboThI 1O TUCIUILIMHE (M pacipeieCHUe 3TOH TPYJ0EMKOCTH IO CEMECTpam) IPeACTaBICHbI B
Tadymue 2.

Tabmuna 2 — O6beM U TPYAOEMKOCTh UCIUILTUHBI

TpyaoemkocTs o
Bun yueGHOM paboThI Bcero cemecTpam
Ne8
1 2 3

Oowan mpyooemKocmeo OUCUUNTIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npaKmu4ecKoil n0020moeKu 20 20
AyoumopHnuie 3anamus, BCETO vac. 30 30
B TOM YHCIIE:

nexmu (JI), (gac) 10 10

npaktuyeckue/cemunapckue 3aastus  (113),

(gac)

naboparopusie padbots (JIP), (dac) 20 20

KypcoBoil npoekT (padota) (KII, KP), (4ac)

9K3aMeH, (Jac)
Camocmoamenvnas paboma, Bcero (dac) 78 78
Buo npomesxcymounoit ammecmayuu: 3auer,
mudd. 3auger, sx3amen (3auer, Hudd. 3au, | 3auer 3auer
OK3.*%*)

*k
HpI/IMe‘IaHI/IeZ KaHAUJATCKHUU 3K3aMCH

4. CoaepskaHue TUCHUTUTHHBI
4.1. Pacnpezenenue Tpy10€MKOCTH TUCIUTUIAHEI 10 pa3ieiaM 1 BUAAM 3aHATHIA.
Pa3nensbl, TeMbl AUCHUIIIIMHBI U UX TPYAOEMKOCTh MPUBEEHBI B TabmuIe 3.

Tabauna 3 — Pa3ensl, TeMbl AUCUUILINHBL, X TPYAOEMKOCTh

Pa3}_'[e.]'IBI, TEMBI JUCITUITIIMHBI .HGKLII/II/I 113 (C3) Jp KI1 CPC
(qac) (qac) (qac) (qac) (qac)
Cemectp 8

Paznen 1. [locTpoeHue monuTHKA 2 4 20
UH(POPMALIMOHHOM 6€30MacCHOCTH MaKEeTHON
MYJIbTUCEPBUCHOM CETH
Paznen 2. TpeboBanust nHpOpMAIMOHHOMN 3 12 20
0€30MacHOCTH MAKETHON MYJIbTHCEPBUCHOM ceTn
Texymuii KOHTPOJIb 1 10
Paznen 3. Opranu3annoHHO-TeXHUYECKHE Mephl o] 4 4 28
peas3ai OCHOBHBIX TPEOOBAHUH 1 TIOCTPOCHUIO
cUCTeMbl HHPOPMALIMOHHON O€3011aCHOCTH




Hrtoro B cemecTpe: 10 20 78

Hroro 10 0 20 0 78

[IpakTuyeckas MOArOTOBKA 3aKIIOYAETCS B  HEMOCPEJICTBEHHOM  BBINOJIHEHUH
0o0y4JalolUMHUCS  OINpEeNeJeHHBIX  TPYIAOBBIX  (YHKUMH,  CBSI3aHHBIX ¢  Oy;ymieit
npodeCCHOHATIBHOMN 1S TETbHOCTBIO.

4.2. CopnepskaHue pa3/ieioB U TEM JICKIIMOHHBIX 3aHSATHIA.
Copep:xanue pa3esioB U TeM JICKIIMOHHBIX 3aHITHIA MIPUBEICHO B Ta0HIIE 4.

Tabmuua 4 — Copeprkanue pa3fesioB U TEM JICKIMOHHOTO IIHMKJIA

HOMep pasaciia Hazsanwne u COACPpIKAHUE PA3a€IOB U TEM JICKIIMOHHBIX 3aHATHI

1 Tema 1.1. MynpTrcepBucHsle cetn Ha TexHosorusax IP-QoS u ux
OCHOBHBIC (DYHKIIMOHAIIBHBIE 31eMeHThl. OnpeieieHre 0OCHOBHBIX
IPUOPUTETOB UH(POPMALTMOHHON OE30IIaCHOCTH.

Tema 1.2. Monenu HapyIIUTENs U yrpo3.

2 Tema 2.1. OOmwme TpeOOBaHUA TIOCTPOCHUS 3aIIMIICHHON
MAKETHOM MynbTUCEpBUCHOU ceTu. TpeboBaHUS K IOJCUCTEME
o0ecrieyeHHs 6€30MaCHOCTH CETEBOI0 B3aUMOICHCTBUS.

Tema 2.2. TpeOoBanus K TOACHCTEME AayTEHTH()HKAIUUA H
yIPaBJIEHUS TOCTYIIOM.

Tema 2.3. TpeOGoBanus K TMOACHCTEMaM KPUOTOTrpapUIECKOM
3alUThl HH(OPMALMK U AaHTUBUPYCHOM 3alllUTHI.

Tema 2.4, TpeboBanus K MOJCUCTEMaM
PE3epBUPOBAHUS/BOCCTAHOBICHNU ~ MH(DOpPMaLUK,  KOHTPOJISA
STAJIOHHOTO COCTOSIHUA HMHpopManuu U paldoued  cpensbl,
ynpaBieHus: 0€30MacHOCTHIO.

Tema 2.5. TpeGoBaHus K CpeACTBAM MOCTPOEHHUS 3aIIUIIEHHBIX
BUpTyaibHbIX cereit (VPN).

[TpoTokon  ¢opMHpOBaHMS  3AIIMIIEHHOTO  TYHHENIs  Ha
kaHaimbHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol).
[Tpotokon  ¢opMHpOBaHMS  3AIIMIIEHHOTO  TYHHENs  Ha
kaHambHOM ypoBHe L2F (Layer-2 Forwarding). IIporokomn
(dbopMHpOBaHHUS 3aLUIIEHHOIO TYHHENs Ha KaHaJIbHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol). OOmiee omucanue creka
IPOTOKOJIOB 3aluThl MexcereBoro ypoBHs I[Psec (Internet
Protocol Security)..ITpotokon oOMeHa Kito4ueBOi HHbOpMaIHen
IKE (Internet Key Exchange). IIpoTokon ayTeHTHHHINPYIOIIETO
3aromoBka  (Authentication  Header, = AH).  IIpotokon
MHKanCcyupytome 3amutel  copepxkumoro  (Encapsulating
Security Payload, ESP).

3 Tema 3.1. Texnuueckme pemenus no 3amure ot HC/]
MEKCETeBOr0 B3aUMOJICHCTBUSA U Mepeiaud HHPOPMALIUH.

Tema 3.2. Texuuueckue pemeHus mno 3ammre ot HC]
KOMITBIOTEPHBIX PECYpCOB Ha YpOBHE CEpPBEPOB M paboumx
cranuuii JIBC u peanuzanuu mojacucTeMbl ayTeHTU(DUKAIMH U
HIEeHTU(DHUKAITIN

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYJOEMKOCTb IPUBEJICHBI B TAOIUIIE 5.




Ta6mmma 5 — [IpakTHdecKue 3aHsITHS U UX TPYJI0EMKOCTh

W3 Hux Ne
No | Tembl npaktrueckux | ®opMbl IpakTUYECKUX | TpPymO0eMKOCTb, |IPaKTUYECKOM |pasjieiia
/o 3aHATHI 3aHATHAI (dac) IIOJTOTOBKH, | TUCLIMII
(gac) JIUHBI
Y4eOHBIM MJIaHOM HE MPEAyCMOTPEHO
| |
Bcero
4.4. JlabopatopHble 3aHATUS
Tembl 1aG0paTOPHBIX 3aHATUHN U UX TPYAOEMKOCTh NIPUBEJCHBI B Tabmulle 6.
Tabmuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJIOEMKOCTb
N3 Hux Ne
Ne HaumenoBanue nabopatopHbix paboT Tpyn0eMKOCTS, | MPAKTHHUECKOH | pasiena
/o (gac) MOATOTOBKH, | JMCIIHI
(gac) JIMHBI
Cemectp 8
1 | M3y4yeHue mpoTOKOJIOB ayTEHTH(PHUKAINN 2 2 1
2 | V3yueHne METOIOB YIIPABIEHHSI JOCTYIIOM 2 2 1
3 | HacTpolika JIOKaJIbHBIX MTOJTUTHK 2 2 2
6e3onacaoctu APM
4 | Hactpoiika rpynmnoBbIX MOJIUTUK 2 2 2
6e3onacaoctu APM
5 | HacTpoiika moauTuku 0€301MacHOCTH cepBepa 2 2 2
peNsIMoHHOM 0a3bl naHHeIX MySQL
6 | AxMuHHCTpHpOBaHUE 0€30IaCHOCTH CepBepa 2 2 2
pensimoHHoM 0a3sl naHHBIX MySQL
7 | Hactpoiiku M30I1MpOBaHHOM TPOrpaMMHOM 4 4 3
cpenbl B onepanioHHo cucteme Windows
8 | IIpoTrokon ¢popMHpOBaHUs 3AIIUIIEHHOTO 4 4 2
TYHHEJs Ha KaHaibHOM ypoBHe L2F (Layer-2
Forwarding)
Bcero 20 20

4.5. KypcoBoe npoeKkTupoBaHue/ BBIIOJIHEHUE KYPCOBOU PabOTHI

VY4eOHBIM MJIaHOM HE MPEIYCMOTPEHO

4.6. CamocrosTenpHas padoTa 00yJaroIIXCs
Bunasl camoctosTensHON paboOThI M €€ TPYI0EMKOCTh MPUBEIEHBI B Ta0uLE 7.

Tabnuna 7 — Buabl caMmocTosTenbHON pabOThI M €€ TPYA0EMKOCTh

. Bcero, | Cemectp 8,
Buna camocrositensHOM paboThI
qac qac
1 2 3

N3y4yeHne TeopeTHIECKOro MaTepurania

58 58
quciuminiel (TO)
[TonroroBka K TeKyIieMy KOHTPOJIIO

10 10
ycneBaemoctu (TKVY)
IToaroroBka K MpoOMeXyTOYHOMU

10 10
arrectaruu (I1A)




Bcero:‘ 78 ‘ 78 ‘

5. IlepedyeHn yueOHO-METOUYECKOTO 00ECTICUCHUS
JUISL CAMOCTOSITENIHON PabOThI 00yUaIOMIMXCS [0 TUCIMILIHHE (MO/IYIIIO)
Y4eOHO-METOIUYEeCKUE MaTepHalbl Ui CaMOCTOSITEIIbHONH Pa0OThl OOYYAIONIMXCS yKa3aHbl B
. 7-11.

6. IlepeueHb MEYaTHBIX M ANEKTPOHHBIX YUEOHBIX W3aHUN
[lepedyeHpb neyaTHBIX U 3JIEKTPOHHBIX YUEOHBIX M3/1aHUI NpHUBeIeH B Tabaule 8.
Tabnuua 8— [lepeyeHb Ne4yaTHBIX U JIEKTPOHHBIX YUEOHBIX U3AaHUI

Komuectso
HTudp/ AK3EMILTSIPOB B
URL bubnuorpadudeckas ccpuika OUOIOTEKE
azapec (KpoMe 371eKTPOHHBIX
IK3EMILISIPOB)

https://lib.quap.ru/jirbis2/components/com _irbis/pdf view/?869996
OcHOBBI yIIpaBieHUsT THOOPMAIIMOHHOM 0€30IaCHOCTBIO | yueOHOE

moco6ue / H. H. Momaxk ; pex. B. B. OBunanukos ; C.-Iletep6. roc.
YH-T @3POKOCM. IPUOOPOCTPOCHUS. - DIEKTPOH. TEKCTOBEIE JIaH. -
Cankr-IletepOypr : U3n-Bo ['YAIL 2022. - 141 c.

https://lib.guap.ru/jirbis2/components/com_irbis/pdf view/?164521
BezonacHocTs MH)OPMAIIMOHHBIX CUCTEM : [ DIIEKTPOHHBIN pecypc]
: yae6HOe ocobune / H. H. Momak ; C.-Iletep6. roc. yH-T
a3pOKOCM. IPUOOPOCTPOCHUS. - DIIEKTPOH. TEKCTOBEIE JaH. -
Cankrt-IletepOypr : M3n-Bo I'VAIL 2019. - 169 c.

https://lib.guap.ru/jirbis2/components/com_irbis/pdf view/?268708
Opranuzanus 0€301acHOTO T0CTyNa K HH()pOPMallnOHHBIM
pecypcam : [ DieKTpoHHbI pecypc] : yueoHoe nocodue / H. H.
Momaxk, T. M. Tatapuukoga ; C.-IleTep0. roc. yH-T a3pOKOCM.
npuOOPOCTpOEHHS. - DICKTPOH. TeKcToBbIE AaH. - CII6. : U3a-Bo
I'VAIL 2014. - 121 c.

https://lib.guap.ru/jirbis2/components/com_irbis/pdf view/?850495
3amurieHabie HPOTETCKOMMYHHUKAINH. AHAIIN3 U CHHTES : [
OnextpoHHbIi pecypce] : MmoHorpadus / H. H. Momak ; C.-Iletep6.
rocC. YH-T a3POKOCM. TPUOOPOCTPOCHUS. - DJICKTPOH. TEKCTOBBIS
nad. - CIIO. : 3a-so I'YAIIL 2014. - 197 c.

http://znanium.com/catalog.php?bookinfo=402686

KOMHJ’IGKCH&H 3alura I/IH(bOpMaI_[I/II/I B KOpHOpaTI/IBHBIX CUCTCMaAX:
YuyebHoe nmocooue / B.®. llansrusn. - M.: U] ®OPYM: HUIL]
NH®PA-M, 2013. - 592 c.

https://e.lanbook.com/book/4925#book_name
[Tymxkapés, B.B. 3amura nHpopMannoHHBIX IPOLECCOB B

KOMITBIOTEPHBIX CUCTeMaX. [ DeKTpoHHbIH pecypc] / B.B.
[Tymxapés, B.I1. [Iymkapés. — Dnektpos. gan. — M.: TYCVYP,
2012. — 131 c.

7. TlepedyeHb HIEKTPOHHBIX 00pPa30BaATEIBHBIX PECYPCOB
UH(HOPMAIMOHHO-TEIIEKOMMYHHUKAITUOHHOM ceTn « IHTepHeT»
[Tepeuenn AIIEKTPOHHBIX o0pa3oBaTenbHbIX pecypcoB nH(pOpPMaIMOHHO-
TEJIEeKOMMYHUKAIIMOHHONW ceTu «WHTepHeT», HEOOXOAMMBIX JJIi OCBOSHHUS TUCIUILIAHBI
npuBeJieH B Tabmuie 9.



https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?869996
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?164521
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?268708
https://lib.guap.ru/jirbis2/components/com_irbis/pdf_view/?850495
http://znanium.com/catalog.php?bookinfo=402686

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATENBHBIX PECypcoB HH(OpPMAIMOHHO-
TEJIEKOMMYHUKAMOHHOU ceTtu «HTEepHEeT»

URL agpec HaumeHnoBanue
https://e.lanbook.com/ DJIeKTpOHHAs: OMOJIMOTEYHASI CHCTEMA
https://znanium.com/ DneKkTpoHHAass OMOIMOTEYHAsI CHCTEMA
https://lib.guap.ru/jirbis2/ | bubmuorexa I'VAII

8. IlepeueHp MHPOPMALIMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mporpaMMHOr0 o0OeCHeueHUs, HCIOIb3yEeMOTO TMpPH OCYLIECTBICHUU
00pa30BaTeNILHOrO MpoLecca MO AUCLUIIINHE.
[lepedeHp UCONB3yEeMOTro MPOrPaMMHOT0 obecnieueHus npeacrasieH B Tabuuie 10.

Tabmuna 10— [lepeuens nporpaMMHOro obecreyeHus

Ne n/nn HaunmenoBanue
1 Menemxep maposeit KeePass
2 OC Windows Bepcuu He panee XP
8.2. [lepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX npu

OCYIIIECTBICHUH 00Pa30BaTEIBLHOTO MPOIECCa MO AUCIUTUINHE
[lepeuens WCTHONB3yeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM IIPEICTaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyenr HHPOPMALMOHHO-CIIPABOYHBIX CUCTEM

Ne i/ HaunmeHnoBaHue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKas 6a3a
CoctaB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBICHUS
00pa3oBaTeNbHOTO Mpoliecca Mo AUCHUILINHE, IpecTaBieH B Tabiauuel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHHUYECKON 0a3bl

Ne HanmeHnoBaHue cocTaBHON 4acTH Howmep aynuropun
n/m MaTepUaIbHO-TEXHUUECKOH 0a3bl (Tipu HEOOXOMMOCTH)

1 | ®oun ayauropuit I'YAII a1 npoBeieHus 3aHSATUI
JIEKIIMOHHOT'O U CEMMHAPCKOTO (MIPaKTUYECKOTr0) TUIIA,
IPYIIIOBBIX U UHIUBUAYaIbHBIX KOHCYJIBTALUMI, TEKYILErO
KOHTPOJISI ¥ IPOMEKYTOYHOU aTTECTALIUH.
Creruanu3upoBaHHast MeOeib; TEXHUYECKHUE CPEICTBA 00YUeHNS,
CITy KaIue JJIs IpeCTaBIeHIS yueOHoU nH(OopMAaIiy 00JIBIITOHN
ayJINTOPHH; NEPEHOCHON HA0OP JIEMOHCTPAIIMOHHOTO 000PYI0BaHUSI

2 | BeruucnutenpHas 1abopaTopus

Crienmanu3upoBaHHas MeOelb; TEXHIHUECKHE CpeACcTBa 00ydeHus,
CITy KaIue IS IpeCTaBIeHIS yueOHOoU nH(OopMaIiy 000N
ayauropun; gaboparopHoe obopyaosanue (II9BM - 12 mr.,
00bEIMHEHHBIX B JIOKAJIBHYIO BBIYUCIUTEILHYIO CETh C BEIXOJOM B
BerancauTenbHyto ceth I'YAII u MaTepHeT)

10. Onenounsle cpeacTBa AJIs MPOBEIEHUS IPOMEXYTOUHOM aTTeCTaIllH
10.1. CocTaB OIICHOYHBIX CPEICTB/IJIS TPOBEACHUS TPOMEKYTOUYHOW aTTECTAIluU
o0ydaromuxcs Mo AUCUUIUINHE MPUBEACH B Tadnuie 13.




Ta6mmma 13 — CocTaB OIEHOYHBIX CPEJICTB 711 TPOBEICHUS MPOMEXYTOYHOM aTTeCTaIllu

Bu npoMexxyTOUHOM aTTecTaluu [lepeueHb OLICHOYHBIX CPE/ICTB

3auer Crincox BOIpocoB

10.2. B kauecTBe KpUTEpHUEB OIICHKH YPOBHSI CHOPMHUPOBAHHOCTH (OCBOCHHS)
KOMIIETCHIIMA OOYyJaIONMMUCS MPUMEHSIETCS S-0a/uThbHas MIKaia OIEHKH cHOpMHUPOBAHHOCTU
KOMIIETEHIINI, KOTopas npuBeaeHa B Tabnuie 14. B TeueHune cemectpa MOXKET MCIOIB30BATHCS
100-0annpHast ~ mKajma ~ MOXIYJBHO-PEUTMHTOBOW  CHUCTEMbl ~ YHUBEPCUTETa,  IpaBHia
UCIIOJIb30BaHUsI KOTOPOM, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKaJIbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Tabmuna 14 —Kputepuu ouieHKH YpoBHS chOPMHUPOBAHHOCTH KOMIETEHLIUN

Or1eHKa KOMITETEHITUI

XapakreprucTika chOpMUPOBAHHBIX KOMIIETEHIIMIA
5-0ayutpHad mIKaa PAKTEp (bopmp

— oOyyvaromuiicss TJIyOOKO W BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepHa;

— YBEpPEHHO, JIOTHYHO, ITOCIICIOBATEIHLHO U TPAMOTHO €T0 M3JIaracr;

— ONMMpasiCh Ha 3HAHWS OCHOBHOW W JOTOJHHUTEIHHOW JIMTEPATYPHI,
TECHO MPHBS3BIBACT YCBOCHHBIC HAYYHBIC MOJIOKCHHS C IPAKTUICCKOM
JICSITCIIbHOCThIO HAIPABJICHMS,

— yMeJ0 000CHOBBIBAET U apTYMEHTHUPYET BBIIBUTACMbBIC UM HJICH;

— JIeJIaeT BBIBOJIBI U 0000IIEHMS;

— CBOOOJIHO BJIAJIEET CHCTEMOM CIIENMAIN3UPOBAHHBIX HOHITHIA.

«OTIIMYHO»
<Ga4YTCHO»

— 00y4JaroIuiicsi TBEPIO YCBOMII POTPAMMHBINM MaTepuall, IpaMOTHO U
[0 CyIIeCTBY H3JIaracT €ro, ONUpasCh Ha 3HAHUS OCHOBHOU
JTUTEPATYPHI,

— HE JIONYCKAEeT CYIIECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBAa€T YCBOCHHBIE 3HAHUS C MPAKTHYECKOH JeSTENbHOCTHIO
HaTPABIICHUS;

— apryMEHTUPYET Hay4IHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOALI H 000OIIEHHS;

— BIIaJICET CUCTEMOM CIICIIUATU3UPOBAHHBIX OHSATHMH.

«XOpOoLIO»
(GauTCHO»

— o0yyarouuiicss yCBOMWJI TOJBKO OCHOBHOW IpPOrpaMMHBIA MaTepual,
[0 CYIIECTBY H3JIaraeT €ro, ONHpasCh Ha 3HAHUSA TOJBKO OCHOBHOM
JIUTEPATYPBHI;

— JIONyCKaeT HECYIIECTBEHHbBIE OIINOKU U HETOYHOCTH;

— UCIIBITBIBAECT 3aTPYAHEHUS B IPAKTUYECKOM IPUMEHEHUU 3HAHWUU
HallpaBJICHUS;

— cn1abo apryMEeHTUPYET HayuyHbIe TTOJI0KEHUS;

— 3aTpyJHsAeTCA B (OPMYIMPOBAHNU BBIBOIOB M 000OIIEHUH;

— 9aCTMYHO BIAJCET CUCTEMON CIIENMAIN3UPOBAHHBIX OHITHI.

«YHAOBJICTBOPUTCIIEHO»
(GavTCHO»

— o0OyJaromuicss HE YCBOWJI 3HAYUTEILHOM YacTH MPOrPaMMHOTO
MaTepuana;

— IOMyCKaeT  CYIIECTBEHHbIE  OIMMMUOKA W  HETOYHOCTH  TPHU
paccMOTpEeHHH MPOOJIEM B KOHKPETHOM HaIPaBJICHUH;

— UCTIBITHIBACT TPYJHOCTH B PAKTHYECKOM IMPUMEHCHUH 3HAHHIA,

— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJOKEHHUS;

— He (hOPMYJUPYET BBIBOJOB M 000OIICHHUH.

«HCYHOOBJICTBOPUTCIILHO»
«HE 3a4YTCHO»

10.3. TunoBble KOHTPOJILHBIE 3a/1aHUS WM UHBIE MaTePHAIIBI.
Bomnpocsr (3amaun) nmst sKk3ameHa mpeIcTaBieHbl B Tadumie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Kon

Ne /i [Tepeuens BompocoB (3a1a4) AJsl IK3aMeHa
WHJIKaTOpa
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‘ Y4eOHBIM IIIAHOM HE MPEAYCMOTPEHO ‘

Bompocsr (3amaun) s 3aueta / qudd. 3aueta npepcraBieHsl B Tabmuie 16.
Tabauna 16 — Bonpocs! (3agaun) ams 3adera / audd. 3ayera

Kon
Ne i/t [Tepedyens BonpocoB (3amav) mist 3adeta / nudd. 3auera HHIKATOPA
1. @YHKIMOHAIBHO-CTPYKTYpHasl OpraHu3aus [IK-1.3.6
MYJIbTUCEPBUCHOM ceT Ha TexHosioruu IntServ u DiffServ [1K-1.B.1
2. CepBHCHI 0€30MTACHOCTH U UX pean3alus IIK-1.B.2
3. OmnpeeneHre OCHOBHBIX IPUOPUTETOB HH(POPMALHOHHOM I1K-4.3.1
0€30MaCHOCTH B MYJIbTUCEPBUCHON CETH [1IK-6.3.1
4. Mogenu HapyImuTels B MyJbTUCEPBUCHOM CETH
5. 3HauuMBbI€ YTPO3bl B MYJbTUCEPBUCHOMN CETH
6. OO6mmue TpeGoBaHMsI TOCTPOCHHUS 3AIUIIIEHHON
MYJIbTUCEPBUCHON CETH
7. O6mme TpeboBaHus K moAcucTeMe obecrieueH st 0€30macHOCTH
CETEeBOr0 B3aUMO/ICHCTBUS
8. TpeboBaHMs K MOACUCTEME Ay TCHTU(DUKALMY U yTIPABICHUS
JIOCTYTIOM
9. TpeboBaHus K MOACUCTEME KPUNTOTPa)UIECKO 3aIIUTHI
nHpopmanuu
10. TpeboBaHMs K MOJICUCTEME AaHTUBUPYCHOH 3aIIUTHI
11. TpeboBaHMs K MOCUCTEME PE3EPBUPOBAHUS U
BOCCTAHOBJICHHsI HHpOpMALIUK
12. TpeboBaHMs K MMOACUCTEME KOHTPOJISI STAIOHHOTO COCTOSTHUS
nHpopmaluu 1 pabodeit cpepl
13. TpeGoBaHMsI K TOJCHCTEME YITpaBJIEHUsI 0€30MTaCHOCTHIO
14. TpeboBaHMs K cpelICTBAM MOCTPOSHUS 3alIUIIEHHBIX
BUpTyanbHbIX ceteil (VPN)
15. Texuuueckue pemenus no 3amute or HC/I mexcereBoro
B3aMMOJICHCTBYS U NepeiaBaeMOoil MHpOopMaIiK
16. [TpoTokos hopMUpOBaHUS 3AIMIIEHHOTO TYHHENS Ha
kananpHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol)
17. [TpoToxos hopMUPOBAaHUS 3AIUIIIEHHOTO TYHHENS Ha
kaHaimbHOM ypoBHe L2F (Layer-2 Forwarding)
18. [TpoToxon popMUpOBaHUS 3AIUIIIEHHOTO TYHHENS Ha
kaHanbHOM ypoBHe L2TP (Layer-2 Tunneling Protocol)
19. OO6iee onucanne cTeka MPOTOKOJIOB 3aIIUTHI MEKCETEBOTO
yposHst IPsec (Internet Protocol Security).
20. [Tporokon oomeHa kiroueBoit mHpopMmaruelt IKE (Internet Key
Exchange)
21. [TpoToxon ayrenTuUIUpPYIOLIETO 3aroioBka (Authentication
Header, AH)
22. [TpoTOKON MHKATICYTUPYIOIIECH 3aIIUTHI COAEPKUMOTO
(Encapsulating Security Payload, ESP).
23. Texunueckue pemienus no 3amure or HCJ] koMnbroTepHbIX
pPECYPCOB Ha YPOBHE cepBepoB U padouunx cranuuit JIBC
24. TexHUuecKue pemeHus 1o peaau3anuy MoCUCTEMBI
ayTeHTU(UKAITMN U HICHTU(PUKAIINH
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[lepeuenr TeM ISt KypcOBOTO TPOEKTHPOBAHUS/BBIIONHEHHUS KYpPCOBOM pabOTHI
Mpe/ICTaBIeHbI B Tabuie 17.
Tabmuna 17 — Ilepeyern TeM Juisi KYpCOBOT'O MPOEKTUPOBAHMSI/BBIIIOJIHEHUSI KYPCOBOI pabOThI

No 1/ [TpuMepHBIii IepedeHb TeM I KypCOBOI'O POEKTUPOBAHUS/BBIIOJIHEHHS
- KYpCOBOM pabOThI

Y4eOHBIM MJIAHOM HE MPEAYCMOTPEHO

Bonpocsl 1 mpoBeneHHs IMPOMEXYTOYHOM aTTecTallud B BHJAE TECTHUPOBAHUSA
npezcTaBieHsl B Tadmuie 18.

Tabnuna 18 — IIpumMepHbIi IEpeYeHb BOPOCOB JJIsI TECTOB

Kon

No /it [IpumepHbIil IepedeHb BOMPOCOB JIJIs1 TECTOB
WHJUKATOpa

He npenycmorpeno

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCHUIUIMHE OOYYAIOUIMXCS 3a04HON (HOPMBI
00ydeHus1, IpeICTaBICHbI B Ta0mie 19.

Tabmuna 19 — IlepeyeHnb KOHTPOJIBHBIX PAOOT

Ne /i [TepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. Meroguueckue  Marepuaibl,  ONPEACISAIONIME  MPOLEIyphl  OICHWBAHUS
UH/IMKAaTOPOB, XapaKTepU3YIOIIMX d3Tanmbl (HOpPMUPOBAHMS KOMIIETEHLHMH, COAEp)Karcs B
JOKAJIbHBIX HOpMaTuBHbIX akTax [YAII, pernameHTHpPYyOIMX MOPAJOK U HPOLEAYPY
IPOBE/ICHUS TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH U IMPOMEKYTOUHOM aTTecTaluyu 00ydaromuxcs
I'VAIL

11. Mertoanueckue yKazaHus 1Uis 00YJarOIIUXCs IO OCBOSHUIO JUCIUILTHHBI

11.1. MeTtoauueckre yKa3zaHus [N OOYYarOMIMXCS 1O OCBOCHHMIO JICKIIMOHHOTO
MaTepuana.

OcHOBHOE Ha3HAY€HHE JIEKIIMOHHOTO MaTepuana — JIOTUYECKH CTPOHHOE, CHCTEMHOE,
nIyOOKOe M SICHOE HW3JIOKEeHWEe ydeOHoro marepuana. HasHaueHue COBPEMEHHOU JICKITMH B
paMKax JUCIHIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(OPMAIMIO 1O TeMEe, a B OCBOCHUU
GyHIaMEHTAIBHBIX TPOOJIEM JUCIHIUIMHBI, METOJOB HAYYHOTO IIO3HAHUS, HOBEHIINX
JTOCTHIKEHUI HaydyHOW MbICTU. B yueOHOM mpoliecce JEKIUS BBIMOIHSAET METOJ0JOTHUECKYIO,
OpPTaHHW3AIMOHHYI0 U WHPOpMAIMOHHYIO (QyHKIMU. JIeKIHs pacKphiBaeT MOHATHHHBIN ammapat
KOHKpETHOW o0jacTu 3HaHUA, e€ MpoOJeMbl, JaeT LEIbHOE MPEACTaBICHHUE O UCIUILINHE,
MOKA3bIBACT B3aUMOCBS3b C JIPYTUMU JUCIHTLTAHAMH.

[TnanupyeMble pe3yJIbTaThl IPH OCBOCHUU 00YUYAOIUMHKCS JICKIIMOHHOTO MaTepHaa;

— TIONyYeHUE COBPEMEHHBIX, IEJIOCTHBIX, B3aHMOCBS3aHHBIX 3HAHUU, YpPOBEHBb
KOTOPBIX OINPEENSIETCS LEIEBOM YCTAHOBKOW K KaXK/10M KOHKPETHON TEME;

— TIOJyYEHHE OIBITa TBOPUYECKOUN pabOThI COBMECTHO C TPEI0IaBaTelIeM,

— pa3BuTHE MNPO(PEeCCHOHATBHO-IEIOBBIX  KAadecTB, JIIOOBH K  TPEeAMETy |
CaMOCTOSITEILHOTO TBOPYECKOT'O MBIIITICHHS.

— TOsBIIEHHE HEOOXOAMMOr0 HHTEpeca, HEOOXOAUMOTO /TSl CAMOCTOSITENILHON paboTHI,

— TIOJyYeHWE 3HAHWHW O COBPEMEHHOM YpPOBHE pa3BUTHS HAYKH W TEXHHUKH U O
MPOTHO3€ UX Pa3BUTHS HA ONMKAKIIINE TOIbL;

— HAY4YUTHCS METOJAMYECKH 00pabaThiBaTh MaTepwal (BBIACISTH TJIaBHBIE MBICTU U
MOJIOKECHUS, TIPUXOJUTh K KOHKPETHBIM BBIBOJIAaM, IIOBTOPSITH WX B  Pa3jIMYHBIX
bopmyaHpoBKax);
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— TOJIy4ueHHe TOYHOT'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSATHH.
JIeKuMOHHBI MaTepuall MOXET COIPOBOXKIAATbCA JEMOHCTpalued CIaiJoB H
UCIOJIb30BAaHUEM pa3laTOYHOIO MaTepuaja IpU IMPOBEIEHUM KOPOTKHUX JHCKYCCHH 00
O0COOEHHOCTSX IPUMEHEHMSI OTAEIBHBIX TEMATHK 10 IUCLUIUIMHE.
CrpyKTypa npenocraBiacHus JEKIHOHHOIO MaTepuara:
Pazmen 1. [IloctpoeHne monMUTUKM WH(POPMAIMOHHON OE30MACHOCTH  MAaKETHOM
MYJIBTUCEPBUCHOM CETH.
Paznen 2. TpeOGoBanusst MHGOPMAIMOHHON OE30MACHOCTH MAKETHON MYJIbTUCEPBUCHON
CeTH.
Paznen 3. Opranu3aiimOHHO-TEXHHYECKHE MEPHI 0 peau3allii OCHOBHBIX TPEOOBaHUN H
HOCTPOCHUIO CUCTEMbI HH(OPMALIMOHHOH 0€3011aCHOCTH.

11.2. Meroauyeckue yKa3zaHUs IJIs OOYYalOIIUXCS IO BBITOJHEHHUIO J1AOOPATOPHBIX
pabort

B xozme BbImoNHEHMs J1a0OpaTOpHBIX paboT oOyyaromMics JOJDKEH YIIyOuTh u
3aKpenuTh 3HAHUS, NMPAKTUYECKUE HABBIKH, OBJIAJIETh COBPEMEHHONW METOTUKOM M TEXHUKOM
9KCHEPUMEHTa B COOTBETCTBUU C KBAJIM(UKALMOHHONW XapaKTEpPUCTHKONW 0OO0yYaroIerocs.
Brinonnenue nabopaTopHblX pabOT COCTOUT U3 AKCHEPUMEHTAIbHO-IIPAKTUYECKOM, pacueTHO-
AQHAJIMTUYECKON YaCTed U KOHTPOJIBHBIX MEPOIIPUATHH.

BeinonHenue 51a00paTopHbBIX paboT 0O0yyaromMMCs SBJISIETCS HEOTHEMJIEMOH 4YacThIO
U3yYeHHs] JUCHMIUIMHBIL, OIpeNeIsieMoil ydeOHBIM IUTAaHOM, W OTHOCHUTCS K CpEICTBaM,
o0ecreynBaroIUM pelIeHUe CIeIyI0IUX OCHOBHBIX 33/1a4 00y4aroIerocs:

— T[pHOOpeTeHHEe HAaBBIKOB HCCIEIOBaHMsS MPOLECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKAaX JJaHHOW JAUCLUIUIUHBL;

— 3aKpeIuvIeHue, pa3BUTHE U JeTalu3alys TEOPETHUYECKMX 3HAHWM, MOIy4YEeHHBIX Ha
JCKITHSIX;

— TOJy4YeHUe HOBOM MH(OpPMAaLMU 110 U3yYaeMON JUCIUILINHE;

— TpuoOpeTeHHe  HaBBIKOB  CAMOCTOATENBHOM  paboTel Cc  1abOpaTopHBIM
000pyI0BaHUEM U TPUOOPaMHU.

3ajianue ¥ TpeboBaHUA K IPOBEJICHUIO J1a00paTOPHBIX PaboT

Bapuant 3amanus mo KaxaoW JlabopaTopHOW paboTe OOydJaromIuiics MojaydaeT B
COOTBETCTBUU C HOMEpPOM B crucke Tpymmbl. [lepen mpoBeaeHueM J1abopaTOpHOM pPabOTHI
oOyuJaromemMycsi ClieyeT BHUMATEIbHO O3HAKOMHUTHCS C METOJMYECKUMH yKa3aHHSIMHU TI0 €€
BBIMIOJTHEHUIO, a TaKXe C COJEpKAHUEM COOTBETCTBYIOIIETO JIEKIIMOHHOTO Kypca, Npu
HEOOXOIMMOCTH — M3yUUTh CaMOCTOSTEIBHO JTOMOJHUTEIBHYIO JINTEPaTypy. B cooTBeTCTBHH €
3a/laHueM OOYYaromMiicsi MOJKEH MOJATOTOBUTH HEOOXOIMMBIE IaHHbBIC, BBITIOIHUTH 3a/IaHUE
nabopaTopHOM pabOThHI, MOJYYUTH TpeOyeMble pe3ysbTaThl, OPOPMHUTHh U 3AIIUTUTH OTYET IIO
nabopaTopHoii pabote

Crpykrypa u dhopma oTueTa 0 JabopaTOpHOH paboTe
Otyer o nabopaTopHOW paboTe MAOMKEH BKJIIOYATh B CeOS: TUTYJIBHBIA JIHCT,
(GOpMyIMpPOBKY 3a/JaHUs, TEOPETUYECKUE IOJIOKEHHs, MCIOIb3yeMble IPU BBIIOJIHEHUHN
nabopaTopHOi paboThI, OMKCAHKE MPOLECCa BBIIOJIHEHUS J1a00paTOpHOM pabOThI, MOTyUYEHHBIE
pe3yJIbTAThI U BBIBOABI.

TpeboBanus k ohopMIEHUIO 0TYETA O TAOOpPaTOpPHOU paboTe

[lo naGopaTopHbIM paboTaM BBIMOJHSAETCS OTYET. TUTYIBHBIA JUCT odopmisieTcs B
COOTBETCTBUH C 111a0JI0HOM (00pa3iioM), mpuBeaeHHbIM Ha caiite I'Y AIT (https://new.guap.ru/) B
pasnene «HopmatmBuas mokymentamms»  (https://guap.ru/standart/doc). TekcTtoBbie
rpaduveckue MaTepuaibl OQOPMISIFOTCS B COOTBETCTBUHM C jaedcTByromumu ['OCTamu wu
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TpeboBaHusIMHU, TpuBeAcHHbIME Ha caiite ['YAII B pazgene «HopmaruBHas DOKyMEHTAIIHS
(https://quap.ru/standart/doc).

Metoanyeckue yKka3zaHHs 10 MPOXO0XkKICHHUIO JJAO0PaTOPHBIX PAOOT:

[004.056(075) T 33] Teopus nnbpopManHMOHHON 0€30IMACHOCTH W METOMOJIOTHS 3allUThI
uHpOpPMALIMK: METOJUYECKUE yKa3aHHs K BBIIOJHEHHUIO JlabopaTopHbIX pador Ne 1 - 4/ C. B.
beszarees, E. M. Jlunckuii, A. JI. ®omun. - CI16.: 'OY BIIO "CII6I'YAIT", 2007. - 35 c¢. Koa-
BO 9K3. B 6u01. - 88.

11.3. Meroauueckue ykazaHus JUIsi 0OyYarOUIMXCs M0 MPOXO0XKICHUIO CAMOCTOSITEIHHON
paboThI

B Xoze BBINIOJIHEHUSI CaMOCTOSITEIBHON PabOThI, O0YJAIOUIUIICS BBIMOIHAET PadoOTy IO
3aJJaHUI0 M TIPU METOJMYECKOM PYKOBOJCTBE IperojaBaTelisi, HoO 0e3 ero HernocpeiCTBEHHOIo
y4acTusl.

Jns oOyuaromuxcs 1o 3aoyHoi (opme 00ydeHHs, camMoCTOsITeNbHas paboTa MOXKET
BKJIIOUATh B c€0s1 KOHTPOJIbHYIO paboTy.

B npouecce BbINOJHEHHUsSI CaMOCTOSTENbHONW paboThl, y oOydaromerocst GopMHpyeTcs
1enecoo0pa3Hoe IIaHUPOBaHUE pabouero BpEMEHH, KOTOPOE MO3BOJISIET UM Pa3BUBAaTh YMEHUS
U HaBbIKM B YCBOCHMM U CHUCTEMaTH3allMM MPUOOpETaeMbIX 3HAHUN, OOEcreyrBaeT BBICOKHM
YPOBEHb YCHEBAa€MOCTH B TNepuojJ OOydYeHHs, IOMOTaeT IIOJYYUTh HABBIKH TTOBBIIICHHS
npo¢eCCHOHATIBHOIO YPOBHS.

MetoauueckumMl ~ MaTepuaiaMM,  HAlpaBSIIONIMMH  CaMOCTOSITENIbHYIO — paboTy
00yYaroIUXCASBISIOTCS:

—  yueOHO-MEeTOAMYECKHUI MaTepuall o AUCLUILINHE.

i pa3BUTHSL Y CTYJIEHTOB HaBBIKOB CAMOCTOSATEIBHOTO OBJIAJACHUS TEOPETUUECKUM
MaTepuajJoM psAA TeM JAUCUUIUIMHBL Ha JICKIUOHHBIX 3aHATHAX Jaercsi O0030pHO, 4YTO
IIPEANOIIAraeT UX CaMOCTOSITENIBHOE JETAIBHOE U3yUEHNE.

IlepeueHp TEM JUIsl CaMOCTOSATENbHOIO U3YUYECHHUS:

— MynbTHCEpBHCHBIE ceTH Ha TexHonorusax [P-QoS.

— TpebGoBanus NOCTPOEHHUS 3ALIUIIEHHON MaKETHON MYJIbTUCEPBUCHOM CETH.

— TpeGoBanus k nmojcucreMe odecrieueHust 0€30MacHOCTH CETEBOTO B3aUMOCHCTBUS.

— TpebGoBanuss Kk TMoOACHCTEMaM pPE3EpBUPOBAHMS/BOCCTAHOBIECHUS  HH(OpManuu,
KOHTPOJIS 3TAJIOHHOTO COCTOSIHUSL MH(pOopManuu 1 paboueil cpesibl, yrpaBieH!s! 0€301MacHOCThIO.
— TpeboBaHus K cpeicTBaM NMOCTPOEHUS 3alUIIEHHBIX BUPTYyabHbIX cereil (VPN).

— Texnuueckue pemennsd no 3amure or HCJl MexxceTeBOro B3auMoACUCTBYS U IIEpeadn
uH(pOpMaLIHH.

— Texuuueckue pemenus no 3amure or HCJ] KOMIBIOTEpHBIX pecCypcoB Ha YpOBHE
ceppepoB U pabounx craHuumid JIBC u peanmszanum NOACUCTEMBI ayTeHTU(UKAIUMM U
UACHTU(DHUKAITIH.

11.4. Metoauueckre YyKa3aHWsl [UIsl OOYYAarOMIMXCS TIO MPOXOXKICHHIO TEKYIIEro
KOHTPOJIS YCIICBAaEMOCTH.

Texymuii KOHTPOIb YCIEBAEMOCTH TMpEAyCMaTpUBAeT KOHTPOJIb KadecTBa 3HAHUUN
00y4JaromuXxcsi, OCYIIECTBIIEMOTO B TEYCHHE CEMECTpa C IIeNbI0 OICHUBAHMS XO0Jla OCBOCHUS
IIACIIATUINHEL

Pe3ynbpTaThl TEKyIIero KOHTPOJIS YYHUTHIBAIOTCS MPH IPOBEICHUU TMPOMEKYTOUHOM
arrectanuu B cootBeTcTBUU ¢ TpeboBanusmu CTO I'VAIL CMK 3.76 «Ilonoxenue o TeKymem
KOHTpPOJIE YCIIEBAEMOCTH M MPOMEXKYTOYHON aTTecTallud CTYACHTOB U acnupantoB ['YAIIL
00y9JaroIInXCsl M0 00pa30BaTEeILHBIM ITPOTrPAMMAaM BBICIIIETO 00pa30BaHUMD.

11.5. Meroauyeckue ykazaHusi ajisi 0Oy4aromUXCs MO MPOXOXKICHHUIO TPOMEKYTOUHOM
aTTeCTaIUU.
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IIpomexxyTounass  arrectanuss  OOydyarOIIMXCsl — HPENyCMaTpUBaeT  OLIEHUBaHME
IIPOMEXYTOUHBIX U OKOHYATEIbHBIX PE3YJIbTAaTOB 00y4YeHMs IO aucuuiuinHe. OHa BKIIIOYAET B
ceos:

— 3auyeT — 3To (hopMa OLEHKU 3HAHUM, MOJyYEHHBIX OOyYaIOUIMMCS B XOJI€ U3yUCHHUs
y4eOHOH NUCUUIUIMHBI B LIEJIOM WJIM IPOMEXYTOUYHasH (110 OKOHYAHUM CEMECTpa) OLieHKa 3HaHUH
00y4aromuMcs 10 OTJAENbHBIM pa3fiellaM TUCLUIUIMHBI C aTTECTAllMOHHON OLIEHKOW «3aYyTEHO»
VI «HE 3a4TEHOY.

Cucrema OLEHOK IpU IPOBENECHUU IMPOMEKYTOYHOW aTTECTALMU OCYILECTBISIETCS B
coOTBeTCTBUM C TpeboBaHusMH Ilonoxxenuit «O TekyleM KOHTpOJE YCIEBAEMOCTH U
IPOMEXYTOUHOW aTrtectanuu cTyAeHToB ['YAII, oOydarommxcsi mo mporpaMmaM BBICIIETO
oOpazoBaHusi» U «O MOAYJIBHO-PEUTUHIOBOM CHCTEME OLIEHKM KauyecTBa y4yeOHOH paboThl
cryaentoB B I'YAIl». 3auer npoBoautcs B ycTHOM (popme. 3ayeT 0Oyqaronuxcsi mpoBOIUTCS,
KaK IpaBUJIO, B TEUEHUE HEJENH, IPEILIECTBYIOIIEH Hayally 3K3aMEeHallMOHHOM ceccuu, 1100 Ha
HOCJIEZIHEM 3aHATHM B CEMECTpe MO AuCHUILIMHE (Moaymo). Eciu co croponsl oOyyatomierocs
BO BpeMs 3aueTa JIONYUIEHbl HapylmeHHs Yy4eOHOHW  JUCLMIUIMHBI  (CIIMCBIBaHUE,
HECaHKI[MOHMPOBAHHOE HCIIOIb30BAaHUE CPEICTB MOOUIIBHON CBS3H, ayIMO—TIEHEPOB U IPYrUX
TEXHUYECKUX YCTPOMCTB), HapyllIeHUsl IpaBuUi BHyTpeHHero pacnopsaka I'YAIL npennpunsta
HOMBITKA TOJJI0ra JOKYMEHTOB, IIPENOJaBaTelb BIPaBE yJAJIUTh OOydaroLlerocs C 3adera ¢
3aHECEHUEM B BEJOMOCTh OLICHKH «HE 3auTeHo». 110 pe3ynbpraTam 3adeTa «3a4TE€HO» 3aHOCHUTCS
IpernoaBaTeieM B BEJIOMOCTh U 3a4ETHYIO KHIKKY. OTpuULaTebHas OLCHKA («HE 3a4TCHON)
3aHOCHUTCSI TOJBKO B BeIOMOCTb. HesiBka oOydaromerocs Ha 3adeT OTMEYAeTCs B BEIOMOCTH
CJIOBAaMM «HE SIBWICS», JHUOO «H/A». JIMPEKTOp MHCTUTYTa Ha OCHOBE BEJOMOCTU BBICHSET
IPUYMHY OTCYTCTBHSA OOydYalollerocs Ha 3ayeTe M MPUHUMAET pEUIeHHE O MOpsIKe
NOCIIEAYIOIEN CIauH.
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Jluct BHeceHUs U3MEHEHUH B pabouyto IporpaMMy JTUCIUILINHBI

JlaTta BHECeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
W3MEHEHHUS

ConeprxaHne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOJIA
3aceaHusl
Kadeapol

Iommuce
3aB.

kadempoit
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