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AHHOTaUs

Jucuumnnuna «KoMIieKkcHble cuCcTeMbl 3allUThl MH(GOPMALMKU B MPABOOXPAHUTEIHHOU
chepe» BXOAUT B 00pa30BaTENbHYIO NPOTPaMMYy BBICIIEIO OOpa30BaHHA — IPOTPAMMY
CIIelMajuTeTa II0 HamNpaBJIeHHI0 moAroToBku/ crenuanbHoctd 10.05.05 «be3zonacHOCTh
UHPOPMALIMOHHBIX  TEXHOJOTMA B  IMPAaBOOXPAHUTENBHOH  cdepe»  HANPaBICHHOCTH
«Opranuzanusi ¥ TEXHOJOTMHM 3alluThl HHGopManuu (B HHGOPMAIMOHHBIX CHUCTEMAaX)».
Juctummaa peanu3yercs kadenpoid «Ne33».

JlucuuniuuHa HaleneHa Ha (GOpMHUPOBAHKE Y BHITYCKHUKA CIEIYIOIINX KOMIIETEHIIUH:

[IK-8 «Cnoco0OeH aHanM3UpoOBaTh CTPYKTYPYy U COJepKaHHE HWH(POPMALMOHHBIX
MacCHBOB U HH()OPMALIMOHHBIX MPOIIECCOB Ha MPEAMET BBISBICHUS YTPO3 O€30MaCHOCTH

Conepxanue JUCHMIUIMHBI OXBaThIBa€T KPYT BOIPOCOB, CBS3aHHBIX C HauOolee
BOXHBIMU TOHATUSAMU B cepe co3laHusi M SKCIUTyaTallid aBTOMATHU3HPOBAHHBIX CHUCTEM
3ammtel  uHpopMmanmu  (AC3U), packpbiBaeT  BONPOCHI  HOPMAaTHBHO-METOIUYECKOM
pernamMeHTanud (QyHKIMOHAIBHON CTPYKTYpHl (apXHUTEKTYpbl) MOJCUCTEM O€30MacHOCTH
3anuieHHbIX KoMibloTepHbix cucteM (KC), dyHkumoHampHbIe TpeOOBaHUS OE30MAaCHOCTH K
OpoAyKTaM U cuctemMaMm HHpopManuoHHbIX TexHojoruit (UT), >KU3HEHHBIN LUKI, MOPAIOK
co3faHus M sKciutyatanuu 3auuiieHHbix KC, nponyktoB u cuctem UT, ynoBieTBopsirommx
TpeOoBaHUAM HH(POPMAITMOHHON 0€30MMaCHOCTH.

[IperoaBanrie MUCHMIUIMHBI TPEAYCMAaTPUBACT ClieAylomue (HOPMBI OpraHU3alUN
yueOHOro mpoliecca: JEeKIUH, JiabopaTopHble paboOThl, caMoOCTOsITeNbHAs paboTa CTYACHTA,
KOHCYJIbTAIINH.

[IporpaMMo#l IHUCHUIUIMHBI TPEIyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHAS aTTeCTalHs B (hopMme 3aueTa.

OO6mas TpyA0EMKOCTh OCBOEHUS AMCIMILIUHBI COCTABISET 3 3aueTHBIX eAuHMIbI, 108
YacoB.

SI3bIK 00yUYeHUs IO JUCIUILTUHE KPYCCKHMA »



1. TlepeveHb IUIAHUPYEMBIX PE3YJITATOB O0YUCHHS IO TUCIIUILTMHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

Hens  muctmmivabl  «KOMIUIEKCHBIE — CHCTEMBI  3allMThl  HMHPOpPMAIMH B
NPaBOOXPaHUTEIBHOH chepe» — GopMHUpOBaHHE KOMIIETEHTHOCTH pa3pabOTKH W 3KCILTyaTalluu
ABTOMATH3UPOBAHHBIX ~ CHCTEM  3allMThl ~ MH(POPMAIMK  OTACIbHBIX  KOMIIOHEHTOB
ABTOMATH3UPOBAHHBIX CHCTEM, C YYE€TOM TpeOOBaHWH HOPMATUBHO-TEXHUYECKOH W
METOJMYECKONW JTOKYMEHTAllUd IO OOecCredeHuto 0Oe30macHoCTH WHGOpMAaIlMu. — HU3YyYeHUE
Oe3omacHOCTH WHGOpPMAIMKA B aBTOMATH3MPOBAHHBIX CHCTEMaX U OCBOCHHUE METOJUK OIICHKH
JAHHBIX yIPO3; - U3yYEHUE METOJOB, CIIOCOOOB, CPECTB, MOCIECIOBATEIILHOCTH U COJIEPKaAHUS
9TaoB  pa3pabOTKM  aBTOMATU3MPOBAHHBIX  CHCTEM M MOJCHCTEM  O€30MacHOCTH
ABTOMATH3UPOBAHHBIX CHUCTEM B IPAaBOOXPAHHUTEIBHON cdepe; H3ydYeHHE OCHOBHBIX MEp IO
3anmTe MHOOPMAIMK B aBTOMATU3UPOBAaHHBIX CHCTEMaX; - U3YYCHHE COJICPIKAHUS M TOPSIKA
JCSITeILHOCTH MIEPCOHANA 110 SKCIUTyaTalliH 3alUIIEHHBIX aBTOMATU3UPOBAHHBIX CUCTEM.

1.2. JlucumnnwHa BXOAMT B  COCTaB  4YacTH, (HOPMUPYEeMOH  y4aCTHUKAMH
00pa3oBaTeNbHBIX OTHOIICHUHM, 00pa30BaTEIbHON MPOrpaMMBbl BBICIIETO 0Opa30BaHUs (J1ajee —
OI1 BO).

1.3. TlepeueHb MmIaHUPYEMBIX PE3yJIbTATOB O0YUCHHUS 110 AUCIIUILUINHE, COOTHECEHHBIX C
TUIaHUpyeMbIME pe3yiibratamu ocBoeHus OIT BO.

B pesynbraTe m3ydeHUs AUCHUILIMHBI OOYYAIONIUICS IOJDKEH O0JanaTh CIEAYIONTUMU
KOMIICTCHIIMSIMUA WJTH WX 9acTsAMH. KOMIIETeHIIMM ¥ WHAMKATOPHI UX JIOCTUKCHUS TIPUBE/ICHBI B
tabnue 1.

Tabnuna 1 — [lepeyeHb KOMIIETEHIMI U MHUKATOPOB MX JIOCTHKCHUS

Kareropus (rpynmna) | Kox u HaumenoBanue | Koa u HamMeHOBaHME MHIUKATOPA TOCTUKEHUS
KOMIIETECHIUU KOMIIETECHIIUU KOMIIETEHLINU

ITK-8.3.1 3HaTh METOMKH TPOBEICHUS aHAIN3A
OnepaTUBHOM 00CTaHOBKH, IIpaBUIIa
o(opmieHHs pe3yNbTaTOB KpUMHHAIBHOTO
aHainm3a

[1K-8 Cnocoben

AHAIN3UPOBATH
P I1K-8.3.2 3HaTh Ki1accu(pUKaUo HCTOYHUKOB
CIPYKIYPY 1 yrpo3 U HapyluTenein HHPOpMaIuOHHON
coJiepyKaHue
Oe3omacHoCTU
[Tpodeccuonanbhpie | THPOPMAITMOHHBIX
[TIK-8.Y.1 ymeTs NpoBOIUTH aHAIIN3
KOMICTCHIH MACCHBOB 1 BEPOSTHOCTH pean3aliy yrpo3sl U yiepoa ot
MH(OPMaLMOHHBIX p P yrp yHep

€€ BO3HHKHOBEHUS
I1K-8.B.1 BnameTh HaBBIKAMU HUCIOJIB30BAHUSI
WH(OPMAILIMOHHBIX CEPBUCOB IS
aBTOMATHU3AIMHU TPUKITATHBIX U
MH(OPMAIIMOHHBIX MTPOIIECCOB aHATN3a CUCTEM
3a1uThl HH(GOpMaLUn

IPOIIECCOB Ha
MMpEeaAMET BBIABJICHUA
yrpo3 6e30macHoCTH

2. Mecro nucuumianHsl B cTpykType OI1

Hucnurnnuaa MoxkeT 6a3upoBaThCs Ha 3HAHUSIX, paHEe TPUOOPETEHHBIX 00YJaIOITUMUCS
IIPYU U3YYEHHUH CIENYIOIIMNX AUCLUTIINH:
— Teopus BEpOATHOCTEN U MATEMATUYECKAsI CTATUCTHKA»
— «MaremaTnueckast JOTUKa U TEOPHS alIlTOPUTMOBY
—  «JluckpeTHas MaTeMaTHUK»
— «BprluncnurenbHas MaTeMaTHKa»
— «MHdopmaruka n vHGOPMAIIMOHHBIE TEXHOIOTUHU B IPABOOXPAHUTEIILHON AEATEIBHOCTI
— «MaremaTudeckue OCHOBBI 00pabOTKH HH(POPMALIHH
—  «SI3BIKM IPOrpaMMUPOBAHUS»
— «TexHOJ0ruu U METO/1bl MPOTrPAMMHPOBAHUS»
—  «OcHoBBI HH(POPMAITMOHHOM 0€301TaCHOCTH




— «[IporpamMmMHoO-anmapaTHas 3auTa HHGOPMAITUH
— «CucreMmsl 1 ceTH niepeaadu HHGoOpMaIum»
— «Teopus cucTeM ¥ CUCTEMHBIH aHATU3)
— «MogenupoBaHHE CHCTEM)
— «l/HTemeKkTyanbHble CUCTEMBI M TEXHOJIOTHIY
3HaHUs, TOJYYCHHBIC TPU HM3YYCHUW MaTepuayia JaHHOW IUCIMIUIMHBI, UMEIOT Kak
CaMOCTOSATENIFHOE 3HAYCHHUE, TAK U MOTYT MCIIOJIb30BATHCS IPU M3YUCHHUH JAPYTUX JUCIHILIHH!
— TexHudeckas 3amura HHHOPMAIHH
— OpraHu3anuoHHas 3anmra HHGopMaum
— VYmpasnenue nHHOPMAITMOHHON 06€30M1aCHOCTHIO
— Teopus unpopmanuu
— TIpenmMeTHO-OpHEHTHPOBAHHBIC ABTOMATH3UPOBAHHBIC HH(POPMAIIHOHHBIC CHCTEMBI

3. OO0BEM ¥ TPYTOEMKOCTh JUCITUTLIAHBI
JlanHbie 00 00IIEeM OO0BbeMe JUCIUILIMHBI, TPYJOCMKOCTH OT/ACIBHBIX BHUJOB Y4E€OHOMH
paboTHI 10 TUCIHUTUIMHE (M PACIPEeIeTICHIE TOW TPYIOSMKOCTH M0 CEMECTpaM) MPEACTABICHBI B
Tadimue 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUILITMHBI

TpynoemkocTs Mo
Bun yuebnoii pabotbl Bcero ceMecTpam
Ne9
1 2 3

Oowan mpyooemKocmup OuUCyUnIUHDL, 3/ 108 3/ 108
3E/ (uac)
H3 nux uacoe npaxmuueckoit n0020moeKu 17 17
AyoumopHnule 3anamus, BCEro vac. 34 34
B TOM YHCIIE:

nexuuu (JI), (dac) 17 17

npakTuyeckue/cemuHapckue 3anstus  (I13),

(dac)

naboparopusie pabots (JIP), (dac) 17 17

KypcoBoii npoekT (padota) (KII, KP), (4ac)

HK3aMeH, (4Jac)
CamocmoamenvHnas paboma, Bcero (dac) 74 74
Buo npomesxcymounoit ammecmayuu’ 3auer,
mudd. 3ager, sx3amed (3auer, Judd. 3ag, | 3Bauer 3ader
DK3.%*%*)

Fx

IIpumedanue: xaHaUAATCKHI SK3aMeH

4. ConepxaHue JUCITUTUTHHBI
4.1. PacnpeneneHue TPyJOEMKOCTH JUCIUILTHHBI IO pa3eiaM U BUAAM 3aHITHIA.
Pazpgenpl, TeMBbI TUCITUTIITUHBI KX TPYJOEMKOCTh ITPUBEICHBI B TabuIIe 3.

Tabnuna 3 — Pa3ensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Paznensl, TeMbl AUCHUITIIMHBL Jlexuma | 113 (C3) - JIP KII .
’ H (gac) (gac) (dac) (gac) (dac)
Cemectp 9
Paznen 1. [Tonsitue u ocoGeHHOCTH
ABTOMAaTH3UPOBAaHHOI cHUCTEMBI 3AII{UTHI
2 2 10

uHpopMaun
Tewma 1.1. @yHKIMOHAJI aBTOMAaTU3HPOBAHHOM




CHCTEMBI 3aIUTH HH(OPMAITHH.

Tema 1.2. Opranuzanus aIMAHACTPUPOBAHS
aBTOMATHU3UPOBAHHBIX CUCTEM. AJIMUHUCTPATUBHBIN
nepcoHaN U paboTa ¢ moJIb30BaATCIISIMH.

Tema 1.3. YrpaBnenue, TECTHpOBAHUE U
9KCIUTyaTalys aBTOMAaTU3UPOBAHHBIX CHCTEM.

Tema 1.4. Metozpl, criocoObl ¥ CpeacTBa 00ECIICUESHHS
0TKa30yCTOWYHBOCTH aBTOMATU3UPOBAHHBIX CHCTEM.

Pazgen 2. Kpurepuu omeHKH 3aIlIAIICHHOCTH
aBTOMATU3UPOBAHHBIX CUCTEM

Tewma 2.1. MexxmyHapOIHBIE U POCCUHUCKNE CTAHAAPTHI
oreHkH 3amuieHHoctr. Kimaccerr 3ammumenHocty AC.
Tema 2.2. OOmmii mnoaxox K (HOPMUPOBAHUIO
KPUTEPHEB OLIEHKH 0€30MacHOCTH WH(POPMAaUOHHBIX
TEXHOJIOTHUM.

Tema 2.3. Moaenu yrpo3 u 3alIUThl 00bEKTa OLEHKU.
[MocnenoBaTenbsHOCTH (HOPMHUPOBAHMSI TPSOOBAHMIA

U ciennpuKammi.

Tema 2.4. llomstne mnpodwias 3aUTEI WU €ro
ocobenHoctu. TpeboBaHUs OOIINX KPUTEPHEB

U pEe3yJIbTAThl OLICHKH.

16

Paznen 3. OcobeHHOCTH DKCILTyaTaIlui

ABTOMATU3MPOBAHHBIX CHCTEM 3AIIUTHI HHPOPMAIUH

Tema 3.1. Ananu3 nHGOPMaAITMOHHOM
MHQPaCTPYKTyphl aBTOMATU3UPOBAHHOM CUCTEMBI U €€
0e30MacHOCTH.

Tema 3.2. Pa3zpaboTka 1 BeleHUE IKCILTyaTallMOHHON
JOKYMEHTAIMH 3aILUIIEHHbIX aBTOMATU3UPOBAHHBIX
CUCTEM
Tewma 3.2. MeToapl MOHUTOPUHTA U ayANTA,
BBISIBJICHHS YTPO3 HH(POPMALMOHHON 0€301acHOCTH
ABTOMAaTH3HPOBAHHbIX CHCTEM.

16

Paznen 4. Pa3paboTka aBTOMAaTH3UPOBAHHBIX CHCTEM
3aIuThl HH)OpPMALIUU

Tema 4.1. O6mue TpeboBaHus 1O pa3paboTKe
aBTOMATHU3MPOBAHHBIX CHCTEM 3AIIUTHI MH(DOpMAIK
Tema 4.2. PaboTel Ha cTagugx W JTamax CO3JaHUSA
ABTOMATHU3MPOBAHHBIX CHCTEM 3AIIUTHI HH(OPMAIUU
Tema 4.3. TpeGoBanus MO 3amUTe CBEACHUN O
CO3/aBaeMOM aBTOMAaTH3HPOBAHHON CHCTEME.

16

Paznen 5. Craguu u sTansl pa3paboTKu
aBTOMATHU3UPOBAHHBIX CHCTEM

Tema 5.1. YKuzHeHHBIN UK aBTOMaTU3MPOBAHHON
CUCTEMBI.

Tema 5.2. OueHka yrpo3 6e30MacHOCTH
aBTOMATHU3UPOBAHHBIX CHCTEM

Tema 5.3. OcobeHHOCTH pa3paboTKH
WHQOPMAITMOHHBIX CHCTEM MEPCOHATBHBIX JTAHHBIX.
Tema 5.4. Peannzanus Mozeneit 6e30macHOCTH
ABTOMAaTH3UPOBAaHHBIX CHCTEM

Tema 5.5. AxiMuHHCTpUpPOBaHNE HHPOPMALIMOHHON
0e301aCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM

16

HUroro B cemectpe:

17

17

74

HUroro

17

17

74




[IpakThdeckass MOATOTOBKA 3aKIIOYaeTCss B  HEMOCPEICTBEHHOM  BBITIOJHEHUU
OoOy4JalolMMUCS  OMNpeNeJeHHbIX  TPYAOBBIX  (YHKIUH,  CBSI3aHHBIX ¢  Oya;yulei
npodeCCHOHATIBHOMN 1S TETbHOCTBHIO.

4.2. CojuepxaHue pa3/iejoB U TEM JICKIIMOHHBIX 3aHSATHH.
Copep:xanue pa3esioB U TeM JICKIIMOHHBIX 3aHATHIA MIPUBEICHO B TA0HIIC 4.

Tabmuua 4 — CopeprkaHue pa3esoB U TEM JICKIIMOHHOTO IHUKJIA

Howmep paznena HaszBanue u conep:xkanue pas3iesioB U TEM JEKIIMOHHBIX 3aHATHI
1 IloHsiTHE U 0COOEHHOCTH ABTOMATH3HMPOBAHHONH CHCTEMBbI 3AIIIUTHI
HHopManuu

Tema 1.1. DyHKUMOHaN aBTOMAaTU3UPOBAHHON CHUCTEMBI 3alllMTHI
nHDOpMaIUH. (IEMOHCTPAITUS CIAiI0B)

Tema 1.2. Opranuzauus agMUHUCTPUPOBAHUS ABTOMAaTH3MPOBAHHBIX
cucTeM. AJIMUHUCTPATUBHBIA MIEPCOHAN U padoTa C MOJNB30BATEIISIMH.
(meMoHCTpanus CIai/I0B)

Tema 1.3. VYnopaBneHue, TECTUpPOBaHHE M  HKCIUIyaTalHs
aBTOMATU3UPOBAHHBIX CUCTEM. (IEMOHCTpAIIUSA CIAII0B)

Tema 1.4. Metoasl, cnocobbl ¥  CcpeAcTBa  OOeCIeYeHHS
OTKa30yCTOWYMBOCTH aBTOMATU3UPOBAHHBIX CHUCTEM (IE€MOHCTpauus
cIaiiioB)

2 Kpurtepun oueHKH 3a1IUIIEHHOCTH ABTOMATH3HPOBAHHBIX CHCTEM
Tema 2.1. MexnyHapogHble U POCCHICKHE CTaHIAPTHl OLIEHKHU
samumenHoctd.  Kiacceel  3ammmierHoctn  AC.  (1eMoHCTparius
crlaiiioB)

Tema 2.2. OOwmuii moxxox K (QOPMUPOBAHHIO KPHUTECPHEB OIICHKH
Oe3omacHOCTH ~ WMH(POPMALMOHHBIX  TEXHOJOTHH.  (IeMOHCTpaums
craiiioB)

Tema 2.3. Moxgeaun yrpo3 W 3amIUThl  00BEKTa  OLICHKH.
ITocnenoBatensHOCTh (popmMHUpoBaHUs TpeOOBaHUI M crenn(PUKALIHA.
(meMoHCTpanus CIai/I0B)

Tewma 2.4. ITousTue npoduis 3aIUThl U ero 0co0eHHOCTH. TpedoBaHus
00MIMX KPUTEPHUEB U PE3YIIbTATHl OLICHKH. (I€MOHCTPALMS CIaliI0B)

3 Oco0eHHOCTH IKCILTYATAIIMA ABTOMATH3HPOBAHHBIX CHCTEM B
3alIMIeHHOM MCTIOJTHEHUH

Tema 3.1. Ananus WHPOPMAITUOHHON HHPPACTPYKTYPHI
ABTOMAaTH3MPOBAaHHON cUCTEMBI M €€ 0e30MacHOCTH. (IEMOHCTpALHs]
craiioB)

Tema 3.2. PazpaboTka u BefeHHE SKCIUTyaTallHOHHON AOKYMEHTAIWY|
3aIMIICHHBIX aBTOMAaTH3UPOBAHHBIX CHCTEM. (JEMOHCTPALUS CIalioB)
Tema 3.2. Merogsl MOHMTOPUHIAa M ayAWTa, BBIIBICHUS YIpo3
WHPOPMAITMOHHOH  0€30MacHOCTH  aBTOMATH3MPOBAaHHBIX  CHUCTEM.
(TeMoHCTpaIys CJIalI0B)

4 PazpaboTrka aBTOMATH3MPOBAHHBIX CHCTeM B 3allMIICHHOM
HCTIOJTHEHUH

Tema 4.1. OOmmue TpebGoBaHMS TO pPa3pabdOTKEe aBTOMAaTH3WPOBAHHBIX
CHCTEM 3aIUThl HHPOPMALUH. (JEMOHCTPALUS CIalIOB)

Tema 4.2. PaGoThl Ha cTaAMsAX W 3TANax CO3AaHUsI ABTOMAaTHU3MPOBAaHHbBIX
CUCTEM 3allUThl HHPOPMAIIUHU. (IEMOHCTPALIUS CIIAHI0B)

Tema 4.3. TpeboBaHMS MO 3aMTUTE CBEACHUIN O CO3TaBAEMOM
ABTOMAaTH3MPOBAHHOH cucTeMe. (IEMOHCTpanus clai1oB)

5 Crtaanu u dTanbl pa3padoTKH ABTOMATH3HPOBAHHBIX CHCTEM

Tema 5.1. JKu3HEHHBIN ITUKIT aBTOMaTU3UPOBAHHONW CUCTEMBI.
(meMoHCTpanus CIai/I0B)

Tema 5.2. Onenka yrpo3 0€30MacHOCTH aBTOMATHU3WPOBAaHHBIX CHUCTEM
(TeMoHCTpaIys CJIalI0B)




Tema 5.3. OcobGeHHOCTH pa3pabOTKH HHPOPMALMOHHBIX CUCTEM
MIePCOHANLHBIX JaHHBIX. (IEMOHCTPAITUS CIANIOB)
Tema 5.4. Peanuzanmsa mopesneld 0€30MacHOCTH aBTOMAaTH3MPOBAaHHBIX
CUCTEM (IEeMOHCTpALUs CIala0B)
Tema 5.5. AnmuHHECTpHpOBaHHE HHPOPMAITMOHHON 0€30IMaCHOCTH
aBTOMAaTHU3HPOBAHHBIX CUCTEM (IEMOHCTPAIHS CIIAH0B)

4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHITHS

Tembl NpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEICHBI B Ta0IHUILIE 5.

Ta6ymma 5 — [IpakTudeckue 3aHsITHS U KX TPYJ0EMKOCTh

W3 Hux Ne
No | Tembl npaktrueckux | ®opMbl IpakTUYECKUX | TpPymOeMKOCTb, |IPaKTUYECKOM |pasjielia
/o 3aHATHI 3aHATUAN (gac) IIOJTOTOBKH, | TUCIIMII
(gac) JIHBI
Y4eOHBIM MJIaHOM HE MPEAYyCMOTPEHO
|
Bceero
4.4. JlabopatopHble 3aHATUS
Tembl 1aGOpaTOPHBIX 3aHATUHN U UX TPYIOEMKOCTh IPUBEACHBI B Ta0OIHIIE 6.
Tabnuna 6 — JIabopaTopHbI€ 3aHSATHS U UX TPYJIO0EMKOCTb
N3 HHX Ne
Ne HaumenoBanue nabopatopHbix paboT TpynOeMKOCTS, | MPAKTHIECKOH | pasiena
/1 (gac) IMOATOTOBKH, | JUCIIHAI
(gac) JIMHBI
Cemectp 9
1 «Onucanne o0bEKTA UCCIIEAOBAHNS C TOUKH 4 4 1,2
3peHus aJIMUHUACTPATOPA IO
MH(OPMALIMOHHON 6€30MaCHOCTHY
2 «ITocTpoenue MHPOTOTHUECKUX MOJIENIEH, 4 4 3
3auIeHHBIX Cy
3 «Pa3paboTka MoIUTHK 0€30MaCHOCTH 4 4 3,4
uHpOpMaLUN»
4 «C06op 10T0B COOBITHI MH(DOPMAITHOHHON 5 4 4,5
oe3omacHocTtu B AirSIEM»
Bceero 17

4.5. KypcoBoe nMpoeKTHpoBaHHE/ BBHITTOJIHEHHE KyPCOBOH PaOOTHI

VY4eOHBIM MJIAaHOM HE TPEAYCMOTPEHO

4.6. CamocrosTenpHas padoTa 00yJarOIIXCs
Bunsl camoctosiTensHON paboOThI M €€ TPYI0EMKOCTh NPUBEIEHBI B Ta0IuIe 7.

Ta6mmma 7 — Buasl caMOCTOSTENHHOM pabOTHI M €€ TPYAO0EMKOCTh

Bcero,

Buna camocrositensHOM paboThI ac

Cemectp 9,
yac




1 2 3
W3yueHne TeOpeTHIecKoro Marepuasia 20 20
nucuuriabl (TO)
Kypcosoe npoextuposanue (KII, KP) - -
Pacuetno-rpaduueckue 3aganus (PI'3) - -
Brimonnaenue pedeparta (P) - -
[ToaroroBka K TeKyIieMy KOHTPOJIIO 14 14
ycneBaemoctu (TKY)
Jomamnee 3aganue (/13) - -
Kontposbabie paboTsl 3a0unnkoB (KP3) - -
IToaroroBka K mMpoMeXyTOYHOU 20 20
arrectaruu (I1A)

Bceero: 74 74

5. IlepeueHs y4eOHO-METOAMUECKOTO OOECIeUeHUs
JUTSL CAMOCTOSITEIBHON pabOThI 00YYArOIIMXCs IO TUCITUTUINHE (MOIYITIO)
Y4eOHO-MeTOIMYEeCKUuEe MaTepuaibl JUIsl CaMOCTOSITeNbHON paboThl 00ydaroluxcsl yKa3aHbl B
.. 7-11.

6. IlepeueHb MEYaTHBIX U AIEKTPOHHBIX YUCOHBIX U3TAHUI
[lepeueHpb neyaTHBIX U 3JIEKTPOHHBIX Y4eOHBIX M3/IaHUM MpHUBeIeH B Tabaule 8.
Tabmuna 8— [lepeyeHp Me4aTHBIX U AJIEKTPOHHBIX YUEOHBIX U3TaHUI

LIndp/ KommuecTBo 9K3eMILTSIPOB B
URL a p cc bubnuorpaduueckas ccpiika OoubmoTeke
P (KpoMe JIeKTPOHHBIX SK3EMILISIPOB)

['ocymapcTBeHHAst HTOTOBAs ATTECTAITH :
METOJUYECKHE YKa3aHUs 10 MOJATOTOBKE K
rOCyJapCTBEHHOMY DK3aMEeHY M HAllMCAHUIO U
3aIMTE BBIMTYCKHOW KBATH()HUKAIIMOHHOM
pabotsl / C.-Iletepb. roc. yH-T a3pOKOCM.
npubopoctpoenus ; coct.: C. I'. domuuena, 5
T. H. Enuna, B. A. MbutbHHKOB. - CaHKT-
[TerepOypr : U3n-so I'VAII, 2021.-79 c. :
puc., Tabi. - bubamorp.: c. 79 (10 Ha3B.). - b.
1. - Tekcr : HenmocpeICTBEHHBIH.

37
72

®omunuena, Ceemiana ['puropseBHa.

O6pabotka nadopmanuu B
pacripe/ieIeHHbIX CUCTeMax : yueOHoe
nocobue / C. I'. domuuesa ; C.-Ilerepb. roc.
YH-T a3pOKOCM. ipubopocTpoenust. - CaHKT- 5
[TetepOypr : U3n-Bo I'YAII, 2020. - 132 c. ;
131 c. : puc. - bubnuorp.: c. 123 (17 Ha3s.). -
ISBN 978-5-8088-1487-5 : b. 1. - Tekcr :
HEIOCPECTBEHHBIN

004
D 76

beszaree, Cepreit BanentunoBud (1-p TeXH.
HayK, JIO1L.).

004 [IporpammupoBaHue 3a1ad 1Mo

b 39 o0ecrieyeHnI0 HH(HOPMAITMOHHOMN
0€30MacHOCTH : JIJAOOPATOPHBINA MPAKTUKYM /
C. B. beszarees, C. I'. domuuena ; C.-




[Terep6. roc. yH-T a3pOKOCM.
npubopoctpoenus. - Cankr-IlerepOypr :
N3n-Bo I'VAIL, 2020. - 89 c. : puc., Tadm. -
Bubmuorp.: c. 88 (10 HasB.). - b. 1. - Tekcr :
HEMOCPEICTBEHHBII.

004
3-62

3uma, B. M.

be3omnacHOCTh 17100aTbHBIX CETEBBIX
texnojoruii / B. M. 3uma, A. A. MoaoBsH,
H. A. MonnossH. - 2-e uzz. - CI10. : BXB -
[TeTepOypr, 2015. - 368 c. : puc. - (Macrep
cucrem). - bubamorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipenm. ykas.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Tekcr :

HETOCPEICTBEHHbBIN

007
B 67

Bonkosa, B. H.

Teopus cuCTEM U CHCTEMHBIN aHAJIM3 :
yueOHUK Ui aKaJIeMUYecKoro OakaitaBpuara
/ B. H. BonkoBa, A. A. Jlenucos ; Harr.
uccnen. C.-Ilerep6. roc. moauTexH. yH-T. - 2-
e u3., nepepad. u jgom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AkageMUYECKUA
Kypc). - [Ipenm. yka3s.: c. 600 - 606. - Mmen.
ykas.: ¢. 607 - 609. - bubmuorp.: c. 610 - 616
(109 nass.). - ISBN 978-5-9916-4783-0 :
870.87 p. - Tekct : HENOCPEACTBEHHBIN.
Nwmeer rpud YMO Beiciero oo6pazoBaHus

10

004
" 85

Hcaes, I'. H.

[TpoexTrpoBanre MHPOPMAITTOHHBIX
cucteM : yue6Hoe ocodue / I'. H. Hcaes. - 2-
e u3l., crep. - M. : OMET'A-JI, 2015. - 424 c.
: puc., Tabn. - (Beiciee TexHUYECKOE
obpazoBanue). - bubmumorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. - TekcT : HemocpeACTBEHHBIN.

Ha ctp. 7 - 8: Cnincok cokpauieHui

004
b 24

bapanosa, E. K.

NudopmanronHas 6€30MacHOCTh U 3aIIUTa
uH(popmanuu : yaeobnoe nocodue / E. K.
Bapanosa, A. B. ba6ar. - 3-e uzn., mepepa0.
u fom. - M. : PUOP : UHOPA-M, 2017. - 322
C. : puc., Tabm. - (Beicuiee oOpa3oBanue). -
bubnwmorp.: c. 313 - 316 (56 Ha3B.). - ISBN
978-5-369-01450-9 (PUOP). - ISBN 978-5-
16-011164-3 (MH®PA-M) : 942.63 p. -
TekcT : HemoCpeICTBEHHBIH.

Umeet rpud YMO no o6pazoBanuio B
00J1aCTH NPUKIATHON HHYOPMATHKU

004.4
U 46

Nneuna, lapss BuktopoBHa.
[TpoexTHpoBaHue u pa3padboTKa Oe30MacHbBIX
BeO-TIpIIIOXKeHUH : yueOHoe mocooue / . B.
Unpuna ; C.-IletepO. roc. yH-T a3pOKOCM.
npubopoctpoenus. - Cankr-IlerepOypr :




N3n-Bo I'YAIL 2019. - 43 c. : puc. -
bubnuorp.: c. 42 (2 nazs.). - ISBN 978-5-
8088-1434-9 : b. 11. - Tekcr :

HEIIOCPEICTBEHHBIMN.
004.7 Kyuun, Hukonait Banentunosuu (zoit.). 4
K 95 MHOTroypOBHEBbIE CUCTEMBI U 00JTaYHBIE

BBIYHCIICHHUS : ydeOHoe mocodue / H. B.
Kyuun, A. 0. Monuanos ; C.-Ilerep0. roc.
YH-T a3pOKOCcM. ipudopocTpoenust. - CII0. :
W3n-so I'VAIL 2018. - 136 c. : puc. -
bubmuorp.: c. 133 (14 nass.). - ISBN 978-5-
8088-1250-5 : b. 1. - Tekcr :
HETOCPECTBEHHBIN

7. IlepeyeHb AMEKTPOHHBIX 00pa30BATEIBHBIX PECYPCOB
nH(}OPMaLIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[lepeuenn AIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB MH(pOpPMaLOHHO-
TEJIeKOMMYHUKAaMOHHONW ceTn «MHTepHeT», HEOOXOAUMBIX MJii OCBOCHHUS JUCIHUILINHBI
npuBezeH B Tabnuue 9.

Tabmunma 9 — IlepedyeHb OJIEKTPOHHBIX O0pa30BaTENbHBIX PECYpPCOB HMH(POPMAIIOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTn «HTepHEeT»

URL anpec HaumenoBanue
www.intuit.ru Hanuonanehneiii Otkpeiteiii YHUBepcuter "MHTYUT"

8. Ilepedens MHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mnporpaMMHOro oOecreueHusi, HCHOJIb3YEeMOro IMpH OCYIIECTBICHUU
00pa30BaTENILHOrO MpoLEcca M0 AUCLHUILINHE.
[lepedeHpb UCONIB3yeMOro IPOrpaMMHOro odecrieueHus npejacTasieH B Tadauie 10.

Tabmuna 10— [TepeueHs mporpaMMHOT0 00€CIICUCHUS

No /1t HanmenoBanue

He npenycmorpeno

8.2. IlepeucHb HH(OPMAITMOHHO-CITPABOYHBIX CUCTEM,HCIT0JIb3yEeMBIX pu
OCYIIECTBIIEHUU 00pa30BaTEIHLHOTO MPoliecca Mo AUCIUILTUHE

[Tepedens WCHONB3yeMBIX HH(DOPMAIIMOHHO-CITPABOYHBIX CHCTEM TIPEJCTABJICH B
Tabmmuie 11.

Tabmuna 11— Ilepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne i/ HanmenoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKast 6a3a
CoctaB MaTepHaIbHO-TEXHMUYECKON 0a3bl, HEOOXOAUMOW Il  OCYIIECTBIICHUS
00pa3oBaTeNLHOTO Mpoliecca Mo AUCHUILINHE, TpecTaBieH B Tabnuuel?2.

Ta6mmma 12 — CoctaB MaTepuabHO-TEXHHUECKOM 0a3bl

No HanmeHnoBanue cocTaBHOM 4acTu Howmep aygutopuu
n/m MaTepHUaTbHO-TEXHHUECKOH 0a3bl (TIpu HEOOXOMMOCTH )




1 JlexuurOHHAS ayaUTOPHUS

2 MynpTUMeaUIHAS JIEKUUOHHAS ayIUTOPHUS

3 | KommbroTepHslii kiacc

10. OueHouHBIE CpeACTBA ISl POBEICHUS TPOMEKYTOUHOH aTTeCTAI[IN
10.1. CoctaB OIICHOYHBIX CPEACTBUISI TMPOBEIACHUS MPOMEKYTOYHOM aTTeCTalluu
00yJaromuxcst Mo JUCUUIUIMHE TpUBeAeH B Tabmuie 13.
Ta6ymma 13 — CoctaB OIEHOYHBIX CPEJICTB ISl TPOBEICHUS MPOMEKYTOYHOM aTTeCTAlUN

Buj npomexxyTouHOM aTTecTaluu IlepeueHb OLICHOYHBIX CPE/ICTB

3auer Crincox BOIpOCOB;
TecTsr;
3anaqu.

10.2. B kadyecTBe KpUTEpUEB OICHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouuMucs MpUMEHseTcsl 5-0ajuibHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIMM, KOTopas npuBeaeHa B Tabauie 14. B TeyeHune cemecTpa MOXET MCIOJIb30BATHCS
100-0annpHast ~ mKajga  MOAYJIBHO-PEUTHMHIOBOM  CHUCTEMbl  YHUBEpPCUTETa,  IpaBHia
UCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurepuu onieHKH ypoBHS chOPMHUPOBAHHOCTH KOMIETEHITHI

OrieHKa KOMITETEHITUH

XapakreprucTika chopMUPOBAHHBIX KOMIIETCHITHN
5-0ayuipHad mIKaia PaKTep (bopvmp

— oOyyaromuiicss TiayOOKO M BCECTOPOHHE YCBOMWJI IIPOIPaMMHBIM
MaTepHal;

— YBEPEHHO, JIOTUYHO, I1OCIIEI0BATEIbHO U TPAMOTHO €0 U3J1araer;

— ONUPAsACh HA 3HAHUS OCHOBHOM W JIOMOJHHUTEIBHOW JMTEpaTypHl,
TECHO NPHBS3BIBAET YCBOCHHBIC HAYYHBIE TOJIOKEHHS C TIPAKTUICCKOM
NeSITeTTHHOCTHIO HAITPABIICHHS,

— yMeJl0 000CHOBBIBAET U ApTyMEHTUPYET BbIJIBUTa€MbIE UM HJIEH;

— JIeJIaeT BBIBOABLI U 00OOIICHHS;

— CBOOOIHO BJIAJICET CHCTEMOH CTIENMAIM3UPOBAHHBIX MMOHITHH.

«OTIIMYHO»
(Ga4YTCHO»

— o0yyJaronuics TBEp0 YCBOMII MPOTPAMMHBIN MaTepua, rpaMOTHO U
M0 CYLIECTBY M3JaraeT €ro, ONUpasCh Ha 3HAHUS OCHOBHOM
JUTEpaTypHl;

— HE JIOMYCKAeT CYIIECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIE 3HAHUS C MPAKTHUYECKOW JIEATEIbHOCTHIO
HaIlpaBJICHUS;

— apryMEHTUPYET Hay4YHbIE MMOJ0KEHNUS;

— JIeJIaeT BBIBOALI M 00OOIICHHS;

— BIIAJICET CHCTEMOM CTICIMAIM3UPOBAHHBIX TOHITHH.

«XOPOIIIO)»
«BAYTCHO»

— o0yJarouiicss YCBOMJI TOJBKO OCHOBHOW MPOrpaMMHBIA MaTepua,
M0 CYIIECTBY HM3JlaraeT €ro, ONHUpasCh Ha 3HAHUS TOJHKO OCHOBHOM
JTUTEPaTyPHI,

— JIOMYCKaeT HEeCYIIECTBEHHbIE OMMOKN U HETOYHOCTH;

— UCIIBITHIBAET 3aTPYAHEHUsI B MPAKTUYECKOM NPUMEHEHUU 3HAHUM
HaIlpaBJICHUS;

— cJ1ab0 apryMEeHTHPYET HayuHbIE MTOJI0KEHHUS,

— 3arpynaHsieTcs B GOpPMYJIUPOBAHUHU BBHIBOJOB M 000OIICHUH;

— YaCTHYHO BJIAJEET CUCTEMOM CIIeMAIM3UPOBAHHBIX OHSITHIA.

«YOOBJICTBOPUTCIIEHO»
Ga4uTCHO»

— o0yyJaromuiics He YCBOWJI 3HAYUTEIbHOM 4YacTH IPOrPaMMHOIO

«HEYJIOBIETBOPUTENbHO) | MATCPHATIa,
«HE 3AUTCHOY — JIOMyCKAeT  CYIIECTBEHHbIE  OIMMOKM M  HETOYHOCTH  MpH

paccMOTpeHHH pobJIeM B KOHKPETHOM HarpaBlICHUH;




Or11eHKa KOMITETEHITUHN

5-0ayuipHad IIKaIa

XapaxrepucTrka chopMUPOBAHHBIX KOMIIETEHIUI

— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKCHHS,
— He (OopMYTUPYET BEIBOJOB M 0000IIEHUH.

— UCIIBITBIBACT TPYAHOCTU B IPAKTUYECKOM IIPUMEHEHUH 3HAHUM;

10.3. TunoBble KOHTPOJILHBIC 33/1aHUS HJIM HHbIE MAaTCPHAIIBL.
Bormpocs! (3amaun) ams s5Kk3aMeHa npeicTaBieHbl B Tadnuie 15.

Tab6muia 15 — Borpocs! (3agaun) 115 2K3aMeHa

Ne i/t

[lepeuens BonpocoB (3aa4) AJsl IK3aMeHa

Kon
WHIUKAaTOpa

Y4eOHBIM IIIaHOM HE MPEAYCMOTPEHO

Bomnpocsr (3amaun) s 3agera / nudd. 3adera npeacrasicHbl B Tabauie 16.

Ta6mmma 16 — Boripocs! (3amaun) mis 3aueta / qudd. 3auera

No i/t

[Tepeuens BompocoB (3a1a4) ais 3adera / qudd. 3auera

Kon
WHIUKaTOpa

1.

[TonsaTHE, BUIBI M CTPYKTYpa aBTOMAaTU3UPOBAHHBIX CUCTEM
(o PJ1 50-680-88)

OpraHu3annoHHas CTPYKTYpa, CXeMbl OpraHu3aluu padoT npu
npoektupoBaHuu AC 1 opraHn3alnuoHHble (POPMBbI IPOEKTHOTO
KOJUIEKTHUBA

Coneprxanue u crienuuka ynpaBiIeHYeCKOro IUKIIa Ipu
npoexktupoBanuu AC

MeTopl IIIaHUPOBAHUS U YIIPABIEHUS IPOEKTaMHU.
Huarpammsl ['anTTa, cereBble rpaduKu IPOEKTOB
ABTOMaTH3UPOBAHHBIE CUCTEMBI YIIPABICHUS IPOCKTaAMU
Bbeszomacunocts AC, ee coctaBistromue. OCHOBHBIE CIIOCOOBI U
MeXaHu3Mbl obecrieueHus 6e3onacHocTH nHpopmanuu B AC
Opransl ynpaBiaeHUs U IJIAHUPOBAHUS IKCIUTyaTalluK
3amuuieHHbIX AC

OkcmtyaraunonHas nokymeHnranus Ha AC (u3genus UT).
PykoBoicTBa nosip30Barens U aMUHUCTpaTOpa
KonctpykTopckue skcrmyarainronabie JokyMeHTsl Ha TCO u
10, skcruryaTainOHHBIE JOKYMEHTBI ITPEAIPUATHS
Knaccudukanus, naentudukanus (MHBEHTapU3alus,
KaTaJIOTU3alus) U OLlEHUBaHKE (KaTeropupoBaHue) 00bEKTOB
3amuThl B AC

OO111e MOIOKEHHS M0 HKCIUTYaTAH U3IEJINH, KOMIUIEKCOB,
cpencTB aearenbHocTU. COCTaBIAONINE OPTAHU3AIIMOHHBIX 1
TEXHUYECKUX MEPONPUATUI N0 IKCILTyaTal[u1

Oco6ennoctu skcrutyatanuu KC (AC) u 3amumennsix KC
(AC B 3amMIIeHHOM HcTIOJIHEHNN). AqmuHucTpupoBanue KC
(AC)

IIK-8.3.1

Knaccudukanus (katanoruszais), uacHTUGHUKAITHS,
crenuguKanus 1 oleHuBaHue yrpo3 6esomnacHocti B AC
Copep:xanue mpoiiecca pa3padOTKH U BBOJIa B ICHCTBUE
m3nenuit (cuctem) UT. YpoBHU nTpeACTaBICHUS TPOSKTHBIX
peLeHuit

[TpoextupoBanue AC kak 0coObIil BUJ ACSITEIBHOCTH,
00BeKTHI MpoekTupoBanust npu coznanun AC (o PJ1 50-680-

I1K-8.3.2




88)

MeTtononorus (MeToasl U cpeacTBa) poektupoBanus AC
Kanonnueckoe (nHauBHyasibHOE) IpoekTupoBanue AC.
TexHomornyeckast cxema 3TarnoB TEXHUYECKOT0 U pabouero
MIPOEKTUPOBAHUS

Tunosoe npoextupoBanue AC u ero MeToAbI.
TexHonoruyeckasi cxemMa NpOEKTUPOBAHUS

VYupasnenue nponeccoM npoexkrtuposanusa AC, ero
KOMITOHEHTHI U crienupurka

UYenosedeckwuii pakTop B yrpo3ax 6ezonacHocTd. Mojiens
Hapymmrens 6e3omnacHoctu nHpopmanuu B AC

JKW3HEHHBIN UKII, CTaIUU CO3/IaHUS U COJIEpKaHUE padoT 1o
cozgannio AC, ocodbennoctH co3manusg AC B 3alIUILIEHHOM
ucnonaenuu (mo F'OCT 34.601-90, TOCT P 51583)
Knaccudukanus nznemmii U'T u pyHKIIMOHAIBHBIE TAKEThHI
TpeboBanuii 6e3omacHocTr. Kiacchl 3alIMINEHHOCTH U3 ICITHIA
UT u nmakets! TpeboBanuii foepus 6e3omnacHoctu (mo 'OCT P
NCO/M3K 15408-2002)

CtpykTypa, OpsiIoK pa3pabOTKU, pETUCTPALlUU U
onybnukoBaHus npoduneit 3amutel 11 uaenuit UT (mo
I'OCT P MCO/MDBK 15408-2002)

CtpykTypa, Ha3HAaYCHHE U MOPAIOK pa3pabOTKU 3aJaHus IO
Oe3omacHocTH IpH co3nanuu u3aenuii UT, cooTHOmeHME
MeXxay NpoduiIeM 3alluThl U 3aJaHUEM 110 0€30M1aCHOCTH.
Texauueckoe 3aganue Ha coznanue cuctremsl UT (mo 'OCT P

HNCO/MDBK 15408-2002)

JlexoMno3uiys Ha3HAYCHMS, LIeNIeH 1 3a1a4
¢yakuonupoBanust AC. @yHKIIMOHATIBHAS CTPYKTYypa

AC u dpyHkmoHansHbie TpeOoBaHus K 3amuiieHHbsM CBT,
AC, npogykram u cuctemam UT

Ycnyru (cepBuchl) 6€30MaCHOCTH MPU B3aUMOICHCTBHH
OTKPBITBIX CUCTEM M MEXaHU3MBbI 0€30MMaCHOCTH, UX
peanusyromrue (mo 'OCT P CO 7498-1-99),
B3aMMOOTHOIIIEHNE MEXIY YCIyTaMu 3alllUThl U YPOBHIMU
B3aMMOJCICTBUSA 110 7-MU YPOBHEBOM 3TanoHHOU Moaenu BO
Cucrema 1 cTpyKTypa QyHKIMOHAIBHBIX TPeOOBaHUIA 11O
3amute oT HCJI x undopmanuu B CBT), kitaccel
samumeHHoctd CBT

Ocob6ennoctu Texunueckoro 3amanus Ha co3ganue AC B
3aIUIICHHOM HCHOJIHEHUU. COCTaBIAIONINE 00X
tpedoBanuit kK AC3U u cTpykTypy G yHKIIMOHATIBHBIX
tpeboBanuii (mo 'OCT P 51624)

[IK-8.V.1

Cuctema 1 cTpyKTypa (pyHKIIMOHAIBHBIX TPEOOBaHUI 1O
samute oT HCJ] B AC), rpymiibl u Kiacchl 3amuieHHocTd AC
Texuuueckoe 3aganue Ha co3nanue AC, TpeboBaHU 110
CTPYKTYpE, COAEpKaHUIO, MOPSAKY pa3padoTku, ohopmMieHuS,
cornacoBanus u yreepxaeHus (mo [OCT 34.602-89)

O6mas cTpykTypa TpeboBaHUN OE30MACHOCTH K U3JICTUSAM U
cucremam UT, kiaccsl GyHKIMOHATBHBIX TPEOOBAHHIA
6e3onacHocty (o 'OCT P MCO/MOK 15408-2002. Y.2)
Kuznennstit nukn uzaenuii (mpoaykros u cuctem) UT, obmas
cXeMa U IIOCJIEI0BATEIbHOCTE co3aannsa usneau UT

[IK-8.B.1




[lepeuenp TeM I KypcOBOTO TPOSKTHPOBAHHS/BBIMOIHEHUS KypCOBOH pabOThI
npeJcTaBiIeHbl B Tabnuue 17.
Ta6muma 17 — [lepedeHs TeM Ui KypCOBOTO MPOSKTHPOBAHMSI/BBIIIOJIHEHUS] KYPCOBOM pabOoThI

No 1/ [TpuMmepHBIii IepedeHb TeM AJ1 KypCOBOTO IPOEKTUPOBAHMS/BBIIOITHEHUS
B KypCOBOI pabOThI

Y4eOHBIM MJIAHOM HE MPEAYCMOTPEHO

Bompocsl Ui mpoBeneHHs TPOMEKYTOYHOH aTTeCTalli B BUAE TECTUPOBAHHUS
npeJcTaBieHbl B Tabnuue 18.

Tabmuua 18 — [IpumepHbIii IepeueHb BOIIPOCOB ISl TECTOB

. Kox
Ne i/ [TpumepHBIii IepedeHb BOIIPOCOB ISl TECTOB
WHJUKATOpa
Paznuuarot cnenyromue yposau ynpasienus b opranusanuu TIK-8.3.1

1) Crparernueckuii
2) TakTuueckuit
3) IIpomMexyTOUHBII
4) OnepaTuBHBIN
K npenmymectsam ucnonb3oBanus SIEM cuctem oTHOCAT —
1) OnepaTuBHBIM KOHTPOJIb 3aIIUIEHHOCTH HAa BCEX YPOBHSX
CUCTEMBI
2) He tpebyercs Bbicokas kBanupukaius oneparopa SIEM
CHUCTEMBI
3) Hcnosb30BaHue TOKYMEHTHO-OPHEHTUPOBAHHBIX 0a3
JAHHBIX
4) CHWKEHHUE CTOUMOCTH BJIaJICHHUS CHCTEMOMU
[lpu  mpoBemeHMM  OOCHENOBAaHHMS  OpPraHM3alMH  OCHOBHBIMH
UCTOYHHKAMU HH()OPMALIUH SBIISIFOTCS
1) JlokyMeHTbI OpraHu3aluH, IPOLEeIYPhI
2) TlonuThku opraHu3au
3) PesynbTaThl HHTEPBBIOUPOBAHUSI  COTPYJHUKOB
4) TexHOIOTHYECKHE KAPT
Bexrop yrpo3sl — 310
1) Habop ckanspHBIX 3HAYCHUIT
2) TEKCTOBasl CTPOKA, KOTOpas COJACPKUT 3HAUCHHS, CBSI3aHHBIC C
KaXJ0W METPUKOU
3) MaccuB 3JeMEHTOB
4) HeT NpaBHIBHOTO OTBETA

Huskol BeposITHOCTH peann3alnuy yrpo3 COOTBETCTBYIOT KPUTEPUH [1K-8.3.2
1) oTCyTCTBYyeT MOTHBALIUS VIS PEATU3AIINH -0l yrPO3bI
2) OTCyTCTBYeT TpeOyemasl CTaTUCTHKA 10 (pakTaMm pean3aliu j-oi
yIpo3bl 0€30MacHOCTH UH(pOpMAaLUK
3) OTCYTCTBYIOT OOBEKTHBHBIE PEANIOCHUIKH K peaTU3alny j-0i
yIrpo3bl 0€30MacHOCTH UH(pOpMAaLIUU
4) BO3MOJKHAs 4aCTOTA PEAM3AIMH j-Oi Yrpo3bl HE MPEBBIIACT 1
pas3a B 5 et
[Tonutrka nHPOpPMATMOHHON OE30MACHOCTH TTO3BOJISIET
1) ompenenuTh «IpaBUIa UTPI» JJIs BCEX COTPYIHUKOB
OpTraHu3aluy U TPETHUX JIULL
2) Paspaborath apxutekTypy 3amuiiaemoit MC




3) CcOCTaBHUTH OOIIYIO OCHOBY JIJIS 3AIUTHI BCEX BIUAIONINX HA
OUb akTHBOB OpraHu3alMu, B paMKax KOTOPOM
OIIPEIEIISIOTCS MPaBUIIa Pa3TPAHUYCHUS 1OCTYNA K S TUM
aKTUBaM

C/eNaTh MPaBUIBHBIN BHIOOP caMoil i1aTgopMbl TSl pabOTHI ¢
AKTUBAMU, YUUTHIBAsA, KAKUE NHCTPYMEHTAJIbHBIE CPEJICTBA U
MpoLeayphl OYAYT UCIOIB30BAHbBI

CHUCTEeMHBII aHAJIM3  TOJIBKO OMpe/esieHHe MOTPEOHOCTH 1 Ha3HAYCHUS
nc

1) TOJBKO OmpeieseHue OCHOBHBIX (DYHKIIMOHAIBHBIX
xapakrepuctuk C

2) TOJBKO OlleHKa 3aTpaT U 3G (HeKTUBHOCTH Hcnonb3oBanus NC

3) ompenenenue morpedHocTH U HazHaueHus MC,
€¢ OCHOBHBIX (DYHKIIMOHAIbHBIX XapakTtepuctuk 1C,

4) ouenka 3aTpaT 1 3PPEKTUBHOCTH UCIIOIH30BAHUS
AKTyanu3aius yrpo3 0e301macHOCTH HHPOpMAITUU
3aKJIFOYAETCS B OLICHKE

1) BeposiTHOCTH peanu3aiuu yrpo3bl

2) CreneHu pucka

3) B03MOXHOCTH peanu3aiuu yrpo3bl

4) Crenenu ymiepba

single loss expectancy - SLE IK-8.Y.1
1) osKumaeMblii roI0BOH yIepo
2) BenuumHa 05H1a€MOT0 Pa3oBOTo yiepoa
3) CIKETroJHAad 9aCTOTAa BOBHUKHOBCHUSA PUCKA
4) CTOMMOCTh aKTHBA JJIsl KOKIOTO PUCKa
HalMoHanbHas 6a3a naHHbIX ys3BumocTeit CILHA;:
1) Common Vulnerabilities and Exposures
2) National Vulnerability Database
3) Open Sourced Vulnerability Database
5) Public Vulnerability Database

C:[N,L,H] merpuka yka3bIBaeT HACKOJIBKO CHIIbHO B citydae ycnemHoro | [IK-8.B.1
UCMOJIb30BAaHUS YI3BUMOCTH MOCTPaJaeT
1) HocrtymHOCTb
2) KoH¢uneHanbHOCTb
3) llemoctHOCTH
4) HanexHOCTb
VY BekTOpa ysI3BUMOCTH
CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:L/I:L/A:N
3nauenue metpuku S:U o3Havaer
1) user
2) unique
3) unchanged
4) updated

[lepeueHb TeM KOHTPOJBHBIX PabOT MO JUCIUIUIMHE OOy4aromuxcs 3a04HON (popMbl
o0yueHus, npecTaBiIeHbl B Tabmuie 19.

Ta6mmma 19 — [lepedeHb KOHTPOIBHBIX PadbOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno




10.4. MeTtoauveckre  MaTepUaibl,  ONPEACNSIONUE  MPOLUEAYPHl  OICHUBAHUS
WHAMKATOPOB, XapaKTEpU3YIOUMX dTanbl (OPMUPOBAHUS KOMIETCHLUH, COJIEpKATCi B
JOKaJbHBIX HOpPMATUBHBIX akTax [ YAIIl, periaMeHTHpyIOUIUX TOPSJIOK U MPOLEAYPY
MPOBEJICHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTecTaluu 00yJaromuxcs
I'VAIL

11. Meroaudeckue yKazaHus Uit 00YJIArOIIUXCS IO OCBOCHUIO TUCITUTUIAHBI

11.1. Meroauueckue ykasaHHs A OOy4arOIIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
marepuasia

OcHOBHOE Ha3HAYCHHE JIEKIIMOHHOTO MaTepHaja — JIOTUYECKH CTPOMHOE, CHCTEMHOE,
riyOOKoe U sICHOE WU3JIOKEeHHMe yueOHoro marepuana. Ha3HaueHune cOBpEeMEHHOM JieKLuu B
paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(POPMAILMIO 1O TEME, a B OCBOCHUU
(byHaaMeHTalbHBIX NpoOJeM JUCHMIUIMHBI, METOJOB HAy4yHOrO IIO3HaHMS, HOBEWUIIMX
JOCTHUKEHUI HayyHOW MbIcau. B yueOHOM mpoliecce JIEKIHs BBIIOJIHSAET METO/I0JIOIMYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIMs packpbIBaeT NOHATUIHBIN anmapar
KOHKPETHOW oO0JiacTH 3HaHUs, €€ MpoOJIeMbl, AaeT IEeTbHOE MPEACTaBICHUE O AUCIHUILIMHE,
IIOKa3bIBAaeT B3aMMOCBS3b C IPYTMMHU AUCLHUILUIMHAMU.

[lnanupyeMble pe3yabTaThl IPH OCBOSHUH 00YYAIOIIMMUCS JIEKIIMOHHOTO MaTepHana;

— TIOJIyY€HHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HaHUH, YpPOBEHb
KOTOPBIX OIpeJIeNIIeTCs 11eJIeBOM YCTAaHOBKOM K KaX/10i1 KOHKPETHOH TeMe;

— TIOJIy4€HHE OIIBITa TBOPUYECKOIH pabOTHl COBMECTHO C IPEIOIaBATEIIEM;

— pasBuTHe TPOPECCHOHATHHO-IENOBBIX  KAauyecTB, JIIOOBM K TIPEAMETYy W
CaMOCTOSITEIbHOTO TBOPYECKOTO MBIILICHUSI.

— TOsiBJIeHUE HEOOXOAMMOro HHTEpeca, HE0OXO0AUMOTO Il CAMOCTOSITENIbHON pabOThI;

— TOJIyueHHE 3HaHUH O COBPEMEHHOM YpPOBHE pa3BUTHS HAyKd U TEXHUKH U O
IPOTHO3€ UX pa3BUTHs Ha OJMIKaMIINe TO/IbI;

— Hay4YUTbhCS METOJMYECKH 00padaTbiBaTh MaTepuas (BBIACIATH TIABHBIE MBICITH H
NOJIOXKEHUS, NPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPATh HMX B  Pa3JIMYHBIX
bopMynupoBKax);

— TOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIMMBIX TEPMUHOB U MOHATHI.

JIeKIIMOHHBI  MaTepua’l MOXKET CONPOBOXKAAThCA JAEMOHCTpauued chnaiiioB
UCTIOJIF30BAaHUEM DPA3aTOYHOTO MaTepualia IpPH TPOBEIEHUH KOPOTKHX TUCKYCCHH 00
0COOEHHOCTSX MPUMEHEHHUS OTJENIbHBIX TEMAaTHK M0 JUCLUIUINHE.

CTpyKTypa Mpe1ocTaBIeHUs JICKIIMOHHOTO MaTeprana:

— H3noxxeHue JEKIIMOHHOTO MaTepUana;
— IlpencraBnenue TeOpeTHYECKOrO MaTepuaia MpernoiaBaTesieM B BUJIE CIaiiJI0B;
— OcBoeHHe TEOPEeTUIECKOT0 MaTepualia Mo MPakTUYeCKUM BOIIPOCaM;
— Cnmcok BOIIPOCOB IO TEME Il CAMOCTOSTENIbHOW PabOThI CTYAECHTA
11.2. Metoauueckue yKazaHus i oOydaloluxcs IO YYacTHIO B CEMUHapax -
VUeOHbIM NIAHOM He NPedyCMOMPEHO .

11.3. Meroauueckue ykazaHHs ISl OOyYarOIIUXCS 0 MPOXOXKICHHIO TMPAKTHIECKUX
3aHATUH - YUeOHbIM NAAHOM He NPEe0YCMOMPEHO

11.4. Metonuuecke ykazaHusl A OOydaloIIUMXCsl MO BBIIOJHEHHIO J1a0OpaTOPHBIX
pabot

B xone BeimonHeHus 1a0oOpaTOpHBIX pabOT oOydaromMics MAOKEH YIIIyOuTh U
3aKpEeNUTh 3HAHM, NPAKTHUYECKUE HABBIKU, OBJIAZIETh COBPEMEHHOM METOAMKONM U TEXHUKOU
9KCHEPUMEHTa B COOTBETCTBUM C KBAIM(UKALMOHHONW XapaKTEpPUCTHKOHW 00ydarolerocs.
Brimonnenue 1abopaTOpHBIX PabOT COCTOUT M3 IKCIEPUMEHTAIBHO-TIPAKTUYECKON, pacyeTHO-
AHAJIMTHYECKOM YacTel U KOHTPOJIbHBIX MEPOIIPUATHIA.



Brimonnenue 1abopaTopHBIX pabOT OO0yYaromUMCS SIBJISETCS HEOThEMJIEMOM YacTbhIO
U3y4CHUS TUCLUIUIMHBL, ONpeAeIieMOd YYeOHBIM IUIAaHOM, M OTHOCHTCS K CpPEACTBaM,
o0ecIeunBaroIM PELICHUE CIEAYIOIUX OCHOBHBIX 33J[a4 00yJaromerocs:

— TOpuoOpeTeHHEe HABBIKOB HCCIECIOBAHUS MPOLECCOB, SBICHHH H  OOBEKTOB,
M3y4aeMbIX B PAMKax JaHHOW JUCIHUIUINHEI;

— 3aKpervieHHe, Pa3BUTHE M JCTAIN3alMs TCOPETHYECKUX 3HAHWH, MOJY4YEHHBIX Ha
JEKIUSX;

— TOJIyueHHe HOBOM MH(OPMAIUH 110 U3y9aeMON JUCIUILINHE,

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIBHOH  paboThl ¢ J1a0OpaTOpHBIM
o0opyoBaHreM U pudopamu.

3ananue U TpeOoOBaHMS K IPOBEICHUIO JIAOOPATOPHBIX paboT
JlabopaTopHasi padora Ne 1 «Onucanue oOBEKTa WCCICIOBAHUS C TOYKH 3PCHUS
aIMHHHICTPATOPA 110 HHPOPMAITHOHHON 0€301aCHOCTH
Hens naboparopuoii padotsl Ne 1: TlocTpoeHue pa3inuuHbIX MOJENeH, 0TOOpaXKAIOUINX
ApPXUTEKTYpy aBTOMATH3UPOBAHHOW CHUCTEMBl OTPAaHWUYCHHN JOCTyna K wuHpopManmum u
MPOBEJICHUE aHAJIM3a MECT U BHUIOB yreuku HMHpopMmanuu. OleHKa CTeNeHU 3allulIeHHOCTH
uH(pOopMaLUH.
3ananue K 1abopatopHoii padote Nel
1) BBINOTHUTE OLICHKY aKTyaJIbHOCTH, pa3pabaTbiBaeMoii HHOOPMAMOHHON
2) CHCTEMBI
3) IlpoBectu CTPYKTYpHBIH CUCTEMHBIN aHAIN3 OU3HEC-TIPOLIECCOB
4) npenmernoii obmactu. Iloctpouts auarpammel IDEFO (AS-IS), DFD (ASIS),
(mpu HeoOxoaumoctr — IDEF3 (AS-1S).
5) Omwucath pa3paboTaHHbBIC AHMArPAMMBI
6) BbiaenuTh aKTUBBI (KPUTHYECKHE DIIEMEHTHI), MOJICKAIMEe WHPOPMAIMOHHOMN
3aIuTe
Crpykrypa u hopma otyeTa 0 1abopaTopHOM padboTe
Otuer mo 1abOpaTOPHBIM paboTaM JOJKHA OTpakaTb HE (PAKT CHPOEKTUPOBAHHON CHUCTEMBI
3aIUTHI, & TIPOIECC MPOCKTHUPOBAHUS, MTOKA3BIBAIOIINN BCIO pabOTy HaJ MPOCKTOM HAYWMHAs OT
MOJIyYEHHOTO MCXOJHOTO MaTrepualia M HaOpocka Oyaylnei 3amuiieHHOW WHGOpPMaIMOHHON
CUCTEeMBl M 3aKaHYMBas pPa3pabOTaHHBIM M TPOTECTHPOBAHHBIM MPOTPAMMHBIM TIAKETOM, C
000CHOBaHMEM BCEX MPUHATHIX B MPOIECCe MPOSKTUPOBAHUS pelleHnid. B conepikanuu noimKHa
OBITh OTpaXKeHa CTPYKTypa oOT4YeTa. BBeneHWe JODKHO XapakTepu3oBaTh Ty cdepy
YeNOBEUYEeCKONH MAESITeNTbHOCTH, NI KOTOpOM OyaeT mNpoeKTHUpoBaThCs mpuioxkeHue. [Ipu
OMHMCAHUN JTUAarpaMM JIOJDKHBI OBITh HW3JI0)KEHBI OCHOBHBIC ()YHKIIMOHATHHBIC BO3MOXKHOCTHU
Oynyieil cucTeMbl 3alMThl MH(POpPMAIUK, a TakKe BUABI WH(POPMAIMU KOTOPBIE MPUIETCS
XpaHUTh W 0OpabaTeiBaTh JUIsI JOCTWIKEHHUs TIIOCTaBJIEHHOW 1enu. B mociemyromux
nabopaTopHbIX — paboTax  JOMKHBI  OBITh  W3NOKEHBI  OTambl  KOHCTPYUPOBaHUS U
(YHKITMOHUPOBAHKS ~ TPOTPAMMHO-TEXHHUYECKAX  yYCTPOMCTB  3aIUTHI  MHPOpPMAIUK U
TEXHUUYECKUX OOBEKTOB OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
TpeboBanust k ohopMIIEHUIO OTYETa O JJabopaTopHOU padoTe
— Oru€r o mnaboparopuoii pabore (JIP) mpemocraBnsercs B MEYaATHOM/UIU

ANEKTPOHHOM BHUJIE;

— Ortuér o mabopaTopHOil paboTe MOKEH COOTBETCTBOBATH CTPYKType U (hopme
OTYeTa, MPEICTABJICHHOMN BHIIIIE;

— Oruér o naboparopHoit pabore nomkeH uMmerh TUTYIbHBIN juct (TOCT 7.32-
2001 m3manus 2008 rona) ¢ Ha3BaHUEM U MOANUCHIO CTYACHTA(OB), KOTOPBIH(bIE)
ee caenan(u) u opopMuI(u);

— Crynentr pomxeH 3amututh JIP. OTMeTka O 3amuTe OOMKHA HAXOIUTHCS Ha
TUTYJIBHOM JIUCTE BMECTE C MOJIMUCHIO IIPEToAaBaTeIsl.



Ccouika Ha JIP1 - https://pro.quap.ru/get-task/78006590fcaa9bfclad5022f9065d23b

JlabopaTopHas padora Ne 2 «Iloctpoenue mH()OIOTHYECKUX MOJEIEH, 3alTUIIICHHBIX
HC»

Lens maGoparopuoii paborer Ne 2: TloctpoeHne uWHOOIOTHYECKUX MOJICTIEH,
samuiieHabix MC u 6a3 JaHHBIX ¢ 3alIMIIEHHBIMU TOJISMH U YCTAHOBJICHHBIMHU IIpaBaMH U
MPUBWIETHSAMH JIOCTyNa K JaHHBIM OIeHKa CTETEeHH 3alUIeHHOCTH HH(POpMAIUH.

3ananue k mabopaTopHoit padote No2

1) IToctpouth MOIEINb YIPO3 pa3pabaTbiBaeMoil HHHOPMALIMOHHON CHCTEMBI

2) TlocTpouTh MOJCIH HAPYIIHTEIIS

3) CdopmMupoBath peecTp aKTyaTU3UPOBAHHBIX YIPO3 IS KAKIOTO aKTHBA

4) OueHHUTh BO3MOXKHBIC PUCKU

5) TIpoBecTH CTPYKTYPHBIH CHCTEMHBIH aHAIW3 OHM3HEC-TPOIIECCOB IMPEAMETHON
obomactu. Iloctpouts mmarpammer IDEFO (TO-BE), DFD (TOBE), (npu
Heooxoaumoctu — IDEF3 (TO-BE).

6) Omnucath pa3paboTaHHBIC THATPAMMBI

7) OIleHUTH CTENEHb 3alUIIIEHHOCTH HHDOpMauu

[Tpu BbIMONHEHNH 7Ta00PATOPHOI PabOTHI CTYACHTY OTBOAUTCS POJb aJIMHHHUCTpATOpa
CeTH TPEANPHUATHS WU agMUHUCTpaTopa 0a3 MaHHBIX. B COOTBETCTBUU C 3aJaHHOW DPOJIBIO
HEOO0XOIMMO CIIPOEKTHPOBATH CHUCTEMY 3alIUTHl HH()OPMAIUK JUIsI KOHKPETHOTO YYacTKa CETH.
Jlns penieHus JaHHOW 3a7]a4d TaKKe HEOOXOAUMO:

1) PacnpenenuTh yYaCTHUKOB CETH [0 TOMCHICHHSIM MPCANPUATHS, YIUTHIBAS
pasziesieHne CIyKaluX MPeAnpUsaTHs Ha TPYIIbI 0 3a/IaHHOMY MPU3HAKY.

2) CocTaBUTh CTPYKTYPHYIO CXEMY CBOETO ydacTKa CETH C YKa3aHHEM BO3MOXKHBIX
KaHaJIOB yTeUKH UH(OpMAIMK U TIPOOIIeM 3alUThI.

CrpykTypa u dhopma oTueTa 0 JabopaTOpHOH paboTe
JIoTKHBI OBITH U3JI05KEHBI 3TAbl KOHCTPYUPOBAaHUS U (DYHKLIIMOHUPOBAHUS IPOrPaMMHO-
TEXHUYECKUX  YCTPOMCTB  3allUThl HMHGOpMAlMM W TEXHUYECKHMX  OOBEKTOB  OT

HGC&HKIII/IOHI/IPOB&HHOFO I[OCTyrIa.
Ccouika Ha JIP 2 - https://pro.quap.ru/get-task/a8e23daa5916a441df4694dfc8e89059

JlaGopatopnas padora Ne 3 «Pa3zpaboTka NOJUTUK 0€30MaCHOCTH UH(OPMAIIH»

ens maboparopuoii padoTsl Ne 3: OreHka 3aIlUIIEHHOCTH HHPOPMAIIMOHHON CHCTEMBI,
dopMHpOBaHHE KOPIOPATUBHOW M YAaCTHBIX TMOJIMTUK HMHPOPMALMOHHOW Oe30macHOCTH,
peanu3yonmx TpedyemMblii ypoBeHb 3aIIUIEHHOCTH CUCTEMBI.

3ananue K aboparopHoii pabore Ne3

1) Ha ocHOBaHMM TPEANOJNIOKEHUH OE30MaCHOCTH, MpPU YYeTe Yrpo3 U HMEIOIIUXCS
ySA3BUMOCTEH  (MOAEnM yrpo3, TMojdydeHHoW B JjabopaTopHoit pabGore Ne 1)
chopMynupoBaTh LEIN 0€30MaCHOCTH, OMPENEIUTh KJIACC M KaTerOpUIO 3alUIIEHHOCTH
UH(POPMALIMOHHOM (aBTOMATU3HUPOBAHHON) CUCTEMBI.

2) PyxoBoactBysce 'OCT P MCO/MBK TO 13335, TOCT P UCO/M3BK 17799 u TOCT P
NCO/M3K 27001 BBINOIHUTH aPUOPHYIO OLIEHKY U MPUOPUTHU3ALMUIO PUCKOB, a TaKXKe
coONrofieHre 3aKOHOJATEeNIbHBIX M HOPMAaTHBHBIX aKTOB I  paccMaTpUBaeMoi
UHPOPMALMOHHOM cucTeMbl ([{1s1 OLleHKH peKOMEeHAyeTCs MCIOIb30BaTh MPOrpaMMHOE
CPEICTBO MICROSOFT SECURITY ASSESSMENT TOOL)
https://www.microsoft.com/ru-ru/download/details.aspx?id=12273)

3) PesymbraThl 3KCHEPTHON OICHKM pHCKOB Wb, momydeHHBIe HAa OpPEABIAYIIEM IIare
UCITIOJIb30BaTh UIs (OPMHUPOBAHUS KOPHOPATUBHOM M HEOOXOAWMOTO YHCIIA YaCTHBIX
MOJIUTHUK, MO3BOJISIONIMX MPUBECTH 3alIUIIAEMYI0 cUcTeMY K cooTBeTcTBHIO [SO 17799 ¢
Y4€TOM NPUOPUTH3ALIUU PUCKOB


https://pro.guap.ru/get-task/78006590fcaa9bfc1ad5022f9065d23b
https://pro.guap.ru/get-task/a8e23daa5916a441df4694dfc8e89059

4) TlpoBecTH  OIIGHKY  3alIWIICHHOCTH, OJKCIUIyaTUPYeMOW WM  HPOCKTUPYEMOMH
MH(OPMALIMOHHON CHCTEMbI C Y4E€TOM aJanTalid MpPaBUi MOJIUTUK HHMOPMAIMOHHOM
0e301acHOCTH (KPacHBIX KPY>KKOB B IKCIIEPTHOM OLIEHKE HE JI0JHKHO OCTaThCs).

5) BbiaenauTh B MOJUTHKAX HHPOPMAIIMOHHON 0€30MaCHOCTH BHECCHHBIC H3MEHEHHUS

6) Odopmuts oryer 1o nabopaTropHoil padore.

Ccpika Ha JIP 3 - https://pro.quap.ru/get-task/72f5bfd68686b1c0ef4ae3a25fh7d448

JlabopaTopHas padora Ne 4 «COop 10roB coOBITHII MH(DOPMAITMOHHONW 0€30MacHOCTH B
AirSIEM»

Lenp maGopatopHoii paboTel Ne 4: paspaboTarh cuCTEMY, KOTOpas IO3BOJISIET
aHATM3UPOBATh PETUCTPUPYEMBIEC B 3AIIUIIAEMON HHPPACTPYKTYPE COOBITHS, MOCTYIAIOIINE OT
pa3IMYHBIX ~ MCTOYHHKOB, W  OOHAPY)KMBAaTh  aTaKW/CIEHAPUH  aTaK/TIOJ03PUTEIbHbIC
JNEUCTBUS/OTKIIOHEHUSI OT HOPMBI, (opMHpysT TpuU HEOOXOJUMOCTH COOTBETCTBYIOIINE
UHIMJICHTHI 0€301T1aCHOCTH.

3ananue x maboparopHoit padore Ned
1) CdopmupoBars Texunueckue noautuku Ub
2) Ha ocHoBaHuu pa3pabOTaHHBIX IOJUTHK HHGOPMALMOHHON Oe30macHOCTH, mnpoduiei

3alIMThl ¥ 3a/IaHuil TI0 0E€30MacCHOCTH MH()OPMAIMOHHOW (aBTOMATH3UPOBAHHOM) CUCTEMBI
n/mm C3U, pazpaborarts apxurextypy SIEM-cucremsl

3) Pa3BepHyTh SIEM-3kocucremy, UCIIONb3Ys IIPOEKT AirSIEM
https://github.com/fisher85/AirSIEM
4) HWcxomHblit KOJI sapa KOppENSU -

https://github.com/fisher85/AirSIEM/tree/master/AirSIEM
5) Peanu3zoBath mojacucteMy cOOpa M XpaHEHHsI MOCTYIAIOIIMX COOBITHI O€30MTaCHOCTH;
6) Odopmuts otyer 1o JaboparopHoil pabore.

Ccouika Ha JIP 4 - https://pro.guap.ru/get-task/c2d006368e42beb0e8e4c26dc7612b6f

11.5. Meronnyeckue ykazaHus JUIsi OOydyarolUMXCsl MO TPOXOXKIEHUIO KypCOBOTO
POEKTHUPOBAHUS/BBINIOIHEHUS] KypCOBOU PAOOTHI - yUeOHbIM NIAHOM He NPedyCMOMpPeEHO

11.6. Meroauueckue ykazaHus JUIsi OOYJaAIOMIMXCS 110 MPOXOKACHUIO CAMOCTOSITEITHHOM
paboThI

B xone BBIMOMHEHUSI CaMOCTOSITENILHOM pabOThI, 00yJarOUTUiCs BBITOIHAET padOTy 1O
3aJJaHUI0 ¥ IPU METOJUUYECKOM PYKOBOJCTBE IperojaBaTelisi, Ho 0e3 ero HernocpeiCTBEHHOIo
y4acTusl.

Jns oOyyaromuxcst 1Mo 3aoyHoOM ¢opme O00ydeHus, caMoCTOsITeNbHas paboTa MOXET
BKJIFOYATh B CEOsI KOHTPOIBHYIO padoTYy.

B mnpouecce BBIMOJHEHHUsSI CaMOCTOSITENbHONW paboThl, y oOydaromierocs (popMHpYyeTcs
1enecoo0pa3Hoe IIaHUPOBaHUE pabouero BpeMeHH, KOTOPOE MO3BOJISIET UM pa3BUBaTh YMEHHS
U HaBBIKM B YCBOGHHU M CHCTEMAaTH3allUU MPUOOpETaeMbIX 3HAaHUM, 0OecreynBaeT BBICOKHUU
YPOBEHb YCIEBAEMOCTH B TIEpHOJ OOYUYEHHs, IOMOTAeT IIOJIYYUTh HABBIKH TTOBBIIICHHUS
po(hecCHOHATLHOTO YPOBHSL.

MertoandeckuMH ~ MaTepHallaMH,  HaNpaBJSIOIIAMH  CAMOCTOSITENBHYIO — paboTy
00y4aroImUX CSSBISIOTCS:

—  y4e0HO-METOIUYECKHUN MaTepHal 1Mo TUCIHUILINHE;

— METOAMYECKHE YKA3aHHS IO BBIMOJHEHUIO KOHTPOJBHBIX PaboT (11 00ydaromuxcs
1o 3a04HOU (hopme oOyueHus).

11.7. MeTtoauueckre yKazaHusl [UIsl OOYYAarOIIMXCS TIO MPOXOXKICHHIO TEKYIIETro
KOHTPOJIS YCTIEBA€MOCTH.

Texymuit KOHTPOIb YCIEBAEMOCTH TMpEAyCMaTpUBAeT KOHTPOIb KayecTBa 3HAHUU
00y4aromuxcsi, OCYIIECTBIIEMOT0 B TEYEHHE CEMECTpa C ILIeNbI0 OIIEHMBAHMS X0/l OCBOCHUS
JUCITUTUIAHBI.

11.8. Meroauyeckue ykKazaHus JJIsi OOYYArOIIMXCS MO MPOXOKICHUIO MPOMEKYTOUHON
aTTEeCTaIlUU.



https://pro.guap.ru/get-task/72f5bfd68686b1c0ef4ae3a25fb7d448
https://pro.guap.ru/get-task/c2d006368e42beb0e8e4c26dc7612b6f

[Ipomexxyrounass  arrectanusi  oOyyaromIMXCs ~ NpeAycMaTpHBaeT  OICHMBAHUE
MIPOMEKYTOUHBIX M OKOHYATEIBHBIX PE3y/IbTaTOB 00y4YeHHs 1O guciuiuimHe. OHa BKIIIOYACT B
cebs:

— D9K3aMeH — (opMa OLEHKM 3HAaHWH, IOJYYECHHBIX OOYYAIOIIUMCS B IIPOLIECCE
I/I3y‘-IeHI/I$I BCGI71 JUCHUIIIIMHBI UJIM €€ 4aCTH, HAaBBIKOB CaMOCTOﬂTeHBHOﬁ pa6OTBI, CHOCOGHOCTI/I
NPUMEHATh WX JUIS PEHICHHWS MPAaKTHYSCKUX 3a7ad. DK3aMeH, KaK IPaBHJIO, MPOBOJIUTCS B
MEepHoJ] SK3aMCHAIIMOHHOW CECCHM W 3aBEPIIASTCS AaTTECTAIIMOHHON OIICHKOW «OTIIMYHOY,
«XOPOIIIOY», «YAOBICTBOPUTEIBHOY, «HEYIOBICTBOPUTEIIBHO.

— 3aueT — 3T0 (hopMa OLEHKU 3HAHUH, MMOTYYCHHBIX OOYUYAIOMIUMCS B XOJ€ M3YUYCHUS
y4eOHOM UCUUIUTMHBI B LIEJIOM MJIM MIPOMEKYTOUHas (10 OKOHYAHUU CEMECTpa) OLICHKA 3HAHUMN
00yJaroIMMCs 10 OTJCIBHBIM pa3jieliaM JUCIUIUIMHBI C aTTECTAlMOHHON OIICHKOW «3aYTCHO)
W «HE 3a4TEHOY.

— nuddepeHIUPOBaHHbI 3ad4eT — 3TO0 ¢GopMa OICHKHA 3HAHHWH, IOJYyYSCHHBIX
00y4aroImuMCs TIPU U3YYCHUU TUCIMILIMHBI, TIPU BBIIOJHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, HAYIHO-UCCIIEA0BATEIBCKUX PA0OT U MPOXOXKICHUH MPAKTUK C aTTECTAIIMOHHON OIICHKOU
COTIIUIHOY, «XOPOILIOY, KYyJOBICTBOPUTEIBHOY, KHEYIOBICTBOPUTEILHOY.

CucremMa OICHOK TNPHU MPOBEACHUU IMPOMEKYTOYHOH aTTECTAIlMd OCYIICCTBIISICTCS B

cooTBeTCTBUU ¢ TpeboBanusMu [lonoxenuit «O TekyleM KOHTPOJE YCIIEBAEMOCTH U
MpPOMEXKYTOUHOM arrectanuu cryaeHToB ['YAII, oOywarommxcs Mo mporpaMmaM BbBICIIETO
obpazoBanus» U «O MOIYTBHO-PEUTHHIOBOM CHCTEME OIICHKM KadyecTBa y4yeOHOW paldoThI
crynentoB B 'Y AIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




