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AHHOTaUs

HucuuiuimHa  «I[IporpamMHo-anmapatHast — 3amura  MHGOpPMAaLMU»  BXOAUT B
0o0pa30BaTe/bHYI0 IIpOrpamMMy BBICIIETO O0pa3oBaHMsI — MPOrpaMMy CIELHUAIUTETa 11O
HarpaBjeHuto mnoarotoBku/ crenuanbHocTH  10.05.05 «be3zonacHOCT,  MH(POPMAIMOHHBIX
TEXHOJIOTUI B NPaBOOXPAHUTENIBHONW cdepe» HampaBieHHOCTH «OpraHu3anus M TEXHOJOTHU
3alUThl UH(pOpMaIMK (B MHPOPMALMOHHBIX cUcTeMax)». JlucuuminHa peanusyercs kadeapon
«Ne33».

JlucuuiuinHa HaiesleHa Ha JOpMHPOBAHKE Y BBIITYCKHUKA CIEIYIOUIMX KOMIIETCHIIMII:

OIIK-5 «CrnocobeH mIaHMpPOBaTh MPOBEJACHHE paboOT MO0 KOMIUICKCHOW —3alluTe
nHpopmanuu Ha 00beKTe HHPOPMATH3AITAN

OIIK-7 «CrnocobeH NMPUMEHATh MPOTPaMMHBIE CPEJICTBA CHUCTEMHOTO U TPHKIATHOTO
Ha3HAYEHUsI, SI3bIKU, METO/bl U HHCTPYMEHTAJIbHBIE CPEJCTBA IPOrPAMMHUPOBAHHUS IS PEIICHUS
PO ECCHOHATIBHBIX 33729

OIIK-8 «CrnocobOeH pealn30BbIBaTh KOMIUIEKC Mep IO OOecreyeHHro 0e3011acHOCTH
uH(popMaLny, o0ecrieunBaTh KOMIUIEKCHYIO 3alIUTy UHPOPMALUU U CBEIECHUMN, COCTABIISIFOIINX
rOCYyJapCTBEHHYIO TaiHy, Ha 0O0BeKkTe HH(QOpPMATH3aLMM C YYETOM pellaeMbIX 3ajady Hu
CTPYKTYpbl 00beKTa HH(OPMATHU3ALMH, BHEITHUX BO3JCHCTBUI U BEPOATHBIX YTPO3»

OIIK-9 «CrocobeH NnpUMEHSATb TEXHOJIOTUM TIIOJIyYeHHs, HaKOIUICHWs, XpaHEHus,
00paboTKM, WHTEPHpETalMd W UCIONB30BaHUS HHPOpPMAMK B XoA€ MNpoheCCHOHATHLHON
NeSITeIbHOCTH»

OIIK-10 «CrocobeH OCYHIECTBIISATh AHATUTHUECKYIO NEATEIBHOCTh C TOCIETYIOUIHM
UCIIOJIb30BAaHUEM JJAHHBIX IPU PEIIEHUH NPO(HECCHOHAIBHBIX 3a/1au»

OIIK-11 «CnocobeH ucronp30BaTh aBTOMAaTH3UPOBAHHBIE HH(POPMAITMOHHBIE CUCTEMBI B
npo¢ecCHOHATBLHOM 1eATETbHOCTI

CopepxaHue IUCUUIUIMHBI OXBaThIBA€T KPYr BOIPOCOB, CBSI3aHHBIX C INPABOBBIMU U
IPOTPaMMHO-TEXHUYECKUMHU  MMpoOJieMaMM  3allUThl  MHGOpMAlMM TOCYJIapCTBEHHBIX U
HEroCyJapCTBEHHbBIX OpPraHU3alui U yUPExKACHHUH, OCYIIECTBISAIONINX B3aUMOeHCTBUE U OOMEH
JTAaHHBIMHU TTOCPEACTBOM DJIEKTPOHHBIX KOMMYHMKAIUH.

[IpenogaBanue AMCHMIUIMHBI IpeAycMaTpUBaeT cieayromue (QopMbl OpraHu3aluu
y4eOHOT0 npolecca: JeKIHUH, JabopaTopHbIe pabOThl, CAMOCTOSTENbHAs PaboTa 00YJarOIEerocs.

[IporpaMMoil NHUCHUIUIMHBI TPETYCMOTPEHBI CIEAYIOUIUE BUABI KOHTPOJISA: TEKYIIMH
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUHAs aTTeCcTalus B (hopMe dK3aMeHa.

OO6m1ast TpyAOEMKOCTh OCBOCHHS AUCITUIUIMHBI COCTaBJsieT 4 3a4eTHBIX €IUHUILI, 144
Jaca.

S3pIK 00yueHus 0 JUCHMILIUHE KPYCCKUH »



1. TlepedeHb IIAHUPYEMBIX PE3YJIbTATOB OOYUEHHUS 110 TUCIMUITIIMHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

Lenpro AUCIUIUIMHBI SBISETCS TPUOOPETEHUE CTYACHTAMH 3HAaHUH, HABHIKOB U YMEHHUH,
CBS3aHHBIX C MPABOBBIMU U MPOTPAMMHO-TEXHUYECKUMU IMPOOIeMaMU 3alIUThl WH(OpMaLUU
TOCYJapCTBEHHBIX M HErOCYAApCTBEHHBIX OPraHU3ALUN M YUYPEKICHHH, OCYIIECTBISIONIUX
B3aMMO/IeiicTBHE U OOMEH JaHHBIMU MOCPEICTBOM JIEKTPOHHBIX KOMMYHHUKAIIHA.

OCHOBHBIMU 33/1a9aMU JUCIUTUINHBI SBISIOTCS:

® O03HAaKOMHUTb OYAYUIMX CHELHATUCTOB C MPOOJIEMHBIMH BONPOCAMH, pELIAeMbIMU B
00J1aCTH 3aIUTHl KOMITBIOTEPHOM HH(pOpMAIUU

® I0Ka3aTh POJIb COBPEMEHHBIX ITPOrPAMMHO-AMIAPATHBIX CPEACTB 3aIUThHI HH(OpPMALIUY B
o0ecreyeHnH ee eIOCTHOCTH KOH(PHUISHIUATbHOCTH U JOCTYITHOCTH

® [OKa3aTh HEOOXOIMMOCTb YCBOGHMS 3HAHMM O METOAaX U CPEACTBAX 3alIHUTHI
KOMITBIOTEPHOH HH(pOpMAIIH

® OCBETUTH KPYI' BOIPOCOB KACAIOIIMUXCS MEPCOHATBHONW OTBETCTBEHHOCTHU JIOJKHOCTHBIX
U1l 3a oOecrnieyeHre 0e30macHOCTH HMH(pOpMAaIUH, 00padaThIBAEMON B COBPEMEHHBIX
KOMITHIOTEPHBIX CUCTEMaX

e CoO3/laTh YCJIOBHUS M KAa4eCTBEHHOTO OBJAQJICHUS CTYACHTaMH TEOPETUYECKUMU
3HAHUSAMU U IPAKTUYECKUMHU HABBIKAMU MPU PEHICHUU TUIIOBBIX 3a7a4 10 00eCIeYeHHIO
0e30MmacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHI

® TIOJTOTOBUTH CTYACHTOB JIJISi CAMOCTOSITEIbHOTO HCIIOJIb30BAHUSA MOJIYYEHHBIX 3HAHUMN

JUISL TIPAaBUJILHOTO BBIOOpA PEIICHUN MPH MPUMEHEHUH KOMIUIEKCHBIX CHUCTEM 3aIIUThI

KOMITBIOTEPHOH HH(OpMAITIH.

1.2. JlucuumiuHa BXOJIUT B COCTaB 00s3aTeIbHON YacTH 00pa3oBaTeIbHON MPOrPaAMMBbI
BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. TlepeueHb mIaHUPYEMBIX PE3yJIbTATOB 00YyUEHHS MO AUCLUILUINHE, COOTHECEHHBIX C
IUIaHUpyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pe3ynbrare M3ydyeHus AUCHUILIUHBI OO0YYaroLIUiics JOJKEH 00JafaTh CleAYHIUMU
KOMIIETEHIIMSIMA FITH WX 9acTsMHU. KoMIeTeHIIMM ¥ WHAWKATOPBI UX JTOCTHIKECHHUS TIPUBEICHBI B
tabmuie 1.

Tabmuna 1 — [lepeuenb KoMIeTEHIMI U UHAUKATOPOB UX JTOCTHIKEHUS

Kareropus (rpymnmna) Koz u HaumeHoBaHHE Ko u HanMeHOBaHMe HHIUKATOPA
KOMIICTCHIITNNU KOMIICTCHIINN JTOCTHUIXKCHHUA KOMIICTCHIIN U
OIIK-5 Cnocoben
MJIAHUPOBATh

OIIK-5.3.3 3HaTh 0COOEHHOCTH
OpraHU3alMOHHBIX U IPOTPAMMHO-
afnmnapaTHbIX METOAUK oOecrieueHust
MH(POPMALIMOHHOM 6€30MacHOCTH

IpoBeJIeHNE paboT MO
KOMILJIEKCHOM 3aIlIuTe
uH(popMalnu Ha

Ob6menpodeccuonanbHbIe
KOMIICTCHIINHU

00BEKTE
nH(pOpMaTH3aluU
OIIK-7 Cnocoben OIIK-7.3.1 3HaTh COBpEMEHHBIE
MPUMCHSITh WH(OPMAIMOHHBIC TEXHOJIOTUH U
MPOrpaMMHBIE MPOrpaMMHBIE CPEJICTBA, B TOM YHCIIE
CpE/CTBa CUCTEMHOTO | OT€YECTBEHHOTO ITPOU3BOICTBA TIPH
Y TIPUKIIATHOTO pelieHnu 3a1a4d npodeccuoHanbHOMI
Ha3HAYEHHUS, I3BIKH JIEITENHLHOCTH
Ob6menpodeccnoHanbHbIe ’ ’
B —— METOIbI OIIK-7.Y.1 ymeTh BBIOUPATh COBPEMEHHBIE
WHCTPYMCHTAJILHBIC WH(OPMAIMOHHBIC TEXHOJIOTUH U
CpencTBa MPOrpaMMHBIE CPEJICTBA, B TOM YHCIIC
MIpOrpaMMHUPOBAHUS OTEYECTBEHHOTO MPOU3BOJICTBA MPHU
JUTSL pEIICHUS pelnieHny 3a1a4d mpodeccuoHaIbHOMI

PO eCCHOHATBHBIX NEeATEIILHOCTH
3az1au OIIK-7.B.1 Bnanetsr HaBBIKAMHU




MIPUMEHEHHUS COBPEMEHHBIX
WH(OPMAIIMOHHBIX TEXHOJIOTUH H
MIPOTrpaMMHBIX CPEJCTB, B TOM UHCIIE
OTEUECTBEHHOTO MTPOU3BOJICTBA, MPH
penieHuu 3a1a4 npodeccuoHaaIbHON
ESITEIILHOCTH
OIIK-8 Criocoben
pealln30BhIBATh
KOMILJIEKC Mep I10
o0ecIIeYeHHI0
0e30ImacHOCTH
uHpopManuy,
o0ecrieunBarh OIIK-8.3.4 3HaTh MOPSAI0K BBOJA OOBEKTA
KOMIUICKCHYIO WH(OPMATHU3AINN CUCTEMBI TEXHUYICCKOM
3auTy HHGOpPMaIUU | 3aIIUTHl HH()OPMALIUY B HKCILTyaTaIlHIo,
1 CBEIECHUN MOPSIIOK IIPOBEAECHUS KATETOPUPOBAHUS
Ob6menpodeccuonanbHble 8 ’ PAOK HPOBEA pHp
COCTaBJISAIOIINX TEXHUYECKHUX CPEJICTB U CUCTEM H
KOMIIETEHITUN
rOCyJIapCTBCHHYIO aTTecTanuu 00bEKTOB HH(DOPMATH3AINH
TaiiHy, Ha 00BEKTE TpeOOBaHUAM OE30MACHOCTH MH(POPMAIIIH,
nH(pOpMATH3AINHN C MOPSIOK CEPTUDUKAINN TEXHUICCKUX
YUETOM peIIaeMbIX CPEJICTB 3alTUThl HHPOPMAITUU
3a71a4 U CTPYKTYPHI
00BEKTA
uH(pOopMaTu3aluy,
BHEIITHUAX
BO3JICHCTBUH 1
BEPOSATHBIX yTPO3
OIIK-9 Cnocoben
MPUMEHSITh
TEXHOIOTUH
HONVUCHHS OIIK-9.VY.1 ymeTs mpoeKTUpOBaTh MOJIETU
yd ’ JAaHHBIX, CETH ¥ CHCTEMBI ITepeIadnl 1
HAKOILIEHUS,
Ob6menpodeccnoHanbHbIe | XpaHSHUS o6paboTin HHGOpMALHH
p P > OIIK-9.B.2 Biagersr HaBBIKAMU
KOMIIETEHIIUU 00paboTKH,
000CHOBaHHOTO BBIOOpa COBPEMEHHBIX
WHTEPIIPETANU U
CHUCTEM YIpaBIIeHUs 0a3aMH JTAHHBIX U
HCIIOIB30BaHUS
00paboTku HHPOPMALIUU
uH(pOpMAIIUU B XO/I€
po¢eCCHOHATBHON
NEeSITEILHOCTH
OIIK-10 Cnocoben
OCYIIECTBIISATh
aHAJTUTHYECK
yio OIIK-10.B.2 B1ageTs HaBBIKAMH
IEITEILHOCTD C N
KPUTHUYECKON OIICHKH HAJIS)KHOCTH
O6menpodeccuoHaabHbIE | TOCIEIYIONTUM
HUCTOYHUKOB HHGOPMAITUU B pabOTHI C
KOMIIETEHIU HCIOJIL30BaHUEM N o
nH(pOpMaIHeH, MOTYICHHON U3 Pa3HBIX
JAHHBIX TTPU
HCTOYHUKOB
pelieHnun
PO eCCHOHATBHBIX
3a1a4
OIIK-11 Crocoben OIIK-11.B.2 BnageTs HaBLEIKAMU
Oo6menpodeccnoHanbHbIE
HCIIOJIB30BATh MCIIOJIb30BaHUS TPOTPAMMHBIX
KOMIIETEHIIUHA
ABTOMAaTHU3UPOBAHHBIC | KOMIUICKCOB ISl PEIICHUS TPUKJIIATHBIX




nH(pOpMaIMOHHBIE 3a/1a4 B PO eCCHOHAILHON e TEIHhHOCTH
CHUCTCMBEI B
npodeCCuOHATBLHON
JIESITEIIBHOCTH

2. Mecro nucuurnHbl B cTpykType OI1

JucuunimHaa MoxeT 6a3upoBaThCS Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00yUYaIOUUMUCS
[IPY U3YYECHUH CIEAYIOIUX AUCUUIUINH:

— «HuadopMaTura,

— «3BIKM IPOrpaMMUPOBAHUSY,

3HaHUs, MOJYYECHHbIE IPU HM3YyYEHWH Marepuana JaHHOM AMCHUIUIMHBL, UMEKT Kak
CaMOCTOATENIbHOE 3HAYCHUE, TAK U MOTYT UCIIOJIb30BaThCS IPU U3YYEHUH IPYTUX TUCLUIUINH:

— «YnpasneHue nHGOOPMaIMOHHON GE€30MaCHOCTBIOY,

— «lIpou3BoACTBEHHAs NPEAIUINIOMHAs IPAKTUKAY

3. OO0BEM | TPYJOEMKOCTh JUCIHILTAHBI
JlanHbie 00 00IIEeM OO0BbeMe JUCIUILIMHBI, TPYJOSMKOCTH OT/AEIBHBIX BHUJOB Y4E€OHOMH
paboTHI IO TUCHIHUIUIHNHE (M paCIPeIeIICHIE 3TOW TPYIOSMKOCTH IO CEMECTpaM) MPEICTABICHBI B
Tadimue 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUILITMHBI

TpynoemMKocTs 1o
Bun yuebnoit paboTbl Bcero ceMecTpam
Ne6
1 2 3
Oowan mpyooemKocmup OuUCYUNIUHDL, 4/ 144 4/ 144
3E/ (uac)
U3 nux yacoe npakmuyeckoii O020MoeKu
AyoumopHhuie 3anHamus, BCero vac. 68 68
B TOM YHCIIE:
nexiuu (JI), (dac) 34 34
npakTuyeckue/cemunapckue 3anstus  (113),
(dac)
naboparopusie pabotsl (JIP), (dac) 34 34
KypcoBoil npoekT (padota) (KII, KP), (yac)
9K3aMeH, (4Jac) 36 36
CamocmosamenvHnas paboma, Bcero (Jac) 40 40
Buo npomesccymounoit ammecmayuu:. 3a4er,
mubd. 3ager, sk3amen (3auer, dudd. 3aug, JK3. JK3.
JK3.**)

EX3

IIpumedaHue: kaHAMAATCKHI 9K3aMeH

4. ConepxaHue JUCITUTUTHHBI
4.1. PacnpeneneHue TPyI0EMKOCTH TUCIUILTHHBI IO pa3eiaM U BUAAM 3aHITHIA.
Pazpgenpl, TeMBbI TUCITUTIITUHBI 1 UX TPYJAOEMKOCTh TTPUBEIEHBI B TabmuIIe 3.

Tabnuna 3 — Pa3ensl, TeMbl AUCIUILTUHBL, UX TPYAOEMKOCTh

Paznensl, TeMbI AUCHUITIIMHBL Jlexuma | 113 (C3) - JIP KII .
’ (uac) (uac) (gac) (gac) (gac)
Cemectp 6
Paszpen 1. IIporpaMMHo-annapaTHble CpeaCcTBa 8 8 10
pasrpaHu4YeHns JOCTyNa K KOMIbIOTEPHOU




uHpOpMaIH

Pazgen 2. [IporpaMmMHO-ammapaTHbIe CpeacTBa 8 8 10

KpUnTorpaduiecKoi 3aluThl HTHQOpMAIIHH.

Pasnen 3. [IporpaMMHo-anmapaTHble CpeCcTBa

3aIIUTHI IPOrPAMMHOIO 00ECIIEYEHH S OT 8 8 10

KONNUPOBAHUSA U U3YUCHUA

Pasnen 4. IIporpaMMHo-anmnapaTHas 3aIimra

KOMIIBIOTEPHO! HH(MOPMALIHK OT Pa3pyIIAOIIHX 10 10 10

MPOTPaMMHBIX BO3JE€HCTBUIA

Uroro B cemectpe:

34 34 40

Hroro 34 0 34 0 40

[IpakTnueckas

IMOoATOTOBKA  3aKJIIO4YacTCA B  HCHOCPCACTBCHHOM  BBLIIIOJIHCHHUU

OoOydJarlolMMUCS  OMNpENeJeHHBIX  TPYAOBBIX  (YHKIUH,  CBSI3aHHBIX ¢  Oya;yulei
PO ECCUOHAIBHON JEATEIHHOCTHIO.

4.2. CopaepkaHue pa3/iesIoB U TEM JICKIIMOHHBIX 3aHATHH.
Conepsxanue pas3iesIoB U TEM JICKIIMOHHBIX 3aHITHI MPUBEACHO B Ta0nuIle 4.

Tabmuna 4 — ConeprkaHue pa3esioB U TEM JICKIIMOHHOTO ITUKJIIA

Howmep paznena

HaszBanue u conep:xanue pas3ielioB U TEM JIEKIIMOHHBIX 3aHATHI

1

Tema 1.  Bseodenue.  Ilpocpammmno-annapamuvie  cpedcmea
pazepanudenust 00CMyna K KOMNbIOMepHol UHGOpMayuu.

BBenenne. Llenmm u 3amaum  gucnuiidHbel. OCHOBHBIE MOHSTHS H
ompezeNeHNs] B OOJIACTH 3allUTHl KOMIBIOTEPHOW HWH(OPMAIIHH.
CoBpeMeHHass CHUTyallsi B OOJacTH  3al[UThl  KOMIIBIOTEPHOM
nHpopMarui. OCHOBBI 3alIUTHl KOMITBIOTEPHOH WH(GOpPMAIUH OT
HECaHKIIMOHHWpOBaHHOTO  noctyna.  OCHOBHBIE  TEPMHHBI |
ompeJiesieHHsi B 00JIaCTH 3alllUThl KOMITBIOTEPHOH WHQOpPMAIUK OT
HC/I. OcHoBHble npuHIMNBI W HampasieHus 3amutbel ot HCI.
®dopmanbHbIe MOJIEIH yIpaBIeHU JOCTYTIOM. [Nonstue
UACHTUQUKAIMA W ayTeHTU(QUKAIUU  CyOBbEeKTa.  AJTOPHUTMBI
ayTeHTU(UKAIMH TI0JTb30BaTEIICH.

CekperHast wuH(pOpMAaIusi, HUCHOJb3yeMas s KOHTPOJS JOCTYIIA:
KIIOYM W Tapoid. 3IOYMBINIUIGHHWK W Kiroun. Kiaccubukanms
CPEICTB XpaHEeHMs KIO4YeH W WACHTHQHUUIUpYomel uHopMamm.
MarautHele  JUCKH ~ TPSIMOTO  JOCTyTIA. MarautHele
uHteekryanbhble. Cpenctso TouchMemory.

Tema 2. Ilpoepammuo-annapammuvie cpeocmea Kpunmozpapuueckol
3auumul uHopmayuu.

Ponps u MecTo KpunTorpaguyeckux METOJO0B U CPEJICTB B 00ECIIEYeHUN
Oe3omacHOCTH KOMITbIOTepHOH uH(popManuu. OCHOBHBIE HOHSATHA WU
MPOIEAYPHI TEXHOJIOTHH YIPABICHUA KPUNTOrpadhUIeCKUMHU KIFOYaMH.
ArmnmapaTHble W TPOTPaAMMHO-AIMAPATHBIE CPEJICTBA KPHUITO3AIINTHI
naHHbIX. [locTpoeHme anmapaTHBIX KOMIIOHEHT KPHIITO3aIIUTHI
naHHbeIX, cneruanmsupoBanable CBUMC kak HocuTenw anropuTMma
mmdpoBaHust.  3ammuTa  aroputMa  MHQPOBAaHWS,  NPUHIIMIT
qyBCTBUTEJILHOW 00JIaCTH M MIPUHLMII IJIaBHOTO Kiroua. Heobxoaumere
W JIOCTAaTOYHBIC (YHKIMH AamnmapaTHOrO CPEICTBA KPHUIITO3ALIUTHL
CekperHass uH(MOpPMAIMS, HUCIOIb3yeMas Ui KOHTPOJIS JOCTYIa:
KJIFOYH 1 TApOJIH.

Tema 3. Ilpoepammno-annapamnvie cpedcmea 3auumol
NPOSPAMMHO20 0OECneyeHls OmM KONUPOBAHUS U U3YHEHUSL.
HecankmmmonnpoBanHoe KomupoBanuwe mporpamMm kak Ttum HC/I.




IOpunuueckue  acmekTbl  HECAHKIMOHUPOBAHHOTO  KOMMPOBAHMS
nporpaMM. OO11ee NOHITHE 3aIUUTHl OT KONMUPOBaHUA. Pa3HOBUAHOCTH
3ajad 3amuTel OoT KomupoBaHus. Ilpusszka IO k ammapaTHOMY
OKPY>KEHHIO U (PU3MYECKMM HOCHUTENISM KaK €IWHCTBEHHOE CPENCTBO
3amuTel 0T KomupoBanus I1O. IlpuBsizka mporpaMMm K THOKHM
MarauTHeIM guckam (I'MJI). IlpuBsizka mporpaMM K IKECTKHM
MarHUTHBIM auckam (KMI). Ocobennoctu npussizku k 2KM/I. Buast
metok Ha JKMJI. IIpuBsi3ka K TpPOYUM KOMIIOHEHTaM IITaTHOTO
obopymoBanuss [IOBM. IlpuBszka k BHEmHWUM (JOOABISIEMBIM)
anemenTam [IOBM. IlpuBsska k nopToBeIM KimrouaM. lMcnosnb3oBanue
JIOTIOTHUTENBHBIX TUIAT paciiupeHus. MeToasl "BOJISHBIX 3HAKOB" U
MeTonsl "oTmedarkoB manblieB". [loHsATHE WM3y4eHHS W OOpaTHOTO
npoektupoBanus [10. Henn n 3agaun nzydenuns padotsl [10. CiocoOsr
nzyuennss [1O: craTtuueckoe © JAWHAMHYECKoe u3ydeHue. Poib
NpOrpaMMHOM U ammapaTHOW cpelpl. BpeMeHHass HaIeXHOCTb
(HEBO3MOXXHOCTh ~ OOECTIEYCHHS TapaHTUPOBAHHONW  HANIEKHOCTH).
3ammra oT oTHanku. AuHamudeckoe npeodpasoBanue koaa. [IpuHomn
JIOBYIIEK W M30BITOYHOTO KoJa. 3aliuTa OT Au3acceMOIMPOBAHHAL.
[Tpuanmn BHemrHe# 3arpy3ku (QaitnoB. JlmHaMudeckas MonupuKanys
MPOrpaMMBI. 3allIuTa OT TPACCUPOBKHU O MPEPHIBAHUSIM.

Tema 4  Ilpoecpammuo-annapamnas  3awuma  KOMHbIOMEPHOU
uHgopmayuu  om  paspyuarwyux — APOSPAMMHBIX  8030€UCHBULL
3axnouenue.

3ammra OT pa3pyuIalonuMX MPOrpaMMHBIX BO3ACUCTBHI. Bupychl kak
0COOBI  KJacc  pa3pyllalolIMX  NPOrPaMMHBIX  BO3JCHCTBHIA.
Heo0xonnmblie u JIOCTAaTOYHbIE YCIIOBHS HEJOMYLICHUS
paspyiaroiero Bosaeicrsus. [IoHATHE N30IMPOBAHHON IPOrPaMMHOMN
cpensl. [IporpammHble cpeacTBa aHTHUBHPYCHOM 3aIlUTHI: OCHOBHBIE
XapaKTEPUCTUKHU, IPUHLHUIBI NOCTPOCHUS U IPUMEHEHMUSL.

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuueckue 3aHsATHS U UX TPYJOEMKOCTh

Ne
/o

Templ mpakTH4YEeCKUX
3aHATUI

3 aux No
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTh, |IpPaKTUYECKOH |pa3ziera
3aHATHI (dac) MMOATOTOBKH, | AUCIIHAIL
(gac) JIUHBI

VY4eOHbIM MJIaHOM He MPEAYyCMOTPEHO

Bcero

4.4. JlabopaTopHbIE 3aHATHS
Tembl 1ab0paTOPHBIX 3aHATUHN U UX TPYIOEMKOCTh IPUBEACHBI B TaOIHIIE 6.

Tabnuua 6 — JIabopaTopHble 3aHATHS U UX TPYJOEMKOCTb

N3 Hux No
é\fn HaumenoBanHe 1aG0paTOpHEIX paGoT prﬂ?:;goc“’ “lfjﬁﬁffj;ﬁﬁ” I;iflfﬁ
(dac) JIMHBI
Cemectp 6
1 | CpaBHHTENBHBIN aHAIN3 TOHATHHHEIX aIllIapaToB 8 1
Pa3IMYHBIX HCTOYHUKOB B 00JIACTH 3aIIATHI




HHPOPMALIUI.

2 | UccaenoBanme ocoOeHHOCTEH
KpunTorpaduyeckoi 3anmThl HHOOPMAITUHN TPU
MMPUMEHEHUH KJIACCUYCCKHUX MU(POB 3aMEHBI

3 | 3ammra CD mimu DVD nuckoB 0T KOMUPOBaHUS C
MOMOIIBIO TIPOTPAMMHOTO CPEZICTBA
WildCDProtector

4 HpOBepKa IIOTCHLMAJIbHBIX MECT 3aIllUCHU
BPEIOHOCHOTO IPOTPaMMHOTO 00eCIICUeHHS B
CHCTEMHOM PEECTPE OMEPALUOHHON CUCTEMBI
Windows

10

Bcero
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4.5. KypcoBoe npoeKTHpOBaHHE/ BBITIOJHEHUE KYPCOBOH pabOTHI

V4eOHBIM IJIAaHOM HE npeaAyCMOTPCHO

4.6. CamocrosTenbHas padoTa 00yJaronuxcs

Bunsl camoctosiTenbHON paboThI U €€ TPYAOEMKOCTh IPUBEIEHBI B TabnuIe 7.

Tabmmna 7 — Bugsl caMocTosTeNnbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 6,
Bua camocrositensHOM paboThI
qac qac
1 2 3
M3y4eHne TeOpeTHUECKOro MaTepuana 20 20
nucuurnael (TO)
Kypcosoe npoektupoBanue (KII, KP)
Pacuerno-rpadpuueckue 3ananus (PI'3)
Beinonnenue pedepara (P)
IToaroToBKa K TEKyIIEMY KOHTPOJIIIO 10 10
ycneBaemoctu (TKVY)
Homamnee 3aganne (/13)
KonTponbubie pabotel 3a0uHnKOB (KP3)
IToaroroBka K mMpoMeXyTOYHOU 10 10
atrectrauuu (ITA)
Bcero: 40 40

5. Ilepedyenn yueOHO-METOIUIECKOTO 0OECTICUCHUS
JUIS CAMOCTOSITENIbHON PaboThl 00yYaroImuXcs MO JUCHUIUIHHE (MOJTYJIIO)
Y4eOHO-MeTOANYECKHE MaTepHalibl Il CaMOCTOSITENIbHON paboThl 00YyYaromMXCsl yKa3aHbl B

ma. 7-11.

6. IlepeueHb MeYaTHBIX U AIEKTPOHHBIX YUEOHBIX U3TAHUIN
[lepeueHb mevaTHBIX U 3JIEKTPOHHBIX YUEOHBIX U3/IaHUM IIpUBENIeH B Tabuie 8.

Tabnuua 8— [lepeyeHb NMeYaTHBIX U JIEKTPOHHBIX YUEOHBIX M3TaHUI

HIudp/

Bubmnorpaduueckas ccplika
URL aapec padp

KomuectBo 3x3eMIuisipoB B
oubmoreke
(KpoMe AIIEKTPOHHBIX

IK3EMILISIPOB)




004.065 ®Dydaes O.B. bazbl nansbIx: yue6Hoe mocodue 3.- M: 60
Axanemus, 2008.

004.6(075) I'ananvaa B.A. Ba3bl JaHHBIX: BBEIEHHE B TEOPHUIO 64
pensumonHbIx  0a3  ganHeix. — CIB:I'OY  BIIO
«CIIBI'Y AIl»,2008

004.4(075)® | TlakeThl NPUKIATHBIX TpOrpamMM: yueOHOE TocoOHe 60
96 i yupexaennd CIIO/ 3. B. ®ydaes, JI. U.
Oyddaesa. - 4-e uzg., crep.. - M.: Akanemus, 2008. -
352 ¢

http://e.lanbook.com/books/element.php?pll_id=511
7
benensbkas, M.H. AMUHHUCTpUPOBaHNE B
WH(POPMAITMOHHBIX CHCTeMaX. [DIIEKTPOHHBINA pecypc]
yueOHOoe mocoome / M.H. benenskas, C.T.
Manunosckuit, H.B. SIkoBeHKO. — DJIEKTpOH. AaH. —
M. : I'opsiuast nunus-Tenexom, 2011. — 400 c.

004.65 144 | Juro, C.M. ba3pl JaHHBIX: TPOEKTHPOBAHHE W 10
HCIIOJIb30BaHUE: y4eOHHK.-M.: DUHAHCH u
cratuctuka,2005.
681.518(075) | Muporos B.}O. NudopmaimoHnsie cucTeMbl U 0a3bl 15
I1 33 JAHHBIX: OpraHu3alusi U M[OPOCKTUPOBAaHHUE. —

CI16:bXB —IleTepOypr,2009.

http://e.lanbook.com/books/element.php?pll_id=2713
3unuenko, JILA. buonmueckne wH(MOPMAIMOHHBIC
CUCTEMBl M WX  TPAKTHUYECKUEC  MNPUMEHEHUS
[Onextponnsiti pecype] : / JLLA. 3unuenko, B.M.
Kypeitunka, B.I'. Penpko. — OnekTpoH. gan. — M. :
duzmariur, 2011. — 286 c.

004.007(075) | ApxuTeKTypa BBIYUCIUTEIBHBIX CHUCTEM: YydeOHOE 10
M 69 nocooue/ B. I'. XopoieBckuid. - 2-¢ u3., nepepad. u
Jom.. - M.: I3g-so MI'TY um. H. O. baymana, 2008.

7. TlepedyeHb HIEKTPOHHBIX 00pa30BaTEIBHBIX PECYPCOB
nH(}OPMaIIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[lepeuens AIIEKTPOHHBIX o0Opa3oBaTeNbHbIX pecypcoB MH(pOpPMaLOHHO-
TEJIeKOMMYHUKAIIMOHHONW ceTu «HTepHeT», HEOOXOAMMBIX i OCBOCHHS JUCIMILTAHBI
npuBesieH B Tabmuue 9.

Tabmuma 9 — IlepedeHp DIEKTPOHHBIX O00OpPA30BATENBHBIX PECYPCOB HH(OPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTn «HTepHEeT»
URL anpec HaumenoBanue

http://www.intuit.ru HanmoHaneHbIi OTKPBITHIN YHUBEPCUTET
NUHTYUT

http://citforum.ru/security/articles/ NHpopmanronHas 6e30MacHOCTb - CTAaTbH,
0030pBI, KHUTH

http://www.intuit.ru/studies/courses/3499/741/info | Texnomapk Mail.ru Group: ba3bl maHHBIX

8. Ilepeuens MHGOPMAITMOHHBIX TEXHOIOTHMA
8.1. [lepevyeHp MPOrpaMMHOTO OOECIIEYCHHSI, HCIIOJIB3YeMOTO TIPH OCYIICCTBICHUN
00pa30BaTeNbHOTO MpoIiecca MO TUCIUTUIUHE.
[TepedyeHs UCIOIB3yeMOTro MPOrPaMMHOTO OO0ecTiedeHHs TIpeicTaBiieH B Tabuie 10.

Tabmuua 10— Ilepedens nporpaMMHOTo o0ecTIieYeHHS

Ne /1 HanmenoBanue

He npenycmotpeno




8.2. IlepeucHb HH(OPMAIMOHHO-CIIPABOYHBIX CHUCTEM,HCIT0JIb3yEeMbIX pH
OCYIIECTBIIEHUU 00pa30BaTEIHLHOTO MPOIIecca MO AUCIUILTUHE

[lepeyeHb HCHOIB3YeMBIX HMH(DOPMAIIMOHHO-CIIPABOYHBIX CHCTEM IIPEJCTABICH B
Tabauie 11.

Ta6mmma 11— [lepeyersr nHGOPMAITMOHHO-CITPABOYHBIX CUCTEM

Ne i/t Haumenosanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKast 6a3a
CoctaB  MaTepUAIbHO-TEXHUYECKOH  0a3bl, HEOOXOIUMOW Ui  OCYIIECTBICHUS
00pa30BaTeILHOTO MpoIiecca MO TUCIUIUIHHE, IPEICTaBICH B Tabmuiel 2.

Ta6ymmma 12 — CoctaB MaTepualibHO-TEXHHUECKOM 0a3bl

Ne HanmeHoBaHne cocTaBHOM YacTu Howmep aynurtopun
n/n MaTepHATbHO-TEXHUUECKOU 0a3bl (1pu HEOOXOAMMOCTH)

1 JlexuMOHHAS Ay AUTOPHUS

MynsTuMeanitHas TEKIMOHHAS ayAUTOPUS

10. OueHo4HBIE CpeICTBA TSI IPOBEICHUS TPOMEKYTOUHOM aTTECTAIMH
10.1. CoctaB OLEHOYHBIX CPEACTBAJS TMPOBEACHHUSI IPOMEKYTOUHOM AaTTecTaluu
00yJaromuXxcs 1Mo JUCIUTUINHE TPUBEICH B Tadmuie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB JIJIsl MPOBEACHUS MPOMEKYTOUHON aTTeCTalluu

Bua npomexyTo4HON arTecTannu [lepedyeHp OLICHOYHBIX CPEACTB
OK3aMeH Crrcok BONpPOCOB K dK3aMEHY;
DK3aMeHAIMOHHbIC OUJIETHI;
3amaun;
TecTsl.

10.2. B kadyecTBe KpUTEpUEB OICHKH YpOBHSA C(HOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMucs NMpUMEHseTcsl 5-0ajuibHas IIKajla OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIMH, KOTopas npuBeaeHa B Tabauie 14. B Teuenune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKajma ~ MOXYJBHO-PEUTHMHTOBOM  CHUCTEMbl ~ YHHUBEPCUTETa,  IpaBHIa
HCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKaJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurtepuu onieHKH ypoBHS c(hOPMHUPOBAHHOCTH KOMITETEHIIUHN

Or1eHKa KOMITETEHITUH

XapakTeprcThKa C(hOPMUPOBAHHBIX KOMIIETEHLUIA
5-0ayupHas mKana P P (bop

— oOyyaronuiicss TJIyOOKO W BCECTOPOHHE YCBOMJ IPOrPaMMHBIN
MaTrepuai;

— YBEPEHHO, JJOTUYHO, [TOCJIEI0BATEIBLHO U TPAMOTHO €r0 U3J1araer;

— ONMpasCh Ha 3HAHWS OCHOBHOM M [JOINOJHUTEIBHOW JIMTEPATYPHI,
TECHO IPUBS3bIBAET YCBOCHHBIE HAYYHBIE MTOJIOKEHMSI C IPAKTUYECKON
JIEeATEIIbHOCTBIO HAIIPABIICHUS;

— yMeJI0 00OCHOBBIBAET M ApTyMEHTUPYET BbIIBUTAEMBIE UM HUJIEH;

— JIeJIaeT BBIBOJBI U 000OIECHMUS;

— cBOOOIHO BJIAJICET CHCTEMOM CIIEUAIM3UPOBAHHBIX MOHITUH.

«OTIIMYHO»
(Ga4uTCHO»




Or11eHKa KOMITETEHITUHN
XapakTeprcThKa C(hOPMUPOBAHHBIX KOMIIETEHIIA
5-OarnpHas mKaa PaKTep Gop
— o0y4aromuiicst TBEpI0 YCBOMJI POTPaMMHBINA MaTepuall, TPaMOTHO U
II0 CYyLIECTBY H3JIaraeT €ro, ONUpasCb Ha 3HAHUS OCHOBHOMU
JUTEPATYPBI;
«XODOLLIOY — He JI0IIYCKAEeT CYIIECTBEHHBIX HETOYHOCTEH;
p — YBA3BIBAET YCBOCHHBIE 3HAHUSA C IPAKTHYECKOW JEATEIBHOCTBIO
«3GauTEHO»
HaIPaBJICHUS;
— apryMEHTUPYET Hay4YHbIE IIOJIOKEHUS;
— JIeJaeT BBIBOJIBI U 00O0O0IICHUS;
— BIIAJCET CUCTEMOW CIEMAIM3UPOBAHHBIX TOHATHH.
— 00y4Jaromuiicss yCBOMII TOJIBKO OCHOBHOHM MPOrpaMMHBIM MaTepHal,
II0 CYHIECTBY M3JIaracT €ro, ONMpasch HA 3HAHUSA TOJIBKO OCHOBHOMU
JUTEPATYPBI;
— JIOIIyCKAeT HeCYLIECTBEHHbIE OLUMOKU U HETOUHOCTH;
«yHOBIIETBOPUTEIILHO .
— UCHBITHIBAECT 3aTPYJHEHUS B MPAKTUYECKOM IPUMEHEHUU 3HAHHM
«GAYTCHO»
HaIpaBJICHUS;
— ci1ab0 apryMeHTUpPYeT Hay4dHbIE MTOJIOKEHMUS;
— 3aTpyaHseTCs B (POPMYIMPOBAHUN BBIBOJOB M 000OIICHHUIA;
— 4aCTUYHO BJIAJIeET CUCTEMOH CIELMAIN3UPOBAHHBIX TOHITHH.
— o0yyaromuiicss He YCBOWJI 3HAYUTEIbHOM 4YacTH IPOrpPaMMHOIO
MaTepuana;
— IONyCKaeT  CYIIECTBEHHbIE  OWIMOKM W  HETOYHOCTU  IpH
«HEYIOBJICTBOPHUTEIIEHO
«HE 3ATTCHON paccMOTpeHHH Ipo0JIeM B KOHKPETHOM HalpaBlICHUH;
— UCIHBITHIBAECT TPYAHOCTH B IIPAKTUYECKOM IIPUMEHEHUY 3HAHMI;
— HE MOXET apryMEHTHUPOBAaTh HAYYHBIE ITOJI0KECHUS;
— He QOpPMYIUPYET BHIBOAOB U 000OLICHUIA.

10.3. TunoBble KOHTPOJIbHBIE 33AaHUS WK UHBIE MAaTepUAJIBI.
Bomnpocs! (3agaun) Ui sK3aMeHa MpecTaBiIeHbl B Tadbnue 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Kon

No /it [Tepedyens BompocoB (3a1ad) 115 IK3aMeHa
WHANKATOpa

1 1. OCHOBHEIE MOHATHS U OTIpeieeHns] B 00IACTH 3aIuThI OIIK-5.3.3
KOMITBIOTEPHOH HH(OpMAITUH.

2. CoBpeMeHHas CUTyaIus B 00JIaCTH 3alTUThI KOMITBIOTEPHOMN
WHPOPMAIIUH.

3. TpeboBaHUs K CUCTEMaM 3aIIUTHl HH()OPMAITHH.

4. onsitue yrpo3bl 0€30MaCHOCTH KOMITBIOTEPHOM HH(OpMAIIUH.
MHTepBan noTeHIMaIbHOW ONIACHOCTH.

5. Knaccuduxkanus yrpo3 6€30macHOCTH KOMIIBIOTEPHOM
nHpOpMAaLIUH.

2 6. UcTtounuku, pucku 1 JOpMbI aTak Ha HHOOPMAILIHUIO. OIIK-7.3.1
7. IIpuHIIMTIBI 3aITUTH KOMITBIOTEPHON HH(pOpMaun

8. Unentuduxanus cyobekTa, MOHATHE IPOTOKOIA
WACHTUQHUKALNY, WICHTHDUIMpYomas nHPOpMAIIus;

9. OcHoBHBIE TOAXOIBI K 3amuTe qaHHbIX 0T HC/I (KOHTpOIh
JOCTYTIa U pa3srpaHUYeHNE AOCTYIA, HEPAPXUUECKUN TOCTYI K
¢aiiny).

10. ®opmaabpHBIE MOAETH YIIPABIECHHUS TOCTYIIOM.

11. Knaccugukanus cpeacTs 3aUThl KOMIBIOTEPHOH HHPOPMaITUH
ot HCJI

3 12. Ayrentudukanus moip3oBareiieid. OCHOBHBIEC aJTOPHTMBI OIIK-7.¥.1
(TIpOTOKOJIbI) Ay TEHTU(DHUKAIIIH.

13. AAIMUHUCTPHPOBaHHE CETEH B acleKTe O€30MaCHOCTH
nHpOpPMaLTUH




14. 3amura cereBoro QaiyioBoro pecypca, puKcanus JoCTymna K
(haiimam.

15. JocTyn K JaHHBIM CO CTOPOHBI Mpoliecca, CHOCO0b! PUKCALUH
(akra mocTyna.

OIIK-7.B.1

16. Hayies>kHOCTh cHCTEM OTpaHUYEHUS TOCTYIIA;
17. 3amura (haiaoB OT U3MCHCHHS,
18. DnexTponHas uudposas nognucs (DUID);

OIIK-8.3.4

19. Meronb! 1 CpeCTBa OTpaHUUEHUS TOCTyIa K KOMITOHEHTaM
OBM;

20. IIporpammHo-amnmapaTHbIe CpeICcTBa MUGPOBAHIS;

21. IlocTpoeHue anmapaTHBIX KOMIIOHEHT KPUITO3AIIUTHI JAHHBIX;
22. 3ammTa aaropuT™Ma mudpoBaHus.

OIIK-9.V.1

23. IlpuHIUNI 9yBCTBUTENHHOM OOIACTH W IPHUHITUT TIIABHOTO
KITI0Ya,

24. ITaponu ¥ KIJIIOYH, OpTraHU3alMsl XpaHEeHHUs KITIoueH;

25. HeoOxoanMele 1 JOCTaTOYHBIE (DYHKITUH alapaTHOTO CPEICTBA
KPHUITO3ALLUTHI;

26. 3anuTa mporpaMM OT HECAHKIIMOHHUPOBAHHOTO KOTIMPOBAHUS;
27. 3aumTa nporpamMm OT U3Yy4YeHHS;

OIIK-9.B.2

28. 3ammra nporpamMm OT OTJAJKH, 3alIUTa OT
I3acceMOIMpPOBaHUS,

29. 3amyTa mporpaMm OT TPACCUPOBKH 10 TPEPHIBAHUM;

30. 3ammTa OT pa3pymarouX IPOorpaMMHEIX Bo3zaeicTeuil (PIIB);
31. KommbroTepHbie BUPYCHI Kak 0co0bIi kimacc PIIB;

32. HeoOxomuMBbIe U IOCTATOYHBIC YCIOBHSI HEJOMYILICHUS
pa3pylIarIIero BO3AEUCTBUS

OIIK-
10.B.2

33. IlousiTHEe U30JIUPOBAHHON MTPOTPAMMHOM CPEMBI.

34. O0was xapakTeprCTHKa U KJIacCUPHUKaLXs BPEIOHOCHBIX
MIporpamm.

35. Komnbrorepusie Bupychl. Kitaccudukarus KOMIbIOTEPHBIX
BUPYCOB.

36. OCHOBBI TEXHOJIOTUY aHAJIM3a 3ANTUIIIEHHOCTH KOMIIBIOTEPHBIX
CHCTEM yIpaBiIeHUs U 00paboTKu HHPOPMAIIH.

37. MHOroypoBHEBas 3alllMTa KOPIOPATUBHBIX CETEH.

OIlIK-
11.B.2

Bomnpocs! (3agaun) muis 3adera / tud¢. 3auera npeactapieHs! B Tabnuue 16.

Tabmuia 16 — Boripocs! (3amaun) nist 3auera / qudd. 3auera

Ne /1t

[Tepeuens BompocoB (3amayu) myist 3adeta / nudd. 3auera

Kon
WHIAUKATOPA

Y4eOHbBIM MJIAHOM HE IPEAYCMOTPEHO

IlepeueHp TeM Ui KypCOBOTO IPOEKTUPOBAHMS/BBIOIHEHUS KypCOBOH pabOTHI
npeJicTaBiIeHbl B Tabnuie 17.
Tabnuua 17 — IlepeueHb TeM 7151 KypCOBOTO MPOSKTUPOBAHUS/BBITIOIHEHUS] KYPCOBOM pabOTHI

[TpumepHBIii TepeueHp TeM JUIsl KYpCOBOT'O TPOEKTUPOBAHMUSI/BBITTOIHEHUS

Ne n/m .
KypCOBOH paboThI
Y4eOHbIM MJIaHOM HE PEIYCMOTPEHO
BOHpOCBI AJi1 IPOBEACHUA HpOMe)KYTO‘IHOfI arrécrauyu B BUAC TCCTUPOBAHUA

MpeJICTaBIeHbI B Ta0nuie 18.

Tabnuua 18 — IIpumepHbIii epeueHb BOIPOCOB ISl TECTOB

Ne i/t

[IpumepHBIil mepedeHb BOMPOCOB JIJIsl TECTOB

Kon
WHJMKATOpa

TECT




no auctummrae «lIporpaMMHo-anmnapaTHbIE CpecTBa 3aUTH HHYOPMAaLUK»
Bapuant Ne 1

YkazaHus:

3amaHus UIMEIOT pa3HOe KOJIMYECTBO BAPUAHTOB OTBETA, U3 KOTOPHIX
IIPaBUIBHBIMU MOT'YT OBITh KaK OJMH, TAK U HECKOJIBKO BapuaHTOB. B mucre
OTBETa MIPOCTABJIIOTCS. HOMEPA IIPABUIIBHBIX OTBETOB.

1. CKkonBbKO ypOBHEH BO3MOKHOCTEN HAapyIIUTENEH MPEJOCTABIAEMBIX UM
mratHeIME cpeacTBamu KC mpeaycMoTpeHo kiaccudukanyeil B COOTBETCTBHN
c PATTK (®CTIK)?

1. Onun.

2. JIBa.

3. Tpm.

4. Yetnipe.

5. Iars.

6. CeMb.

2. CxeMsl pa3rpaHudeHust JOCTYNa B KOTOPHIX 3alIUTHBIC MEXaHNU3MBI
BCTPaUBAIOTCS B KOXKIBIH OOBEKT U OCYIIECTBIISIOT KOHTPOIb B COOTBETCTBUH
CO OTE€KaMHM JJOCTYTIa JAHHOTO 0ObEKTa Ha3bIBAIOTCS:

1. «CrrcKoBBIe» CXEeMBI (IUCKPEINOHHBIA JOCTYII).

2. «MaHgaTHBIe» CXEeMBI (MAaHIATHBIN TOCTYII).

3. «IlonHOMOYHBIE)» CXEeMBI (ITOJIHOMOYHBIHN JOCTYII).

3. Hokyment «Ciyx0a AUpeKTOopHii: 0030p KOHIIEIITHI, MOJIETIeH U CEPBHUCOBY
OTHOCHUTCS K:

1. O1leHOYHBIM CTaHAApTaM

2. TeXxHUYeCKUM CITeIUpUKAIISIM

3. PykoBogsmum nokymentam @CTIK

4. B xakom roxy 0wt npunsaT Cranmapt Mununctepcersa o6oponst CIIIA
«Kputepun orieHKH I0OBEPEHHBIX KOMITbIOTEpHBIX crctem» (Trusted Computer
System Evaliation Criteria, TCSEC)?

1. 1975

2. 1980

3. 1985
4.1990

5. Kakum crangaprom Op110 BBelleHO ToHATHE: «CeTeBast TOBEpeHHAs
BBIUHCIIUTENbHAS 6a3an?

1. Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC

2. Trusted Network Interpretation

3. ISO/IEC 15408-99
4. TOCT/MCO M3K 15408:2002

6. Kakoit ctangapt Ha3bpiBatoT «OpaHKeBOH KHUTOM?

1. Cranpapt Munucrepcta o0oponsl CLHA «KpuTtepun olieHKH J0BEPEHHBIX
KOMITBIOTEPHBIX

cucrem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC)
2. 'apmonn3upoBaHHble kpuTepun EBponeiickux cTpan” [eBponeiickue
KpUTEepHUH |

3. Mexaynapoansiii crangapt ISO/IEC 15408-99 «Kputepuu oleHKH
0e30macHOCTH
nHpopMamoHHbIX TexHoJorui» (Evaluation criteria for IT security)

1. Kakoit ctagmapT cokpamieHHO Ha3bsBaroT «O0mumu kputepusimm» (OK)?

1. Cranpapt Munucrepcta 00oponsl CLHA «KpuTtepun olieHKH J0BEPEHHBIX
KOMITBIOTEPHBIX

cHCTEM»
2. Mexnynapoausiii ctanmapt ISO/IEC 15408-99

3. bpuranckuii cranaapt BS 7799 «YnpaBnenue nHpopMamoHHON
0€301aCHOCTBIO.




[IpakTuueckue mpaBuIa»

4. Kakoe u3 mepeunciIeHHBIX TOHATHH ObUTO BBemeHo B CTaHmapTe
Munuctepcta o6opons! CIIIA

«Kpurepun oneHKH 1oBepeHHBIX KommbloTepHbIX cuctem» (Trusted Computer
System

Evaliation Criteria, TCSEC)?

1. CepBucsl 6€30MacHOCTH

2. [Nonutuka Ge30macHOCTH

3. Ouenounble ypoBHU goBepus - OY ][]

4. Mexnaynapoausiii crangapta ISO/IEC 15408-99 packpbiBaeT (OmuchIBaeT):
1. CucremaTnyeckuii MOAXO K BONPOCAM JIOCTYITHOCTH, (POPMHPOBAHHE
ApPXUTEKTYPHBIX IIPUHIIAIIOB €€ 00ecTiedeHusl.

2. Paznuume Mex Ity cucTeMaMu ¥ IPOIYKTaMHi HH()OPMAITHOHHBIX
TEXHOJIOTH, HO JUIsl yHU(UKAIIMK TPeOOBaHUN BBOAUTCS €AUHOE ITOHATHE -
O0OBEKT OIEHKH

3. Kputepun oreHkr 6e30macHOCTH HH)OPMAITMOHHBIX TEXHOJIOTHI

5. Kak Ha3bIBaeTcsi JOKYMEHT, B KOTOPOM B LEJISIX JJOOPOBOJIILHOTO
MHOTOKPaTHOTO

WCTIONTb30BaHMS YCTAaHABITUBAIOTCS XapaKTEPUCTHKH PO TYKIIHH, TIpaBUiIa
OCYIIECTBIICHUS M XapaKTEPUCTUKH MPOIECCOB MTPOU3BOJICTBA, SKCILTyaTaI|H,
XpaHEHUs, IEPEBO3KH, PeaTU3alliil U YTHIN3AINH, BEITIOIHEHHS PadoT WK
OKa3aHUs yciayr?

1. TexHu4eckue yciaoBus

2. Cnenudukanus

3. Pernament

4. Crangapt

6. Llens co3nanus MOTUTUKY MH(DOPMAIIMOHHOM Oe30macHOCTH?

1. 17151 opraHu3alOHHO-TEXHUYECKOW TOAJICPKKH MTOTUTUKH (POPMUPOBAHHS
Y UCTIONB30BAHUS

WH(POPMAIMOHHBIX PECYPCOB MPH OCYIIECTBICHUH JOCTYIa K HHpOpMaIu
2. J114 3a11UThl OT BHEIIHUX J€CTPYKTUBHBIX BO3JEHCTBUI

3. JInist 3aIMThl OT HEJOOPOCOBECTHRIX pAOOTHUKOB (ITOJTh30BATEIICH)

7. COBOKYITHOCTH MPHUHIIATIOB, TTPABIJI 1 PEKOMEHIAINIA, OTIPEAEISIOIIX
MOPSIIOK OpraHu3alluy 3aluThl HHpopMaIn, oopabaTeiBacMOil B KOHKPETHOM
KOMIIBIOTEPHON CUCTEME,

3aUKCUpOBaHHAS JJOKYMEHTAILHO HA3HIBACTCS:

1. TexHUYeCcKON MOIUTUKOMN 0€30MaCHOCTH KOMITBIOTEPHOMN CHUCTEMBI

2. [MonuTukoit nHHOPMAITMOHHOM 0€30MaCHOCTH KOMIIBIOTEPHOM CUCTEMBI
3. Crangapt 6€301acCHOCTH KOMITBIOTEPHON CHCTEMBI

8. ®opmynHpOBKa IeJiei, KOTOpBIE MpecielyeT OpraHu3aius B 001acTH
Oe3omacHoCcTH H(MOPMAITIH, OTIPEIeIICHIE OOIIIX HATIPABJICHUN B
JOCTHKEHHH 3THUX LIeJIeH SBISAETCS] COCTAaBHON YacThIO:

1. Ilonutuku Ge30MacHOCTH BEPXHETo (IIPaBOBOTO M aIMUHUCTPATUBHOTO)
YPOBHS

2. [NonmTuky 6€30MacHOCTH CpeaHEro (PO ypHOT0) YPOBHS

3. IonuTuky 6e30MaCHOCTH HUKHETO (IPOrpaMMHO-aNNapaTHOr0) YPOBHS
4. Het npaBUILHOTO OTBETA

9. KoHTpOITb Y4aCTHHKOB B3aUMO/ICHCTBHS SIBJISIETCS KITFOYEBEIM MOMEHTOM
MIPU COCTABICHUU

MOJUTUKY MH(POPMAIIMOHHON O€301acCHOCTH:

1. [NomuTrky 6€30NMacCHOCTH BEPXHETO (MPAaBOBOTO M aIMUHICTPATHBHOTO)
YPOBHS

2. [Nonutukym 6€30MacHOCTH CpeAHEro (MPOLEaYPHOT0) YPOBHS

3. [onutrku 6€30MaCHOCTH HIKHETO (MPOTpaMMHO-aIIapaTHOTO) YPOBHS
4. Het nmpaBUILHOTO OTBETA

10. Cniucok MOYMHEHHBIX TOJUTHK 0€30IaCHOCTH SIBISICTCSI OCHOBOM:

1. Acceptable use policies - AUP




2. KopHeBoii moauTuku 6€301macHOCTH

3. [lomuTHKY GOPMHUPOBAHUS U MCTIONB30BaHNS HHPOPMAIIMOHHBIX PECYPCOB
11. CoBokynHOCTH TpeOOBaHMH 1 IPaBUII IO HHPOPMAIIMOHHOM O€30MacHOCTH
111 00beKTa

nH(pOPMAITMOHHON 0€30TIaCHOCTH, BEIPA0OOTAHHBIX B COOTBETCTBHUH C
TpeOOBaHUAMHU

PYKOBOJSIIMX U HOPMATUBHBIX JOKYMEHTOB B IIETISIX IPOTUBOACHCTBUS
3aJJaHHOMY MHOECTBY

yrpo3 HH(GOPMaIIMOHHOH 6€30I1aCHOCTH, C YIETOM LIEHHOCTH 3alllUINAeMOi
WHPOPMALTUOHHON

cdepbl ¥ CTOUMOCTH CUCTEMBI 00ecTieueHus] HHPOPMAaLlMOHHON 0€30IMacHOCTH
Ha3bIBACTCSL:

1. Cranmapt 6e30macHOCTH

2. [Nonutuka nHOpMAMOHHON 6€30IaCHOCTH

3. [lomuTrka 6€30MacHOCTH BEPXHETO YPOBHSA

4. KopreBast monuTuka 6€30macHOCTH

12. B kakoM IOKyMeHTe (pa3fielie) MOTUTUKN 0€30IaCHOCTH OTPaXKAeTCsl OTBET
Ha BOIIPOC:

«CyILeCTBYIOT JIM OFPAaHUYEHUS HA ycTaHOBKY [10»?

1. Ceprudukare Ge3omacHOCTH

2. Acceptable use policies - AUPS

3. Incident response plan - IRP

4. Password policy

13. Kakoii foKkyMeHT BKJIIOYAeT B ce0sl e yIonne oApa3Aeibl: MOJIUTHKY
(hopMHUPOBaHUS U HCIIOIB30BaHUS HH(POPMALMOHHBIX PECYPCOB, IOJUTHKY
nHGOPMALMOHHON 0€30MaCHOCTH U TEXHUYECKYIO MTOJUTUKY?

1. Crangapt Oe30nacHOCTH

2. TexHuyeckas crielnupuKaIus

3. MadopmarmoHHas OJIUTHKA

4. MonnTrka HHPOPMAIIMOHHOHN 0€30MaCHOCTH

5. [NonmuTHKa KCIIOJIb30BaHUS HH(DOPMAIIMOHHBIX PECYPCOB

14. B nonutuke 0€30macHOCTH KaKOTO YPOBHS OIUCHIBAECTCS] OTHOIIEHHUE K
MEPEAOBBIM, HO €11 HeIOCTATOUYHO MPOBEPEHHBIM TEXHOIOT UM 3aLUThI
uHpopmMarumn?

1. IlpaBOBOTO ¥ aIMUHUCTPATHBHOTO

2. IlpouenypHoro

3. AnmapaTHO-IpOrpaMMHOTO

15. Uto onpenensieT CUCTEeMHass HHPOPMAIIMOHHAS TTOJIUTHKA?

1. IlpuHUMIIBL, TOPSAAOK U NIPAaBUJIa MHTErPallMi HH(OPMALIMOHHBIX PECYPCOB
2. [TpuHIMITEL, TOPAJOK U MPaBHiIa MOCTPOCHHUS CUCTEM 3aIIXTHI HH(pOopMaun
3. [IpuHIMTIBL, TOPSAOK ¥ MIPaBUIIA Pa3TPaHUUYCHHS JTOCTYTIA K
nHPOPMALMOHHBIM pecypcam

16. Kak Ha3pIBaeTCs BHEIIHSS MJIM BHYTPEHHSISI [0 OTHOLLIEHMIO K aTaKyeMOil
KOMITBIOTEPHOM CHUCTEME MporpaMMa, 00J1aaromas onpeieieHHbIMH
JeCTPYKTUBHBIMH (DYHKIIUSIMH TI0 OTHOIICHHUIO K 3TOU cucTeme?

1. KomnbroTepHblit BUpYC

2. [IporpamMmHas 3akiaaka

3. AmmapaTHas 3aKjiaaKa

17. Kak Ha3pIBaeTCsI HECAaMOPa3MHOXKAIOIIASICSl POrpaMMa, 00eCeunBaroIas
37I0yMBIIUIEHHUKY BO3MO>KHOCTH HECAaHKIIMOHUPOBAHHOT'O JOCTYNA K
3aluinaeMon napopmMaium?

1. KomnbroTepHblit BUpYC

2. JloBymika

3. JIrox

4. Jlormueckas 6ombOa

18. Kakas u3 nepeurcieHHbIX QyHKIHA HE OTHOCUTCS K IPOTPaMMHBIX
3aKiagKam?




1. Yanuroxxenune naopmanuu

2. CaMOCTOSATENFHOE pacIpOCTpaHEHNE B KOMITBIOTEPHBIX CHCTEMAaX

3. IlepexBaT u nepenada nHGOpMALUN

4. LlenenanpapneHHass MOAU(GUKALMS KOJA TIPOTPaMMBbI

19. Tlo xakoMy IPHU3HAKY KIACCH(PHUIUPYIOTCS «IpaiBepHBIE 3aKIaIKID)?
1. ITo meTony BHEAPEHUS

2. Ilo npuHIMITY TEHCTBUS

3. Ilo necTpyKTUBHBIM MOCIEACTBUSIM

20. Kakoe u3 IepeunCIIeHHBIX BO3ICHCTBII HE OTHOCHTCS K MOJIEIISIM
BO3ACUCTBHS IPOTPAMMHBIX

3aKJIaJI0K?

1. Y6opka mycopa

2. UckaxxeHue

3. Habmonenne

4. KonupoBaHue

5. IlepexBat

21. K xakomy Buny PIIC otHocuTcs «KinaBuaTypHBIH HIITHOH»

1. K mporpaMMHBIM 3aKjIaKam

2. K Bupycam

3. K 6akrepusim

22. Kakue u3 nepedrcieHHbIX CBOMCTB MPHUCYIIN KOMIIBIOTEPHBIM BUpycaM?
1. CrtocoGHOCTH K BKIIFOYEHHIO CBOETO KOJIa B Tea ApyruX (painoB u
CHCTEMHBIX 00JIacTell MaMATH KOMIIbIOTEpa

2. CriocoOHOCTH K TOCIICIYIOIIEMY CaMOCTOSTSILHOMY BBITIOJHEHUIO H
CaMOBOCIIPOHM3BENICHHIO

3. CrtocoOHOCTH K CaMOCTOSATENBHOMY pactipocTpaneHuio B KC

4. Bce nepeunciieHHbIE CBOMCTBA

5. Tonbko 1 u 3 cBOHCTBO

6. Tonbko 2 1 3 CBOMCTBO

23. Corpynnuk Jlexaiickoro yuusepcurera (CLIA) @pen Kosm:

1. BniepBsie co31a1 aHTUBHPYC

2. Caenan coo0IeHre 0 BO3SMOXKHOCTH CYILIECTBOBaHUS KOMITBIOTEPHBIX
BUPYCOB

3. SIBnsieTcs cozmaTeneM BUpyca-4epBs

24. B yeM IpUHIMIHAIBHOE OTIUYHE KOMIIBIOTEPHOTO BHpPYyCa OT
pOrpaMMHOM 3aKIaaKu?

1. Cno>KHOCTBIO HAITCAHUS

2. BO3MOXXHOCTBIO I€CTPYKTUBHOTO BO3IEHCTBUA

3. CnocoOGHOCTHIO K CAaMOPAa3MHOXKEHHUIO 1 MOTU(PHUKALIUT

4. BceMu BbIlIETIEPEUUCICHHBIMU CBOMCTBAMU

25. Kak Ha3bpIBaroTCs 3aKIa K1, HHTEPQEic KOTOPBIX, COBMAJIAET C
UHTEP(EcOM HEKOTOPBIX

CITy>Ke€OHBIX TPOrpamMm, TpeOyIOLINX BBOJ KOH(PHUIESHIMATBHOW HHPOpMaLH
1. [Ipuknagabie 3aKIaIKH

2. UcnonusgeMsle 3aKIaaKu

3. 3akIaIKu-UMUTATOPHI

4. 3axmagKu-HEBUANMKNA

26. ITo kakoMy TIpU3HAKY BUPYC KIacCUPHUIUPYETCs KaK pe3UCHTHBIN BUpycC?
1. 1o pexxumy GyHKIMOHUPOBAHUS

2. 1o oObekTy BHEApPEHNUS

3. ITo 0coOEHHOCTSIM peann3yeMoro alropuTMa

4. Ilo necTpyKTUBHBIM BO3MOYKHOCTSIM

27. Tlo kakOoMy TIpU3HAKy BUpYC Kiaaccupuuupyercs Kak «stealth-supyc»?
1. ITo oOBEKTY BHEAPCHUS

2. ITo 0cOOEHHOCTSIM peaanu3yeMoro ajJropuTMa

3. ITo necTpyKTUBHBIM BO3MOXKHOCTSAM

28. 1o kakoMy NpHU3HAKY BHPYC KIacCH(PUIMPYETCs KaK «3arpy304YHbIH




(OyToBEIiT) BUpYC»?

1. I1o oObexTy BHEAPEHUS

2. [To 0coOeHHOCTSIM peanu3yeMoro alropuTMa

3. Ilo pexxumy GyHKIMOHUPOBAHUS

29. Bupycsl, coaepxarine B cede anropuTMbl MH(PPOBAHAS U
o0ecreYnBaroLINe pa3Indie Pa3sHbIX

KOIUI BHpyca HAa3bIBAIOTCS:

1. Bupychl-Cliy THUKH

2. Stealth-Bupycer

3. MtE-Bupycst

4. Penukatopsl

30. K xakoMy THITY KOMITBIOTEPHBIX BUPYCOB OTHOCATCS TIOTUMOPQHBIE
BHPYCHI?

1. K MtE-Bupycam

2. K Stealth-supycam

3. K BupycaM-cnyTHUKam

31. Io kakoMy MpHU3HAKY KOMITBIOTEPHBII BUPYC KiacCu(PUIUPYETCS KaK
perutukarop?

1. 1o 0cOOEHHOCTSIM peann3yeMoro alropuTMa

2. [To o0bekTy BHEAPEHUS

3. [1o HanMYUIO JOMOJHUTEIBHBIX BO3MOKHOCTEM

32. Bupycsl, cozgaromnye s 3apakaeMbIX (paiioB OTHONMEHHBIE (DaliIbl C
KOZOM BHpYcCa U

MEPENMECHOBBIBAIOIINE UCXOAHBIC (haiiibl HA3BIBAIOTCS:

1. Bupycsl - CHyTHUKH

2. Bupychl - HeBUTUMKHI

3. Bupycsl - MyTaHThI

33. Kak Ha3pIBaeTCst KOMITBIOTEPHBINA BUPYC, KOTOPBIH UCIIONB3YET CIa0yI0
3alIMIIEHHOCTh HEKOTOPhIX OC 1 3aMEHSeT HEKOTOPBIE MX KOMIIOHEHTBI
(mpaiiBepbl TUCKOB, MTpEePHIBAHMUS)?

1. @aitnoBeIM

2. 3arpy304HbIM

3. Stealth-Bupyc

4. Permukatop

34. Kak Ha3bpIBatOTCS TPYMIBI U3 HECKOIBKUX BUPYCOB?

1. [TonuBupycamu

2. CeMelCTBOM BUPYCOB

3. BupycHbIM KiTaccoM

4. Het BepHBIX OTBETOB

35. Kakue BUpYCH XapaKTepHU3YIOTCS CIOCOOHOCTBIO CAMOCTOSTENEHO
repeaaBaTh CBOM KOJ Ha

yIaJIIeHHBII cepBep WK Pabovyro CTaHIUIO?

1. @aitnoBsle BUPYCHI

2. ByTtoBrIe (3arpy304HbIe) BUPYCHI

3. Het npaBWIIbHBIX OTBETOB

4. @alyIoBBIX U 3arpy304HBIX BUPYCHI

BAPHAHT Ne 2
Yxazanua:
3aodanus umerom 00uH NPAsUILHBLI Gapuanm omeema. B aucme omeema
npoOCMasiAomcs,

HOMepa NPasuibHbIX OMEEemos.
1. Cxonbko knaccoB ABC onpeneneno PJI I'TK «CpencTta anTuBUpYCHOM
3amuThl. [lokazaTeny 3aUIMIIeHHOCTH U TPeOOBaHMUS 110 3aIUTE OT BUPYCOBY»
1. Tpu

2. nATh
3. ceMb
4. neBAThb




5. HEeT NpaBUJILHBIX OTBETOB

2. [lesTenbHOCTD, HAIIPABJIEHHYIO HA TPEOTBPAIleHHE MTOTydYeHUS
3amuiaeMoi HHpopMauu

3aWHTEPECOBAHHBIM CYObEKTOM C HApYIICHHEM YCTaHOBJICHHBIX MPaBOBBIMU
JOKYMEHTaMH WA

COOCTBEHHHMKOM (BJIaeNbIIeM HH(POPMAIINH) TIPaB WA TPaBUJ TOCTyIa K
3aIlHIIAEMOI

WHPOPMALIUN HA3BIBACTCS:

1. OGecrieueHmne MEIOCTHOCTH HH(OPMAITHH

2. ObecneueHne AOCTYMHOCTH HH(POPMALIUU

3. 3amura uapopmaruu ot HCJJ

4. 3amuTa nHGOpPMAITIN

2. Kak Ha3pIBaeTCs THIT JOKYMEHTa, B KOTOPOM B LEJISIX JOOPOBOIHHOTO
MHOTOKPaTHOTO

WCTIONTb30BaHUS YCTAHABITUBAIOTCS TIOPSIIOK OCYIIECTBICHHUS POIIECCOB
MIPOM3BOJICTBA,

SKCIUTyaTallly, XpaHeHHs, TIEPEBO3KHU, Pea3aliy 1 yTUIN3AIHH,
BBITIOJTHEHHS PabOT MU

OKa3aHUs yciayr?

1. Pernament

2. Crangapt

3. Criettudukanus

4. Ceptudurar

7. Kak HazpiBaetcs Cnenuduxamms X.509

1. «Ciryx0a TUPEeKTOPHii: KapKachl CepTU(HUKATOB OTKPBITHIX KIFOUCH U
aTpuOyTOBY.

. «Cny»x0a nupexTopuii: 0030p KOHIICTIIUH, MOJICIICH U CEPBUCOBY.

. «ApxuTektypa 0€30MacHOCTH JJIsl B3aUMOJICHCTBHUS OTKPBITBIX CHCTEM).
. Yro obo3nauaer abbpesuatypa @CTOK?

. @enepanbHasi CUCTEMa TEXHOJIOTHYECKOTO M AKCIUTyaTallHOHHOTO KOHTPOJISL.
. @enepanbHas cayk0a TEXHUYECKOTO U KCIIOPTHOTO KOHTPOJISL.

. ®enepanbHas ciry:k0a TEXHHYECKOTO U AKCIIEPTHOTO KOHTPOJIS.

. ®enepanbHas ciry:x0a TAMOKEHHOTO U AKCIIEPTHOTO KOHTPOJIS.

. Her npaBunbsHOrO OTBETA.

. Kak HazwiBaeTcs npoiiecc mpucBoeHne 00BbEKTaM U CyObEeKTaM JIOCTyIIa
nneHTudukaropa u

(unu) cpaBHEHHUE MPEIBSBISIEMOTO HICHTUPHUKATOPA C TIEpeuHEM
MPUCBOCHHBIX

naeHTu(pUKaTopoB?

1. Ayrentuduxanms.

2. Harmonanmsanwst.

3. Unentudukanus.

4. TTaponuzanusi.

10. JIst kakux 1iened mpyu aAIMAHUCTPUPOBAHNH, TAPOITBHON CHCTEMBI,
yCTaHABIIUBACTCS

OrpaHUYEHHE YHCIIA TIONBITOK BBOJIA MAPOIIsi?

1. YcnoxHseT 3a1a4y 37I0yMBIIIICHHUKA IIPH MOIBITKE 110100paTh Maposib Mo
CJIOBapIO

2. [lpensiTcTByeT MHTEPAKTUBHOMY IOA00DPY MapoJiei 3JI0YMBIIIJIEHHUKOM
3. YcnoxHAeT 3a/1a4y 37I0yMBIIUICHHUKA [TPH HOIBITKE M0100paTh Mapoib
METOJIOM «TOTaJHHOTO

ONPOOOBAHUSDY.

4. 3amMuiaer OT HENPAaBOMEPHBIX JICHCTBUI CHCTEMHOTO aIMUHUCTPATODa,
HMMEIOIIET0 TOCTYH K

MapoJI0 B MOMEHT CO3JaHUS YUYETHON 3aIHCH.

5. J17st Bcex 1enei nepevrciieHHbIX B IyHKTax 1-4.

11. Kakoii U3 mepeyrcIieHHBIX METOIOB HE MPUMEHSETCS /IS ayTeHTU(DUKALIMK

O DN B WK — 0 W




MoJIb30BaTeNe?

1. Cuctembl, OCHOBaHHBIC Ha 3HAHUU HEKOTOPOU CEKPETHOH MH(POPMAIIHH.
2. CucteMsbl, OCHOBaHHbIE Ha BIaICHUN HEKOTOPBIM CIELMAIbHBIM IPEAMETOM
WJIU YCTPOUCTBOM.

3. CucTtembl, OCHOBaHHBIC HA OMOMETPHYECKUX XapaKTepHUCTHKAX.

4. Het npaBuisHOTO OTBETa. BCe MpuMeHsIoTCS.

12. MoxxeT 11 Ha OJJHOM KOMITBIOTEPE CO3/1aBaThCsl HECKOJIBKO YUETHBIX
3alKCeN ¢ MpaBaMu

aaMuHUCTpaTopa?

1. Her, ToNbKO JOKHA OBITH TOJBKO OJTHA YUETHAsS 3aIIMCh JaHHOTO TUIIA.
2. MoxeT ObITh HE MEHEE OAHOM yYETHOM 3aliCcH JaHHOTO THIIA.

3. Jlomyckaetcs He Oonee IBYX YUETHBIX 3alMCell JaHHOTO THIIA.

4. Het npaBUIIBHBIX OTBETOB.

13. CroiicTBO MH(pOpPMAIIHH, 3aKITHOYAIOIIEECS B €€ aKTyaTIbHOCTH H
HENPOTUBOPEYUBOCTH, €€

3aLIUIICHHOCTH OT Pa3pyLICHUs 1 HECAHKLIMOHUPOBAHHOTO U3MEHEHUS
HazbIBaeTCH:

1. JIoCTYITHOCTBIO.

2. I1lemocTHOCTHIO.

3. KoH(puaeHIInaIbHOCTBIO.

14. Kako¥i U3 nepeuncieHHBIX CEPBUCOB HE SIBISIETCS CEPBUCOM 0€30T1acHOCTH?
1. DxpaHupoBaHue.

2. TynnenupoBaHue.

3. ApxuBUpOBaHHE.

4. llInudposanwue.

5. KoHTpoIb LETOCTHOCTH.

6. KoHTpoIb 3alUIIIEeHHOCTH.

15. To kakoMy KpUTEepHIO KilacCu(DUIMPYETCsl yIaneHHast aTaka, IPUBOISIIASL
K NCKa)KEHHIO

nHpopmarumn?

1. ITo uenu Bo3aeiicTBUA

2. Ilo xapaktepy BO3AeHCTBUS

3. Ilo pacnionokeHHIo CyObeKTa aTaKu OTHOCHTEJIBHO aTaKyeMOIo 0ObeKTa
16. Kakoii knaccn(puKaMoHHbIH TPU3HAK TTO3BOJISIET CYJUTh O TaK
Ha3bIBAEMON «CTEIICHH

YIAJIEHHOCTH» aTaKu?

1. TTo ypoHto stanonHoi moaenu ISO/OSI, Ha KOTOPOM OCYIIECTBISETCS
BO3JICHCTBHE

2. o pacnonoxeHuro cyObEeKTa aTaki OTHOCUTEIBHO aTaKyeMOoro 00beKTa
3. Ilo ycnoBHI0 Havana oCcyIleCTBICHNS BO3ENCTBUA

17. Kakas u3 nepeqyncieHHbIX yIaJeHHbIX aTaK SBIAETCS TTACCUBHOM?

1. DNS spoofing

2. SYN flooding

3. Sniffing

4. IlepexBaT MakeTOB Ha MapIIPyTU3ATOPE

18. Yro o3nauaetr abopeBuarypa NIDS:

1. Mexnynapomnast Opraam3arus mo CTaHaapTH3aAIIH

2. CucreMbl 0OHapyKXeHHS (BBISABICHUS) aTakK

3. JlaBunnoe 3aTomienue I[CMP-nakeramu

19. IlpeumymiecTBOM METO/AA JAHHOTO THIIA SBJISIETCS BO3MOKHOCTh
00HapyKEHHSI HOBBIX aTak

0e3 He0OXOTUMOCTH OCTOSTHHOTO U3MEHEHHS TIapaMeTpOB
¢byHKUHOHMpPOBaHUs MoAyms. O

KaKOM METOJIC HJIET PeUb?

1. CurnarypaoM (signature)

2. lTabnoxHOM (pattern)

3. Ha ocHoBe 0OHapyXeHUS 3710yIOTPEOICHHIN




4. Het npaBUIBHBIX OTBETOB

20. IpuaIun paboTsl ATOTO METO/IA 3aKITFOYaeTCs B 00HAPYKEHUN
HECOOTBETCTBHS MEXKTY

TEeKyIMM pesxuMoM QyHKImoHupoBanust KC 1 MOJIEINbIO MITATHOTO PEXUMA
paboTHI,

3aJI0’KeHHON B apamMeTpax Merona. O KakoM MeTojie 0OHApYKEHHS aTaK UAeT
peun?

1. Ha ocHOBe 0OHapy»XeHHsI aHOMAJILHOTO MOBEICHHS (TIOBEICHUECKHUE
METOBI)

2. Ha ocHOBe 0OHapy>KeHHs 310yNOTPeOICHHUHA

3. CurnatypHsIii (signature)

4. Het npaBUJIBHBIX OTBETOB

21. Kak nHazpiBarotcst COA oOHapyXUBaroIIne aTaku, HallpaBlIeHHBIE Ha BCIO
CETh WU CerMEHT?

1. host-based

2. network-based

3. CucreMbl OOHApYKEHUS aTaK Ha YPOBHE XOCTa

4. Het npaBUIBHBIX OTBETOB

22. HenocTaTKOM TaKMX CHUCTEM SIBJISIETCS. TO, YTO OHHU CHJIBHO 3arpy>KaroT
MPOILIECCOP U TPEOYIOT

00JIBIINX 00BEMOB JUCKOBOT'O IIPOCTPAHCTBA IS XPaHCHHUSI )KYPHAJIOB
peructpauuu. O Kakux

tunax COA uner peusb?

1. network-based

2. host-based

3. Cucrembl 00HAPYKEHUS aTaK YPOBHS CETH

4. Het npaBUIBHBIX OTBETOB

23. Uto o3HauaeT abOpeBuatypa DoS?

1. aTaku THIIA «OTKa3 B OOCITY)KHBaHUY

2. aTaKy THUIA «3aTOILUICHUEY

3. aTaku THIIA «IIOJIMEHA aJIpecar

4. HET IPaBUJIBHBIX OTBETOB

24. Ecnu atakyromias mporpaMMa, 3aiyIieHHas Ha CETEBOM KOMITBIOTEPE, JKIIET
IIOCBIIIKHU OT

MOTEHIIMATBHOM LENTN aTaK! ONPEIEIeHHOT0 THIIA 3a1poca, KOTOPhIi OyneT
YCIIOBUEM Hayala

OCYIIECTBJICHUS aTaKH, TO TaKas aTaka KiacCuQUIHPYETCs Kak:

1. ATtaka 10 3aIpocy OT aTaKyeMOro 00beKTa

2. ATaka 1o HaCTYIUICHHUIO OTIPEIEIICHHOTO COOBITHS Ha aTaKyeMOM OOBEKTe
3. besycnoBHas aTtaka

25. MexXceTeBOH 3KpaH MpeTHa3HAYCH:

1. JIyis1 3a01UThl MPOTPaMM OT HECAHKITHOHUPOBAHHOT'O KOIMTHUPOBAHHUS

2. [lns obecniedenus: 0€30MacHOTO JIOCTYIA K BHEITHEH CETH ¥ OTpaHHYSHUS
OOCTYyIla BHCHIHUX

[I0JIb30BATENIEH K BHYTPEHHEHN CETH.

3. JInis 31U Thl SKpaHa MOHUTOPA OT HECAHKITMOHUPOBAHHOTO CHSTHS
nH(pOPMAITUH C TTOMOIIBIO

TEXHUUYECKUX CPEIICTB PA3BEIKH.

4. Het npaBUJIBHBIX OTBETOB.

26. Kakoii u3 nmepeuncieHHbIX KOMIIOHEHTOB HE BXOJIUT B COCTaB TEXHOJIOTHH
MesxceTeBoro

sKpanupoBanus (MO):

1. CereBast monuTHKa OS30MACHOCTH.

2. llenTpann3oBaHHOE yIIpaBICHHE.

3. [lonuTHKa MpUMEHEHNU aHTHBUPYCHBIX CPEJCTB MPH paboOTE B CETH.

4. [Moxcucrema cOOpa CTATUCTUKH U TPEAYIPEKACHUS 00 aTake.

5. Bce mepeunciieHHbIle KOMIIOHEHTHI BXOIT B TEXHOJIOTHIO MO.




27. IlonuTHKa JOCTYyMa K CETEBBIM CEPBUCAM SIBISETCS OJYNHEHHON
MTOJINTUKOM:

1. Ilonutuku ceteBoi 0€30MaCHOCTH

2. YcusaeHHOW ayTeHTU(QHUKALIUT

3. IlonuTHKY peanu3annuy MEXCETEBBIX IKPAHOB

4. Het npaBUWIIBHBIX OTBETOB

28. Yem onpexensroTes paBuiia JOCTYIA K pecypcaM BHYTPEHHEH CeTH, pH
pean3anyy NOJIUTHKH MEXCETEBOTO 3KpPaHUPOBAHUS?

1. TTonuTuKoM peanu3alu MEXCETEBBIX IKPAHOB

2. [lonuTuKo# OCTYyMa K CETEBBIM CEpBUCAM

3. HeT npaBWIbHBIX OTBETOB

29. Yem ompezemnsieTcsi CIMCOK cepBUCOB Internet, K KOTOPBIM IOJIB30BATENN
JOJKHBI UIMETh

OTrpaHUYeHHBIHN JocTyn?

1. ITonuTHKOM TOCTYIa K CETEBBIM CEPBUCAM

2. IlonuTuko# peann3alny MEXCETEBBIX SKPAaHOB

3. Het npaBWIbHBIX OTBETOB

30. Bo3aM0oXHOCTB HEKOTOPBIX MO 10 OJIOKHUPOBAaHUIO (YHUUTOKEHHIO)
MAKETOB, MONAJAOLINX Ha

MD, 1o 3ajaHHOMY KPUTEPHUIO Ha OCHOBE JaHHBIX, COJEPKAIUXCS B
3arojIoBKax MakeToB U

TEKYILUX IapaMeTpOB OKPY’KaIOIIel cpesibl Ha3bIBACTCA:

1. ®unbrpanus ¢ npumeHerneM [locpenHrka (TpaHCTIOPTHOTO) YPOBHS
coenuHeHus (circuit-level

proxy)

2. [Ipocras GumbTpanys NakeToB (C MOMOIIBIO (GUITBTPYIOIIETO
MapuIpyTU3aTopa)

3. @unpTpanus ¢ npuMeHenreM llocpenHuka IpUKIaaHOTO YPOBHS
(application proxy)

4. Het npaBUJIbHBIX OTBETOB

31. Kakue u3 nepedrciaeHHbIX TYHKTOB OMPEIeNIIOT JOCTOMHCTBA IPOCTOM
($uIBTpay NaKeToB?

1. JIoxanpHasa ceTh MOXET OBITH CIeIaHa HEBUAMMON M3 III00aJIBHON CETH
2. CnocoOHOCTh THOKOTO PETYJINPOBAHUS (OTpaHUYEHUS) IPOITYCKHON
CHocoOHOCTH

3. HUcnonp30BaHue MOJUTHKHU «3aIIPELICHO BCE, YTO HE PAa3pELICHO»

4. Het npaBUJIbHBIX OTBETOB

32. Kakue 13 nepedrciIeHHbIX MyHKTOB OMPEIENIIOT JOCTOMHCTBA IIIJTF03a
MPUKIIAHOTO YPOBHS

(application proxy)?

1. «IIpo3padHOCTEY CBS3H

2. 'nbxocTh B onpeesieHNH NpaBuil GUIBTPALH

3. HeGompias 3aaepkKa py NPOXOKIESHIUH AaKETOB

4. Het npaBHJIHHBIX OTBETOB

33. Kakue u3 nepedrciIeHHbIX ITyHKTOB OMPEENSIIOT HE0CTAaTKH
(UIBTPYIOIIETO MapUIPyTU3aTOPa

(mpocToii pumpTpaIuy MaKeToOB)

1. He yunTbhIBaeTCsS COCTOSHIE COEIMHEHHS TPAHCTIOPTHOTO U MPUKIIAJTHOTO
ypOBHEHN

2. [Ipu HapymeHnn paboTocrmocoOHOCTH MD Bce KOMITBIOTEPHI 32 HUM
CTaHOBSATCS TIOJTHOCTHIO

HE3aIIUIIEHHBIMH JTHO0 HEJOCTYTHBIMH

3. He yuursiBaetcs conepxumoe [P-makeToB

4. Bce nyHKTHI ONpeeNsoT HEJOCTAaTKU IPOCTON (GUIbTpalU TAKETOB
5. HeT npaBUlIbHBIX OTBETOB

34. @ynkuus MO, ckpbiBalolias BHyTpEHHUE agpeca 00BEKTOB (CyOBEKTOB) OT
BHEIIHUX




CyOBbEKTOB Ha3bIBACTCS:

1. DxpaHupoBaHue

2. TpaHcasanus agpeca

3. IlpaBuio ¢punbTpanuu

4. Het npaBMWIIBHBIX OTBETOB

35. Kak Ha3pIBaeTCs HayKa O CO3J]aHHUH W aHAJN3e CHCTEM 0e30TacHON CBS3n?
1. Kpunronorus

2. Kpunrrorpagust

3. Kpunroananms

36. Kak Ha3pIBaeTCsS AUCUUITIIMHA (pa3aen HayKy), OXBaThIBAIOIIAs TPHHIIHIIEI,
CpEeACTBA U METO/BI

npeoOpa3oBaHus JAHHBIX IS COKPBITHSA X HH(POPMAITHOHHOTO COACPIKUMOTO?
1. Kpunroananus

2. Kpunrrorpagust

3. Kpunronorus

37. Kak Ha3pIBaeTCsl KOHKPETHOE CEKPETHOE COCTOSIHUE HEKOTOPBIX
napameTpoB allrOpUTMa

KpUNTOrpaduiaeckoro npeodpa3oBaHusl JaHHBIX, 00ecIeunBarolee BEIOOp
OJTHOTO

mpeoOpa3oBaHKs U3 COBOKYITHOCTH BCEBO3MOXKHBIX?

1. Hludp

2. Kimrou

3. Kpunroanropurm

38. Kak Ha3pIBaeTCS COBOKYITHOCTh 0OPaTUMBIX MTPE0Opa30BaHN MHOKECTBA
BO3MOXHBIX

OTKPBITBIX JAHHBIX (TEKCTOB) HA MHOKECTBO BO3MOXKHBIX 3aIIM(PPOBaHHBIX
JaHHbIX

(kpunrorpamMm), OCyIIECTBISIEMBIX TI0 OTIPEIEICHHBIM MpaBmiIaM?

1. Mudp

2. Koy

3. KpunroanroputM

[lepeueHb TeM KOHTPOJNBHBIX PabOT MO TUCIUIUIMHE OOYyYaromMXcs 3a04HOM (GopMbl
00yd4eHus1, IpeIcTaBlIeHbl B Tabumie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. Meroguueckue  Marepuaibl,  ONPEACISAIONIME  TPOIEIyphl  OICHUBAHHS
UH/IMKATOPOB, XapaKTEpU3YIOIIUX d3Tanbl (HOPMUPOBAHMS KOMIIETEHLMH, COAEpKarcs B
JOKaJbHBIX HOpMaTUBHBIX akTtax [VYAIIL, periaMeHTHpyrOIMX TMOPSJIOK U  IPOLERYPY
IPOBEICHUS TEKYILEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUYHON aTTeCTalluy 00yJaromuxcs
I'VAIL

11. Mertoauydeckue yKazaHus Uit 00YJarOIIUXCs IO OCBOCHUIO TUCITUTIAHBI

11.1. Meroauueckue ykazaHMs s OOy4aroImUXcs 10 OCBOEHHIO JIEKIIMOHHOTO
Marepuana .

OcHOBHOE Ha3HAYEHME JEKIIMOHHOTO MaTepuaia — JIOTHYECKH CTPOWHOE, CUCTEMHOE,
rmy0oKoe M SICHOe M3JIOKEeHHEe y4eOHOro MaTtepuana. HasHaueHne COBpEMEHHOW JIEKIUH B
paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(POPMALMIO 1O TEME, a B OCBOCHUU
(GyHIaMEeHTaNbHBIX [pOOJIEM IUCHUIUIMHBI, METOAOB HAyYHOTO TIIO3HAHUS, HOBEHIINX
JOCTIKEHUH HaydHOH MbIciu. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JIOIHYECKYIO,
OpPTraHM3alMOHHYI0 ¥ WHPOPMAMOHHYI0 (hyHKIMH. JIeKnusi pacKpbeIBaeT MOHATHHHBIN armapar




KOHKPETHOW o0yacTH 3HaHuUs, €€ MpoOJieMbl, AaeT IEeIbHOE MPEACTaBICHUE O AUCIHILIMHE,
IIOKa3bIBAaeT B3aMMOCBS3b C IPYTUMHU JAUCLHUILIMHAMHU.

IInaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYarONIMMHKCS JEKIIMOHHOIO MaTepuaa;

— T[IOJIyY€HHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3AHHBIX 3HaHUH, YpPOBEHb
KOTOPBIX OIPEIEIISIETCS LEIEBOM YCTAHOBKOM K Ka)K10M KOHKPETHOU TEME;

— IIOJIyY€HHE OIbITa TBOPYECKOI pabOThl COBMECTHO € IPENOIaBaTENIeM;

— pa3BuTHE NIPOPECCHOHATBHO-IENOBBIX  KauyecTB, JIIOOBM K IpeAMETYy H
CaMOCTOSITEJIbHOTO TBOPYECKOT0 MBIIUIECHUS.

— TOsBJIEHHE HEOOXOAMMOT0 HHTEpEeca, HEOOXOAUMOTO Il CAMOCTOSTEIbHON pabOThI;

— T[OJlyueHHE 3HAaHUKW O COBPEMEHHOM YpPOBHE pa3BUTHS HAYKH U TEXHUKH U O
IIPOTHO3€E UX pa3BUTH Ha OJIIKANIINE TOIbI;

— HayuyuTbCs METOJMYECKH oOpabaTbiBaTh MaTepuasl (BbIACIATH TJIABHBIE MBICIU U
IOJIOKEHUS, NPUXOAMTh K KOHKPETHBIM BBIBOJAM, IIOBTOPATh MX B  Pa3JIMYHBIX
(bopMyIupoBKax);

— TOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TOHSATHH.

JlexuvOHHBI MaTepuanm MOXKET CONPOBOXKAATbCA  JEMOHCTpalUMed CIajioB U
UCIOJIb30BAaHUEM DPA3aTOYHOI0 MaTepualla IpU HPOBEIEHUM KOPOTKHX JTUCKYCCHH 00
0COOEHHOCTSIX TPUMEHEHHS OTJEIIbHBIX TEMATHK 0 JUCIUTUIMHE.

CTpyKTypa Ipe/1ocTaBlIeHUs JIEKIIMOHHOTO MaTepuaa:

Pazgen 1. [IporpamMHo-anmapaTHbie CpeICTBa Pa3rpaHUUuCHHS JOCTYIA K KOMIBIOTEpHON HH(OpMaIun

Paznen 2. [IporpamMMHO-anmapaTHbie CPEeACTBA KPUMITOTpaQUIECKOH 3alTUTh HH(POPMAIIHH.

Paznen 3. [IporpamMHo-anmapaTHbie CPEACTBA 3aIUTHI TPOTPAMMHOTO 00eCTIeYeHHUS OT KOMTUPOBAHUS H
W3yYEHUS

Paznen 4. [IporpamMMHoO-anmapaTHasi 3alliTa KOMITBIOTEPHON HHPOPMAIIUN OT Pa3pyIIAIOIIIX
MPOTPaMMHBIX BO3J€HCTBUIA

Mertoauyeckue ykasaHusi AJdsl 00y4arOIIUXCS IO NPOXOKICHUIO JIA0OPATOPHBIX
pador

B xone BeimonHeHus 1aboOpaTOpPHBIX pabOT oOydarolUiCcs JOKEH YINIyOUTbh U
3aKpENUTh 3HAHUS, NPAKTUYECKUE HABBIKH, OBJIAJETh COBPEMEHHOM METOJMKONM M TEXHUKON
HKCIEPUMEHTa B COOTBETCTBUM C KBAIM(PUKAIIMOHHON XapaKTepUCTHKOW 0Oydarouerocs.
Beinonnenue 1abopaTopHbIX paboOT COCTOMT M3 SKCIEPUMEHTAIbHO-IPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKOMN YacTel U KOHTPOJIBHBIX MEPOIIPUATHUH.

Beinmonnenue 51abopaTopHBIX pabOT OO0yYaromUMCs SIBJISETCS HEOThEMJIEMOM YacTbhiO
U3YYEHUS JUCLUIUIMHBI, ONpEeNesseMoil y4eOHbIM IUIaHOM, M OTHOCUTCS K CpEICTBaM,
00eCTeynBaroIUM peIIeHUe CIeTYIOIMX OCHOBHBIX 33/au y 00y4aroIerocs:

— TnpuoOpeTeHHe HaBBIKOB MCCIEAOBAHUS MPOLIECCOB, SBIEHUH U OOBEKTOB,
M3Y4aeMbIX B paMKax JaHHOW JUCIUILINHBL,

— 3aKpeIuvleHHe, Pa3BUTHE U JeTaln3alls TEOPETUUYECKHX 3HAHUU, TOJYyYEHHBIX Ha
JEKIUSX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUIIUHE;

— T[pHOOpeTeHHe  HaBBIKOB  CAMOCTOSTENbHOH  paboThl ¢ Ja00OpaTOpPHBIM
000pyI0BaHUEM U IPUOOPAMHU.

3aganue u TpeOOBaHUS K NPOBeACHUIO JJadopaTopHbIX pador (JIP)
— B 3amanum m1omKHO OBITE YETKO COPMYITHPOBAHA 3a/1a4a, BeimoHsemas B JIP;
— Onucanbl BXOJHBIE M BBIXOJIHBIE JaHHbIE 1151 TpoBeaeHus JIP;
— JIP nomxHa BBITONHATHCSA HA OCHOBE MOJYYEHHBIX TEOPETUUECKUX 3HAHUSX;
— Bemonnenue JIP TOMKHO OCYHIECTBIATHCA HA OCHOBE METOAUYECKUX YKa3aHUH,
IIPEIOCTABIIIEMBIX IIPENOaBaTeNEM;




— JIP pomxHa BBIMOJIHATHCA B CICLUAIM3UPOBAHHOM KOMIIBIOTEPHOM KIlacce M
MOXET OBITh JOpabOTaHa CTYJEHTOM B JOMAIIHHUX YCJIOBHSX, €CIH IO3BOJISET
I10;

— Hrorom BrimosHeHHOM JIP sBiseTcs oTder.

Ctpykrypa u ¢popma oTueTa 0 1a00paTopHOii padoTe
— TlocranoBka 3agauu;
— BXo/HbIE U BBIXOIHBIC IaHHBIC;
— CopneprkaHue TarOB BBHITIOTHEHUS;
— OO0ocHOBaHHE MOTYYEHHOTO Pe3yibTaTa (BBIBO/);
— CIUCOK UCTIOIB3yeMOU JINTEPATYPHI.

TpeodoBanusi K 0(p)OpMIIEHHIO 0TYETA 0 JIaDOPATOPHOIl padoTe
— Jlaboparopuas pabora (JIP) mpemocraBiseTcss B TEYaTHOM/WIIA 3JIEKTPOHHOM
BHUJIE;
— JIP nomkHa COOTBETCTBOBATH CTPYKTYpe U hopMe oTueTa NMPEACTaBICHHON BHIIIIE;
— JIP pgomxna umerb TuTynbHbIN nuct (COCT 7.32-2001 uzpanus 2008 roma) c
Ha3BaHMEM U TMOANKCHIO CTyIeHTa(OB), KOTOpbIi(ble) ee caemam(u) u
oopmun(n);
Crynent nomkeH 3amutuTh JIP. OTMeTka 0 3amuTe J0MKHA HAXOAUTHCS HA TUTYJIBHOM
JIUCTE BMECTE C MOAMKUCHIO MTPENO1aBaTelIs.

Mertoauyeckue yka3aHus 1Jisi 00y4arolUXcs 1O MPOXOKACHUIO CAMOCTOSTEeIbHOMN
padoThI

B xoze BBINOTHEHUS] CaMOCTOSATENbHON pabOThl, OOyUarOUIHIiCs BBINOIHAET paboTy IO
3aJJaHUI0 ¥ IPU METOJUUYECKOM PYKOBOJCTBE IperojaBaTelis, Ho 0e3 ero HernocpeiCTBEHHOIo
y4acTusl.

Jns oOyyaromuxcst 1Mo 3aoyHoOM ¢opme O00ydeHus, caMocTOsITeNIbHas paboTa MOXKET
BKJIFOYATh B CEOsI KOHTPOIBHYIO padoTYy.

B mnpouecce BBIMOJHEHHUsSI CaMOCTOSITENLHONW paboThl, y oOydaromierocss (popMHpyeTcs
1enecoo0pa3Hoe IIaHUPOBaHKUE PaboUero BpeMEeHH, KOTOPOE MO3BOJISIET UM pa3BUBaTh YMEHMS
U HaBBIKM B YCBOGHHWU M CHUCTEMAaTH3allMM MPUOOpETaeMbIX 3HAHUN, 00ECHeuynBaeT BBICOKHM
YPOBEHb YCIEBAEMOCTH B TMEpPHOJ OOYy4YEeHMs, NOMOIaeT MOJYyYUTh HABBIKU IOBBIIICHUS
npo¢eCcCHOHATBHOIO YPOBHS.

MetoauyeckumMi ~ MaTepuaiaMM,  HalpaBJSIIOIIMMH  CAMOCTOSATEIbHYIO  paloTy
00y4aromuxcs SBISIOTCS:

— y4eOHO-MeTOAMYECKU MaTepHal Mo AUCIUILINHE;

— METOAMYECKHE YKA3aHHS IO BBIMOJHEHUIO KOHTPOJBHBIX PaboT (11 00ydaromuxcs
1o 3a04HOU (hopme oOyueHus).

11.2. MeToauveckue yKa3aHUs i1 OOyYJaIONIUXCS MO MPOXOKIACHHUIO MPOMEKYTOTHOMN
aTTeCTalUU.

[Ipomexxyrounast ~ aTTecTamusi  OOy4alOmUXCS ~ TMPEAYyCMaTpUBaeT  OICGHUBAHHUE
MPOMEKYTOUHBIX U OKOHYATEIBHBIX PE3ylIbTaTOB 00yUeHMs MO HuciumuiiHe. OHa BKIIOYAeT B
ceost:

— D9JK3aMeH — (opma OLIEHKM 3HaHWH, MONYyYEHHBIX OOYYaIOIIUMCS B TMPOLIECCE
W3YYEHUS BCEW MUCIUIUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOSATEIHHOU paboThl, CIOCOOHOCTH
OPUMEHSTh MX JUIS pEHICeHHs MPAaKTUYECKUX 3ajad. DK3aMeH, KaK IpPaBUJIO, MPOBOJIUTCS B
NepuoJl HK3aMEHAIMOHHOM CECCHMM W 3aBEpIIAETCS aTTECTAlMOHHOM OLEHKOW «OTIUYHOY,
«XOpOILIOY», «YAOBIECTBOPUTEIHHOY, «HEYAOBIECTBOPUTEIHHOY.



— 3aueT — 3To (hopMa OLIEHKU 3HAHUH, MMOJYYECHHBIX OOYUYaAIOIIMMCS B XOJ€ M3y4YCHUS
yueOHOM TUCUUIUIMHBI B LIEJIOM UJIM IPOMEXYTOUYHAs (110 OKOHYaHUU CEMECTpa) OLIeHKAa 3HaHUMN
0o0y4aromuMcs 10 OTJENbHBIM pa3fieliaM JUCLUIUIMHBI C aTTECTAlMOHHOM OLICHKOW «3aYTEHO»
WJIU «HE 3aUYTEHO».

— muddepeHIMpOBaHHbI 3adyeT — JTO0 ¢GopMa OIEHKA 3HAHWH, TOTYyYECHHBIX

o0yyaromuMcs IpU U3Y4eHUH JUCLMILIMHBL, IIPU BBIIOJIHEHUH KYPCOBBIX IIPOEKTOB, KYPCOBBIX
paboT, Hay4HO-HUCCIIEA0BATENbCKUX PAOOT U MPOXOKICHUH MPAKTUK C aTTECTAllMOHHON OLIEHKOU
«OTIIMYHOY, «XOPOILIO», «yAOBIECTBOPUTEIBHOY, «HEYIOBICTBOPUTEIBLHOY.
CucremMa OLICHOK IpU IPOBEAECHUU IPOMEXKYTOUHOM AaTTECTAllUM OCYLIECTBISIETCA B
COOTBETCTBUM C TpeboBanusiMu [lonokenuit «O TeKymeM KOHTPOJIE YCIEBAEMOCTH U
OpOMEXyTOuHOW arrectanuu cTyaeHToB ['YAII, oOydarommxcss MO mporpaMmam BBICIIETO
obpazoBanus» U «O MOAYIHHO-PEUTUHIOBOM CHCTEME OIICHKH KadecTBa ydeOHOU paboTh
ctyneHtoB B 'Y AIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




