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AHHOTaUs

JucuumnnuHa «be3onacHOCTh OINEpallMOHHBIX CHUCTEM» BXOAUT B 00pa3oBaTEIbHYIO
IpOTrpaMMy BBICIIET0 00pa30BaHUsI — MPOrpaMMy CIIEHUATUTETA 110 HAMPABICHUIO MOATOTOBKH/
crenuansHocTd 10.05.03 «MHbopmarmonHas ©6€30MacHOCTh ABTOMATH3WPOBAHHBIX CHCTEM)
HanpaBiIeHHOCTH «be30macHOCTh OTKPBITBIX MH(POPMALMOHHBIX CHUCTeM». JlucuurinHa
peanmmu3yetcs kadenpoit «Ne33».

JlucuuiuinHa HaresieHa Ha ()OPMHUPOBAHKE Y BBIITYCKHHUKA CIEIYIONIMX KOMITETCHIIHNA:

OIIK-2 «CmocoOeH NMpUMEHSATH MPOTPAMMHBIE CPEJCTBA CHCTEMHOTO W IPHUKJIAIHOTO
Ha3HAYeHW, B TOM UHCIE OTCYECTBEHHOIO IPOM3BOJCTBA, [UIsI pELIEHHs  3a4ay
npodecCuOHANBbHOM e TEIIbHOCTI

OIIK-5 «CrocobeH mnpUMEHSATh HOPMATHBHBIE IPABOBBIE aKThl, HOPMAaTHUBHBIC H
METOJUYECKHUE IOKYMEHTHI, perilaMeHTHPYIOIIHNE JeSTEIbHOCTH 10 3alUTe HH(OOPMALIUK»

OIIK-9 «Cnocoben pemarh 3amadul MpPo(hecCHOHAIBHON IEATCIBHOCTH C  Y4€TOM
TEKYIIET0 COCTOSIHMSI W TEHICHIMH pa3BUTHS WHGOPMAIMOHHBIX TEXHOJIOTUH, CPElCTB
TEXHUYECKOH 3aIuThl HH(PpOpMAINK, CETeH U CHCTEM epeaadn HHPOPMAaIIUN»

OIIK-12 «Cnocoben mpuMeHSATh 3HAHUS B 00JacTu O€30MaCHOCTH BBIUMCIUTEIBHBIX
ceTel, ONepaOHHBIX CUCTEM U 0a3 JaHHBIX MPH pa3padOTKe aBTOMATH3UPOBAHHBIX CHCTEM

ConeprxaHue NUCLUILUIMHBI OXBaThIBAET KPYT BOIIPOCOB, CBA3AHHBIX C U3YYEHUEM TEPMU-
HOJIOTHH, TIOHSTHUHHOTO armapara i o0IIuX MOAX0I0B K obecredeHnto nHpopMamonHon 6e30-
MACHOCTH OIEPALMOHHBIX CUCTEM; U3YYEHUEM CPEJCTB U METOJOB YIPABJICHUS IOCTYIOM B 3a-
HIMIICHHBIX OMEPAIMOHHBIX CUCTEMAaX; U3YYEHUEM CPEJCTB U METOJOB ayTCHTU(HUKAINH TOJIb-
30Baresiel B 3AIMIIEHHBIX ONEPALMOHHBIX CUCTEMAaX; U3yUYEHHUEM CPEICTB U METOJO0B peau3a-
LIMY ayJUTa B 3aIIMIIEHHBIX ONEPAllMOHHBIX CUCTEMAX; U3YYEHUEM CPEJICTB U METOJIOB UHTETpa-
LMY 3aIMIIEHHBIX ONEPAlMOHHBIX CUCTEM B 3AILUIIEHHYIO CETh.

[IporpamMMoll AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIOIIME BUIBI KOHTPOJIS: TEKYIIMI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUHAs aTTecTalus B (popMe sK3aMeHa.

OO0mas TpyA0eMKOCTh OCBOSHUS JHUCIUILIMHBI COCTABJISCT 8 3a4eTHBIX enuHuIl, 288
4acoB.

S3bIK 00yueHus 0 JUCHMIIUHE KPYCCKUM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE
1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

[{enpro U3ydeHUs] TUCHUIUTHHBI «be30MacHOCTh OMEPAIMOHHBIX CUCTEMY SIBIISETCS Teope-
THYECKasl ¥ TIPAKTUYECKAas MOJTOTOBKA CIEIUATMCTOB K JIEATEILHOCTH, CBA3aHHOW C MpPUMEHE-
HUEM 3alUIICHHBIX OMEPAIIMOHHBIX CUCTEM, a TAK)KE CPEICTB M METOJIOB 00ECIICUCHHMSI 3alUThI
nH(pOpMaIUK B ONIEPAITMOHHBIX CHCTEMaX.

3amauy JTUCLHHUILIMHEL:

—U3y4eHUE TEPMHUHOJIOTHH, TTOHATUHHOTO arnmapara ¥ OOIIKX MOAXOJ0B K 00€CIICUCHUIO
WH(POPMAIIMOHHON 0E30MaCHOCTH OTICPAIMOHHBIX CUCTEM;

—U3Yy4YEHHUE CPEJCTB M METOJOB YIPaBJEHUS JOCTYIIOM B 3alIUIICHHBIX ONEPAIIMOHHBIX
CHCTEMaX;

—HU3Yy4YEHHUE CPEJICTB M METOJIOB ayTeHTHU(HKAIIUY TTOJIH30BaTEICH B 3alIMIEHHBIX Olepa-
LIHOHHBIX CUCTEMAX;

—HU3y4eHHE CPEJCTB M METOJOB pealn3allii ayIuTa B 3alIMIIEHHBIX OMEPAIllHOHHBIX CHC-
TeMax;
M3YYEHHE CPEACTB M METOJIOB MHTETrpPAIlMH 3alUIICHHBIX OMEPAllMOHHBIX CUCTEM B 3alllUIICH-
HYIO CETh.

1.2. JlucuMriuivHa BXOJUT B COCTaB 00s3aTEIbHON YacTH 00pa30BaTEIbLHOM MPOTrPaMMBI
BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. IlepeueHb IIAHUPYEMBIX PE3YJILTATOB OOYUEHUS MO AUCLUHUIIIMHE, COOTHECEHHBIX C
IUIaHUpyeMbIMH pesynbTratamu ocBoeHus OI1 BO.

B pesynbrate u3yueHUs AMCHUILIMHBI OOYYAIOUIUICS NOJDKEH O0JanaTh CIEAYIOUUMU
KOMIIETCHIIMSIMY WM WX 9acTsaMu. KOMIETeHIINYM W WHIUKATOPHI MX JIOCTHKECHUS TIPUBEICHBI B
Tabimue 1.

Tabmuma 1 — I[lepeyeHs KOMITETEHIIMI ¥ UHIUKATOPOB UX JTOCTHKEHUS

Kareropus (rpynma) Kon v HanMeHoBaHMe Kon v HanMeHOBaHME HHAMKATOpa
KOMIETEHIINU KOMIETEHIIUU JOCTUKEHHS] KOMITIETEHIIUU
OIIK-2 Cnocoben
IIPUMEHSITD
MPOrpaMMHBbIE
CpEICTBA CUCTEMHOTO
Y IIPUKJIAHOTO OIIK-2.3.2 31aTp Ha3HaueHue, QyHKIUU U
ObmenpodeccuoHanbHble | HA3HAYEHUH, B TOM 0000IIEHHYIO CTPYKTYPY OINEPaLMOHHBIX
KOMIIETEHIIUU 4yucIie CUCTEMHU TUIIOBBIE ONEPAL[IOHHBIE
OTEUYECTBEHHOI'O CHUCTEMBI

MIPOM3BOJICTBA, JUIS
pelicHus 3a1a4
npodeccuoHaNbHOMI
JCSITeTbHOCTH

OIIK-5 Cnocoben
MPUMEHSITh
HOPMAaTHUBHBIC
MIPABOBBIE AKTHI,
O6menpodeccnoHanbHbIe | HOPMATHBHBIC U

OIIK-5.Y.1 ymeTh NpuMEHsTh
HOpPMATHBHBIC aKThI TPH IPOCKTHPOBAHUHT
U pa3paboTKe cucTeM 0€30IacCHOCTH

KOMIICTCHIIN N METOAHUYCCKHEC
OKVMEHTEI ABTOMAaTU3WPOBAHHBIX I/IH(l)OpMaIII/IOHHI)IX
JIOKYM ’ CHUCTEM U UX KOMIIOHCHTOB
periiaMCHTHUPYIOIIUC

NeSITeITBHOCTD 110
3anmrTe HHPOpMaIuu

OIIK-9 Cnocoben OIIK-9.3.1 3HaTh TEXHUYECKHUE U
pelaTs 3a1a4u MPOrpaMMHBIE CPECTBA HH(POPMALIMOHHOM
po¢eCCHOHATBHON 0€301aCHOCTH, OCHOBBI CETEBBIX

Oo6menpodeccnoHanbHbIE
KOMITCTCHITUH




JESTEIIBHOCTH C
Y4E€TOM TEKYLIEro
COCTOSIHUSA U
TEHJICHLIUN pa3BUTHUA
MH(POPMAaLMOHHBIX
TEXHOJIOTMH, CPEJICTB
TEXHUYECKOH 3aIUThI
uH(popMaIuu, cerei u
CUCTEM IIepeiavu
uHpopMaun

TEXHOJIOTUI 1 HalpaBJIEHUS UX
COBEpPIIEHCTBOBAHUS

OIIK-9.VY.1 ymMeTh uCnoab30BaTh
COBPEMEHHBIE TEXHUUYECKUE,
MaTeMaTHYeCKUe U IPOrpaMMHBbIe
CPEJCTBA JJIsl pEeLIEHUS
npogeccuoHaIbHbBIX 3a7a4

OIIK-9.B.1 BnazneTs COBpeMEHHBIMU
TEXHOJIOTUSIMH, METOAAMHU U MOJAESIMU
IIpH pa3pabOTKE CUCTEM 3alllUThI

nHdopmanuu

OIIK-12.3.1 3HaTh TEOPETUUYECKUE OCHOBBI
HOCTPOEHUS 0a3 TaHHbBIX, MOAEIH JTaHHbIX,

IPUHLIUIIBI OPraHU3aLUN BEIYUCIUTEIbHBIX
ceTel, CeTeBble TEXHOJIOIMH, TEXHUUECKUE

CPEICTBA UX peaju3aluu, OpraHu3aluy u

OIIK-12 Crocoben
MIPUMCHSITh 3HAHUS B

oOnactu
BU/IbI OIIEPALIIOHHBIX CUCTEM
0e3011acHOCTH .
OIIK-12.VY.1 ymeTb NpOBOAUTH HACTPOUKY
BBIYUCIIUTENIBHBIX
ObwenpodeccuoHanbHbIe cereil OIIEPALMOHHBIX CUCTEM C COOJIIOICHUEM
KOMIIETCHIINH ’ TpeboBaHui HH(OPMAITMOHHON
OIepaLOHHBIX

0€301acHOCTH, MPOSKTUPOBAThH U
OpraHU30BBIBATH 0€30IMACHbBIC
BBIYUCIUTEIIbHBIC CHCTEMBI M 0a3bl JaHHBIX
OIIK-12.B.1 BiageTh HaBBIKAMU
MHTErPALMH OJICUCTEM, YUUTHIBAS
TpeOoBaHUS MHPOPMATUOHHOMN
0€30MacHOCTH U 3alTUTHl THHOPMAITUU

CUCTEM U 0a3 JaHHBIX
pu pa3paboTke
ABTOMATHU3UPOBAHHBIX
CHCTEM

2. Mecro nucuumanssl B ctpykType OI1

HucnurnnuHa MokeT 6a3upoBaThCsl Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00YJYaIOITUMUCS
MIPU U3YYECHHUH CIETYIOUIUX TUCIUIUINH:

— «OcHoBbl HHPOPMAIIMOHHON O€30IIaCHOCTH,

— «[IporpaMMHO-anmapaTHbIC CPEACTBA 3aAMUTHI HHGOPMAIIHI

3HaHUs, TOJYYCHHbIE TPU M3YyYEHWH MaTepuaia JaHHOW JUCIHIUIMHBI, HUMEIOT Kak
CaMOCTOSTENIbHOE 3HAUYE€HHE, TaK U MOT'YT UCIIOJIb30BATHCS MPU N3YYEHUU APYTUX JUCHUILINH:

— «Pa3paboTka M OSKCIIyaTalds aBTOMATU3MPOBAHHBIX CHUCTEM B 3aIlUIIEHHOM
HCIIOJTHCHUMY,

— «3ammra nHMOpPMAIIUU B paclpe/ieICHHbIX HHPOPMAIIMOHHBIX CHCTEMAaX»,

— «YnpaBneHue HHPOPMAITMOHHON 0€30MaCHOCTRION.

3. OO0BEM | TPYJTOEMKOCTh JUCIUILTAHBI
Jlanapie 00 00meM oO0beMe TUCIUILUIMHBI, TPYJOEMKOCTH OTAENBHBIX BHUJIOB yueOHOU
paboTHI TT0 TUCIUTUTHHE (M pactpeie]ICHHe dTOW TPYJO0EMKOCTH TI0 ceMecTpaMm) MPe/ICTaBICHBI B
Taommie 2.

Ta6mmma 2 — O6beM U TPYJ0EMKOCTh JUCITUTITUHBI

. TpynoeMKOCTb 10 ceMecTpam
Bun yuebHoit paboThl Bcero No6 No7
1 2 3 4
Oowan mpyooemKocmup OuUCUUnIUHBL, 8/ 288 4/ 144 4/ 144
3E/ (uac)
U3 Hux yacos npakmuyeckoii 0020moeKu




AyoumopHhuvle 3anamus, BCETO vac. 136 68 68
B TOM YHCJIE:

nexuu (JI), (gac) 68 34 34

npaktudyeckue/cemunapckue 3anarus (I13),

(gac)

naboparopusie padbots (JIP), (dac) 68 34 34

KypcoBoii mpoekT (padota) (KII, KP), (uac)

9K3aMeH, (4Jac) 36 36
CamocmosamenvHnas paboma, Bcero (dac) 116 76 40
Buo npomescymounon ammecmayuu:. 3adet, | Judd. OK3.
mudd. 3ager, sk3amen (3auer, dudd. 3au, 3au., Hudod. 3au.
DK3.*%*) OK3.

EX3

IIpumedanue: xaHaMAATCKHI SK3aMeH
4. ConepxaHue JUCITUTUTHHBI
4.1. Pacnpeznenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUIaM 3aHITHIM.
Pa3nenpl, TeMbl AUCHUIIIMHBL U UX TPYAOEMKOCTh IMPUBEIEHBI B TabmuIe 3.

Tabnuua 3 — Paznesnsl, TeMbl TUCIUILINHBI, UX TPYAOEMKOCTh

Paznensl, TeMbl TUCTIUILITHHBL Jlexunn | 113 (C3)) - JIP KII CPC
’ (dac) (dac) (uac) (dac) (gac)
Cemectp 6
Paznen 1. IloHaTue 3amuiieHHON ONEPalUOHHON CHC-
TeMbL 14 8 40
Pasnen 2. YnpasneHue 10CTyrioMm 20 26 36
Hroro B cemecTpe: 34 34 76
Cemectp 7
Pasnen 3. Unentudukanus, ayreHTH(QUKAIMS U aBTO-
— 16 16 20
Paznen 4. MuTerpanus 3aliUIIEHHBIX ONEPALMOHHBIX 18 18 20
CHUCTEM B 3alUIIECHHYIO CETh
Hroro B cemectpe: 34 34 40
Htoro 68 0 68 0 116

IIpakThueckass IOATNOTOBKA 3aKIIOYAETCAd B  HEMOCPEICTBEHHOM  BBINIOJIHEHUU
oOydJarolMMuUCs  OINpENeJIeHHbIX  TPYAOBBIX  (YHKIMH,  CBSI3aHHBIX ¢  Oya;yuleu
npodeCcCHOHATBHOM 1S TeTbHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
ConeprxaHue pa3/ieloB U TeM JIEKLIMOHHBIX 3aHATHI MPUBEICHO B TabauIe 4.

Ta6m/1ua 4 — COI[Cp)KaHI/IC pa3aciioB U TEM JICKIHUOHHOT'O [UKJIA
Tabymma 4 — Co;[epmaHHe pas3aciioB U TEM JICKIIMOHHOT'O ITUKJIA

Howmep paznena Ha3zBanue u coaepxanue pas3eioB U TEM JIEKIIMOHHBIX 3aHITHI

1 IToHsTHE 3aIIUIIIEHHON ONIEPAIlMOHHON CHCTEMBI

Oo6mas xapakrepuctika OC; Ha3HaUEHUE W BO3MOXKHOCTU CUCTEM CEMECTBa
UNIX, cucrem cemetictBa Windows. UnTepdetic Bzanmoneticteus OC ¢
nosip3oBaTenssMu. OOIIHe MPUHIIMIIBI YIIPABICHUS PECypCaMi BEIYHCITUTENb-
HbIX cucteM. [lonsaTus nponecca (moroka) B OC. CpeacTBa MeXIpoIecCopHo-
ro B3auMozencTeus. Ynpasiaenue namateio B OC. Buptyanbhas namsats. O0-
paboTKa IpephIiBaHui OT yCTpoicTB BBoAa-BbiBo1a B OC. CTpyKTypHas oOpa-
0otka uckrodeHU. CHHXpOHHBIA U aCHHXPOHHBIA BBOJI-BBIBOI.

YTp0o3bI 6€30MACHOCTH ONEPANMOHHON CHCTEMBI, KITacCU(UKAIUS YIPO3, Hau-




OoJjee pacrpocTpaHeHHbIC yrpo3bl. [loHsITHE 3alTUIIeHHON OTTepalMOHHON
cuctembl. [1oaX0/IBI K OpraHU3aIiH 3aIUTHl. DTAIlbl IIOCTPOCHUS 3alTUTHI.
A IMUHHUCTPATUBHBIC MEPHI 3aIUTHL.

2 YnpapneHue 10CTYyIoM

Cy0ObeKThl, 00BEKTHI, METOBI U ITPaBa IOCTYIA, IPUBIIEIHH CyOHEKTa TOCTY-
na. TpeOoBaHMs K IpaBUIaM yNpaBiieHUs AOCTYIOM. {MCKPELMOHHOE YIIPaB-
neHue goctynom. Matpuna goctyna. M3oiaupoBaHHas mporpaMMHasi cpena.
MangatHoe ympaeieHue 1octynom. Metku nocrymna. Konrposis napopmanm-
OHHBIX NOTOKOB. IIpoGiemMbl peanu3anuy MaHIATHOTO yNPABJIEHHUS JOCTYIIOM
B OIIE€PAL[IOHHBIX CUCTEMAX.

VYrpasieHue JOCTYIIOM B onepaunoHHbIX cuctemax cemeiictBa UNIX. Cy0n-
eKThI, 00BEKTHI, MeTOABI U mipaBa noctyna. UID, EUID, GID, EGID. Atpu6y-
THI 3aIIUTHI 00BbEKTOB focTyna. CpencTBa AMHAMUYECKOTO H3MEHEHHUS TIOJIHO-
Mounii cyobektoB: SUID/SGID. Pacmpenns ctanaapTHOW CHCTEMBI YIpaB-
JICHHsI ToCTyroM B Linux.

YrpaieHre 10CTYIIOM B ONIEPAI[MOHHBIX CHCTeMax cemeiicta Windows.
CyOBeKThl, 00BEKTHI, METOIBI U TIpaBa JOCTyIa, IPUBUIIETUU cyObeKTa. Map-
Kepbl I0CTYIa CyOBEKTOB, JECKPUIITOPHI 3alIUTHl 00beKTOB. [lopsaaok mposep-
KU IpaB JOCTYIIA, IOPSA0K Ha3HAYEHUS IECKPUIITOPOB 3aLHUTH CO3/1aBAeMbIM
o0bexTaM. CpencTBa JUHAMHYECKOTO U3MEHEHHSI TOJTHOMOYHN CYyOBEKTOB:
OJITUIIETBOPEHNE CYOBEKTOB AOCTYyMA. Pacimpenus: TMCKPEUOHHON CHCTEMBI
yIpaBJIeHHs JOCTYIIOM: aBTOMAaTHYECKOE HaceJOBaHHE aTpUOYTOB 3aILUThHI
00BEKTOB, OrpaHUYEHHbBIE MAapKEPHI 10CTYIIA, MAHAATHBIN KOHTPOJIb LEIOCT-
HOCTH, KOHTPOJIb YUYETHBIX 3alKCEH, JIIEMEHThI U30JIMPOBAHHON IPOrpaMMHON
cpeJibl

3 Unenrmndukarms, ayreHTHGOUKALINASL U aBTOPU3ALIIS

[TonsiTus naeHTHUKAINH, Ay TEHTU(HUKANHA ¥ aBTOPU3AINH MT0Tb30BaTEIICH.
CpelncTBa U METO/IbI XpaHEHHS ATATOHHBIX KOMUH ayTeHTH()UKAIMOHHON HH-
¢dopmarmu. [IpoTokomsl epeaun ayTeHTUPUKATNOHHOW HH(POPMAIHH 110 Ka-
HaJlaM BBIYMCIMTENBHOM ceTn. Kpunrorpapuueckoe odecriedyenue ayreHTH -
KallM¥ I10J1b30BaTENEH.

Aytentudukaiys Ha ocHOBe naposieii. CpelicTBa U METOIbI 3aIIUTHI OT KOM-
npoMeTaIyu 1 moaoopa mapodeit. [laponbhas ayrentudukarms B Linux, 6uo-
nmoteku PAM. TMaponbHas ayrentudukanus B8 Windows, cpeactsa ynpasie-
HUS [TapaMeTpaMy ayTeHTU(PHUKAIINH.

AyTeHTH(]UKAIMA Ha OCHOBE BHEIIHUX HOCHTENEH Kirtoda. OCOOEHHOCTH Mpo-
BEPKHU ayTEHTU(HUKAMOHHOW HH(POPMAIHH JUIS PA3IMYHBIX THIIOB HOCHTEIEH
kito4a. [IpobreMbl reHepalum, pacChbUIKA U CMEHBI KITFOYEH.

buomerpuueckas ayreHTH(UKANMS: 00ImIas cxema, IIpenMyIIecTBa, mpooJie-
MBI. JIOCTOMHCTBA M HEAOCTATKU Pa3IMYHBIX CXeM OMOMETPUYECKOH ayTeHTH-
bukaium.

4 WHTerpaliys 3aiMIeHHbIX ONePAIIMOHHBIX CHCTEM B 3aIHUIICHHYIO CETh
[IpenMymiecTBa JOMEHHOW apXUTEKTYpbI JOKaJIbHOM ceTH. [loHsTHe 1oMeHa,
KOHTpoJuIep noMeHa. [Topsaok HajeneHus moJIb30BaTeNel JoMeHa OJIHOMO-
YHUSAMH Ha OTACIBbHBIX KOMIbIOTepaX. [[eHTpalIn30BaHHOE YIIPABICHHE TTOJIH-
TUKOH 0€30I1aCHOCTH B JJIOMEHE.

«JlecHas» nomennas apxurekrypa Windows 2000/2003/2008/2010. UnenTu-
(UKl KOMIIBIOTEPOB B CETH. J[ByCTOPOHHHE TPAH3UTUBHBIC OTHOIICHHS
nosepust. CpeicTBa M METO/Ibl CHHXPOHHU3AIMH 0a3 JaHHBIX KOHTPOJLIEPOB
Pa3HBIX JOMEHOB OJHOTO Jieca. AyreHTudukanus no Kerberos. ['pynmosas
noiuTHKa. JleserupoBaHue NOJTHOMOYHI

4.3. Tlpaktuueckue (CEMUHApPCKUE) 3aHATHS
TeMbl MPakTUYECKUX 3aHATHI U UX TPYIOEMKOCTh NPUBEACHBI B TA0IHUIIE 5.

Tabmmma 5 — [IpakTrdeckue 3aHIATHS U UX TPYITOEMKOCTh




N3 Hux Ne
Ne TeMbl MpaKTUIECKUX DopMBI TPAKTUIECKUX TpynoeMkocTs, | MpPaKTUYECKOH | pazaena
/o 3aHATUI 3aHATUI (uac) MOATOTOBKH, | JUCIIMII
(qac) JIAHBI
VY4eOHBIM IUTAHOM HE MPETyCMOTPEHO
|
Bcero
4.4, JlabopaTopHBIC 3aHATHUS
Tembl 1a00paTOPHBIX 3aHATHI U UX TPYILOEMKOCTh IPUBEACHBI B TA0IUIIE 6.
Tabnuua 6 — JlabopaTopHbie 3aHTHS 1 UX TPYJIOEMKOCTh
W3 Hux Ne
Ne HaunmenoBanue nabopaTtopHbIX padoT TPyAOGMKOCTE, | MPAKTHECKOH | pasaeia
n/n (qac) MMOJATOTOBKH, JUCITHII
(gac) JIMHBI
Cemectp 6
1 | AHanu3 OnepaluoOHHBIX CUCTEM 4 1
2 | M3yuyeHne XapaKTEpUCTHK OTEPAIIHOHHBIX CHCTEM 4 1
3 | OcHOBHBIEC aTpUOYTHI IOCTYTIA 4 2
4 | Yaopasaenue goctymnom B Linux 4 2
5 | Peanuzanus okanbHOro goctyna B Linux 4 2
6 | Peanu3zanms cereBoro poctyna B Linux 4 2
7 | Yupasnenue qocrynom B Windows 4 2
8 | Peanmzarus mokaapHOro goctymna B Windows 4 2
9 | Peanm3zanus cereBoro gocrymna B Windows 2 2
Cemectp 7
1 | CpenctBa  ayreHTH(UKAaOMM  ONEPALMOHHBIX 4 3
cUCTEM
2 | YnopaBieHue cpeacTBaMH ayTeHTH(HUKAUK B 4 3
Linux
3 | YopaBneHue cpeacTBaMHM ayTeHTH(UKaLUM B 4 3
Windows
4 | Uzyuenne cucremsl PAM wu  opranuzanus 4 3
KOHTpoJUIepa JoMeHa, nporokona LDAP
5 | JlokymeHTHpOBaHWE TIOJIUTUKHA OE301TaCHOCTH 4 4
6 | LlenTpanu3oBaHHOE TMJIAHUPOBAHHE MOJHTHUKH 4 4
6e3omacHocTH B jgecy qomeroB Windows
7 | LenTpanu3oBaHHOE IJIAHWPOBAaHHE IOJUTHUKHU 4 4
Oe3omacHocTH B Linux
8 | Hacrpoiiku nporokosa KERBEROS, NTLM 4 4
9 | Hactpotiku nporokona SMB 2 4
Bcero 68

4.5. KypcoBoe mpoekTHpOBaHEe/ BHIIIOTHEHNE KYPCOBOH pabOThHI

VY4eOHBIM TUIAHOM HE MPEAYCMOTPEHO

4.6. CamocrosrenpHas paboTa 00yJarOIUXCS

Buapl caMmocTosATeIsHOM paboThI B €€ TPYIAOEMKOCTh MPUBEICHEI B TAOTHIIE 7.

Tabmmia 7 — Bunbl caMocTOSATENBHOU paboThI U €€ TPYA0EMKOCTh




Bcero,

Bun camocrosTenbHON paboTHI qac Cemectp 6, yac Cemectp 7, 9ac
1 2 3 4
H3yueHne TeopeTHUeCKOro MaTtepraa 50 20

nucrainHe! (TO)

KypcoBoe mpoextupoBanue (KI1, KP)

PacuerHo-rpadnueckue 3aganus (PI'3)

Brmonaenne pedepara (P)

[ToaroroBka K TeKyIeMy KOHTPOIIO 16 10
ycneBaemocTd (TKY)

Jomamnee 3amanue (/13)

KontponbHbie paboThl 3a09HIKOB (KP3)

IloaroroBka K MpoOMeEXyTOYHOH aTTeCTalluu
(TTA) 10 10

Bcero: 116 76 40

5. IlepeueHn y4eOHO-METOAMUECKOTO OOECTICUCHHS
JUTSE CAMOCTOSITENTFHON PabOThl 00YJArOIINXCS M0 TUCITHILIIHE (MOTYITIO)
Y4eOHO-MeToAMYEeCKIe MaTePUabl Uil CAMOCTOSITEIbHON pa0OThl 00YyYaIOIIMXCs yKa3aHsl B .1 7-11.

6. IlepeueHb MeYaTHHIX M ANEKTPOHHBIX YIEOHBIX U3AAHUHI
[lepeuens meyaTHBIX U 3JEKTPOHHBIX YUEOHBIX U3JaHUH pUBEIeH B Tabiuie 8.
Tabnuna 8— IlepedeHp MevaTHBIX M AIEKTPOHHBIX YYSOHBIX U3IaHUM

Komyectso
9K3e 0B B
Ungp/ bubnuorpaduueckas ccbuika 6Hg§UI/IIO;fIP[;Ke
URL agpec
(KpoMe ITEKTPOHHBIX
AK3EMIUTIPOB)

004.056 be3omacHoCTh omepanoHHBIX CUCTEM | METOIUYECKHE YKa3aHUs 5
b 40 K BBITIOJIHEHHIO J1abopaTopHbiX padoT / C.-IletepO. roc. yH-T

a’pOKOCcM. pudbopocTpoeHus ; cocT. B. A. MbuIbHUKOB. - CaHKT-

[MetepOypr : U3n-Bo ['YAIL 2020. - 53 c. : Tabmn. - bubnuorp.: c.

52 (4 Ha3B.). - b. 1. - TekcT : HEmocpeICTBEHHBIH.
004 Baraes, A. B. 20
b 28 OrnepallMOHHbBIE CUCTEMBI U cpejibl : yueonuk [t CI10] / A. B.

baraes, H. 0. Hanmrotun, C. B. Cuaungbis. - 4-e u3n., crep. -

Mockga : Akanemusi, 2020. - 272 ¢. : puc., Ta0i. -

(ITpodeccuonanbaoe odpasopanue). - budnuorp.: ¢. 267 (19

Ha3B.). - ISBN 978-5-4468-8681-4 : 1240.25 p. - Tekcr :

HEIIOCPEICTBEHHBIN.

Nmeer rpud DeaepaibHOTO HHCTUTYT Pa3BUTHSL 00pPa30BaHUS
004.4 Kanroxxneiid, Buranuii [TaBnosuu (ou.). OnepanuoHHbIe 68
K17 cuctemsl [Teker] : yueOHoe nmocobue / B. I1. Kamoxusiid, K. B.

3air ; C.-Ilerep6. roc. yH-T a3pokocM. ipudopoctpoenus. - CIIO. :

Wzn-o 'YAIL 2012. - 145 c.
658 OnepaliOHHbBIE CUCTEMBI JIJISl OPraHU3al[ii MPOU3BO/ICTBA B 100
0-60 npomeinuieHHoCcTH [ Teker] : yaedHOoe mocobue / H. B.

Aptamonosa [u ap.] ; C.-Iletep6. roc. yH-T a3pOKOCM.

npubopoctpoenus. - CII6. : Uzn-so I'VAIL 2012. - 224 c.
004.4 Tanenbaym, 3. CoBpeMeHHbIE ONepaioHHbIe cucTeMBbl [ TekcT] = 40
T 18 Modern operating systems / 3. Tanenb6aym. - 3-e uza. - CIIO. :

IMUTEP, 2015. - 1120 c.




004 AnmnapaTHble CpeJICTBa MOAIEPKKH OIEPALIIOHHBIX CUCTEM 86
A 76 [Tekcr] : MeTomuueckoe mocobue / C.-Iletepb. roc. yH-T
aspokocMm. pudopoctpoenus ; coct. H. B. Kyuun. - CII6. : U3n-
Bo I'VAII, 2015. -43 c.

7. llepeueHb MEKTPOHHBIX 00PA30BATEIBLHBIX PECYPCOB
WH(POPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHOHN ceTr «MIHTepHET»
[lepedeHs 3MEeKTPOHHBIX 00Pa30BATENBHBIX PECYPCOB HHPOPMAIIIOHHO-TEIEKOMMYHUKAIIMOHHOM
cetn «MHTEpHETY», HEOOXOAUMBIX JUII OCBOCHUS TUCIIMIUIMHBI TIpUBeIeH B Tabiuie 9.

Tabmuma 9 — IlepeyeHb  SJEKTPOHHBIX  OOpa30BAaTENbHBIX  PECypcoB  HMH(POPMALMOHHO-
TEJIEKOMMYHUKAaIIMOHHOM ceTn «HTepHEeT»

URL angpec HanmenoBanme
www.intuit.ru Harmonansseiit OTkpeiTeiil YHuBepcurer "MHTYUT"

8. Ilepeuens MHPOPMAIMOHHBIX TEXHOJIOTUH
8.1. Ilepeuenr  TpOrpaMMHOTO  OOECTIEYEHHUS,  HUCIIONB3YEeMOTr0 TpPU  OCYIIECTBICHHU
00pa30BaTEILHOIO MPOLECCca MO JUCLHUIIIMHE.
[lepeuens rcmonb3yemMoro mporpaMMHoOro obecnedeHus npeacrapieH B Tadmuie 10.

Tabnuna 10— [lepedyens nmporpaMMHOro o0ecTiedeHus!

Ne i/ HaumeHnoBanue

He npenycmotpeno

8.2. Ilepeuenp WHPOPMAIIIOHHO-CIIPABOYHBIX CHCTEM,HCIIOIB3YEMBIX TIPHU  OCYILECTBICHUU
00pa30oBaTeIbHOTO MIpoLiecca M0 JUCUUIUINHE
[lepeuens ucmonbp3yeMbIx HHPOPMALMOHHO-CIIPABOYHBIX CUCTEM IpejcTaBiieH B Tabiuue 11.

Tabmuna 11— [epedens nHMOPMAIIMOHHO-CIIPABOYHBIX CHCTEM

Ne i/ HaumeHnoBanue

He npenycmorpeno

9. MarepuansHo-TeXHHYECKas 6a3a
CocTaB MaTepHalIbHO-TEXHHYECKOW 0a3bl, HEOOXOANMOM [T OCYIIECTBICHUS 00Pa30BaTEILHOTO
Tporiecca 1o AUCUUILINHE, pecTaBieH B Tadnuiel 2.

Tabmuia 12 — CoctaB MaTepragbHO-TEXHUUECKOH 0a3bl

Ne HanMeHoBaHHE COCTaBHOM 4acTH Howmep aynuropun
n/m MaTepHUaIbHO-TEXHIYECKOM 0a3bl (Tipu HEOOXOIMMOCTH)

JlexuMoHHas ayIUTOPHs

2 KomnerorepHslii kitacc

10. OreHoYHbIE CPEACTBA AJIs MPOBEACHUS IPOMEKYTOYHOMN aTTeCTalMK
10.1. CocraB OIEHOYHBIX CPEIACTBJIS MPOBEICHUS MPOMEKYTOYHOU aTTeCTAI[MK 00YYaOIUXCS
0 TUCIMILINHE MpuBe/ieH B Tadimie 13.
Ta6ymia 13 — CocTaB OIIEHOYHBIX CPECTB JIS TPOBEICHUS TPOMEKYTOUYHOM aTTecTaluy

Buj npoMexxyTouHO# aTTecTalnuu IlepeueHb OLIEHOYHBIX CPEJICTB
Dx3ameH Cruncox BOTPOCOB K 3K3aMEHY;
3amauu;
TecTsl.
JubbdepeHInpoOBaHHBIN 3a4ET CHmcoK BOIIPOCOB;
TecTsr;
3amaun.




10.2. B kauecTBe KpHUTEpUEB OIICHKH YPOBHS C(HOPMHUPOBAHHOCTH (OCBOCHHS) KOMIICTCHLIUI
00yyaroImuMHucs PUMEHsIeTCsl 5-0ajutbHas MIKaja OUEHKH COPMUPOBAHHOCTH KOMIIETEHIHH, KOTOpas
npuBesieHa B Tabnune 14. B Tedenne cemectpa MOXeT Hcmonb3oBathes 100-0ammpHas mKana MOy TbHO-
PEUTUHIOBOM  CUCTEMBI  YHHUBEPCUTETa, IpPaBWIA  HCIOJIB30BAaHUS  KOTOPOM,  YCTaHOBJIEHBI
COOTBETCTBYIOIINM JIOKAJIbHBIM HOpMAaTUBHBIM akToM ['Y AT
Tabmuma 14 —Kpurepun onieHK# ypoBHS c)OPMHPOBAHHOCTH KOMIIETEHITUN

OL1eHKa KOMITETEHIIIT

S — XapakteprcTrka ChOpMHUPOBAHHBIX KOMITCTCHIHI

— oOyuaronuiics rTy00KO U BCECTOPOHHE YCBOMJI IPOTPAMMHEIN MaTepua,

— YBEPEHHO, JIOTHYHO, MOCIIECIOBATEILHO U TPAMOTHO €T0 W3J1araer;

— Oonupasch Ha 3HAHWS OCHOBHOW W JIOTIOJIHUTENBHOH IUTEpaTyphl, TECHO
«OTIIUIHOY MPUBS3LIBACT  YCBOCHHBIC  HAyYHBIC  IOJIOKCHUS € IPAKTHYCCKOU
«3aUTEHO» JeSITEIIBHOCTRLIO HAITPABIICHUS;

— yMenio 00OCHOBBIBAET M apIyMEHTUPYET BBIJIBUTAEMbIC UM HIICH;

— JIeJIaeT BBIBOABI M 00OOIIEHH;

— cBOOOJIHO BJIAJICET CUCTEMOM CIICIUATU3UPOBAHHBIX MOHSITHMA.

— o0yvarommuiics TBEpJO YCBOWJI IMPOTPAMMHBEIN MaTepuai, TPaMOTHO H IO
CYIIIECTBY M3JIaraeT €ro, ONMUPasCh Ha 3HAHUS OCHOBHOM JTUTEPaTypHI;

— He JIOIYCKAaeT CYIIEeCTBEHHBIX HETOUHOCTEH;

«XOPOITIO» — YBA3BIBA€T  YCBOCHHBIE 3HAHHWA C  IPAKTHYECKOH  JIEATEIBHOCTHIO
«3auTEHO» HaIpaBJICHUS;

— apryMEHTHPYET Hay4YHBIE TIOJIOKESHHS,;

— JIeJIaeT BEIBOJLI M O00OIIEHHS;

— BJIQJICET CUCTEMOH CHEUATU3UPOBAHHBIX MTOHSITUI.

— 00y4aronMicsl yCBOWJ TOJBKO OCHOBHOW NpPOTPaMMHBIA MarepHani, 1o

CYIIECTBY M3J1araeT ero, ONupasch Ha 3HAHUS TOJIBKO OCHOBHOM JINTEPATYPHI;

— JIOTTyCKaeT HECYIIECTBEHHbIC OIMOKH H HETOUHOCTH;

«YHOBJICTBOPUTEIIBHO» | — MCIIBITBIBAET  3aTPYyJHEHHMs B IPAKTUYECKOM  IIPUMEHEHUM  3HAHUU
«GaYTEHO» HaIPaBIICHUS;

— cy1abo apryMeHTHPYeT Hay4dHbIe TOJ0XKEHHUS;

— 3aTpyAHsaeTcs B (GOpMYIHPOBAaHUM BBIBOJOB U 00OOIICHUH;

— YaCTUYHO BJIAJICET CUCTEMON CIIEHUAIU3UPOBAHHBIX [OHATHH.

— 00y4aronuMiics He yCBOWII 3HAYUTEILHOM YaCTH MPOTPaMMHOTO MaTepHaa;
— JIOTyCKAaeT CYIIECTBEHHbIE OIMMOKKM W HETOYHOCTH TP PaCcCMOTPEHUH
«HEY/IOBJICTBOPHTEIIEHO» | TPO0JIeM B KOHKPETHOM HallpaBJICHUH;
«HE 3a4TEHO» — MCIBITHIBAET TPYAHOCTH B IPAKTUIECKOM MPUMEHEHUH 3HAHHUIA;
— HE MOXET apryMEHTHPOBATh HAyYHbIE MTOJIOKECHHUS;
— He popMynupyeT BBIBOAOB U 0000IICHUH.

10.3. TwuroBbIe KOHTPOJIBHBIE 331aHHS WM WHBIE MaTepHAaIbl.
Bompocsr (3agaun) 11 sK3aMeHa npecTaBieHs! B Tabiume 15.

Tabmura 15 — Borpocs! (3agaun) 1uist sK3aMeHa

Kon

Ne n/mt [lepeuens BOIpocoB (3amay) AJs SK3aMeHa
WHJIMKATOPa

1 Onpenenenne u HazHadernne OC OIIK-5.VY.1
Buaer OC

®ynkunn OC

ApXHUTEKTypa OMEePannOHHON CHCTEMBI
Crpykrypa OC

MoHonuTHas apXUTEKTypa
MukposiepHasi apXUTeKTypa

2 TToHATHS BEIYHCIUTEIHLHOTO MPOIECCa B pecypca OIIK-9.3.1
IIpepriBanus

CucTeMHBIE BBI30OBEI

TIpouecc, moTok.

Co3pmanue mpo1eccoB U MOTOKOB
CocTosiHuSI TOTOKA




IInanupoBanue u qUCIETYCPU3ALIHS TOTOKOB
AJTOpUTMBI TUTAHUPOBAHUSA

YupaBneHue naMmsaThio

Tunsl agpecoB

Mertonp! pactpeeIeHus TaMsITH 0€3 UCII0Ih30BaHUS JUCKOBOTO
MIPOCTPAHCTBA
MeTopl pactipeieJICHHS AMSTH C UCTIOIb30BAaHUEM JUCKOBOTO
MPOCTPAHCTBA

OIIK-9.Y.1

IloHsATHE BUPTYanpHOUN MaMITH

CrpaHuydHOE pacnpeaeieHue BUPTyaIbHOM MaMsITH
CermeHTHOE pacnpezesieHue BUPTYalnbHOM MaMATu
CTpaHUYHO-CETMEHTHOE paclpeiesieHHe BUPTYalbHOM HaMATH
ConuHr

OIIK-9.B.1

Hasnauenwue u ¢pyHkimu (HaiioBoit CUCTEMBI
Jlornyeckas opranuzanys GpaiaoBoil CHCTEMBI
®aiinoas cucrema FAT

@aiinosas cucrema NTFS

KonTtpois gocryna k dainam

OcHogHble noHATHS Oe3onacHocTH OC

OIlK-12.3.1

CucTteMHBIN TOAX0] K 00eCIeYeHnI0 0€30IacHOCTH
CuMMeTpHUYHbIE KPUIITOCUCTEMBI

AcUMMeTpUYHBIE KPUIITOCUCTEMBI

AyteHTHUKanus

AyTteHTH(UKanus Ha OCHOBE MHOTOPA30BBIX MMapoJIei
AyTteHTH(UKAIM HA OCHOBE OJIHOPA30BBIX NapoJe

OIIK-12.V.1

Lndposslie cepTUhUKATEI

Lndpossie moxnucu

ABTOpH3aLuUs 10CTyIa

Ayaut

Cpenctsa anmMuauctpupoBanusg OC Windows Server
Cpencta 6e3omacHocti OC Windows Server

OIlK-12.B.1

Bompocsr (3agaun) misg 3aueta / audd. 3aueTa npeacTaBieHbl B Tadmuie 16.

Tabmuia 16 — Boripocsr (3amaun) i 3a4yeta / audd. 3auera

No
n/m

[Tepeuens Bonpocor (3amay) s 3adera / nud@d. 3adyera

Kon
WHJIUKATOPa

1

CyObeKTbl, 00bEKThI, METOIBL, TIpaBa U npusmieruu Linux 1 Windows

OIIK-5.V.1

2

JrcKkpermoHHoe yrpaBjieHUE JOCTYIIOM B COBPEMEHHBIX OINEpPallMOHHbBIX
cucreMax

OIIK-9.3.1

CpeZ[CTBa 3alIUThI OT BpCAOHOCHOI'O MPOrpaMMHOI'O obecrieueHus B COBpC-
MCHHBIX OINCPAINOHHBIX CUCTCMAX

OIIK-9.V.1

[IpoGnemsr peanuzaniuii MAaHJATHOTO YIIPABIEHUS TOCTYIIOM B COBPEMEHHBIX
ONEpallMOHHBIX CUCTEMAX

OIIK-9.B.1

VYnpasnenue goctynom B Linux

OIIK-12.3.1

BbazoBrie cpenctBa ynpaBneHust poctynoMm B Windows: Mapkepsl JOCTyIIa,
JIECKPUNITOPHI 3aILIUTHI.

Hasznauenvie aTprOyTOB 3alIUThI BHOBb CO3/IaBaeMbiM 00BbekTaM Windows,
HACJIEIOBAHUE JIECKPUINITOPOB 3aILIUTHI

OIIK-12.V.1
OIIK-2.3.2

VYnpasnenue cpefcTBaMu ayTeHTH(UKAIK B Linux.
Yupaenenue gromeHamMu Windows

OIIK-12.B.1




[lepeueHsb TeM AJis KypCOBOI'O MPOCKTUPOBAHHMS/BBIIIOJHCHHS KYPCOBOM pabOThI IPeICTaBICHbI
B Tabymmre 17.
Tabmuia 17 — [lepeueHs TeM i1 KypCOBOTO MPOSKTUPOBAHMUSI/BBITTOJIHEHUS! KYPCOBOHM paOOTHI

No 11/ [TpumepHBIN IEpEYCHb TEM ISl KYPCOBOT'O IPOCKTHPOBAHUS/BBITIOTHCHHS
B KypCOBO# paboTHI

Y4eOHBIM TUTAHOM HE TIPEYCMOTPEHO

Bormpocsr aj1s poBeieHNsT MPOMEKYTOYHOM aTTECTAlluU B BHJIE TECTUPOBAHUS MPE/ICTABICHEI B
Tabaure 18.

Tabnuua 18 — [IpumepHBIil IepedeHb BOMPOCOB JUIsl TECTOB

. Kon
Ne /i [IpumepHBIN IEpeYeHb BOIPOCOB JJIsl TECTOB
WHJIMKATOPA
1. [Tonp3oBaTeNb, (MOTPEOUTENH) HHAOOPMAITIH — 3TO ... *TI0JB30BATEb, OIIK-2.3.2

HCHOJIBb3YIOUIMNA COBOKYITHOCTh IPOrPaMMHO-TEXHUUECKUX CPEJCTB *Cy6’beKT, OIIK-5.V.1
MOJB3YIoMIHiACS HHOpMAaIHel, B COOTBETCTBHH C PETIIAMEHTOM JOCTYTIA
*pragener] pupMbl WK IpeanpuaTus *hupma — pa3paboTIHK MPOrpaMMHOTO
MPOAYKTa, KOTOpasi 3aHUMAETCS €€ AUCTPUOBIOLINEH

2. [IpaBo nocrymna K uHpOPMAIMH — 3TO ... *COBOKYITHOCTb MTPABKJI JOCTYIIA K
WH(POPMAIIUH, YCTAHOBJICHHBIX MPABOBBIMH JOKYMEHTAMH WK COOCTBEHHHUKOM
MO0 BIIaJICNbIIeM HHPOPMAIIUU *JTUI0 WIH TIPOIIECC, OCYIIECTRIISFOIINE
HECaHKIIMOHUPOBAHHOTO AOCTYIA K HHPOPMAIMH *BO3MOXKHOCTH AOCTYNA K
WHPOPMAIIH, HE HAPYIIAIOIIAs YCTAHOBIICHHBIC TIPABUIIA pa3TPaHHYCHUS
JOCTyna *COBOKYITHOCTD MPABWII, PErJIaMEHTUPYIONIHUX MOPSIO0K U YCIOBUS
JoCTyma cyObekTa K HHOOPMAIIUU U €€ HOCUTEIISIM *HapyIlICHHUE
YCTaHOBIICHHBIX IIPAaBUJI pa3rpaHUYCHUs JOCTYIIa

3. Tox 1eTocTHOCTHEO HHGOPMAIIUH TOHUMAETCS ... ¥3al[UTa OT
HECaHKIIMOHWPOBAHHOTO J0CTYyIa K HHPOpMaIMK *aKTyalbHOCTh U
HEMPOTUBOPEUHUBOCTh UH(OPMAITUH, €€ 3AIIUIICHHOCTh OT Pa3pyIICHUs U
HECaHKIIMOHUPOBAHHOTO U3MEHEHUS *BO3MOXKHOCTh 32 IPUEMIIEMOE BPEMSI
MOJYYHUTh TPeOyeMyI0 HHPOPMAITUOHHYIO YCITYTY

4. Nudopmarnust MOXKET OBITh 3allIMIICHA OT ... *IIePEeChIIKH €€ 10 3JIeKTPOHHON
MoYTe *IMCUXOIIOTHUECKOTO COCTOSIHHS ¥ CAHKIIMOHUPOBAHHBIX TOIb30BaTEINCH
*yTEUKH MOOOYHBIX DJICKTPOMATHUTHBIX U3TyUeHHUN *(hHU3NUECKOro Jua
*HECaHKIIMOHUPOBAHHOTO JIOCTYIIA

5. K Buzam nH(popMaIum ¢ orpaHHYeHHBIM JIOCTYTIOM OTHOCHTCS ...
*KoMMepuecKas TaifHa *rocyapcTBeHHasl TaiiHa *0O0IIeCTBCHHBIC TaHHbIC
*0aHKOBCKas TaliHa *IepCcoOHANIbHBIC JaHHbBIC *JIMYHAas TaliHa

6. YTUINTBI CKPBITOTO YIIPABICHUS TIO3BOJISIIOT ... 3allyCKaTh ONIEPAIIHOHHYIO
CHCTEMY pa3pyLIaTh KECTKUH TUCK 3aIyCKaTh U YHHUTOXATh (paiiiibl BEIBOJUTD
cOOOIIEHUs CTUPATh HHPOPMAIHIO

7. K mpaBOBBIM MepaM KOMITBIOTEPHOH 0€30ITaCHOCTH MOKHO OTHECTH ...
**COOTBETCTBHE IPAKAAHCKOMY 3aKOHOJATENbCTBY *HOPMBI OTBETCTBEHHOCTH
COTPYIHHUKOB *3aIIUTy aBTOPCKUX MpaB *opraHu3anuio 00CIyKUBaHUsI
00beKTa *3alUTy OT HECAHKIIMOHHUPOBAHHOTO JIOCTYIIA K CUCTEME

8. K opranmzamnoHHEIM MepaM KOMITHIOTEPHON 0€30IaCHOCTH MOXKHO OTHECTH
... *opraHuzanmio o0CITy>KUBaHUS 00bEKTa *3aIIUTY OT XUILECHUN, TUBEPCHHA U
caboTaxxa *oxpaHy 00beKTa *IIaH BOCCTAHOBJICHHUS paOOTOCIIOCOOHOCTH
00beKTa *TIATENBHBIN Mo00p MepcoHaa *ycTaHOBKY 000pY/I0BaHUS
CUTHAJTU3AINN

9. Ceprudukar npoaykra, o0ecrneynBaoIi HHPOPMaLIMOHHYIO
0€301acHOCTb, ... *MOATBEPKAAET €r0 COOTBETCTBHE CTaHAApTy PD
*MoATBEPIKJACT OTCYTCTBUE B MTPOAYKTE HE3aICKIAPUPOBAHBIX BOZMOKHOCTEH
*MPOCTO ABJSETCS JOKYMEHTOM, HEOOXOAUMBIM ISl peau3alii IpOIyKIUT
*MOATBEPKIAET €T0 KAa4ECTBO

10. K mpaBoBBIM MepaM KOMITHIOTEPHOI 6€30IMacCHOCTH MOKHO OTHECTH ...
*TIaTe bHBIN MO100P NepcoHasia *COOTBETCTBHE YTOJIOBHOMY




3aKOHOJIATENIBCTBY *3alUTy aBTOPCKUX MPaB * pe3epBUPOBAHKE BAXKHBIX
MOJACHUCTEM

11. Ilonmutrka goctyna K HGOPMAIUH — 3TO ... *COBOKYITHOCTH MTPABHII,
perIaMeHTHPYIOMINX MOPSIOK U YCIOBHUS OCTyMa cyObeKkTa K HHpopMauu 1
€e HOCUTENSIM *HapylleHHe yCTaHOBJICHHBIX [IPABUJ Pa3rpaHUdeHus JOCTyIa
**COBOKYITHOCTb IPaBUJI IOCTYIA K HH(GOPMALIUH, yCTAaHOBJIECHHBIX IPABOBBIMU
JOKYMEHTaMH UJIM COOCTBEHHUKOM JIM0O BiaaebleM HHGOpMaKU * U0 WIN
MPOIIECC, OCYIIECTBISIONINE HECAHKIIMOHUPOBAHHOTO AOCTYMa K MHPOPMAaIUH
*IOCTYH K HH(OPMAaLIUK, HE HAapyLIAIOIIUI yCTaHOBJICHHBIE IPaByiIa
pasrpaHUYeHuUs 10CTyIa (3TU IpaBUIIa CIIyXKaT AJIs periaMeHTaluy [1paBa
JIOCTYyTIa K KOMIIOHEHTaM CHCTEMBI)

12. K TexHu9ecKuM MepaM KOMITBIOTEPHOH 0€30TTaCHOCTH MOYKHO OTHECTH ...
pe3epBHOE KONHMPOBAaHUE PE3EPBUPOBAHNIE BAXKHBIX ITOJICUCTEM
HUACHTU(QHUKALNIO U ayTeHTU(UKALMIO O0HAPYKEHHE YTSUEK BOJBI
000pYyAOBaHHE CHCTEM IOKAPOTYIICHHSI YCTAHOBKY 000PYAOBAHUS
CUTHAJIU3alun

13. B crangapTHO# monuTHKe 6€30MacHOCTH yCTaHOBKA MPOTPaMMHBIX
MPOAYKTOB HETIOCPEICTBEHHO MOJIb30BaTENIeM KOPIIOPaTUBHON paboueit
CTaHIWY ... *3ampernieHa *pa3pemnieHa *paspeinreHa, 3a UCKIIOYCHHEM
KOMIIBIOTEPHBIX UI'P *pa3peleHa, HO TOJIBKO C YCTHOTO COTJIacusi COTpYIHHKA
HUT-otnena

14. Tlox xoH(UACHINATHLHOCTHIO MHPOPMAIIMK TTOHUMAETCS ... *3ammuTa oT
HECAaHKLIMOHUPOBAHHOT'O AOCTYINA K HHPOPMALMK *aKTyaJIbHOCTb U
HEMPOTUBOPEUYUBOCTH HHPOPMALIUH, €€ 3aUIHIICHHOCT OT Pa3pylIeHUs 1
HECaHKIIMOHUPOBAHHOTO U3MEHEHUS *BO3MOKHOCTH 32 IPUEMIIEMOE BpEMSI
MOJTyYUTh TpeOyeMyto HH(GOPMAITMOHHYIO YCIYTY

15. HeBepHo, 4TO K BHIaM BPEIOHOCHOI'O IIPOrPaMMHOT0 00eCIICUEHUS
otHOcHUTCA ... *pyTkut (Rootkit) *oTnaguuk *KOMITbIOTEpHBIE BUPYCHI
*aHanu3aTtop ceTeBoro Tpaduka (CHUdEp) *mporpaMmbl yIAIEHHOTO
yrpasiieHHs (€CITH OTCYTCTBYET (PYHKIMS CKPBHITHOTO BHEIPEHNU)

16. HeBepHo, 4TO K OCHOBHBIM IieisiM aynuta Ub otHOCHTCS ...
**periaMeHTalus JeHCTBUH 0Ib30BaTeNs *IOKAIN3aHs NOTCHIUAIBHO
OTIACHBIX MeCT *oleHKa ypoBHs 3amuiienHoctd b *paspaboTka
PEKOMEH Al 110 TOBBIIIEHUIO YPOBHS 0€30MaCHOCTH

17. PaccraBbte sTansl aynuta Ub B ux jgorudeckom mopsiake: 1 Joxanm3arus
MOTeHIIMANBHO onacHbIX MecT Ub 2 paspaboTka pekomeHnamnuii mo
MOBBIILIEHHIO YpoBHS O6e3onacHocTH VIC 3 cocTaBieHne U aHAIU3 CIIMCKA
PHUCKOB 4 OIIeHKa YpOBHS 3amuineHHocty b

18. ... — moMelIeHHAas Ha KOMITBIOTEP HOJIb30BaTeNsl Oe3 ero corjacus,
KOHTPOJISI U YBEIOMIICHHS CPEACTBO CIEKECHUS

19. OcHOBHO# CMBICH pa3rpaHUYEHUs MPaB AOCTYIIA TOIH30BATEIEH — ...
*obecnieueHne Oe30macHOCT HHGQOpMAIMK BHYTPH KOMIIAHUU W BO3MOKHOCTH
€€ HMCIOJIb30BaHMS JIMIIb HETIOCPEACTBEHHO BIIa/IENbLIEM/HCIIOTHUTEIIEM
*yImemIieHne paboToaTeNieM rpakJaHCKHUX MPaB pabOTHHKA *co3/1aHue
TPYAHOCTEH JIJIsl COTPYAHUKOB KOMITAHUH, C TTOCIEAYIONIEM YBOJIbHEHHEM
HEYTOAHBIX KOMIIAaHWUH JIIOAEH

20. AHaJIN3 PUCKOB BKITIOYAET B €€04 ... *BBIBICHUE CYLIECTBYIOIIUX PUCKOB
Y OIIEHKY VX BEJTMYMHBI *aHau3 NPHYMHEHUS yiep0a U BeTMYUHbI yiepoa,
HaHocuMoro pecypcam UC, B cirydae oCyIIecTBIEHHs yrpo3bl 0€301acHOCTH
*MepompusTus 1o odcienoBannto oezonacHocTr VC, ¢ menbio onpeneicHus
TOTO KaKHe Pecypchl M OT KaKUX YIpo3 HAJI0 3alUINaTh, a TAKXKe B KaKOH
CTETICHH TE WJIM WHBIE PECYpPCHl HYKJAIOTCS B 3a1uTe *Ha0O0p aleKBaTHBIX
KOHTPMEp OCYIIECTBIISICTCS B X0/I¢ YIPABJICHHUS] pUCKAMU
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21. IIporpammHOe obecriedeHre, KOTOpOe He JOKHO OBITh JOCTYITHO B
HOpPMaJIbHOHM padoTe MOJIb30BATENS, — ... *CHUCTEMHbIE YTWINTHI U CUCTEMHBIE
penakTopsl *cpeacTBa 3alUThl *cpencTBa pa3paboTKu, yTHIUTH *cpencTa
3aLIUThl, CACTEMHBIEC YTHJINTHI
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22. Hapyuienue ycioBuii, pelyCMOTPEHHBIX JIMIIEH3UEN HA OCYILIECTBIECHUE
JEATEIHLHOCTH B 00JIACTH 3aITUTHI HH(DOPMAITHH (32 HCKITIOUCHHEM
WHPOPMALIUH, COCTABISIONIEH rOCYyJapCTBEHHYIO TaiHy) ... *Blle4eT TOJIBKO
HaJIOKEHHE aIMUHHUCTPATUBHOrO mITpada *BiIeyeT yrojJoBHYIO
OTBETCTBEHHOCTbh U HAJOXEHUE aAMUHUCTPATUBHOIO ITpada *BiIedeT BO BceX
ClIy4yasiX YTOJIOBHYIO OTBETCTBEHHOCTb *HE BJICUET 3a COOON YrOJIOBHOM
OTBETCTBEHHOCTH

23. Tlox nokansHOK 0€30MacHOCTHIO HMHPOPMAITHOHHON CUCTEMBI
MOJPa3yMEBAETCs ... *3alpeT UCIOIb30BAHMUS TIOCTOPOHHHUX
WHPOPMALMOHHBIX TPOAYKTOB, OOHOBJICHHE aHTUBUPYCHBIX 0a3 *ycTaHOBKa
MUHHMAJIBHOW ONEPAaTUBHOMN MaMsITH 1 MAJIEHBKOTO MOHUTOPA JUIS
HEBO3MO>XHOCTH OCYILECTBIJICHHS I10JIb30BATENIEM B3JIOMa CUCTEMBI
*OrpaHu4eHHE M0JIb30BATENS Ha JIOKAJIbHOM pabodeM MecTe OT APYTHX
COTPYIHHUKOB C IIOMOIIBIO TIEPETOPOIOK

24. Cuctema 3anuThl HTHPOPMALIAN — 3TO ... *pa3paboTKa CTPATETHH 3allUThHI
Om3Heca koMmaHuii *00nacTh HHPOPMAIIMOHHBIX TEXHOJIOTHH *KOMILIEKCHAS
COBOKYITHOCTH ITPOrPaMMHO-TEXHUYECKHX CPEJCTB, 00eCIIeUnBaIOIIas 3aIUTy
nHPOpPMALIUK *COBOKYITHOCTh OPTaHOB W/HMJIH UCTIOJIHUTEIEH, NCTIONb3yeMast
UMM T€XHHUKA 3aLUThl HHPOPMALUU

25. Unentudukaius cyobekTa — 3TO ... *IpoBepKa MOAJIMHHOCTH CYObEKTa C
JaHHBIM UICHTH()UKATOPOM *yCTaHOBIICHHE TOTO, SBISIETCS JIN CYOBEKT
MMEHHO TeM, KeM OH ce0s 00BABHI *Mporeaypa Ipe0CTaBICHAS 3aKOHHOMY
CyOBEKTy COOTBETCTBYIOIIMX MOJTHOMOYHMH M JOCTYIHBIX PECYPCOB CHCTEMBbI
*mpoleaypa pacro3HaBaHus CyObeKTa 10 ero HISHTU(HUKATOPY
**yCTaHOBJIEHHUE JIUL WK MPOLIECCOB, OCYIIECTBIISIOIINX
HECAaHKLIMOHUPOBAHHOTO AOCTYMa K HH(popManun

26. K TexHU4eCKUM MepaM KOMIBIOTEPHOH 0€30MacCHOCTH MOYKHO OTHECTH ...
*pe3epBHOE JICKTPOITUTAHUE *3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K
cucreMe *yCTaHOBKY 3aMKOB *pe3epBHOE KONMPOBAaHHE IaHHBIX *3aLIUTy OT
HECaHKIIMOHUPOBAHHOTO KOMMPOBAHMS *3alUTy OT XHIICHUH, TUBEPCU H
caboTaxa

27. ABropu3anus cyobekTa — 37O ... *Ipoleaypa npelocTaBIeH!s 3aKOHHOMY
CyOBEKTY COOTBETCTBYIOIIMX MOJTHOMOYHH M JOCTYIHBIX PECYPCOB CHCTEMBI
*yCTaHOBJIGHHUE JIII WK TPOIECCOB, OCYIIECTBIISFOIINX
HECaHKIIMOHUPOBAHHOTO J0CTYyIa K MHpOpMaIMK *ycTaHOBJIEHUE TOTO,
SIBIISIETCS JIN CyOBEKT IMEHHO TeM, KeM OH ce0sl 00BbsBHI *ITpoBepKa
MOJIJTMHHOCTH CYOBEKTa ¢ JAHHBIM HIICHTH(PHUKATOPOM *IIpolieaypa
pacro3HaBaHus CyOBEKTa M0 €r0 UACHTHPHKATOPY

28. CepBucoM 0e30M1aCHOCTH, HCIOIB3YEMBIM B PACIIPEACTICHHBIX CUCTEMAaX U
CeTAX ABJETCS ... *aBTopU3alMs *pasrpaHudeHue JOCTyla *3KpaHUpPOBaHHE U
TYHHETUpOBaHUe *MapmpyTtusanus *ayreHTrduranys *uneHTuduKanms

29. K opranuzallMOHHBIM MepaM KOMIBIOTEPHOH 0€30I1aCHOCTH MOKHO
OTHECTH ... *opranuzanuio o0cIyXKuBaHHs 00bEKTa *BeAeHNUE 0CO00 BayKHBIX
paboT HECKOIBKHMU COTPYJHHKAMHU *pe3epBHOE MIEKTPONUTAHHE *3alUTy OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIIA K CHCTEME *TIATEeNbHBIN 10100 MepcoHaa
* BpIOOp MecTa pacnonokeHus o0bekra 30. OTnuuuTeabHas ClIOCOOHOCTh
KOMITBIOTEPHBIX BUPYCOB OT BPEAOHOCHOTO *NOBBICUTH IPUBUJIETHH B CHCTEME
*cobuparh HHGOPMAIUIO ¥*K CAMOBOCIIPOU3BEICHUIO *YHUYTOXKATh
nHPOPMALIUIO

31. C Touku 3peHus 3aKOHO/IATeNLCTBA (TpaBa) CYLIECTBYET YPOBEHB JIOCTYIIA
K HHPOPMAITUH ... *3aKPBITBIH OCTYI *OTKPBITBHIN TOCTYN *OrpaHUYeHHBIH
JOCTYN *WHTEIJIEKTyallbHast COOCTBEHHOCTh *0e3 OrpaHHYeHUs MpaBa JOCTyIa
**HaHOCSILUI Bpell IPH paclpoCTpaHCHUH

32. B cucteMHOE IpOrpaMMHOE 00ECTICUCHHIE BXOIAT: * I3BIKU
MIPOrpaMMHUPOBAHUS *OlepariMOHHbIE CHCTEMBI *KOMITbIOTEPHBIE HTPHI
*rpaduuecKie peaakTophl *TeKCTOBBIE PEIaKTOPHI

33. HeBepHo, 4TO K OMOMETPUYECKUM JaHHBIM OTHOCHUTCS ... *NPOCKIINS JINIA
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*teMOp rosoca *cepus macnopra *oTIevaTKH nanbLeB *aapec IpOMHUCKU

34. OnepanyioHHas cucTeMa ITUGPOBOM BEIYUCIUTEIFHOW CHCTEMBI
npeqHa3HadeHHas Juisl: *00ecedeHns] COBMELCHNUS pa3IMYHbIX HHTEpdeicoB
*o0OecreueHus y100HO0i pabOTHI MOIB30BaTENsl *00eCIIeUeHUS ONPE/ICIICHHOTO
ypoBHS 3P PEeKTUBHOCTH MU(PPOBON BEIYUCIUTENBHOIN CHCTEMBI 33 CUET
aBTOMAaTH3MPOBAHHOTO YIIPABJIECHUS €€ PabOTOH U MPET0CTaBIAIEMOTI0
MOJIL30BaTENISIM HA0Opa yCIyT.

35. K OCHOBHBIM Pa3HOBHIHOCTSIM BPEIOHOCHOTO BO3/IEHCTBHUS HA CUCTEMY
OTHOCHUTCA ... *MHUIIMUPOBAHNE JOKHBIX AEHCTBUH *MOIUDUKAIIHL
BBITIOJIHSIEMBIX (YHKIUH *ymajgeHne cucTeMbl *KOMUPOBaHUE JaHHBIX W3
cHCTeMBI *co3/laHue TIoMeX B paboTe *BBIBOA U3 CTPOS

36. Madopmanus — 370 ... *COBOKYITHOCTH 3HAHUH, HAKOTIEHHAS
YeII0BEYEeCTBOM *COBOKYITHOCTH pedIeKCHil MEX Iy Heel n MaTepueil Ha
MaKpo- 1 MUKPOYPOBHSAX *CBEJICHHS O JIMLAX, MpeaMeTax, pakTax, COOBITHSIX,
SIBJICHUSIX 1 TIPOIIECCaX HE3aBHCHMO OT ()OPMBI HX MPEICTABICHUS
*COBOKYITHOCTH MPUHIIUIIOB, METOZIOB M ()OPM YIIPABICHUS

37. AnmapatHsie ¥ POrpaMMHBIE CPECTBA U TEXHOJOTHH TapaHTHPOBATh
a0COJIOTHYIO HAZIGKHOCTh U 0€30MacHOCTh JaHHBIX B KOMITBIOTEPHBIX
CHCTEMAX ... ¥*HE MOTYT ¥*MOTYT TOJIBKO JUISl TOCYapCTBEHHBIX OpraHn3aInit
*MOTYT *MOT'YT TOJIBKO [T KOMMEPUYECKHX KOMIaHUH *MOTYT TOJBKO JJIs
YaCTHBIX JIHIL

38. CBeaeHUs, KOTOPBIE HE MOTYT COCTaBIIATh CIYKEOHYI0 U KOMMEPUYECKYIO
TaliHy, OTIPeeNAIOTCS ... *opraHu3aiueil, B KOTOpOi paboTaeT rpaKIaHiH
*3aKOHOM JTHOO JPYrUMH HOPMAaTUBHBIMH aKTaMH, CIIyKeOHOMU 3aMnuCcKOi, a
TaK)Ke OpraHu3alueil, B KOTOPoi padoTaeT rpaKIaHuH *CiyXeOHOH 3anmrcKon
*3aKOHOM JTHOO APYTUMH HOPMATUBHBIMU aKTaMU

39. BupycHble porpaMMbl IPUHSTO AEIUTH IO ... *CTENECHH EHHOCTH
*0COOCHHOCTH aJropuTMa BUpyca *cpeje oOuTaHus BUpyca *crocooy
3apakeHus *0O0IIMM IpU3HAKAM

40. TTo BuaaM pa3nuyaloT aHTHBUPYCHBIE TPOTPAMMBEI ... *BaKIIUHBI
*peBH30pHI * ToKTOpa *CcKaHephl *MPUHTEPHI *CTOpOXKA

41. K HanpaBneHusIM, B KOTOPBIX OCYILECTBIISIETCS 3a1UTa HHpopManuu
BCTPOCHHBIMU METOJaMH IPUKIIAJHBIX IPOIrPAMM OTHOCHUTCH ...
*CUMMETPUYHBIX KpUNTorpaguueckux npeodpazoBanuii *kpunrorpadudeckoe
3aKpBITHE *pasrpaHUdeHue JOCTYMA K JaHHBIM *00ph0a ¢ MakpOBUpYyCaMH
*aynura

42. EBponeiickue kputepun 6e3onacHoctd ITSEC ycranaBnuBaror ... Ki1accoB
6e3onacuoctu 5 8 10 7 1512

43. K OCHOBHBIM BHJaM CUCTEM OOHAPYKEHHS BTOPKEHHUI OTHOCSTCA ...
*JIOKaNbHBIE *MEXCETeBbIe *aKTHBHBIC *CHHXPOHHBIC *TaCCHBHBIC

44. Ilox mOCTYITHOCTHIO WH(MOPMAITIH ITIOHUMAETCS ... *BO3MOXKHOCTH 32
MpUEMIIEMOE BpeMsI MOJTyYUTh TpeOyeMyro HHGOPMAIMOHHYIO YCIIyTY *3aImmnTa
OT HECAaHKIIMOHMPOBAHHOTO JIOCTYIA K MH(OpMaUHu *aKTyaJlbHOCTh U
HEMPOTHUBOPEYNBOCTH NH(OPMAITNH, €€ 3aIIUIIEHHOCTh OT pa3pylIeHNs U
HECaHKIIMOHUPOBAHHOTO U3MEHEHUS

45. BupycHsle IporpaMMbl IPUHATO AETUTH 110 ... BO3MOKHOCTH
OCYILECTBJICHUS CIEIAIINM MPU3HAKaM 0COOCHHOCTHU aJlrOpUTMa BUpYca
HaIpPaBIE€HHOCTH JIECTPYKTHBHBIM BO3MOXXHOCTSIM

46. B cCOOTBETCTBHH C 3aKOHOAATEIBCTBOM OTBETCTBEHHOCTH 3a HE3aKOHHOE
OrpaHUYEHHE 0CTYyMNa K MHOOPMAIMU U 32 HAPYIIEHUE PEKUMA 3aIIUTHI
nH(GOPMAITUHU HECYT ... CIIy)Kall[ie OPTraHOB TOCYJapCTBEHHON BIACTH
aJIMUHHUCTPATOPBI HHOOPMAIIMOHHBIX CUCTEM CITyXKAaIl[e OXPaHHBIX areHTCTB
PYKOBOAUTETH

47. Tlo cyuiecTBYIOLIUM IIpaBUiIaM pa3padaTbIBaTh, IPOU3BOIUTD 3aILUTHI
UHGOPMALIUU MOKET TOJIBKO IPEANPUATHE, UMEIOLIEE ... aKKPEAUTALIHIO
HaYaIbHBIA KalUTaN JULIEH3HIO CEPTUPHUKAT

48. HecaHKuMOHMPOBaHHBINM AOCTYN K HHGOPMAILIUH — 3TO ... *ITHII0 HIIH
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MPOIIECC, OCYIIECTBISIOMINE HECAHKIIMOHUPOBAHHOTO JOCTYIA K MHPOPMALHH.
**COBOKYITHOCTb TIPAaBHJI, PETIIAMEHTHPYIOLINX TOPSIOK ¥ YCIOBUS JOCTyTIa
cyObeKTa K HHOPMAalIUU U €€ HOCUTEISIM *HapylIeHHe yCTaHOBICHHBIX
MpaBUII pa3rpaHUdeHusl JOCTyHa *1ocTym K MH(popManuu, He HapyLIalomui
YCTaHOBJICHHBIE MTPaBWIIa pasrpaHnyeHust qoctymna. [IpaBria pasrpanudenus
JOCTYTIa CITY’KaT JJIs persiaMeHTaIny TIpaBa JOCTYIa K KOMIIOHEHTaM CHUCTEMBI
*COBOKYIHOCTH MPaBHJI IOCTyMA K HH(POPMALINH, YyCTAHOBICHHBIX TPAaBOBBIMU
JOKYMEHTaMH WJIM COOCTBEHHUKOM JIMOO BiIajeblieM HH(opMaun

49. JleATeNbHOCTHIO 10 CepTU(HUKAIINN MH(PPOBATLHBIX CPEICTB HA
tepputopuu PO 3anumaercs ... ®Chb ®CTIK ®CO MB/] ®CBTC

50. CoBpemennyto opranuzanuio DBM npemnoxun: Hopoept Bunep Yapnss
be66umxk Jxon Gon Hetiman

51. B «Konmnenuu 3anmutel CBT n AC or HCJ/I x mHpOpManum» Kak riIaBHbIC
CpeACTBA 3aIIUTHl OT HECAHKLIMOHUPOBAHHOTO AOCTYNA K HH(pOpMaun
paccMaTpuBarOTCA ... *KOMHBIOTCpHI)Ie 1 KOMMYHUKAIIMUOHHBIC CUCTEMBI
**CHUCTEMBI pa3rpaHUYCHUS AOCTYNA *HHPPACTPYKTYPhl HPOMBILUICHHBIX
MPEeANPUITUN ¥OUOMETPHUYECKUE CUCTEMBI

52. HeBepHo, 4TO K MOAYJISIM aHTUBUPYCA OTHOCHUTCS ... *cKkaHep ¢aiiyioB mo
CUTHATypaMm *CpeacTBO OOHOBIIEHHS MPOTPAMMHBIX MOIYJIEeH U 6a3 CHTHATYD
*MOJIyJIb TIEpeXBaTa HaXXaTHs KIABUII *MOHUTOP (TIEpeXBaTIMK U aHAITU3ATOP
3aIyCKaeMBbIX IPOIIECCOB)

53. OcHOBHBIE cpeACTBa MPOHUKHOBEHUS BUPYCOB B KOMIBIOTED ...
KonupoBaHue (aillIoB KOMIIbIOTEPHBIE CETH CHEMHBIE AUCKU UTPOBBIE
NIPOrPaMMBI

54. Tlon pusnueckoit 6€30MacHOCTBI0 HHPOPMAITMOHHON CUCTEMBI
MOJpa3yMeBaeTcs ... *orpaHnueHue (PU3NIECKOro JOCTYyIA K CUCTEME 10
CPEICTBaM MPOITYCKOB, MapoJield, OMOMETPUIECKUX TaHHBIX *3armper
(hM3UYECKOr0 BXOJIa ¥ BBIXO/Ia U3 3JIaHUs KOMITaHuU B riepuoj ¢ 10 10 18 yacos
OrpaHHuYEHHE *MOIKIIOUEHNS K HHPOPMAIIMOHHOM CUCTEME «H3 BHE)

55. Ha xoMIbroTepax NpUMEHSIOTCS JTOKAIBbHBIE IOJINTUKHA O€30MaCHOCTH ...
*nmapamMeTpoB 0€30MaCHOCTH *CUMMETPUYHBIX KPUIITOTPAPUIECKUX
npeoOpa3oBaHuil *1IpaB MOIb30BaTENCH *IIOICTAHOBKH *raMMHUPOBaHUS
*aynura

56. B cocras eBpomneiickux kpurepues I[ITSEC no nndopmanmnonHo
0€3011acHOCTH BXOJIHT ... IIEJIH 0€301acHOCTH KOHPHICHIIMAILHOCTh
nHGOPMALIUH 3aKPBITOCTh HHPOPMALIUH LIEIOCTHOCTH HH(POPMALIUH
3aLIMIIEHHOCTh OT IPOHUKHOBEHHUS crienudukanus GyHKIHH 6e300acHOCTH
57. K Buam naopManmy ¢ orpaHu4eHHBIM JJOCTYIIOM OTHOCHTCS ...
npodeccuoHanbHas TaifHa TOCyAapCTBEHHAS TaiiHa IePCOHAIbHbIE JaHHBIE
ciry>keOHas TaliHa OOIIECTBEHHBIC JaHHBIE TPOMBIIIJICHHAs TailHa

58. YTUIHTBI CKPHITOTO YIPABIEHU MTO3BOJIAIOT ... TIepe3arpyxarhb
KOMIIBIOTEP 3aITyCKaTh M YHUUTOXKATh (ailiibl IPUHUMATh U OTHPABIATE (Qaiiiibl
MEPEUMEHOBBIBATH (DAIIbl M X PACLIMPEHUS BBOAUTH HOBYIO HH(POPMALHIO
59. B cocras eBporneiickux kpurepueB ITSEC no uabopmannonHoi
0€3011aCHOCTH BXOJIHT ... ONHCAHNE MEXaHH3MOB 0€30MacHOCTH JOCTYITHOCTh
nHGOpPMAaLUN KOHPHUISHINAIEHOCTS HH(OPMALIUH 3aIMIICHHOCTb OT
BO3/ICHCTBHIA TTOJTHOTA MHPOpMarmHu 1ienu Oe3ornacHocTd 60. Y cTaHOBKa
nunersnonHoro [10 sBisercs ... 00A3aTenbHBIM KPUTEPUEM
nHGOPMALMOHHON 0€30MacHOCTH OECIOIE3HOM TPaTol KOPIOPATUBHBIX
JICHEKHBIX CPEJICTB HE00N3aTeIbHBIM KpUTEpHEeM HH(HOPMAaLMOHHON
6e3omacHOCTH
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61. CaHKIIMOHUPOBAHHBIN JTOCTYI K HHQOPMAIIHU — 3TO ... *JOCTYH K
nHPOPMAaLIUK, HE HAPYLIAIONINHA yCTaHOBICHHBIE PaBUIa Pa3rpaHuICHUs
JocTyna *CoOBOKYIMHOCTH MPaBMII, pErJIaMEHTHPYIOLIHNX MOPSAOK M YCIOBUS
nocTymna cyobekTa K HH()OpPMAIK 1 €€ HOCHTEIISIM *ITHII0 MITH IIpoLece,
OCYILECTBIISIOINE HECAHKIIMOHUPOBAHHOTO JOCTYNA K HHPOpMaIIH
**HapylIeHWEe YCTaHOBJICHHBIX MPAaBHJI pa3rpaHUdeHus] JOCTYMa *COBOKYIMHOCTb

OIIK-12.B.1




MPaBUI JOCTyHa K MHPOPMALMH, YCTAHOBICHHBIX IIPABOBBIMU TOKYMEHTAMHU
WM COOCTBEHHHUKOM JTNOO BiaJeblieM HH(DOpMAITIH

62. UndpopmarnmonHas 6€30MacHOCTS, 10 3aKOHOAATENLCTBY PD, — 310 ...
*METOHOJIOTUYECKUH MOIX0 K 00ecTieueHUI0 0e30MaCHOCTH *MapKETHHT
**COCTOSIHUE 3aLIMIEHHOCTH HAllMOHAJIbHBIX HHTEpecoB PO B
nH(GOPMAITMOHHOM chepe, OTpeNeIONINXCSI COBOKYITHOCTHIO
cOaaHCUPOBaHHBIX HHTEPECOB JIMYHOCTH, OOILIECTBA U FOCYJapcTBa *cBoA
HOPM, COOJTIOJICHNE KOTOPBIX MPU3BaHO 3aIIUTHUTh KOMIBIOTEPHI M CETh OT
HECAaHKLIMOHUPOBAHHOTI'O AOCTYINA *COCTOSIHHE 3aIUILEHHOCTH
WHPOPMALIMOHHOHN cpelibl 00IecTBa, oOecneunBatolee ee opMrUpoBaHHUE,
WCTIONBb30BaHKE U Pa3BUTHE B HHTEpECax rpakJaH, OpraHu3alui, rocyaapcTaa
63. Ayrertudukanus cyObeKTa — 310 ... *Tporierypa pacro3HaBaHHS
cyOBeKTa 1Mo ero uAeHTH(HUKATOPY *TIpOBEpKa MOMITUHHOCTH CYOBEKTa C
JaHHBIM UIEHTH(OUKATOPOM *yCTaHOBIICHHE TOTO, SBISIETCS JIH CYOBEKT
MMEHHO TeM, KeM OH ce0s 00BABHI *Iporeaypa Ipe0CTaBICHAS 3aKOHHOMY
CyOBEKTy COOTBETCTBYIOIIMX MOJTHOMOYHMHA M JOCTYIHBIX PECYPCOB CHCTEMBI
*yCTaHOBJIGHHUE JIHII WK MPOLECCOB, OCYIIECTBIISIOIINX
HECaHKIIMOHUPOBAHHOTO AOCTYIA K HHPOPMAIH

64. Aynut nHGOpMAIIMOHHON O€30MIaCHOCTH — 3TO... ¥OI[eHKA TeKYIIEeTOo
COCTOSIHUSI CUCTEMBI HH(POPMAIIMOHHOM O€30MacHOCTH *TIpoBEpKa
HCTIONB3YEeMBIX KOMIaHHelH HH()OPMAIIMOHHBIX CUCTEM, CUCTEM 0€30IaCHOCTH
*3TO TIPOBEPKA CIIOCOOHOCTH YCIEITHO MTPOTUBOCTOATH YyTpo3aM *criennaibHas
IIPOBEPKa COOTBETCTBHUS OpraHu3aluy U 3(pPeKTUBHOCTH 3aIINUTHI
nHpOpMAaLUKN *yCTaHOBICHHBIM TPEOOBAHHUAM H/HIIM HOPMaM

65. IIporpammer keylogger ncnonp3yroTes s ... *yganeHus BUpycoB *cOopa
nHGOpPMaLUK, BBOIUMOH C KIaBHATYpPbl *yqaaeHHus IporpaMM-LIINHOHOB
*KOHTPOJISI 32 COCTOSTHHEM IIEHTPAIBHOTO TPOoIieccopa

66. OTmuuTenbHast 0cOOEHHOCTh KOMITBIOTEPHBIX BUPYCOB 110 CPABHEHUIO C
JOPYTHUM BPEIOHOCHBIM IPOIPAaMMHBIM 00€CIIEYeHUEM — UX CIIOCOOHOCTb ... *K
CaMOBOCITPOM3BE/ICHHIO *YHHUTOXKATh HHYOPMAIIUIO *COOMpaTh HHPOPMAIIHIO
*[OBBICUTH IPUBHUJIETUH B CHICTEME

67. B eBpomneiickux kpurepusix 6e3onacHocty ITSEC ycraHoBieHO ... K1accoB
6e3omacHoctn 57 8 10 12 15

68. HeBepHo, uTo 3aimuTa MHOOPMAIIUH BCTPOCHHBIMH METOIaMH ITPHUKIIATHBIX
MPOTPaMM MOKET OCYIIECTBIISIETCS B HAPABIICHNH ... *ayanuTta *00phObI ¢
MaKpOBUpPYCaMH *KpHUIITOrpapuuecKoro 3aKpbITus *pa3rpaHuueHust JOCTyNa K
JTAHHBIM

69. HeBepHo, 4TO K KCTOYHUKAM Yrpo3 HHPOPMAIIMOHHON 0€3011aCHOCTH
OTHOCATCS ... *4yenoBeueckuil pakTop *npaBoBbIE aCHEKTHI
(YHKIMOHUPOBAHUS HC *CTUXUIHbIE OeCTBUSA *anmapaTHble cOou *omuoOKu
MIPOEKTUPOBAHUS U pa3pabOTKH HC

70. HeBepHo, 4TO K cepBucaM 0€30MacHOCTH, UCTIONH3yEMbIM B
pacrnpeesieHHbIX CHCTEMAaX U CETSAX, OTHOCUTCA ... *UIECHTU(UKALHS
*ayTeHTH(UKAIMS *MapmpyTH3anus *pasrpaHHueHne JI0CTyIIa
*IKpaHUPOBAHUE M TYHHEIMPOBAaHUE

71. HeBepHO, 4TO K OCHOBHBIM BHJIaM CUCTEM OOHapy>KEHUs BTOPKEHUH
OTHOCSITCSI ... CHCTEMBI *ceTeBble *JIOKaJIbHBIE *MeKCETEBbIC

[lepeueHb TeM KOHTPOJBHBIX PAOOT MO JUCIUILIMHE O0YYAIOIIUXCS 3a09HON (POPMBI OOyUECHUS,
MpeICcTaBIICHEI B TabmuIe 19.

Tabmuia 19 — [lepeueHb KOHTPOJIBHBIX PAaOOT

Ne n/m [lepedyeHb KOHTPOJIBHBIX PabOT

He npenycmoTpeno




10.4. Meroauyeckue MaTepHalbl, ONPEICIIONINE MPOLEIYpPhl OLCHWBAHMS WHIMKATOPOB,
XapaKTePU3YIOLINX 3Tarbl (POPMHUPOBAHHS KOMIIETCHLIMI, COOEPKATCS B JIOKAJIbHBIX HOPMAaTUBHBIX aKTax
I'VAII, pernaMeHTUpPYIOIIMX HOPSAOK U MPOLEAYPY MPOBEACHHS TEKYLIEro KOHTPOJS yCIIEBaeMOCTU U
NPOMEXYTOYHOH aTTecTanuu odoydarommxcs ['Y AIL

11. MGTOI[I/I‘lCCKI/Ie YKa3zaHus 4j1d o6yqa}01unxc;1 10 OCBOCHHIO JUCIHHMITIIMHBI

Ilenpro n3yyeHus: nucUUIUIMHBL «be30MacHOCTh ONEPALIMOHHBIX CUCTEMY SIBISIETCSl TEOPETHUECKAs
Y MpaKTH4ecKasl MOArOTOBKA CHEIUATIUCTOB K JESTEIbHOCTH, CBSI3aHHOW C MPUMEHEHUEM 3allUIIEHHbBIX
OTIEPAIMOHHBIX CUCTEM, a TAKXKE CPEJICTB M METOJIOB 00ECIICUEHUs 3aIUThl HHPOPMAIIMU B ONICPAIIUOH-
HBIX CHCTEMaXx.

3amaun JUCHUTUIMHEIL:

—H3y4YCHHE TEPMHHOJIOTUH, TIOHATHIHOTO amnmapara U OOIIUX MOAXO0MOB K oOecredeHuto nHpop-
MAaI[MOHHOM 0€30MaCHOCTH OIEPAIMOHHBIX CUCTEM;

—H3y4YEHHE CPEACTB U METOAOB YIPABICHUS JOCTYIIOM B 3aLUIICHHBIX OMEPAL[MOHHBIX CUCTEMAX;

—H3Y4YCHHE CPEJCTB U METOJOB ayTeHTH(HKAIIMK TOJIh30BATEICH B 3alUINCHHBIX ONEPAIMOHHBIX
cHCTEMaX;

—H3y4YEHUE CPEACTB U METOAOB pealn3aluy ayIuTa B 3alUIICHHBIX ONEPALUOHHBIX CUCTEMAX;
U3YYEHHUE CPEICTB U METOJOB UHTETPALlMU 3aLIUIICHHBIX OMEPALIMOHHBIX CUCTEM B 3AILUIIEHHYIO CETh.

MeToanueckue yKazaHus JJis1 00y4aroIuXxcsi o0 OCBOEHUIO JIEKIIMOHHOI0 MaTepuajia

OcHOBHOE Ha3HauYEHUE JIEKIIMOHHOTO MaTepHralla — JJIOTHYECKH CTPOIHOe, CHCTEMHOE, TITyOOKOoe U
SICHOE U3JI0KEeHHe yaeOHOro Mareprana. HasHaueHne cCOBpeMEeHHO JISKINH B paMKax JUCIUILINHEI HE B
TOM, YTOOBI IOJNYYUTH BCIO HHMOpMAIMIO MO TeME, a B OCBOCHHUH (YyHAaMEHTAIBHBIX TpoOieM
JUCITUILTAHBI, METOJOB HAyYHOTO TO3HAHWS, HOBEWIIMX IOCTH)KCHHH HAydyHOW MbICIU. B yueOHOM
MpOIIECCe JIEKIHs BEITIOTHIET METOAOJIOTHYECKYI0, OPTaHH3alMOHHYI0 U WH()OPMAIMOHHYIO (YHKIIWH.
Jlextust pacKkpbIBaeT MOHSATHHHBIN ammapar KOHKPETHOW OONacTH 3HaHWS, €€ MPOOJIEMBI, JaeT IEeIbHOe
MPEJCTABICHUE O JUCHUILIUHE, IOKA3bIBAET B3AUMOCBA3b C APYTUMHU JTUCLUIUIMHAMU.

[IiranupyeMble pe3yabTaThl IPU OCBOEHUHU 00YYAIOIMMC JIEKIIMOHHOI0 MaTeEpHaa.

— TOJYyYEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBSI3aHHBIX 3HAHHUW, YPOBEHb KOTOPBIX
ONpEeNENSAETCs 1eIEBOM YCTAHOBKOM K KaXKI0M KOHKPETHOU TEME;

—  TIOMy4YeHHUE OTIBITA TBOPUECKON PabOThI COBMECTHO C MPEIO0/1aBaTeIeM;

— pa3BuUTHE NPOPECCHOHAIBHO—CIIOBBIX Ka4eCTB, JIOOBM K IPEAMETY U CaMOCTOSITEIbLHOIO
TBOPYECKOTO MBIIICHUSI.

—  MOSBJICHUE HEOOXOJAUMOTO HHTEpeca, HEOOXOUMOrO JJIsi CAMOCTOSTEIBHON paOOThI;

— TOJy4YEHHE 3HAHUU O COBPEMEHHOM YPOBHE Pa3BUTHSA HAYKU M TEXHUKU U O MPOTHO3E HX
pa3BUTHUS Ha ONrDKaIINe TObI,

—  Hay4YuTCs METOJUYECKH 00padaThIiBaTh MaTepual (BBLICISATH TJIABHBIC MBICIIU H TTOJIOKECHHUS,
MIPUXOJIUTh K KOHKPETHBIM BBIBOJIAM, TTOBTOPSITh UX B Pa3IHMYHBIX (DOPMYIHPOBKaX);

—  IOJIyY€HHUE TOYHOTO MOHUMAHUS BCEX HEOOXOUMBIX TEPMUHOB M MOHSTHH.

JIeKMOHHBIN MaTepuans MOXKET CONPOBOXKAATHCA JEMOHCTpallUEe CIAalJIOB U UCIIOJIb30BaHUEM
pa3maToOvYHOTO MaTepHajia TIpH MPOBEACHHH KOPOTKUX TUCKYCCHH 00 OCOOCHHOCTAX MPUMEHEHWS
OTJCIIBHBIX TEMATHK I10 IUCIUILIMHE.

CTpyKTypa peaocTaBIeHUs JEKIMOHHOI0 MaTepHaia;

— Tewma Ne 1. [TonsiTHe 3alTUIIICHHON OTIEPAITMOHHON CHCTEMBI

— Tema Ne 2. YrpaBieHue JOCTYIIOM

— Tema Neo 3. Unentudukanys, ayTeHTHOUKAIIS 1 aBTOPU3AIHS

— Tewma Ne 4. MHTeTpatust 3aIIUIICHHBIX ONIEPAIIMOHHBIX CUCTEM B 3aIUIICHAYIO CETh

MeTtoan4yeckne yKazaHus A1 00y4aOMMXCS MO0 MPOXOKAEHHIO J1a00pPATOPHBIX padoT

B xone BbimosHeHHs 1a0OpaTOPHBIX pabOT OOydYarOMIMKCS AOJDKEH YIIYyOMTh W 3aKpenHuThb
3HaHUWs, MNPAKTUYCCKUE HAaBBIKW, OBJIAACTH COBpeMeHHOfI M€TO)11/IKOI7[ M TEXHUKOU OKCIICpUMEHTa B
COOTBETCTBHM C KBaIM()UKAMOHHON XapakTepUCTUKOW oOydatomierocsi. BrimomHenne nabopaTOpHBIX
paboT COCTOUT M3 IKCIIEPUMEHTAIBHO-TIPAKTUIECKOM, pacyeTHO-aHATTUTUIECKON YacTeld 1 KOHTPOJIBHBIX
MEPOIPUATHM.



Brimonaenre 1abopatopHbIX paboT O0YYaIONIMMCS SBJISIETCS HEOTHEMIIEMOW YacThIO U3yUYCHHS
JUCIIMTUIAHBI, ONPeIeNsieMOi Y4eOHBIM TIIAHOM, ¥ OTHOCHTCSI K CPENICTBaM, 00ECIICUHBAIOIIMM PEIICHHE
CIIEIYIOIINX OCHOBHBIX 33/1a4 y 00y4aromerocsi:

—  NpUOOpETEeHUE HABBIKOB HMCCIEAOBAaHUS TPOIECCOB, SBJICHUH U OOBEKTOB, M3y4aeMbIX B
pamMKax JaHHOU ITUCITUTLIAHBL;

—  3aKpervicHUE, Pa3BUTHE U JICTAU3AIMS TEOPETHUECKUX 3HAHUH, MOMYYCHHBIX HA JICKITHSIX;

—  TOJy4YeHHE HOBOM MH(pOPMAITUY MO U3ydaeMOU JUCITUTLTUHE;

— IpuoOpeTeHHe HaBBIKOB CaMOCTOSTENHHOW paboOTHI ¢ JTAOOPATOPHBIM OOOPYIOBaHWEM U
pudOpamu.

3aganue U TpeOOBAHMS K MPOBEAEHUIO JIa00PATOPHBIX padoT

3agaHus IS 1a00OpaTOPHBIX padOT 3aKIIIOYAIOTCS B PEIICHWH 3aJad, PAaCCMOTPEHHBIX B XOC
JICKITAM, TAKNX KaK:

e Vnpasnenue qoctyrnom B Linux
VYupasnenue gocrynom B Windows
AHanu3 onepanoHHbIX CHCTEM
CpencrBa ayTeHTH(GUKAIIMUA OTIEPAIIHOHHBIX CUCTEM
VYmpasienue cpencrsamu ayTeHTrukanuu B Linux
VYmpasienue cpencrBamu ayTenTrdukanun B Windows
JloKyMeHTHpOBaHUE MOTUTUKU O0E30ITaCHOCTH
LleHTpanM30BaHHOE TJIAHUPOBAHKE TIOJIUTUKU 0€30MaCHOCTH B Jiecy gomeHoB Windows
[enTpanu3oBaHHOE IJIAHHPOBAHKE TOMUTHKH Oe3omacHocTr B Linux
JlabopatopHble 3aHITHSI TPOBOAATCS TOCIE YTCHHS JICKIUH, NAIOIIUX TEOPETHUYECKUE OCHOBBI
JUTSL KX BBITTOJTHEHUS. J[OTycKaeTcsl BBIMOTHEHNE JTA00PATOPHBIX 3aHATHN IO IPOYTEHUS JIEKIUH C ETBI0
obOnerdyeHnss W3y4eHHWS TEOPETHUYECKOr0 MaTepuaia IpH HAIWYUM ONHCAaHWH pPadoT, BKIIFOYAIOIINX
HEOOXOUMBIE TEOPETHUYCCKHE CBEACHUS WIIM CCHUIKM Ha KOHKPETHBIC y4eOHbIE M3JaHUs, COAepKallue
9TH CBE/ICHUSL.

[IpemogaBarens UMeET MPaBoO OMPEAEIATH COJepKaHKe Tab0PaTOPHBIX PadOT, BELIOWPATH METOIBI
U CpeJICTBA MPOBEACHUS Ta00PAaTOPHBIX MCCIIEAOBAHHUN, HANOOIIee TIOTHO OTBEYAIOIINE HX OCOOCHHOCTSIM
1 00ecIeunBaroIINe BEICOKOE Ka4eCTBO y4eOHOT0 Tmpoliecca.

[IpemogaBarens ¢GopMupyer pyOexHbIE W WTOTOBBIE PE3yIbTaThl (PEHTHHTH) CTYAEHTa II0
pe3ynbTaTaM BEITIOJTHEHHS JTa0OpaTOPHBIX PadoT.

Ha naGopaTtopHoM 3aHATHH CTYACHT UMEET MPaBO 33/1aBaTh MPEIOJIABATEN0 U (MIH) JTa0OpaHTy
BONIPOCHI II0 COJEPKAHWIO M METOJMKE BBHIMOIHEHUs paboThl W TpeOoBaTh OTBETa MO CYIIECTBY
oOparmeHusl.

CTyIeHT MMeeT MpaBO Ha BBHIMOJIHEHHE JIAOOPATOPHOHW PabOTHl 10 OPUTUHAIBLHONW METOJHMKE C
coryiacyisl TIperojaBaTelsl M TMOJ €ro Hag30pOM — TMpH Oe3yCIOBHOM COOINIIOJCHUU TpeOOBaHUN
0e301acHOCTH.

K BemoxaeHnto 1abopaTopHON paOOTHI AOMYCKAOTCS CTYJAEHTHI, MOATBEPAUBIINE TOTOBHOCTH B
o0beMe TpeOOBaHWH, COMEPKANIMXCS B METOJNYECKUX yKa3aHHSX K JaboparopHOW paboTe W (WiH) B
YCTHBIX MIPEJBAPUTEIbHBIX YKa3aHUIX IPEroaaBaTes.

B xone naGopaTOpHBIX 3aHATHH CTYJEHTHI BEAyT HEOOXOAMMBIE 3alMCH, COCTABISIOT (IO
TpeOOBaHUIO MPETIOIaBaTENls) UTOTOBBIN MUCEMEHHBIH O0TYeT. Ha mepBoM 3aHsATHH IUKJIA JIAOOPATOPHBIX
paboT mpenogaBaTens IOJDKEH JIaTh KOHKPETHBIE YKa3aHUS 10 COCTABJICHUIO U O(QOPMIICHHIO OTYETOB C
Henplo obecreueHus eauHooOpasusi. B 3aBrcHMOCTH OT OCOOCHHOCTEH IMKJIA JIAOOPAaTOPHBIX 3aHATHH
OTYET COCTABIISETCA KaXKJBIM CTYJACHTOM HHIUBHUIYAIbHO, JIUOO OOIIMN OTYET — MOArpymnmon u3 2-3
ctyneHTtoB. [lo oxoHwanmn mabopaTopHOM pabOTBI CTYAEHTHI OOS3aHBI TMPEACTaBUTH OTYET
NpenojaBaTento il IMPOBEpKU C Tocieayromei 3amuToil. [lo cornacoBaHuio ¢ mpemnoaaBaTeneM
JOITyCKaeTCsl TpeACTaBleHHE K 3alluTe OT4YeTa O JIabopaTOpHOH paboTe BO BpeMs CIIEAYIOLIErO
nabopaToOpHOTO 3aHATHS WM B MHIUBHIyalbHbIE CPOKH, OTOBOPEHHEIE C mperoaaBareneM. JlomyckaeTcs
10 COTJIACOBAHMIO C MPEToiaBaTeieM NpeACTaBIIsATh OTYET O Ja0opaTopHOl paboTe B 3JIEKTPOHHOM BHJIE.

JlaGopaTopHoe 3aHSATHE COCTOMUT M3 CICAYIOIIMX SIIEMEHTOB: BBOJHAs YacTh, OCHOBHas H
3aKJTFOYNTENbHAS.

BBogHas wacTe obecriedriBaeT MOJATOTOBKY CTYAEHTOB K BBHITIOJHEHHIO 3aaHUil paboTsl. B ee
COCTaB BXOJIAT:



— (dopMyIMpOBKa TEMBI, LEJIM U 3aJad 3aHATUSA, OOOCHOBaHME €ro 3HAa4MMOCTH B
npodecCHOHANIBHON OATOTOBKE CTYACHTOB;

— M3JI0’KEHHE TEOPETHYECKUX OCHOB paboThI;

— XapaKTepUCTHKA COCTaBa U 0COOEHHOCTEH 3ajaHnil paboThl 1 00BsICHEHHE METOAOB (CcI10co00B,
IPHUEMOB) UX BBIIIOJIHCHHUS;

— XapaKkTepuCTHKa TPeOOBaHMIA K pe3yIbTaTy padoThHI,

— MHCTPYKTaX 10 TEXHUKE 0€30MacHOCTH MPH IKCIUTyaTallH TEXHUYECKUX CPEJICTB;

— NPOBEPKa FOTOBHOCTH CTYAEHTOB BBIIIOJIHATH 3a7aHus paboThI;

— YKa3aHHs 10 CAMOKOHTPOJIIO PE3YJIbTaTOB BHIIIOJIHEHNS 3aaHUI CTYICHTaMH.

OcHoOBHas yacTh BKIIIOYAET MPOLIECC BHIMOIHEHHS JJabopaTopHoi paboThl, ohopMIIEHHE OTYETa U
ero 3amuty. OHa MOXET CONMPOBOXKIATHCS JOMONTHUTEIBHBIME Pa3bsCHEHHSAMH 1O XOAy paboThl,
YCTpaHEHHEM TPYAHOCTEH MpH €€ BBINOJHEHWH, TEKYIIUM KOHTPOJIEM M OLEHKOH pEe3yJIbTaToB
OTICNBHBIX CTYACHTOB, OTBETaMH Ha BOMPOCHl CTYAEHTOB. Bo03MOXHO TpoOHOE BBIOTHEHHUE
3aJaHus(Mii) oA PYKOBOACTBOM IpenoaBaTess.

3aKIII0YUTENIbHAS YaCTh COACPKUT:

— MO/IBEJICHNE OOLINX UTOTOB 3aHSTHS;

— OIICHKY pe3yJbTaTOB PabOTHI OTACIHHBIX CTYICHTOB;

— OTBETHI HA BOIPOCHI CTYJCHTOB;

— BBIJaYy PEKOMEHJAIMA [0 YCTPAHEHHUIO POOEIOB B CUCTEME 3HAHUK U YMEHHUH CTYACHTOB, IO
YIy4IICHUIO PE3yIbTaTOB PaOOTHI;

— cOOp OTYETOB CTYIEHTOB JJI MPOBEPKH, U3JI0KEHHE CBEACHUH, Kacaroluxcs MOATOTOBKH K
BBITIOJIHEHUIO CIIEAYIOIIEH paOoThI.

BBopHas 1 3aKIIOYUTENBHAS YACTH J1a00OPaTOPHOTO 3aHATHUS IPOBOAATCS PpoHTaNBEHO. OCHOBHAS
YaCTh MOYKET BBITIOIHATHCSI MHIUBHIYaIbHO WM KOJJICKTHBHO (B 3aBUCHUMOCTH OT (JOPMBI OpraHH3aluu
3aHATHA).

Ctpykrypa u dopma oT4yera 0 1a060paTOPHO padoTe

Otuét mno JaboparopHoil paboTe odopMISeTCSs HHIUBUAYAIBHO KAXKIBIM CTYICHTOM,
BBITTOJTHUBIITUM HEOOXOAMMBbIE (HE3aBHCUMO OT TOTO, BBIITOJHSIICS JIM SKCIIEPUMEHT WHIUBHUYATbHO I
B COCTaBe TIpymnnbl cTyaeHTOB). CTpaHMLBl OTYETA cJelyeT NPOHYMEpoBaTh (TUTYJIBHBIA JIMCT HE
HyMepyeTcs, Jaliee uaeT CTpaHuia 2 u T.7.). TUTYJBHBIN JIMCT OTYETA IOJDKEH copepkaTh (paszy: «OTuér
no saboparopHoii pabore «Ha3Banume paboTB», YyTh HWXKE: BBHIMONHWI CTyIeHT Tpynmbl (HOMEp
rpynisl) (Gamunus, nHuMaisl)». BHu3y nucta cinenyer ykasath TeKymui ron. Hampumep, OTuér mo
naboparopHoii pabore Ne (Homep pa®oTbl) «BBeneHHe B CIIEKTPalbHBIA aHANM3», BBINOIHUI CTYAEHT
rpymnsl 5221 WBano M.UM. Bropas crtpanumna tekcra, ciexyromias 3a THTYJIbHBIM JIMCTOM, JOJDKHA
HauuHaThCs ¢ myHKTa: Llenp paborel. OTY€T, Kak MpaBUIIO, TOJDKEH COAEPIKATh CIIEIyIOLINEe OCHOBHBIE
paszensl:

1. Hens paboThI;

2. Teopetnueckas 4acTh;

3. IlporpammHoe o0ecriedeHue, uCIob3yeMoe B padoTe;
4. Pe3ynbTarsl;

5. BEIBOZIBI.

B ciiyuae He00X0IMMOCTH B KOHILIE OTYETA IPUBOIUTCS TIEpEUEHb JTUTEPATYPHI.

TpeOoBanus k 0(popMIICHHIO 0THYETa 0 JIA00PATOPHOI padoTe

TeopeTtnueckas 9acTh TOJDKHA COAEP)KAaTh MUHHUMYM HEOOXOIUMBIX TEOPETHUECKHUX CBEJCHHUH O
npeaMeTHoH oOmactu. He crnenyer komupoBaTh LEIMKOM WM YacTHYHO METOJMYECKOE Mocolue
(onucanue) 1abopaTOPHOI PabOTHI UK pa3Aeibl YUeOHHKA.

B pasgene IlporpamMmHoe oOecnedueHue HEOOXOAMMO OIKCaTh, C TOMOIIBI  KaKUX
WHCTPYMEHTAIBHBIX CPEJCTB U KakuM 00pa3oM ObUIM pa3pabOoTaHbl MOJETH W MOJIYYCHBI PE3yIbTaThl.
Pucynku, Gy10K-cXeMbl, ONHCaHUE MOJEIN U €€ OCOOCHHOCTEH, HEOOXOAMMOCTH OTJIAAKH — BCE ITO
JIOJKHO OBITH MPEICTABICHO B YKA3aHHOM pa3zede.

Paznen Pe3ynbTarhl BKIIOWaeT B ce0si CKPUHIIOTHI MPOTPaMMHOTO TPHIIOKEHUS, MOITYYECHHBIE
Opyd  BBIIOJHEHUH JlabopaTopHOil paboThl. PucyHku, rpadpukn U TaOMUIBl HYMEpYIOTCS H
MOJIMUCBIBAIOTCA 3ar0JIOBKaMH.

BBI1BOIBI HE HOIDKHBI OBITH MIPOCTBIM NIEPEUNCICHUEM TOTO, YTO CIIENIAHO. 371eCh BAXKHO OTMETHUTD,
KaKkye HOBBIC 3HAHMA O NPEIMETe HCCIEAOBAHUS OBUIM MOIYy4YeHBI HPH BBHIIOJTHEHHH PabOTHI, K YeMy
NpUBENO OOCYXKICHHE PEe3y/IbTaToB, HACKOJBKO BBIMIOJHEHA 3asBJICHHAs 1IeJb paboTel. BwIBombI 1O
paboTe KaXIbli CTYAEHT JelaeT CaMoCTOATeNbHO. B ciyuae HeoOXoauMocTu B KOHLE OTYETa



npuBoguTcs CHIHCOK JHTEPATyphbl, WCMOJB30BAaHHONW NpH TOATOTOBKE K pabore. B Tekcte oTuéra
JIeNaloTCA KpaTKie CChUIKM Ha JINTeparypy (Y9eOHHWKH, CIIPAaBOYHUKH, WHBIE MCTOYHHKH...) HOMEPOM B
KBaJpaTHbIX CKOOKax, Hamp., [1]. JluteparypHble MCTOYHHKH HYMEPYIOTCS MO MEpe WX MOSIBICHHUS B
TekcTe oTuéra. B KoHIE oTyéra maéres ux moAapoOHBIN cnrcok. Ha Bce HCTOYHMKM CIIMCKA JTUTEPATypPh
JTOJKHBI OBITh CCBUTKH B TEKCTE OTUETA, TaM, I/Ie 3TO HEOOXOIUMO.

IIpu cmaue otuéra mpenonaBaTesb MOXET CAENATh YCTHBIE M NMHCHMEHHBIC 3aMEYaHMs, 3a1aTh
JIOTIOJTHUTENbHBIE BOMPOCH. Bce OTBETH Ha JOMOJIHUTENBHBIE BOMPOCHI, OOCY)KICHHS BBIOJIHSIOTCS
CTYJEHTOM Ha OTAETHHBIX JUCTAX, BKIFOYAEMBIX B OTYET (TIPH 3TOM B TEKCTE€ OCHOBHOTO OTUETA JIEIAaeTCs
CHOCKa WJIHM JPYrod 3HAYOK, KOTOpPOMY OyIeT COOTBETCTBOBAaTh HOBEIM Mmatepuan). [lpum stom
MUCbMEHHBIE 3aMEYaHusl MPEToaaBaTessl TOJDKHBI OCTaThCs B TEKCTE ATl SCHOCTH JUHAMUKHU pabOTHI Haj
OTYETOM.

O06béM oTuéTa MODKEH OBITH ONTHMANBHBIM /ISl TOHWUMAHUS TOTO, YTO W KaK C/AENall CTYyEHT,
BRIMONHSS paboTy. OOs3aTenbHble TPeOOBaHUS K OTYETY BKIIOYAIOT OOIIYI0 M CHEIHANBHYIO
TPaMOTHOCTb U3JI0KEHHS], & TAKIKE aKKYpaTHOCTb OQOPMIICHHSI.

[Tocne npuéma npenogaBareneM OTIET XpaHUTCS Ha Kadenpe.

MeToanyeckue yKa3aHus 1151 00y4aIIIHXCS M0 MPOXO0KIEHHI0 CAMOCTOSITEIbHOI PadoThI

B Xoze BBITIOHEHUS] CAMOCTOSTEIBHON PaOOTHI, 00YJArONIHIACS BBIIONHACT paboTy IO 3aJaHUI0
U [IPU METOANYECKOM PYKOBOJICTBE TIPETIOIaBaTelsl, HO 0€3 ero HeMmoCPeICTBEHHOTO Y4acTHsl.

Jlyis oOyuaronuxcs 1o 3a04Hoi hopMe 00yUYCHHS, CAMOCTOATENIbHAS pad0Ta MOXKET BKJIIOUATh B
ce0sl KOHTPOJILHYIO PaboTYy.

B mporecce BHIMONHEHWS CaMOCTOSTENBHOW padoThl, y oOydaromierocs (opMupyeTcs
1esIeco00pasHoe MIaHMPOBaHKE pabovYero BpeMeH!, KOTOPOE MO3BOJISICT UM Pa3BUBATh YMCHUS U HABBIKU
B YCBOCHHHU U CUCTEMATU3ALIUN HpI/IO6pCTaCMI>IX 3HaHHI7[, O6CCH€‘-II/IB3€T BBICOKHUM YPOBEHb YCII€CBAEMOCTU
B Iepro]] 00y4YeHUsI, TOMOTAET IOJyYUTh HABBIKHU MOBBIIICHHS MPO()ECCHOHATBHOTO YPOBHSI.

MeroauyeckuMH MaTepraiaMy, HalpaBiSIOMIMMH CaMOCTOSATENbHYI0 pPaboTy oOydarommxcs
SABJISAOTCA:

—  y4eOHO-METOIUYECKUA MaTepHall 10 TUCIIUILINHE;

—  METO/IMYECKHE yKa3aHWsS MO BBINOJIHEHHIO KOHTPOJBHBIX padoT (Uil OOydYaromuXcs IO
3209HOH opme 00ydeHus).

MeTtoauyeckne yKazaHusi I OOyYalOUIUXCH 1O TPOXOKAEHUIO NPOMEKYTOYHOM
aTTecTalMu

[IpomesxyTouHas aTrecTanusi 0Oy4aroLUIUXCs MPeIyCMaTpUBAaET OLEHUBAHUE NPOMEXKYTOUHBIX U
OKOHYATEJIbHBIX PE3YJIbTAaTOB 00ydeHus 1o Aucuuruinae. OHa BKIIOYaeT B ceOst:

— JK3aMeH — GopMa OIEHKH 3HaHHH, MOJYYEHHBIX 00yJaroImumMcs B Mpolecce U3ydeHHsl BCe
JUCIUIUIMHBl WJIM €€ YacTH, HAaBBIKOB CaMOCTOSITEIBHOW pabOThI, CIOCOOHOCTH MPUMEHSTh HMX IS
peLIeHNs IPAKTUUECKUX 3a7ay. DK3aMeH, KaK IPaBUIIO, TPOBOIUTCS B MEPUO]] SK3aMEHAIIMOHHOM CeCCUn
M 3aBepliaeTcss ATTECTALMOHHOW  OLEHKOH  «OTIMYHO», «XOPOLIO»,  «YAOBJIECTBOPUTEIBLHOM,
«HEYJOBJIETBOPUTEIILHO.

— 3a4eT — 3T0 GopMa OICHKH 3HAHUH, IMOJyYEeHHBIX 00yJaroIUMcs B X0JIe U3yUeHHsT YIeOHOM
JTUCITUIUTAHBI B TIEJIOM WJIH TPOMEXYTOUYHAas (110 OKOHYAHUHM CEMECTpa) OlleHKa 3HAHUI 00yJaromuMcs 1o
OTJIENBHBIM pa3jiesiaM JUCHUIUINHBI C aTTECTAllMOHHON OLIEHKOHN «3a4TE€HO» WIN «HE 3aUTCHOM.

— nuddepeHIpoBaHHBIN 3aueT — 3TO (GOpMa OLEHKH 3HAHUH, MOJYYEHHBIX O0O0yYaroInuMCs

NPy HM3YYECHUH JUCUUIUIMHBI, TPW BBINOJHEHHH KYPCOBBIX IPOEKTOB, KYPCOBBIX paboT, HaydyHO-
UCCJIEIOBATENBCKUX PAOOT U MPOXOKACHUH [IPAKTUK C aTTECTALIMOHHOM OLIEHKON «OTIMYHO», «XOPOILO»,
«YAOBIETBOPUTEIBHO», KHEYAOBIETBOPUTEIBHOY.
Cucrema OLIEHOK NpU NPOBENECHUU IMPOMEXKYTOUHOW aTTECTallMM OCYILECTBISAETCS B COOTBETCTBUU C
TpeboBanmsMu [lomoxkennit «O TekylieM KOHTpOJIE YCIEBAEMOCTH M MPOMEXKYTOYHOH aTTecTaluu
crynentoB ['YAIL, oOy4aromuxcsi Mo mnporpaMmam BbICIIEro oOpazoBaHusi» u «O MOIYJIBHO-
PEUTHHIOBOI cUCTEME OLIEHKH KauecTBa yueOHoM paboThl cTyneHToB B [ 'Y All».
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