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Ko HanpasieHus noAroToBkw/

| Ko wanp o 10.05.03
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| be30nacHoCTh OTKPBITHIX HH(OPMALHOHHBIX CHCTEM
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|

| l'oa npuema 2024

Cankr-ITerepGypr— 2024

(IONKHOCTD, Y4, CTENEHD, 3BaHNE) (munumansy, hamuans)




AHHOTaUs

Hucuumnuna  «TexHomoruu  3alIUTBl  BJEKTPOHHBIX — IUIATEXei»  BXOOUT B
00pa3oBaTelbHYI0 MPOrpaMMy BBICIIETO OO0pa3oBaHUs — NPOrpaMMmy CIELHUATUTETa IO
HarmpaBjeHuto moaroToBku/ cnenuanbHocTH  10.05.03  «MHbopmanmonHas 0e30MacHOCTh
ABTOMATU3UPOBAHHBIX CHCTEM» HANPABICHHOCTU «be30MacHOCTh OTKPHITHIX HH(POPMAITMOHHBIX
cucreMy. Jlucuumimaa peanusyercs kadenpoit «Ne33».

JlucuurinHa HarelneHa Ha (POPMHUPOBAHKE Y BBITYCKHUKA CIICIYIOIIUX KOMITETCHIIUN:

[IK-2 «Cnocoben ¢opmupoBaTh TpeOOBaHHS K 3amuTe HHGOPMAalMU B OTKPBITHIX
WH(OPMAIIMOHHBIX CUCTEMAX)

[1IK-4 «CnocobeH ocylecTBIsITh paboThl O pa3paboTKe CUCTEM 3allUThl WH(OpMAaLIUU
ABTOMATU3UPOBAHHBIX CUCTEM

[IK-7 «CriocobeH ynpaBisiTh pa3BUTHEM CPEACTB 3alUTHl OTKPHITHIX WH(GOPMAIIMOHHBIX
CHUCTEM OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIa

I[IK-9 «CnocobGeHn ocymecTBIsTh padOTHl MO OIEHKE paboTOCIOCOOHOCTH U
3¢ (HEKTUBHOCTH MPUMEHSIEMBIX TIPOTPAMMHO-ANIAPATHBIX CPEJICTB 3aIIUTHl HHPOPMAITUI

[IK-11 «CnocoOeH mNpoBOIUTH OLEHKY YpPOBHS HH(POPMAIIMOHHON O0€30MacHOCTH
OTKPBITBIX HHPOPMAITHOHHBIX CUCTEM)

CopepxaHue TUCIHUIUIMHBI OXBAaThIBAET KPYT BOIPOCOB, CBSI3AHHBIX C MPUMEHEHUEM Ha
MpakTUKE TMpeJiaraeMble B HACTOSIIEE BPEMS METOIbl 3alUThl  KOH(HUIACHIIMAIbHOU
uH(popManuu (IpaBoBbIe, OpraHU3aI[MOHHEIE, IPOTPAMMHBIE U allapaTHbIE) IPU OPraHU3AlNH U
MOJIJICPIKKE AIEKTPOHHOTO OM3HECA.

[IpenogaBanne AMCHUIUIMHBI MpEeAyCMAaTpUBaeT cienyromue QopMbl OpraHu3aluu
yueOHOro MmpoIiecca: JICKIHH, J1abopaTopHbIe pabOThI, CAMOCTOSATEIbHAS padoTa CTYACHTA.

[IporpaMMoii IUCHUIUIMHBI TPETYyCMOTPEHBI CIEAYIOIIUME BUABI KOHTPOJIA: TEKYIIMA
KOHTPOJIb YCIIEBAEMOCTH, TPOMEKYTOUHAs arTecTanus B (hopMe dK3aMeHa.

OO6mias TpyA0EMKOCTh OCBOEHUS AMCIMILTUHBI COCTaBIseT 4 3a4eTHBIX eAuHHIbI, 144
yaca.

S3bIK 00yUYeHUs IO TUCIHUILTUHE KPYCCKHM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB O0OYUYEHUS IO JUCIUILTAHE
1.1. Tlenu npenomaBaHus JUCITUTUTMHBI
[enpro n3ydeHUs: y4eOHON NUCIUIUIMHBI SIBISICTCS 00€CIeYeHHe OCBOCHUS 00YJarOIIUMUCS
pO(eCCHOHATBHBIX KOMIICTCHIIMM, 3aKTFOYAIONIIMXCS B OOIICH TOTOBHOCTH M CIIOCOOHOCTH
OPUMEHSTh Ha TMPAKTHKE TMpeajiaraéMble B HACTOSIIEE BPEMsl METOJIBI  3alllUThI
KOH(QUICHIMAIBLHOW HWH(popManuu (IpaBOBbIC, OPraHU3AIMOHHBIC, MPOTPAMMHBIE U
anmapaTrHbIe) IPU OpTaHU3aIUH | MOIEPIKKE IJICKTPOHHOTO OM3Heca.
[Tpy M3ydeHHMHM TUCIHUIUIMHBI PEIIaeTcs 3ajada IOJydeHHUs O0y4aeMbIMH TEOPETHYCCKHX
3HAHWA W TPAKTUYECKUX HABBIKOB B OOJIACTH TPUMEHEHUS 3aIlUTHBIX MEXaHU3MOB IPH

OpFaHH3aHHHI{BeﬂCHHHBHeKTPOHHOFO6H3HCC&

1.2. JucumrmiuHa

BXOOUT B

coCTaB

yactd, (QopMHpPYEeMOH  y4aCTHUKAMHU

00pa3oBaTeNbHbIX OTHOIICHUH, 00pa30BaTEeNIbHOI MpOrpaMMbl BHICIIET0 00pazoBaHus (ianee —

OI1 BO).

1.3. IlepeueHb IIaHUPYEMBIX PE3YIBTATOB OOYYEHUS 110 TUCLIUIUINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pesynbrare m3ydeHus TUCHMIUIMHBI OOyYaroOLIUics TOJDKEH 00MajaTh CieqyIoIuMH
KOMIIETSHIIMSIMUA WJTH WX 9acTsMH. KoMIeTeHIMu 1 WHAMKATOPHI UX JOCTHKCHHS TPUBEICHBI B

Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMI U HHINKATOPOB MX JOCTHXKCHHS

Kareropus (rpynna) | Kon u HaumeHoBaHue Koz u HanMeHoBaHMe HHANKATOPA
KOMITETCHITHT KOMIICTCHITHT JTOCTHKCHHS] KOMIIETEHITUN

I1K-2 Cnocoben

dbopMupoBath [1K-2.3.3 3HaTh cr1ocOOBI peaau3aluu yrpo3

TpeOOBaHUS K 3aLUTE 0€30MacCHOCTH B aBTOMAaTHU3UPOBAHHBIX
[Tpodeccuonanbubie
S —. uH(popMaIuu B cucTeMax

OTKPBITBIX [1K-2.3.4 3HaTh nocieaCcTBUS OT HapyILIEHUs

MH(OPMAIIMOHHBIX CBOICTB Oe30macHOCTH UHPOPMAITUU

cucTemMax

ITK-4 Criocoben

OCYWECTBIATL PadOTE! [1IK-4.Y.2 ymeTh onpeaensiTh TUIBI CYObEKTOB
[TpodeccuonanpHbie | MO pa3pabOTKe CUCTEM

1 00BEKTOB JIOCTYTIA, SBIISIOMUXCS 00bEKTaMHU

KOMITETCHIINH 3aImuThl THGOPMAITII -

ABTOMATHU3UPOBAHHBIX

CUCTEM

ITK-7 Criocoben

YIPABJSITH pa3BUTHEM

CPE/ICTB 3alIUTHI [1K-7.B.1 BnajeTh HaBbIKAMU OpPTaHU3AINH U
[IpodeccnonanbHbIC | OTKPBITHIX KOHTPOJISI 32 BBITIOJTHEHHEM PaboT 1o
KOMITETEHIIMH UH(OPMAITMOHHBIX Pa3BUTHUIO U MOAEPHHU3ALMU CUCTEM 3AILUTHI

CHUCTEM OT nHpopmanuu

HECAaHKI[MOHUPOBAHHOTO

JocTyna

ITK-9 Criocoben

OCYIIECTBIISITH PaOOThI

10 OLIEHKE
[TpodeccrnonanbHbie padorocnocodHoCTH [1K-9.3.2 3HaTh MOPSIIOK OpraHu3aIyu padboT
KOMITETCHITHH PbdexTBHOCTH 10 3anuTe HHhOpMAaITuu

MIPUMEHSIEMBIX

MIpOrpaMMHO-

anmnapaTHbIX CPEJCTB

3alMThl HH(pOpMALUU
ITpodeccuonanbuspie | [TIK-11 Cnocoben TIK-11.B.1 Bnaners HaBBIKAMHU OLIEHKH




KOMIIETEHIINH IIPOBOJIUTH OLIEHKY paboTOCIOCOOHOCTH NPUMEHAEMBIX
YPOBHS MIPOrpaMMHO-aIMaPaTHBIX CPEICTB 3aALUTHI
MH(POPMALIMOHHOM UH(POPMALIUYU C UCIIOIb30BAHUEM LITATHBIX
0e30macHOCTH CPEICTB U METOAMK
OTKPBITBIX T1K-11.B.2 BiazeTh HaBbIKAMU OLI€HKU
UH(POPMALIMOHHBIX 3¢ (EKTUBHOCTH IPUMEHSAEMBIX CPEJICTB
cucTeM 3alUThl UH(OPMAIUK, OLIPEJEIICHUE UX

YPOBHS 3alUIIIEHHOCTH

2. Mecro nucuurnHbl B cTpykType OI1

Jucnunimna 6azupyercss Ha 3HAHUAX, paHee MPUOOPETEHHBIX OO0YYarOIIMMHUCS MPU WU3Y4YECHUU
CIIEYIOINX JAUCLHUIUINH:

DKOHOMHMKA

MesxtyHapoaHbIi Ou3HecC

MupoBasi 53KOHOMHUKA

[TpousBoacTBEeHHAs (9KCILTyaTallMOHHAS ) TPAKTHKA
TexHOJIOTUH 3alUTHI OT CKPBITON MepeJauu TaHHbIX
3ammura OT BpeOHOCHBIX MTPOTrpaMMm
[TpousBoacTBEeHHAs (KOHCTPYKTOpPCKasi) IpaKkTUKa
VYueOHast (03HAKOMUTENbHAS) IPAKTUKA

Y4eOHast mpaKTHKa

Pacnipenenennsie cet XpaHeHUS JaHHBIX
Pacnpenenennpie UHPOPMAIIMOHHBIE CUCTEMBI
3amuTa HHGOPMAIMH B paclpeeeHHbIX HHPOPMAIIMOHHBIX CUCTEMAX
YcTpoiicTBa U cucTeMbl OECIIPOBOIHOM CBSI3U
TexHonoruu 06pabOTKU ayu0- U BUACOJAHHBIX
MynbTMenna TEXHOIOTHI

3HaHI/I$[, IMOJIYYCHHBIC TIpW H3YUYCHHUH MaTcpuajia )IaHHOﬁ JUCIHHMIIIIMHBI, HMCIOT Kak
CaMOCTOATCIIBHOC 3HAYCHNUE, TAK U UCITIOJIB3YIOTCS ITPU U3YUCHUHN APYIUX NUCHHUILIINH:

Hayuno-uccnenoBarenbckas padbora
[Tpon3BoICTBEHHAS TPEJIUITIOMHAS ITPAKTHUKA
3. O0BeM u TpyI0EeMKOCTh TUCITUTLIAHBI
Jlanubie 00 oOmieM 00beMe AUCIUIUIMHBI, TPYIOEMKOCTU OTIEIBHBIX BUIOB y4eOHOI

pa6OTLI MO JTUCHHUITIINHE (I/I pacnpeaciiCHuC 3TOH TPYAOCMKOCTH 110 CeMeCTpaM) MMpCeACTaBJICHBI B

Tadnwue 2.
Tabnuna 2 — O0beM U TPYAOEMKOCTh JUCIUIIIINHBI
TpynoemMkocTs 1o
Bun yuebHo# paboThI Bcero ceMecTpam
Nel0
1 2 3
Oowan mpyooemKkocmp oucyunIuHbl, 4/ 144 4/ 144
3E/ (uac)
H3 nux uacoe npakmuueckoii n0020moeKu 34 34
AyoumopHhuie 3auamus, BCero vac. 68 68
B TOM YHCJIC:
nexuu (JI), (gac) 34 34
npakTudeckne/cemunapckue 3ansatus (I13),
(dac)
naboparopusie pabots (JIP), (dac) 34 34




KypcoBoii mpoekT (padota) (KII, KP), (uac)

9K3aMeH, (Jac) 54 54
CamocmosamenvHnan paboma, Bcero (dac) 22 22
Buo npomescymounoit ammecmayuu:. 3ayer,
mudd. 3ager, sx3amed (3auer, Judd. 3aq, OK3. OK3.
DK3.*%*)

K

IIpumeuanue: kaHaUIaTCKUil SK3aMeH

4. CopepxaHue JUCIUTUTUHBI
4.1. PacnpeneneHue TPyJIOEMKOCTH JUCIMILIAHBI IO pa3/ieiiaM U BUIAM 3aHITHI.
Paznensl, TeMBI JUCHUTIIMHBI U MX TPYAOEMKOCTh IPUBEICHBI B TAOIUIIE 3.

Ta6ymmma 3 — Pa3nensl, TeMbl TUCHUIUIMHBI, KX TPYI0EMKOCTh

Pazgenbl, TeMbI JUCITUTIIMHEI Hexum | 113 (C3) P KII CPC
(dac) (qac) (qac) (dac) (gac)
Cemectp 10
Paznen 1. DnexkTpoHHbIE IJIATEKHBIE CHUCTEMBI. 4 4 4
Buapl 37eKTpOHHBIX CHCTEM B3aUMOPACUYETOB U
OpraHu3aIus MIaTexen
Pasnen 2. OcHOBHBIE MOJENM 3JIEKTPOHHOU 4 4 4
KOMMEPILIHUU
Paznmen 3. Yrpo3sl 0e30mMacHOCTH 3IIEKTPOHHOH 4 4 4
KOMMEPIIMM W DJIGKTPOHHBIX  IJIATEXKeH.
besonacHocTh OAHKOBCKHUX CTPYKTYP.
bezonacHocTe B GaHKOBCKasg cdepe, KpeIuTHbIE
KapTOUKH.
Paznen 4. llomutuka  umHGpOpMaMOHHON 4 4 4
0€30IacHOCTH. [TocTpoenwue cuCTeM
0€30I1aCHOCTH JIEKTPOHHOI0 OHM3HEca.
Paznen 5. Meroasl u cpenctBa oOecriedeHUs 4 4 4
UH(POPMALIMOHHOM 0€30MacHOCTH 3JIEKTPOHHOTO
Ou3Heca
Pa3nen 6. KopniopaTtusHele cTaHapThI 6 6 2
obecrnieueHust THPOPMAIIMOHHON 0€30MacHOCTH
cucreM. Crannapt LlenTpanbHoro 6anka Poccun
110 3aIuTe HHPOPMAIUH
Pasnen 7. BezomacHble MPOTOKOJIBI 8 8
B3aMMO/IEICTBUS C BeO-CepBUCAMHU
Hroro B cemectpe: 34 34 22
Htoro 34 0 34 0 22

[IpakTnyeckass MOATOTOBKA 3aKJIOYAeTCsl B  HEMOCPEJICTBEHHOM  BBIIIOJHEHUU
Oo0yJarolUMHUCS ~ OMNpENEeNeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;ymiei
poQeCCHOHATBHOM 1eATEIbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanue pas3iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B TaOIuIE 4.

Ta6mmma 4 — ConepxaHue pa3esioB U TeM JEKIIMOHHOTO UK

Howmep paznena HaszBanue u congepkanue pas3iesioB U TEM JICKIIMOHHBIX 3aHATHI




BHCKTpOHHBIC IJIaTCXKHBIC CUCTEMBI. BI/I,Z[I)I SJICKTPOHHBIX
CHUCTCM B3aMMOPACUYCTOB U OpraHu3anus IIaTeXeH

OCHOBHBIC TIOHSITHS U TEPMHUHBI JICKTPOHHON KOMMEPITHH U
ousHeca. [TorsiTre anekTpoHHON KomMmepinu. Kpatkuit 0630p
OCHOBHBIX MOHATUH. THIONOTHS IIEKTPOHHONH KOMMEPIIUH.
CTpyKTypa OCHOBHBIX OM3HEC-MOJIEICH IIEKTPOHHOM
kommepIn. OCHOBHBIC OTJIMYHSI U 0COOCHHOCTH MOJICIICH.

[ToreHnManbHBIE YTPO3bI JEKTPOHHOTO OU3HEeca. OCHOBHbIE
3agaun obecriedeHusi 0€30nacHOCTU MHGOpMATUU
XO3SAHUCTBYIOLIETO CYOBEKTa MPH BEJCHUN HJIEKTPOHHOTO
ouszHeca. OneHka ys3BUMOCTH CUCTEM JIEKTPOHHON KOMMEPIUH.
AHaIIN3 1 MEXaHU3MBI OLIEHKH PUCKOB JIEKTPOHHOT'O OM3HEcA.
[Toctpoenue monenu 3noymbluieHHUKa. Kinaccudukanus
MPECTYIUICHUH B DJIGKTPOHHOM Om3Hece. Kiaccudukanus u
o011as XapakTepUCTUKA KOMITBIOTEPHBIX MPECTYIIICHUH. AHAIN3
Y OLICHKA ITOCJIEICTBUI KOMIIBIOTEPHBIX IIPECTYIUICHUH Ha
OCHOBE COBPEMEHHOM CTaTUCTHKHU.

[TonuTrka nHGOPMAIMOHHOM 6E30MaCHOCTH B CUCTEMAaX
3JIEKTPOHHON KoMMepuuu. CTaHIapThl HOCTPOCHUS CUCTEM
3aIUThl UHPOPMALIUU U IPAKTUYECKOE IPUMEHEHNE UX
TpeboBaHu 11 oOecrieueHus] HHHOPMAIIMOHHON 0€30IIaCHOCTH
CHUCTEM IEKTPOHHOU KOMMepunu. KopriopatuBHbIe CTaHIAPTHI
oOecnieyeHHs HHPOPMALIMOHHOMN 0€30MaCHOCTH CUCTEM.
Cranpapr LlenTpansHoro 6anka Poccuu no 3amure
unpopmanuu (CTO BP UBBC-3.0-2014 «Ob6ecneuenue
MH(pOpPMaLMOHHON 6€30MacHOCTH OpraHu3aluil 0aHKOBCKON
cucreMsl Poccuiickoit @enepanun» (¢ uameHenusmu 2014 r.).
OCHOBBI IOCTPOEHHUS U MEHEIKMEHTA CUCTEM 0€30M1acCHOCTU
AJIEKTPOHHOI0 OM3Heca. AyIUT cucTeM HHPOPMAIlMOHHOMN
0€30MacHOCTH JIEKTPOHHOTO OM3HECa.

OCHOBBI TOCTPOEHUSI U UCTIONIB30BAaHUS OAHKOBCKHX
nH(pOpMaLMOHHBIX cucTeM. OCHOBHBIE 33a/1a4M U (QYHKIUH.
0O0630p 6aHKOBCKMX MH(POPMAIIMOHHBIX cUCTeM. BupTyanbHbie
0anku. UaTepHeT-06ankunr. Obecrneuenne 6€30macHOCTH B
6aHkoBCKOM chepe. OcOOEHHOCTH IEKTPOHHBIX METO/I0B
mnatexa. L{udpoBas HATMYHOCTE. DJIEKTPOHHBIE TIIATE)KHBIC
cuctembl. OCHOBHBIE IPUHIUIIBI BHEPEHNUS IIIATEXHBIX CUCTEM
B DJIEKTPOHHYIO KOMMEPIIHIO.

Pacnipenenenne GpyHKINN U TOPSAOK B3aUMOJICHCTBHUS
Mo/Ipa3ieNIeHU Ha Pa3IUYHBIX dTarnax KU3HECHHOTO IHKJIa
uH(pOpMaIMOHHBIX MoAcucTeM. OTBETCTBEHHBIE 32
nH(pOpMaAITMOHHYIO 0€30TTaCHOCTH B TIO/IPA3/ICTICHUSX.
AJIMUHHCTPATOPBI IITATHBIX U IOMOJIHUTEIbHBIX CPEACTB
3amuThl. [lompasneneHust TEXHUYECKOM 3alUThl HHPOPMAIIUH.
Cucrema OpraHu3alMOHHO-PACTIOPSAUTENbHBIX TOKYMEHTOB
OpraHu3aIlH MO0 BOIIpocaM obecriedeHus: 0e30macHOCTH
WH(OPMALIMOHHBIX TEXHOJIOTHI. PermamMenTanus aeiicTBUii Bcex
KaTerOpHil COTPYTHUKOB, TOMYIIEHHBIX K paboTe C
WH(OPMAIIMOHHBIMU CUCTEMaMU

CereBble yrpo3bl, ysI3BUMOCTH U aTaku. CpencTBa oOHApYKEHHS
ys3BUMOCTEN y3i10B [P-cereli n aTak Ha y371bl, IPOTOKOJIBI U
ceTeBble CIyxObl. [lomydenne onepatuBHON HHGOPMAITUH O




HOBBIX YA3BUMOCTSX U atakax. CriocoObl ycTpaHeHus
YS3BUMOCTEN U POTUBOACHCTBUS BTOPKEHUSAM HAapYyLIUTEIEH.

4.3. TlpakTtuueckue (CEMHUHAPCKHUE) 3aHATUS

TeMmbl MpakTHYECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBEICHBI B TAOIHIIE 5.

Ta6ymma 5 — [IpakTrdeckue 3aHsITHSI U KX TPYJ0EMKOCTh

N3 Hux No
No | Tembl npaktrueckux | opMbl IpakTUYECKUX | TpPymOEeMKOCTb, |IPaKTUYECKOM |pasjieia
/1 3aHSATUN 3aHATUN (uac) MOJATOTOBKH, | TUCIIHII
(gac) JIMHBI
VY4eOHBIM MJITAHOM HE MPEAYCMOTPEHO
|
Bcero
4.4. JlabopatopHble 3aHATUS
Tembl 1aG0OpaTOPHBIX 3aHATUHN U UX TPYIOEMKOCTh IPUBEACHBI B Ta0HIIE .
Tabnuna 6 — JIabopaTopHbI€ 3aHSATHS U UX TPYJIOEMKOCTb
N3 Hux Ne
Ne Hanmenosaame 1aGOpaTOPHBIX paGoT TpynoeMKoCTb, | TPaKTUYECKOW | pa3aena
/o (gac) MMOJATOTOBKH, | JHMCIIHI
(gac) JIMHBI
Cemectp 10
1. | AHanu3 31eKTPOHHBIX CUCTEM 1 1 1
B3aMMOPACUETOB
2. | AHanu3 M opraHu3aIys maTexen 1 1 1
3. | IlocTpoenue MozeaH 3NEKTPOHHON 1 1 2
KOMMEPIIHUH
4. | AHanu3 Ge3omacHOCTH 0(OPMIIEHUS 1 1 3
KPEJIMTHBIX KapTOYEK
5. | [locTpoenue cucrema 6€30MacHOCTH 1 1 4
JIEKTPOHHOTO NIEPEBOJA
0. 3amura 3JIeKTPOHHBIX IUIATEeXEN C IOMOLLBIO 2 2 5
TOKCHU3alluHU
7. 3amura 3JeKTPOHHBIX IIaTexkel ¢ nomomso EMV u 2 2 5
P2PE
8. | OcHOBHBIE OJIOKEHUS KOPIIOPATUBHBIX 2 2 6
CTaH/IapTOB obOecriedeHns] THPOPMAIIMOHHOM
6e30MacHOCTH
9. | OcHOBHBIE MTOJIOKEHHSI CTAaHAAPT 2 2 6
enTtpansHoro 6anka Poccun mo 3ammre
nHpopManuu
10. | [IpumeHeHne Ge30MacHbBIE TPOTOKOJIBI 2 2 7
B3aMMOJICHCTBUS C BeO-caiiTamu
11. | Ilpumenenue Oe30nacHble TPOTOKOJIIBI 2 2 7
B3aMIMOJICHCTBHS C BeO-CepBUCAMU
Bcero 34 34

4.5. KypcoBoe nMpoeKTUpoBaHUE/ BHITOTHEHUE KYPCOBON PabOThI

Y4eOHBIM MJIAHOM HE TPEAYCMOTPEHO




4.6. CamocrosarenbHas paboTa 00yJarouInxcs
Bunel camocTosiTennbHOM paboThI U €€ TPYAOSMKOCTh ITPUBEICHBI B TAOIHUIIE 7.

Tabmmua 7 — Bugsl caMoCTOSTENIbHOW PabOTHI U €€ TPYIOEMKOCTb

. Bcero, | Cemectp 10,
Bun camocrositensHO#M paboThI

qac qac
1 2 3
H3ydeHue TeopeTHUecKoro MmaTepuania 10 10

nucuurnael (TO)

KypcoBoe npoextuposanue (KII, KP)

Pacuerno-rpadguueckue 3ananus (PI'3)

Brimonaenue pedepara (P)

[ToaroroBka K TEKyIeMy KOHTPOJIIO 6 6
ycneBaemoctu (TKVY)

Jomamnee 3aganue (/13)

KonTponbubie pabotel 3a0uHNKOB (KP3)

IToaroroBka K MpoOMeEXyTOYHOU
6 6
atrecrauuu (I1A)

Bceero: 22 22

5. [lepedyenn yueOHO-METOIUYECKOTO 0OECTICUCHUS
JUIS CAMOCTOSITENIbHON paboThl 00yUaroIUXCsl [0 JUCHUIUTMHE (MOJYJIIO)
Y4eOHO-MeTOAMYECKE MaTepHasbl Il CaMOCTOSITENIbHOM padOThl 00yYaromMXCsl yKa3aHbl B
. 7-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUE€OHBIX U3TaHUN
[lepedyeHb MeUaTHBIX U DJEKTPOHHBIX YYeOHBIX M3/IaHUH MPHUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeyeHp Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX MU3AaHUMN

Kommuaectso
9K3EMILISIPOB
Ug_ll_nilrl))/ec bubnuorpaduyeckas ccpiika i 6125;:;261(6
AIEKTPOHHBIX
IK3EMIUISIPOB)
004.05B75 Boponos, A. B. OcHoBBI 3a111uThl HH(GOPMALIUU: 74

yuebHoe nmocodue/ A. B. Boponos, H. B. Bonommuna.
- CII6.: T'OY BIIO "CITI6I'YAIT", 2009. - 78 c.

004 I1II 22. Hlansrun, B. @ NudpopmannonHas 6€30macHOCTb 8
[Tekct]: HayuHO-

nonyinsipHas nureparypa / B. @. llanprun. - M.:
JAMK TIlpecc, 2014. - 702 c.: puc. -
(AIMUHHMCTPUPOBAHUE U 3aIIMTA). - 3ari. 00.:
Nudopmanmonnas 6€30MacHOCTh U 3alIuTa
uHpopmanuu. - bubnuorp.: c. 679 - 685 (100 Hass.). -
ITpeam. ykas.: c. 686 - 701

004 P 69 PomanbkoB, B. A. Beenenue B kpuntorpaguto [Texct] : | 8
KypC JICKITUH /




B. A. PoMaHBKOB. - 2-¢ U311., KCTIP. U JIOIIL. - M. :
D®OPYM, 2015. - 240 c. - bubmumorp.: c. 233 - 234
(28 nasB.). - [IpenM. ykas.: c. 235 - 239. - ISBN 978-
5-91134-573-0 : 431.00 p.

004 P 98 Ps6xo, b. S. Kpuntorpaduueckre METObI 3aIUTHI 10
uHpOopMaIU

[Tekct] : yaebHnoe nocobue / b. 5. Psoxo, A. H.
®UOHOB. - 2-€ u31., ctep. - M. : ['opstuas muHMs -
Tenexom, 2014. - 229 c. : puc. - (CriennaabHOCTD IS
BBICIIUX Y4eOHBIX 3aBeleHuit). - bubmmorp.: c. 218 -
221 (36 Has3B.). - [IpenM. ykas.: c. 222 - 226.

http://e.lanbook.com/ | Illanbrun, B.®. 3anmra nadopmanuu B
books/element.php?pl | KOMITBIOTEPHBIX CHCTEMAX M CETAX [ DIIEKTPOHHBII
1 id=3032 pecypce] : yuebHoe mocobue. — DIEKTPOH. 1aH. —
M. : AMK IIpecc, 2012. — 592 ¢

004.49(075)E 60 Emenbsirosa, H. 3. 3amura undopmanuu B 10
MepPCOHATBHOM KOMIIbIOTEpE: yaeOHoe mocooue / H. 3.

Emenssnona, T. JI. [Tapteika, U. U. Tlonos. - M.:
dOPYM, 2009. - 368 c.2.

X 147 SAxosen, E. H. IIpaBoBbIe OCHOBBI 0OECTICUCHUS 9
nHpOpPMAIMOHHOH Oe30macHocTH Poccuiickoit
Oenepannu [ Teker] : yuebHoe mocobue / E. H.
Axosen. - M. : IOpmuruadopm, 2010. - 336 c.

004 M 48 Menbsaukos, B. I1. 5
3ammra uapopmanmn [ Tekcr] : yaeOnuk / B. I1.
Menbnukos, A. 1. Kynpususos, A. I'. Cxuprnanse ;
pen. B. I1. Menbuaukos. - M. : Akagemus, 2014. - 304c.

Turos, A.A. HxeHepHO-TeXHUYECKas 3aIlIuTa
http://e.lanbook.com/ | uadopmaruu [DnekTpoHHBIN pecypc] : yueOHOoe
books/element.php?pl | mocobue. — DnekTpon. man. — M. : TYCVYP

1 _id=4959 (Tomckwii TOCYTapCTBEHHBIN YHHBEPCUTET CHCTEM
yTIpaBJICHUs U PaIM0IEKTpoHUKN), 2010. — 195 c.

7. TlepeueHb 2MEKTPOHHBIX 00pa30BaTENbHBIX PECYPCOB
WH(OPMAITMOHHO-TEIICKOMMYHHKAITMOHHOH ceTn « THTepHEeT)
[Tepeuens AIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB nH(pOPMaIIMOHHO-
TEJICKOMMYHUKAIIMOHHONW ceTn «MHTepHeT», HEOOXOIMMBIX I OCBOCHHS JTUCITUILIAHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATEIBHBIX PECYPCOB HHPOPMAIMOHHO-
TEJIEKOMMYHUKAMOHHOM ceTH «HTepHeT»
URL anpec HaunmenoBanue

http://www.cyberplat.ru | miarexnas cucrema CyberPlat, mpeanasHadena s aBTOpU3aIiu
nokynaresueil B IHTepHET 1 MpoBepKe MX IIATSIKECITOCOOHOCTH

http://www.assist.ru cucteMa kapTouHbIx miarexeil B Uurepuer ASSIST (kapter VISA,
EuroCard/MasterCard, JCB, Diners Club, American Express) 6e3
PETHCTPAINK MX BIAJICIIBIECB B CHCTEME

http://www.rbc.ru PocbusnecKoncantunr. Bech criektp menoBoit nabopmanmu. bupxu
“on-line”, 5KOHOMHYECKHE UTPHI “on-line”

http://www.diasoft.ru KOMMepueckre 0aHKH, coeperarebHble OaHKH, MEKIyHAPOIHbIC
(bl/IHaHCOBLIe oprann3anv, THBCCTUIIMOHHBLIC KOMIIAHWH,




JICTIO3UTAPUHU K PETUCTPATOPHI, (DOH/IBI JOBEPUTEILHOTO YIIPABIICHUS,
CTanOBBIe KOMIIaHUH, HpOI/I3BOI[CTBCHHBIe, 6IOII)KGTHBIC nu TOpI‘OBBIe
MPEINPUATHS, 3aKa3HbBIC MPOEKTHI, aHATH3 (PMHAHCOBOTO COCTOSHHS
0aHKOB, KOHCAJITHHT

http://www.infobez.ru | 6e3omacHocTh HHGOPMAIMOHHBIX cucTeM IlopTan mo 6e3o0macHOCTH
HH(OPMAIIMOHHBIX CHCTEM

http://www.cyberpol.ru | cnenuaau3upoBaHHbIN HayIHO-HH()OPMAIHOHHBINA CalT
"KomnproTepHast mpecTynHocTh U 00prda ¢ Hew"

8. IlepeueHp MHPOPMALIMOHHBIX TEXHOJIOTUI
8.1. [lepeyenbp mporpaMMHOr0 0OeCHeueHUs, HCIOJIb3YEeMOT0 IPH OCYIIECTBICHUU
00pa30BaTeNILHOrO Mpolecca M0 AUCLUIINHE.
[lepedyeHp UCTIONB3yEeMOT0 IPOTPaAaMMHOTO obecniedeHus npeacrasieH B Tadumie 10.

Ta6mmma 10— [Tepeyers mporpaMmMHOTo oOecreueHus

Ne i/ HanmeHnoBaHue

He npenycmorpeno

8.2. IlepeueHp HH(OPMAOHHO-CIIPABOYHBIX CHCTEM,HCIIOJIb3YEMbIX pu
OCYIIIECTBIICHUU 00Pa30BaTEIHLHOTO MPOIIecca 10 UCIUILTHHE

[lepeyeHb HCMONB3YEeMbIX WH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEICTABICH B
Tabauie 11.

Tabmuna 11— [lepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

No /1t HanmenoBanue

1. | 3AKOH P® ot 27 utonsa 2006 r. N 149-03 «O6 undopmariu, THPOPMALUOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAIHH

2. | 3akoH P® ot 19 derpansg 1993r. N 4524-1 "O ¢denepanbHbIX opraHax
MIPaBUTEILCTBEHHOM CBsI3U U HH(MOopManuu (¢ usMeHeHus MU oT 24 nekadpst 1993 rona,
1o cocTossHuio Ha | ampens 1994 roga)”

3. 3axoH P® ot 10 utons 1993 roga N 5151-1 "O ceprudukanum npoaykToB 1 yciuyr";

4, 3akoH P® ot 10 uronsa 1993 roga N 5154-1 "O crangaptuzanuu

5. 3akoH P® ot 01 uronsg 1993 r. N 5306-1 "O BHeceHMH U3MEHEHHH U JOMOIHEHUHN B
3axoH Poccuiickoit ®enepanuu "O denepanabHbIX OpraHax rocyaapcTBEHHOM
Oe3omacHocT"

6. 3akoH PO ot 21 urons 1993 roga N 5485-1 "O I'ocynapcTBenHoit Taline"; 7. 3aKoH
P® ot 20 suBaps 1995 roga N 15-®3 "O cBsizu";

7. 3akon P® ot 03 anpens 1995r. N 40-D3 "O6 opranax denepanbHOM CITyk0bI
6e3onacHoctu B Poccuiickoii @enepanun

8. 3akon P® ot 10 suBaps 2002 roga N 1-®3 " O6 s1exTpoHHON 1M(POBON NOITUCH

9. ABTOMaTI/I3I/IpOBaHHBIC CHUCTCMBI. TCpMI/IHLI " ONpCACIICHUS

10. | I'OCT 34.003.90.

11. | 3akon P® «O rocymapctBenHoii TaitHe» Ne 182 ot 21.09.93. 12. Yrosi0BHBI KO/IEKC
P® Ne 63-D3 ot 13.06.96

9. MarepuanbHO-TeXHUYeCKas 6a3a
CocrtaB MaTepHaTbHO-TEXHUYECKOW 0a3pl, HEOOXOAMMOW ISl  OCYIIECTBIICHUS
00pa30BaTeNBLHOTO MpoIiecca Mo TUCIUIUIHHE, IPECTaBIeH B Tabmuiel 2.

Tabmuma 12 — CoctaB MaTepuaibHO-TEXHHUECKOM 0a3bl




Ne HaumenoBanue cocTaBHOM 4acTu Howmep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (Ipu HEOOXOTUMOCTH)

1 | JleknmonHas ayuTopus

2 | KoMmbroTepHbIi Ki1ace

10. Onenounble cpencTBa s MPOBEACHUS TPOMEKYTOUHOM aTTeCTAIlN
10.1. CoctaB OIICHOYHBIX CPEIACTBAJS MPOBEACHUS TMPOMEKYTOYHOM aTTeCTAI[UH
00ydJaronuxcs mo IMCUUILIMHE TTpUBeIeH B Tabnuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JJIsl IPOBEACHHSI POMEKYTOYHON aTTeCTaIlluu

Buj npoMexxyTo4HO# aTTecTaniuu IlepedyeHpb OLIEHOUHBIX CPEJICTB
OK3aMeH Crrcok BOMpPOCOB K 3K3aMEHY;
3amaun;
TecTsl.

10.2. B kadyecTBe KpUTEpUEB OICHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMucs MpUMEHseTcsl 5-0ajuipHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIUM, KOTopas npuBeaeHa B Tabnuie 14. B Teyenune cemecTpa MOXKET MCIOJIb30BATHCS
100-0annpHast ~ mKajga ~ MOJAYJBHO-PEUTHMHIOBOM  CHUCTEMbl ~ YHUBEpPCUTETa,  IIpaBHia
UCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurepun onieHKH ypoBHSI cQOPMHUPOBAHHOCTH KOMITETCHIIUI

Or1eHKa KOMITETEHITUH

Xapakreprucrrka chOpMUPOBAHHBIX KOMIIETEHIIAN
5-0ayutbHas mIKana P P (bopmp

— oOyyaromuiicss TIyOOKO M BCECTOPOHHE YCBOWJI IPOTPAMMHBIN
MaTepHa;

— YBEpPEHHO, JIOTHYHO, MTOCIIE0BATEIHHO U TPAMOTHO €T0 U3JIaraer;

— ONMHpasiCh Ha 3HAHHUS OCHOBHOM W JOMOJHUTEIHHOW IUTEPATYpPHI,
TECHO MPHBS3LIBACT YCBOCHHBIC HAYYHBIC ITOJIOKCHHSI C MPAKTUICCKON
JESITEIIbHOCTHIO HAIPABJICHHS;

— yMeJio 000CHOBBIBAET U apIYMEHTUPYET BBIIBUTAEMBIE UM UJIEH;

— JIeJIaeT BBIBOALI H 000OIIEHHUS;

— cBOOOJTHO BIIAJICET CHCTEMOM CIIeIUATM3UPOBAHHBIX TTOHITHH.

«OTIIMYHO»
(Ga4YTCHO»

— o0yyJaronuics TBEpI0 YCBOMII MPOTPAMMHBIN MaTepuai, TpaMOTHO U
MO0 CYIIECTBY W3JlaraeT €ro, OINUpasCh Ha 3HAHUS OCHOBHOM
JUTEpaTypHl;

— HE JOIMYCKAET CYIIECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIE 3HAHUS C MPAKTHYECKOW JESITEIHHOCTHIO
HaIpaBJICHUS,

— apryMEHTUPYET Hay4YHbIE MMOJ0KEHNUS;

— JIeJIaeT BBIBOALI M 00OOIICHHS;

— BIIAJICET CHCTEMOM CTICIIMAIM3UPOBAHHBIX TTOHITHH.

«XOPOLLIO»
<«BAYTEHO»

— o0yyaromuiicss YCBOMJI TOJBKO OCHOBHOW IpPOrpaMMHBIA MaTepua,
[0 CYUIECTBY M3JIaraeT €ro, OMMpasCh HAa 3HAHUSA TOJIBKO OCHOBHOM
JUTEPATYPBI;

— JIOIyCKaeT HeCYLIECTBEHHbIE OIIMOKN 1 HETOUHOCTH;

— UCTIBITHIBACT 3aTPYJHEHHUS B MPAKTUYECKOM MPUMEHEHUHU 3HAHHM
HaIpPaBJICHUS;

— cnabo apryMeHTUpYeT Hay4dHbIE MTOJIOKEHHS,

— 3arpynHsieTcs: B GOPMYJIUPOBAHUHU BBIBOJOB U 000OIICHUH;

— YaCTUYHO BJIaJICeT CUCTEMOM CeMaTU3UPOBAHHBIX MTOHITHH.

«yZIOBJIETBOPUTEITHHOY
«GAuTEHO»




Or11eHKa KOMITETEHITUHN

5-0ayuipHad IIKaIa

XapaxrepucTrka chopMUPOBAHHBIX KOMIIETEHIUI

— o0ydJaromuiics He YCBOWJI 3HAYUTENBHOH 4YacTH MPOrPaMMHOTO

MaTepuana;
— IONyCKaeT  CYIIECTBEHHbIE  OWIMOKM W  HETOYHOCTU  MpH
«HEYIOBJIETBOPUTEIIHLHO .
paccMOTpEeHHH MPOOJIeM B KOHKPETHOM HaNPaBIICHUY;
«HE 3aYTCHO»

— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKCHHS,
— He (OPMYTUPYET BBIBOJOB M 0000IIEHUH.

— UCIBITBIBACT TPYJAHOCTU B IPAKTUYECKOM IIPUMEHEHHUH 3HAHUM;

10.3. TunoBble KOHTPOJIbHBIC 3a/IaHUS WM UHBIC MaTEPHAIIBI.
Bormpocs! (3agaun) nis sK3aMeHa IpeIcTaBlIeHbl B Tadsmie 15.

Tabmuna 15 — Borpocs! (3agaun) 1S 9K3aMeHa

Ne i/t

[lepeuens BompocoB (3aa4) AJisl IK3aMEHa

Kon
WHJUKAaTOpa

1

DJEeKTPOHHBIE IUIATE)KHbIE CUCTEMBbI. BU/IbI 37IEKTPOHHBIX
CHCTEM B3aMMOPACUYETOB M OPraHM3aLUs TIATEKEH
OCHOBHbIE OHATHS U TEPMHUHBI 3JIEKTPOHHOW KOMMEPLIMU
CTpyKTypa OCHOBHBIX OM3HEC-MOIEICH IIEKTPOHHOM
KOMMEpLIMH

[Tnarexxnbie cucreMsl. Haznauenue u GpyHKIUN

Bunsl snextponHoi kommeprun. Onucanue u
XapaKTepUCTHKA

IToreHnanbHbIe YIPO3bl 2JIEKTPOHHOIO OM3Heca

OreHKa ysI3BUMOCTH U PUCKOB JICKTPOHHOTO OM3HEca
Hanpasnenus obecriedenns 6aHKOBCKOI 0€30MacHOCTH.
3aKOHOJATENBCTBO B 00J1aCTH MHPOPMAITIOHHOM
6e30macHOCTH

OcHoBHbI€ 337aun o0ecrieueHns 6e30MacHOCTH UH(pOpMaLUK
bupmbl

Knaccudukanys npecTynieHuil B 2JIEKTPOHHOM OU3Hece

IIK-2.3.3

Onenka nocnecTBUA KOMIIBIOTEPHBIX NPECTYIUIEHUN
(mpumepsl)

[TonmuTuka nHpopMaMoHHOM Oe3omacHocTH. OCHOBHBIE
MTOJIOKEHHUSI

ITporpammMHbIe MeTOBI 3aIMTHI HHPOpManuu. [lepeuens u
XapaKTepUCTHKA

TexHruecKkue MeTOoIbl 3alIUTHl HHPOPMALIUU

[IK-2.3.4

be3onacHoCTh 351€KTPOHHOM KOMMepIuH B Internet
AHTHBHUpYCHAas 3aIluTa

Anroput™M paboThl aHTUBHUPYCHOM MPOrpaMMBlL. ( CKaHepHlI,
PE3UAECHTHI U JIp.)

[IK-4.Y .2

Bunel BupycoB u ux paboTsl. AnnapaTHbIA U IPOrpaMMHBIN
Opannmaysp. Haznauenue u anroputm paboTsl

MeTobl 1 CpeacTBa 3alIUTHl HHPOPMAIUH NTPU paboTe C
3JIEKTpOHHOH NouToi. besonacHocTs B 6ankoBcKas chepe,
KpEJIUTHBIE KAPTOUYKH

OnexrpoHHas Mdpoas noanuch. Haznauenue u
UCIOJIb30BaHUE. DICKTPOHHAS HU(PPOBast MOAINUCH —
npuniunsl cozpanus DI, [HudpoBanue kak cpencTBo
3aIuTHl HHGOPMAITIH

[IK-7.B.1

TexHoJIOrnM OIEHKU 3aTpar Ha CpEACTBA U METO/JIbI 3allIlThI

I1K-9.3.2




uHpopmanuu. Llenu u KoHLENIKS OpraHU3alUuH POIAXK
yepe3 VIHTepHET TOBapOB WK yCIYT CYLIECTBYIOLIETO
HERJIEKTPOHHOTO OH3HECa

Knaccudukanus 6uznec-moneneii. OCHOBHbIE OM3HEC-MOAEIH
B3aUMO/JICHCTBUS C aIMUHUCTPATUBHBIMU U
roCy/1apCTBEHHBIMU CTPYKTypaMu

Hasznauenue u ctpykrypa B2C. Haznauenue u cTpykrypa
B2B. Haznauenue u ctpykrypa C2C. Haznauenue u
ctpykrypa C2B. OCHOBHbBIE MPUHIUIIBI CUCTEMBI
rOCyJIapCTBEHHOI'O PETYJINPOBAHNSI UHTEPHET-IKOHOMHUKHU

OcCHOBHBIE BOIIPOCHI TOCYAAPCTBEHHOI'0 PETyJIMPOBaHUS B
cdepe HHTEPHET - PKOHOMHKH . 3a7a4H 3JIEKTPOHHOTO
IIPABUTENILCTBA

OCHOBHBIE IPUOPUTETHI AESITEILHOCTU FOCY1aPCTBEHHBIX
CIIy’K0, CBA3aHHBIX C 3aKyNKaMH U IuiaTexxamu . [Ipumepsr
WHTepHeT- Mara3uHoOB U UX XapaKTEPUCTUKU

DNeKTpOHHbIE OAHKOBCKUE CUCTEMBI JUIsl KPYIHBIX, CPEIHUX U
HeOoIbIINX OaHKOB

VY nan¢HHbIC MIATEKHU TPU MTOMOIIM 0aHKOBCKHUX KapT. 38.
Konnenmus 6e3omacHoct 0aHKOBCKUX CTPYKTYP

OObeKThI 3aIUTH B 0aHKOBCKHUX CTPYKTypax. 40. OCHOBHbIE
COCTABIISIOIIE OAHKOBCKON CTPYKTYPHI

Ayt cucteM UHropMaIioHHON 6e301acHOCTU. DTarlbl U
HOPMAaTUBHBIE JOKYMEHTBI

3ammra 3J1eKTpOHHON IM(POBOI MHTEIIEKTYaIbHOM
COOCTBEHHOCTH.

ITIK-11.B.1

ITonsaTHe Xem-pyHKIUU U CBOMCTBA

[InactukoBble KapThl ¥ LIU(POBasi HATUYHOCTh
be3onacHocTh narexel B ceTh IHTEpHET ¢ UCTIOIb30BaHUEM
IJIACTUKOBBIX Kap

OpraHu3anroHHO-TIPaBOBbIE BONPOCHI 3aLIUTHI MH(OpMaIK
OcHoBHBIE YTpO3bl HHPOPMAITMOHHOM 0€30MaCHOCTH U
TEXHUYECKHE METO/IbI 3aILIUTHI.

VYTedka no noOOYHBIM KaHajaM. 3amuTa HHPOpMaIuu B
ANEKTPOHHBIX IJIATCKHBIX CUCTEMAX.

OnektpoHHas nudposas noanuck. Haznauenue u
HCIIOJIb30BaHUE

[[IndpoBanme Kak CPpeCTBO 3aNTUTH HHPOPMAIIUH.
TexHosorny OLIEHKH 3aTpaT Ha CPEACTBA U METO/IbI 3aIUTHI
nH(}OpMaLIHH.

[IK-11.B.2

Bompocsr (3amaun) s 3ageta / qudd. 3aueTa npejgacraBieHsl B Tabmuie 16.

Tabnuna 16 — Bonpocs! (3agaun) nns 3adera / audd. 3agera

Ne i/t

[Tepeuens BompocoB (3a1a4) ans 3adera / qudd. 3ayera

Kon
WHJUKAaTOpa

Y4eOHbIM MJIaHOM HE MPEAYCMOTPEHO

[Tepedens TeM I KypCOBOTO TPOCKTHPOBAHUS/BBIMIONIHEHUS KYPCOBOW pabOTHI
MpEICTaBICHBI B Ta0nwmie 17.
Ta6mmma 17 — [lepedens TeM 11 KypCOBOTO MPOSKTHPOBAHMS/BBITIOJIHEHHSI KYPCOBOM paOOTHI

Ne i/t

[TpuMepHBIii IepedeHb TeM il KYpPCOBOTO IPOEKTUPOBAHUS/BITTOIHEHHS

KYpPCOBOM pabOTHI




‘ Y4eOHBIM MJIaHOM HE IPEIYCMOTPEHO

Bonpockl s npoBeneHHs IMPOMEXYTOUYHOM aTTecTallud B BHJAE TECTHUPOBAHUSA
npezcTaBieHsl B Tadmuie 18.

Tabnuna 18 — [IpuMepHbIi IEpeYeHb BOPOCOB JJIsI TECTOB

Ne n/mt IIpuMepHBIii IIepeYeHb BOIIPOCOB ISl TECTOB Kon
WHJUKATOpa
1. | AHaim3 2JIEKTPOHHBIX CHCTEM B3aHMOPACUYETOB I1K-2.3.3
2. | AHanu3 ¥ opraHu3anus miaTexen 11K-2.3.4
3. | [locTtpoenne Moaeu 3JIEKTPOHHOM KOMMEPIIHH I1K-4.V.2
4. | Anamus 6e301macHOCTH OYOPMIICHUST KPEUTHBIX KAPTOUEK I1K-7.B.1
5. | Iloctpoenue cucrtema 6€301MaCHOCTH JIEKTPOHHOTO NIEPEBOIA I1K-9.3.2
6. 3anmTa JIEKTPOHHBIX TIaTEKEN ¢ TOMOIIBI0O TOKEHU3ALNHT IIK-11.B.1
7. | 3ammTa IeKTPOHHBIX MaTexel ¢ nomonisio EMV u P2PE I1K-11.B.2
8. | OcHOBHBIE TIOJIOKEHHUSI KOPIOPATUBHBIX cTaHgapToB obecneuenus | [1K-2.3.3

MH(POPMAIIMOHHOMN 0€30MaCHOCTH

9. | OcHoBHbIC moONOXeHHs craHmapT llenTpanbHoro OGanka Poccum mo | [1K-2.3.4
3anmTe HHPOPMaIuu

10. | [Ipumenenue Ge3omacHbIe MPOTOKOJIBI B3auMoielcTBUs ¢ BeO-calitamu | [IK-4.V.2

11. | Ilpumenenue Oe3omacHbE MPOTOKOJBI B3auMmojaecTBuss ¢ BeO- | [IK-7.B.1
CepBUCAMHU

[lepeueHb TeM KOHTPOJBHBIX PabOT MO MUCHUIUITMHE OOYYAIOIIUXCS 3a09HON (hOPMBI
oOydeHus1, IpecTaBieHbl B Tabnuie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. Meroguueckue  Marepuaibl,  ONPEACHSAIONIME  TPOIEIyphl  OLICHUBAHUS
UH/IMKATOPOB, XapaKTEpU3YIOIIUX J3Tambl (OpMUPOBAHMS KOMIIETEHLMH, COJIepKarcs B
JOKaJIbHBIX HOpMaTuBHBIX akTax [YAIL, pernameHTUpyOIUX TOPSAOK M MPOLEAYPY
NPOBE/IEHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUHON aTTecTaluy 00y4aroIuXxcs
I'VAIL

1. Meroauyeckue yKkazaHus 1Jisi 00y4alOIUXCS M0 OCBOCHUIO AU CHUILIUHBI
[{enbto TUCUUIUIMHBI SBJISIETCSA — MOJIYYEHHE CTyIeHTaMU HEOOXOAUMBIX 3HAHUM, yMEHUN

¥ HAaBBIKOB B 00J1aCTH CBSI3aHHOM C MPUMEHEHHEM Ha MPAKTHUKE U MpeaiaraeMble B HACTOsIIEe
BpEeMs METObI 3alIUTHl KOHPUACHINATbHOW HH(OpMaIuu (MpaBOBbIEe, OPraHU3allMOHHBIE,
IpOoTrpaMMHBIE U arapaTHbIE) IPU OPraHU3aLUHU U TIOIEPIKKE AJIEKTPOHHOT0 OM3Heca.

MeTtoanyeckue ykazaHust UIst 00y4aommXxcs 0 OCBOCHUIO JIEKIIHOHHOI 0
MaTepHaJa

OcHOBHOE Ha3HAa4YECHHE JEKIMOHHOIO MaTepUaa — JIOTHYECKU CTPOMHOE, CUCTEMHOE,
ri1y0oKoe U SICHOE U3JI0kKeHHne yueOHoro Matepuana. HazHnadeHne coBpeMeHHOM JIEKIIUU B
pamMKax JTUCUUIUIMHBI HE B TOM, YTOOBI OJYYUTH BCIO HH(OPMALIMIO IO TEME, & B OCBOCHUU
(byHAaMEHTATBHBIX TPOOJIEM TUCIUILIMHBI, METOJIOB HAYYHOTO MTO3HAHMSI, HOBEHUIIINX
JOCTHKEHUI HaydHOH MbIciu. B yueOHOM mporiecce JIeK1Hsl BHITOJIHAET METOJ0JIOTHYECKYIO,
OpraHU3aIMOHHYIO U HH(POpMaIMOHHYI0 QyHKIMH. JIeKIns pacKpbIBacT MOHATUHHBIN anmapar
KOHKPETHON 00J1acTH 3HaHus, €€ MpoOIeMbl, AA€T LeJIbHOE NPEACTaBIECHUE O TUCIUILINHE,
IIOKAa3bIBACT B3aUMOCBS3b C APYTMMU AUCLUIUIMHAMM.

[TnaHupyeMbl pe3yabTaThl IPU OCBOEHUH 00YyYarOUIMMCs JIEKIIMOHHOIO MaTepuana:




— TIOJyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX OIPEIEIISIETCS 1EJIEBOM YCTAHOBKOM K KaXK/10M KOHKPETHOU TEME;

— TIOJIyYEHHE OTIBITa TBOPUECKOI pabOThl COBMECTHO € MPENOaBaATEIEM;

— pa3BuTHe TNPO(PECCHOHANBHO—JENOBBIX  KAauecTB, JIIOOBH K MpPEAMETy H
CaMOCTOSITEIbHOTO TBOPUYECKOI'O MBIIIJIEHHUS.

— TOsBIJIEHHUE HEOOXOAMMOI0 HHTEpeca, HEOOXOAUMOTIO AJIsi CAMOCTOSITENIbHOM paboThI;

— IIOJIyYeHUE 3HAHUM O COBPEMEHHOM YPOBHE pa3BUTHS HAYKHM M TEXHUKH U O
MIPOTHO3€ UX Pa3BUTHS Ha OJMKaillne rojbl;

— HayyuTCcsd METOAMYECKH oOpalaThiBaTh MaTepuan (BBIACIATH TJIABHBIE MBICIU H
IIOJIOKEHUS, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IOBTOPSATH HUX B  Pa3jIMuYHBIX
(bopMyITUPOBKax);

— TOJIyueHHE TOYHOT'O TOHUMAaHHUS BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSATHA.

JlexuMOHHBIN MaTepral MOXKET CONPOBOXK/IAThCS IEMOHCTpAIMEN CIAI0B U
UCTIOJIF30BaHUEM Pa3aTOYHOT0 MaTepHasa MpH MPOBEJACHUU KOPOTKUX TUCKYCCHI 00
OCOOCHHOCTSIX MPUMEHEHHUSI OT/AECTbHBIX TEMATHUK I10 IUCIUIUIMHE.

CrpyKTypa npeiocTaBieHusl JEKIHOHHOIO MaTepuaa:

— N3noxeHue NeKUMOHHOTO MaTepUana;

— IlpexacraBnenue TeopeTUYECKOro MaTepuaa npernojgaBaTeieM B BUJIE CIAiI0B;
— OcBO€HHE TEOPETUUECKOT0 MaTeprala o MPaKTUYECKUM BOIIPOCaM;

— Crucok BOMPOCOB IO TeMe AJIsi CaMOCTOSTEeNbHOM paboThl ctynenTa (Tadm.21).

Metoan4yeckue yKka3aHus 1Jis1 00y4ar0MXCH M0 MPOXO0KICHUIO JIa00PaTOPHBIX
pa6ort

B xone BeinonHenus 1abopaTopHbIX paboT 00ydaromuiics JOHKEeH YIiIyouTh U
3aKpeNUTh 3HAHUSA, IPAKTUYECKNE HAaBBIKH, OBJIa/IeTh COBPEMEHHOW METOIMKON M TEXHUKOM
HKCIIEPUMEHTA B COOTBETCTBHUHU C KBATN()UKALMOHHON XapaKTEPUCTUKON 00ydaroierocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT U3 SKCIIEPUMEHTAIbHO-TIPAKTUYECKOM, PACUETHO-
AHAIUTUYECKON YacTe U KOHTPOJIBHBIX MEPOIIPUATHIA.

Brinonnenue nabopatopHbIX paboT 00ydaroIIMMCs SIBISIETCS HEOThEMIIEMON YacThIO
U3y4YEHHs! TUCLUIUIMHBIL, ONIpeiesiieMol y4eOHbIM IIIAHOM U OTHOCUTCS K CPEJICTBAM,
o0OecreunBaroIIUM pPelIeHUe CIEAYIONUX OCHOBHBIX 33/1a4 Y 00y4arolerocs:

— TIpHOOpeTeHHEe HAaBBIKOB HCCIEIOBaHMS IMPOLECCOB, SBIEHUH U  OOBEKTOB,
M3Yy4aeMbIX B paMKax JaHHOW JUCLUILINHBL,

— 3aKpeIuleHHe, Pa3BUTHE U JeTalu3allds TEOPETUYECKHX 3HAHUU, TMOJYyYEHHBIX Ha
JEKIUSX;

— ToJIyueHHe HOBOM MH(OpPMAIMH 10 N3y4aeMOH TUCIUIINHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboThl ¢ 1a00paTOPHBIM
000pyI0BaHUEM U TPUOOPAMH.
3aganue u TpeOOBaHUS K NPOBeACHUIO JJadopaTopHbIX padot (JIP)

— B 3amanum momKHO OBITE YETKO chOpMYITHpPOBaHA 3a1a4a, BeimoiHsemas B JIP;

— Omnucanbl BXOJHBIE M BBIXOJIHbIE JaHHbIE 1151 TpoBeaeHus JIP;

— JIP nomxHa BBIMOIHATHCS Ha OCHOBE MOJTYYEHHBIX TEOPETUUYECKUX 3HAHMSIX;

— Bremonnenne JIP 10mKHO OCYIIECTBIATHCA HA OCHOBE METOAUYECKUX YKa3aHUM,
MIPEIOCTABIIIEMBIX TpenoaBaTesieM;

— JIP nomxHa BBINOJHATBHCS B CIEHUAIM3UPOBAHHOM KOMIIBIOTEPHOM Kjacce U
MOXKET OBITH J0pa0OTaHa CTYAEHTOM B JIOMAIIHUX YCJOBHSX, €CIH IO3BOJISET
I10;

— MHrorom BeimonHeHHOM JIP sBAsieTcs oTyer.

Crtpykrypa u popMma oTuera 0 1adOpaTOpHOi padore

— IlocranoBka 3amauu;

— BxopHble 1 BBIXOJHBIE JAHHBIE;

— CogeprkaHue 3TanoB BBIIOJIHEHUS;




— O06ocHOBaHME MTOTYYEHHOTO pe3yiIbTara (BHIBON);
— CHucok UCIOoJIb3yeMO JTUTepaTyphl.
TpeodoBaHnusi K 0(p)OpMIIEHUIO 0TYETA 0 JIaDOPATOPHOI padoTe
— Jlaboparopuas pabora (JIP) mpemocraBisieTcss B NEYaTHOM/WIIA 3JIEKTPOHHOM
BH/IE;
— JIP nomxHa COOTBETCTBOBATH CTPYKTYpE U (hopMe OTuUeTa MPEACTaBICHHON BHIIIIE;
— JIP nmomxna umetrh TUTybHBIM JucT ('OCT 7.32-2001 m3manus 2008 roma) c
Ha3BaHWEM W TIOANKCHIO CTyAeHTa(OB), KOTOPBIA(bIE) €€ caenan(u) u
oopmui(n);
— Crynenr pomxeH 3amututh JIP. OTMeTka O 3amuTe A0KHA HAXOIUTHCS Ha
TUTYJIBHOM JIUCTE BMECTE C MOJIMUCKIO MTPErnoaaBaTels.
MeToanyeckue yka3aHus s 00y4alOMIMXCS 10 MPOXO0KIEHHIO CAMOCTOATEIbHOM
padoThI

B xo/1€ BBIMOTHEHHS CaMOCTOSITEIIBHON pa0OThI, 00YJArOIIHUICS BBITIOTHSIET paboTy IO
3aJJaHUIO U MPU METOJMYECKOM PYKOBOJCTBE MpernoaBaTelis, Ho 6e3 ero HemocpeICTBEHHOTO
y4acTusl.

s oOydaromuxcs mo 3a04HOM popMme 00yueHHs, CaMOCTOsATEIbHAsI pab0Ta MOXKET BKJIIOYATh B
ce0st KOHTPOJIBHYIO padoTy.

B mipotiecce BBINOTHEHNS CAMOCTOSTENBHOM paboThl, y 00y4aromierocst popmMupyercs
1eJecoo0pa3Hoe MIaHUPOBaHKE PabOYEro BpEMEHH, KOTOPOE MO3BOJISIET UM Pa3BUBATh YMEHUS
Y HaBBIKM B YCBOCHMH U CUCTEMATH3AIMH TPHOOPETAEMBIX 3HAHUH, 00eCIIeYnBaeT BHICOKUI
YPOBEHB yCIIEBAEMOCTH B IEPHO]] O0yUSHUS, [IOMOTAET IMOTYIUTh HABBIKH MTOBBIICHHS
pohecCHOHANBLHOTO YPOBHSL.

MeroandeckuMu MaTepuaIaMu, HAPaBIISIOIIMMHU CAMOCTOATEIbHYIO padoTy
00y4JaroInXCs SIBISIFOTCS:

—  y4eOHO-METOIMYECKHI MaTepual Mo AUCIHUILINHE;

—  CIIMCOK JIUTEpaTyphl, IPEAOCTABICHHBIN MTPETO0/1aBaTEIIEM.

[TpumepHBIii TepeueHsb TeM sl CAMOCTOSTEIHLHOTO OCBOCHHUS MIPE/ICTABJICH B Ta0IuIIe

21.

Tabnuna 21 —ITpumepHBIii epeueHs TeM sl CAMOCTOATEILHOTO U3YYESHHUSI
Ne Tema

/o

1. | CyObexThl UHPOPMALIMOHHBIX OTHOILIEHUH, X UHTEPECHI U 0€3011aCHOCTb, TyTH
HaHeceHus! UM yuiep6a. OCHOBHbIE TEPMHUHBI M ONPE/IETICHHUSI.

N

OCHOBHBIE HICTOYHUKH U IYTH peai3aiiu yrpo3. Mojenu HapymuTenen.

3. | CocraB 1 opraHM3alMOHHAsl CTPYKTYpa CUCTEMBI 00eCTIeueHHsI
nH(OpMallMOHHON 6€30MacHOCTH

4. | OcHOBHBIE 3alllUTHBIC MCXaHHU3MBbI.

5. | Poccuiickue, 3apyoexusie (Oputanckuit BS7799 - ISO 17799 u repmanckuit
BSI) u Mexx1yHapoIHBIC CTAaHAAPTHI U KPUTEPUH 3AIIUIEHHOCTH CUCTEM
(1SO15408-99)

6. | CpencTBa BBISBICHHS YSI3BUMOCTEH Y3JI0B CeTel U CpeliCTBa OOHAPYKEHUS aTak
Ha Y3J1bl, IPOTOKOJIBI M CETEBBIE CIYKOBI.

MeTtoanyeckue yKa3aHusi JUISL 00YYAKIIMXCS IO MPOXO0KIEHU IO MPOMEKY TOYHOMH
aTTecTAlHHU

[TpomesxyTouHas arTecTanus 00yJaroIuXxcs MPeycCMaTpUBacT OIICHUBAHHE
MPOMEKYTOYHBIX M OKOHYATEIBHBIX PE3YJIHTATOB 00ydeHHS M0 qucnuiuinae. OHa BKITIOYACT B
ce0st:

— o9K3aMeH — ¢opMa OIECHKH 3HAHHH, MMONYyYCHHBIX OOYYaIOMIMMCSA B IPOIECCe
U3yUYCHHs BCEH AMCHUIUIMHBI WIM €€ YaCTH, HAaBBIKOB CAMOCTOSTEILHOU PabOThI, CIIOCOOHOCTH



NPUMEHATh MX JJIs pPEHIeHUs MPAKTHUUECKUX 3a7ad. JK3aMEH, Kak IPaBWJIO, MPOBOAMUTCS B
NEePUOJI HK3aMEHALMOHHOM CECCHMM W 3aBEpPIIAETCS aTTECTAMOHHOM OLEHKOW «OTIUYHOY,
«XOPOLIOY, KYJOBICTBOPUTEIHLHOY, «HEYIOBIECTBOPUTEIHHOY.

Cucrema OLEHOK IpPHU MPOBEACHUU MPOMEKYTOYHOM aTTECTAllMM OCYIIECTBISETCS B
COOTBETCTBUU ¢ TpeboBanusmu [lonoxkenuit «O TeKymeM KOHTPOJE YCIEBAEMOCTH U
MIPOMEKYTOUHON artectanuu cryaeHToB ['YAIIL, oOywaromuxcs Mo mporpamMmam BBICIIETO
obpazoBanus» U «O MOAYIHHO-PEUTUHIOBOM CHCTEME OIICHKH KadecTBa ydeOHOU paboThl
ctyaeHToB B 'Y AID».



Jluct BHeceHUs U3MEHEHUH B pabouylo IporpaMmMy JUCIUTUIMHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




