MHHHUCTEPCTBO HAYKH U BBICILLIETO OBPA3OBAHHSI POCCUMCKOM
OEJIEPALIMU
(enepanbHOE rocy1apCTBEHHOE ABTOHOMHOE 06PA30BATE/BHOE YUPEKIEHHE BBICIIErO
oOpaszoBaHus
"CAHKT-TIETEPBYPI'CKUW I'OCY IAPCTBEHHbBIA YHUBEPCUTET
AIPOKOCMHYECKOI'O ITPUBOPOCTPOEHHUS"

Kagenpa Ne 33
VTBEPXJIAIO
OrsercTBenHBlif 32 o0pa3oBarebHy0
IpOrpamMmmy
npod. A T.H. 01

Jlucr cornacosanns paGoueit MPOrpaMMbl IHCLHILTHHbL
Ilporpammy cocrasun (a)

npo.,K.T.H.,mpod. 27.06.2024 a C.I". ®omuuena

(10KHOCTS, Y4, CTENeHb, 3BaHKHE) (noanucs, nata) (Hmumansi, pamiunis)

ITporpamma ozo0peHa Ha 3acenannn kadeapst Ne 33
«27» mons 2024 r, npotokon Ne 11

(A0TAHOCTS, V41 CTCNCHS, J8AH0E)

C.B. be3sareen

3asenyronmii kadeapoii Ne 33
JLT.H.,JOIL 27.06.2024 é‘ C.B. bessareen
(yu. crenens, 3sanne) (noanuc: (unuunansl, hamiins)
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27062024 fom. Jf ~1iB.Pemermmona
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PABOYAS IMPOI'PAMMA JIUCLIMTTJIMHBI

«Ynpassienne HHHOPMAHOHHOI HE30MACHOCTHION
(Hammenosanme aucummmms)

Ko nanpasienus noarotoskn/
ol s 10.05.03
CHENHATLHOCTH
HanveroBanue HanpapieHus Undopmaimonnas 6e301acHOCTb aBTOMATH3IHPOBAHHBIX
MOJATOTOBKH/ CHEIHATLHOCTH cHCTeM
Haumenosaune
Be30nacHOCTL OTKPBITHIX HHPOPMALMOHHBIX CHCTEM
HaINpaRICHHOCTH
Dopma obydenus ouHas
I'on npuema 2024

Cankr-Tlerepbypr— 2024

(A0MKHOCTD, Y4, CTENEHD, 3BaHNE) (nonnmch, nara) (mrupans, pammms)



AHHOTaUs

HucuumnnuHa  «YmpaBieHHe  MHPOPMAIMOHHON  O€30MacHOCTbIO»  BXOIUT B
0o0pa30BaTelbHYI0 IpOrpaMMy BBICIIEr0 O0pa30BaHHUS — MPOrpaMMy CIELUAIMTETa IO
HarmpaBjeHuto moaroToBku/ cnenuanbHocTH  10.05.03  «MHbopmanmonHas 0e30MacHOCTh
ABTOMATU3UPOBAHHBIX CHCTEM» HANPABICHHOCTU «be30MacHOCTh OTKPHITHIX HH(POPMAITMOHHBIX
cucreMy. Jlucuumimna peanusyercs kadenpoit «Ne34y.

JlucuuiuinHa HaresieHa Ha (P OPMHUPOBAHUE Y BBIITYCKHHUKA CIEIYIOIIUX KOMITETECHIIHA:

OIIK-13 «CmocobeH opraHuW30BBIBAaTh W TPOBOJUTH ITUATHOCTHKY W TECTHPOBAHHE
CUCTEM 3alIUThl HHPOPMAIIUU aBTOMATU3MPOBAHHBIX CHUCTEM, IMPOBOIUTH aHAIIN3 YS3BHUMOCTEH
CUCTEM 3alllUThl UH(POPMALIUY ABTOMATU3UPOBAHHBIX CHCTEM»

OIIK-15 «Cnocoben OCYUIECTBIISITh aJIMUHUCTPUPOBAHUE u KOHTPOJIb
(GYHKIIMOHUPOBAHUSI CPEACTB M CHCTEM 3allUThl MH(QOpPMAIMK aBTOMAaTHU3UPOBAHHBIX CHUCTEM,
WHCTPYMEHTAJIbHBIA MOHUTOPUHT 3aIIUIIEHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM)

OIIK-17 «CnocoGen pa3pabaTbiBaTh U pPEaTH30BBIBATH MOJUTHKY HHGOPMAIMOHHON
0€30IMaCHOCTH OTKPBITHIX HH(POPMAITMOHHBIX CUCTEM

OIIK-19 «CnocobeH oCymiecTBIATh KOHTPOJb oOecrmeueHuss UHGOPMAIMOHHON
0€30MacHOCTH ¥ MPOBOAUTH BEPUPHUKAINIO JaHHBIX B OTKPHITHIX MH(POPMAIIMOHHBIX CHCTEMAaX)

CopepxaHue NUCUUIUIMHBI OXBaThIBA€T KPYI BOMPOCOB, CBSI3aHHBIX C HW3Yy4YE€HUEM
METOJIOB U CpEeACTB ympaBieHUs HHpopmannoHHOW Oe3omacHocThio (MIBb) B opranusanum, a
TaK)K€ M3YYCHHEM OCHOBHBIX IMOAXOJOB K pa3paboTke, peanu3aluy, dKCILTyaTallid, aHalu3Yy,
CONPOBOXKICHUIO M  COBEPIICHCTBOBAHHIO  CHUCTEM  YIpaBICHUS  HH(OPMAIIMOHHON
6e3omacHocTbio (CYUDB) onpeneneHHoro o0bekTa.

[IperoaBanrie MUCHMIUIMHBI TPEAYCMAaTPUBAET CleAylomue (HOPMBI OpraHU3alUN
yueOHOro mpoiiecca: JeKIUU, IPaKTUUECKUe 3aHsTHsI, JIJabopaTOpHbIe paboThl, CAMOCTOSTEIbHAS
pabora cTyaeHTa, KOHCYJIbTallUH.

[IporpamMmMoil AMCHUIUIMHBI NPEAYCMOTPEHBI CIEAYIOIIME BHUABI KOHTPOJIS: TEKYIIUI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAsI aTTecTalus B (hopMe IK3aMeHa.

OO6mias TpyAO0EMKOCTh OCBOEHUS AMCIMILTUHBI COCTaBIseT 4 3a4eTHBIX eAuHHIbI, 144
yaca.

S3bIK 00yUYeHUs IO JUCIUILTUHE «PYCCKHI»



1. TlepedeHb MIIAHUPYEMBIX PE3yJIbTATOB O0YUYEHUS MO JUCLUIUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

LensaMu w3ydeHUs AUCUUIUIMHBI «YTpaBieHHEe HHPOPMAIUMOHHONW OE30MaCHOCTHIO»
ABIseTcA:  (OPMHMPOBAHHME  HABBIKOB  OpraHM3allud M METOJOJIOTMM  OOecreyeHMs
UH(POPMALIMOHHON OE30MaCHOCTH B OpraHU3alMAX; CO3JaHHE IPEICTaBICHUS O (QYHKIHIX,
CTPYKTYpax U IITaTax MojpaszieiaeHus MHPOPMALMOHHOW 0€3011aCHOCTH; 00 OpraHU3alluOHHBIX
OCHOBaxX, MPHHLIMIAX, METOJaX M TEXHOJNOTUSX U  YIpaBICHUH HHOOPMAIOHHON
Oe30macHOCTbIO B opraHmsauusx Pd; pasButHe CHocOOHOCTEM 1O  HUCMOJIb30BAHUIO
CYIIECTBYIOIIEH CUCTEMBI YIIpaBiIeHU HHPOPMALIMOHHOH 0€301MacHOCTH

1.2. JlucumnivHa BXOIUT B COCTaB 00s3aTeIbHON YacTU 00pa30BaTeIbHON POrpaMMBI
BEICIIero oopazosanus (naiee — OIT BO).

1.3. TIlepeueHb mIaHUPYEMBIX Pe3yJIbTATOB O0OyUEHHs MO AUCLUILUINHE, COOTHECEHHBIX C
IUIaHUpYyeMbIMH pe3ynbratamu ocBoeHus OIT BO.

B pe3ynbrare M3ydyeHus AUCUUILUIMHBI O0YYaroluiics NOKEH 00JalaTh CIelyroIUMU
KOMIETEHIMSIMU WM UX YacTaMU. KoMneTeHIMy U UHAMKATOPbl UX JTOCTH)KEHUS IPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMNA U HHINKATOPOB MX JOCTHXKCHHS

Kareropus (rpynna) Kon n HanmeHoBaHue Konx n HanMeHOBaHME HHIMKATOpA
KOMIETEHIUU KOMIETEHIIUU JIOCTUKEHHS] KOMITIETEHIIUU
OIIK-13.3.1 3HaTh MOJIENIH YTPO3 U PUCKOB
OIIK-13 Cnocoben uH(GOpPMaIMOHHON 6€30MacHOCTH
OpraHU30BBIBATH U aBTOMATHU3UPOBAHHBIX CUCTEM, METObI
IIPOBOAUTH OLIEHKH YS3BUMOCTEHN KaHAJIOB IIEpelaun
JUArHOCTHKY U UHpOpMaLIUU
tectupoBanue cucreM | OIIK-13.Y.1 ymers npoBoauTh
T T p—— 3alUThl MHQOPMAlUU | TECTUPOBaHUE UH(POPMALIMOHHON
KOMITETEHIIHH ABTOMATH3UPOBAHHBIX | OE30MACHOCTH ABTOMAaTHU3UPOBaHHbIX
CUCTEM, ITPOBOJUTD CUCTEM Ha OCHOBE OLIEHKH PUCKOB
aHalu3 ysA3BUMOCTEH | peanusanuu yrpo3 0€30MacHOCTH
CHCTEM 3aIIUThI OI1IK-13.B.1 B1aneTsr HaBLIKAMHU
uHpopMaun KOMIUIEKCHOT'O BCECTOPOHHETO aHaIN3a
ABTOMATU3UPOBAHHBIX | MH(OPMALIMOHHON 0€30MacCHOCTH
CUCTEM aBTOMAaTU3UPOBAHHBIX MH(POPMAITMOHHBIX
CUCTEM U UX OT/EJbHBIX 3JIEMEHTOB
OIIK-15 Cnocoben
OCYIIECTBIISATh
aMUHHCTPUPOBAaHUE
1A KOHTPOJb OIIK-15.3.1 3HaTh METOIBI U
(YHKIMOHUPOBAHUS | HHCTPYMEHTAJIbHBIE CPECTBA
CPEJICTB ¥ CUCTEM aJIMMHHUCTPUPOBAHUS U KOHTPOJISI CUCTEM
ObmenpodeccuoHanbHbIe | 3alUTH UHOOPMAIMK | 3aLIUThl aBTOMATU3UPOBAHHBIX CUCTEM
KOMIIETCHIINU aBroMatu3upoBaHHbiX | OIIK-15.Y.1 ymeTs ocymecTBiasTh
CHUCTEM, MOHHUTOPHHT ¥ MIEPUOJINYECKUI KOHTPOJIb
MHCTPYMEHTAJBHBIM | QYHKIIMOHUPOBAHMSI CPEJICTB U CUCTEM
MOHHUTOPHUHT 3alIUThl HH(pOpMAIUU
3aLUIIEHHOCTH
ABTOMATHU3UPOBAHHBIX
CUCTEM
OIIK-17 Cnocoben OIIK-17.VY.1 yMeTb BBIABIATH,
O6menpodeccnonanbHbIe | pa3padbaThiBaTh U MpeAYNpexRAaTh U MPECeKaTh BOZMOXKHYIO
KOMIIETEHIIUU pean30BbIBAaTh IIPOTUBOIPABHYIO U UHYIO HETaTUBHYIO
MOJIUTUKY JESTEIIBHOCTh COTPYAHUKOB




nH(}pOpMaAITMOHHON
0e301acHOCTH
OTKPBITBIX
UH(POPMALIMOHHBIX
CHCTEM

O6menpodeccrnoHanbHbIE

OIIK-19 Cnocoben
OCYIIIECTBIISATh
KOHTPOJTb
obecnieueHus
MH(POPMALIMOHHOM
0€30IaCHOCTH U

OIIK-19.V.1 yMeTh OCYILIECTBIISIThH
KOHTPOJIb U YIIPABJICHHUE IOCTYIIOM B
OTKPBITHIX MHPOPMAIIMOHHBIX CUCTEMAX,

KOMIIETCHIINU YIIPaBJIATH MPOLIECCAMH ayTEHTH(PHUKAIIH,

MIPOBOIHUTH
BepHU(DHUKAITHIO
JAHHBIX B OTKPBITHIX
UH(POPMAIIMOHHBIX
CUCTEMax

UJeHTU(UKAITUY TI0JIb30BaTeNIeh 1
BepU(DUKAIIUN JaHHBIX

2. Mecro nucuuruinHbL B cTpykType OI1
JucuunimHa MoxeT 6a3upoBaThCS HA 3HAHUSX, paHee MPUOOPETEHHBIX 00yYaIOUTUMUCS

I[IpU U3YUCHUH CIICAYIOINX JUCHUIIIINH

TexHOJI0rMM U METO/Ibl IPOTPAMMHUPOBAHUS»
«OcHOBbBI MH(pOPMAITMOHHON 6€3011aCHOCTH»
«Teopust cucTeM U CUCTEMHBIN aHAIU3»
«be3onacHocts cereit 9BM»
«3amuTa HH(GOPMAIMK OT YTEUKH M0 TEXHUYECKUM KaHallaM»»
«MeToibl ¥ cpeicTBa KpUIITOTpadpruuecKoi 3alIUThl THPOPMALIIN»
«Opranusanus OBM u BBIUUCIUTENBHBIX CHCTEM
«CeTH U cucTeMsbl iepeiayr UHPOopMaLm»
«OpraHu3aoHHOE U MIPaBOBOE obecrieueHne NHPOPMAIMOHHON 0€3011acCHOCTH
«[IporpammHoO-anmnapaTHbIe CPEJICTBA 3aLIUTHl HHPOPMALTUN»
«Pa3paboTka ¥ 3KcIUTyaTalus aBTOMaTU3UPOBAHHBIX CHCTEM B 3aIUIIIEHHOM HCIIOJTHEHUN)
«YnpapiaeHre HHPOPMALMOHHOM 6€3011acCHOCTHION
«MeTozbl ¥ CpeCTBa MPOSKTUPOBAHHSI HH(POPMALIMOHHBIX CHCTEM
«Teopust nuH(pOpMaIIIOHHON 6€30aCHOCTH»
«3amuTa nH(pOpPMAIMK B pacipeeIeHHbIX HHPOPMAITMOHHBIX CUCTEMAX »
3HaHus, MOJYYEHHbIE NPU M3YUYEHUH MaTepuayia JaHHOW IUCIMIIIMHBI, MUMEIOT Kak

CaMOCTOATCIIbHOC 3HAYCHHUE, TaK U MOT'YT MCITIOJIB30BAaTbCA IMPU U3YUCHUH APYTUX AUCHUILINH:

« HpOI/ISBO,Z[CTBCHHaﬂ npeaauIiIioOMHas IpakTUuKay,
«Focy;[apCTBeHHaﬁ UTOTOBasd aTTCCTAllvA»

3. O0BeM u TpyI0EeMKOCTb TUCITUTUIUHBI
Jlanubie 00 oOmieM oO0beMe AMCITUIUIMHBI, TPYIOEMKOCTH OTIEIBHBIX BHIOB y4eOHOM

paboThI 1O TUCHUIUTMHE (M pacmpeieieHne dTO TPYJOEMKOCTH IO CeMeCcTpaMm) MpeICTaBICHbBI B
Tabnule 2.

Tabmuua 2 — O6beM U TPYL0EMKOCTh TUCITUIIITMHbI

TpynoemMkocTs 1o
Bun yuebHo# paboThI Bcero ceMecTpam
Ne9
1 2 3
Oowan mpyooemKocmp oucCyunIuUHbl, 4/ 144 4/ 144
3E/ (uac)




U3 Hux yacos npakmuyeckoii 0020mMoeKu
AyoumopHnule 3anamus, BCETO 4ac. 85 85
B TOM YHCIIE:
nexiuu (JI), (dac) 34 34
npaktuueckue/cemunapckue 3anarus (113), 17 17
(dac)
nabopaTtopHbie paboTs (JIP), (uac) 34 34
KypcoBoii nmpoekT (pabdota) (KII, KP), (gac)
9K3aMeH, (Jac) 36 36
CamocmosamenvHas paboma, Bcero (dac) 23 23
Buo npomescymounoit ammecmayuu:. 3ayer,
madd. 3auger, sx3amed (3auer, Judd. 3auq, OK3. OK3.
JK3.**)

EX3

IIpumeuanue: xkanaumaTckuil sk3aMeH

4. CopepxaHue JUCIUTUTHHBI
4.1. PacnpeneneHue TPYJOEMKOCTH JUCIUIUIMHBI IO Pa3/ieiiaM U BUJIaM 3aHITHH.
Paznensl, TeMBI JUCIUTIIMHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHUIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Paznensl, TeMbI AUCIUITITHHBL Jlexuma | 113 (C3) - JIP KII CPC
’ (dac) (qac) (qac) (dac) (gac)
Cemectp 9
Paznen 1. OcHoBsl yripaBnenust 1b
Tema 1.1. Beenenne Ilonsitue mporiecca ympaBieHUs
b
Tema 1.2. TlonmuTHka rocyaapcTBa B 00JacTH 4 4 4 4
WH(POPMAITMOHHOW 0€301TacHOCTH
Tema 1.3. bazossle Bonpocs! ynpasienus b
Tema 1.4. Crangaptusanus B obmactu ynpasienus b
Paznen 2. TNonutuka 6€30MacHOCTH OpraHU3auu
Tema 2.1. Haznauenue u conepxaHue NOJTUTHKA
Oe3omacHocTH 6 4 6 4

Tema 2.2. YrpaBieHue akTuBaMu. be30macHOCTb,
CBSI3aHHAS C YIIPABICHUEM IIEPCOHATIOM
Tema 2.3. )KusHeHHBINA IUKII ITOJIMTUKA 0€30IIaCHOCTH

Paznen 3. Cucremsl ynpasinenus b

Tewma 3.1. IlponeccHslil moaxoA K ynpasienuto b
Tema 3.2. O6nacts aestensaoct CYUB 6 2 6 4
Tewma 3.3. PoneBas ctpykrypa CYUDB
Tewma 3.4. Ilogutuka CYUB

Pasznen 4. OcHoBsl ynipaBnenus puckamu b
Tema 4.1. VYrpo3sl u HapywuTend O€30HaCHOCTH
uH(pOpMAaIUH 6 2 6 4
Tewma 4.2. Puckonorus b

Tewma 4.3. Meronbl ananusa puckos b

Paznen 5. Ilponeccs! ynpasnenus Ub

Tewma 5.1. OcuoBusbie ponieccsl CYUB

Tema 5.2. BHenpenue pa3paboTaHHBIX IPOLIECCOB
Tema 5.3. Bueapenue mep (KOHTPOJIBHBIX HPOLEAYD
o obecneyenuto b 6 2 6 4
Tema 5.5. Ilpouiecc «Ynpapienue unnuaearamu by
Tema 5.6 Ilpoumecc «OOecrnieyeHne HEMPEPHIBHOCTH
BeICHUS OU3HECa»

Tema 5.7. Dxcmryaranus u He3aBUCUMBIH ayaut CYUb




Paznen 6. Cuctembl 0OHapy>KEeHHS U IPEAOTBPALLICHUS
KOMITBIOTEPHBIX aTaK

Tema 6.1. TpeGoBaHus k cucteMam OOHApYyKEHHUS U
NpeOTBpPAIICHHUS] KOMIBIOTEPHBIX aTak

Tema 6.2, CucTeMbl aHaIM3a 3alIUIIEHHOCTH. 6 1 6 3
Cucremsr 00HApYKEHHS aTaK

Tema 6.3. CucteMbl KOHTPOJIS LIETOCTHOCTUOMUH
CucTeMbl aHaN3a KYPHAJIOB PErUCTpalin

Tewma 6.4. Kpurepun BbiOopa cructeM oOHapyKeHUS 1
NpEOTBPAIIECHHs] KOMIIBIOTEPHBIX aTaK

Htoro B cemectpe:

34 17 34 23

Hroro 34 17 34 0 23

HpaKTI/I‘leCKaﬂ IIOAroTOBKAa  3aKJIO4YacTCsad B  HCIOCPCACTBCHHOM  BBLIIIOJIHCHUUA

00yJarouMucs

ONpPENIeICHHBIX  TPYIOBBIX  (YHKIMH,  CBS3aHHBIX C  Oya;ymei

HpO(l)CCCI/IOHaJIbHOI;’I JACATCIIBHOCTBIO.

4.2. CopnepxaHue pa3/ieJiOB U TEM JICKIIMOHHBIX 3aHSATHH.
CopepxaHue pa3/ieiioB U TeM JICKIIMOHHBIX 3aHATHH MIPUBEICHO B Ta0HIIE 4.

Ta6mmma 4 — ComepxaHue pa3aesioB U TeM JEKIIMOHHOTO UK

Howmep paznena

Hazpanue u COACPIKAHUC Pa3aCIIOB U TCM JICKIHMOHHBIX 3aHATHH

1

OcHosbl ynpasiaenus Ub

Tema 1.1. Beenenne Ilonstre nporecca ympasienus b (1eMoHcTpalys caaiaos)
Tema 1.2. INonautuka rocynmapcTBa B 00JacTH HH(POPMAIMOHHOW O€30MacCHOCTH
(memoHcTparus clanoB)

Tema 1.3. bazossie Bonpock! ynpasnenus Ub (nemoHcTparus crnaiiion)

Tema 1.4. Crannaptusanus B o0iactu ynpasienus Ub (1eMoHcTpanus cinaiioB)

IMonuTuKa 0€30MACHOCTH OPraHU3aAIUN

Tema 2.1. Ha3zHaueHue 1 cofepKaHUe MTOJUTHKH 0€30MaCHOCTH (J€MOHCTpAIUs
ClaiIoB)

Tewma 2.2. YrpaBnenue akTuBaMu. be3onacHOCTb, CBA3aHHAs C YIPaBIeHUEM
TIEPCOHAJIOM (JIEMOHCTpAIUS CIANI0B)

Tema 2.3. JKuzHEHHBIH [TUKJI TOJUTHKH 0€30MIACHOCTH (JIEMOHCTpAIHS CJIalI0B)

Cucremsl ynpasiaenust Ub

Tewma 3.1. IporneccHsrif moaxox k yrpasieHuto Ub (nemoncTparus ciaiiios)
Tema 3.2. O6nacte gesrensHOocTH CYUDB (meMoHCTpamus cliaiiioB)

Tewma 3.3. PoneBas ctpykrypa CYUD (nemoHcTpanus cnaiio)

Tewma 3.4. Ilonutuka CYUD (nemoHcTparus cnaiiioB)

OcHoBbl ynpaBienus puckamu b

Tema 4.1. Yrpo3sl M HapymuTenun Oe3omacHOCTH WHGPOpPMaUUHM (IEMOHCTpauus
CJIai/IOB)

Tema 4.2. Puckonorus b (nemoHcTparus ciaiiioB)

Tema 4.3. Metons! ananu3a puckoB UMb (nemoHcTpanus criaios)

[poueccst ynpasiaenust Ub

Tema 5.1. OcuoBusie nporeccsl CYUD (emoHcTpanus ciaios)

Tema 5.2. BHeapenue pa3paboTaHHBIX MPOILIECCOB (IEMOHCTPAIUS CIAHIOB)
Tema 5.3. Buenpenue Mep (KOHTPONBHBIX Tpoueayp) no obecnedenuro UB
(nemoHCTpanus ciaiiios)

Tema 5.5. Ilpornecc «Ympasnenue uauaeHTaMu by (1eMOHCTpaIus CiIaifion)

Tema 5.6 [Ilpoumecc «OOecnieueHHe HEMPEPHIBHOCTH  BEIEHHA  OW3HECay
(memoHCTpauus crnaiios)

Tema 5.7. Okcruryatamus u HezaBucuMbiil aynut CYUD (memoHcTpanus ciaiigos)

CucremMsl oﬁﬂapymemm ! NpeaoTBpalieHus KOMIIBIOTEPHBIX aTakK




KOMITHIOTEPHBIX aTaK (IEMOHCTPAIHS CIIAHI0B)
(meMoHCTpaIus Cali0B)
perucTpanuy (AeMOHCTpAIHS CIIalI0B)

Tema 6.4. Kpurepum BbIOOpa CHCTEM
KOMITBIOTEPHBIX aTakK (JIEMOHCTpPAIIUS CJIalI0B)

oOHapyKeHus

Tema 6.1. TpeOoBanus K cucTeMaM OOHAPYKEHUSI U NPEIOTBPAILICHHS

Tema 6.2, Cuctembl aHanu3a 3auieHHOCTH. CHCTeMBI OOHApYKEHHUS aTak

Tema 6.3. Cructembl KOHTPOJIS eTO0CTHOCTHOMHUH CHCTEMBI aHATTN3a )KYPHAJIOB

n MNOpeaOoTBpalICHU]

4.3. Tlpaktuyeckue (CEMUHAPCKUE) 3aHITHS

Tembl MpakTUYECKUX 3aHATHN U UX TPYIOEMKOCTh IIPUBEACHBI B TAOIHIIE S.
Tabmuua 5 — [IpakTuyeckue 3aHATHS U UX TPYJOEMKOCTb
N3 aux No
Ne | Tewmsl npaktudeckux | @opmel npakTU4ecKuX | TpyaoeMKOCTh, |MPAaKTHYECKOM |pasnena
/o 3aHATHI 3aHATUAI (gac) IIOJTOTOBKH, | TUCIIMII
(dac) JIUHBI
Cemectp 9
1 Bei6op obmnactu peuieHue 4 2 1-3
nevicreust CYUb CHTYAIIMOHHBIX 3aJa4
2 | Paspabotka IToautukn pelicHue 4 2 2
b CHTYalMOHHBIX 33124
3 BEI60Op METOIUKH 3aHATHSA 110 2 1 4
OLCHKH PHCKOB b MOI[CJIHpOBaHI/IIO
peaslbHBIX YCIOBHI
4 IIpoBesieHre OLIEHKH 3aHSATHUS 110 2 1 4
PUCKOB Hb cucremsbl MOI[eJH/IpOBaHI/IIO
peaNbHBIX YCIOBUN
5 Paspa6oTka riana pelienure 2 1 4,5
IpOBEICHUA CUTYallMOHHBIX 33124
BHYTPEHHETO ayJquTa
b
6 TIpoBeseHue 3aHATHSA 110 2 1 4,5
BHYTPCHHET'O ayiuTa MOJEIIUPOBAHUIO
Vb pealbHBIX YCIOBHIA
7 | IlnanupoBanue paboOTHI [enoBas urpa 1 - 6
CITy>k0ObI 0€30MacHOCTH
NPEIIIPUATHS
Bcero 17
4.4. JlabopaTtopHble 3aHATUS
Tembl 1a00opaTOPHBIX 3aHATUH U UX TPYIOEMKOCTh MPUBEACHBI B TabHIIE .
Tabmuna 6 — JlabopatopHble 3aHATHS U UX TPYJOEMKOCTh
N3 Hux No
Ne HaumenoBanne 1abopatopHbIX padboT TpynOEMKOCTS, | MPAKTHUCCKOH | pasiena
/1 (gac) MMOATOTOBKH, | JUCIIHI
(gac) JIMHBI
Cemectp 9
1 Pa3zpaboTka Mmoaenu yrpo3 6e30macHOCTH 6 4 1-3
uHpopManun
2 DopMHUpOBaHUE 3aTaHUI 110 OE30MTACHOCTH U 8 4 2,3




SIEM-skocucTeMbl
3 CO6op 5oroB coObITHIT HHOOPMATMOHHON 10 6 4-6
6e3omacHoctu B AirSIEM
4 Perucrpanus uanuaentos B AirSIEM 10 6 4-5
Bcero 34

4.5. KypcoBoe NMpoeKTUpOBaHHE/ BHITOTHEHUE KYpPCOBOW PabOThI
VY4eOHBIM MJIAHOM HE IPESYyCMOTPEHO

4.6. CamocrosTenpHas paboTa 00yJaronuxcs
Buner camocTosTennbHON pabOTHI B €€ TPYA0EMKOCTh IPUBEICHBI B Ta0IHUIIE 7.

Tabmuna 7 — Bunbel caMmocTosaTenbHOM paboThl U €€ TPYJ0EMKOCTh

N Bcero, | Cemectp 9,
Bun camocrositensHoi paboTh
qac qac
1 2 3
H3ydeHne TeopeTHuecKoro MmaTepuania
10 10
nucuuruael (TO)
KypcoBoe npoextuposanue (KII, KP) - -
PacuerHo-rpaduueckue 3ananus (PI'3) - -
Brmonaenue pedeparta (P) - -
[ToaroToBka K TEKyLieMy KOHTPOJIIO 6 6
ycneBaemoctu (TKVY)
Jomamraee 3amganue (/13) - -
KonTponbubie pabotsl 3a0uHNKOB (KP3) - -
IToaroToBka K MpOMEKyTOYHOU 7 7
attecranuu (ITA)
Bcero: 23 23

5. IlepeueHb yueOHO-METOINYECKOTO OOECTIeUeHUS
JUISL CAMOCTOSTENTEHOM PabOThI 00YUYAIOIIUXCS TT0 AUCIUIUIMHE (MOIYJTIO)
Y4eOHO-MeTOIMYeCKHe MaTepualibl ISl CaMOCTOSITENbHOW paboThl 00yJaromuxcs yKa3aHbl B
. 7-11.

6. IlepeyeHb EUATHBIX M AICKTPOHHBIX YICOHBIX U3TaHUI
[lepeueHb meYaTHBIX U SJEKTPOHHBIX YUEOHBIX U3/IaHUH TIpUBeieH B Tabmuile 8.
Tabmuna 8— [lepedeHb NMeYaTHBIX U DJICKTPOHHBIX YUCOHBIX M3IaHHMA

KomuecTBo 9K3eMILTSIPOB B
HIudp/
URL ampec bubnuorpaduueckas ccpiika OonbmoTeke
P (KpoMe SIIEKTPOHHBIX SK3EMILISPOB)
KomiuecTso 3k3eMInIsipoB B
HIndp/
URL ampec bubnuorpapuyeckas ccpuika oubnmorexe
P (KpoMe JIEKTPOHHBIX IK3EMILISIPOB)
locynapcTBeHHast UTOTOBast aTTECTALINS
37 METOAMYECKHE YKa3aHHsI IO MOATOTOBKE K
r 7 roCyJapCTBEHHOMY AK3aMEHY M HAalIUCAHUIO U 5
3aIATE BBHITYCKHON KBATHM(UKAITMOHHON
pabotsl / C.-TIleTepb. roc. yH-T a3pOKOCM.




npudopoctpoenus ; coct.: C. I'. domuuena,
T. H. Enuna, B. A. MbuibHHEKOB. - CaHKT-
[TerepOypr : U3a-Bo I'YAIL, 2021. - 79c. :
puc., Tabn. - bubmwmorp.: c. 79 (10 Hass.). - b.
1. - TekcT : HemocpeACTBEHHBIM.

004
D 76

®omuueBa, Cpemiana ['puropreBHa.

Ob6paboTka nnpopmanyu B
pacripe/ielieHHbIX CUCTEMax : yueOHOe
nocobue / C. I'. ®ommuena ; C.-Iletepb. roc.
YH-T a3pPOKOCM. IpuOOopocTpoeHust. - CaHKT-
[TerepOypr : U3n-Bo I'VAIIL, 2020. - 132 ¢. ;
131 c. : puc. - bubmmorp.: ¢. 123 (17 Hass.). -
ISBN 978-5-8088-1487-5 : b. 1. - Tekcr :
HETOCPECTBEHHBIN

004
b 39

beszarees, Cepreit BanenTnHoBud (1-p TEXH.
HayK, JO1L.).

IIporpammupoBaHue 3a1ad 1o
obecrieueHuI0 HHGOPMAITMOHHON
0€30IaCHOCTH : JTA0OPATOPHBINA IPAKTUKYM /
C. B. beszarees, C. I'. ®omuuera ; C.-
[TeTep6. roc. yH-T a3pOKOCM.
npubopoctpoenus. - Cankr-IleTepOypr :
Wzn-so I'VAIL, 2020. - 89 c. : puc., Tadm. -
buGmuorp.: c. 88 (10 Ha3B.). - b. 1. - Tekcr :
HEIOCPEICTBEHHBIMN.

004
3-62

3uma, B. M.

be3onacHoCTh ri00ambHBIX CETEBBIX
texHojoruii / B. M. 3uma, A. A. MonaoBsH,
H. A. MonnossH. - 2-e u3n. - CII6. : BXB -
[TerepOypr, 2015. - 368 c. : puc. - (Mactep
cucrem). - bubamorp.: ¢. 351 - 353 (31
Ha3B.).- [IpeaM. ykas.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Tekcr :
HEIMOCPEICTBEHHBIN

007
B 67

Bonkosa, B. H.

Teopus cucTeM U CUCTEMHBIN aHAU3 :
YUEeOHUK JIS aKaJIeMUIeCKOro OakagaBpHrara
/ B. H. BoakoBa, A. A. Jlenucos ; Hair.
uccien. C.-ITerep0. roc. MOMUTEXH. YH-T. - 2-
e u3., nepepad. u gom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AxageMuyecKuii
Kypce). - [Ipenm. yka3s.: c. 600 - 606. - FmeH.
ykasz.: ¢. 607 - 609. - bubnmorp.: c. 610 - 616
(109 nass.). - ISBN 978-5-9916-4783-0 :
870.87 p. - TekcT : HEMOCPEACTBEHHBIN.
Wmeet rpud YMO Bricmiero oOpa3zoBaHus

10

004
" 85

Hcaes, I'. H.

[TpoexTrpoBanue HHPOPMAITMOHHBIX
cucreM : yueoHnoe nocodue / I'. H. Hcaes. - 2-
e u3l., crep. - M. : OMET'A-JI, 2015. - 424 c.
: puc., Tabm. - (Beiciee TexHnueckoe




obpasoBanmue). - bubmuorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. - Tekcr : HemoCcpeICTBEHHBIM.

Ha ctp. 7 - 8: Cniucok cokpaiieHuit

004 bapanoga, E. K. )
b 24 NudopmanmronHas 6€30MmacHOCTh U 3alIUTa
nHpopmaruu : yuebHoe nmocoodue / E. K.
Bapanosa, A. B. ba6ar. - 3-e usn., mepepa0.
u jom. - M. : PUOP : UHOPA-M, 2017. - 322
C. : puc., Tabm. - (Beicuiee oOpa3oBanme). -
bubmuorp.: c. 313 - 316 (56 nass.). - ISBN
978-5-369-01450-9 (PMOP). - ISBN 978-5-
16-011164-3 (MHDPA-M) : 942.63 p. -
Tekcr : HenmocpeACTBEHHBIM.

Hmeet rpud YMO no o6pazoBaHuio B
001aCTH IPUKITATHON HH)OPMATHKI

004.4 Wnbuna, lapest BukropoBHa. )
U 46 [IpoexTupoBanue u pazpaboTka
0e30MmacHbIX BEO-TPUIIOKEHUH | yueOHOe
noco6wue / 1. B. Unbuna ; C.-ITerepd. roc.
YH-T a3pPOKOCM. IpubopocTpoeHusi. - CaHKT-
[TerepOypr : U3a-Bo I'YAIL 2019.-43 c.:
puc. - bubnuorp.: c. 42 (2 Ha3s.). - ISBN 978-
5-8088-1434-9 : b. 1. - Tekcr :

HEIOCPEICTBEHHBIN.
004.7 Kyuwnn, Hukomnaii BanenturoBud (j1o11.). 4
K 95 MHOroypoBHEBbIE CHCTEMBI B 00JIaYHbIE

BbIUKCIIeHUs : yueOHoe mocodue / H. B.
Kyuun, A. 0. Monuanos ; C.-Iletep0. roc.
YH-T a3pOKocM. ripudopoctpoenus. - CIIO. :
N3n-so I'VAIL, 2018. - 136 c. : puc. -
bubmuorp.: c. 133 (14 Hazs.). - ISBN 978-5-
8088-1250-5 : b. 1. - Tekcr :

HETOCPEICTBEHHBIN

7. IlepedeHb 3IEKTPOHHBIX 00Pa30BaTENbHBIX PECYPCOB
MH(}OpPMaLMOHHO-TEJIEKOMMYHUKAIIMOHHOH cetu «IHTepHEeT»
Ilepeuenn JJIIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB UH(pOPMAaIMOHHO-
TEJIeKOMMYHUKAaMOHHON ceTtn «MHTepHeT», HEOOXOOUMBIX JJIi OCBOCHHUS JUCIUILIMHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATEIBHBIX PECYPCOB HWH(POPMAIMOHHO-
TEJIEKOMMYHUKAaMOHHOM ceTH «HTepHeT»
URL anpec HaunmenoBanue

http://www.intuit.ru/studies/courses/10/10/info | Bnamgumup anatenko. OCHOBBI HHPOPMAIIMOHHOK
Oe3omacHOCTH (KypC JIEKIUH, C AUCTAHIIIOHHBIM

o0yueHueM)
https://ru.coursera.org/learn/management- Copoxkun Anekcanap Biaanmuposuyu. MeHeHKMEHT
informacionnoi-bezopasnosti#syllabus HGOPMAIIMOHHON 0€30MaCHOCTH

8. Ilepeuens nHDOPMAITMOHHBIX TEXHOJIOTHUN
8.1. [lepeyeHnb TPOrpaMMHOTO OOECHEUEHUS, HCIOIB3YEeMOT0 IPH OCYIIECTBICHUU
00pa3oBaTeNLHOTO MpoIiecca M0 AUCIUTLTHHE.




[TepeueHs UCTIOIB3YEMOT0 MIPOTPAMMHOTO OOeCTIeUeHus IpeicTaBieH B Tadmmuie 10.

Ta6ymma 10— [Tepeyersr mporpaMmMHOTO oOecrieueHus

Ne /1 HaunmenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(POPMALOHHO-CITPABOYHBIX CUCTEM,UCII0JIb3yEMBbIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpoIiecca Mo AUCHUIIITHHE

[lepeyeHp HCMONB3yeMbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEJCTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyens HHPOPMALIMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HaumenoBanue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKas 0a3a
CoctaB MaTepHaTbHO-TEXHHYECKOH 0a3bl, HEOOXOAUMOW Ml  OCYIIECTBIICHUS
00pa30oBaTeNLHOTO MpoIiecca M0 AUCIHUILINHE, IPeCTaBieH B Tabuiel 2.

Tabmuna 12 — CoctaB MaTeprallbHO-TEXHIUYECKON 0a3bl

Ne HanmenoBanue coctaBHOM 4acTu Howmep aynuropun
/T MaTepuaIbHO-TEXHUYECKON Oa3bl (Ipu HEOOXOTUMOCTH )

1 | JlexuuoHHas ayuTopus

2 | MynbrumenuitHas TICKIIMOHHAS ayTUTOPHS

3 | Kimacc miast menoBoi Urpbl

10. OueHo4HBIE CpeICTBA ISl POBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CoctaB OIEHOYHBIX CPEACTBAJISI MPOBEIACHHS TMPOMEKYTOUHONW AaTTeCTalluu
00yJaromuxcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB AJS MIPOBEACHUS MPOMEKYTOUHON aTTeCTalluu

Buj npoMexxyTo4HOM aTTecTanuu IlepedyeHb O1IEHOUYHBIX CPEJICTB
OK3aMeH Crircok BOMPOCOB K 9K3aMEHY;
DK3aMeHaIlMOHHbIE OUJIETHI;
3agaun;
TecTsl.

10.2. B kayecTBe KpUTEpUEB OIEHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMIIETEHIMI O0OYyYaloUIMMHCS TIPUMEHSETCS 5-0ajulbHasi MIKajla OIEeHKH C(HOPMHUPOBAHHOCTH
KOMIIETEHIIN, KoTopas puBejeHa B Tabuune 14. B TeueHne cemectpa MOXET HCIOIB30BaThCS
100-6annpHast ~ mIKaja ~ MOXYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCTIOJIb30BaHUSI KOTOPOW, YCTaHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu o1ieHKH YpoBHS c(hOPMHUPOBAHHOCTH KOMIETEHITHH

Or1reHKa KOMITETEHITUHN

XapakTeprcTUKa c(hOPMUPOBAHHBIX KOMIIETEHLUIA
5-0auibHas mKana P P (op




Or11eHKa KOMITETEHITUHN

5-0ayuipHad IIKaIa

XapaxrepucTrka chopMUPOBAHHBIX KOMIIETEHIUI

— o0yyvaromuiics TJIyOOKO ¥ BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepHa;

— YBEPEHHO, JIOTHYHO, TI0CIICJOBATEIbHO M TPAMOTHO €ro U3JIaracr;

— OIrpasACh Ha 3HAHUA OCHOBHOH n I[OHOJIHHTGJIBHOﬁ JIMTCPATYPHI,

«OTJINYHO o
GatTeHOY TECHO MPHBS3BIBAET YCBOCHHBIC HAYYHBIC MOJOXKECHUS C MPAKTUYECKOM
JeSITEIbHOCTBIO HAIIPABIICHMUS;
— yMeJI0 00OCHOBBIBAET U APT'YMEHTUPYET BbIIBUTAEMbIE UM HUJIEH;
— JIeJIaeT BBIBOJIBI U 000O0IIEHMS;
— cBOOOIHO BJIAZICET CHCTEMON CIEUAIM3UPOBAHHBIX MOHITUH.
— o0y4aromuiicst TBEpI0 YCBOMJI IPOTPaMMHBINA MaTepuall, TpaMOTHO U
[0 CYIIECTBY M3JaraeT €ero, ONUPasCh HA 3HAHUSA OCHOBHOM
JUTEPATYPHI;
ODOLLOY — HE JIOMYCKAET CYLECTBEHHBIX HETOYHOCTEN;
P — YBSI3BIBACT YCBOGHHBIC 3HAHHUA C TPAKTUYECKOH JEATEITBHOCTHIO
«BAYTEHO»
HaIlpaBJICHUS;
— apryMEHTUPYET Hay4YHbIE IT0JIOKEHUS;
— JIeJIaeT BBIBOJIBI M 0000IIEHMS;
— BJIaJICET CUCTEMOH CeLUAIM3UPOBAHHBIX MOHITUH.
— o0yyaronuiicss ycBOMJI TOJIBKO OCHOBHOHM NPOrpaMMHBIM MaTepual,
[0 CYILECTBY H3JIaraeT €ro, OMUPasCh HA 3HAHHUS TOJIBKO OCHOBHOM
JUTEPATypPHI;
— JIOIYCKAeT HeCYIIECTBEHHBIE OMMOKN U HETOYHOCTH;
«YJIOBJIETBOPUTEIILHOY .
— MCIIBITBIBACT 3aTPyJHEHHUs] B INPAKTHUYECKOM NPUMEHEHHUH 3HAHUHN
«3AYTEHO»
HalpaBJICHUS;
— ¢J1a00 apryMEHTHPYET HayuHbIE [10JI0KEHMUS,
— 3aTpyAHsieTcs B (OpMYJIUPOBAHUHU BBIBOJIOB U 0000IIEHNUI;
— YaCTMYHO BJI3JIeeT CUCTEMON CHelMaIN3UPOBAHHBIX MOHATHH.
— o0yyJaromuiicss He YCBOWJI 3HAUUTENbHOM 4YacTH MPOrpaMMHOIO
MaTepuana;
— JIOMYCKaeT  CYNIECTBEHHbIE  OMMOKM W  HETOYHOCTH  TIpH
«HEYJIOBJIETBOPUTEIHLHOY .
paccMOTpeHHH pobsIeM B KOHKPETHOM HalpaBlIeHUH;
«HE 3a4YTEHO»

— MCIIBITBIBAET TPYIHOCTH B MPAKTUYECKOM IPUMEHEHNUN 3HAHMIA;
— HE MOXET apryMEHTHPOBATh HAYYHbIE MTOJIOKCHHS,
— He QOpMYJIHMPYET BHIBOJAOB U 000OLICHHIA.

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAIIBI.
Bormpocs! (3agaun) nms sKk3ameHa mpeicTaBlieHbl B Tadnmie 15.

Tabmuia 15 — Borpocs! (3amaun) 115 9K3aMeHa

Ne n/mt [Tepeuenp BompocoB (3a7a4) Ui SK3aMeHa Koz
WHJUKAaTOpa

1. [IpuBenuTe yoemuTeapHbIE TOBOABI TOTO, YTO HH(MOPMAITMOHHAS OIIK-
0€30IaCHOCTb - OIHA U3 BaXKHEHIINX MPOOJIEM COBPEMEHHOH JKU3HHU. 13.3.1

2. JIns KakuX LeJiei CIy>KUT CEpBHUC aHaIu3a 3alluIeHHOCTH? B uem OIIK-
3aKJIto4aercs crnenuuka ynpapieHus, Kak cepBruca 0€30macHOCTH? 13.V.1

3. Oxapakrtepu3yiite mudpoBanue (Kpunrorpapuio) B KauecTse OIIK-
OCHOBHOTO cepBuca 6e3onacHoctu VC. 13.B.1

4. JlaiiTe onpenenenye nepcoHanbHbIX JaHHBIX. Kakue cBeeHus MOryT OIIK-
OBITH OTHECEHBI K MepCOHANBHBIM AaHHBIM? KTO siBnsieTcs nepxkarenem | 15.3.1
MEPCOHAIIBHBIX JTAHHBIX ?

5. OxapakTepu3yiTe SJKpaHUPOBAHHUE B KAUECTBE OCHOBHOI'O CEpPBUCA OIIK-
6e3onacuoctu MIC. Yto Takoe firewall u kak oH ¢pyHKIHOHHpYET? 15.V.1

6. [Tepeuncnure u oxapakrepusyire 3anuTHble aericTBus oT HCI k OIIK-
KOH(HISHIIMATLHON HH()OpMAIIH. 17.V.1




7. Kakum TpeboBaHUsIM JOMIKHA YIOBICTBOPATH HHGOpMarus, utoosl ee | OINK-
MOKHO OBLTO OBI OTHECTH K ciry>keOHoU TaitHe? [IpuBeaure nepeuens | 19.VY.1
CBEICHUIA, KOTOPBIE HE MOTYT OBITH OTHECEHBI K CITYKEOHOM
nH(pOpPMAIMY OTPAaHUYEHHOTO PACIPOCTPAHEHUSI.

8. B dem 3akirouaercs OCHOBHAS 3ajlaya ayauTa, Kak cepBuca OIIK-
6e3onmacHocTu? 13.3.1

9. [lepeuncnure 1 TPOKOMMEHTUPYWUTE 3aLIUTHBIC IEUCTBUS OT YTCUKH OIIK-
KOH(HISHIINATbHON HH(POPMAIIH. 13.V.1

10. [Tepeunciure U 0XapakTepru3ynTe OCHOBHBIE OOBEKTHI OIIK-
npodeccnoHanbHOM TaliHbl. Kakum TpeOoBaHUSIM JOKHA 13.B.1
YAOBJICTBOPATH HH(POpMAaIIHs, 4TOOBI €€ MOYKHO OBLJIO ObI OTHECTH K
npodeccuoHaIbHON TaliHe?

11. Urto Takoe npotokosupoBanue? [IpokoOMMEHTHPYHTE 0COOEHHOCTH OIIK-
IIPUMEHEHHUSI JTAHHOTO cepBHca 0€30IaCHOCTH. 15.3.1

12. Kakum Tpe6oBaHuAM JOHKHA OTBEYATh KOMMEpUecKas TaiiHa? OIIK-
OxapakTepu3yiiTe 0 CaHOBHBIE CYyOBEKTHI IpaBa HA KOMMEPYECKYIO 15.V.1
taiiny. Kakas undopmaiis He MOKeT OBbITh OTHECEHA K
KOMMEpUECKOH TaiiHe?

13. B yewm 3akimiouaercs OCHOBHAs 3a/1a4a JIOTUYECKOTO YIIPABICHUS OIIK-
nocryrnoM? Yrto takoe marpuna goctyna? Kakas uadopmamms 17.¥.1
aHAIM3UPYETCS MPH MPUHATHH PEIICHUS O MPEAOCTaBICHUH JocTyna?

14, JlaiiTe onpeneneHue crnocoda 3anuThl HHPOPMAIIUH. OIIK-
OxapakTepu3yiTe OCHOBHBIC CTIOCOOBI 3aMTHL. [lepeuncnure 19.V.1
OCHOBHBI€ 3allIUTHBIC JCHCTBU MPU peanu3anuu cnocodos 3.

15. [lepeuncnure OCHOBHBIE BUIbI KOHPHIEHIIMATbHON HH(POpMAIUHY, OIlIK-
HYKJAIOUIENCsl B 3aILUTE. 13.3.1

16. [TpoxomMMeHTHPYTE BO3MOXKHOCTH OnomeTpuueckoit unentudukanuu | OINK-
(ayTeHTUhHUKAIN). 13.V.1

17. [lepeuncnure ocHOBHBIE yTpo3bl KOH(UAeHIIMaTbHOCTH HHpopmanuu. | OIIK-

13.B.1

18. UYro Takoe rocynapctBeHHas taiiHa? [lepeuncnure cenenus, kotopeie | OIIK-
MOTYT OBbITh OTHECEHBI K FOCcy1apcTBeHHOH TaiiHe. [IpuBenuTe 15.3.1
KJIaCCU(UKALIMIO CBEJICHUH, COCTABIIAIOIINX FOCYAapCTBEHHYIO TalHY,

10 CTENEHSIM CEKPETHOCTH

19. [IpokoMMeHTUpYIiTE apoibHyI0 HaeHTUuKanuo. Kakue mepsl OIlIK-
IIO3BOJISIFOT ITOBBICUTH HAJIEKHOCTH ITAPOJIbHOM 3aIUThI? 15.V.1

20. OxapakTepu3yiiTe OCHOBHBIC YTPO3bI IIEIIOCTHOCTH OIIK-
KOH(HIEHIIMATbHON HH()OpMAIIH. 17.V.1

21. JlaiiTe onpezeneHue 3amiaeMoil nHhopMaIyu U OXapakTepu3ynTe OIIK-
€€ OCHOBHBIE MMPU3HAKHU. 19.V.1

22. Uro Takoe uneHTHdUKamsa? JlaliTe TOIKOBaHUE MOHATHS OIIK-
«ayteHTuuKanus». M3-3a kKakux NpUUMH 3aTpyJHEHA HaJIC)KHAS 13.3.1
uaeHTHUKaIms?

23. Uro Takoe BpeIOHOCHOE TporpamMmMHoe obecrieuenue? Jlaiite OIIK-
orpeJiesnieHue «60MObI», «uepBsi», «BUpyca». Kakue HeraTuBHbIe 13.V.1
nocneacTsus B pyHkuronuposanuu MC Be13biBaeT BpegoHocHoe [107?

24. Packpoiite conepkaHre NOJIUTHYECKUX, JKOHOMUUYECKUX U OIIK-
OpraHU3AIMOHHO-TEXHUYECKUX (PAaKTOPOB, BIUSIOIMINX HA COCTOSTHHE 13.B.1
nHpopMalMOHHOH 6e3omacHocTH PO.

25. Kaxkue acniektsl coBpemeHHbIX IC ¢ TOukH 3peHus 6€30macHOCTH OIIK-
HanboJiee CyleCTBeHHBI? 15.3.1

26. [TpoxomMeHTHpYIiTE HanbOoIee pacpoCTPAHEHHBIE YTPO3BI OIIK-




TOCTYMHOCTH. OXapaKTepu3yruTe NPOrpaMMHBIE aTaKu HA 15.V.1
JOCTYIHOCTb.

217. [lepeuncnute OCHOBHBIE TPUYMHBI BAXKHOCTU IMPOrPAMMHO- OIIK-
texHuueckoro yposHs Ub. HazoBure ocHoBHBIE cepBucs b 17.V.1
MIPOrPaMMHO-TEXHUYECKOT'O YPOBHSI.

28. Yro Takoe UCTOYHHK yrpo3 Oe3onacHocTH nHpopmanuu? HazoBure OIIK-
OCHOBHBIC HCTOYHUKH MPETHAMEPEHHBIX YIPO3. 19.V.1

29. [Iepeunciure HanpapieHUs TOBCEIHEBHOM JieaTenbHOCTH cuctemHoro | OINK-
aJMUHUCTpATOPa, 00ECIIEYNBAIOIINE MTOACPIKAHNE 13.3.1
paborocnocobHocTr UC.

30. Uro Takoe kaHas yreuku nHpopmaruu? UTo Takoe TEXHUUECKHH OIIK-
KaHan yreukd napopmarmn? OxapakTepusynTe ciaydalHbIi 1 13.V.1
OpraHM30BaHHBIN KaHAJI yTeYKU HH(GOPMaIUU.

31. B uem 3akmtouaercsa ocHoBHas crienuguka npouenypHoro yposus Ub? | OIIK-
[Iepeuncinte OCHOBHBIE KJIacChl Mep IpoueaypHoro yposus Ub. 13.B.1
[Touemy Bormpocsl nogaep:xanus padorocrnocooHoctu UC sBnstores
MPUHIMIIHATBLHBIMU Ha poleaypHoM yposae NB?

32. Uro Takoe ynpasneHue puckamu? [louemy ynpaBieHue puckamu OIIK-
paccMaTrpuBaercsa Ha agMUHUCTpaTUBHOM ypoBHE B? B uem 15.3.1
3aKJIFOYAETCS] CYTh MEPOIPUSITUH IO YIPABIECHUIO PUCKaMU?

33. [epeuncnure BaxkHeimme 3a1a4u odecreueHust HH(HOPMAIIHOHHON OIIK-
6e3onacHoctu PO. 15.V.1

34. Ha3oBute rimaBHyo nens Mep aiMUHUCTpAaTUBHOTO ypoBH: Ub. Uto OIIK-
MMOHUMAETCA Mo/ MONUTHKOM 6e3onacHocTu? IlpuBenure npumepnsiii | 17.VY.1
CIHMCOK pEICeHUH BEPXHEr0 YPOBHS MOJUTHKU O€30M1aCHOCTH.

35. Uro Takoe ataka? Uto Takoe okHO omacHOCTH? Kakue coObIThs OIIK-
IIPOMCXOJISIT BO BPEMS CYIIECTBOBAHUS OKHA OMACHOCTH? 19.V.1

36. Haiite onpeneneHue yrpo3 koHpuaeHunaabHoi napopmarnuu. Kakue | OIIK-
JEMCTBUS ONPENENSIOT YIpo3bl KOHQHIEHIIMAIbHON HHPOpMAIH? 13.3.1

37. Jaiite onpenenenue guneH3uposanus. KTo Takue nuueHsuar u OIIK-
muneHsupytoume opraiel? [louemy nunensupoanue u cepruduxanus | 13.Y.1
BBICTYINAIOT B KAUECTBE CPe/ICTBA 3aIuThl HHPopmanuu? Ilepeuncnute
MepeYeHb BUJOB JEATEIIbHOCTH, Kacatomuxcs b, Ha ocymiecTBiienne
KOTOPBIX TPEOYIOTCSI JIMIICH3HH.

38. UYro Takoe «MCTOYHHMK KOH(PUACHINATbHOU HHPOpMALTUN»? OIlIK-
[lepeuncante OCHOBHbIE HCTOYHUKH KOH(MHUIECHIIMATBHON 13.B.1
nH(}OpMaLINH.

39. Kakue craten YTOIOBHOIO KOJIEKCa HAIPSIMYIO KacaroTcs OIIK-
nH(}OpMalMOHHON 6e30macHoCTH? 15.3.1

40. UYro Takoe 00bekThl yrpo3 b? B uem BoIpakaroTcs yrpo3sl OIIK-
uHpopmanuu? KakoBsl OCHOBHbIE HCTOYHHUKH YIpo3 3aIIUIIaeMOM 15.V.1
nHpopmanun? KakoBsl e yrpo3 uHGOpMaluu co CTOPOHBI
3JI0YMBIIIJIEHHUKOB?

41. Kakas undopmanus sBisercs npenMerom 3amutel? [lepeunciure OIIK-
OCHOBHBIE CBOICTBAa MH(POPMALIUU KaK MpeaAMETa 3allUThI. 17.V.1
OxapakTepHu3yiTe CEeKpeTHYIO U KOH(UIECHIIMAIBbHYIO HHPOPMAIIHIO.

42. [Iepeuncinure OCHOBHBIE KOMIIOHEHTBI KOHLENTYalbHOU Moenu Ub. OIIK-
N3o0pasure rpadudecku cXxemMy KOHIIENTYaTbHON MOJIETH CUCTEMBI 19.Y.1
Ub.

43. JaiiTe onpenenenne nHGOpMaIMOHHON cucteMsl. [lepeuncnure OIIK-
CTPYKTYpHBIE KOMIIOHEHTbI HH()OPMAIIMOHHBIX cucTeM. UTo 15.3.1

MMOHUMAIOT Mo HUH()OPMAIIMOHHBIMU pecypcaMu U mporeccamu?




44, UTo moHMMaeTcs 1Mo CHCTEMOU YIpaBJeHUsI 0€30MaCHOCThIO? OIIK-
15.3.1
45, KaxkoB ¢pynkuronan SIEM-cuctem? OIIK-
15.3.1

Bompocsr (3agaun) s 3aueta / qudd. 3auera npepcraBieHsl B Tadbnuie 16.

Ta6ymia 16 — Boripocs! (3amaun) mis 3aueta / audd. 3adera
Kon
0 I1 .
Ne /i epeyeHb BOMPOCOB (3a1a4) ams 3adera / qudd. 3adera HHKATOPA

Y4eOHBIM IJIJAHOM HE IPESYCMOTPEHO

MpeACTaBICHBI B Ta0mwmIe 17.
Tabmuna 17 — Ilepedern TeM JUIsi KypCOBOTO IPOSKTHPOBAHMSI/BBIIOJIHCHUST KYPCOBOM paOOTHI

[lepeyeHnp TeMm [UIi KypCOBOTO TPOEKTUPOBAHUS/BBINOIHEHUS KypCOBOH pabOTHI

Ne /i [TpuMepHBIii IepeYeHb TeM Il KYPCOBOTO MPOSKTUPOBAHUS/BITTOIHEHHS
B KypCOBOH paboTBHI
Y4eOHBIM IIIAaHOM HE MPEAYCMOTPEHO
BOHpOCI)I AJi1 IMPOBCACHHUA HpOMe)KYTO‘-IHOI\/JI arreécCralliu B BHAC TCCTUPOBAHUA

MpeCTaBICHBI B Ta0nwuie 18.

Tabnuna 18 — [IpumepHbIil epeyeHb BOPOCOB JJIs TECTOB

. Kon

Ne n/nn [TpuMepHBIii IepedeHb BOIPOCOB I TECTOB

UHJIMKaTopa

1 K xakoi pa3HOBHIHOCTH MOJIETIEN YIIPABICHHUS TOCTYIIOM OTHOCHUTCS OIlIK-
mozenb benna-Jla [Tagynsi? 13.3.1
a) MOJIEb IUCKPELIMOHHOTO JOCTYTIA;

0) MOJieNTb MAaHJaTHOTO JIOCTYTIA;
B) poJsieBasi MOJIEIb.

1 Kak Ha3pIBatoTCs yrpo3bl, BEI3BaHHbIE OIIMOKaMU B IPOEKTUPOBAHUHU OIIK-
ANC u ee neMeHTOB, OIIMOKaMU B IPOrpaMMHOM 00€CIIEUEHHH, 13.V.1
olmKOKaMu B IEHCTBUSX MepCcoHaIa U T.11.7

3 K xakum mepam 3aiuThl OTHOCUTCS TIOJTUTHKA 0€30MTaCHOCTH? OIIK-
a) K aIMUHUCTPATUBHBIM; 13.B.1
0) K 3aKOHOJIATEIHHBIM;

B) K POTPaMMHO-TEXHUYECKUM;
I') K IPOLIETyPHBIM.

4 B kakom M3 npencTaBiieHHI MaTpUIlbl JOCTYa Hauboee MpocTo OIIK-
ONPEJIEIUTH NOJIb30BATENEH, UMEIOIINX JOCTYII K OIIPEACICHHOMY 15.3.1
¢aitny?

a) ACL;
0) CIMCKU MOJTHOMOYH CyOBEKTOB;
B) aTpUOYTHBIE CXEMBI.

5 Kax Ha3piBaeTcst CBOMCTBO HMH(POPMAIINH, 03HAYAIOIIEE OTCYTCTBUE OIIK-
HEMPAaBOMOYHBIX, U HE NMPETyCMOTPEHHBIX €€ BIIa/IeblieM U3MEHEHUH? 15.V.1
a) IEeJIOCTHOCTb;

0) anemumpyemMocCTh;
B) JIOCTYITHOCTb;
T') KOH(UIEHITNAILHOCT;
1) ayTEHTUYHOCTh
6 K oCHOBHBIM IpHHLMIIAM MOCTPOEHUS CUCTEMBI 3amuThl AVIC OIIK-

OTHOCATCA:

17.V.1




a) OTKPBITOCT;

0) B3aMMO3aMEHSIEMOCTb MOJICHCTEM 3aIUTHL;
B) MUHUMU3aIUs TPUBUIICTHIA;

') KOMIUIEKCHOCTb;

1) MPOCTOTA

7 Kakue 13 cneayronmx BbICKa3bIBaHUN O MOJIENH ynpasiieHus gocrynom | OIIK-
RBAC cnpaseiuBbl? 19.V.1
a) C KaXJbIM CYObEKTOM (TI0Ih30BATEIIEM) MOKET OBITh ACCOLIMMPOBAHO
HECKOJIBKO pOJIEH;
0) poJii yHops/104€HBI B UEPAPXUIO;
B) C KaX/IbIM OOBEKTOM JOCTYIIa aCCOLIUUPOBAHO HECKOJIBKO POJIEH ;
T) A1 KQKJI0U Naphl «CyOBEKT-00bEKT» Ha3HAaueH Ha0Op BO3MOXKHBIX
paspeiieHui

8 . lucrieryep gocryma... OIIK-
a) ... UCTIOJIb3YyeT 0a3y JaHHBIX 3aIIUTHI, B KOTOPOUM XpaHATCS MpaBHiia 13.3.1
pasrpaHuyYeHHs JOCTYIIA;
0) ... HCTIOJIb3YeT aTpUOYTHBIE CXEMBbI JUISl ITPEICTABICHHSI MAaTPULIbI
JIOCTYTIA;
B) ... BBICTYIIA€T IOCPETHUKOM IIPU BCeX OOPALIEHUAX CYyOBEKTOB K
00BEKTaM;
r) ... GUKCUpYyeT UHPOPMALIMIO O HOMBITKAX JIOCTYNA B CHCTEMHOM
KypHaJe;

9 Kakue npeanonoxenus BkitoyaeT HedopmaibHas Mojeib HapymuTensa? | OITK-
a) 0 BOBMOXKHOCTSIX HapyIIUTEIs; 13.Y.1
0) 0 KaTeropusx JHil, K KOTOPbIM MOKET MTPUHAJJIEKATh HAPYIIUTEb;
B) O TIPUBBIYKAX HAPYIIUTEIIS;
T') 0 IPEIBIAYIINX aTaKaX, OCYIECTBICHHBIX HAPYIIUTEIIEM;
1) 00 ypOBHE 3HAaHUIN HApYIIUTEISI

10 Yro mpencrasiseT co00i JOKTpHHA HHPOPMALIMOHHOM 6€301MacHOCTH OIIK-
P®? 13.B.1
a) HOPMaTHBHO-TIPABOBOM aKT, yCTaHABIMBAIOIUI OTBETCTBEHHOCTh 32
npaBoHapylIieHus B chepe nHPopManoHHON 6€30MacHOCTH;
0) denepanbHbBIN 3aKOH, PEryJIUPYIOLUIMIA TPABOOTHOLIEHUS B 00JIaCTH
nH(pOpMaIIMOHHOM 0€30MMaCHOCTH;
B) LIeJIeBast IporpamMma pa3BUTHsI CUCTEMbI HH(OPMAIIMOHHON
6e3onacHocTH PO, npeacrapistonias coo0 MoOCie10BaTeIbHOCTh
CTaJHil U 3TAIOB;
') COBOKYITHOCTh O(DHIIMABHBIX B3TJIS0B Ha [IEJH, 33/1a49H, TPUHITHITHI
Y OCHOBHBIE Ha- MpaBiieHUsI obecrieueHust H(HOPMAIIMOHHON
6e3onacHocTH Poccuiickoit denepanun

11 K kakomy Buay Mep 3amuThl HHPOPMAIIUU OTHOCUTCS YTBEPKACHHAs OIIK-
nporpamma paboT B 06J1acTH O€30MaCHOCTH? 15.3.1
a) MOJIMTHKA OE30MaCHOCTH BEPXHETO YPOBHS;
0) monuTHKa 6€30MACHOCTH CPETHETO YPOBHS;
B) MOJIUTUKA 0€30IIaCHOCTH HIKHETO YPOBHS;
T') IPUHIUIT MUHAMHA3AIWAN TIPUBUIICTHIA;
1) 3alMTa NOJIep>KUBaIoIIed HHPPACTPYKTYPHI.

12 Kaxkne n3 nepeyncieHHbIx HUKE YIpo3 OTHOCSTCS K KJIaccy OIIK-
npeAHaMEPEHHBIX ? 15.V.1

a) 3apakeHe KOMITbIOTepa BUPYCaMH;
0) (hu3mueckoe pa3pyiieHne CHCTEMBI B pe3yJIbTaTe MoXapa;
B) OTKJIIOYEHHE WJIM BBIBOJ] U3 CTPOSI MOJICUCTEM 00ECIICUCHHSI




(YHKIIMOHUPOBAHUS BBI- YUCIUTEILHBIX CUCTEM (3JICKTPOTIHTAHUS,
OXJIKJICHUS ¥ BEHTUJISIIUY, TUHUH CBSI3U U T.11.),

T') IPOCKTHPOBAHUE APXUTEKTYPhI CHCTEMBI, TEXHOJIOTUU 00paOOTKH
JTaHHBIX, pa3paboTKa MPUKIATHBIX POTPAMM, C BO3MOKHOCTSIMH,
MPECTABISIONIMMHI OMACHOCTb IS PA0OTOCIIOCOOHOCTH CUCTEMBI U
6e30macHOCTH HH(POPMALINY;

1) YTEHUE OCTATOYHOW MH(POPMAIIUU U3 OTICPATHBHOM MaMSITH U C
BHEITHUX 3aIIOMUHAIONINX YCTPONCTB;

€) BCKPBITHE MH(POB KPUNITOZAMUTH HHGOPMAITH

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCHUIUIMHE OOYYAIONIMXCS 3a04HOU (HOPMBI
oOydeHus1, IpeCTaBIeHbI B Ta0mie 19.

Ta6ymma 19 — [lepeyeHb KOHTPOJIBHBIX PabOT

Ne /i [lepeyeHb KOHTPOJIBHBIX PabOT

He npenycmotpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEAENSAIONIMEe  HPOLENypbl  OLIEHUBAHUS
WH/IMKATOPOB, XapaKTEpU3YIOMIUX dSTanbl (HOPMUPOBAHMS KOMIIETCHIIMH, COAEp)KaTcs B
JOKAJIBHBIX HOpMaTuBHBIX akTax [YAII, pernameHTUpYylOIIMX NOPAAOK M MPOLEAYPY
NPOBEICHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH M MIPOMEKYTOUYHON aTTeCTalMU O00y4JaroIInuXCs
I'VAIL

11. Meroauyeckue ykazaHus i 00y4YaIOIUXCs IO OCBOCHUIO TUCIIUTUIMHBI

11.1. MeTtoauueckne yka3zaHus [ OOYYalOIIMXCS 10 OCBOCHMIO JIEKIMOHHOTO
MaTepuaia

OcHOBHOE Ha3HA4Y€HHE JIEKIIMOHHOTO MaTepuaia — JIOTUYECKH CTPOMHOE, CHCTEMHOE,
riyOOKOe U SICHOE H3JIoKeHHe ydeOHoro marepuana. Ha3HaueHue cOBpeMEHHON JEKIMH B
paMKax JTUCUUIUIMHBI HE B TOM, YTOOBI MOJYyYUTh BCIO MH(QOPMAIMIO MO TEME, a B OCBOCHUU
(byHaaMeHTaNbHBIX NpoOJeM JUCHMIUIMHBI, METOJOB HAayyHOro IIO3HAHMS, HOBEWIIMX
JOCTHKEHUI HayyHOW MbIcaU. B yuyeOHOM mpoliecce JIEKIHs BBIIOIHSAET METO/I0JIOTMYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIEKIUs packpbIBaeT MOHATUIHBIN anmapar
KOHKpETHOH oO0jacTu 3HaHUdA, €€ MpoOJeMbl, JAaeT LEeNbHOE NPEJCTABIECHUE O TUCIUILIMHE,
MIOKA3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUIIIIMHAMH.

[InaHupyeMble pe3yibTaThl IPU OCBOEHUU 00YYaIOUIMMUCS JIEKIIMOHHOTO MaTepuaa;

— TIOJYyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX ONPEAEIAETCS LENEBOM YCTAHOBKON K KaKJJOM KOHKPETHOU TEME;

— TIOJy4YyeHHE OIBITa TBOPUYECKOM pabOThl COBMECTHO C MPEIOIaBaATENEM;

— pa3BuTHE TOPOPECCHOHATBHO-JENOBBIX  KayecTB, JIIOOBM K MpeAMeTy H
CaMOCTOSITEIbHOTO TBOPYECKOI'O MBIIITIEHHUS.

— TOsBJIEHHWE HEOOXOAMMOI0 HHTEpeca, HEOOXOAMMOTIO AJIsi CAMOCTOSITENIbHOM paboThI;

— TIOJy4YyeHHE 3HAaHUW O COBPEMEHHOM YpPOBHE pAa3BUTHS HAyKH U TEXHUKH U O
MIPOTHO3€ UX Pa3BUTHS Ha ONMKaiIine rofbl;

— HayyuTbCs METOJMYECKH oOpabaTbiBaTh MaTepuasl (BBIACNATH TJIaBHBIE MBICIH H
MOJIOKEHUSA, MPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3jIM4YHBIX
bopMynupoBKax);

— TOJIyueHHE TOYHOT'O TOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSATHH.

JIeKUMOHHBIA MaTepuall MOXKET COMNPOBOXKIATHCA JAEMOHCTPALMEN CIIAWAOB U
UCMOJIb30BaHUEM DA3JaTOYHOIO MaTepuala IpU IPOBEIEHUM KOPOTKMX JTUCKYCCH 00
0COOEHHOCTSX MPUMEHEHHUS OTJEIBHBIX TEMATHK 0 JUCLIUTUIMHE.

CrpyKTypa NpefocTaBieHus JEKINOHHOIO MaTepraa:




— MH3noxeHue IeKIIMOHHOTO Marcpualia,

- HpC,I[CTaBJ'IeHI/IC TEOPETUYCCKOI'O MaT€pHraia IIperioaaBaTcjiIcM B BUIC CHaﬁHOB;
— OcBoeHne TEOPCTUUECCKOTO MaTC€pHralia 1o MpakKTHICCKHUM BOIIpOCaMm;

— Chucok BOITPOCOB I10 TCMC IJIA CaMOCTOSTEILHON pa6OTBI CTyACHTAa

11.2. Meroauueckue yka3aHus Jjs1 00y4JaromuXcs M0 yYaCTHIO B CEMHHAPAX- JUYEeOHbIM
NIAHOM He NpedyCMOMPEHO

11.3. MeTtoauueckue yka3aHus Uil OOyYarOIIUXCA IO MPOXOXKICHHUIO MPAKTHUECKUX
3aHATUH

[IpakTuyeckoe 3aHATHE SBISETCS OAHOM W3 OCHOBHBIX (POpPM OpraHu3amuu y4eOHOTO
npoliecca, 3aKIryaroiascs B BbIIIOJIHEHUH 00y4aroLUIMMHUCS 110/I pPYKOBOJICTBOM ITIperoiaBaTelis
KOMILJIEKCAa YYEOHBIX 3aJaHUW C LEIbI0 YCBOGHHUS HAayYHO-TEOPETUYECKHX OCHOB Yy4eOHOU
JUCLUIUIMHBL, TPUOOPETEeHHs] yMEHUH M HAaBBIKOB, OIIbITA TBOPUYECKON AEATEIbHOCTH.

Lenbr0 MpakTUYECKOTO 3aHATHUS ISl 00yUaroIIerocs siBIsSCTCS TPUBUTHE OOYUaIOIIMCS
YMEHMH U HAaBBIKOB MPAKTUYECKOU NEATEIBHOCTH 110 U3y4aeMON TUCLUIUIMHE.

[Tmanupyemble pe3yabTaThl IPH OCBOSHUH 00yUYaIOMIMMCS IPAKTUIECKUX 3aHATHI:

— 3aKpeluvieHue, yriayOJieHue, pacIlUpeHHe M JeTalu3alys 3HaHUW IpU pelleHUH
KOHKPETHBIX 3a/1ay;

— Ppa3BUTHE TIO3HABATEJBHBIX CIIOCOOHOCTEH, CaMOCTOSITEIbHOCTH  MBILIUICHUS,
TBOPYECKOI aKTUBHOCTH,;

— OBJAJCHME HOBBIMM METOJAaMH M METOJUKAMH M3y4ECHUS KOHKPETHOW yueOHOM
JUCLUTIINHBI;

— BbIpa0OTKa CHOCOOHOCTH JIOTMYECKOTO OCMBICICHUS! IOJTYYEHHBIX 3HAHUM JUIs
BBITIOJIHEHMS 3a/1aHNN;

— ofecrieueHue palMOHAIBHOTO COYETAaHUsl KOJJIEKTUBHOM M MHAMBHIYabHON (popm
00y4eHwusI.

TpeboBanusl K IPOBEIEHNIO IPAKTUYESCKUX 3aHITHI

B pamkax mnpoBefeHUsI NPAKTUYECKUX 3aHSATHM MPOBOAMUTCS OIMPOC MO MPOHIECHHOMY
teopetnueckomy matepuasn. CTyAEHTY CTaBUTCA OIICHKAa IO pe3ysibTaTaMm OIpoca, KOoTopas
YUHUTBIBAETCS MPU IPOMEKYTOUHON aTTECTALUU.

11.4. Metoauueckue yka3aHus s OOy4aroIMXCS MO BBIIOJIHEHUIO J1a00OPaTOPHBIX
pabor.

B xozme BbIMONHEHHsS J1a0OpaTOpHBIX paboT oOyyaromuics JOJKEeH YIriyOuTh H
3aKpenuTh 3HAHUS, NMPAKTUYECKUE HABBIKH, OBIIAJIETh COBPEMEHHOW METOTUKOW M TEXHUKOU
HKCIIEPUMEHTAa B COOTBETCTBUH C KBAJU(HUKAIMOHHON XapaKTEPUCTHUKOW OO0YyJaromerocs.
BeimonHenne 1abopaTopHbIX pabOT COCTOUT M3 3KCHEPUMEHTAIbHO-TPAKTUYECKOM, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIBbHBIX MEPOIIPHUITUH.

Breimmonnenue nabopaTopHbIX pabOT 00ydaromUMCS SIBJISETCS HEOTHEMJIEMOW YacThIO
U3y4eHHs] JTUCLMIUIMHBI, OIpelenseMoil y4eOHbIM IUIAaHOM, M OTHOCHUTCS K CpEICTBaM,
00ecIeunBarONINM PEHICHUE CIEAYIONINX OCHOBHBIX 33724 00yJaromerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMS IMPOIECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B PaMKax JaHHOW JUCIUIUIHBI;

— 3aKpeIUICHHe, pa3BUTHE W JICTAIM3allUs TEOPETHUYECKUX 3HAHUH, MOTYyYCHHBIX Ha
JEKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUIIUHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIBHOM  paboThl ¢ J1a0OpaTOpHBIM
000pyI0BaHUEM U IPUOOPAMHU.

3anadue u TpeOGoBaHUs K IIPOBEACHUIO 1a00PaTOPHBIX PaboT




JlaGopaTopnas padora Ne 1 «Pa3paborka moaenu yrpo3 6e30macHoCTd HH(POpMAITUI
Ilens mabGoparopHoit paborer Ne 1: IlocTpoeHWe pa3IMyHBIX MOAENEH, OTOOpaKArOIINX
ApPXUTEKTYpy aBTOMATU3MPOBAHHOW CHUCTEMBbl W OTPAHMYECHUH JocTyna K HH(POpPMAIUH.
[IpoBenenne ananmusza MecT W BHUIOB yTedku uHpopmanuu. OLeHKa yrpos, ya3BUMOCTEH U
CTETICHU 3aIIUIIEHHOCTH HH()OPMAIIHH.
3amanue kK mabopatopHoit padoTe Nel
1) BbINONHUTH OLIEHKY aKTYaJIbHOCTH pa3padaThiBaeMOi HH(GOPMALIMOHHO
2) CHCTEMBI
3) IlpoBecTH CTPYKTYpHBIIl CACTEMHBIH aHaIH3 OM3HEC-TPOLIECCOB
4) npenmernoii obmactu. Ilocrpouts mmarpammel IDEFO (AS-IS), DFD (ASIS), (mpwu
Heooxoaumoctu — IDEF3 (AS-1S).
5) Omnucatb pa3pabOTaHHBIC TUATPAMMBI
6) BblaenuTs akTUBBI, MOAJICKALIME HHOOPMALIMOHHON 3aIUTe
7) TlocTpouTh MOJEIH YTPO3 pa3padaTbiBacMOil HHPOPMAITHOHHON CHCTEMBI
8) IlocTpouTh MOJICIH HAPYIIUTEIS
9) CdopmupoBaTh peecTp aKTyaTu3UuPOBAHHBIX YTPO3 sl KaXI0r0 aKTHBA
10) ChopmupoBaTh BEKTOPHI ysi3BUMOCTEH. OIICHUTH BO3MOYKHBIC PHCKH
11) OnieHUTH CTENECHD 3aUIICHHOCTH HHPOPMAIIUN

Crtpykrypa u dhopma oTueTa 0 1abopaTopHOM paboTe
Otder mo mabopaTopHbIM paboTaM IOJDKHA OTpaKaTh HE (DAKT CIPOCKTHPOBAHHOU
CUCTEMBI 3alllUThl, a MPOIECC MPOEKTUPOBAHMUSA, MOKA3BIBAIOIIUNA BCIO pabOTy HaJ MPOECKTOM
HAYMHAS OT I[IOJIyYCHHOTO HWCXOJHOTO MaTepuaia W HaOpocka Oynaymied 3amumnieHHON
WH(GOPMALIMOHHONW  CHCTeMbl M  3aKaH4MBass pa3paboOTaHHBIM U  MPOTECTUPOBAHHBIM
MPOrPaMMHBIM TIaKeTOM, ¢ OOOCHOBAaHHMEM BCEX MPHUHATHIX B IMPOIECCE MPOCKTUPOBAHUS
pemienuii. B comepxaHuu OoMKHA OBITH OTpakeHAa CTPYKTypa OT4eTa. BBeiaeHHe MOMKHO
XapaKTepU30BaTh Ty cepy YeIOBEUECKON NEATETHbHOCTH, JUIT KOTOPOH OyJIeT MPOSKTHPOBATHCS
cuctema 3amuThl HHGopMaruu. [Ipu onucanuu quarpamMm JOJKHBI OBITh M3JI0KEHBI OCHOBHBIC
(GYHKIIMOHATBHBIC BO3MOXKHOCTH OYAYIIeH CUCTEMBI 3aIlUThl WH(GOPMAIUH, a TaKXKe BHUIBI
uH(pOpPMAaIIMK KOTOpPBIE MPHUAETCS XPaHUTh U 00pabaThiBaTh Al JOCTHIKEHHUS MOCTAaBICHHON
nenu. B mocnenyromux  abopaTopHbIX paboTax  JAOMKHBI  OBITh  M3JIOKEHBI  ATAIlbI
KOHCTPYHPOBAaHUS ¥ (PYHKIHMOHUPOBAHUS MPOTPAMMHO-TEXHUYECKHX YCTPOWCTB 3alUTHI
UH(GOPMAIIUN U TEXHUYECKHX 00BEKTOB OT HECAHKITHOHUPOBAHHOTO JIOCTYIIA
TpeboBanus k ohopMIEHUIO OTYETA O TAOOpaTOpHOU paboTe
— Oruer no n1abopaTopHON paboTe NMPETOCTABISIETCSA B IEYaTHOM/UIIH 3JIEKTPOHHOM BHJIE;
— JIOJDKHA COOTBETCTBOBAThH CTPYKTYpe B (popMe oTUeTa, MPECTABICHHOM BHIIIIC;
— Oruer no nabopatopHoii padbore  momkeH uMeTh TUTYIbHBIN nuct (COCT 7.32-2001
n3nanus 2008 roga) ¢ Ha3BaHUEM M MOJANUCHIO CTYNIEHTA(0B), KOTOPHIH(bIE) ee caenan(u)
u opopmui(n);
— CrygeHt gomxkeH 3amuTuTh JIP. OTMeTKa 0 3ammTe AOKHA HAXOAUTHCA Ha TUTYIBHOM

JIMCTC BMCCTC C MMOANUCHIO TPCIIOAABATCIIA.
Ccrutka Ha Matepuainst JIP1 - https://pro.quap.ru/get-task/b25b17c¢8140089be72add01c1e078f59

JlabopaTopuasi padora Ne 2 «DopmupoBanue 3amanuii mo Oe3omacHoctu U SIEM-
DKOCUCTEMBI»

Hens nabopatopHoit pabGorsl Ne 2: Ha ocHoBaHMM (OpPMYTUPOBAHHBIX LENel
6e30macHOCTH c(hOpPMUPOBATh MPODUIIN 3ALTUTHI U 3aJaHUs 110 0€301MaCHOCTH UHPOPMALIMOHHOM
cuctembl u C3U, peanusyroomux TpeOyeMmblil ypoOBEHb 3alIMIIEHHOCTH CHUCTEMBI. Pa3BepHYTh
SIEM-skocucremy

3amanue K nabopaTopHoit padboTe No2

1) Ha ocHoBaHuu CQOpMYIHpPOBaHHBIX LeNieil Oe30macHOCTH CHOPMUPOBATH HPOPUIH
3amuThl THHOPMAITMOHHON (aBTOMATU3UPOBaHHON) cucTeMbl u/mmu C3U.


https://pro.guap.ru/get-task/b25b17c8140089be72add01c1e078f59

2) B mpodunsx 3amuTBl MOCTPOMTH TaONMIBI, KOTOPBIE B3aWMOCBs3bIBAlOT Llenn
6e3omacHocTH ¢ yrpo3amu U [TonMb. B3anmocBszun 000CHOBATh U ONKCATb.

3) CoopmynupoBarh GyHKIIHOHAIbHBIC TPeOOBaHMUS, TPEOOBAHUS TOBEPHUS U TPEOOBAHUS K
cpene

4) Pazpaborarh 3ajaHue 10 Oe30macHOCTH. BbyienuTh mnpaBuwiia  0OE30MACHOCTH,
pealn30BaHHbIE B TEXHUYECKUX TMOJIUTHKAX OE30MACHOCTH, KOTOPHIE MPEICTOUT
peann3oBath B ojicucTeMe aHanu3a (koppemsiuuii) SIEM-cuctemsr.

5) PasBepHyTbH SIEM-3kocucremy, HCIOJIb3YS MPOEKT AirSIEM
https://github.com/fisher85/AirSIEM
6) Ucxomambrit KOX sapa KOppEJsLU -

https://github.com/fisher85/AirSIEM/tree/master/AirSIEM
7) OdopMHuTE OTYET 110 JTaOOPATOPHOI paboTe
CrpykTypa u dhopma oTueTa 0 1a60paTOpHOH paboTe
— IlocranoBka 3aauu;
— BXxoxHbIE U BBIXOJHBIE JaHHEIC,
— Copep)kaHue 3TaroOB BBIMOTHEHUS;
— O0ocHOBaHME TOJIyYEHHOT'0 pe3ynbTara (BbIBOJ);
— CHHCOK UCTIONIBb3YeMOH JINTepaTyphl
TpeboBanus k oopmIICHHIO OTYETa O Ja00paTOPHOU padoTe
— Ortuer no nabopaTopHOi pabOTe MPETOCTABISIETCS B IEYaTHOM/UIIU 3JIEKTPOHHOM BU/IE;
— JIOJKHA COOTBETCTBOBATh CTPYKTYpe U (hopMe OTueTa, NIpeACTaBICHHOM BhIIIE;
— Oruer no 1abopaTopHoii pabore  moimkeH mMeTh THTYIbHBIN Juct (COCT 7.32-2001
uznanus 2008 roga) ¢ Ha3BaHUEM UM MOJIHUCHIO CTYAEHTA(0B), KOTOPBIH(bIE) ee caemnan(u)

u opopMuiI(n);

— Crynent gomkeH 3ammtuth JIP. OTMeTKa 0 3amuTe JOKHA HaXOAUTHCS HA TUTYIHHOM

JIFCTE BMECTE C MOAIMUCHIO TPETOIaBaTest
Ccrutka Ha Matepuanst JIP2 - https://pro.guap.ru/get-task/29751f9f3e45bela6db3dbad876f9ab5

JlabopaTopnas pa6ora Ne 3 «COop 10roB coOBITHI HHDOPMAITMOHHOW O€30TTaCHOCTH B
AirSIEM»

Lens maGoparopHoit paborsr Ne 3: pazpaboraTth cucTeMy, KOTOpas IO3BOJISET
aHaAJIM3UPOBATh PETUCTPUPYEMBbIE B 3aIIUIIAEMO HHPPACTPYKTYpE COOBITUS, MOCTYMAIOLIUE OT
pa3IUYHBIX ~ UCTOYHUKOB, W  OOHApy)XWBaTb  aTaKW/CLIEHapUM  aTaK/IOJ03pUTENIbHbIE
JEMCTBUSA/OTKIIOHEHUSI OT HOPMbI, (OpMHUpPYs TpH HEOOXOAMMOCTH COOTBETCTBYIOIIME
MHIUICHTHI 0€301aCHOCTH.

3ananue k aboparopHoi pabore Ne3

1) CdopmupoBaTh TeXxHUUYECKHE TOTUTUKN 1B
2) Ha ocHoBaHWM pa3pa0OTaHHBIX MOJUTUK HH(POPMAIIMOHHOW O€30MacHOCTH, NpOopuUIIeH
3alIUTHl U 33JaHUN 1O 0€30MacHOCTH MH(GOPMALMOHHON (aBTOMAaTU3MPOBAHHOW) CHUCTEMBI
u/wm C3U, pazpabdorats apxurextypy SIEM-cucremsl
3) Peanm3oBath mojacucTeMy cOOpa U XpaHEHHUs TOCTYAIOIINX COOBITHI O€30MaCHOCTH;
4) OdopMuTh OTYET TO JIAbOpaTOpHOH padore.
Crpykrypa u hopma oTyera 0 1abopaTopHO paboTe
— TIlocranoBka 3aauu;
— BxonHbIe U BBIXOJIHBIE JaHHEBIE,
— CopepxaHue 3TanoB BHIMOJTHEHUS;
— OOocHOBaHKE MOTYYEHHOTO pe3yibTaTa (BbIBO);
— CHHCOK UCTIONb3YeMOH JINTepaTyphbl
TpeboBanust k opopmiIeHHIO OTYETa O Ja00PaTOPHOU paboTe
— Ortuer no nabopaTopHOi paboTe MPEIOCTABIAETCS B I€YaTHOM/UIIH 3JIEKTPOHHOM BHUJIC;
— JI0JDKHA COOTBETCTBOBATH CTPYKTYpe U (hopMe OTueTa, NPeACTaBICHHOM BhIIIE;



https://pro.guap.ru/get-task/29751f9f3e45be1a6db3dba4876f9ab5

— Ortuer no nabopatopHoit pabote  AomkeH uMeTh TUTYIbHbIA et (TOCT 7.32-2001
n3nanust 2008 roma) ¢ Ha3BaHWEM M TIOJINKCHIO CTYIEHTA(0B), KOTOPHIH(bIC) ee caenan(u)
u oopmui(n);

— Crynent gomkeH 3amututh JIP. OTMeTKa 0 3amuTe JODKHA HAXOAUTHCS HA TUTYIHHOM

JIMCTE BMECTEC C MMOAIMNCHIO IIPEIIOAaBaATEIIA
Ccruika Ha Matepuainsl JIP3 - https://pro.guap.ru/get-task/1586365b0a7f4af9f6¢c2e921c0al206a

JlaGopaTopnasi pa6ora Ne 4 «Peructpanus nHIuaAeHTOB B AirSIEM»

Len» naGoparopuoit pabotet Ne 4: pazpaboTaTh cUCTEMY, KOTOpas TIO3BOJSET
aHAJTM3UPOBATh PETUCTPUPYEMBIEC B 3aIIMIIAEMO MHPPACTPYKTYpE COOBITHS, MOCTYIAIONINE OT
pa3iIMYHbIX  MCTOYHMKOB, UM  OOHApy)KHMBaTh  aTaKW/CLEHApPUU  aTaK/MOJO3PUTEIbHBIC
JEHCTBUSA/OTKIIOHEHUS OT HOPMBI, (OPMHUPYS TpPH HEOOXOAMMOCTH COOTBETCTBYIOIIHE
WHIUICHTHI 0€30aCHOCTH.

3ananue x mabopaTropHoit padore Ned

1) Peanu3oBarh 00pabOTKY U aHAJIH3 3aPETHCTPUPOBAHHBIX COOBITHI 0E30MaCHOCTH;
2) Paszpabotath mojacucTeMy OOHapyXeHHs aTaKk M HApyUICHUI IOJUTUK OE30MacHOCTH B
peaibHOM BpeMeHU (OJIM3KOM K pealbHOMY BPEMEHH );
3) Peanu3oBath BBIABIACHHUE U pPa300p UHIMICHTOB OE30MACHOCTH.
4) OdopMuTh OTYET 110 JJabOpaTOpHOI pabdore.
CrpykTypa u dopma otyeTa 0 1a00paTOpHOI padoTe
— TlocranoBka 3ajauu;
— BxoaHbIe U BBIXO/HBIE JaHHBIE;
— Copep:kaHue TarnoB BHITIOTHEHHUS;
— O06ocHOBaHME MOJIYYEHHOTO pe3yibTara (BBIBON);
— Crnucok UCTOIb3yeMOH JIUTEePaTyphl
TpeboBanus k ohopMIECHUIO OTYETA O TaOOpPaTOpPHOU paboTe
— Oruer no 1abopaTopHON paboTe MPEAOCTABISIETCSA B IEYaTHOM/UIIH 3JIEKTPOHHOM BH/IE;
— JIOJKHA COOTBETCTBOBAThH CTPYKTYpe U (popMe oTUeTa, MPeCTaBICHHOM BHIIIIE;
— Oruer no nabopatopHoii padbore  momxkeH uMeTh TUTyIbHBIN nuct (COCT 7.32-2001
uznanus 2008 roga) ¢ Ha3BaHUEM U MOJIHUCHIO CTYAEHTA(0OB), KOTOPHIH(bIe) ee caeman(u)

u opopmui(n);

— CrygaeHt gomxkeH 3aumTuth JIP. OTMeTKa 0 3ammrTe A0KHA HAXOAUTHCA Ha TUTYILHOM

JINCTC BMCCTC C MMOANUCHIO IPLCIIOAaBaTECIIA
Ccouika Ha MaTepuaisl JIP4 - https://pro.quap.ru/get-task/2deeada227cabcc77748f9e39303882f

11.5. Meroauveckue ykazaHUS JJII OOYYarOMIMXCS MO TMPOXOKACHUIO KypCOBOTO
POEKTHUPOBAHUS/BBINIOIIHEHUS] KYPCOBOU PaOOTHI- yUeOHbIM NIAHOM He NPedyCMOMpPEHO.

11.6. MeToauueckue yKazaHUs Uil OOYYAIOIIUXCS O TMPOXO0KACHUIO CAMOCTOSATEIHHON
paboThI

B xoze BBIOTHEHUS CaMOCTOSTENHHON padOThI, OOYUYAIOUTUICS BBIMOIHSAET paboTy MO
33JJaHUI0 M TIPU METOJAMYECKOM PYKOBOJCTBE IPEIoaaBareis, HO 0e3 ero HelmoCpeICTBEHHOTO
y4acTusl.

Jlnst oOyvaronuxcsi 1Mo 3a04HOM ¢GopMe OOyYeHHS, CaMOCTOATENbHass paboTa MOXKET
BKIIIOYATh B ce0s1 KOHTPOIBHYIO paboTy.

B mporecce BBITTOTHEHUST CaMOCTOSITEIBLHON paboOTHI, y 00ydaromerocss (popMUPYETCs
1enecoo0pa3Hoe IAaHUPOBaHUE Pabodero BpeMeHH, KOTOPOe MO3BOJSET UM Pa3BUBATh YMEHUS
Y HABBIKH B YCBOCHHWU W CHUCTEMAaTH3allMM TPUOOpETaeMbIX 3HAHWUH, OOCCIICYMBAECT BBICOKHM
YPOBCHL YCIICBACMOCTHU B IICPUO[] O6y‘leHI/I$I, IOMOTacT IMOJYYUTL HABBIKU [MOBBIIICHUA
po)eCCHOHAIBHOTO YPOBHSI.

MeToaudyeckuMi ~ MaTepualaMH,  HAMPaBJSIONIMMH  CaAMOCTOSITENIbHYIO  paboTy
00yJaroNTUX CSASBIISFOTCS:


https://pro.guap.ru/get-task/1586365b0a7f4af9f6c2e921c0a1206a
https://pro.guap.ru/get-task/2deea4a227cabcc77748f9e39303882f

—  y4eOHO-METOAMYECKH MaTepHal Mo JUCIUILINHE;
— METOJIUYECKHE YKa3aHUs MO BBIMOJIHEHUIO KOHTPOJIBHBIX paboT (Ui 00ydaroImuxcs
1o 3a049HOU (popme oOydeHwHs ).

11.7. Meroauyeckue yKazaHUsA I OOYYArOIIMXCS IO IMPOXOXKIACHUIO TEKYIIETO
KOHTPOJISI YCTIEBAeMOCTH.

Tekymuid KOHTPOJb YCIEBAGMOCTH IPEAyCMAaTPUBAECT KOHTPOJb KadyecTBa 3HAHUI
00yJaromuXxcsi, OCYIIECTBIIEMOTO B TCUECHUE CEMECTpa C IICNIbI0 OICHUBAHUS XOJa OCBOCHUS
JACITUILINHEL. .

11.8. MeToauyeckue yKa3zaHUs JUIsA OOyYaroNIMXCs MO MPOXOXKICHHIO MPOMEKYTOYHON
aTTeCTaIlUH.

[IpomexxyrouHass  arTectamus  OOydYaIOIIUMXCS  MPEAYyCMaTpHBAeT  OICHHBAHHE
MIPOMEKYTOUHBIX U OKOHYATEIBHBIX PE3y/IbTaTOB O0Yy4YeHHS 1o nuciuruimae. OHa BKIIIOYAET B
ceos:

— 9K3aMeH — (opma OIEHKH 3HAaHWH, TOJYyYEHHBIX OOYYAOIIUMCS B IIPOIEecce
W3YYCHUS BCCH TUCIUIUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOSATEIHHONW PabOThI, CIOCOOHOCTH
MPUMEHATh WX IS PEHICHUS MPAaKTHUYECKUX 3a7ad. JK3aMeH, KaK TMpPaBHJIO, MPOBOIAUTCS B
MEPHUOJ] SK3aMCHAIIMOHHOW CECCHHM W 3aBEPIIASTCS AaTTECTAIIMOHHOW OIICHKOW «OTIIMYHOY,
«XOPOIIIO», «YIOBJICTBOPUTEIILHOY, KHECYIOBICTBOPUTEIHLHOY.

— 3a4eT — 3To opMa OIECHKH 3HAHUH, TOJYYCHHBIX OOYYAIOMIUMCS B XOJ€ M3yUCHHS
y4eOHOM TUCIUTUTHHEI B 1IEJIOM HJIH TIPOMEXYTOUYHas (10 OKOHYAHWH CEMECTpa) OIICHKA 3HAHUI
00y4aromuMcsl IO OT/CIBHBIM pa3jiesiaM JUCIUILIUHBI ¢ aTTECTAIIMOHHON OLIEHKOW «3a4TEHOY
WIINA «HE 3a4TEHOY.

— muddepeHInpoBaHHbI 3auyeT — 3To ¢dopMa OIEHKUA 3HAHHWH, TOTYyYEeHHBIX
00y4JarmuMcsl TPU U3YYEHUH AUCIUILTUHBL, TIPU BHIMOTHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, HAYIHO-UCCIIEA0BATEIBCKAX PA0OT M MPOXOXKICHUH MPAKTHUK C ATTECTAIIMOHHONW OTICHKOM
«OTJIIMYHOY, «XOPOIIOY, KyIOBICTBOPUTEIHHOY, KHEYIOBICTBOPUTEIHLHO.

Cucrema OIIEHOK MpPH MPOBEIECHUU TMPOMEKYTOYHOW AaTTeCTAlUU OCYIIECTBIAETCS B

cooTBeTCTBUM C TpeboBaHusMu [lonokeHuit «O TekyleM KOHTPOJIE YCIIEBAEMOCTH U
IPOMEXYTOUHOM arrectanuu cryneHToB ['YAII, oOywaronuxcs Mo nporpaMmaM BbICIIETO
obpazoBanus» U «O MOIYTBHO-PEUTHHTOBOM CHCTEME OIICHKM KadecTBa Yy4eOHOW paboThl
ctyneHToB B ['YAII».



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




