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AHHOTaUs

Hucuumnuna «KopnopaTuBHas 3amuTa OT BHYTPEHHHX YIpo3 HHGOpMalMOHHON
0e30MacHOCTH» BXOJUT B 00pa30oBaTEIbHYIO MPOrpaMMy BBICIIETO 0Opa30BaHUs — MPOrpaMmy
OakanmaBpuaTa 1O HampasiieHHI0 moarotoBku/ crneruanbHocTH 10.03.01 «MubOopmanmonHas
0e30MacHOCTh» HAINpPAaBICHHOCTU «be30MacHOCTh KOMMBIOTEPHBIX cUcTeM». JlucuuruimHa
peanmmu3yetcs kadenpoit «Ne33».

JlucuurinHa HareleHa Ha (GOPMHUPOBAHKE Y BBITYCKHUKA CIICTYIOIINX KOMITCTESHITUH:

I[IK-5 «CmocobeH oOpraHu30BBIBaTh M MPOBOAWTH HACTPOWKY IPOTPAMMHBIX,
MPOrPaMMHO-AIMAPATHRIX (B TOM YHCIE KPHUITO-TPAPUYECKHX) M TEXHHUYECKUX CPEACTB U
CUCTEM 3alllUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIa

[MIK-6 «Croco0OeH aIMUHUCTPUPOBATH CPENICTBA 3alIUTHl HHPOPMAIMH MPUKIAJIHOTO U
CUCTEMHOI'0 IPOrPaMMHOT0 00eCTICYEHUS»

Copepxanne TUCIUILUIMHBI OXBATHIBAET KPYT BOMPOCOB, CBSI3aHHBIX C BBIOOPOM pPEIICHUN
10 MCTOJIb30BAaHUIO CUCTEM 3aIIUThI HH(GOPMAITUHU OT BHYTpeHHUX yrpo3 DLP IWTM.

[IpenogaBanue AUCHUILIMHBI MPEAYCMATPUBACT CICAYIOIIHE (OPMBI OpPraHU3AINUU
yueOHOro Impoliecca: JEeKIIH, J1abopaTopHble paboThl, caMOCTOsITeNbHAs pad0oTa 00y4aroIIerocs.

[IporpamMmmMoit AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BHUIbI KOHTPOJIS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, POMEKYTOUHAsI aTTecTalus B (hopMe IK3aMeHa.

OO0mast TpyA0eMKOCTh OCBOSHUS JMCIMILIMHBI COCTaBIseT 3 3adeTHhIX eawHmibl, 108
YacoB.

SA3bIK 00yUYeHUs 10 AUCIHUIUINHE «PYCCKUH »



1. TIlepedeHb MIAHUPYEMBIX PE3YITATOB OOYUCHHUS 11O JUCIUTLIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI
Lenpro peanuzanuu MpPOTpaMMBbl SBJISIETCS COBEPIICHCTBOBAHME U (WMJIM) TOJYyYEHUE HOBOMU
KOMIIETEHIIMH, HEOOXOAMMOM JIsi MPOPECCUOHANBHON AEATEIbHOCTH, C YUYETOM CHelH(PUKAUU
cranmapta Bopnackmwic mo xommereHnun «KopropaTuBHas 3amuTa OT BHYTPEHHHX Yrpo3
nH(pOpMaIMOHHOM 0€30IMacHOCTH Y.

1.2. JlucuumimHa  BXOOUT B  COCTaB  4YacTH, (OPMUPYEMOH  y4aCTHHKAMHU
00pa3oBaTeNbHbIX OTHOIICHUH, 00pa30BaTENIbHOI MpOrpaMMbl BhICIIEr0 0O0pazoBaHus (nanee —
OIl1 BO).

1.3. IlepeueHb MIAHUPYEMBIX PE3YJIHTATOB OOYUEHHUS [0 AUCHUILINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMU pe3ynbratamu ocBoeHus OIT BO.

B pesynbraTe u3yueHus AMCHUUILIMHBI OOYYAIOUIUICS NOJDKEH 00JanaTh CIEAYIOUUMU
KOMIIETCHIIMSIMY WM WX 9acTaMu. KOMIETeHIINY U WHAUKATOPHI MX JTOCTHXKEHUS TIPUBEICHBI B
Tabymue 1.

Tabnuna 1 — [lepeueHs KOMIETEHIINI ¥ UHAUKATOPOB UX JTOCTHKEHUS

Konn
Kareropus (rpynna) Ko u HauMeHOBaHWE UHAMKATOPA JOCTUKECHUS
HauMEHOBaHUE
KOMIIETEHIIUHA KOMIIETEHIIUU
KOMIIETEHIIUU

[TK-5 Cnocoben
OpPTaHW30BBIBATH U
IPOBOJTUTH
HaCTPOUKY
POTPaMMHBIX,
POrPaMMHO-
[TpodeccnonanpHble | anmapaTrHbix (B TOM
KOMIICTCHITHH YHCIIe KPHUIITO-
rpagu4ecKux) u
TEXHHYECKUX
CPEICTB U CHCTEM
3aITUTHI OT
HECaHKIIMOHUPOBAH-
HOTO JOCTyIa

I1K-5.3.2 3HaeT cpeacTBa u crocoObl
o0ecrieueHns 3aIuUThI OT
HECaHKI[MOHUPOBAHHOTO JOCTYTIA

ITK-6 Criocoben
aIMUHUCTPUPOBATH
CPEIICTBA 3AIIUTHI
[Tpodeccuonanvubie | UHGOpMaLK
KOMITETCHITHH MPUKIIATHOTO U
CHUCTEMHOTI'O
MPOrPaMMHOTO
obecreueHust

[1K-6.3.1 3HaeT ysI3BUMOCTH UCIIOJIb3yEMOTO
IPOTPaMMHOT0 00ECTIeUeHHs U METO/IbI X
AKCILTyaTal[uu

2. Mecro nuctutuinHbEL B cTpykType OI1

JucuumnirHa MokeT 0a3upoBaThCsl Ha 3HAHUAX, paHee MPUOOPETEHHBIX 00YYarOIIUMUCS
IIPU U3YYECHUH CIICYIOUIUX TACIUIUINH:

— HudopmanmonHoe npaso;

— Hudopmaruka;
3HaHMs, TIOJIyYEHHBIE IMIpUM M3YYEHUM Marepuajga JaHHOM [HCLUUIUIMHBIL, MMEIOT Kak
CaMOCTOSTENIBHOE 3HAYEHHE, TaK U MOT'YT HCIIOIb30BATHCS MPU U3YYEHUH APYTUX JTACIHIUINH:

— KomriekcHas 3ammra 00beKTOB HH()OpMaTH3AIMH;

— OcHOBBI ynpaBieHHst UHPOPMAIIMOHHOHN 0€30MaCHOCTHIO;




3. O0BeM u TpyIOEMKOCTb TUCITUTUIHHBI
Jlanubie 00 oOmieM o0beMe AMCIUIUIMHBI, TPYIOEMKOCTH OTISIBHBIX BHIOB y4eOHOM
paboTHI 1O TUCIUIUTHHE (M pactpeie]IiCHHE dTOW TPYJOEMKOCTH IO CEMECTpaMm) MPEICTABICHBI B
Tadymue 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUIITMHbI

TpynoemMKocTs 1o
Bun yuebnoit paboTbl Bcero ceMecTpam
No4
1 2 3
Oobwan mpyooemKocmp OuCyuUnIUHLL, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npaxmuyeckoil n0020moeKu 34 34
AyoumopHnuie 3anamus, BCEro vac. ol ol
B TOM YHCIIE:
nexuuu (JI), (gac) 17 17
npakTudeckue/cemunapckue 3anatus (I13),
(dac)
nabopaTtopHbie paboTs (JIP), (uac) 34 34
KypcoBoi npoekt (pabota) (KII, KP), (gac)
9K3aMeH, (4Jac) 27 27
Camocmoamenvnan paboma, Bcero (4ac) 30 30
Buo npomesxcymounoit ammecmayuu:. 3a4er,
mubd. 3auger, sk3amen (3auer, dudd. 3au, OK3. OK3.
JK3.**)

£

IIpumeuanue: KaHAUDATCKHIT SK3aMeH

4. ConepxaHue JUCIUTUTHHBI
4.1. Pacnpezenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUAAM 3aHSITHIA.
Pa3nensl, TeMbl AUCHUIIIMHBI U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUIIIINHBL, UX TPYAOEMKOCTh

Paznensl, TeMbl TUCTIUITITNHBL Jlexunn | 113 (C3)| - JIP KII CPC
’ (dac) (dac) (qac) (qac) (qac)
Cemectp 4

Mogyns 1. Crangaptel Bopiaackuiic u
cneundukanus crangapToB Bopiackuiic nmo
KoMIieTeHImu «KoprnopaTtuBHas 3amunra oT 1 1
BHYTPEHHUX YIpo3 HHPOPMALMOHHOM
6e3omacoHcTH». Pa3nensl cienudukanmu

Monyns 2. TpeGoBaHUS OXpaHbl TPyJa U TEXHUKU

1 1
0€30MacHOCTH
Mopyns 3. CoBpeMEeHHbIE TEXHOJIOTHH B
npodeccruonanbHo chepe. OCHOBBI 3AIUTHI 5 5 4
uH(pOpMaIIUK OT BHYTPEHHUX YTPO3
nH(pOpMaIMOHHOM 0€30MMacCHOCTH
Monynb 4. OcHOBBI IM(POBOIT TUTHEHBI 2 4 4

Monynsb 5. YcTaHoBka, KOHQUTypupOBaHUE U
YCTpaHEHHE HEUCIPABHOCTEU B CUCTEME 2 6 5
KOPITOPATHBHOM 3aIIUTHI OT BHYTPEHHHX YTPO3.

Mopynb 6. TexHOJIOrMH areHTCKOro
MOHUTOPHUHTA




Monyns 7. PazpaboTka moauTHK 6€301acHOCTH, 3 8 5

AQHAJIN3 BBISBIICHHBIX MHIIMICHTOB

Monyns 8. O6cnenoBanue (ayauT) OpraHu3aIiu

C IIEJIBIO 3AIIUTHI OT YTPO3 HHPOPMAITUOHHOM 3 8 5

0€30MacHOCTH

Uroro B cemectpe: 17 34 30
Utoro 17 0 34 0 30

[IpakTuyeckas TOArOTOBKA 3aKIIOYAETCS B  HEMOCPEJICTBEHHOM  BBINOJIHEHUH
OoOy4JalolMMUCS  OMNpEeNeJeHHbIX  TPYAOBBIX  (YHKIMH,  CBSI3aHHBIX ¢  Oya;yulei
npodeCCHOHATIBHOMN 1 TETbHOCTBIO.

4.2. CopnepskaHue pa3/ieioB U TEM JICKIIMOHHBIX 3aHSATHA.
Copep:xanue pa3elioB M TeM JICKIIMOHHBIX 3aHITHI MIPUBEICHO B Ta0HIIE 4.

Tabmuna 4 — ConeprkaHue pa3eyioB U TEM JICKIIMOHHOTO ITUKJIA

Howmep paznena Haseanue u conepxanue pa3iesioB U TEM JICKIIMOHHBIX 3aHATHI

1 Moayas 1. Cranaaptel Bopaackuiic u cnenudukanus CTAaHIAPTOB
Bopaackuniuic no komnerenunu «KopnmoparuBHas 3ammra oT
BHYTPEHHHX yrpo3 nHGopMaunoHHOii 6e3omacHocTH». Pa3iennl
cnenudpuranuu

Tema 1.1 Criennukanus craHgapTa KOMIICTCHIIUN
«KopnopaTuBHas 3aliTa OT BHYTPEHHUX yrpo3 HH(OPMAaLMOHHON
6e3omacHOCTH» (KOHKYPCHOE 3aJJaHue, TEXHUYECKOE OMUCaHue,
UH(PACTPYKTYPHBIN JIHCT, CXeMa U 000pyI0BaHUE pabOYUX MECT,
TpeOOBaHUS K TEXHUKE O0E30TTACHOCTH, KPUTEPHUH OIICHUBAHUS, KOJICKC
ATHUKH, OCHOBHBIC TEPMUHBI)

2 Monyab 2. TpeGoBaHusI 0OXPaHbI TPY/AA U TEXHUKH 0€30MACHOCTH
Tema 2.1 Kynberypa 6e3omacHoro Tpyna.
Tema 2.2 OcHoBbI O6€301acHOro Tpyaa 1 3pPeKTuBHAs OpraHU3aIHs

pabodero Mecta B COOTBETCTBUU CO CTaHAapTamu Bopnackuiic u
cnenudukanyen cranagapToB BopiaacKuiuic Mo KOMIETEHIINH.

3 Monayab 3. CoBpeMeHHbIe TeXHOJIOTHH B pogeccHoHaNbHOI cdepe.
OcHOBBI 3aIIUTHI HHPOPMAIUH OT BHYTPEHHUX YIPo3
HH(OPMAMOHHOH 0€30IACHOCTH.

Tema 3.1 OCHOBBI 3alIUTHI KOPIIOPATUBHON MHPOPMALIII
Tema 3.2 Ienwu, 3a1a4m, CUCTEMBI, METOJBI U CPEICTBA 3AILUTHI
Tema 3.3 [IpaBoBBIE OCHOBBI.

Kitouesbie anroput™Msel U cuctemsl. OCHOBHBIE MOHATHUSA. be3onmacHoCTh
MH(OPMALIMOHHBIX CUCTEM. YTPO3bl HHPOPMAIIMOHHON 0€3011aCHOCTH.
Hcrounuku yrpos. Ysassumoctu. Pucku. Ataku.

Tema 3.4 3amura nHpopmaru oT BHYTPEHHUX yIpo3
MH(POPMAIIMOHHOHM Oe30macHOCTU. BbIsSBIEHHE yTeUeK ¢ MCIOJIb30BaHHEM
texHonmoruu Data Leakage Prevention (DLP). Teopus u npaxTHKa
npuMeHeHust DLP-cucrem.

4 Mopayab 4. OcHoBbI HU(POBON THTHEHbI

Tema 4.1 Hudposas ruruena. Kubepyrpossl. Buasl kubepyrpos.
WNuTepuer yrpo3sl. BHemiHue (BpeJOHOCHBINM MPOrpaMMHBIH KO/, CIIaM,
(GuIIMHT, ceTeBbIe aTaKH, B3JIOM YCTPOHCTBA, B3JIOM aKKayHTOB H T.J1.) U
BHYTpPEHHUE (MHTEPHET 3aBUCUMOCTh, HHTEPHET NMPOKPACTUHAIHS)




UHTEpHET yrpo3bl. KoOMMyHUKalMOHHBIE U TEXHOJIOTUYECKUE HHTEPHET
yIpO3Bbl.

Tema 4.2 [IpaBuna 6e30macHOTO MOBEACHUS B ceTH IHTEpHET.
Pa3menienue 1 ucnonb30BaHUE NIEPCOHANBHBIX U JIMYHBIX JaHHbBIX.
besonacubie naponu. HacTpoliku MpuBaTHOCTH B COLUATBHBIX CETAX.
PesepBHOE KONIMpOBaHMUE.

Tema 4.3 [IporpamMmbl 3amUTBI OT BPEIOHOCHOIO MPOrPAMMHOIO
koxa. IIporpammbl poauTenbeckoro KoHTpoisi. CpeacTBa MM(ppPOBaHHS
nanHbIx. CpencTBa OJOKHPOBAHUS HEKENATeIbHOI0 KOHTEHTA

Moayb 5. YceraHoBKa, KOHQUTYPUPOBAaHHE U YCTPAHEHHE
HEUCIPABHOCTEN B CHCTeMe KOPIOPATHUBHOM 3allIUTHI OT
BHYTPEHHHX yIpo3.

Tema 5.1 VYcranoBka DLP IWTM B BUpTyalbHOM OKpPYKCHUH.
Pesxxumbl port mirroring u proxy.

Tema 5.2 Kondurypuposanune DLP IWTM

Tema 5.3 HcnpaBieHne TUIIOBBIX HEUCIIPABHOCTEH.
Mopayib 6. TexHOJIOTHM AaT€HTCKOT0 MOHUTOPHHIA
Tema 6.1 Ha3HnaueHnune areHTCKOro MOHUTOPUHIa. Y CTAHOBKA U

HACTpOMKa areHTCKoro MoHuTopunra. Matepdetic koncomm DLP IWDM.
PaboTa B KOHCOJIH yIIpaBIIEHUS] aTEHTOM

Tema 6.2 [TonuTHKM areHTCKOT0 MOHUTOPHHTA, OCOOCHHOCTH UX
Hactpoiiku. Co3nanue u rnpoBepka noyuTuk. Co3iaHue MOJUTHK 3aIIUThI
Ha areHTax;; ®unbpTpanus coObiTuii; HacTpoiika COBMECTHBIX COOBITHIA
areHTCKOT0 ¥ CETEBOr0 MOHHTOPHHTA; PaboTa ¢ HOCUTENIIMU U
ycrpoiictBamu; Pabota ¢ daitnamu; KoHTposas npuioxeHmit;
Hckmrouenune n3 coObITUH TIepexBaTa.

Mopayab 7. PazpaGoTka moJuTHK 0€301aCHOCTH, AHAJIHU3
BBIfIBJIEHHBIX HHI[UIEHTOB

Tema 7.1 Pa3paboTka u TectupoBaHue MOJUTUK B cucteme DLP
IWTM. PaGota ¢ pa3aenom TEXHOJIOTUU CUCTEMbI KOPIIOPATUBHOM
3aIlUThI: KATETOPUHU U TEPMHUHBI, TEKCTOBBIE 00BbEeKThI; PaboTa ¢
COOBITUSIMHU, 3aIIPOCHI, OOBEKTHI MepexXBaTa, UACHTU(UKAIUS KOHTAKTOB B
coOwiTun; Pabota co cBoaKamu, BUIKETaMH, cBoAKamu; Pabora ¢
nepconamu; Pabota ¢ o6bexTamu 3amuthl; [IpoBecTH nMuUTAINIO
npolecca yreuku KoHpuaeHmansHoU nHpopmanuu B cucteme; Co3narhb
HETNPOTUBOPEUYHBHIE ITOJIMTHKH, COOTBETCTBYIOIINE HOPMATUBHOW 0aze u
3aKOHOJATENHCTBY; 3aI0KYMEHTHPOBATh CO3/IaHHBIE MTOJUTUKH
WCTOJB3Ysl B COOTBETCTBUH C TPEOOBAaHUSIMH COBPEMEHHBIX CTaHIApTOB B
obractu 3amuThl nHGopMaluu. PaboTa ¢ kaTeropusiMu U TEepMUHAMU;
Hcnons3oBanue perysipHbIX BeIpakeHUH; Mcronb3oBanue
Moponorudeckoro noucka; * Pabora ¢ rpadpuueckumMu 00beKTamMH;
Pabota c Beirpy3kamu u 0a3 nanubix; PaboTta ¢ neyaTsiMu U OJIaHKaMu;
Pabora ¢ ¢aitnoBsiMu THIIAMY;

Tema 7.2 Mounutopunr tpaduka. [IpoBepka npuMeHeHNs MOJIUTUK
4-x BUIIOB: Tpaduk, nepcoHsl, Oydpep oOMeHa, aBrkeHue (daitnos. Pabora
C KpayJIepOM.

Moayab 8. O6cieqoBanue (ayauT) OPraHUu3alMM € HeJIbI0 3alIUTHI OT
yrpo3 uH(popMaIMOHHOI 6e30NACHOCTH

Tema 8.1 [Tonsarue aynurta nHGOpMAIIMOHHON 6€30MaCHOCTH.
Teopus u mpakTHKa 00CIEIOBAHNS OPTaHU3AIUH C TEITBIO 3aIUTHI OT
yrpo3 HHPOPMALMOHHOM 0€301MacHOCTH

Tema 8.2 3aKOHOAATENBCTBO B 00JIACTH 3aIATHI




KoH(puACHITMAIbHOU nHpopManuu. Buasl naopMaImym orpaHndeHHOTO
nocrymna. [lepconanbubie qannsie. Kommepueckas TaitHa.

4.3. IlpakTtuueckue (CeMHUHAPCKUE) 3aHATHS
Tembl IpaKTHUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEICHBI B TAOJIHIIC 5.

Ta6ymma 5 — [IpakTrdeckue 3aHsITHSI U KX TPYJ0EMKOCTh

W3 anx Ne
No | Tembl npaktrueckux | opMbl IpakTUYECKUX | TpPymOEeMKOCTb, |IPaKTUYECKOM |pasjielia
/1 3aHSATUN 3aHATUN (uac) MOJATOTOBKH, | TUCIIHII
(gac) JIMHBI
VY4eOHBIM MJITAHOM HE MPEAYCMOTPEHO
4.4, JlabopaTopHBbIEC 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHHA U UX TPYJOEMKOCTb IPUBEICHBI B TAOIUIIE 6.
Tabnuna 6 — JlaboparopHble 3aHATHS U UX TPYJOEMKOCTh
N3 Hux Ne
Ne Hanmenosaame 1aGOpaTOpHEIX padoT TpynoeMKoCTb, | TPaKTUYECKOW | pa3aena
/o (gac) MMOJATOTOBKH, | JHMCIIHII
(uac) JIMHBI
Cemectp 4
1 | Hactpoiiku npuBaTHOCTH B COLIMAIbHBIX 6 3,4
CeTsIX
2 | YcraHoBKa ¥ KOH(pHUTYpUpOBaHUE 9 5,6,7,8
koMIoHeHTOB DLP cuctremsl
3 | TexHOJIOTMHM areHTCKOr0O MOHUTOPUHTA 9 5,6,7,8
4 | Pa3paboTKa U MpUMEHEHHUE TIOJIUTHUK, aHAIINA3 10 5,6,7,8
BBISIBJICHHBIX MHITUJICHTOB
Bcero 34

4.5. KypcoBoe nmpoeKkTHpoBaHHe/ BHITOTHEHUE KypCOBOU PabOTHI
VY4eOHBIM MJIaHOM HE IPETYyCMOTPEHO

4.6. CamocrodTenbHas paboTa 00yJaroUxcs
Buapl camocTosiTenbHON paboThI U €€ TPYI0EMKOCTh MPUBEICHBI B Ta0IHIIE /.

Tabnuna 7 — Bunbel caMmocTosTenbHON paboThI U €€ TPYAOEMKOCTh

N Bcero, | Cemectp 4,
Bun camocrosiTensHO# paboTh
yac yac
1 2 3

M3y4eHne TeopeTHIeCcKOro MaTepraia

20 20
qucuuriaHel (TO)
IToAroToBKa K TEKYIIEMY KOHTPOJIIO 10 10
ycneBaemoctu (TKVY)

Bcero: 30 30




5. IlepeueHsb y4eOHO-METOAMUECKOTO OOECTICUCHUS
JUISL CAMOCTOSTEITLHOM PabOThI 00YUAIONMIUXCS TTO TUCIUIUIMHE (MOTYITIO)

Y4eOHO-METOIMUECKUE MAaTEPHAIbl JIJII CAMOCTOSITEIILHONH pabOThl OOYYArOIIMXCSl YKa3aHbI B
ma. 7-11.

6. IlepeueHb MeUaTHBIX U FIEKTPOHHBIX YUEOHBIX U3TAHUI
[lepedyeHpb nevaTHBIX U SJIEKTPOHHBIX y4eOHBIX M3IaHUH MpHUBeIeH B TadmuIe 8.
Tabnuna 8— [lepedeHb MeYaTHBIX U JIEKTPOHHBIX YUEOHBIX U3TaHUM

KomuecTBo 3K3eMILISIpoB
[upp/ bubnuorpadudeckas ccpuika B Onommorexce
URL aapec (KpoMe AIIEKTPOHHBIX
AK3EMILISIPOB)

https://kb.infowatch.com/ Texuuueckass  JAOKYMEHTAIUS IO
pages/viewpage.action? pemenuto InfoWatch Traffic Monitor
pageld=32079878 4.1 [s>nexktponubIii pecypc]
https://bit.mephi.ru/ A.C. 3aiimes, A.A. Mamoxk,
index.php/bit/article/ Paspabotka KIaccuuKanuu
view/14/22 BHYTPEHHHX yrpo3

HH(pOpPMAITMOHHOM 0€301acCHOCTH

IIOCPEJCTBOM KJaccuukanum

MHIUAEHTOB, Mocksa, xypHan bUT

Ne 32016 r. [3nekTpoHHBIH pecypc]
https://www.twirpx.com/ IMapteika  T.JI, TIlomoB  HW.H.
file/185060/ WNudpopmanronnas  6e30MacHOCTb,

yuebHoe rmocobue. 5-¢ us., nepepaod.

u goi. - M.: DOPYM, 2012. - 432 c.
https://worldskills.ru/nashi- | TTonoxkenne 00 opraHuzanud U
proektyi/demonstraczionnyij- | npoBeaeHUN  JIEMOHCTPAI[HOHHOTO
ekzamen/documents/ 3K3aMEHa o cTaHIapTam

WorldSkills Corza  «Momozaslie

npodeccroHanb, AJIEKTPOHHAS

yOJIMKaIus
http://padabum.com/ Ckuba B.IO., Kypbaror B.A.
d.php?id=27762 PykoBomcTBO 1o 3amuTe  OT

BHYTPCHHUX yrpo3

nH(OPMALIMOHHON 0€30MacHOCTH. —

CII6.: ITutep, 2008. — 320 c.

7. TlepeueHb 2MEKTPOHHBIX 00pa30BaTENbHBIX PECYPCOB
nH()OpPMaAIMOHHO-TEIEKOMMYHUKAITMOHHOU ceTn «HTepHeT
[lepeuenn AIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB uH(pOPMaIIMOHHO-
TEJICEKOMMYHUKAIITMOHHOW ceTH «VHTepHeT», HEeOOXOAMMBIX JJii OCBOCHHS JUCIMILIAHBI
npuBeseH B Tabmuie 9.
Tabmuma 9 — IlepedyeHb DJIEKTPOHHBIX O0pa30BaTENbHBIX PECYpPCOB HMH(POPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTh « HTepHeT»

URL anpec HaumenoBanue

https://worldskills.ru OcuoBHoit moptan Coro3a «MoJopie MpohecCHOHAITBI
(Bopnackuiic Poccus)

https://kb.infowatch.com | basa 3naunuii mo nmpoaykram u perrenusim InfoWatch

8. Ilepedenr MHPOPMAITMOHHBIX TEXHOJIOTUI



https://kb.infowatch.com/
https://bit.mephi.ru/
http://padabum.com/

8.1. [lepeyenbp mTpOrpaMMHOr0 OOECHEeUeHUs, HCIOIb3YEeMOT0 IPH OCYIIECTBICHUU
00pa30BaTeNLHOrO MpoIecca MO AUCLUIIUHE.
[lepedeHp UCIONB3yeMOr0 MPOrPaMMHOT0 obecrieueHus npejacrasieH B Taduuie 10.

Ta6ymma 10— [Tepeyersr mporpaMmMHOTO oOecrieueHus
Ne HaumenoBanue

/11
1 Adobe Reader
2 Bpayszep Google Chrome unu Yandex
I'unepsuzop Oracle VirtualBox Bepcun He Hike 5.1.14 unmu VM Ware Workstation He

Hxe 12

InfoWatch Traffic Monitor
InfoWatch Device Monitor
Bupryansnas mammnaa ¢ OC RedHat

Buptyasnpnas mammaa ¢ OC Windows
1O Microsoft Office 2018

N[O 01 >

8.2. IlepeueHb HH(OPMAMOHHO-CIIPABOYHBIX CHCTEM,HCIIONIb3YEMbIX pu
OCYIIIECTBIICHUU 00Pa30BaTEIHLHOTO MPOIIecca MO0 JUCIUILTHHE

[lepeyeHb HCMONB3YEeMbIX HWH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEICTABICH B
Tabauie 11.

Tabnuna 11— [lepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne i/ HanmeHnoBaHue

He npenycmorpeno

9. MarepuanbpHO-TeXHHYECKast 6a3a
CoctaB MaTepHambHO-TEXHHUECKOH 0a3bl, HEOOXOAUMOW JJs  OCYIIECTBIICHUS
00pa30BaTeILHOTO TpoIiecca Mo TUCIUTUTHHE, TIPECTaBICH B TabmuIel 2.

Tabnuna 12 — CoctaB MaTepHallbHO-TEXHIUYECKON 0a3bl

Ne HanmeHoBaHMe cOCTaBHOM YacTh Homep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOH 0a3bl (pu HEOOXOMMOCTH)
1 | MynpTuMenuiiHas JeKIUOHHAs ayIUTOPUS 14-28
KommnbroTepHslit kitacc (He MeHee 14 KOMIBIOTEPOB) 52-48

10. OueHo4HBIE CpeICTBA ISl POBEICHUS TPOMEKYTOUHOM aTTECTAIINH
10.1. CoctaB OIEHOYHBIX CPEACTBAJISI TPOBEIACHHS TMPOMEKYTOYHONW AaTTeCTalluu
00yJaromuXxcs 1Mo JUCIUTUINHE TPUBEICH B Tadbmuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JIJIsl MPOBEACHUS IPOMEKYTOUHOMN aTTeCTalluu

By npomexxyTo4HOM aTTecTanuu [lepedyeHp OLICHOYHBIX CPEACTB

OK3aMeH Cnucok BOIpPOCOB K 9K3aMEHY;
JleMOHCTpallMOHHBIM  3K3aMeH  (peanusaius
npoekta DLP-cucteMbl) Ha OCHOBE 3aJjaHUM U3
Kommiexra oneHounoi pokymentanuu (KO/)
o KOMITETeHIINH WorldSkills
«KopriopatuBHass 3amura OT BHYTPEHHHX
yrpo3 HHGOPMAIMOHHOM 6€30MacHOCTH.




10.2. B xauecTBe KpUTEpPHUEB OIICHKH YPOBHSI C(HOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00y4JaloUIMMHCs MPUMEHSETCs S5-0ajuibHas IMIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIINM, KOTopas npuBeAeHa B Tabnuie 14. B Teyenune cemectpa MOXKET MCIOIB30BATHCS
100-0annpHast ~ mKajma ~ MOAYJBHO-PEUTHMHTOBOW  CHCTEMbl ~ YHUBEPCUTETa,  IpaBHIa
HCIIOJIb30BaHUsI KOTOPOM, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAIbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Ta6mmma 14 —Kpurepuu orieHkn ypoBHsI CQOPMHUPOBAHHOCTH KOMITCTCHITUHA

Or1eHKa KOMITETEHITUH

Xa AKTCPHUCTHUKA CDOPMUPOBAHHBIX KOMHGTCHIIPIIZ
5-0ayuipHad IIKaia PaKTep (bopvmp

— o0yuvaromuiics TJIyOOKO W BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepuar;

— YBEpEHHO, JIOTUYHO, TTOCIIEIOBATEILHO U TPAMOTHO €T0 H3JIaraer;

— ONMpasch Ha 3HAHUS OCHOBHOW W JOTOJIHUTEIBHOW JIMTEPATYPHI,
TECHO TPUBS3BIBACT YCBOCHHBIC HAyYHBIC ITOJIOKCHHUS C MPAKTUICCKON
JeATEIIbHOCTHIO HAIPaBIICHHUS;

— yMeJI0 0OOCHOBBIBAET U aPTyMEHTUPYET BBIIBUTAEMbIC UM HJICH;

— JIeJIaeT BBIBOJIBI U 0000IIEHMS;

— cBOOOJTHO BJIAJICET CUCTEMOH CIICIMATN3UPOBAHHBIX TOHSATHIA.

«OTIIMYHO»
(Ga4uTCHO»

— 00y4Jaronuiicst TBEPI0 YCBOMII IIPOTPAMMHBIN MaTepuall, IpaMOTHO U
[0 CYIIECTBY W3JIaraeT €ro, ONUPasCh HA 3HAHUS OCHOBHOMU
JTUTEPATYPHI;

— HE JIOMYCKAeT CYMECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHHUS C TPAKTUYECKOH JEATEIBbHOCTHIO
HaIPaBJICHUS;

— apryMEHTUPYET HAyIHBIC TIOJIOKCHUS;

— JIeJIaeT BBIBOJIBI U 000OIIEHMS;

— BJIQJICET CHCTEMOM CIIeNMaIN3UPOBAHHBIX TOHITHH.

«XOPOIIIO»
«3aYTCHO»

— o0yyaromuiicss ycBOMJI TOJIBKO OCHOBHOHM NPOrpaMMHBIM MaTepual,
[0 CYUIECTBY M3JIaraeT €ro, ONUpascCh Ha 3HAHUS TOJIBKO OCHOBHOM
JUTEPaTypPhl;

— JIONyCKaeT HeCYIIECTBEHHbIE OIINOKU U HETOYHOCTH;

— HCTIBITBIBAET 3aTPyJHEHHMsS B TNPaKTHUYECKOM NPUMEHEHHWH 3HAHUH
HaIpaBJICHUS;

— ¢J1a00 apryMEeHTHPYET HayuHbIE MTOJI0KEHMUS,

— 3aTpyaHsieTcs B GOpMYIMPOBAHUN BBIBOJOB M 0000OIICHMIA;

— YaCTUYHO BJIAJICET CUCTEMOH CIIENMAIN3UPOBAHHBIX TOHITHH.

«YAOBJICTBOPUTCIIEHO»
GaduTCHO»

— o0ydJaromuiicss He YCBOWJI 3HAYUTEIBHOW 4YacTH MPOrPaMMHOTO
MaTepuaa;

— JIOMYCKaeT  CYLIECTBEHHbIE  OMMOKM W  HETOYHOCTU  IpHU
paccMOTpeHHH po0sIeM B KOHKPETHOM HallpaBlICHUHY;

— MCTIBITBIBAET TPYTHOCTH B MMPAKTHYECKOM IPUMEHEHNUHN 3HAHH;

— HE MOXET apryMEHTHPOBATh HAYYHbIE MTOJIOKCHHS,;

— He (JOpMYJIHPYET BBIBOJAOB H 0000IICHHH.

HCYIOBJIICTBOPUTCIILHO»
«HC 3a4YTCHO»

10.3. TumnoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAITBI.
Bormpocs! (3agaun) nmst sKk3ameHa mpeIcTaBlieHbl B Tadimie 15.

Tabmuia 15 — Boripocs! (3amaun) s 9K3aMeHa

K
Ne n/mt Ilepeuenp BonpocoB (3a7au) i SK3aMeHa oL
UHIMKaTopa
1 YcTaHoBka 1 KoHpUrypupoBanue KoMmnonentoB DLP- [IK-5.3.2
CHUCTEMBI. [1IK-6.3.1

1. IlpoBecTn KOHPUTypaLnIO ceTeBOM HHDPACTPYKTYpPHI:
HAaCTPOUTh XOCT MallIMHY, CETEBOE OKPY>KEHHUE, BUPTYaJIbHbIE




MaIINHbI, JOMEHHBIX MOJIb30BaTeNeH 1 T. I1.;
2. Hacrpoiika DLP-cepBepa:

Heo6xomumo Berauciuth [P-aapec cepBepa uepes
JIOKaJIbHYIO KOHCOJIb BUPTYaJIbHOM MAIlIWHBI.
Heo6x0a1Mo cHHXpOHU3UPOBATH KaTaIoT
nosib3oBaresneit u komneiotepoB LDAP ¢ nomena c
IIOMOIIIBIO PAHEE CO3/IaHHOTO MOJIb30BATEIIS.
3anucatp [P-anpeca, TOKEH, JIOTUHBI ¥ TAPOJIH OT
YUETHBIX 3aIMCEH, a TAKXKE BCE MPOUre
HECTaHJapTHbBIE JaHHbIe (M3MEHEHHBIE) HACTPOCHHON
CHUCTEMBI B OTUET € 3aroyioBkoM IWTM.

3. [IpoBepka paboTOCIOCOOHOCTH cepBepa U KIMEHTa
areHTCKOr0 MOHUTOPHHTA!

3anmyCcTUTh U BOUTH B KOHCOJIb YIIPABJICHHS CEPBEPOM
areHTCKOro MOHUTOPHUHTA.

CHUHXpOHU3UPOBATH KaTaJIOT MOJIb30BATENICH U
KoMIbIOTEepOB ¢ Active Directory.

[IpoBepuTh coeMHEHNE ar€HTa MOHUTOPUHTA C
CEpBEPOM areHTCKOIr0 MOHUTOPHHTA.

3anucats [P-agpeca, TOruHBI ¥ MAPOIU OT YUETHBIX
3amMcel, a Takke BCe MPOoYKe HeCTaHAapTHBIE JaHHbIE
(M3MEHEHHBIE) CUCTEMBI B OTUET C 3arojioBkom [IWDM.

4. YcTaHOBKA M HACTPOMKA MOICUCTEMBI CKAHUPOBAHMUS
ceteBbIX pecypcos (Crawler):

Heo6x0a1M0 yCTaHOBUTH M HACTPOUTH HOJCUCTEMY
CKaHMPOBAHHUS CETEBBIX PECYPCOB Ha CEPBEP C
YCTAHOBJICHHBIM CEPBCPOM arcHTCKOIrO MOHUTOPHUHTIA.
Heo6xoanmMo co3aatek o0mmuii KaTajaor B KOpHE AUCKA
U YCTaHOBUTD IIpaBa JOCTYIA Ha 3aIIUCh U YTEHHE IS
BCEX I0JI30BaTENEH.

Heo6x0a1Mo0 HacTpOUTh MOACUCTEMY CKAHUPOBAHUS
CEeTEBBIX PECYPCOB Ha aBTOMATUYECKOE €XKETHEBHOE
CKaHMPOBAHME TOJIBKO paHee CO3AaHHOTO KaTajora.
3a(ukcupoBaTh BHIIOJIHEHUE 33/1aHUSI CKPUHIIIOTOM
HacTpoiku B web-koHcomu.

5. [IpoBepka paboTOCTIOCOOHOCTH CHCTEMBI:

Heo6xoa1Mo co3aaTh NpOBEPOYHYIO OJIUTUKY HA
MIPaBUJIO TIepeiaun, KOMMPOBAaHUS, XpaHeHHs U Oydepa
oOMeHa (Bce 4 BapuaHTa cpadaTbIBaHUs COOBITHI) AJIs
JAHHBIX, COAEPIKALLUX CIOBO «IK3aMEH», YCTAHOBUTH
HU3KUNA YPOBEHB YIPO3bI ISl BCEX COOBITHUM, T0OABUTH
TEr «IK3aMEH.

[TpoBepuTh cpabaThIBaHWE BCEMH YETHIPbMSI
BO3MOKHBIMH CIIOCOOaMU (TIepeiaun, KOUPOBaHHUS,
XpaHeHus u Oydpepa oOMeHa, XoTs Obl 1 coObITHE Ha
KaX/IbIil THIT) C TIOMOUIbIO BUPTYAIbHOM MaIIUHBI
HapYLIUTENS C YCTAHOBJIEHHBIM areHTOM.

Cnenatb 0IHY BBIOOPKY, B KOTOpPOH OyAeT
0TOOPa’KEHO TOJIBKO MO OJJHOMY COOBITHIO KaX/10TO
Tuna (cymMmmapHo 4 coOBITHS: NTepeiayu, KOIMPOBAHUS,
XpaHeHus u Oydepa oOMeHa).




3adukcupoBaTh BHIMOIHEHUE CKPUHIIIOTOM
BBITIOJTHEHHON BBIOOPKH MM KOHCTPYKTOPA BHIOOPKH.

TexHOMOoruu areHTCKOro MOHUTOPUHTA. 3aIaHUs
BBIITOJIHAIOTCS TOJBKO C IIOMOIIBIO KOMIOHEeHTOB DLP-
cucteMbl. Pe3ynbTar BHIMOTHEHUS KAXKI0TO 3aJaHUs TOJKEH
OBITH 3a)MKCUPOBAH B BUJIC CKPUHIIIOTA, C YKa3aHUEM
YHUKaJIbHOT'O UMEHH, COOTBETCTBYIOIIETO HOMEDPY
BBITIOJITHCHHOTO 3aaHus (TIOMYHKTA 3a/IaHUs ).

1.

Heob6xomuMo co31aTh HOBYIO TIOJTUTHKY, TPUMECHHUTD
€€ K IpyIirne KOMIIBIOTEPOB TI0 YMOIJTYaHHUIO.
[Mocnenyromue npaBuiia Mo 3aAaHUSAM JTOJKHBI ObITh
N00aBIICHBI B 3Ty MOJIUTHKY.

Heo6x0auMo ycTaHOBHUTDH JOMOTHUTEIBHYIO KOHCOIb
yIIpaBJICHUS] CEPBEPOM areHTCKOTO MOHUTOPUHTA Ha
MAaIMHY HApYIIUTENs s YIAJIEHHOTO JOCTyMa K
CepBepy areHTCKOro MOHUTOpUHTa. [IpoBepuTH
paboTOCIIOCOOHOCTD, 3a(PUKCUPOBATH BHIMIOTHCHHE
CKPHMHIIIOTOM 3aITyIICHHOW KOHCOJIH C YKa3aHUEM
azipeca.

Jlnist yIaneHHOTo YIpaBiIeHHs HE0OX0AUMO CO3/1aTh
JOTIOJTHUTEIBHOTO JIOKAJILHOTO oduiiepa
0€30MaCHOCTH IS IOCTYIIAa K CEPBEPY areHTCKOTO
MOHHUTOPHHTA C ITOJTHBIMU IPaBaMU Ha YIIPaBIICHUE U
MPOCMOTP paznenoB. [IpoBepuTh pabOTOCIOCOOHOCTD
C YIQJICHHON KOHCOJIM, YCTAaHOBJIEHHOW paHee.
Heo0xoauMo 3anpeTuTh Mojib30BaThCsl rpaduuecKuM
penakropom OC Windows (MS Paint). [IpoBeputh
paboTOCIIOCOOHOCTD.

Heo6xoanMo 3anpeTuTs co3anne CHUMKOB SKpaHa B
TaOIMYHBIX MPOIIECCOPax s MPeJOTBPAIICHUS
YTEUKH CEKPETHBIX pacyeToOB U 0a3 JTaHHBIX.
[IpoBepuTh paboTOCIOCOOHOCTD.

HeoOxonuMo noctaBuTh Ha KOHTPOJIb Oydep oOMeHa B

TEKCTOBBIX Ipoueccopax. [Iposeputsb
paboToCrocOOHOCTh U 3a(PUKCUPOBATH BHITTOJIHEHHE
3aHECeHMEM Maphl COOBITHI B BeO-KoHCcOoIb DLP-
cepBepa Ha Jt00bIe TTOTUTUKH.

Heo0OxonuMo 3anpeTuTh nmeyaTh Ha CETEBBIX
npuHTepax. 3aUKCUPOBATH CO3/IAHUE TTOTUTHKU
CKPUHILIOTOM.

Heo6xoauMo mocTaBuTh Ha KOHTPOJIb TIEYATh
JIOKYMEHTOB Ha npuHrtepax. [IpoBeputhb
paboTOCIIOCOOHOCTD.

Heo0xo01uMo yCTaHOBUTH KOHTPOJIb 32 KOMITBIOTEPOM
MOTEHIIMAJILHOTO HAPYIIUTENs B Cilydae
WCIIOJIb30BaHUs Opay3epa MyTeM CO3JaHHsl CHUMKOB
JKpaHa KaxJable 15 CeKyH]I Wiu MpH Mepexoe Ha
apyryio crpanully. [IpoBeputs paboTOCIOCOOHOCTH U
3a)UKCUPOBATH BBITOJTHEHUE, YTO CHUMKH dKpaHa U3
3aJlaHus OSIBIIAIOTCS B BeO-KoHCcomu DLP-cepepa.
[ToaTBEepANTH BHIMOTHEHUE 3a/ITaHUS CKPUHIIIOTAMHU.

10. 3abnokupyiite noctyn k CD/DVD Ha KIHEHTCKOM

[1IK-5.3.2
I1K-6.3.1




KOMITbIOTEpE (BUpTYyabHOU Mammue). [IpoBeputs
paboTOCTIOCOOHOCTD.

11. Ha mamvHe HapymuTess He0OXO0IUMO 3alPETUTh
WCIoJIb30BaHue Oydepa oOMEeHa MPH MOAKITIOYCHUN K
yAaJIEHHBIM MalllMHaM 1o mpotokosry RDP.
ITpoBepuTh pabOTOCTIOCOOHOCTD.

Pa3paboTka 1 mpuMeHeHne NOJUTHK, aHATTN3 BBISIBICHHBIX
uHnueHToB. Coznanue B DLP-cucteme noauTuku
0€30MMacHOCTH COTJIaCHO MPUBEICHHBIM 3a1aHusaM. [lomutuku
JOJDKHBI aBTOMATHUYECKU OJOKUPOBAThH TpapuK U/UIH
MPeyNpexaaTh O HAPYIIEHUU B COOTBETCTBUHU C 3aJJaHHEM.
Pe3ynbTar BEINOTHEHUS KAXKI0TO 3aJaHUs TOJDKEH ObIThH
3aUKCUPOBaH B BUJIE CKPUHIIOTA, C YKa3aHUEM YHUKAJIBHOTO
MMEHH, COOTBETCTBYIOIIETO HOMEPY BBHIMIOJTHEHHOTO 3aJaHMs
(monmyHKTa 3a1aHus ).

1. HeoOxonumo co3aTh JIOKAIbHYIO IPYIILY
nonb3oBaresneil «COTpyIHUKH MO HAOII0ICHUEM.
J106aBUTH B HEE TpeX JHOOBIX MOJIH30BATENICH.

2. Jlnsa paboThI CUCTEMBI HEOOXOIMMO HACTPOUTH
MEPUMETP KOMITAHHUH: TTOYTOBBINA JOMEH; CITUCOK BeO
pecypcoB «JloBepeHHbIE TOMEHBI»; TPYIIITY EPCOH
SIBIISTFOIIIAX CSI TTOJTh30BATEIISIMU JOMeHa. VICKITIoUnTh
U3 MepexBara NouYTy FeHepaIbHOIO JUPEKTOPA.

3. Heobxoaumo co31aTh MOIB30BATEINSI CUCTEMBI C
IpaBaMH JOCTYIA TOJIBKO Ha YTEHHE U BBIOJIHEHUE
OTYETOB, CBOJIOK U COOBITHIA, @ TAK)KE HA TPOCMOTP
Karajora JIOKaJIbHbBIX U JJOMEHHBIX MOJb30BaTeNeh
0€e3 BO3MOXKHOCTHU peakTupoBanus. Odnactu
BUJIUMOCTH: BCE.

4. CoznaHue MOJUTUK 0€30MaCHOCTH:

4.1. Heo6xoauMo cO31aTh MOJUTUKY Ha MIPABHUIIO
nepeIau TeKCTOBBIX JAHHBIX 32 MMPEICITbI
KOMIIaHUM (Ha aJipeca BHE JOMEHa), COAeprKaIlIne
crierualibHbIe cioBa. HeoOxommMo ydecTs, 9To B
CJIOBaX MOT'YT COJEPKaThCsl KOMOMHALINN
JTATUHHIIBI ¥ KUPUJUTULIBL, & TaKXKe CTOSTh Mpoden
Mexay cioBamu. JIo)KHBIX cpabaThIBaHUN OBITH
HE JIOJDKHO (HampuMep, Ha 9acThb cioBa. BepaukT:
pa3pernTh; yPOBEHb HAPYIIICHUS: CPEIHUI; TET:
MoOunbHUKU. [IpoBeputh paboTOCIIOCOOHOCTS.

4.2 . HeoOXxoamMo BeCTH HAOIIOACHHE 3a Ieperadeii
KaK IMYCTBIX, TaK U 3aIOJTHEHHBIX 1a0JIOHOB
JIOKYMEHTa 3a Tpe/iesibl KoMnanuu. CTOUT y4ecTh,
YTO COJEPKUMOE TOKYMEHTA MOKET U3MEHSTHCS B
npeaenax 50%.

JI71st MycTOro JOKYMEHTA: BEPIUKT: Pa3pelInuTh;

YPOBEHBb HAPYIICHUS: HET; TET: JOTOBOP.

J1J1st 3aMOTHEHHOTO TOKYMEHTA: BEPIUKT:

pa3penmTh. YPOBEHb HAPYIICHHS: HU3KUM; TET:

JIOTOBOP.

[TpoBeputh paboTOCIIOCOOHOCTS.
4.3.Heo0OxoauMo BecTH HAOIIIOIEHUE 32 aHKETAMU

I1K-6.3.1




KOMITaHUM, 3arperiast JI00yi0 BHEIIHIOKO
nepeaavdy JOKyMEHTOB, COJIePIKaIIinX
3aI0JIHeHHbIEe OJIaHKaX, IPU ATOM IyCThle OJTaHKU
KOHTPOJIMPOBATh HE HY>KHO. BepIUKT: 3anpeTuTh;
YpOBEHb HApYILIEHUS: CPETHUI; Ter: OJIaHK.
[TpoBepuTh pabOTOCTIOCOOHOCTD.

4.4, HeoO6xonmumo BecTH HAOIIOIEHHE 3a
JIOKyMEHTaMHU KOMIIaHUH ¢ OPUIHATEHOMI
nevatpto. [Ipu 3TOM coBeT AUPEKTOPOB U
TeHEepaTbHBINA JUPEKTOP MOTYT OTHPABISATE ITH
JIOKYMEHTHI 0e3 orpaHnueHuil. Bepiukr:
pa3pemnTh; ypOBEHb HAPYIICHUS: HU3KHIA; TET:
nevats. [IpoBepuTh paboTOCIOCOOHOCTD.

4.5.Heo06X0a1MMO KOHTPOJIMPOBATH CIIEUAJIbHbBIE
Kozbl goctymna (10 mTyk) BHYTpH KOMITAHUU, HO
3arpeniarh nepeaaqy 3a mpeebl.

[lepenavya K0JJOB BHYTPHU KOMITAHUU: BEPJIUKT:
pa3pelnTh; ypOBEHb HAPYIICHUS: HU3KHIA; TET:
KOJIB.
[Tepenava koq0B 3a MpeAebl KOMIIAHUU: BEPAUKT:
3aMpPETUTh; YPOBEHb HAPYIIICHUS: CPSITHUMN; TET:
onask. [IpoBepuTh pabOTOCTIOCOOHOCTD.
4.6.Heo0X0aMMO HACTPOUTH MOHUTOPHHT BBITPY30K
n3 0a3sl qanHbIX (B/]) 11 KOHTPOJIS IBHIKEHUS
JAHHBIX 13 0a3bl JAHHBIX TOJIBKO IPH OTIIPABKE U3
otnena uadopmaruzanuu. BepaukT: pa3pemunrs;
YpOBEHBb HAPYIICHUS: CPSIHUN; TeT: Oa3a.
ITpoBepuTh paboOTOCIIOCOOHOCTS.
4.7.Heob6x0auMo OTCIEKUBATH CIICIIUATIbHBIC
TEPMHHBI, YKa3bIBAIOIIHE Ha TPEOYIOTYIO
BHUMaHUs WHPOPMAITUIO BHYTPU KOMITAHHH.
BepaukT: pa3pemnTsb; ypoBeHb HApYIICHHUS:
HU3KWW; Ter: BaxHO. [IpoBeputs
paboTOCIOCOOHOCTb.

4.8.HeoOXxoamMo 3arpeniars BceM, KpoMe OT/ela
KaJIpoOB MepeiaBaTh HHHOPMAIUIO, COMIEPKAIIYIO
JTAHHBIE TTACTIOPTOB (B TOM YHUCJIE M CKaHBI/(HOTO),
a taxoke CHUJIC u UHH. Bepaukr: 3anpeTuts;
YPOBEHBb HAPYIIICHUS: BRICOKHIA; TET: TIIH.
[TpoBepuTh paboTOCIOCOOHOCTH.

Anann3 HHITUIEHTOB, OOBIYHBIe CBOAKH. Co3maiiTe

HOBYIO BKJIAJIKY CBOJIKH B pazzene «CBoaka» u

co3manTe B HeH 4 BUHKETA:

JlnHamMuKa akTHBHOCTH IO COOBITUSIM 32 TIOCTIETHIOI0

Henenmo; CTaTUCTHKA MO MOJIMTUKAM 32 MOCIeIHNE 7

ITHEH.

[To Tumy cobbITHII: HEOOpaboTaHHbBIE HAPYLIEHUS 3a

Tpu 1Hs; [To Ton-HapymuTensaM 3a TEKYIUd MeCSII.

AHaJIM3 MHIWICHTOB, CIICIIUATBHBIC BEIOOPKH.

HeoOxoauMo co31aTh HOBYIO BKJIQJIKY B pa3ziele

«CBopKa» 1 100aBUTH B HEE BHKET, OTOOPAKAFOIIIHI

COOBITHSI C YPOBHEM YTIPO3bI OT HU3KOT'O 10 BEICOKOTO




Ha MpaBujia KOMUPOBaHUs (BHEUTHHE HOCUTEH,
1eyaTh) 3a NoclieJHUE 7 THEH.

Bompocsr (3agaun) ans 3aueta / qudd. 3auera npepcraBieHsl B Tadbmauie 16.
Ta6mmia 16 — Boripocs! (3amaun) mis 3aueta / audd. 3adera

Kon

Ne /i Ilepeuens BompocoB (3amay) ajisd 3adera / Iu . 3a4€Ta
P p ( A )H a (bq) HHIWKaTOopa

Y4eOHBIM IJIJAHOM HE IPESYCMOTPEHO

[lepeyenp TeMm [Uii KypCOBOTO TPOEKTUPOBAHUS/BBINOIHEHUS KypCOBOH pabOTHI
MpeACTaBICHBI B Ta0mwmIe 17.
Tabmuua 17 — IlepeueHb TeM 151 KypCOBOTO MPOSKTUPOBAHMSI/BHIIOJTHEHUSI KYPCOBOM pabOThI

No 11/ [TprMepHBIii IepedeHb TeM Il KypCOBOI'O IPOEKTUPOBAHUS/BBIIIOJIHEHUS
- KypCOBOI pabOThI

Y4eOHBIM IIIAHOM HE TPEAYCMOTPEHO

Bompocer s mpoBeneHUsS TPOMEXKYTOYHOW aTTECTAllMM B BHJE TECTUPOBAHHUS
MpeACTaBICHBI B TaOnwuIe 18.

Tabnuna 18 — [IpumepHbIil epeyeHb BOPOCOB JJIs TECTOB

Kon

Ne ni/m [TpumepHBIii TepeueHb BOMPOCOB ISl TECTOB
WHAMKATOpa

He npenycmorpeno

[lepeueHb TeM KOHTPOIBHBIX PabOT MO MUCHUIUTHHE OOYYAIOIIUXCS 3a09HON (hOPMBI
oOydeHus1, IpeacTaBieHbl B Tabnuie 19.

Tabmuna 19 — [lepedeHb KOHTPOIBHBIX PadOT

Ne n/mn Ilepeuenb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Metoauueckue  Marepuaibl,  ONpPEACNSAIOIIMEe  HPOLEIypbl  OLIEHUBAHHS
WH/IMKATOPOB, XapaKTEpU3YIOIIUX dSTanbl (HOPMUPOBAHHS KOMIIETCHIIMH, COIEpKarcs B
JOKaJbHBIX HOpMaTUBHBIX akTax [ YAII, pernaMeHTHpyoOIMX TMOPAAOK U HPOLELypy
MPOBE/ICHUS TEKYIEro KOHTPOJISI YCIIEBAEMOCTH M MIPOMEKYTOUHON aTTeCTallMy 00yJaroIInXCs
['VAII, a Takke B JOKaJbHBIX HOPMAaTHBHBIX akTax Bopiackuiic, B Tom uucie «Komrmiekr
oueHouHoi nokymeHTtauuun (KOJ[) Ne 1.3 mo kommerenummu WorldSkills «Kopnopartushas
3aliTa OT BHYTPEHHHUX YIpo3 HHPOPMAITMOHHOM 0€30IMaCHOCT»».

11. Meroauyeckue yka3aHus i 00y4JarOIIUXCs IO OCBOCHUIO JUCITUTUTHHBI

11.1. Metoauueckue yka3zaHus [ OOYYalOIIMXCS [0 OCBOCHUIO JIEKI[MOHHOIO
MaTepuaia

OcHOBHOE Ha3HA4YEHHE JIEKIIMOHHOTO MaTepHana — JIOTUYECKH CTPOMHOE, CHCTEMHOE,
riyOOKOe U SICHOE W3JIOKEeHHe yueOHoro marepuana. HasHadeHune COBpEMEHHOM JeKIuU B
pamMKax JUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(OpMAIMIO 10 TEME, a B OCBOCHUU
byHaaMeHTaNbHBIX TpoOJeM JUCHMIUIMHBI, METOJOB HAayYyHOrO IIO3HAHMS, HOBEWUIIMX
JTOCTHKEHUI HayyHOUW MbIcau. B yueOHOM mporiecce JIEKIHs BBIIOIHSAET METO/I0JIOIHMYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMH. JIEKIMs pacKkpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOW 00JIacTH 3HaHus, €€ IpoOJeMbl, JaeT IeJbHOE IPEACTaBICHUE O AUCLUILIUHE,
MIOKAa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLHUIIIIMHAMM.

[InaHupyeMble pe3yibTaThl IPU OCBOEHUU 00YUYaIOUIMMUCS JIEKIIMOHHOTO MaTepuana;




— TIOJyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX ONpPEIETAETCS 1EIEBOM YCTAHOBKOM K KaX10i KOHKPETHOH TEME;

— TIOJIyYEHHE OTIBITa TBOPUECKOI pabOThl COBMECTHO € MPENOaBaATEIEM;

— pa3BuTHE NPO(PECCHOHANBHO-IEIOBBIX  KAuecTB, JIIOOBU K  TpeaIMeTy U
CaMOCTOSITEIbHOTO TBOPUYECKOI'O MBIIIJIEHHUS.

— TOsBJIEHHUE HEOOXOAMMOro HHTEpeca, HEOOXOAUMOTO JIJIsi CAMOCTOSITENIbHOM paboTHI;

— TOJy4YyeHHE 3HAHUW O COBPEMEHHOM YpPOBHE pAa3BUTHS HAyKHM U TEXHUKH U O
MIPOTHO3€ UX Pa3BUTHS Ha ONMKailline Tofbl;

— Hay4yuTbhCS METOJUYECKH 0OpabaTbiBaTh MaTepuan (BBIACIATH TJIABHBIC MBICTH H
MOJIOKEHUSI, TPUXOJUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSITh MX B  Pa3IMYHBIX
(bopMyITUPOBKax);

— TOJIyueHHE TOYHOT'O TOHUMAaHHUS BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSATHA.

JleKMOHHBI ~ MaTepuad MOXKET CONPOBOXKAATHCS JEMOHCTpaluedl CilaigoB U
UCTOJIB30BAaHUEM DPA3aTOYHOIO MaTepualia IpH MPOBEIEHUH KOPOTKHX TUCKYCCHH 00
OCOOCHHOCTSIX MPUMEHEHHSI OTACIBHBIX TEMATHK 110 JUCLUUIUIHHE.

CrpyKTypa npeiocTaBieHusl JEKIHOHHOIO MaTepuaa:

Monyne 1. Crangaptel Bopnackuiic u cneuudukanusi crangaptoB Bopiaackumic mo
komrereHImu ~ «KoprmopatuBHas — 3amuTa OT  BHYTPEHHHX  YIpo3  HMH(OPMAIMOHHOMN
Oe3omacHocTi». Pa3nensl cnenudukanum

Tema 1.1 Crnenudukanus crangapra kommereHnnu «KopropaTuBHas 3amura OT
BHYTPEHHUX YIrpo3 HH(POpPMAIMOHHON Oe30MacHOCTH» (KOHKYPCHOE 3aJaHHe, TEXHHYECKOe
onucaHue, HHPPACTPYKTYpPHBIA JIUCT, cXeMa W O0OpyIoBaHHE pabOYMXx MecT, TpeOOBaHUS K
TeXHHKE 0€30MacCHOCTH, KPUTEPUU OLIEHUBAHUS, KOJIEKC STUKU, OCHOBHBIE TEPMUHBI)

Monyns 2. TpeGoBaHust OXpaHbI TPY/Ja U TEXHUKH 0€30MaCHOCTH

Tema 2.1 Kynbrypa 6e30nacHoro tpyaa.

Tema 2.2 OcHoBbl Oe3zomacHoro Tpyaa M 3¢dexkTuBHas opraHu3anus padoyero
MecTa B COOTBETCTBHM CO CTaHaapramMu Bopiackwiuic u  cnenuuKanueid CcTraHaapToB
Bopnackumiic no KOMIETeHITHH.

Monyne 3. CoBpeMEeHHBIE TEXHOJOTUHU B NpodeccnoHanbHOi chepe. OCHOBBI 3alIUTHI
UH(POPMALIMU OT BHYTPEHHHUX Yrpo3 MH()OpMAIIMOHHON 0€301acHOCTH.

Tema 3.1 OCHOBBI 3alIUTHI KOPIIOPATUBHOIN MHPOPMALUH
Tema 3.2 Ienwu, 3a1a4m, CUCTEMBI, METOBI U CPEICTBA 3AILUTHI
Tewma 3.3 [IpaBOBBIE OCHOBEI.

KnroueBple  amroputmsl  u cucrteMbl.  OCHOBHblE — NOHATHA.  be3omacHOCTb
MH(OPMALIMOHHBIX CHCTEM. YTpo3bl HH(pOpMalMOHHOW O6e3omacHOCTH. VICTOUHMKH Yrpos.
Vassumoctu. Pucku. Ataku.

Tema 3.4 3amura uWHGOpPMalUMU OT BHYTPEHHHX yIrpo3 HHQPOPMAIMOHHOMN
6e3omacHOCTH. BpIsiBIeHHE yTeuek ¢ Hcrosib3oBaHHeM TexHosoruu Data Leakage Prevention
(DLP). Teopus u npaxtuka npuMmenenuss DLP-cucrem.

Monyns 4. OcHOBBI IU(POBOI TUTHEHBI

Tema 4.1 Hudposas rurnena. Kubepyrpossl. Buasl kubepyrpos. UHTepHET yrpo3sl.
BHemHue (BpeOHOCHBIM NpOrpaMMHBIM KOJA, cmaMm, (QUIIMHT, CETeBble aTakW, B3JIOM
YCTPOMCTBA, B3JOM AaKKayHTOB U T.J.) U BHYTPEHHHE (MHTEPHET 3aBUCHUMOCTb, HUHTEPHET
IIPOKPACTUHALMSI) HMHTEPHET Yyrpo3bl. KOMMYHMKAlMOHHBIE M TEXHOJOTMYECKHE HWHTEPHET
YTPO3BL.

Tema 4.2 [IpaBuna Oe3zomacHoro moBeneHuss B ceTd MuTepHer. Pasmemienue u
UCIIOJIb30BaHUE TME€PCOHANBHBIX W JIMYHBIX JaHHbIX. be3omacHele mnaponu. Hactpoiiku
IIPUBATHOCTH B COLMAJIBHBIX CeTAX. Pe3epBHOE KONMpOBaHUE.

Tema 4.3 [IporpamMMsI 3alIUTEI OT BPEIOHOCHOTO TPOTrpaMMHOTO Koja. IIporpammsl
poautenbckoro KoHTpois. CpenctBa mudpoBaHus JgaHHbIX. CpeacrBa  OIIOKUPOBaHMSA
HEKeNaTeJIbHOr0 KOHTeHTa



Monayns 5. YcTaHoBKa, KOHQUTYpUPOBAHUE U YCTPaHEHUE HEHUCIIPABHOCTEH B CHUCTEME
KOPIIOPaTUBHOM 3alUTHI OT BHYTPEHHUX YIPO3.

Tema 5.1 Yceranoeka DLP IWTM B BupTyanbHOM OKpyXkeHuu. Pexxumbr port
mirroring u proxy.

Tema 5.2 Kondurypuposanue DLP IWTM

Tema 5.3 Hcnpasienre TUIIOBBIX HEUCITPABHOCTEM.
Monyinb 6. TexHOIOTUM areHTCKOr0 MOHUTOPUHTA
Tema 6.1 Ha3Hnauenne areHTCKOro MOHUTOpPUHIa. YCTaHOBKAa W  HAacTpoiKa

are’Hrckoro Mmouutopunra. Muarepdeiic koncomu DLP IWDM. Paborta B KOHCONHU yIpaBICHUS
areHTOM

Tema 6.2 IlonuTUKM areHTCKOro MOHMUTOPHUHIA, OCOOEHHOCTM MX HACTPOMKH.
Co3nanne u mnpoBepka nonuTvK. Co3naHue NOJUTUK 3allMThl Ha areHtax; OuibTpanus
coObITHii; Hactpolika COBMECTHBIX COOBITUH areHTCKOTO M CETEBOr0 MOHUTOpHHTra; Pabora c
HOCHUTEISIMU U ycTpoiicTBamu; Pabora ¢ daitnamu; KonTtpons npunoxkenuit; Vckiodyenune w3
cOOBITHI IepexBara.

Monynsb 7. Pa3paboTka nmoJuTUK 0€301MaCHOCTH, aHAIN3 BBISIBICHHBIX HHIIUICHTOB

Tema 7.1 Pazpabotka u TectupoBanue nonutuk B cucreme DLP IWTM. Pabora ¢
pa3zieJIOM TEXHOJIOTMM CUCTEMbl KOPIOPATUBHOM 3allMThl: KATETOPUM U TEPMHUHBI, TEKCTOBbBIE
00bekThl; Pabota ¢ coObITHAMU, 3a1Ipochl, OOBEKTHI MEepexBaTa, WACHTU(PUKALMS KOHTAKTOB B
coObiTun; PabGoTa co cBomkamu, BUKeTaMu, cBojakamu; Pabora c¢ mepconamu; Pabora ¢
o0BbeKTaMu 3amuThl; [IpoBecTn MMUTAIHIO TIpOIIecca YTeUKH KOH(PHISHIMATHHON HHPOpMALIUU
B cucteme; Co3naTh HEMPOTUBOPEUMBHIE MOJUTHUKH, COOTBETCTBYIOIINE HOPMATHUBHOW 0a3e u
3aKOHOJATENbCTBY; 3aJOKyMEHTUPOBAaTh CO3JAHHBIE IMOJIUTUKHU HCIOJB3YS B COOTBETCTBUHU C
TpeOOBaHUSIMU COBPEMEHHBIX CTaHAAPTOB B oOmacTu 3amuTel uHpopmanuu. Pabota ¢
KaTeropusiMd W TepMHHaMu; Vcnosnb3oBaHue peryiaspHbIX BblpaxeHuil; lcnonb3oBanue
Mophonoruueckoro noucka; * Padora ¢ rpadpuueckumu o6bekramu; Pabora ¢ Beirpy3kamu u 6a3
naHHBIX; PaboTa ¢ meyarsmu u Oyiankamu;, Pabota ¢ ¢aiioBEIME THITAMU;

Tema 7.2 Monutopunr Ttpaduka. IIpoBepka NpUMEHEHHsI TOJHMTHK 4-X BHJIOB:
Tpaduk, nepconsl, Oypep oOMeHa, aBwKkeHue (aitnoB. Pabora ¢ kpaynepom.

Monayns 8. OGOGcnepoBanue (ayauT) OpraHu3alM C LEJNbI0 3alUThl OT YIpo3
MH(pOpPMaLlMOHHON 06€30M1acCHOCTH

Tema 8.1 [Tonatue ayaura MHPOpPMALMOHHONW Oe3omacHOCTH. TeopHs M NpakTHKa
o0ce10BaHUs! OPTaHU3ALMH C IIEJIBIO 3aIIUTHI OT YTpo3 HHPOPMAIIMOHHOM 0€3011acHOCTH
Tema 8.2 3aKOHOJIATENBCTBO B 00JIACTH 3alIUThI KOH(PHICHIMATbHON HH(pOpMAILIHH.

Bunel undopmanuu orpanndeHHoro aoctyna. [lepconansubie nanusie. Kommepueckas TaiiHa.

11.2. Meroauueckue ykKazaHusi sl OOYYarOIIUXCsS MO BBITIOJHEHUIO JIA00PATOPHBIX
pabot

B xone BeimonHeHus 51a0OpaTOpHBIX pPAadOT oOydaromuics MAOKEH YIIIyOUTh H
3aKpENUTh 3HAHUS, NPAKTUYECKUE HABBIKM, OBJIAJETh COBPEMEHHOM METOIMKONM M TEXHHUKOU
JKCIEPUMEHTa B COOTBETCTBUM C KBAIM(PUKAIMOHHON XapaKTepUCTUKOW 00ydaromerocs.
Beinonnenue 1abopaTopHbIX paboOT COCTOMT M3 SKCIIEPUMEHTATbHO-TIPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKOMN YacTel U KOHTPOJIbHBIX MEPOIIPUATHI.

BrinonHenue 51a00paTopHBIX paboOT 0O0y4aromMMCs SIBJISIETCS HEOTHEMJIEMOH YacThIO
W3YYEHUS JUCLUIUIMHBI, ONIpEeNenseMol y4eOHBIM IUIAaHOM, M OTHOCHUTCS K CPEICTBaM,
00eCreynBaroIUM pelIeHUe CIeIyIOIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

— TnpuoOpeTeHHe HaBBIKOB MCCIEAOBAHUSA IMPOLECCOB, SBJIEHUH U OOBEKTOB,
M3Yy4aeMbIX B paMKax JJaHHOW TUCIUIINHBI,

— 3aKpeIUIeHHEe, PA3BUTHE U JEeTalN3allds TEOPETUYECKUX 3HAHUMN, MOJYYEHHBIX Ha
JEKLUSX;

— TOJy4YyeHHe HOBOM MH(OpMAaLMH 110 U3y4aeMON AUCIUILIUHE;



— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIBHOM  paboThl ¢ J1a0OpaTOpHBIM
000pyI0BaHUEM U TPUOOPAMH.

3ananue U TpeOOBaHMS K IPOBEJICHUIO JIAOOPATOPHBIX PaboT

Bapuant 3amanus mo Kaxaod mabopaTopHOl paboTe oOydJarommiics TOIy4aeT B
COOTBETCTBUH C HOMEpPOM B cmmcke rpynmbl. [lepea mpoBeneHueM J1abopaTopHOW padOTHI
o0ydJaronieMycsi ClieyeT BHHUMATECIbHO O3HAKOMHTBHCS C METOIUYECKHMMHU YKa3aHUSIMH 10 €€
BBINOJIHEHHUIO. B COOTBETCTBUM C 3aaHEM 00yUaroIIUNCs JODKEH TIOrOTOBUTh HEOOXOIUMbIE
JAHHbIe, TOJIYYUTh OT TMPENoAaBaTeNiss JOMYCK K BBIIOJHEHHIO J1a0OpaTopHO paboTHI,
BBINOJIHUTh YKAa3aHHYIO MOCJICIOBATEIBHOCTD JICHCTBHIA, IMOJYYUTh TpeOyeMble Pe3yJIbTaThl,
0(pOPMHUTH | 3aLIUTUTH OTYET I10 JIAOOPATOPHOU padoTe.

Crpykrypa ¥ opMa oTyera 0 1adopaTopHON padbore
Otyet He TpedyeTcs

11.3. MeToauyeckue yKa3aHus JUIs OOYYAFOIIHUXCS 1O TMPOXOXKICHUIO CAMOCTOSATEIBHON
paboTsl

B Xoze BBITIOJIHEHUSI CaMOCTOSITEIIBHON PabOThI, OOYYAIONIUIICS BBIOJIHACT PadOTy O
3aJIaHUI0 M TIPH METOJMYECKOM PYKOBOJICTBE IPEToaBaTelisi, HO 0e3 ero HemocpeJICTBEHHOTO
y4acTusl.

B mpoiiecce BBIMOIHEHHSI CAMOCTOSTEILHONW pabOThI, y 00y4aromerocss (GopMHpyeTcs
1eecoo0pa3Hoe TUIAHUPOBAHUE Pabodero BPEMEHH, KOTOPOE MO3BOJISIET UM Pa3BUBATh YMEHUS
Y HaBBIKM B YCBOCHHUU M CHUCTEMAaTHU3allMM MPUOOPETACMbIX 3HAHUN, OOCCIICYMBACT BBICOKHIMA
YPOBEHb YCIIEBAEMOCTH B IEPHOJ OOYYCHHS, IIOMOTAeT TOJYyYUTh HABBIKA TIOBBIIIICHUS
PO eCCUOHATIBHOTO YPOBHSI.

MeToauyeckuMH ~ MaTepualaMH,  HANPaBJSIIONIMME  CaMOCTOSTEIIBHYI0  paboTy
00y4aroIuXCsl BISIOTCS: YIeOHO-METOIMYESCKUN MaTepHall 1o TUCIUILIHHE.

11.4. MeTtoauueckue yKazaHus [UIsI OOYYArOIIMXCS IO MPOXOXKACHHUIO TEKYIIETro
KOHTPOJIS YCTIEBAEMOCTH.

Texkymuii KOHTPOJb YCHEBAEMOCTHM NIPEIyCMaTpPUBAaET KOHTPOJb KayecTBa 3HAHUU
00yJaronumxcs, OCyIIeCTBISIEMOTO B TEUEHHE CEMECTpa C IIeJIbI0 OIICHUBAHUS X0Jia OCBOCHUS
TUCIUIIIMHBL. DopMa MPOBEAEHUST TEKYIIEro KOHTPOJS — 3alluTa OTYETOB MO J1a0OpaTOPHBIM
pabotam. Pe3ynbTaThl TEKyIIET0 KOHTPOJISI YYUTHIBAIOTCS TPH MPOBEACHUU MPOMEKYTOUHOM
attectauuu B cooTBeTcTBUM ¢ TpeboBanusmMu CTO I'VAIL CMK 3.76 «IlonoxeHue o TeKymiem
KOHTpPOJIE YCIIEBAEMOCTH M IMPOMEXYTOUYHOH aTTecTallud CTYAEHTOB U acnupaHToB ['YAII,
oOyJaromuxcsi mo o0pa3zoBaTeIbHBIM MTPOrPaMMaM BBICIIETO 00pa30BaHUS.

11.5. Metoauueckue yka3zaHus A OOy4aroUuIuMxcs MO MPOXOKACHHUIO MPOMEKYTOUHOMN
aTTeCTallu.

[IpomexxyTounast ~ aTTecTansi  OOydYaroOUIUXCsi  MPEAyCMaTpuBaeT  OlLICHUBaHUE
MPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3YyIbTaTOB OOY4YeHHs MO MuciuruiiHe. OHa BKIIIOYAeT B
ce0s: sK3aMeH — (popma OIEHKHM 3HAHWM, MOJYYEHHBIX OOYUYaIOIUMCS B TMPOIECCE U3YUCHUS
BCEH MUCITUIUIMHBI WA €€ YaCTH, HABBIKOB CAMOCTOSTEIbHOU paOdOThI, CIIOCOOHOCTH MPUMEHSTh
UX JUIA pEIIeHUs TPaKTUYECKUX 3aaad. OJK3aMeH, Kak IMPaBUJIO, TMPOBOJAMTCS B TEPHOJ
HK3aMEHALlMOHHON CECCHUU M 3aBEPIIAETCS ATTECTALMOHHOW OLIEHKOM «OTIMYHO», «XOpPOLIO»,
«YIIOBJIETBOPUTEILHO», «HEYIOBIECTBOPUTEIIHHO.

Hrorosas arrecramusi mpoBOAUTCS B (opMe AEMOHCTPAIMOHHOTO dK3ameHa. OleHka
YPOBHSI OCBOCHHSI KOMITETCHIIMI OCYIIIECTBIISICTCSI HA OCHOBE TaKUX COCTABJISIONINX KaK: 3HAHHE,
yMEHUE, BIaJCHUE HaBbIKAMH, KOTOPbIE CIYIIATEIh JAEMOHCTPUPYET HAa JEMOHCTPALMOHHOM
sk3ameHe. /[y WTOTOBOM aTTecTaluu HCHojib3yeTcss KOMIUIEKT OIEHOYHOW JTOKyMEHTAaIluu
(KOI) mo xommereniun «KopnopaTuBHasi 3amuTa OT BHYTPEHHUX Yrpo3 HH(YOPMAIMOHHON
0€30IIaCHOCTHY.






Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
W3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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