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Annoranus

JucuumnuHa «OCHOBBI TOCTPOEHUS 3alIMIIEHHBIX KOMIIBIOTEPHBIX CETEH» BXOAUT B
00pa3oBaTeNbHYI0 MPOTPaMMYy BBICILIEr0 00pa30BaHMs — MporpaMMy OakajaBpuaTa Mo HAIpPaBICHUIO
noarotoBku/ cnernuanbHocT 10.03.01 «MuDOopManmonHas 6€30MaCHOCThY HaAINPaBICHHOCTH
«be3oracHOCTh KOMITBPIOTEPHBIX CUCTeMY. JluciurinHa peanusyercs kadeapoit «Ne33».

JlucuuiuinHa HareJeHa Ha pOPMUPOBAHUE Y BBITYCKHUKA CIICTYIOIIUX KOMITETCHIIUNI:

OIIK-9 «CrocobeH NpUMEHATh CpencTBa KpUONTOrpaduyecKod M TEXHUYECKON 3allUThI
uH(pOpMaIIUU IS peIieHus 3a1a9 TPo(hecCHOHATLHOU e TEIIEHOCTI

OIIK-12 «CrnocobeH MpoOBOAUTH MOATOTOBKY HCXOJIHBIX JAaHHBIX JJIS HPOCKTHPOBAHUS
MOJICUCTEM, CpPEICTB oOOecreueHuss 3alMThl HHPOpMAMM U Uil TEXHUKO-dKOHOMUYECKOTO
000CHOBaHHUS COOTBETCTBYIOIIUX MPOCKTHBIX PEIICHUI

OIIK-1.1 «CnocobeH pa3pabaTpiBaTh M pEaJU30BBIBATH MMOJUTHKUA YIPABJICHHUS IOCTYIIOM B
KOMITBIOTEPHBIX CUCTEMAX )

OIIK-1.2 «CriocobeH aaMUHUCTPUPOBATh CPEACTBA 3alIUThl MH(OOPMAIIUU B KOMITBIOTEPHBIX
CHUCTEMaXx U CETIX).

CopepxaHue TUCIUILUIMHBI OXBaThIBAE€T KPYT BOIPOCOB, CBA3AHHBIX C Pa3pabOTKON MPOEKTOB
CHCTEM U TIOJICUCTEM 3aIIUIICHHBIX KOMITBIOTEPHBIX CETEH.

[IpenogaBanue MUCIUILIMHBI MIPEIyCMAaTPUBAET cleayrone (GopMbl OpraHu3aluu y4eOHOTro
mporiecca: JISKIHH, JJa0opaTOpHbIC padOTHI, CAMOCTOSATEIbHAS paboTa 00ydJaroIEerocs..

[IporpammMoit TUCHUTIITUHBI TPEAYCMOTPEHBI CIEAYIONINE BUJIbI KOHTPOJIS: TEKYIIHI KOHTPOJIb
yCIIeBaeMOCTH, POMEKYTOYHAs aTTecTanus B hopMe 3a4era.

OO6m1ast TpyA0€MKOCTh OCBOCHHMSI JUCIUIUIMHBI COCTABIISIET 2 3a4€THBIX €IUHUIIBI, 72

qaca.

SI3pIK 0OyUEHHS IO JUCIUTUINHE «PYCCKHH »



1. TlepedeHb IUTAHUPYEMBIX PE3YyIbTATOB OOYUEHUS 11O TUCITUTUTHHE
1.1. Tlenu npenogaBaHus UCHUILITAHBI
Llenpio mpenojaBaHus IUCLMIUIMHBI SIBISETCA OOYYEHHE CTYJCHTa IIOMCKY pallMOHAIBHBIX
pelieHui mpu pa3paboTKe CPEICTB 3alIMThl HH(OpPMAMU C Y4YeTOM TpeOOBaHUN KadyecTsa,
HAJCKHOCTH M CTOMMOCTH, a TaKX€ CPOKOB HCIIOJIHCHUS, YUUTHIBAs TPEOOBAHUS TEXHHUYECKOTO
3aJaHusl.
1.2. JlycuuruivHa BXOJUT B COCTaB 00s3aTEIbHON YacTH 00pa30BaTEIbHON MPOTPaMMBI
BhIcIIero oOpa3oBanus (nanee — OIT BO).
1.3. TlepeueHp mIaHUPYEMBIX PE3YJILTATOB OOYYEHUS MO ITUCIMILIMHE, COOTHECEHHBIX C
IJIaHupyeMbIMU pe3ysibTaTaMu ocBoeHus OIT BO.

B pesynbraTte M3ydeHHs AMCUMIUIMHBI OOyYaroMIMUCS JOJDKEH 00JamaTh CleTyHOIUMH
KOMIETCHIMSIMH HJIM UX 4YacTsMU. KOMIeTeHUMH W WHIAMKATOPHl UX JOCTH)KEHUS MPUBEICHBI B
tabnuie 1.

Tabmuna 1 — [TepedeHb KOMIETCHIIMI U HHIUKATOPOB UX JTOCTHIKCHUS

Kon u
Kareropus (rpynma) Kon n HanMeHOBaHME HHIUKATOPA
HaMEHOBaHUE
KOMIIETEHIIUH MOCTHKEHUS KOMIIETEHIINN
KOMIIETEHIUHA

OIIK-9.3.1 3HaeT npuHUHUIIBI TOCTPOEHUS
CUCTEM U CETEM DIIEKTPOCBA3U

OIIK-9.3.4 3HaeT OCHOBHBIE BUIbI CPEJICTB
OIIK-9 Cnocoben Kpunrorpadguyeckoi 3amuThl THPOPMALTUU
HNPUMCHATH CPeACTBA | (CK3N), Bxirovas GI0YHbBIE U TIOTOYHBIE
KpUnTorpahuyecKoil | cucrems! mudpopaHus,
OBmenpodeccHOHANBHBIE | rexpmueckoit KpUINTOTpahuIeCKUEe CUCTEMBI C OTKPBITHIM

KOMICTCHIMIH 3allUTbI KITFOYOM, KPUITOTpaQHIeCcKre Xel-
MH(bOPMALMH JIs (GbyHKIUU ¥ KpUnrorpapuveckue
pelICHUA 3a1a4 MPOTOKOJIBI
npodecCHOHaTbLHON OIIK-9.VY.1 ymeer npoBOINTH aHAIU3
ACATCIIBHOCTH nokasaresuei 3 pexTUBHOCTHU ceTel u

CUCTEM TeIEKOMMYHHKAIUH U KauecTBa
MIPEIOCTABIIIEMBIX YCITYT

OIIK-9.VY.3 ymeer ucnons3oBats CK3U B
ABTOMATHU3MPOBAHHBIX CHCTEMaxX

OIIK-12 Cnocoben
MIPOBOTUTH
MOJITOTOBKY
HCXOHBIX JaHHBIX OIIK-12.3.4 3HaeT OCHOBHBIE DTAIIBI
JUI IPOEKTUPOBAHUSA | Mpolecca MPOSKTUPOBAHUS U 001IHe
ObuenpodeccuoHanbHbIe | MOACUCTEM, CPEACTB | TpeOOBa-HUS K COJIEPIKAHUIO TTPOCKTA

KOMIIETEHIIUU obecreyeHus OIIK-12.VY.3 ymeet popmupoBaTh
3aIUTHI TpeOOBaHUS U pa3pabaThIBaTh BHEIIHNE
uHpOpMaIMU U A1 | crienuUKanny Ui pa3padaTbiBaeMOro
TEXHUKO- MPOrpaMMHOTO o0ecreueHus
9KOHOMMUYECKOTO
000CHOBaHUs
COOTBETCTBYIOLIHX
ITPOEKTHBIX PEIICHUI
OIIK-1.1 OIIK-1.1.B.2 Bnaneer HacTpoiikoi

O6menpodeccronansubie | CriocobeH MPOrPaMMHBIX U allapaTHBIX CPEICTB

KOMITETEHIIHH TI0 pa3pabaTbIBaTh MOCTPOEHHSI KOMIIBIOTEPHBIX CETEH, B TOM

HalpaBJIEHHOCTH u YHCIIe UCTIOIB3YIOIINX
pean30BbIBaTh KpUNTOrpahuuecKyro 3auTy nHpopMauu
MTOJTUTHKH
yIpaBlIeHUS

JOCTYIIOM B




KOMITIBKOTCPHBIX
CHUCTEMaAX

OIIK-1.2 Cnocoben
O0ienpodeCCHOHANBHBIC | aMUHHCTPHPOBATH

KOMIICTCHIIUU I1O0 CpeaCcTBa 3alUTEI
HaIIPaBJICHHOCTHU nH(popMaIUY B
KOMITBIOTEPHBIX

CUCTEMAX M CCTAX

OIIK-1.2.3.1 3HaeT BUABI IOJIUTHK

YIPaBJIECHUS JOCTYIIOM U
UH(GOPMaLMOHHBIMU TTOTOKaMU B
KOMITBIOTEPHBIX CETAX

OIIK-1.2.Y.1 ymeer HacTpauBaTh npaBuiia
00pabOTKM MAKETOB B KOMITBIOTEPHBIX

CETAX

OIIK-1.2.B.1 B1ageer HaBBIKAMU
YIIPABJICHUS CPEACTBAMH MEKCETEBOTO
SKPAaHUPOBAHUS B KOMIIBIOTEPHBIX CETSIX

2. Mecro muctuiuHb B cTpykType OI1

JlucuuiuimHa MO>KeT 6a3MpOBaTHCS HAa 3HAHUSX, paHee MPUOOPETEHHBIX O00YUYaAIOIIMMUCS

[PU U3YYCHHUHU CIEIYIOIINX AUCIUILINH:
— Mertoabl O1IeHKH 6€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM,

— 3amura B OIICPAIMOHHBIX CUCTCMAX,

— mxeHepHO-TeXHUYECKHE CPEICTBA 3aIUTH HH(OPMAIIHH.

3HaHI/IH, IMNOJIYYCHHBIC TIIpU H3YUCHUHU MaATCpUalia HaHHOﬁ JUCHUIIIIMHBI, HMCKOT KakK
CaMOCTOATCIIBHOC 3HAYCHHUEC, TaK ©W MOI'YT HMCIOJb30BAaThCA IIPpU HaAIMCAaHUU BBIHyCKHOfI

KBATM(UKAIIMOHHON PabOTHI.

3. O0beM u TPyA0EMKOCTh TIUCIUTUIMHBI

Janneie 00 oOmeM oObeMe AMCUUILUIMHBI, TPYJOEMKOCTH OTHIENBHBIX BHAOB y4eOHOM
paboThl MO TUCHMILIMHE (M paclpelieleHue 3TOH TPYIOEMKOCTH IO CeMecTpaM) Mpe/ICTaBIECHb! B

Tabiuue 2.

Tabmuua 2 — O6beM U TPYT0EMKOCTh TUCIUITIHHBI

TpynoeMkocTs 110

Dk3.*¥)

Bun yuebnoi paboTbl Bcero ceMecTpam
Ne8
1 2 3

Oobwan mpyooemKocmep OUCHYUNIUHDBL, 2/ 72 2/ 72
3E/ (dac)
U3 Hux uacoe npakmuueckoili 0020mo8Ku 20 20
Ayoumopnuie 3anamus, BCETro 4ac. 40 40
B TOM YHCIIE:

nexiuu (JI), (dac) 20 20

npakTuyeckue/cemunapckue 3anarus (113),

(dac)

nabopaTtopusie padotsl (JIP), (1ac) 20 20

KypcoBoii mpoekt (padora) (KII, KP), (uac)

9K3aMeH, (4ac)
Camocmosmenvnas padoma, Bcero (dac) 32 32
Buo npomesxcymounoit ammecmayuu. 3a4er,
mudd. 3adet, sk3amed (3ager, Judd. 3aq, 3auer 3auer

*x
[Ipumevanue: KaHAUMAATCKHUHN YK3aMEH

4. CopeprkaHue TUCIUTUTMHBI
4.1. PacnpenencHue TPYIOSMKOCTH JUCIMILTAHBI IO pa3jiesiaM U BUIAM 3aHSATHI.

PaS,Z[eHBI, TCMbI JUCHUIIIIMHBI U UX TPYAOCMKOCTD ITPUBCACHLI B TaGHI/IHe 3.




Tabmuna 3 — Pa3aensl, TeMbl IUCHUTUINHBL, UX TPYIOEMKOCTh

Jlexkmu | 113 JIP KII CPC
Pasenel, TEMBI JUCIUITIINHEI u (C3) (gac (dac) (gac)
(gac) | (wac) )
Cemectp
8
Paznen 1. TumnoBbie yrpo3sl ceTeBO v 5 10
0e301macHOCTH
Paznen 2. Kpunrorpadudeckre METOIbI 3aIIUTHI v 5 10
nH(OpMaIUK B KOMITBIOTEPHBIX CETSIX
Paznen 3. IlporpammHo-anmnapaTHble cpeicTBa
obecrnieueHns 6€30MaCHOCTH B KOMITbIOTEPHBIX 6 10 12
ceTsx
Hroro B cemectpe: 20 20 32
Htoro 20 0 20 0 32

[TpakTnueckas

IIOATOTOBKA 3aK/III04YacTCA B HCMMOCPCACTBCHHOM BBITTOJIHCHHUHN

00y4JaroIMMUCS OMPENIeICHHBIX TPYAOBBIX (PYHKIIHM, CBS3aHHBIX C OyAylied mpodeccunoHanbHOM

JACATCIIbHOCTBIO.

4.2. CopneprxaHue pa3JesioB U TEM JICKIIHOHHBIX 3aHATHIHA.
Coneprxanue pa3/iejoB U TEM JICKIIMOHHBIX 3aHSITHI MPUBEIICHO B Ta0uIE 4.

Ta6mmma 4 — ConeprkaHue pa3ieioB U TEM JICKIIMOHHOTO ITHKJIa

Howmep pasznena

HaszBanue u conepkanue pa3faenoB U TEM JICKUUOHHBIX 3aHATUN

1

Pa3nen 1. TunoBblie yrpo3bl ceTeBoii 6€30M1aCHOCTH

Tema 1.1. CeteBble aTaxu.

Cragun npoBeneHust ceTeBod aTaku. Kiaccudukanuu ceTeBbIX
yIpo3, YSI3BUMOCTEM M arak. ATakd Ha pean3allid CETEBBIX
IPOTOKOJIOB, OTAEIbHbIE Y376l W CIyXObl. OCHOBHBIE
MEXaHU3MBbl TPOBEJICHHUS CETEBbIX aTaK HA PA3JIMUYHBIX YPOBHSAX
MOJIETHN ISO/OSI. [Tpobnembl o0ecrieueHus
KOH(HIEHIINATILHOCTH, L[EJIOCTHOCTHU U JOCTYITHOCTH
UH(pOpMAIMY Ha pa3InIHbIX ypoBHsX monenu ISO/OSI.

Tema 1.2. Mexanusmsl peanuszanuu arak B cersix TCP/IP.
Vnanennoe omnpenenenue Bepcurn OC ¢ UCHOJIB30BaHHEM
0cOOCHHOCTEH peanu3aiuu creka mpotokosoB TCP/IP. Metomsr
CKaHMPOBAaHUS MOPTOB. MeToabpl OOHApyKeHHs MaKEeTHBIX
caudepos. Meronpl 06xo1a MO.

Tema 1.3. Mertoasl mepexBaTa CETEBBIX COEAMHEHHH B CETAX
TCP/IP. Wmnepconanusi Beienyr. Jlecunxponusanus TCP-
COECIMHEHUM. ATaku, HaIpPaBJICHHbIE Ha CETEBYIO
HHPAaCTPYKTYpy.

Tema 1.4. Ilpumepst cereBbix aTak B cersix TCP/IP.
TexHuueckue Mepsl 3alUTHI OT CeTeBBIX aTak. [IpuHyxIeHue K
YCKOpEHHOU mepenaye. ATaku, HaNpaBlieHHblE Ha OTKa3 B
oOciyxuBaHuu. M3MeHeHne KoH(QUTrypaluu U COCTOSHUS
xoctoB. Hemocratku mportokosoB cemeiictBa TCP/IP ¢ Touku
3peHust obecrnieueHus: Oe3onacHocTu HHPopmanuu. TexHuueckue
MEpBbI 3aLIUTHI OT CETEBBIX aTaK.




2 Pasznen 2. Kpunrorpapuueckue  MeToAbl  3aIIUTHI
nH(pOpMaNMU B KOMIBIOTEPHBIX CETAX

Tema 2.1. Kpunrorpadpuueckue NpOTOKONBI oOecreueHus
0e301acHOCTH

[Iporokonsl  ayTeHTU(UKANMK HA TPUKIATHOM  YPOBHE.
[Mporokon  Kerberos. IIpoTokosibl  ayTeHTH(QHKAUH  Ha
TpancnopTHoM ypoBHe. IIpotoxosn SSL/TLS. [locrouncTBa M
HE/IOCTaTKN ayTCHTHU(HUKAIIMM Ha Pa3IMYHBIX YPOBHSIX MOICIH

ISO/OSI.
Tema 2.2. 3ammra BupryaabHbix dacTHbIX ceteii  (VPN)
Hasznauenwue, OCHOBHBIE BO3MOXHOCTH, TIPUHITAITBL

¢yHKuMOHMpOBaHUS W BapuaHThl  peammsaimun  VPN.
Opranu3anys TyHHEIMPOBAHUS HA PA3TUYHBIX YPOBHSAX MOJAEIH
ISO/OSI. [loctomnctBa u Hemoctatku mnpumeHenus VPN.
[Tporoxoin IPSEC. ITpotokonst AH u ESP. Ocobennoctu paboTsl
npotokosna IPSEC B TyHHENBHOM M TpPaHCIOPTHOM pPEXKUMAX.
ITpoTokon yIIPaBJICHUSI KJIFOYaMu ISAKMP/Oakley.
Hcrnonp3oBaHne  MpOTOKOJIA L2TP IUIA OpraHu3aIHH
BUPTYAJIBHBIX YaCTHBIX CETEH.

Tema 2.3. Pa3paboTKa 3alUIEHHBIX CETEBBIX MPUI0KEHHH
AytenTudukanys, mmdposanue, o0ecredyeHne MEITOCTHOCTH C
HCII0JIb30BaHUEM IPOrpaMMHOT0O uHTEepdeiica SSPI.
[Tporpammustii uatepdeiic Open SSL.

3 Paznen 3. IlporpamMHo-annapaTrHblie cpeacTBa odecrneyeHust
0€e30I1aCHOCTH B KOMIIBIOTEPHBIX CeTAX

Tema 3.1. CpenctBa 3amuThl JIOKaJbHBIX CETeH Tmpu
nonkimoueHuu k Untepuer. MexcereBble dkpanbl (MD). Mecto
U posib MO B o0ecriedeHnH ceTeBOi 6€30IacHOCTH.
Knaccudpukammss MD. TpeboBanuss k MD. OcHOBHBIE
BO3MO>KHOCTH M CXEMBI pa3BepThIBaHUSI MO.

HocrounctBa u  Hemoctarku MDO. Iloctpoenue mpaBui
bunpTpanuu. Mertoasl ceteBoit TpaHcasuuu agpecoB (NAT).
[Ilnro3e1 ypoBHS NpuiIOkKeHUN. Peannsanuss ceTeBod MOJMUTUKU
O0e3omacHOCTH ¢ ucnojb3oBaHueM MD. Meroasl o06xona
MEXCETEBBIX SKPaHOB.

Tema 3.2. 3ammura cepBepoB u pabouux craHiuii. Cpeactsa u
METOJbl  MPEJOTBpAIleHUs U  OOHApYKEHHs  BTOPIKEHUI.
Cucrembl oOHapyxenust BropxeHuit (COB). Hasnauenue u
BO3MOXXHOCTH CPEJICTB OOHApyXeHHs] BTOPKEHUH Ha XOCTHI,
IIPOTOKOJIBI U CeTeBble CHyKObl. MecTo M pOJb CpelncTB
oOHapyXeHHsl BTOp)KEHHH B o0OmEell cucreme obecneueHus
cereBoil 6e3onacHocT. Kinaccudpukamus COB. BrisBnenue arak
Ha OCHOBE CHUTHATyp aTaK W BBISBICHUS aHOMaIUM. AyaAuT
NpUKIagHbIX coyxk0. CpencrtBa OOHapyKeHHUS YA3BUMOCTEH
ceTeBbIX clyk0. CriocoObl MPOTUBOIEHCTBUSL BTOPKEHUSIM.
Cucrembl BUpTYabHbIX JoBymek (Honey Pot u Padded Cell).

4.3. Tlpaktudeckne (CEMHHAPCKHE) 3aHATHUS
TeMbl MpaKTUYECKUX 3aHATUN U UX TPYJOEMKOCTb IIPUBEICHBI B TAOIHLIE .




Ta6muma 5 — [IpakTHdeckre 3aHsITHS U UX TPYIOEMKOCTh

U3 Hux Ne
No | Tewmsbl npaktuueckux | Dopmbl npakTUUECKUX | TpPylIOE€MKOCTb, |IpaKTHYECKOM |pasaena
n/n 3aHATAN 3aHATAN (uac) IOJArOTOBKH, | JIUCLIUII
(dac) JIUHBI
Y4eOHBIM IJIaHOM HE IIPEyCMOTPEHO
| |
Bcero
4.4, JlaGopaTopHbIC 3aHATHUS
Tembl 1a00paTOPHBIX 3aHATUN U UX TPYIOEMKOCTb IIPUBEICHBI B TabuIIe 6.
Tabnuua 6 — JlabopaTopHbIe 3aHATHS U UX TPYAOEMKOCTh
N3 Hux Ne
Ne HaumenoBanue nabopaTopHbIX padoT TpynoeMKocTh, | MPAaKTUYECKOM | pa3aena
n/n (uac) MOATOTOBKHU, | JUCLHUII
(gac) JIVHBI
Cemectp 8
1 | Mexanu3mbl pealu3allud aTrak B  CETsIX 4 4 1
TCP/IP
2 | Kpunrorpaduueckue MIPOTOKOJIBI 4 4 2
oOecnieyeHus 6€300aCHOCTH
3 | Bamura BupTyanbHbix yactHbIX cereit (VPN) 4 4 2,3
4 | Pa3pabotka 3aIUAIEHHBIX CETEBBIX 4 4 1,3
MIPUIIOKEHU I
5 | CpencrBa 3auIUThI JOKATBHBIX CETEH PH 4 4 3
MOJIKJIIOUEHUU K VIHTepHeT.
Bcero 20 20

4.5. KypcoBoe npoekTupoBaHue/ BBIIOTHEHHE KYPCOBOM pabOThI
VY4eOHBIM MJIaHOM HE IPEIyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00yJaromuxcs

Buasl camocTosTenbHON pa6OTLI " €C TPYAOCMKOCTD ITPUBCJICHLI B Ta6J'II/II_[e 7.

Tabnuma 7 — Buabl caMocToATenbHOM paboThl U €€ TPYA0EMKOCTh

. Bcero, | Cemectp 8,
Bun camocTostensHOM paboTh
qac qac
1 2 3
M3y4eHne TeOpeTUYECKOr0 MaTeprana 20 20
mucturuHel (TO)
[TonroroBka K TEKyLIEMY KOHTPOJIIO
6 6
ycneBaemoctu (TKY)
IToaroroBka K MpOMEXKYTOYHON
6 6
atrectrauuu (ITA)
Bcero: 32 32

5. Tlepeuenp yueOHO-METOAUIECKOTO OOECTICUCHUS
JUISL CAMOCTOSITEJIbHOM pabOThl 00YYarOMMXCS IO JUCIUILINHE (MOIYIIIO)
Y4eOHO-MeToIMUeCKUe MaTepHajbl A CaMOCTOSTENbHOW paboThl OOYUYalOMIMXCsl YKa3aHbl BILII.

7-11.




6. IlepedyeHp neUaTHBIX U SJICKTPOHHBIX YIEOHBIX M3IaHUIH
[lepedeHb MeYaTHBIX U AIEKTPOHHBIX YUEOHBIX M3/1aHUI MTpUBECH B TabmuIe 8.
Tabmuua 8— IlepedeHp neYaTHBIX U JIEKTPOHHBIX YUEOHBIX U3IaHHUHA
KonnaecTBoaK3eMILIpOB B

Mudp/ bubnuorpadudeckas ccpuika o6ubanoreke
URL aapec (KpoMe 2EeKTPOHHBIX
9K3EMILISPOB)
004.05B 75 BoponoB, A. B. OcHOBbI 3aIIuTHI CO (74)

nHpopmanuu: ydeOHoe mocodome/ A. B.
Boponos, H. B. Bonommuna. -CII16.: TOY
BITO "CII6I'YAII", 20009. - 78 c.
http://e.lanbook.com/ | llauerun, B.®. 3amura uaGopmanin B
books/element.php? | koMIBIOTEpHBIX ~ CHUCTEMax M CETIX
pll_id=3032 [DnekTpoHHBIH pecypc] © y4eOHO
nmocobue. — DIJIEKTPOH. JaH. — M.:
JAMK TIlpecc, 2012. — 592 ¢
http://e.lanbook.com/ | Tutos, A.A. H>xeHepHO-TeXHUYECKas

books/element.php? | — Daektpon. man. — M. . TYCYP
pll_id=4959 (Tomckuit roCyJ1apCTBEHHBIN

YHUBEPCUTET CHCTEM yIPaBICHUS U
pamguosnekrponnku), 2010. — 195 c.

7. IlepedeHpb 3JIEKTPOHHBIX 00pa30BaTEIbHBIX PECYPCOB
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHOHU ceTH «THTepHeT»
Ilepeuenn 3JIEKTPOHHBIX o0Opa30BaTeNbHbIX pecypcoB UH(POPMAIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTH «VHTepHeT», HEOOXOAUMBIX JJISi OCBOCHUS JUCIMILIMHBI PUBEACH
B TaOnuie 9.

Tabmuma 9 — IlepeyeHb DJNIEKTPOHHBIX O00pa30BATECIBHBIX  PECypCcoB  MH(DOPMAIMOHHO-
TEJIEKOMMYHUKAIMOHHOU ceTH «/IHTepHeT»
URL angpec Haunmenosanmue
He npenycmorpeno

8. Ilepeuens nHOOPMAITOHHBIX TEXHOJIOTHHA
8.1. [lepeyeHb MPOrPaMMHOTO 00ECTIEYECHHSI, UCTIOIB3YEMOTO TIPY OCYIIECTBICHUH
00pa30oBaTENbHOIO MpoLEcca 0 JUCLUILIMHE.
[TepedeHp HCIIONIB3YEMOTO ITPOrpaMMHOT0 obecnieueHus npecTasieH B Tadnuue 10.

Ta6muua 10— [lepeyenb nporpaMMHOro oOecrieyeHHsI
Ne n/nm HanmenoBanue

He npenycmorpeno

8.2. IlepeueHp MH(OPMAIIMOHHO-CITPABOYHBIX CUCTEM,UCITOJIb3yEeMBIX npu
OCYIIIECTBIEHIH 00pa30BaTEIHHOIO MPOIIecca MO AUCIUIIIINHE
[Tepeuenn WCIOJIb3YEMBIX MH(POPMAIMOHHO-CIIPABOYHBIX CHUCTEM TMPEACTaBICH B
Ta0mmie 11.

Tabmuma 11— [epeuens HHPOPMAIIMOHHO-CIIPABOYHBIX CHCTEM
Ne n/mt HaumenoBanue

He npenycmorpeno

9. MarepuanpHO-TeXHHUYECKas Oa3a
Cocrasn MaTepUaIbHO-TEXHUYECKOW 0a3bl, HEOOXOAMMOW [T  OCYIIECTBIICHUS
00pa30BaTeNbHOTO MpoIiecca Mo JUCIUILIMHE, IPEICTaBIeH B Tabnuiel 2.
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Tabnuna 12 — CoctaB MaTepualibHO-TEXHUYECKON 0a3bl

No HaumeHnoBanue cocTaBHOM yacTu Howmep aynutopuu
n/m MaTepuaIbHO-TEXHUYECKON 0a3bl (ip1 HEOOXOTUMOCTH)

JlexuMOHHas ayIUTOPUS

KomnbrorepHsblii Ki1acce

10. Omnenounble cpeaCcTBa A1 IPOBEACHUS MPOMEKYTOYHOU aTTECTAITUN
10.1. CocTaB OIICHOYHBIX CPEACTBIUISI MPOBEACHUS IMPOMEXKYTOUHOH aTTecTallH
00ydJaronuxcs 1Mo JUCHUIUIMHE IpUBeIcH B Tabauie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEACTB JUISl TPOBEICHIUS IPOMEKYTOYHOMN aTTeCTaIlluu

Bun npomexyTouHOM arTecTanun IIepedyeHb OLIEHOYHBIX CPELICTB

3auer Cnucok BoMmpocoB

10.2. B kadectBe KpHUTEpHEB OIEHKH YpPOBHS C(HOPMHUPOBAHHOCTH (OCBOCHHUS)
KOMIIETEHIIM O0YJaloNUMUCS TPUMEHSeTCsl S-OaiibHas IIKaja OUEHKH C(HOPMUPOBAHHOCTU
KOMIIETEHIMH, KoTopas npuBejeHa B Tabuuue 14. B TeyeHue cemecTpa MOKET UCHOIb30BATHCS
100-6ammpHast ~ ImIKajma  MOAYJIBHO-PEHTHHTOBOM  CHCTEMBI Y HHBEPCHTETA, IIpaBUJIa
UCIOJb30BAHUS KOTOPOil, YCTaHOBJIEHBI COOTBETCTBYIOLIMM JIOKAJIbHBIM HOPMATHUBHBIM aKTOM
'YAIL

Tabnuna 14 —Kpurepun onieHKH ypoBHS cQOPMUPOBAHHOCTH KOMIETCHIIUN

O1ieHKa KOMIIETEHIIAN

XapakTeprucTUKAc(hOPMUPOBAHHBIX KOMIIETEHIIUIA
5-0ayuipHad KaIa P P (bop =

— oOyyaromuiicss TIyOOKO M BCECTOPOHHE YCBOWJ IPOTPAMMHBIN
MaTtepua;

— YBEPEHHO, JJOTUYHO, TTOCIIEIOBATEIIHFHO U TPAMOTHO €r0 U3JIaraer;
KOTJIMYHO» — OMUPAsICh HAa 3HAHUS OCHOBHOW M JOTMOJHUTEIBHOU JHUTEPATYPHI,
TECHO MPUBS3HIBAET YCBOCHHBIC HAYYHBIC TTOJIOKEHHUS C MPAKTHUYECKOM
JIeATEIbHOCTBIO HAIlPaBJICHUS;

— ymesno 000CHOBBIBAET U ApTYMEHTHPYET BBIIBUTAEMbIC UM HJICH,

— JienaeT BBIBOALI M 0000IIeHNS;

— CBOOO/THO BJIJIEET CHCTEMOM CIIEIUaTU3UPOBAHHBIX TTOHSATHH.

«3a4YTCHO»

Or11eHKa KOMITETEHIINA

XapakreprucTrukachOpMUPOBAHHBIX KOMIIETEHIIAN
5-0ayuipHad mKana P P (popmp I

— 00yJaromuics TBEPIO YCBOWII MPOTPAMMHBINA MaTepuall, TpPaMOTHO U
[0 CYIIECTBY H3JIaraeT ero, ONUpasCh HA 3HAHUS OCHOBHOM
JTUTEPaATyPHI;

«XOPOLLIOY» — HE JIOIYCKAaeT CYIIECTBEHHBIX HETOUHOCTEH; 5

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTUYCCKOU JEATSIBHOCTHIO
HaIPaBIICHUS;

— apryMEeHTHUPYeT HaYYHbIE MTOJTO0KEHHUS;

— JeaeT BEIBOALI M 0000IIEHNS;

— BIIQJICET CUCTEMOU CIIEIHATN3UPOBAHHBIX TOHITHIA.

«3a4YTCHO»

— O6yanOHIHﬁCH YCBOUII TOJIBKO OCHOBHOH HpOFpaMMHBIﬁ Marcpuall,
o CymecCTBy H3JIaracCTt €ro, OIUpadChb HAa 3HAHUA TOJIBKO OCHOBHOU
JIMTCPATYPhI;

«YIOBJIETBOPUTEIILHO» | — J0IMYCKA€T HECYIICCTBCHHBIC OIIMOKH U HETOYHOCTH, .
— UCIIBITBIBACT 3aTPYAHCHHA B IPAKTUYCCKOM IMPUMCHCHHUHN 3HAHUU
HaITpaBJICHHA,

— ciabo APTrYMCHTUPYCT HAYUYHBIC ITOJIOKCHUS

— 3aTPpYAHSCTCS B (I)OpMyJII/IpOBaHI/II/I BBIBOJIOB U O606U.[eHHI>i;

— YaCTHUYHO BJIaA€CT CHUCTEMOU CIICHUAIM3UPOBAHHBIX HOHATHH.

«BadYTCHO»




— oOyyJaronuics He YCBOWII 3HAYUTEIIBHON YacTH TPOrPaMMHOTO
MarepHana;
«HEYIOBIETBOPUTENbHO)| — IOTYCKAET  CYIIECTBEHHbIE OMMOKK W  HETOYHOCTH  IPH
«HE3AUTCHOY paccMOTpeHHH Po0JIeM B KOHKPETHOM HAITPaBIICHHH; 5
— UCTIBITBIBACT TPYTHOCTH B MPAKTHYECKOM IPUMEHEHNUHU 3HAHUH;
— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJIOKEHUS;
— He (OpMYIHPYET BHIBOJIOB U 0000IIECHUIA.
10.3. TunoBbie KOHTPOJILHBIC 3a/IaHUS HIIH HHBIC MAaTCPHAIIBL.
Bormpocsr (3agaun) 11 5K3aMeHa NpeAcTaBiIeHbl B Ta0bmwuie 15.
Ta6mmma 15 — Bonpocs (3agaun) a1 sK3aMeHa
Ne /i [lepedens BompocoB (3a1a4) sl IK3aMeHa Koz
UH/IMKaTopa
Y4eOHBIM IIJIAHOM HE MPETyCMOTPEHO
Bompocs (3amaun) s 3auera / nudd. 3auera npeacraBieHsl B Tadbmuie 16.
Tabnuma 16 — Borpocs! (3agaun) mist 3auera / qudd. 3auera
Ne [Tepeuens Bompocos (3amay) ais 3aueta / audd. 3auera Koz
n/a WHJIUKATOpa
1 Cranuu IpOBEICHHS CETEBOM aTaKH. OIIK-9.3.1
2 Krnaccudukanuu ceTeBbIX yrpo3, ysI3BUMOCTEH U aTak. OIIK-9.3.4
3 ATaKy Ha peaaM3aluy CETEBBIX IPOTOKOJIOB, OTAETLHBIE Y3IIbl U OIIK-9.V.1
CILYKOBI. OIIK-9.Y.3
4 OCHOBHBIE MEXaHHU3MBI IPOBEICHUS CETEBBIX aTaK Ha Pa3IMYHbBIX OIIK-12.3.4
yposHsix mozesu 1ISO/OSI. OlIK-12.Y.3
5 [Tpobnembl obecnieueHust KOH(OUICHINAITBHOCTH, IEIIOCTHOCTH U OIIK-1.1.B.2
JOCTYIHOCTU MH(POPMALUK Ha Pa3IMYHbIX ypoBHAX Mogenu ISO/OSI. OIlK-1.2.3.1
6 | 3ammTa BUpTyanbHbIX 4acTHBIX ceTell (VPN) OIIK-1.2.V.1
7 Ha3nauenue, OCHOBHBIE BO3MO>KHOCTH, IPUHIHITHI ()yHKIIMOHUPOBAHUS OIK-1.2.B.1
U BapuaHThl peanuzauu VPN.
8 Opranu3anus TYHHEIHPOBAaHUS Ha Pa3IMYHBIX YPOBHAX MOJIENN
ISO/OSI.
9 JlocTouHcTBa M HerocTaTku npumeneHust VPN.
10 | IIporoxon IPSEC. ITpoTokonsr AH u ESP.
11 | OcoGennoctu pabotsl nporokona IPSEC B TyHHenbHOM 1
TPAHCIIOPTHOM pPEeKUMaX.
12 | Iporokon ynpasnenus kiarodamu ISAKMP/Oakley.
13 | Ucnonw3oBanue nporokona L2TP ans opranuszanuy BUPTyalbHBIX
YaCTHBIX CETEH.
14 | 3amuTa cepBepoB 1 pabOYUX CTAHLUH.
15 | CpencrBa 1 METOIbI IPENOTBPALLIEHUS U OOHAPYKEHHUS BTOPKEHUH.
16 | Cucremsl oOHapyxenus sropxenuit (COB).
17 | Ha3znaueHue ¥ BOZMOKHOCTH CPE/ICTB OOHAPYKEHHS BTOPKEHUH Ha
XOCTBI, IPOTOKOJIBI U CETEBBIE CITYKOBI.
18 | Mecto u poJib CpeACTB OOHAPYKEHUS BTOPKEHHUH B 00IIEH crucTeMe
oOecnieuenus ceteBoii 6e3omacHocT. Knaccudukanus COB.
19 | BrisgBieHue aTak Ha OCHOBE CHTHATYp aTaK U BBISIBICHUS aHOMAJTHIA.
20 | AyauT NpUKJIAIHBIX CIIYXKO.
21 | CpenctBa oOHapyXKEHHs YSI3BUMOCTEH CETEBBIX CITyk0. CriocoObI
MIPOTHBOJICHCTBUS BTOPKECHUSIM.
22 | Cucremsl BUpTYasbHbIX JoBymek (Honey Pot u Padded Cell).
23 Cranuu mpoBeICHUs CETEBOW aTaKH.




[lepeuenn TEM s KypCOBOTO MPOEKTUPOBAHUS/BBIOIHEHUSI KypCOBOM pabOThI
npeICTaBICHbI B Ta0mmie 17.
Tabnuma 17 — [1epedyeHs TeM JU1sl KypCOBOTO TPOSKTUPOBAHHS/BBITIOJIHEHHUS KyPCOBOM pabOThI

Ne /i [TpumepHbIii IepedeHb TeM I KypCOBOTO IPOSKTUPOBAHUS/BBITIOTHEHUS
B KypcoBO# pabOThI

Y4eOHBIM IJIIaHOM HE IPEYyCMOTPEHO

Bompocsr JUIS  TIPOBEIICHHSI TMPOMEKYTOUYHOW AaTTeCTallMd B BHJIE TECTHPOBAHUS
npeacTaBicHbl B Ta0nwuie 18.

Tabmuia 18 — [IpumepHBIii mepeueHsb BOMPOCOB JIsSI TECTOB

Kon

No /it [IpumepHbIii TepedeHb BOIIPOCOB JIJI TECTOB
UHAMKATOpa

He npexycmotpeno

[TepeueHb TEM KOHTPOIBHBIX Pa0OT MO TUCIUIUIMHE O0yUJaAIONINXCS 3a09HON (hOPMBI
oOyueHus1, mpeacTaBieHsl B Tadnuie 19.

Tabnuma 19 — [lepeueHs KOHTPOJIBHBIX PabOT
Ne /it [TepeveHb KOHTPOJIBHBIX PAOOT
He npenycmorpeno

10.4. Metoauueckre  MaTepuaibl,  ONPENSISIONIMEe  HPOLEAYPbl  OLEHUBAHUS
WHJIMKATOPOB, XapaKTEePU3YIOIIUX dTanbl (OPMHPOBAHUS KOMIIETCHIIUH, COJEPKATCS B
JIOKaJbHbIX HOpMaTuBHBIX akTax [YAII, pernaMeHTUpyronMX MOPSAOK H IPOUEAYPY

IIPOBEJICHUS TEKYILEr0 KOHTPOJISI YCIEBAEMOCTH U IPOMEXYTOUHOM aTTecTaluy 00yJarommxcs
I'VAIL

11. Meroauyeckue ykazaHusi JIsl 00 y4aroIIMXCs 10 OCBOCHUIO JUCITUTITUHBI

11.1. Metoaudeckue yKa3zaHus s OOy4arolMXcs IO OCBOGHHUIO JIEKIIMOHHOTO
MaTepuaa

OcHOBHOE Ha3HA4Y€HHE JIEKIMOHHOTO MaTepuajlia — JOTMYeCKH CTPOMHOE, CUCTEMHOE,
rI1yOoOKoe U sICHOEe M3JI0XKeHHe yueOHoro mMarepuana. HasHaueHne coBpeMEHHOM JIEKIMU B paMKax
JUCLHUIUIMHBL HE B TOM, YTOOBl NOJIY4YUTh BCIHO HHGPOpPMAlMIO IO TEeME, a B OCBOCHHHU
byHIaMEHTaIbHBIX MPOOJIEM TUCHMILINHBI, METOJ0B HAyYHOTO MO3HAHUS, HOBEMIINX TOCTHKEHUIN
Hay4YHOI MbIciu. B yueGHOM mporiecce JIeK1Ks BBIMOIHAET METOI0JIOTHYECKYI0, OpTraHU3allMOHHYIO
U uHpopmMannoHHY0 (yHKUMHU. JIeKius pacKkpbiBaeT MOHSATUIHBINA anmapar KOHKPETHOW 00J1acTH
3HaHus, €€ MpoOIeMbl, 1aeT 1ebHOE MPEeJICTaBIEHNE O JUCIMILIMHE, TOKa3bIBaeT B3aUMOCBS3b C
JPYTMMH JUCIUIUIMHAMMU.

IInanupyemble pe3ynbTaThl IPU OCBOEHUH 00yYarOIUMUCS JEKIIMOHHOTO MaTepuaa;

— IIOJIyYEHUE COBPEMEHHBIX, IIEJIOCTHBIX, B3aMMOCBSI3aHHBIX 3HAHWI, YpOBEHb
KOTOPBIX ONpPEAEIAETCS LIEIEBON YCTAHOBKON K KaKJJOM KOHKPETHOU TEME;

— TIOJYYEHHE OIbITa TBOPUECKOM paboThl COBMECTHO C IpenojaBaTeseM;

— paszBuTHe TNPO(eCcCHOHAIBHO-ACNOBBIX  KayecTB, JIOOBHM K  NpeAMETy |
CaMOCTOSITEIILHOTO TBOPYECKOT'O MBILIICHHUS.

— TOSBJICHHE HEOOXOIMMOTO HHTEpeca, HE0OXOUMOTO ISl CAMOCTOSITEILHOM PabOTHI;

— TIOJIyueHUE 3HAaHUH O COBPEMEHHOM YPOBHE Da3BUTUS HAYKM U TEXHUKH U O
MIPOTHO3€ UX Pa3BUTHS Ha OJMIKaMIINeE TO/IbI;

— HAy4yuThCs MeToJudecku oOpabaThiBaTh MaTepuan (BBIACNATH TIJIaBHbIE MBICIU U
MIOJIOKEHUS, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATH KX B  Pa3jIMYHbIX
(bopmMyIHpoBKax);

— TOJy4eHHE TOYHOTO TOHMMAaHUS BCeX HEOOXOAUMBIX TEPMUHOB U IMTOHATHUH.




JleKuuMoHHBIA ~ MaTepual  MOXET  COINPOBOXKIATHCS  JEMOHCTpALIMEN  CIIAWJOB U
UCTIOJIb30BAaHUEM  PA3laTOYHOrO MaTepuaysia TpU TPOBEACHUM KOPOTKHUX IHCKYCCHH 00
0COOEHHOCTSIX PUMEHEHHS OTJICJIbHBIX TEMATHK 110 TUCLIMITIIMHE.

CrpyKTypa npeocTaBIeHuUs JEKIIMOHHOI0 MaTepuania:
Paznen 1. TumoBkie yrpo3bl ceTeBoi 0e30macHOCTH
Tema 1.1. CereBble aTaku
Tema 1.2. Mexanu3mbl peanu3zanuu arak B cersix TCP/IP
Tema 1.3. MeTopI IepexBaTa CETEBBIX coeAuHeHuit B cetsax TCP/IP
Tema 1.4. Ilpumepsr ceteBbix atak B cersix |CP/IP. TexHuueckue Mepsl 3alUTHI OT
CETEBBIX aTaK.
Paznen 2. Kpunrorpadudeckue MeTobl 3alUThl HHOOPMAILUK B KOMIIBIOTEPHBIX CETIX
Tema 2.1. Kpunrorpadudeckne npoToKoJIbl 00ecnedeHnst 6e30macHOCTH
Tewma 2.2. 3amuTa BUPTyalIbHBIX YacTHBIX ceTeit (VPN)
Tema 2.3. Pa3paboTka 3alUIIEeHHBIX CeTEBBIX IPUITOKEHUI
Paznen 3. IlporpaMMmHo-anmapaTHble cpelIcTBa oOecneueHus O€30MacHOCTH B
KOMIIBIOTEPHBIX CETAX

Tema 3.1. CpeznctBa 3aIUThI JIOKAIBHBIX CeTEH pU NoAKIoueHNH K MHTepHeT.

Tema 3.2. 3amuTa cepBepoB U pabounx cranuuid. CpecTBa U METOBI MTPEIOTBPAILICHHSIH
OoOHapy>KeHHsI BTOPKEHUH.
11.2. MeTtoauueckue yka3aHus il OOYYarOIUMXCs 10 BBIIOJHEHUIO JT1A00PATOPHBIX
pabot

B xone BbImosHEHUs J1aOOpaTOPHBIX pPAa0bOT oOOyyaromMHCsS JOJKEH YIIyOuTh u

3aKpeNnuTh 3HAHUSA, NPAKTUUYECKUE HABBIKM, OBJAJETh COBPEMEHHON METOJUKON M TEXHUKOU

9KCHEPUMEHTa B COOTBETCTBUM C KBAJIM(UKALMOHHONM XapaKTEPUCTHUKOW OO0Yy4arolerocs.

Boinonnenue nabopaTopHbIX pabOT COCTOUT U3 AKCIEPUMEHTAIbHO-IIPAKTUYECKOM, pacdyeTHO-

AHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOTIPHUATUH.

BoinonHenue nabopaTopHbIX paboT OO0y4aromMMcsl SBJISETCS HEOThEMIIEMON YacThIO
U3y4eHMs] JUCLUIUIMHBL, OIpenenseMod y4deOHbIM IUIAHOM, M OTHOCHUTCS K CpEICTBaM,
o0ecrieunBaroIIUM PEIIEHUE CIEAYIOIMX OCHOBHBIX 3aa4 00y4arolerocs:

— IpUOOpeTeHUE HaBBIKOB HCCIIEOBAaHUS IPOLIECCOB, SIBICHUM U OOBEKTOB,
U3y4aeMbIX B paMKax JaHHOW AMCLUIUINHBL

— 3aKperieHHe, pa3BUTHE U JeTaIu3alus TEOPETUUECKUX 3HAHUH, TOJTyYeHHBIX Ha
JeKIUSX;
— TOoJIyueHHue HOBOM MH(pOpMalu MO0 U3ydaeMo TUCHHUILINHE;
— [puOOpeTeHHWEe  HaBBIKOB  CAMOCTOSTEIbHOM  paboThl ¢ J1aOOpaTOpHBIM
00opyZ0BaHUEM U PUOOPaMHU.
3asiaHue ¥ TpeOOoBaHUS K MPOBEICHUIO J1a00paTOPHBIX paboT
Bapuant 3amanus mo KaxaoW sabopaTopHOil paboTe OOydaromuiicss TOJIydaeT B
COOTBETCTBUM C HOMepoM B cmucke rpynnbl. Ilepex mnpoBeneHuem naGopaTopHOil paboOTHI
oOyyaromemMycsi ClelyeT BHHUMATEIbHO O3HAKOMHUTBCS C METOIMYECKHMH YKa3aHUSMH TI0 ee
BBINOJIHEHUIO. B COOTBETCTBHM ¢ 3a/laHMeM OOydarolMiics JOKEH MOJArOTOBUTH HEOOXOIUMbIE
JTAHHBIE, TIOJTYYUTH OT MPETOAaBaTeINs JONYCK K BBITOJHEHUIO JTa00paTOPHOI paboThI, BHITOIHUTH
yKa3aHHYIO I10CJI€0BAaTeIbHOCTh JEHCTBUHM, MOJIY4YUTh TpeOyeMble pe3ysbTaThl, O(QOpPMUTH U
3aIUTUTH OTYET IO JJabOPaTOPHO padoTe.

Crpykrypa u ¢popma oTyera o 1aboparopHoii pabore
Otuer 0 nabopaTopHOi paboTe TOJKEH BKIIIOUATh B ce0sl: TUTYJIbHBIN JHUCT, (DOPMYIUPOBKY
3aJjaHusl, TEOPETUYECKUE IOJIOKEHUSI, UCTIOJIb3yeMble MPU BBIMOJHEHUH Ja0OpaTOpHON paboThI,
OIKCaHKEe MpoIlecca BBITIOIHEHUS JIAO0OPAaTOPHOU pabOTHI, MOTy4YEHHBIE PE3YIbTAThI U BBHIBOIBI.

TpeboBanust k 0oopMIEHHIO OTYETA O JTab0opaTOPHOU paboTe
ITo kaxmoil nmabGopaTopHON paboOTe BBINOJIHIETCS OTAEIBHBIA OTYeT. TUTYNBHBIM JHCT
opopmisieTcs B COOTBETCTBHM C IIa0ioHOM (oOpasuoMm) mnpuBeeHHbIM Ha caite ['YAII
(www.guap.ru) B paznene «CekTop HOPMaTHUBHOW JOKyMEHTalMuW». TeKCTOBble M Tpaduueckue
MaTepuanbl 0GOPMIIIOTCS B COOTBETCTBUU ¢ AeucTByrommMu ['OCTamu u TpeOGoBaHUSIMU,




npuBefcHHbIME Ha caiite [YAIT (www.guap.ru) B pasmene «CekTop  HOpPMATHBHOMN
JOKYMCHTAITUNY.

11.3. MeToauueckue ykazaHus sl OOYYalOUIMXCsl TI0 POXOXKICHUIO CaMOCTOSITEIIbHOM
paboThI

B Xozie BBINONHEHUS CaMOCTOSTENFHOW pabOThI, OOYYAIOLIUICS BBIMOIHSIET PabOTy IO
3aJ]aHUI0 M TPU METOJMYECKOM PYKOBOJCTBE IIpErojaBareis, HO 0e3 ero HEemocpeICTBEHHOIO
YUYaCTHS.

B mporiecce BBITIONHEHUS CaMOCTOATENbHOW pPaboThl, y oOydwaromierocs (opmupyercs
1esiecoo0pa3Hoe MIaHUPOBaHHE pabodvero BpeMEHH, KOTOPOE MO3BOJIACT MM Pa3BHBATh YMCHHSH
HaBBIKH B YCBOCHHH M CHCTEMATH3allUU NIPHOOPETaEMBbIX 3HAHUI, 00ECIICYNBACT BHICOKUN YPOBECHb
YCIIEBAEMOCTH B MEPHUO O0yUYCHHMsI, TIOMOTACT MOJYYHTh HABBIKH MOBBIMICHUSTIPOPECCHOHATBHOTO
YPOBHHL.

MeroauyecKUMH ~ MaTepuajaMy,  HaIpaBJISIOIIAMU CaMOCTOSITEIILHYIO paboty
00yJarouumxcs SABISAIOTCS: y4eOHO-METOAUYECKUN MaTepual 1Mo JUCIUILINHE.

11.4. Metoauueckue yKazaHusl Il OOy4arolUXcs [0 IPOXOXKACHUIO TEKYIIEro
KOHTPOJISl yCIIEBAEMOCTH.

Tekymuii KOHTPOJb YCIIEBAEMOCTH MPEAyCMAaTPUBAET KOHTPOJIb KadyecTBa 3HAHUU
00y4aroIuxcsl, OCYIIECTBISIEMOT0 B TEUYEHUE CEMECTpa C LEbI0 OLICHWBAHUS XOAa OCBOEHUS
TUcHUIUMHEL. Dopma TPOBENCHHS TEKYIEro KOHTPOJS — 3alluTa OTYETOB M0 JIA0OPATOPHBIM
paGotam. Pe3ynbTaTbl TEKyIIEro KOHTpPOJIS YYMTHIBAIOTCS IPU IPOBEICHUU INPOMEKYTOUHON
atrectauuu B coorBerctBuu ¢ TpeboBanusiMu CTO I'VAIL CMK 3.76 «llonoxenue o Tekyuiem
KOHTpPOJIE YCIEBAEMOCTH M IIPOMEXKYTOYHOM arrecrauuu CTyaeHTOB u acnupaHtoB ['YAIIL,
oOyyaromuxcst o 00pa3oBaTeIbHBIM IPOTPAMMaM BBICIIETO 00Pa30BaAHHS.

11.5. Meroauueckue yka3zaHus A OOy4yarolIUXcs MO MPOXOXKICHHUIO IMPOMEKYTOUHON
aTTeCTallUU.

IIpomexyTouHas aTTeCTalus 00yyaroImuxcs IpeyCMaTpUBacT OLICHUBAHHE
IPOMEKYTOUHBIX M OKOHYATENIbHBIX PE3yJIbTaTOB OOyueHHs Mo aucuuiuiiHe. OHa BKIIOYAaeT B
ceds: 3aueT — 3TO opMa OLIEHKH 3HAHUMN, NOJyYEHHBIX 00yJarolMMCs B X0JIe U3y4eHUs! y4eOHOI
JUCLMIUIMHBL B LEJIOM WIH TPOMEXYTOYHas ([0 OKOHYAaHMU CEMECTpa) OLeHKa 3HaHWUH
0o0y4aromuMcs 1o OTJEIbHBIM pa3fiesiaM JTUCIUILUIMHBI C aTTECTAllMOHHON OLIEHKOM «3auTe€HO0» WU
«HE 3aYTCHO».

Cucrema OLEHOK NpU NPOBEACHUM IPOMEXKYTOUHON aTTecTaly OCYLIECTBISIETCS B
cooTBeTcTBUM C TpeOoBaHuaMu Ilomoxkennit «O TekymeM KOHTpOJE YCIIEBAEMOCTH U
pOMEXYTOUHOM arrectanuu cryaeHToB ['VAII, oOydaoomuxcs 0O NporpaMmbl  BBICIIETO
oOpazoBanusi» M «O MOJYIbHO-PEHTUHIOBOM CHCTeME OIIEHKM KadecTBa Y4eOHOM paboTbl
crynentoB B 'Y Aly.



JlucTt BHECEHUS M3MEHEHHH B pabOUyIO IPOrpPaMMy

IUCIIUILINHEI
Jara BHEeceHHs lata u
U3MCHEHUHU U No Iloamuce
JOIIOJTHEHUH. Conepxxanre U3MEHEHUM U I0TIOJTHEHUI - 3aB.
o MIPOTOKOJ
OJIIINCH a kadenpo
BHECIIIETO 174
H3MEHEHHUA 3aceiaHn
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