MHWHHUCTEPCTBO HAYKH H BBICIIIETO OBPA3OBAHUSA POCCUHCKOM
DEJEPALIUHA
(enepansHOE roCyIAPCTBEHHOE ABTOHOMHOE 0GPa30BATENBHOE YUPEK/IEHHE BRICLIETO
00paszoBaHus
"CAHKT-IIETEPBYPICKMH rOCY JIAPCTBEHHbBI YHUBEPCHTET
ADPOKOCMHYECKOI'O I[TPUEOPOCTPOEHUSA"

Kadenpa Ne 33
YTBEPK/IAIO
OrpercTBenHblif 32 00pa3oBaTeibHyIO
nporpaMmy

J01L.,K.3.H. JIOLL.

Jlucr cornacopauus paGoueii IporpaMMBl IMCLHILTHHBL

ITporpammy cocraBu (a)

JO1LK..H.I0IL 27062024 A 27 TH. Enuma

(AOMKHOCTS, Y4, CTENCHD, 3BaHHE) (nonnucs, nara) (uanumans:, gavians)

[lporpamma o106pena Ha 3acenanun Kadeaps: Ne 33
«27» wons 2024 r, npotokon Ne 11

3apeyiommii kadeapoii Ne 33 é_"
JLT.H.JOIL 27.06.2024 C.B. bessareen

{20KHOCTS, V4. CTENCHR, IRAHIE)

T.H. Enuna

(mmmumanse, avms)
>

(y4. crenesb, 38aHue) (noanwucs, nara) (uumumans:, haminns)

3amecTuTens MpexTopa HHCTHTYTa Ne3 o metopfaeckdji p
27.06.2024 .B. Pemernukosa

(noammcs)

«27» mionst 2024 r

PABOYAS IPOI'PAMMA JIMCLIUTUIMHBI

«OcHoBbl ynpasieHHs HHPOPMALMOHHOH GE30NaCHOCTHION
(HamyecroBasme IMCamminms)

Kon nanpaeienus noarotToBku/ 10.03.01
CHELHATBHOCTH i

Haumenopanue HanpasjieHus

Hudopmarmonnas 6e3onacHocTs
NOArOTOBKH/ CHEUHATLHOCTH Kbopuary

Hanmenosanne
be30onacHoCTE KOMIBIOTEPHBIX CHCTEM
HAIPaBICHHOCTH
Dopma oOyueHus OuHas
loa npuema 2024

Cankr-Ilerepoypr— 2024

(nOmKHOCTS, y4. CTenexs, 3Banue) (noam: (nemumans, hamunns)



MHWHHUCTEPCTBO HAYKHU U BBICIIIEI'O OBPA30OBAHU ST POCCUHCKOM
OEAEPALINN
(benepanbHOE TOCYAAPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEIKICHNUE BBICIIETO
00paszoBaHUs
"CAHKT-IIETEPBYPI'CKUI1 TOCYJIAPCTBEHHbBI YHUBEPCUTET
ADPOKOCMMYECKOTI'O [TPUBOPOCTPOEHUA"

Kadenpa Ne 33
YTBEPXIAIO
OTBETCTBEHHBIN 3a 00pa3oBaTEeNbHYIO
porpamMmy

JIOII.,K.?.H.,JTOII.

(IOIDKHOCTB, y4. CTEIEHb, 3BaHUE)

T.H. Enuuna

(MHHUIHAIB, (HaMHITIS)

(TToaIuCH)

«27» uronsa 2024 r

PABOYASA [TPOTPAMMA JUCHUITJIMHBI

«OCHOBBI YyHpaBJICHUA PIH(I)OpMaI_[I/IOHHOI;'I 0€30I1aCHOCTRIO
(HaumeHoBaHVe TUCIUIIINHEL)

Kon nanmpasieHust moAroToBKu/

10.03.01
CHeHaTbHOCTH

HanmenoBanme HaIpaBJICHUA
HO,[[I‘OTOBKI/I/ CIICOHUaJIbHOCTH

Nupopmannonnas 6e30macHOCTb

HaumenoBanune
be3onacHOCTh KOMITBIOTEPHBIX CUCTEM
HANpPaBIEHHOCTU
®opma 00yueHus OoYHas
l'on mpuema 2024

Cankr-IlerepOypr— 2024




Jluct cornmacoBanus paboueil mporpaMMbl AUCHUTUTAHBI

[Iporpammy cocraBui (a)

JIOII.,K.?.H.,TOII. 27.06.2024 T.H. Enuna

(OKHOCTB, Y4. CTETICHB, 3BAaHHE) (moamucsk, nara) (vHUIHATEL, aMHITHS)

[Tporpamma omobpeHa Ha 3aceqanuu kadeapsr Ne 33

«27» nrons 2024 r, nporokoa Ne 11

3aeayrommii kadenpoit Ne 33
I.T.H.,J01I. 27.06.2024 C.B. bBes3areen

(y4. creneHsb, 3BaHHE) (moanuce, nara) (uHUIMANEI, (aMUITHs)

3amectuTenb qupekTopa HHCTUTYTa Ne3 1o Meroanueckoil pabore
27.06.2024 H.B. PemernukoBa

(OIDKHOCTB, Y4. CTETICHB, 3BaHUE) (moamucek, nara) (MHULHATEL, (aMHITHs)



AHHOTaUs

JucturumHa «OCHOBBI ynpaBieHHS HWH(POPMALMOHHON 0e30MacHOCThIO» BXOAHUT B
o0pa3oBaTelbHyI0 IpOrpamMMmy BbICIIErO0 OOpa3oBaHHs — mporpamMmy OakanaBpuara IO
HampasieHuio nonarotoku/ crenuansHoctd  10.03.01 «MubopmanmoHHas Oe€30MacHOCTh
HampaBlieHHOCTH «be30macHOCTh KOMIBIOTEPHBIX — cHCTeM». JlucuuruiiHa peanusyercs
Kapenpoii «Ne33».

JlucuuninuHa HaleneHa Ha (GOpMHUPOBAHKE Y BHITYCKHUKA CIEIYIOIINX KOMIIETEHIIUH:

OIIK-5 «CrocobeH mnpuUMEHSITh HOPMATHBHBIC IIPABOBbIE aKThl, HOPMATUBHBIE U
METOJUYECKHE TOKYMEHTBI, PErjJaMeHTHUPYIOIIUE AEATeIbHOCTh MO 3aluTe HWHGOpMalnuud B
cdepe npodeccrnoHABHON 1eATeTbHOCTHY

OIIK-6 «CnocobeH mpu pemeHun ITpoecCHOHABHBIX 3a/lad OPTaHW30BBIBAThH 3aIUTY
UHPOPMALIK OTPAaHUYEHHOTO JOCTYIa B COOTBETCTBHHM C HOPMATHBHBIMU NMPAaBOBBIMU aKTaMH,
HOPMAaTUBHBIMM ¥ METOJUWYECKUMH JoKyMeHTamMu @DenepanbHON CiayxObl 0€30MacHOCTH
Poccuiickoit @enepannu, enepanbHON CIYKOBI 0 TEXHUYECKOMY U SKCTIOPTHOMY KOHTPOIIIO)

OIIK-10 «CrocobeH B KadecTBe TEXHHUYECKOTO CIICIMAIMCTa MPUHUMATH y4acTHE B
(bopMHpPOBAHNYN MTOTUTHKH MHPOPMAIITMOHHONW 0€301TaCHOCTH, OPTaHU30BBIBAThH U MOICPKUBATH
BBITMIOJTHEHHE KOMILIEKCa Mep Mo obOecredeHno WH(OpPMAalUOHHONW 0e30MacHOCTH, YNPaBISTh
IIPOLIECCOM UX pealn3aliy Ha 00BEKTE 3alUThI»

OIIK-1.4 «CnocobOeH olleHMBAaTh YpOBEHb OE30MAaCHOCTH KOMIIBIOTEPHBIX CHCTEM U
CETei, B TOM YHUCJI€ B COOTBETCTBUU C HOPMATUBHBIMU U KOPIOPATUBHBIMU TPEOOBAHUSIMI

CopepxaHue IUCHUIUIMHBI OXBaThIBA€T KPYT BOIPOCOB, CBS3AHHBIX C HM3yYCHUEM
METOJIOB U CpEACTB ympaBieHUs HHpopmanunoHHOW Oe3omnacHocThio (MIb) B opranmsanum, a
TaKk)Ke€ M3Y4YCHHEM OCHOBHBIX IMOAXO0JIOB K pa3paboTKe, peanu3aluy, dKCIUTyaTallid, aHalu3y,
CONPOBOXKICHHUIO M  COBEPIICHCTBOBAHMIO  CHUCTEM  YIpaBiCHUsS  HH(OPMAIMOHHON
6e3omacHocThio (CYUDB) onpeneneHHOro 00beKTa.

[IperonaBanre TUCHMIUIMHBI TpPEIyCMaTpUBaeT cleayromue (OpMbl OpraHU3aIHUU
yueOHOro mpoiiecca: JEeKIUU, TPaKTUIECKUEe 3aHATHsI, JabopaTopHbIie paboThl, CAMOCTOSITeNbHAS
pabora cTyaeHTa, KOHCYJIbTallUH.

IIporpaMMoil IUCHUIUIMHBI NPESYCMOTPEHBI CIEAYIOUIME BHIbI KOHTPOJSA: TEKYILUN
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHASI aTTECTAIUs B OpMeE dK3aMeHa.

OOwiast TpyAOEMKOCTh OCBOCHMS IMCLUIUIMHBI COCTaBIAeT 3 3a4eTHBIX eluHHIbI, 108
YacoB.

S13pIK 00yUEHUS 110 TUCIUIIIIMHE «PYCCKUH »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI
emsimu m3ydeHus: TUCHUIUIMHBI «OCHOBBI YIpaBJICHUS HHPOPMAIIMOHHON 0€30MaCHOCTHIO»
sBIIAeTCA:  (OPMUPOBAHHWE  HABBIKOB  OpraHMW3alldd M  METOJOJOTMH  OOeCIeUeHUs
nH(OPMAIIMOHHON O0€30MacCHOCTH B OPraHM3AIMsIX; CO3JaHHE MPEICTABICHHUS O (DYHKIHSX,
CTPYKTypax M IITaTax IMojapa3/ieicHuss HHHOPMAIMOHHON 0e301acHOCTH; 00 OpraHu3alMOHHBIX
OCHOBax, TMPUHIMIAX, METOAaX MW TEXHOJIOTUAX W YIOpaBICHUHW WHPOPMAIMOHHON
0e30MacHOCThI0 B opranm3anusx P®; pa3BuTHe CHOCOOHOCTEH 110  HCIOJIB30BAHHIO
CYIIECTBYIOIIEH CUCTEMBI YIIpaBICHUS WH()OPMAIIMOHHON O€30MMaCHOCTH

1.2. JlucuMIuiiHa BXOJHUT B COCTaB 00sA3aTeIbHOM YacTH 00pa30BaTEIbHON MPOrpaMMBbI
BEICIIero oopazosanus (naiee — OIT BO).

1.3. TlepeuyeHb ITAHUPYEMBIX PE3YJIBTATOB OOYUEHUS IO JUCIUILIMHE, COOTHECCHHBIX C
IUIaHUpYyeMbIMH pe3ynbratamu ocBoeHus OIT BO.

B pesynbrate w3ydeHUs AUCHUILIMHBI OOYYAIONIUICS JOJDKEH O0JIaaTh CICAYIOUUMU
KOMIIETCHIIMSIMY WM WX 9acTaMHi. KOMIETeHIIMM M WHIUKATOPHI UX JOCTUKCHHUS MIPUBEICHEI B

Tabymue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMN U MHUKATOPOB MX JIOCTHIKCHUS

Kon u
Kareropus (rpymnna) HaI/IMCHI(I)BaHI/IG Kon u HanMeHoBaHMe HHIMKATOpA
KOMITETCHIINH JIOCTH>KCHHST KOMIIETEHIIUN
KOMITIETEHIINH
OIIK-5 Cnocoben
MIPUMEHSATD
p OIIK-5.3.4 3HaeT npaBoBbIE OCHOBBI
HOPMAaTUBHBIE

IIPaBOBLIC AKTHI,
HOPMATUBHBIC U

opraHru3alry 3allUThI ICPCOHAIbHBIX
JaHHBIX U OXPaHbl pE3YJIbTATOB
HHTGHHGKTY&HBHOﬁ JACATCIIBHOCTH

METOTNICCKUE

ObmenpodeccuonanbHble OKYMEHTI OIIK-5.Y .4 ymeet popmynupoBaTh

KOMIICTCHITHH Y ’ OCHOBHBIC TPEOOBAHUS TI0 3aLTUTE
perIaMeHTHPYIOIINE

JESTEIBHOCTH 110
3amuTe UHpopmManuu
B cepe
poQeCCHOHAIBLHON
JIeSITeIbHOCTH

KOH(HIeHIIMATIbHON HH(OpMaIUH,
NIEPCOHATBHBIX JaHHBIX U OXPaHEe
pe3yIbTaTOB UHTEIIEKTYyalIbHOMN
JESATEIILHOCTH B OpraHU3aIluu

OIIK-6 Crocoben
MIPU pEIICHUN

OIIK-6.3.3 3Haer cucremy
OpTraHHU3AI[MOHHBIX MEp, HATIPABIEHHBIX HA

po(eCcCHOHANBHBIX | 3aIIUTY UHPOPMAIMK OrPaHUYEHHOTO
3a1a4 Jnoctyna
OpraHU30BBIBATH OIIK-6.3.5 3HaeT OCHOBHBIE YTPO3bI
3alIUTy 6e301acHOCTH HHPOPMALIUU ¥ MOJIENH
uH(popManun Hapymuresns o0beKTa HHPopMaTH3aul
OTPaHUYEHHOT'O OIIK-6.Y.1 ymeer pa3pabaTeIBaTh MOJEIU
JOCTyIa B 03 U MOJIEJIN HapyLIUTENsS 00bEKTa
ObmenpodeccuoHanbHbIe Y yrb A Pyt
COOTBETCTBHH C UH(pOpMaTHU3aLUU
KOMIETEHIINU
HOPMaTHUBHBIMU OIIK-6.Y.2 ymeet pa3zpabarbIBaTh MPOEKTHI

IMpaBOBLIMU AKTaMH,
HOPMAaTUBHBIMU U

MHCTPYKLUHN, PETIIAMEHTOB, II0JIOKECHUN U
MIPUKA30B, PETIIAMEHTUPYIOIINX 3AIINATY

METOINYECKUMU nH(pOpMaIMK OTPaHUYEHHOT'O JI0CTYIA B
JIOKyMEHTaMu OpraHu3aIuu

denepanbHON OIIK-6.Y.3 ymeeT onpenenuTb NOIUTUKY
CITyKOBI KOHTPOJIS 10CTyNa pabOOTHHUKOB K
Oe3omacHoOCTH nH(pOpMAaIUK OTPaHUYEHHOT'O J10CTYyIa
Poccuiickoii OI1K-6.Y .4 ymeer popmynrpoBaTh




deneparnum, OCHOBHBIE TPeOOBAHUS, TIPEABSIBISIEMBIC K
®denepanbHOI ¢busnueckoii 3ammure 00beKTa U

CITY>KOBI TIO IPOIYCKHOMY PEXUMY B OpraHU3aIuU
TEXHUYECKOMY U
AKCIOPTHOMY
KOHTPOJTIO

OIIK-10 CmocobeH B
KaueCTBe
TEXHUYCCKOIO
CIICIIMAINCTA
[PUHUMATD y4aCTHE
B (POPMHUPOBAHUU

TOJIUTUKHU OIIK-10.3.2 3HaeT mpaBOBbIE OCHOBBI

uH(OPMAIMOHHON OpraHu3aIiy 3alIUThI IEPCOHATBHBIX

0e30MacHOCTH, JAHHBIX U OXPaHbl Pe3yIbTaTOB
Oo6mmenpodeccnoHalbHBIE | OPraHU30BHIBATH U WHTEIUICKTYJIbHOU JIeATEIbHOCTH
KOMIIETCHIINU MOJIJIEP>KUBATH OIIK-10.3.3 3HaeT NPUHIIUIIBI

BBITIOJIHCHHE (hopMUPOBAHHUSI TOJTUTUKH

KOMILIEKCa Mep 1o uH(GOpPMaIMOHHOK 6€30MacHOCTH

o0ecrnedeHuno OpraHu3aLuu

UH(}pOpMaITMOHHOM

0e30IacHOCTH,

yIpaBIsATh

MIPOIIECCOM UX
peaiu3aiuy Ha
00BEKTE 3aIUTHI

OIIK-1.4 Cnocoben
OIICHUBATh YPOBEHB

0e30macHOCTH OIIK-1.4.Y.1 ymeer onpenensit ypoBEHb
KOMITBIOTEPHBIX 0€30MMacCHOCTH U COOTBETCTBUE MPOPUITIO
Ob6menpodeccnoHanbHbIe .
CUCTEM U CeTEM, B 3aLIUTHI
KOMITETEHIIHH TI0
TOM 4HCJIE B OIIK-1.4.Y.2 ymeeT aHanu3upoBaTh yrpo3bl
HaNpaBJIEHHOCTH
COOTBETCTBHH C 6e30macHOCTH HHpOPMALIUHU B
HOPMAaTHUBHBIMU U KOMIIBIOTEPHBIX CUCTEMaX U CETAX
KOPITOPAaTUBHBIMU
TpeOOBaHUSIMU

2. Mecro nuctutuinHbEL B cTpykType OI1

JucuuninHa MokeT 6a3upoBaThCS Ha 3HAHUSX, paHee MPHUOOPETEHHBIX 00yUYaIOUTUMUCS
MIPU U3YYCHHUH CIICTYIONIUX TUCIUIUINH:
— TexHonoruu U METOBI MPOTPAMMHUPOBAHUS
—  «OcHOBBI HH(POPMAIIMOHHOM 0€30MaCHOCTH
— «be3onacHocts cereir DBM»
— «3amura uHGOPMAIIUK OT YTEUKH N0 TEXHHUYECKUM KaHajIam»»
— «MeTobI U cpecTBa KpUNITOrpaQrUECKOl 3aIUThl HHPOPMAIIHIH
—  «Oprannzanust 9BM 1 BBIUUCIUTEIBHBIX CHCTEM)
— «Cetu U cuctemsl iepeaun HHGOPMALIUN»
— «Teopus napopmManmoHHOI 6€30MaCHOCTH

3HaHUs, TOJYYCHHBIE TPH HM3yYEHWH MaTepuaia JaHHOW JIUCIHMIUIMHBI, UMEIOT Kak
CaMOCTOSTENIbHOE 3HAUE€HHE, TaK U MOTYT UCIIOJIb30BATHCS MPU U3YYEHUU APYTUX JUCHUTLINH:
— « IIpousBoacTBeHHAs TPEIUTIOMHAS TTPAKTUKA,

— «['ocynapcTBeHHast UTOTOBasi aTTECTALUS»




3. O0BeM u TPYIO0EMKOCTh TUCIIUILTAHBI
Janaple 00 o0meM oO0beMe TUCIUIUIMHBI, TPYJOEMKOCTH OTACIBHBIX BHJIOB y4eOHOU
paboThI 1O TUCIUILTHNHE (M paclpeieieHue 3TOH TPYJAOEMKOCTH 110 CEMECTpaM) MPEICTaBICHBI B
Tabnuie 2.

Ta6mmma 2 — O6beM U TPYJ0EMKOCTh JUCITUTIINHBI

TpynoeMKocTh 1o
Bun yueGHO# paboThI Bceero cemMecTpam
No8
1 2 3
Oowan mpyooemKkocma OuUCUUNIUHDL, 3/ 108 3/ 108
3E/ (4ac)
U3 Hux uacoe npakmuyecKkoil no020moeKu
AyoumopHnule 3anamus, BCETO 4ac. 40 40
B TOM YHCIIE:
nekiuu (JI), (dac) 20 20
npaktuyeckue/cemunapckue 3aastus  (113),
(gac)
naboparopusie padbotsl (JIP), (dac) 20 20
KypcoBoii npoekT (padota) (KII, KP), (gac)
9K3aMeH, (Jac) 27 27
Camocmoamenvnan paboma, Bcero (4ac) 41 41
Buo npomesxcymounoit ammecmayuu:. 3a4er,
mubd. 3auger, sk3amen (3auer, dudd. 3au, OK3. OK3.
OK3.%%)

*

HpI/IMe‘IaHI/ICZ KaHI[I/II[aTCKI/Iﬁ 9K3aMCH

4. ConepxaHue JUCITUTUTHHBI
4.1. PacnpeneneHue TPyJI0EMKOCTH JTUCIUILTHHBI MO pa3JesiaM U BUAAM 3aHITHIA.
Paznensl, TeMBI TUCIUTIINHBI U KX TPYJAOEMKOCTh IPHUBEICHBI B TA0JHIIE 3.

Tabnuna 3 — Pa3ensl, TeMbl AUCIUILIUHBL, UX TPYAOEMKOCTh

Jlexuun 113 JIP KII CPC

Pa3nensl, TEMBI TUCIIATUIMHEI (qac) (C3) (qac) (wac) | (wac)

Cemectp 9

Pasnen 1. OcHoBel ynpasnenus b

Tema 1.1. Baenenue [TonsTne mnpomecca
ynpasienus b

Tema 1.2. Tlonmutuka rocymapcTBa B 00JacTu
nH(pOPMaIMOHHON 6€30MacHOCTH

Tema 1.3. bazossle Bonpocs! ynpasinenus b
Tema 1.4. Crannaptusanus B 0061acTu
ynpasiyieaust Ub

Paznen 2. Tlonutuka 6€30MacHOCTH OpraHU3AINH
Tewma 2.1. HazHaueHue n copepaHue NOJIUTHKA
0e30MacHOCTH

Tewma 2.2. Yopasnenue aktuBamu. bezonacHocTs, 2 2 6
CBSI3aHHAS C yNPaBICHUEM MIEPCOHATIOM
Tema 2.3. XXu3HeHHBIN UK TOTUTUKA
0e30MacHOCTH




Paznen 3. Cucremsl ynpasienust Ub

Tema 3.1. IlponeccHblil MOAXO0 K YNPaBICHUIO
b

Tewma 3.2. O6nacte nesrensnoctu CYUDB

Tema 3.3. PoneBas crpyktypa CYUB

Tewma 3.4. Ilonmutuka CYUB

Paznen 4. OcHoBbl ynipasienus puckamu b

Tema 4.1. Yrpo3sl U HapymHuTeIud OE30MaCHOCTH]
uHpopmanuu 4 4 7
Tewma 4.2. Puckonorus Ub

Tema 4.3. Metoabl anasin3a puckoB b

Pazpen 5. IIpouecce! ynpasinenus b

Tema 5.1. OcnoBnsie npoueccsl CYUDB

Tema 5.2. BHenpenue pa3paOOTaHHBIX MTPOIECCOB
Tema 5.3. Baenmpenue wMep (KOHTPOJBHBIX
nporueayp) no odecrneyenuro b

Tema 5.5. Ilpouecc «YmpapiieHUE HHIUICHTAMM| 4 4 8
by

Tema 5.6 Ilponecc «ObecnieueHne HEMPEPHIBHOCTH]
BeJICHUS OM3HECa»

Tewma 5.7. DkcrutyaTauus U HE3aBUCUMBIN ayJIAT
CYUb

Paznen 6. Cuctembl 0OOHApYKEHHS U
MPEeAOTBPAIIEHUS KOMITBIOTEPHBIX aTaK

Tema 6.1. TpeboBanus k cucreMam OOHapYKEHHUS
Y TIPEI0TBPAIICHUSI KOMITBIOTEPHBIX aTaK

Tema 6.2, CucteMbl aHaJIN3a 3alIUIICHHOCTH.
CucreMbl 00HapyKEHUS aTaK 4 4 8
Tema 6.3. CuctemMbl KOHTPOJIS 1IETOCTHOCTUOMUH
CucTembl aHaIu3a XYPHAJIOB PETUCTPAIIUU

Tema 6.4. Kpurepuu BbiOOpa cuctem
0OHapy>XeHHS U TIPEIOTBPAIICHHS KOMITBIOTEPHBIX
aTak

Htoro B cemectpe: 20 20 41

Hroro 20 20 0 41

[IpakTnueckass MOATOTOBKA 3aKJIOYaeTcs B  HEMNOCPEJICTBEHHOM  BBIIOJHEHUH
OoOy4arolMMHUCST ~ OMNpENEeNEeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;yumei
po(hecCuOHATILHON e TENbHOCTHIO.

4.2. ConepxaHue pa3/ieJioB U TEM JICKIIMOHHBIX 3aHSTHH.
Copep:xanue pa3feioB U TeM JIEKIIMOHHBIX 3aHATUN IPUBEIEHO B Tabnuiie 4.

Ta6m/1ua 4 — Coz[epxcaHI/Ie pa3aciioB U TEM JICKIHMOHHOTI'O [UKJIA

HOMCp pasaciia HazBanue u COACPIKAaHUC PA3ACJIOB U TCM JICKITUOHHBIX 3aHATUH

1 OcHosbl ynpasiaenus Ub

Tema 1.1. BBenenue [Tonsatne mnponecca ynpasienus Wb
(IeMoHcCTpanus caanaoB)

Tema 1.2. [lonutuka rocyaapctBa B 00JacT MHPOPMAIIMOHHOMN
0€30MacHOCTH (JIEMOHCTpAIUS CIIaiI0B)




Tema 1.3. baszoBsie Bompochkl ynpaBinenus Wb (memoncTparus
ClaiiioB)
Tema 1.4. Crangaptuzauus B oonactu ynpasiaenus b

(nemoHcTpanus ciaaiioB)

2 HoauTnka 6€30MacCHOCTH OPraHUu3anMuM

Tema 2.1. Haznauenue u coziep>kaHue MOJIUTUKA 0€30I1aCHOCTH
(memoHcTpaIus ciaaiaoB)

Tema 2.2. Ynpasnenue aktuBamu. bezonacHocTh, CBsI3aHHAsS C
YIPaBJICHUEM TIEPCOHATIOM (JIEMOHCTPALIHS CJIAMI0B)

Tema 2.3. JKusHeHHBIM LHKJI IOJUTHKH O€30IIaCHOCTH
(memMoHcTpaIus ciaaiaoB)

3 Cucremsbl ynpasiienust Ub

Tema 3.1. [Ilpoueccuwii mnoaxon Kk ynpasieHuro Wb
(nemoHcTpanus ciaaiioB)

Tema 3.2. O6nacte pnearensHoctd CYHWDB (memoHcTparus
CJaioB)

Tema 3.3. PoneBas ctpykrypa CYUD (nemoncTpanus cnaiiios)
Tewma 3.4. Ilonmutuka CYUDB (nemoHcTpanus ciaiiion)

4 OcHoBbl ynpaBJjienusi puckamu Ub

Tema 4.1. Yrpo3sl W HapymwuTean 0e30macHOCTH WHPOpPMAIUY]
(memMoHcTpaIus CiIaiaoB)

Tema 4.2. Puckonorust b (nemoHcTpanus ciaiiioB)

Tewma 4.3. Metonb aHanm3a puckoB Ub (memoHcTpamms

CJaioB)

5 IIpoueccol ynpasiaenus Ub

Tema 5.1. OcnoBnbie nporieccel CYUD (meMoHcTparus ciaiioB)
Tema 5.2. BHenpenue pa3paboTaHHBIX MPOIECCOB (AEMOHCTpaIUs
CJIaiI0B)

Tema 5.3. Buenpenue wMep (KOHTPOJBHBIX MpOLENYp) IO
obecnieuenuto b (memoHcTpanus cnaiiios)

Tema 5.5. [Ilpomecc «YmpaBienue wuHOHAeHTamMu Kby
(tleMoHCTpalys ciaai0B)

Tema 5.6 Ilpomecc «OOecneueHne HENPEPHIBHOCTH BEJIECHUS
OuzHeca» (IeMOHCTpAIUs CIIaiiI0B)

Tema 5.7. Oxcruyatanuss u He3aBucumblii  aynut CYUD
(memMoHcTpaIus ciaaiioB)

6 CucrteMbl 00HApYKeHUS U NMPeI0TBPALEHUs] KOMIIBIOTEPHBIX
aTak

Tema 6.1. TpeboBanust k cucreMaM OOHapYKEHUS U
IPEJOTBPALICHUS KOMIBIOTEPHBIX aTakK (JIEMOHCTpAIHs CIali10B)
Tema 6.2, CucreMbl aHaitn3a 3amuieHHocTH. CHCTEMBI

oOHapy KeHHs aTak (IEMOHCTpALHs CIai10B)

Tema 6.3. CucTeMbl KOHTPOJIS HETOCTHOCTUOMUH CHUCTEMBI
aHaJM3a )KypHAJIOB PETUCTPALlUH (IEeMOHCTpAIUs CJIaiI0B)

Tema 6.4. Kpurepuum BbiOOpa cuCTEM OOHapyXeHUS U
NPEJOTBPALICHUS KOMIBIOTEPHBIX aTaK (JIEMOHCTpAIHs CIali/I0B)

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIHIIE 5.

Tabmuna 5 — [IpakTudeckue 3aHATHS U UX TPYJOEMKOCTh



W3 Hux Ne
No | Tembl npaktrueckux | @opMbl IpakTHYECKUX | TpPymOEeMKOCTh, |IPAKTUYECKOM |pasjaeia
/o 3aHATHI 3aHATAI (dac) IIOJTOTOBKH, | TUCLIMII

(gac) JIMHBI
Y4eOHBIM IJITAHOM HE TPEAYCMOTPEHO
| |
Bcero
4.4. JlabopatopHble 3aHATUS
TeMmbl JTabopaTOPHBIX 3aHATHH M X TPYIOSMKOCTh IIPUBEACHBI B TA0IHIIE 6.
Tabmuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJOEMKOCTb

W3 aux Ne
Ne HaunmenoBanne 1abopaTtopHbIX padboT TpynoeMKOCTS, | MPakTHIECKOH | pasiena
/o (gac) MOJATOTOBKH, | JMCIIHII

(uac) JIMHBI
Cemectp 9
1 Pa3paboTrka Moenu yrpo3 6e301MacHOCTH 4 1-3
nHpopmanuu
2 dopMHUpOBaHUE 3a/TaHHUH 110 OE30MTACHOCTH U 4 2,3
SIEM-3kocucTEeMBI
3 CO6op 510r0B COOBITHI MH(DOPMAITMOHHOM 4 4-6
0e3omacHoctu B AirSIEM
4 Peructparus uanuaeaTos B AirSIEM 8 4-5
Bcero 20

4.5. KypcoBoe npoeKkTupoBaHUe/ BHIIOTHEHHE KYPCOBOM pabOThHI

Y4eOHBIM MJIaHOM HE IPESYyCMOTPEHO

4.6. CamocrodrenbHas paboTa 00y4aronmxcs
Bunpl camocTosTensHON paboOTHI M €€ TPYIOEMKOCTh NPUBEIEHBI B TA0IHIIE 7.

Tabnuna 7 — Bunbel caMmocTosTenbHON pabOThI U €€ TPYAO0EMKOCTh

. Bceero, | Cemectp 8,
Bun camocrositensHOl paboThI
qac qac
1 2 3
M3y4eHne TeOpeTHUECKOro MaTepuana 20 20
quciumiigel (TO)
KypcoBoe npoektupoBanue (KII, KP)
PacuetHo-rpaduueckue 3ananus (PI'3)
Brimonnenue pedepara (P)
ITonroroBka K TeKyIeMy KOHTPOJIO 14 14
ycneBaemoctu (TKVY)
Jomamrnee 3ananue (J13)
KonTponbusie pabotel 3a0uHnKoB (KP3)
IToaroroBka K MpOMeXyTOYHOMU 7 7
atrecrauuu (ITA)




Beero: | 41 | 41 |

5. IlepeyeHpb y4eOHO-METOAMYECKOTO OOECTICUCHUS
JUISL CAMOCTOSTEIILHON PabOThI 00YUAIONMIMXCS TTO TUCIUIUIMHE (MOIYITIO)

Y4eOHO-METOIMUECKUE MaTePHAIbl JIIi CAMOCTOSITEIIBHONH paboThl OOYYArOIIUXCS YKa3aHbI B
ma. 7-11.

6. IlepeueHb MeyaTHBIX U FIEKTPOHHBIX YUEOHBIX U3TaHUI
[TepeueHb eYaTHBIX U 3JEKTPOHHBIX YUEOHBIX U3/IaHUH TIpUBEIeH B Tabmuie 8.
Ta6ymma 8— [lepeueHb meyaTHBIX U AIEKTPOHHBIX YYCOHBIX U3JaHUN

[udp/ Kom1uecTBo 9K3eMILIIpOB B
P bubnuorpagpuyeckas ccpuika OUOIMOTEKE
URL anpec

(KpoMe 3JIEKTPOHHBIX SK3EMILUTSIPOB)

KommuecTBo 9K3eMILTSIPOB B
bubnuorpaduyeckas ccpuika oubnmoTexe
(KpOMeE 2JIEKTPOHHBIX IK3EMILISPOB)

HIudp/
URL aapec

['ocynapcTBeHHast UTOTOBAst aTTECTAIHUA
METOJUYECKHIE YKa3aHUS 110 MOJATOTOBKE K
roCyJapCTBEHHOMY SK3aMEHY U HAaITUCAHUIO U
3alUTe BBITYCKHOW KBAJIM(DUKAIIMOHHOM
pabotser / C.-IleTepl. roc. yH-T a3pOKOCM.
npudopoctpoenus ; coct.: C. I'. domuuena, 5
T. H. Enuna, B. A. MbutbHHKOB. - CaHKT-
[TetepOypr : U3n-Bo I'YAIIL, 2021.-79 c. :
puc., Tadi. - bubmumorp.: c. 79 (10 Ha3B.). - b.
1. - TeKcT : HemoCPeACTBEHHBIM.

37
72

®omuueBa, Cpemiiana ['puropreBHa.

O6paboTtka napopMayu B
pacIipe/ielIeHHbIX CUCTeMax : yueOHoe
nocobue / C. I'. ®omuuesa ; C.-Ilerepb. roc.
YH-T a3pOKOCM. ipubopocTpoenus. - CaHKT- 5
[TetepOypr : U3n-Bo I'VAII, 2020. - 132 c. ;
131 c. : puc. - bubnuorp.: c. 123 (17 Ha3B.). -
ISBN 978-5-8088-1487-5 : b. 11. - Tekcr :
HEIOCPEICTBEHHBIN

004
D 76

beszarees, Cepreit BanentnnoBud (1-p TEXH.
HayK, JIO1L.).

IIporpammupoBaHue 3a1a4 1o
o0ecreyeHnIo nH(pOpMaIIMOHHOMN
0€30MacHOCTH : 1a0OPATOPHBIN MPAKTUKYM /
C. B. beszarees, C. I'. ®omuuera ; C.- 5
[Tetep6. roc. yH-T a3pOKOCM.
npubopocTtpoenust. - Cankr-IlerepOypr :
N3n-Bo I'VAIL, 2020. - 89 c. : puc., Tadm. -
Bubnuorp.: c. 88 (10 Ha3B.). - b. 11. - Tekcr :
HEIOCPEICTBEHHBIN.

004
b 39

3uma, B. M.
004 Be3onacHoCTh r100ajbHbIX CETEBBIX

3-62 texHojoruii / B. M. 3uma, A. A. MonaoBsH,
H. A. MoagossH. - 2-e u3a. - CI16. : BXB -




[TerepOypr, 2015. - 368 c. : puc. - (Macrtep
cucrem). - bubamorp.: ¢. 351 - 353 (31
Ha3B.).- [Ipeam. ykas.:c. 354 - 362. - ISBN
978-5-94157-213-7 : 419.00 p. - Tekcer :
HETOCPECTBEHHBIN

007
B 67

Bonkosa, B. H.

Teopus cucTeM ¥ CUCTEMHBIN aHAIU3 :
y4eOHUK I aKaJeMUYecKoro OakajgaBpuara
/ B. H. Bonkosa, A. A. Jlenucos ; Harr.
uccnen. C.-Ilerep6. roc. monuTexH. yH-T. - 2-
€ u31., mepepad. u nom. - M. : FOpaiit, 2015. -
616 c. : puc. - (bakanaBp. AkazeMu4ecKuit
Kypc). - [Ipeam. ykas.: c. 600 - 606. - UmeH.
ykas.: ¢. 607 - 609. - bubmuorp.: c. 610 - 616
(109 naszs.). - ISBN 978-5-9916-4783-0 :
870.87 p. - Tekct : HEnoCpeACTBEHHBII.
Wmeet rpud YMO Bricuiero oOpa3zoBaHust

10

004
" 85

Hcaes, I'. H.

[TpoekTrpoBanre MHPOPMAITUOHHBIX
cucteM : yae6Hoe mocooue / I'. H. Hcaes. - 2-
e u3., crep. - M. : OMETI'A-JI, 2015. - 424 c.
: puc., Tabn. - (Breiciiee TexHuueckoe
obpasoBanmue). - bubmuorp.: c. 421 - 424 (61
Ha3B.) . - ISBN 978-5-370-03507-4 : 401.60
p. - Tekct : HemoCpeICTBEHHBIH.

Ha ctp. 7 - 8: Ciucok cokparnieHuit

004
b 24

bapanoga, E. K.

HNudopmannonHas 6€30MacHOCTD U 3aIIUTa
uHpopmanuu : yaeobnoe nocodue / E. K.
bapanoBa, A. B. babam. - 3-e u3n., mepepao.
u gom. - M. : PUOP : UH®PA-M, 2017. - 322
C. : puc., Tabi. - (Bricuiee obpazoBanue). -
bubmumorp.: c. 313 - 316 (56 Ha3B.). - ISBN
978-5-369-01450-9 (PMOP). - ISBN 978-5-
16-011164-3 (MH®PA-M) : 942.63 p. -
Tekcr : HenmocpeACTBEHHBIM.

Nmeer rpud YMO no o6pazoBaHHIO B
o0JacTy NpHUKIaIHON HHYOPMATUKHI

004.4
" 46

Wneuna, lapbs BukroposHa.

[TpoexTupoBanue u pa3padoTka
0e30MacHbIX BEO-TIPUIIOKEHUH : yueOHOe
nocobue / 1. B. Unbuna ; C.-Iletepd. roc.
YH-T a3pOKOCM. ipubopocTpoenus. - CaHKT-
[TerepOypr : U3a-Bo I'YAIIL, 2019. -43 c. :
puc. - bubnuorp.: c. 42 (2 nass.). - ISBN 978-
5-8088-1434-9 : b. 11. - Tekcr :
HEIOCPEICTBEHHBIMN.

004.7
K95

Kyuwun, Hukonait BanentunoBud (71011.).
MHOroypoBHEBbIE CUCTEMBI U 00JIaYHbIE
BbIUKCIIeHUs : yueOHoe mocobue / H. B.
Kyuun, A. 0. Monuanos ; C.-Ilerep0. roc.
YH-T a3pOKOcM. nipubopoctpoenus. - CIIO. :




N3n-Bo I'YAIL 2018. - 136 c. : puc. -
Bubmuorp.: c. 133 (14 nass.). - ISBN 978-5-
8088-1250-5 : b. 11. - Tekcr :

HEMOCPEICTBEHHBIN

7. IlepedeHb 3IEKTPOHHBIX 00Pa30BaTENbHBIX PECYPCOB
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHOHU ceTn « HTepHeT»
Ilepeuens JIEKTPOHHBIX 00pa3zoBaTeIbHbIX pecypcoB UH(pOpPMaLMOHHO-
TEJIEKOMMYHUKAaMOHHON ceTu «/HTepHeT», HEOOXOAMMBIX MJIi OCBOCHMS JUCLMILIUHBI
npuBezieH B Tabnuue 9.

Tabmuua 9 — IlepedyeHb 3IEKTPOHHBIX OOpPa30BATEIbHBIX PECYPCOB HH(POPMALMOHHO-
TEJICKOMMYHHUKAIIMOHHOHU ceTH «/HTepHeT»
URL aapec HaumenoBanue

http://www.intuit.ru/studies/courses/10/10/info | Baamgumup I'anarenko. OCHOBBI
UH(POPMALMOHHOM 6e30MacHOCTH (Kypc
JIEKIIMH, C TUCTAHIIMOHHBIM 00yUEHHUEM)

https://ru.coursera.org/learn/management- Copoxkun Asekcanap Biagumuposuy.
informacionnoi-bezopasnosti#syllabus MenepkMeHT HH(OpPMAIMOHHON 0€30MaCHOCTH

8. Ilepeuenr HHPOPMATMOHHBIX TEXHOJIOTUI
8.1. IlepeyeHp TPOrpaMMHOTO OOECHEYCHHUS, HCHOJIB3YEeMOTO0 NpPHU OCYIIECTBICHUU
00pa30BaTEILHOTO MPOIEcca M0 JUCIUIIHHE.
[Tepeuenp nCMONB3yeMOro IPOrpaMMHOTO OOecIeueH s peacTaBieH B Tadmuie 10.

Tabmuna 10— [TepeueHs mporpaMMHOT0 00€CIICUCHIS

Ne i/t HaumenoBanue

He npenycmotpeno

8.2. IlepeucHb WH(OPMAITMOHHO-CITPABOYHBIX CUCTEM,HCITOJIb3yEeMBIX pu
OCYIIECTBIIEHUU 00pa30BaTeIHLHOTO MPoliecca Mo AUCIUILTHHE

[Tepeuens WCTONB3yeMBIX HH(DOPMAIIMOHHO-CIIPABOYHBIX CHCTEM TIPEJCTABJICH B
Tabmmuite 11.

Tabnuna 11— Ilepeuenb HHPOPMAITMOHHO-CIIPABOYHBIX CUCTEM

No /1t HanmenoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYeCKast 6a3a
CoctaB  MaTepHAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa3oBaTeNbHOTrO Mpoliecca Mo AUCHUILINHE, IPecTaBieH B Tabnuuel?2.

Ta6mmma 12 — CoctaB MaTepuanbHO-TEXHUUECKOM 0a3bl

Ne HanmMeHoBaHME cOCTaBHON 4acTH Howmep aynuropun
/1 MaTepUaIbHO-TEXHHUUECKOH 0a3bl (TIpu HEOOXOMMOCTH )

1 | JlekimoHHas ayIuTOpUs

MynsTuMeanitHas TEKIMOHHAS Ay AUTOPHUSI

3 | Knmacc moist menmoBoi Urpbl

10. OueHouHbIE cpeICTBa ISl IPOBEICHUS TPOMEKYTOUHOUN aTTECTAIINH




10.1. CocTaB OLICHOYHBIX CPEACTBAJIS MPOBEACHUS TPOMEXKYTOUHOH aTTecTalllH
00ydJaronuxcs mo IMCIUILIMHE TpUBe/eH B Taosmie 13.
Tabmmna 13 — CocTaB OIEHOYHBIX CPEACTB AJIsl IPOBEICHHSI TPOMEKYTOUYHOM aTTeCTAIlH

Buza npomexyTo4HON aTTecTaluu IlepedyeHb OLICHOUHBIX CPEACTB
OK3aMeH CnHcok BOIPOCOB K dK3aMEHY;
DK3aMeHAaI[HOHHEIC OUJICThI,
3amauny;
TecTsl.

10.2. B kauecTBe KpUTEpPHUEB OIICHKH YPOBHSI C(HOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00Yy4JaloUIMMHCA MPUMEHsETCsl S-0ajuibHas IMIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIHI, KOTopas npuBeeHa B Tadumie 14. B TeueHne cemMecTpa MOXKET HCIOIB30BAThCS
100-0annpHast ~ mKajma ~ MOAYJBHO-PEUTHMHTOBOW  CHUCTEMbl ~ YHUBEPCUTETa,  IpaBHIa
UCTIOJIB30BaHUSI KOTOPOW, YCTAHOBJICHBI COOTBETCTBYIOIIUM JIOKAIIbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabnuna 14 —Kpurepuu onieHKH ypoBHS chOPMUPOBAHHOCTH KOMIETCHITHIA

Or11eHKa KOMITETEHIUI

Xapakrepuctvka chOpMUPOBAHHBIX KOMIIETCHIIUN
5-0ayuipHad mIKama paKTep (bopvmp

— oOyyJaronuiicss TJIyOOKO W BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepHal;

— YBEpPEHHO, JIOTHYHO, ITOCIISI0BATEIIHFHO U TPAMOTHO €T'0 M3JIaracr;

— ONMHpasiCh Ha 3HAHWS OCHOBHOW W JOMOJHUTEIHHOW IJIUTEPATYpPHI,
TECHO MPHBS3BIBACT YCBOCHHBIC HAYYHBIC TIOJIOKCHHS C TIPAKTUICCKOM
JIESITCIIBHOCTBIO HAIPABJICHMS,

— yMeJ0 000CHOBBIBAET U apTYMEHTHUPYET BBIJIBUTACMbBIC UM HJICH;

— JIeJIaeT BBIBOJIBI U 0000IIEHMS;

— cBOOOJIHO BJIaJICET CHCTEMOM CIIeNHaIN3UPOBAHHBIX TOHITHH.

«OTIIMYHO»
<(Ga4YTCHO»

— 00y4Jaronuiicst TBEpPIO YCBOMII IIPOTPAMMHBINA MaTepuall, TPaMOTHO U
[0 CYIIECTBY W3JIaraeT €ro, ONUpasch Ha 3HAHUS OCHOBHOU
JTUTEPATYPHI;

— HE JIOMYCKAaeT CYIECTBEHHBIX HETOYHOCTEH;

— YBSI3bIBAa€T YCBOCHHBIE 3HAaHUS C MPAKTHUYECKON AESITeThbHOCTHIO
HaTPABIICHUS;

— apryMEHTUPYET HAyIHBIC TTOJIOKEHUS,

— JIeJIaeT BBIBOALI H 000OIIEHHS;

— BJIaJICET CUCTEMOM CTelHaIn3uPOBAHHBIX TOHSITUH.

(XOPOLIO»
(GaduTCHO»

— o0Oyyarouuiicss yCBOWJI TOJIbKO OCHOBHOW IpPOrpaMMHBIA MaTepua,
[0 CYIIECTBY M3JIaraeT €ro, ONMpasCh HAa 3HAHUSA TOJBKO OCHOBHOM
JIUTEPaTypHl,

— JIONyCKaeT HeCYIIECTBEHHbIE OIINOKU U HETOYHOCTH;

— UCIIBITBIBAECT 3aTPYAHEHUS B IPAKTUYECKOM IPUMEHEHUU 3HAHWUU
HallpaBJICHUS;

— cn1abo apryMeHTUpPYeT Hay4dHbIE MOJIOKEHHUS;

— 3aTpyHsieTcs B (GOpMYIMPOBAHUN BBIBOAOB M 000OIIEHHUI;

— YaCTUYHO BJIAJECET CUCTEMON CIIENMAIN3UPOBAHHBIX OHSITHIA.

«YAOBJICTBOPUTCIIEHO»
(Ga4YTCHO»

— o0ydJaromuiicss He YCBOWJI 3HAYUTEIHHOH 4YacTH MPOrPaMMHOTO
MaTrepuana;

— JIOIYCKaeT  CYLIECTBEHHbIE  OMIMOKM W  HETOYHOCTH  IpH
paccMOTpeHHH poOJIeM B KOHKPETHOM HalpaBlICHUH;

— MCTIBITBIBAET TPYTHOCTH B MPAKTHYECKOM IPUMEHEHNN 3HAHHI;

— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKCHHS,

— He (JOpMYIHPYET BBIBOJAOB H 0000IICHHH.

HCYIOBJICTBOPUTCIILHO»
«HEC 3a4YTCHO»

10.3. Tumossle KOHTPOJIbHBIC 3aJaHW UM HHBIC MaTCPUAJIbL.




Bompocs! (3amaun) nist sKx3aMeHa mpeacTaBiIeHbl B Tadmuie 15.

Tabmuna 15 — Borpocs! (3agaun) s 9K3aMeHa

Ne i/t

[lepeuens BonpocoB (3aa4) AJsl IK3aMeHa

Kon
WHJUKATOpa

[IpuBeaute yoeauTenbHble JOBOIBI TOTO, YTO
nH(pOpMaIMOHHAsA OE30MACHOCTD - OJHA U3 BKHEUIIINX
po0JieM COBPEMEHHOM JKU3HH.

B uem 3akitouaercs OCHOBHAs 3a/1a4a JJIOTUYECKOTO
yrpasiieHus: Joctynom? Uto takoe matpuua goctyna? Kakas
uHbOpMaLKs aHATTU3UPYETCS TPU MPUHATUN PELISHUS O
[IPEeI0CTaBIIEHUH AOCTYyMa?

Jaiite onpezeneHue cnocoda 3amuTshl HHPOPMALIUH.
OxapakTepu3yiiTe OCHOBHBIE CITIOCOOBI 3alUTHI. [lepeuncnure
OCHOBHBIE 3aIIUTHBIC JEHCTBUS MPU pealin3alui CiocoO0B
3.

[lepeunciure OCHOBHBIE BUABI KOHPHUACHIIMAIBHON
nH(pOpMaLIUY, HYKIAIOMIEHCs B 3alIUTE.
[IpoKOMMEHTUPYITE BO3MOKHOCTH OMOMETPUUECKOMN
uaeHTUPUKAIUH (ayTeHTUDUKAIIH).

[lepeuncnure OCHOBHBIE YTPO3bl KOH(DUIEHIIMAIBHOCTH
nHpopMaIuu.

OIIK-5.3.4

JI1st KakuXx 1emnei CIyKUT CEpPBUC aHaJIn3a 3aluIeHHOCTH? B
4yeM 3aKiIrvaeTcs crnenuduka ynpaBieHus, Kak cepBuca
6e3omacHocTH?

OIIK-5.Y 4

Oxapakrtepu3yiite mudpoBanue (kpunrorpadpuio) B KadecTBe
OCHOBHOTO cepBuca 0e3omacuoctu UC.

Uro Takoe rocynapcTBeHHas taiiHa? [lepeuncnure cBeneHus,
KOTOPBIE MOTYT OBITh OTHECEHBI K TOCYAapCTBEHHOU TailHE.
[IpuBeauTe KIacCUPUKAIUIO CBEICHHI, COCTABISIONINX
rOCYJapCTBEHHYIO TalfHY, TIO0 CTETIEHSIM CEKPETHOCTH
[TpokoMMeHTuUpYiiTe MaponpHyo uaeHTudukanuto. Kakue
MEPHI MTO3BOJISIOT TIOBBICUTH HAJISKHOCTH TTAPOIHLHOMN
3aIIUTHI?

OxapakTepu3yiTe OCHOBHBIC YIPO3bI IIEIOCTHOCTH
KOH(HIeHIIMATbHON HH(pOpMAIIH.

OIIK-6.3.3

Jlaiite onpeneneHne nepcOHANbHBIX TaHHBIX. Kakue cBeneHust
MOTYT OBITh OTHECEHBI K MIEPCOHANBHBIM JaHHBIM? KTO
ABJICTCA ACPIKATCIICEM MEPCOHAIBHBIX }IaHHLIX?

OIIK-6.3.5

Oxapakrepu3yiTe IKpaHUpOBaHHE B KAU€CTBE OCHOBHOTO
cepBuca 6e3omacnoct MIC. Uto Takoe firewall u kak on
¢GbyHKIIMOHUpYET?

Yro takoe 00beKkThl yrpo3 Ub? B uem BbIpaxaroTcs yrpo3sl
nHpopmanun? KakoBbl OCHOBHbIE HCTOYHUKHU YIPO3
3amumaemMoit nudopmarn? KakoBsl 1ienu yrpos
MH(OpPMALIUU CO CTOPOHBI 3JI0YMBIIIIEHHUKOB?

Kakas nunpopmanus sBisieTcss IpeAMETOM 3aIUThI?
[lepeuncnure ocCHOBHbIE CBOMCTBA MH(POPMAIIUHU KaK
npenMera 3auThl. OXapakTepu3ynTe CEKPETHYIO U
KOH(PHUACHITMATHHYIO HHPOPMAIIHIO.

Ilepeuncnure OCHOBHbIE KOMIIOHEHTBI KOHIIENITYaJIbHON
mozemu UB. M300pazute rpaduueckn cxemy KOHIETITYaIbHOU
monenu cucteMsl Ub.

OIIK-6.Y.1




JaiiTe onpenenenre nHGOPMAIIMOHHON CUCTEMBI.
[lepeuncnure CTpyKTYpHbIE KOMIIOHEHTHI HH()OPMAIIMOHHBIX
cucteM. YTo MOHUMAIOT MO HH(POPMAIIHOHHBIMH PECYpCaMU
u npoueccamu’?

UTo noHMMaeTcs MoJ] CUCTEMO yIpaBiieHus: 6€301MacHOCTbIO?
KakoB ¢pynkunonan SIEM-cuctem?

[lepeunciure u oXxapakTepu3yuTe 3alllUTHbIEC JEHCTBUS OT
HC]JI x kon(uaeHmansHoi nHOpMaIHH.

[lepeuncinte OCHOBHBIE IPUYMHBI BAXKHOCTH MTPOrPaMMHO-
texHuueckoro ypoHs Mb. HazoBure ocHoBHBIE cepBuchl b
MIPOrpaMMHO-TEXHUUYECKOTO YPOBHSI.

UYro Takoe UCTOYHHK Yrpo3 Oe30macHOCTH nHpopmanun?
Ha3oBuTe OCHOBHBIE UCTOUHUKH IIPEIHAMEPEHHBIX YIPO3.
[lepeuncnure HanpaBiIE€HUs IOBCEIHEBHOM 1€ATEIbHOCTH
CHUCTEMHOT'0 a/IMUHHCTPATOpa, 00ecreunBaroIIe
nojaepxanue padorocnocodHoct MC.

Uro Takoe kaHan yreuku nHpopmaruu? Uto Takoe
TEXHUYECKHUI KaHa!l yTeuku nHpopmanuu? OxapakrepusyiTe
CIIy4alHbII 1 OpraHU30BaHHBINA KaHaJ YTeUKH UH(pOpMaLUHU.
B uem 3akitouyaercs ocHOBHasl crienuduKa MpoueypHOro
ypoBHs 11b? [lepeuniciiute OCHOBHBIE KJIacChl Mep
npouenypuoro yposss Ub. ITouemy Bonpocsl noanep:xanus
pabotocnocodHocT VC ABNSAIOTCS NPUHIIUITHATLHBIMU HA
npoueaypHoM yposHe 1b?

OIIK-6.Y.2

Kakum TpeGoBaHUSAM JIOJDKHA YAOBJICTBOPATH HHPOPMAILIHS,
9TOOBI €€ MOXHO OBLJIO OBI OTHECTH K CITY)KeOHOI TaliHe?
[TpuBenuTe epeveHsb CBEICHUI, KOTOPbIE HE MOTYT OBITh
OTHECEHBI K CITY)XKeOHOH MH(POPMAILIUN OTPAaHMYCHHOTO
pacrpocTpaHeHHsL.

OIIK-6.Y.3

B uewm 3akitouyaercs OCHOBHAs 3a/1a4ya ayAuTa, Kak cepBuca
6e3onacHocTu?

Haiite onpesenenue 3amuiaeMon nHopManuy u
OXapaKTEPU3YHTE €€ OCHOBHBIE IPU3HAKH.

Uro Takoe naeHTHQUKanua? J{aliTe TOIKOBaHUE MOHATHS
«ayTeHTHpUKaMs». V3-3a KakUX NPUUUH 3aTpyJHEHA
HaJIeKHas UACHTUDUKAIUS?

Yro Takoe Bpe1oHOCHOE porpaMMHoe obecrieuenue? Jlaiite
ornpezeneHue «0oMOb», «uepBs», «BUpyca». Kakue
HeraTUBHbIE MOCNIEACTBUSA B pyHKIHOHUpoBaHUN VIC
BbI3bIBaeT BpegoHocHoe [107?

OIIK-6.Y 4

Ilepeuncnure u NIPOKOMMEHTUPYWUTE 3alIUTHBIE NIEUCTBUS OT
YT€UKH KOH(UIEHIIMAIbHON HHPOPMAIIIH.

JaiiTe onpezieneHue yrpo3 KOH(GpUIeHINAIbHON HH(OpMAIIHH.
Kakue neiictBus onpeaenstor yrpo3bl KOHPUASHINATbLHON
uHpopmanuu?

Jaiite onpenenenue nuieH3nupoBanusa. KTo Takue nuueH3uar
U JIMLIEH3Upyomue opranbl? [louemy nuneH3upoBaHue U
cepTu(duUKaIMs BHICTYIAIOT B KAUECTBE CPEACTBA 3AIIUThI
uHpopmanuu? I[lepeuncnure nepeyeHb BUJOB JESTEIbHOCTH,
kacaroruxcs b, Ha ocymiecTBiIeHNE KOTOPBIX TPEOYIOTCS
JULEH3UH.

UT0 Takoe «MCTOYHUK KOH(GUICHIIUATHEHON HHOOPMAITHI)?

OIIK-
10.3.2




[Tepeuncnure OCHOBHBIC HCTOYHUKH KOH(PHICHINATIHHOMN
nHpopMaluu.

10.

[epeuncnure U 0XapaKTepU3yHTe OCHOBHBIC 0OBEKTHI
npodeccnoHanbHOM TaliHbl. Kakum TpeOoBaHUIM JOHKHA
YAOBJICTBOPATH HH(POpPMAIIHS, YTOOBI €€ MOYKHO OBLIO OBI
OTHECTH K IpOoeCCUOHATLHON TalHe?

Kakwue cratbu YToJ0oBHOTO KOJEKCa HAMPSMYIO KacaroTCs
nH(POPMAIIMOHHOM 6€301macHOCTH?

OIIK-
10.3.3

11.

Uto Takoe npotokoaupoBanue? [IpokoMMeHTUpYMTE
O0COOCHHOCTH MPUMEHEHHS IAaHHOTO cepBUCca 0€30MIaCHOCTH.
Uto Takoe ynpasienue puckamu? [loueMy ynpasieHue
pUCKaMH paccMaTpUBaeTCs Ha aJIMUHUCTPATUBHOM YPOBHE
NB? B yem 3akintoyaercsi CyTh MEPOIPHUSATHM MO YIIPABICHUIO
puckamu?

[lepeuncnure BaxHeime 3aqa4un o0ecrneueHus
nHpopMaMoHHOH Ge3omacHocTH PD.

HazoBute rnaBHyo 1enp Mep aAMUHUCTPATUBHOTO YPOBHS
WB. Yto moHUMAaETCs MO/ MOJMTUKON Oe30ImacHoCTH?
[IpuBeauTe MPUMEPHBIH CIUCOK PEIICHUH BEPXHETO YPOBHS
MTOJINTUKHA OE30TIaCHOCTH.

Uto Takoe araka? Urto Takoe okHO onacHocTu? Kakue
COOBITHS ITPOUCXOISAT BO BPEMSI CYIIICCTBOBAHUS OKHA
ONacHOCTU?

OIIK-
14.V.1

12.

Kakum TpeGoBaHUsSIM JOHKHA OTBEYATh KOMMEpUecKas TaitHa?
Oxapakrepu3yiiTe 0 CAaHOBHBIE CYyOBEKTHI ITpaBa Ha
KoMMepueckyto TaitHy. Kakas uaopmanmst He MokeT ObITh
OTHECEHA K KOMMEPUYECKOU TaiftHe?

Packpoiite copepxanue MOJIMTUUECKIX, DKOHOMHUYECKUX U
OpraHU3alOHHO-TEXHUYECKUX (PaKTOPOB, BIUSAIONINX HA
cocTosiHre nHpopMaMoHHOM 6e3omacHocT PD.

Kaxkue acniektsl coBpemeHHbIX IC ¢ TOUKH 3peHust
0€30MacHOCTH HanboJiee CyIeCTBEHHbI?
[TpokoMMeHTUpYiiTe Hanboee pacpOCTPAHEHHBIE YTPO3BI
noctynHocTd. OxapakTepusyiiTe NporpaMMHbIE aTaKu Ha
JOCTYITHOCTb.

OIIK-
14.Y.2

Bomnpocs! (3agaun) i 3adera / tud¢. 3aueTa npeacTaBieHsl B Tadbauie 16.

Tabmuia 16 — Boripocs! (3amaun) nist 3auera / qudd. 3adera

Ne i/t

[Tepeuens BompocoB (3aga4) ans 3a4dera / audd. 3auera

Kon
WHIAWUKATOPA

Y4eOHbBIM NJIAHOM HE IPEAYCMOTPEHO

IlepeueHp TeM Ui KypCOBOTO IPOEKTUPOBAHM/BBIIOJHEHNUS KypCOBOH paboThI
npeJicTaBiIeHbl B Tabnuie 17.
Tabnuua 17 — IlepeueHb TeM 7151 KypCcOBOTO MPOEKTUPOBAHMS/BHIIOJIHEHUS! KYPCOBOM paboThI

[TpuMepHBIii IepedeHb TeM AJIsi KypCOBOTO MPOEKTUPOBAHMS/BHITOTHEHHUS

Ne n/mn .
KypcoBOil paboThI
Y4eOHBIM IJIAHOM HE MPEAYCMOTPEHO
Bompocel i1 mpoBeneHUsT NPOMEXYTOYHOM aTTECTallMM B BHJE TECTUPOBAHHUSA

IIpeJICTaBJICHBI B Ta0wmIe 18.




Tabmuua 18 — IIpumepHbIii epeueHb BOIIPOCOB ISl TECTOB

. Kon
Ne n/nn [TpuMepHBIii IepedeHb BONPOCOB I TECTOB
UHJIMKaTopa
1 K kakoil pa3HOBUAHOCTH MOJEIIEH YIIpaBIEHUs JOCTYIIOM OTHOCUTCS OIIK-5.3.4
mojenb bemna-Jla [Tagyner?
a) MOJIEIb IUCKPELIMOHHOIO JOCTYTIA;
0) MOJIeJIh MaHIATHOTO JIOCTYTIA;
B) poJieBasi MOJEIIb.
1 Kaxk Ha3pIBaroTCs yrpo3bl, BBI3BaHHBIE OMMOKAMH B IPOEKTHPOBAHUH OIIK-5.Y 4
AUC u ee p1eMeHTOB, OIIMOKaMH B TPOrPAaMMHOM 00€CIICUeHUH,
olKrOKaMu B IEHCTBUSIX NepcoHaa U T.11.7
3 K kakuM Mepam 3aIuThl OTHOCUTCS MOJIMTHKA 0€30macHOCTH? OIIK-6.3.3
a) K aIMUHUCTPaTUBHBIM;
0) K 3aKOHOJJaTCIIbHBIM;
B) K IPOTrPaMMHO-TEXHUYECKUM;
T') K IPOLETYPHBIM.
4 B kakom 13 mpeacTaBieHui MaTpUIlbl JOCTYIa Hanbosee MpocTo OIIK-6.3.5
OIIpEeENIUTh MOJIb30BaTENIEH, UMEIOIIUX JOCTYI K ONPEEIIEHHOMY
baiiny?
a) ACL;
0) CIUCKU MOJTHOMOYHH CYyOBEKTOB;
B) aTpUOYTHBIE CXEMBI.
5 Kak HaspiBaeTcs cBOCTBO MH(OpMALIUK, O3HAYAIOIIEE OTCYTCTBUE OIIK-6.Y.1
HETPAaBOMOYHBIX, M HE NMPETyCMOTPEHHBIX €€ BIIa/IebIIeM U3MEHEHUH ?
a) HEJIOCTHOCTB;
0) aneJTMpyeMocCTh;
B) JIOCTYITHOCTb;
I') KOHQHUIECHIINATHHOCTB;
1) ayTEeHTUYHOCTb
6 K ocHOBHBIM IpUHLIMIIAM MOCTPOEHUS cucTeMbI 3amuThl AVIC OIIK-6.Y.2
OTHOCSTCS:
a) OTKPBITOCTb;
0) B3aUMO3aMEHAEMOCTb MOICUCTEM 3aLIUTHI;
B) MUHUMU3AIHS PUBHJICTUH;
I') KOMIJIEKCHOCTB;
1) MPOCTOTA
7 Kakue u3 cneayronmx BbICKa3bIBaHUN 0 MOAenu ynpasieHus gocrynom | OIIK-6.Y.3
RBAC cnpaseniussl?
a) ¢ KaXIbIM CyOBEKTOM (ITOJIb30BaTEIEM) MOKET OBITh ACCOIUUPOBAHO
HECKOJIBKO pOJIEH;
0) poJiu yHOpsI0U€HBI B UEPAPXHUIO;
B) C K&XJIbIM 0OBEKTOM JOCTYIIa aCCOLIMUPOBAHO HECKOJIBKO POJIeH
T') AJIs KQXJI0U naphl «CyOBeKT-00bEKT» Ha3HaueH Ha0Op BO3MOXKHBIX
pa3peieHni
8 . Jlucrieryep gocryma... OIIK-6.Y 4

a) ... UCTIOJIb3yeT 0a3y JaHHBIX 3aIIUThI, B KOTOPOU XPAHATCS MpaBUIia
pasrpaHu4YeHns JOCTYIIA;

0) ... UICMIONIB3YET aTPUOYTHBIE CXEMBI JIJIsl IPECTABICHUS MATPUIIBI
JIOCTYTIA;

B) ... BBICTYIIAET MOCPETHUKOM TPHU BCEX OOpAIICHUSIX CYyOBEKTOB K
00BEeKTaM;

r) ... pukcupyer nHGOpPMALIHIO O TOMBITKAX JOCTYNa B CHCTEMHOM




KypHaJe;

9 Kakue npeamnonoxenus BximoyaeT HedopmanbHast Mosenb HapymuTens? | OITK-
a) 0 BOBMOYKHOCTSIX HapyIITUTEIS; 10.3.2
0) 0 KaTeropusx JMIl, K KOTOPbIM MOKET MPUHA ICKATh HAPYIIUTEIb;
B) O IIPUBBIYKAX HAPYIIUTEIS;

I') 0 IPEABIAYIINX aTaKaxX, OCYLIECTBIEHHBIX HApYIIUTEIIEM;

1) 00 ypOBHE 3HAHHWI HAPYIIUTEIIS

10 Uro npencrasiseT co6oil TOKTpuHa HHPOPMAIIMOHHON 0€301MacHOCTH OIIK-
P®? 10.3.3
a) HOPMaTUBHO-TIPABOBOM aKT, yCTAHABIMBAIOIIUNA OTBETCTBEHHOCTD 3a
npaBoHapyuieHus B cepe nHOpMamoOHHON 0€30MacHOCTH;

0) (henepanbHBIN 3aKOH, PETYIUPYIONINI MPAaBOOTHOIIECHUS B 001aCTH
nH(pOpMaMOHHOM 06€301MacHOCTH;

B) IIeJIeBast IPOrpaMMa Pa3BUTHUSL CUCTEMbI HHPOPMAITMOHHON
6e3onacHoctu P®, npencrasnsiomas co0o0il mocie10BaTeIbHOCTD
CTaaui 1 TaIloB;

') COBOKYITHOCTh O(MIIUATBHBIX B3TJISAI0B HA LIEH, 3a/Ja4H, TPHUHIIUIIBI
Y OCHOBHBIC Ha- TMPaBJICHUS o0ecTieueHus: HPOPMAITMOHHON
6e3onacHocTH Poccuiickoit denepanun

11 K kaxomy Buay mMep 3amuThl HHGOPMALIUKA OTHOCUTCS YTBEPKACHHAs OIIK-
nporpamma paboT B 00J1acTH O€3011aCHOCTH? 14.V.1
a) MOJINTHUKA 0€30IIaCHOCTH BEPXHETO YPOBHSI;

0) monuTHKa 6€30MaCHOCTH CPEIHET0 YPOBHS;

B) MOJIUTHKA 0€30IIaCHOCTH HIDKHETO YPOBHS,

I') IPUHIUIT MUHUMU3ALUU TPUBUIIET U

1) 3alIMTa NOJICP>KUBAIOIeH HHPPACTPYKTYPHI.

12 Kakue u3 nepeunciieHHbIX HUXKE YTPO3 OTHOCATCS K KJ1accy OIIK-
IpeHaMepEeHHbIX ? 1.4V.2
a) 3apa’keHHe KOMIIbIOTepa BUpyCaMH;

0) pusnueckoe pa3pylieHne CUCTEMBI B pe3yJIbTaTe MoXkapa;

B) OTKJIFOUEHHUE WUJIM BBIBOJ] U3 CTPOS MOACUCTEM O0ECTIeUeHHUSI
(GYHKIIMOHUPOBAHUS BBI- YUCIUTEILHBIX CUCTEM (DJIEKTPOTTHTAHUS,
OXJIQX/IEHUS U BEHTWISALUH, JTJUHUHN CBSI3H U T.I1.);

I') IPOEKTUPOBAHHUE APXUTEKTYPbI CHCTEMBI, TEXHOJIOTHMH 00pabOTKH
JAHHBIX, pa3paboTKa MPUKJIAJHBIX IPOTrPaMM, C BO3SMOXKHOCTIMH,
MPEACTABIISIONIMMA OMACHOCTH JIJIs1 paO0TOCIIOCOOHOCTH CUCTEMBI U
6e30macHOCTH HH(pOPMaLINY;

1) YTeHUE OCTaTOYHOW MH(POPMAIIMHU U3 OTIEPATHBHOM MaMSTH U C
BHEIIIHUX 3allOMMHAIOLINX YCTPOMUCTB;

€) BCKpbITHE MU(POB KPUIITO3AMUTHI MHPOpMALUU

[lepeueHp TeM KOHTPOJIBHBIX PadOT MO JUCIUIUIMHE O0y4aromMxcs 3a04HOM (popMmbl
o0yueHus, npeacTaBieHbl B Tabaume 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX padOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEACNAIONIME  HPOLEIyphl  OLIEHUBAHHS
WHAMKATOPOB, XapaKTEpU3YIOLUX JTanbl (HOpPMUPOBAHMS KOMIETEHLIMH, COAEp)KaTcs B
JOKAJIBHBIX HOpMaTuBHBIX akTax [YAIIl, pernameHTHpYyHOIIMX NOPSAAOK M IPOLEAYPY
MIPOBEJCHUS TEKYLIEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUHOM aTTecTaly 00yJaromuxcs
I'VAIL




11. Meroaudeckue ykazaHus A1 00y4JaIOMUXCs 0 OCBOCHUIO JUCITUTUTHHBI

11.1. Mertoauueckue yka3zaHus Uil OOYYalOIIMXCS 110 OCBOCHHUIO JIEKIMOHHOT'O
marepuasia

OcHOBHOE Ha3HA4Y€HUE JIEKIIMOHHOTO MaTepuana — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
riyOoOKoe U sICHOE WU3JIOKEeHHe ydeOHoro marepuana. Ha3HaueHune COBpEeMEHHOH JieKLuu B
paMKax IUCIHMIUIMHBI HE B TOM, YTOOBI MOJIYYUTHh BCIO MHPOPMALHUIO MO TEME, a B OCBOCHHUH
(GyHAaMEHTaJbHBIX MpoOJeM JUCHUIUIMHBI, METOJOB HAy4yHOrO IIO3HaHMS, HOBEHUIIMX
JOCTIDKEHUI Hay4HOH MbIciH. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JIOTHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIMs packpblBaeT NOHATUIHBIN anmapar
KOHKPETHOW o0yacTu 3HaHus, €€ MpoOJieMbl, AaeT IEeTbHOE MPEACTaBICHUE O AUCIHILIMHE,
IIOKa3bIBAaeT B3aMMOCBS3b C IPYTUMHU JAUCHUILIMHAMU.

IInaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYaroNIMMHKCS JEKIIMOHHOIO MaTepuaa;

— T[IOJIyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HAaHUH, YPOBEHb
KOTOPBIX OINpeeNsAeTCs 1IeJIeBOM YCTAHOBKOM K KaX/10i1 KOHKPETHOM TeMe;

— TOJy4Y€HHUE OIbITa TBOPUYECKOM pabOThl COBMECTHO C MPEIOIaBATENIEM;

— pasBuTHe TPOPECCHOHATBHO-IENOBBIX  KAauyecTB, JIIOOBM K TIPEAMETYy W
CaMOCTOSITENIbHOTO TBOPYECKOI'O MBIIITIEHHUS.

— MOsIBJIEHUE HEOOXOJMMOro MHTEpeca, He0OXOAUMOTO [l CAaMOCTOSATEIbHOW PaboThI;

— T[OJIyuyeHHE 3HaHUH O COBPEMEHHOM YpPOBHE pa3BUTHS HAYKH U TEXHUKU U O
IPOTHO3€ UX pa3BUTHs Ha OJMIKaMIINe TO/Ibl;

— Hay4dyUTbhCS METOJMYECKH 00padarbiBaTh MaTepuas (BBIACIATH TJIABHBIC MBICITH H
HOJIOKEHUS, NPUXOAUTh K KOHKPETHBIM BBIBOJAM, IOBTOPATh HUX B  PasIMYHbIX
(bopMyIupoBKax);

— TOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TOHATHH.

JIeKIIMOHHBI ~ MaTepua’d MOXKET CONpPOBOXKAATbCA JAEMOHCTpalued chnaiiioB
UCIIOJIb30BaHUEM pa3/laTOYHOrO MaTepuaja Ipd IPOBEIEHUU KOPOTKUX AUCKYycCH 00
0COOEHHOCTSX MPUMEHEHHUS OTJENIbHBIX TEMATHK 10 JUCLUIUIMHE.

CrpyKTypa npeiocTaBieHusl JEKIIHOHHOI0 MaTepuaa:

— H3noxkeHue TEKIMOHHOTO MaTepHaa;

— llpencraBieHne TEOPETUUECKOrO MaTepraia penoJjaBaTesIeM B BUJIE CIIANIOB;
— OcBoeHHE TEOPETUUECKOTO MaTepraa 1o NPakTUYECKUM BOIIpOCaM;

— Cnmcok BOIIPOCOB IO TEME Il CAMOCTOSATENIbHOW PabOThI CTYACHTA

11.2. Metoau4ieckue yka3zaHus JUisi 00yJarOMUXCsl IO YIACTHIO B CEMHHApPaX- V4eOHbIM
NIAHOM He NPedyCMOMPEHO

11.3. MeTtoanueckue yka3aHHs ISl OOYYArOIIUXCS IO MPOXOXKICHHIO MPAKTUYECKUX
3aHATUN

[IpakTueckoe 3aHATHE SBISETCS OAHOM M3 OCHOBHBIX ()OpPM OpraHu3aluMu y4eOHOro
npoliecca, 3aKIIYaroniascs B BBITOJHEHUN 00y4YaloIMMUCS MOJT PYKOBOJCTBOM IpenoaBaTess
KOMIUIEKCa Y4eOHBIX 3aJaHUil C LEJIbI0 YCBOEHUS HAYyYHO-TEOPETUYECKHMX OCHOB YyueOHOM
JUCLUIUIMHBL, TPUOOPETEHHs] YMEHUN 1 HaBBIKOB, OIbITa TBOPUECKON JAEATEIbHOCTH.

[enbro MpakTUYECKOTo 3aHSTUS Ul 00ydaloLerocs siBisieTcs NpUBUTHE 00ydaromuMcs
YMEHMM U HaBBIKOB MPAKTUYECKOM IEATENBHOCTH 110 U3y4aeMOU JUCIUIUINHE.

[Inanupyemble pe3yibTaThl IPU OCBOEHUU 00YYAIOIIMMCS MPAKTUYECKUX 3aHSATHI:

— 3aKperuvieHue, YriayOJieHue, pacIIUpeHHe M JeTalu3alis 3HAaHWA IpH peIleHUH
KOHKPETHBIX 3a/1a4;

— pa3BUTHE TIO3HABATENBHBIX CIIOCOOHOCTEH, CaMOCTOSITEIbHOCTH  MBIIUICHUS,
TBOPUYECKOIN aKTUBHOCTH;

— OBJIQJICHHME HOBBIMM METOJaMH M METOJUKaMU H3Y4YEeHHUsS KOHKPETHOH y4yeOHOI
JUCIUIINHBI,



— BBIpa0OTKa CHOCOOHOCTH JIOTHYECKOTO OCMBICICHHUS TOJTYYEHHBIX 3HAHUM JUIS
BBITTOJTHCHMS 3aTaHMI;

— olecrneueHne palMOHAIBHOIO COYETaHHMS KOJUIEKTMBHOM M MHIMBHIYaIbHOH (GopM
00y4eHusl.

TpeGoBanusl K IPOBEIEHHUIO IPAKTUYSCKUX 3aHITHI

B pamMkax mnpoBefeHUST NMPAKTUYECKHX 3aHATHH MPOBOAMTCS OINPOC MO MPOUICHHOMY
teopeTuueckoMy matepuas. CTyAEHTY CTaBUTCA OIIEHKAa IO pe3ysibTaTaMm OIpoca, KOTopas
YYHUTBIBACTCSI MPU MTPOMEKYTOUHON aTTECTAIUH.

11.4. Metoauyeckue YykKa3aHUs IJIsi OOYYalOIIMXCS IO BBIMOJHEHHIO J1ab0paTOPHBIX
pabor.

B xoxe BeImonHEHUs a0OpaTOPHBIX palbOT OOYyYaAIOIMUKUCS JODKEH YIIIYOUTh |
3aKpENUTh 3HAHUSA, NMPAKTUYECKUE HABBIKH, OBJIAJIETh COBPEMEHHOW METOJIMKONM U TEXHUKOU
JKCIIEPUMEHTa B COOTBETCTBHHM C KBaJU(UKAMOHHON XapaKTepUCTUKON 00ydaromerocs.
BrimonHnenue 1adopaTopHbIX pabOT COCTOUT U3 IKCHEPHUMEHTATBHO-TIPAKTHYECKON, pacdyeTHO-
AHAIUTUYECKON YacTei U KOHTPOJIbHBIX MEPOIIPUSITHIA.

BreimonHenue abopaTopHBIX pabOT OOYHYAIOMUMCS SIBIISETCS HEOTHEMJIEMOW YacThiO
W3YYEHUS JUCIUIUIMHBI, OMpeNesseMoil y4eOHbIM IUIaHOM, M OTHOCUTCSL K CpEICTBaM,
00eCreYnBarOIINM PEIICHNE CIICTYIOIINX OCHOBHBIX 3a7a4 00y4Jaromerocs:

— TnpuoOpeTeHHe HaBBIKOB HCCIEAOBAHUSA MPOIECCOB, SBIEHUHM U OOBEKTOB,
M3Yy4aeMbIX B paMKax JTAHHOW TUCIUILINHBI,

— 3aKpeIuicHHe, Pa3BUTHEC W JETAM3AIMS TEOPETUYCCKUX 3HAHWUW, TOJYyYCHHBIX Ha
TICKITUSX;

— TOJy4YeHHe HOBOM MH(OPMAILIMH 110 U3y4aeMOU TUCIUILINHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATENIbHOW  paboTel ¢ J1a00paTOpHBIM
o0opysoBaHuEM U pubopamu.

3ajanue ¥ TpeOOBaHUS K NPOBEJICHUIO JJaO0PAaTOPHBIX PaboT
JlabopaTopuas padora Ne 1 «Pa3paboTka Mojenu yrpo3 6€301macHOCTH HH(OPMAITUN»
Ilens naGopatopHoit pabGorbl Ne 1: IlocTpoeHue pasnUYHBIX MOAENEH, OTOOpaKAIOUIUX
ApXUTEKTYpy aBTOMATHU3MPOBAHHOW CHCTEMBI W OTPaHUYEHHUH JO0CTyma K WH(OPMAIHH.
[IpoBenenue aHanu3a MecT M BHJOB yTeuku uHpopmauuu. OlneHka yrpos3, ys3BHUMOCTEH U
CTETICHU 3aIIUIIEHHOCTH HH()OPMAIIH.
3ananue K 1abopatopHoii padore Nel
1) BBINONHUTH OLIEHKY aKTYaJIbHOCTH pa3padaThiBaeMoil HH(GOPMAIIMOHHO
2) CHCTEMBEI
3) IlpoBecTH CTPYKTYpHBII CHCTEMHBIH aHaIH3 OU3HEC-TPOIECCOB
4) npenametHo#t ob6mactu. Iloctpouts mguarpammbl IDEF0 (AS-IS), DFD (ASIS), (mpu
HeoOxoaumoctH — IDEF3 (AS-IS).
5) Omucatp pa3paboTaHHbBIC TUATPAMMbI
6) BblaenuTh akTUBBI, MOAJICKANIHE HHOOPMAIIMOHHOH 3aliTe
7) TloctpouTh MOJIENb YTPo3 pa3padaTsiBaeMOil HHPOPMALMOHHOW CHCTEMbI
8) TlocTpouTh MOJICTH HAPYIITUTEIS
9) CdopmupoBath peecTp aKTyaIn3UPOBAHHBIX YIPO3 U KaXK0r0 aKTUBa
10) ChopmupoBaTh BEKTOPHI ySI3BUMOCTEH. OI[CHUTH BO3MOXHBIC PUCKH
11) OueHHTH CTENEHB 3aIUIICHHOCTH HHPOPMAIHN

CrpykTypa u dopma oTyeTa 0 JabopaTOpHOU paboTe

Otuer mo mabopaTopHbIM paboTaMm [OJKHA OTpakaTh HE (aKT CHPOEKTHPOBAHHOMN
CHCTEMBI 3alllUThl, a MPOIECC MPOEKTUPOBAHMS, MOKA3bIBAIOIIUI BCIO pabOTy HaJ MPOEKTOM
HauyMHas OT TMOJYYEHHOTO MWCXOJHOTO Marepuasa ¥ HaOpocka Oymymiel 3aIlinIieHHOH




WH(OPMAIIMOHHOW  CHCTEMbI M  3aKaH4YMBas  pa3pabOTaHHBIM U  MPOTECTUPOBAHHBIM
IPOTPAMMHBIM TIAKETOM, C OOOCHOBAaHMEM BCEX NPUHATHIX B MPOILECCE MPOCKTHPOBAHUS
pemienuii. B comepxkaHuum JOMKHA OBITH OTpPakeHAa CTPYKTypa OTYeTa. BBeieHHE TOIKHO
XapaKTepU30BaTh Ty Cepy YeIOBEUECKOM JACATEIBHOCTH, Il KOTOPOH OYAET MPOSKTUPOBATHCS
cuctema 3amuTsl HHGopMmaruu. [Ipu onucannu auarpamMM JOJDKHBI ObITh W3JI0KEHBI OCHOBHBIE
(YHKIMOHATIBHBIE BO3MOXHOCTH OyIyIIeH CHCTEMBI 3aIlUMThI HMH()OpMAIMH, a TaKKe BHIbI
uH(pOpMAILIMK KOTOpPBIE MPHUAETCS XPAaHUTh U 00padaThIBaTh ISl JOCTHIKEHHUS TOCTaBICHHON
nenmd. B mocnenyrommx  y1abopaTopHBIX  padoTax JAODKHBI  OBITh  HM3JIOKEHBI  3TaIlbl
KOHCTPYHPOBaHUS M (PYHKIMOHUPOBAHUS MPOrPAMMHO-TEXHUYECKHX YCTPOWCTB 3alTUTHI
UHPOPMAIIUU ¥ TEXHUIECKUX OOBEKTOB OT HECAHKIITHOHMPOBAHHOTO JIOCTYTIA
TpeboBanus k 0hopMIICHUIO 0TYETA O JIAOOPATOPHOU paboTe
— Ortuer no 1abopaTopHON pabOTE MPETOCTABISICTCS B IIEYATHOM/HITH 3JICKTPOHHOM BHJIC,
— JIOJKHA COOTBETCTBOBAThH CTPYKTYpeE U (popMe oTHeTa, MPECTABICHHOH BBIIIIE;
— Ortuer no nabopatopHoit pabote  AomkeH uMeTh TUTYIbHBIA juct (TOCT 7.32-2001
u3nanus 2008 roga) ¢ Ha3BaHUEM M MOJANUCHIO CTYJIEHTa(0B), KOTOPHIH(bIE) ee caenan(u)
u opopMuiI(n);
— CryaeHt gomkeH 3amuTuth JIP. OTMeTKa 0 3ammTe J0KHA HAXOJUTHCS HA TUTYJIHLHOM
JIMCTE BMECTE C MOJIMUCHIO MPETIOAaBATES.
Cchutka Ha matepuaisl JIP1 - https://pro.quap.ru/get-task/b25b17¢8140089be72add01c1e078f59

JlabopaTopuas paGora Ne 2 «DopmupoBanue 3amanuil mo OezomacHoctd U SIEM-
HKOCUCTEMBI»

Lenp naGopatopuoii pabdorel Ne 2: Ha ocHoBaHMM (OPMYIUPOBAHHBIX IEJel
0e3omacHOCTH chOPMHUPOBATH MPOPUITH 3AIMUTHI U 3aJIaHUs TI0 0€30IaCHOCTH MH(POPMAITMOHHON
cuctembl u C3U, peanusyromux TpeOyeMblii ypOBEHb 3alllMIICHHOCTH CUCTeMbl. Pa3BepHyTbH
SIEM-3kocucremy

3ananue K 1abopaTopHoii padote Ne2

1) Ha ocHoBanuu CcQOpMYyIMpPOBAaHHBIX Ielicii Oe30macHOCTH CHOpMUPOBATH MPODHUIH
3alUThl ”HGOPMAIIMOHHON (aBTOMATH3MPOBaHHOI) cuctemsl u/umu C3U.

2) B mpodunsx 3amuThl MOCTPOMTH TaONHUIBI, KOTOPbIE B3aWMOCBs3bIBalOT llenn
6e3omacHocTH ¢ yrpo3amu u [TonMb. BzaumocBsizau 000cHOBAThH U OMUCATh.

3) CoopmynupoBarh GyHKIIMOHAIBHBIC TPeOOBaHUS, TpeOOBAHUS JOBEPHs U TPeOOBAaHUS K
cpene

4) PaspaboraTh 3amaHHe 1O O€30MAaCHOCTH. BbIgenuTh MpaBuia 0€30MaCHOCTH,
peaan30BaHHbIE B TEXHUYECKUX IMOJUTHKAaX O€30IacHOCTH, KOTOpbIE MPEICTOUT
peann3oBath B nojacucreMe aHanuza (koppensauuit) SIEM-cuctemsl.

5) PasBepHyTh SIEM-3kocucremy, UCIIONB3Ys MIPOEKT AirSIEM
https://github.com/fisher85/AirSIEM
6) Ucxomaubrit KOJ anpa KOpPpEALUU -

https://github.com/fisher85/AirSIEM/tree/master/AirSIEM
7) Odopmuth oTYET 110 TAOOPATOPHOU padoTe
CrpykTypa B (hopMa O0TUETA O JIabopaTOpHO padoTe
— TIlocranoBka 3amauu;
— BxoxaHbIe ¥ BBIXOIHBIC JaHHBIC,
— Copep:kaHue TAoB BHITIOTHEHHUS;
— O0ocHOBaHME MOJYYCHHOTO pe3yibTara (BBIBON);
— CrnucoK UCTONIBh3yeMOH JINTEepaTyphl
TpeOoBanus XK 0OPMIICHHIO 0TYETA O Ja00PaTOPHOM padboTe
— Oruer 1o nabopaTopHON paboTe MPEIOCTABIAETCS B IEYATHOM/UIIH SIEKTPOHHOM BHUJIE;
— JIOJKHA COOTBETCTBOBATh CTPYKTYpE U (popMe oTUeTa, MpeCTaBICHHOM BHIIIIE;



https://pro.guap.ru/get-task/b25b17c8140089be72add01c1e078f59

— Ortuer no nabopatopHoit pabote  AomkeH uMeTh TUTYIbHBIH yuct (TOCT 7.32-2001
n3nanus 2008 roga) ¢ Ha3BaHWEM M TIOJANHKCHIO CTYIEHTA(0B), KOTOPHIH(BIC) ee caenan(u)

u oopmui(n);

— CrygeHt gomkeH 3auTuth JIP. OTMeTKa 0 3ammre A0KHA HAXOAUTHCA Ha TUTYJILHOM

JIMCTE BMECTE C MOMHUCHIO MPEeroiaBaTess
Ccpuika Ha Matepuainsl JIP2 - https://pro.guap.ru/get-task/29751f9f3e45bela6db3dbad876f9ab5

JlabopaTopHas pa6ora Ne 3 «COop 710roB coObITHI HHDOPMAITMOHHONW 0€30MacHOCTH B
AirSIEM»

Len» naGoparopuoit pabotet Ne 3: pazpaboTaTh cUCTEMY, KOTOpas MO3BOJSET
aHAJTM3UPOBATh PETUCTPUPYEMBIEC B 3aAIIUIIIAEMON HHPPACTPYKTYPE COOBITHS, MOCTYIAIOIINE OT
pa3jMYHbIX  MCTOYHMKOB, U  OOHApy)KMBaTh  aTaKW/CUEHApUU  aTak/moJI03pUTEIbHbIC
JCHCTBUS/OTKIIOHEHUS OT HOPMBI, (OPMHPYS TMpH HEOOXOAWMOCTH COOTBETCTBYIOIINE
MHIUICHTHI 0€30aCHOCTH.

3ananue k mabopatopHoit padore Ne3

1) CdopmupoBaTh TeXHUYECKHE TOTUTUKN 1B
2) Ha ocHoBanuu pa3pabOTaHHBIX IOJUTHK HHGOPMAIMOHHON O0€30MacHOCTH, MpoduiIei
3alUTHl U 33JaHUN 1O 0e30MacHOCTH WH(GOPMAIIMOHHON (aBTOMATU3HPOBAHHOW) CHUCTEMBI
n/wm C3U, pazpaborarts apxurextypy SIEM-cucremsr
3) Peanu3zoBath moacucteMy cOOpa M XpaHEHHsI MOCTYIAIOIIMX COOBITHI O€30MTaCHOCTH;
4) OdopMuUTh OTUET 110 JTAOOPaTOPHOI padoTe.
Crtpykrypa u dhopma oTueTa 0 1abopaTopHOM paboTe
— IlocranoBKa 3a7a4M;
— BxoxHbIe U BBIXOHBIE JaHHEIC,
— Copep)kaHue 3TaroOB BBHITOTHEHUS;
— O0ocHOBaHME MMOJYYEHHOTO pe3yibTara (BbIBON);
— CHHCOK UCTIONBb3YeMOH JINTepaTyphl
TpeboBanus k oopmIICHHIO OTYETa O Ja00paTOPHOU padoTe
— Oruer 1o nabopaTopHO paboTe MPEeIOCTABIAETCS B IEYATHOM/UIIH SIEKTPOHHOM BHU/IE;
— JO0JDKHA COOTBETCTBOBATH CTPYKTYpeE U (hopMe OTUeTa, IPEACTABICHHOH BHIIIIE;
— Ortuer no nmabopatopHoi pabote  AomkeH uMeTh TUTYIbHBIA et (TOCT 7.32-2001
u3nanus 2008 roga) ¢ Ha3BaHUEM M MOJIUCHIO CTYAEHTA(0OB), KOTOPBIH(bIE) ee caenan(u)

u opopmuI(n);

— Crynent gomkeH 3ammtuth JIP. OTMeTKa 0 3amuTe JODKHA HAXOAUTHCS HA TUTYIBHOM

JIFCTE BMECTE C MOJIMHUCHIO TPETOAaBaTes
Ccrutka Ha Matepuansl JIP3 - https://pro.guap.ru/get-task/1586365b0a7f4af9f6¢c2e921c0al206a

JlaGopaTopnasi pabora Ne 4 «Peructpanus nHuaeHToB B AirSIEM»

Lens maGoparopHoit paborsl Ne 4: pazpaboraTh cuCTEMy, KOTOpasi TIO3BOJISET
aHAJTM3UPOBATh PETUCTPUPYEMBIE B 3aIIUIIAEMON MHPPACTPYKTYpE COOBITHS, MOCTYIAIOIINE OT
pa3IUYHBIX ~ UCTOYHMKOB, U  OOHApy)KMBaTh  aTaKW/CLUEHApUU  aTak/IoJI03pUTEIbHBIE
JEMCTBUSA/OTKIIOHEHUSI OT HOPMBbI, (OpMHUpPYs TpH HEOOXOAUMOCTH COOTBETCTBYIOIIME
MHIUACHTHI 0€301aCHOCTH.

3ananue K aboparopHoii pabore Ned
1) PeamuzoBaTh 00pabOTKY M aHAIN3 3aPETUCTPUPOBAHHBIX COOBITHI OE30MaCHOCTH;

2) Paszpaborath mojacucreMy OOHapyXeHHsS aTaKk M HApyLIICHUH IOJUTHK OE30MacHOCTH B
peaibHOM BpeMeHU (OJIM3KOM K pealbHOMY BPEMEHH);
3) Peanu3oBath BhISIBICHUE U Pa300p MHIUACHTOB 0€30MaCHOCTH.
4) OdopMHUTh OTUET 10 JTAOOPATOPHOI padoTe.
CrpykTypa u dopma oTyeTa 0 JabopaTOpHOU paboTe
— IlocranoBka 3amaum;
— BXonHBIC U BBIXOHBIE JaHHEIC,



https://pro.guap.ru/get-task/29751f9f3e45be1a6db3dba4876f9ab5
https://pro.guap.ru/get-task/1586365b0a7f4af9f6c2e921c0a1206a

— Copep:kaHue TAOB BHITIOTHEHUS;
— OO6ocHOBaHHE TIOJYYCHHOTO pe3yibTaTa (BBIBO);
— Crucok UCroab3yeMoH JINTepaTyphl
TpeboBanus k ohopMIEHUIO OTYETA O JJAOOpPaTOPHOU paboTe
— Oruer no 1abopaTopHO PabOTe MPEIOCTABIACTCS B IEYATHOM/WIIH SICKTPOHHOM BHJIE;
— JIOJKHA COOTBETCTBOBAThH CTPYKTYpeE u (popMe 0TUeTa, IPECTABICHHOM BHIIIIC,
— Ortuer no nabopatopHoit pabote  AomkeH uMeTh TUTYIbHBIA juct (TOCT 7.32-2001
u3nanus 2008 roga) ¢ Ha3BaHUEM M TOJANUCHIO CTY/IEHTa(0B), KOTOPHIH(bIE) ee caenan(u)
u opopmMuii(n);
— CryaeHt gomkeH 3amuTtuth JIP. OTMeTKa 0 3amMTe J0KHA HAXOAUTHCS HA TUTYIBHOM

JIMCTE BMECTC C MMOAIMUCHIO IIPEIIOAaBaTEIIA
Ccpuika Ha Matepuainsl JIP4 - https://pro.guap.ru/get-task/2deeada227cabcc77748f9e39303882f

11.5. Meroaudeckue YyKazaHus i OOYYAOIIMXCA IO MPOXOXKICHHIO KypCOBOTO
MIPOEKTUPOBAHHUS/BBIIIOJIHEHUS KYPCOBOU pabOThI- yueOHbIM NIAHOM He NPedyCMOMPEHO.

11.6. Mertoauueckue ykazaHus JUIsl OOYYaAIOIIMXCS MO MPOXO0XKICHUIO CAMOCTOSITEIHHOMN
paboTsl

B Xo/ie BBITIOJIHEHUSI CaMOCTOSITEIbHON PabOThI, 0OYYAIOUIUIICS BBIOJIHICT pabOTy IO
3aJaHUI0 ¥ TIPU METOJMYECKOM PYKOBOJCTBE IperojaBaTelisi, HoO 0e3 ero HermocpeICTBEHHOTO
YUYaCTHS.

s oOydarommxcsi 1Mo 3a09HOM (opMe OOy4eHHs, CaMOCTOSTENbHAs padoTa MOXKET
BKJII0YATh B €051 KOHTPOJIBHYIO padoTy.

B mporiecce BBITTOJIHEHHUS CaMOCTOSITENBHOM paboOThI, y 00yuaromerocss (GopMHUpyeTCs
enecoo0pa3Hoe MIaHUPOBaHUE pabouero BpEMEHH, KOTOPOE MO3BOJISET UM Pa3BUBATh YMEHUS
U HaBBIKM B YCBOCHHUU W CHUCTEMAaTH3aIlMM MPUOOpPETACMBIX 3HAHWH, 00CCIIEYMBAET BBICOKUI
YPOBCHb YCIICBACMOCTH B IICPUO[] O6yT-ICHI/I$[, IIOMOracT IOJYYUTb HABBIKK [IOBBIIICHHA
poEeCCUOHATIBHOTO YPOBHSI.

MeToguyeckuMH ~ MaTepualaMH,  HAMPaBJSIIONIMMH  CAMOCTOSTEIBHYIO  paboTy
00y4aroIUX CSSBISIOTCS:

— y4eOHO-METOAMYECKUI MaTepual Mo AUCLUILIMHE;

— METOAMYECKHE YKa3aHHS IO BBIMOJTHEHUIO KOHTPOJIBHBIX pa0oT (A1 00ydaromuxcs
10 3204HOU (hopMe 0OyUeHUs).

11.7. MeTtoauueckre yKazaHusl [UIsl OOYYAarOIIMXCS TIO MPOXOXKICHHIO TEKYIIETro
KOHTPOJISI YCTIEBaeMOCTH.

Texymuit KOHTPONb YCIEBAaEMOCTH TMpeAycMaTpUBaeT KOHTPOIb KadyecTBa 3HAHUI
00yJaroIUXCsl, OCYIICCTBIIEMOTO B TEYCHHE CEMECTpa C IIEJIbI0 OICHUBAHMS X0Jla OCBOCHUS
IUCIHATIINHEL..

11.8. MeTtoauueckue ykazaHus A OOy4YarOUIUXCS MO MPOXOKACHUIO MPOMEKYTOUHOM
aTTeCTallnun.

[Ipomexyrounas  artectanus  oOydalomuXcst — MpeaycMaTpuBaeT  OILICHHWBaHUE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/IbTaTOB 00y4eHMs MO JucHUIUinHE. OHa BKIIOYAeT B
ce0st:

— »9K3aMeH — ¢opMa OIEHKM 3HAaHWH, TOJYYCHHBIX OOy4aromuMcs B TIpolecce
W3Yy4EeHUs BCEHW MUCITUIUIMHBI UM €€ YacTH, HAaBBIKOB CaMOCTOSITEIFHOW padOThI, CIIOCOOHOCTH
NPUMEHATh MX JJis pEUIeHUs] MPAKTHUECKUX 3ajad. JK3aMEH, Kak MpaBWIIO, MPOBOJUTCS B
MeproJ; SK3aMEHAIMOHHOM CECCHM M 3aBEPIIACTCS aTTECTAIMOHHON OLEHKON «OTIUYHOY,
«XOPOLIOY, KYJOBIETBOPUTEIBLHO», «HEYIOBIECTBOPUTEIHHOY.

— 3a4eT — 3To (opMa OLIEHKH 3HAHUH, MOJYyYEHHBIX OOYUYaAIOLUIUMCS B XOJI€ U3YUCHHUS
y4eOHOW TUCUUIUIMHBI B LIEJIOM WM IPOMEXYyTOUHas (110 OKOHYaHHWU CEMECTpa) OlleHKa 3HaHUMN


https://pro.guap.ru/get-task/2deea4a227cabcc77748f9e39303882f

00y4aromuMcsl IO OTJAEIbHBIM pasesiaM AMCLUUIUIMHBI ¢ aTTECTAI[MOHHON OLIEHKOM «3a4TeHO»
WIH «HE 3aU4TEHOY.

— 1uddepeHIpPOBaHHBIM 3a4eT — 93T0 (opMa OLEHKM 3HAaHUH, IOJy4YEeHHBIX
0o0y4armuMcsl IpU U3YYeHUU AUCUUILINHBI, PU BBIMOJIHEHUH KYPCOBBIX IMPOEKTOB, KYPCOBBIX
paboT, HAy4YHO-UCCIIEAOBATENILCKUX PabOT U MPOXOXKACHNUU MPAKTUK C ATTECTAMOHHON OLIEHKOM
«OTJIMYHOY, «XOPOILIO», «yIOBIETBOPUTEIHHOY, KHEYI0BICTBOPUTEIHLHO.

Cucrema OIEHOK IPH IPOBEIECHUU MPOMEKYTOYHOW AaTTeCTAllMd OCYLIECTBIAETCS B
cooTBeTcTBUU ¢ TpeboBanusiMu [lonoxenuit «O TekyieM KOHTPOJE YCIEBAEMOCTH U
MIPOMEXKYTOUHOM artectanuu cryaeHToB ['YAII, oOywaromuxcs Mo mporpamMmam BBICIIETO
oOpazoBanusi» U «O MOAYIbHO-PEUTUHIOBOM CHCTEME OIICHKM KadecTBa ydeOHOW paboTh

crynentoB B 'Y AIy.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

Jlara BHeceHUs
W3MEHEHHH U
JIOTIOIHCHUIA.

IMoamuce
BHECIIIETO
H3MEHEHUS

ConeprkaHre U3MEHEHHUIN U TOTIOJTHEHHI

Jara u Ne

MPOTOKOJIA
3aceTaHus
Kadenper

IToamuce
3aB.
kadenpoit




