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AHHOTaUs

JucuumnnuHa «AHanMM3  3alIMIIEHHOCTH  KOMIBIOTEPHBIX  CHUCTEM»  BXOAUT B
00pa3oBaTeNbHYI0 MPOrpPaMMy BBICHIETO OOpa30BaHHSI — MPOTPAMMy MArUCTPATyphl TIO
HampaBjeHuto noarotoBku/ cneruanbHocTH 10.04.01 «MHopmanmonHas 6€30mMacHOCTHY
HanpaBlieHHOCTH «VHTEIIeKTyalbHbIe CpefcTBa obecredeHusi Oe30MacHOCTH OOBEKTOBY.
Hucnurmuna peanusyercs kadeapoit «Ne33».

JlucuurinHa HareleHa Ha (GOPMHUPOBAHKE Y BBITYCKHUKA CIICTYIOIINX KOMITCTESHITUH:

I[IK-1 «CnocobeH npoBOIUTH HCCISAOBAaHUS 110 OIICHKE YPOBHS O€30MacHOCTH
KOMITBIOTEPHBIX CUCTEM U CETEHI»

[IK-5 «Cnocoben pa3pabaThiBaTh TpeOOBaHMS MO 3alIUTe U (OPMHUPOBATH MOJUTUKU
0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM H CETEI»

[IpenogaBanue NUCUUIUIMHBI MIPEAyCMATPUBACT CieAyIoIre (GOpMbl OpraHu3alud y4eOHOro
mporecca:  JISKIUH, JlabopaTopHbIe  palOTHI, CaMOCTOSITENbHAasE paboTa  CTY/EHTa,
KOHCYJIbTAIIUH.

[Iporpammoit AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BUIbI KOHTPOJS: TEKYIIUI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUHAs aTTecTanus B (hopMe IK3aMeHa.

OO0mast TpyA0eMKOCTh OCBOSHUS JMCIMILIUHBI COCTaBIsET 3 3adeTHBIX eawHmibl, 108
YacoB.

SA3bIK 00yUYeHUs 10 AUCIHUILUINHE «PYCCKUH »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI
Lenpro mpenojaBaHusi TUCHUILIUHBI «AHAIM3 3alIUIICHHOCTH KOMIIBIOTEPHBIX CHCTEM)
SIBJISICTCS] U3YYCHHE TEPMHUHOJIOTUH, TIOHATUHHOTO arapaTa U oOIIrX MOIX0I0B K 00ECIIEYCHHUIO
UH(OPMAIIMOHHON 0E€30MaCHOCTA aBTOMATH3UPOBAHHBIX CUCTEM U aHAIIM3Y UX 3alIUIIEHHOCTH.

1.2. JlucumruiiHa BXOIUT B  COCTaB  4YacTH, (OPMHPYEMOH  yYaCTHUKAMH
00pa30BaTebHBIX OTHOIIEHUH, 00pa30BaTEIbHON MpOrpaMMbl BHICILIETO0 00pa3oBaHus (nanee —
OII BO).

1.3. TlepeueHb IUTAHUPYEMBIX PE3YJILTATOB OOYUEHUS O JUCHIUTUIINHE, COOTHECEHHBIX C
IJIaHUpyeMbIMU pe3ysibTataMu ocBoeHus: OI1 BO.

B pesynbrare w3yueHUs AMCHUILIUHBI OOYUYAIONIUICS JOJDKEH 007alaTh CIEIYIOIIMMHU
KOMITETCHIIMAMU WIIM WX 4acTsAMU. KOMIIETeHIIMM ¥ WHIMKATOPBI UX JTOCTHKEHUS TTPUBEIACHBI B
tabmnure 1.

Ta6ymma 1 — [lepeyeHb KOMITETCHIIMA W MHAUKATOPOB UX JTOCTHIKCHUS

Kareropus (rpymnma) Konu Kon u HauMeHoBaHue WHIUKATOPA JOCTUXKEHUS
HaNMEHOBaHUE
KOMIIETEHIINU KOMIIETEHIIU
KOMIIETEHIIHU
T1K-1.3.1 3HaeT ysI3BUMOCTHA KOMITBIOTEPHBIX
[1K-1 Criocoben N y p
CHUCTEM U ceTelt
MIPOBOJIUTH

[IK-1.Y.1 ymeeT aHanu3upoBaTh KOMIIbIOTEPHYIO
UCCIIEIOBaHMSI 10
[TpodeccronanbHbIe OIICHKE YDOBHS CHCTEMY C LIEJIbIO OIPEIeNICHHs] YPOBHSI
KOMIIETEHIIUU P 3alUIIEHHOCTH U JJOBEpUS

0e30IacHOCTH N
[TIK-1.B.1 Bnageer o1eHKON PUCKOB, CBA3aHHBIX C
KOMITBIOTEPHBIX
. OCYIIECTBJICHUEM yTPpo3 OE30MaCHOCTH B
CHUCTEM U CETeH
OTHOIIIEHUH KOMITBIOTEPHBIX CUCTEM
I1K-5 Criocoben
a3pabaTbIBaTh
pasp T1K-5.3.1 3HaeT BUIBI HOJIUTUK OE30IIACHOCTH
TpeOOBaHUs 1O .
sammTe 1 KOMITHIOTEPHBIX CUCTEM U CETEH
[Tpodeccuonanbhble [IK-5.Y.1 ymeer hopMynupoBaTh 3a1aHUSI 11O
dbopMupoBaTh

KOMIICTCHIIN U 0e30IMacHOCTH KOMIIBIOTCPHBIX CUCTEM

MOJIUTUKU . .
[TIK-5.B.1 Bnageet pa3paboTkoit mpoduieit
0€30macHOCTH .
3aIUTHI U 33J]aHKH 110 6e30MacHOCTH
KOMITBIOTEPHBIX

CHUCTEM U CETEU

2. Mecro nucturuiiHbEL B cTpykType OI1

JucuumirHa MokeT 0a3upoBaThCsl Ha 3HAHUAX, paHee NPUOOPETEHHBIX OOYUYaIOIIMMUCS
JucnunimHa MoxeT 0a3upoBaThbCs Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00YyUYalOIIUMUCS MPU
W3Y4YEHUH CIENYIOIMMNX JUCLIUILINH:

— «Teopernyeckne OCHOBbI KOMITBIOTEPHOM O€30MacHOCTH,

— « Teopwust cuCTEM U CHUCTEMHBIN aHAJIU3».
3HaHUs, TOJy4YEHHbIE MpPU M3YyYEHUH MaTepuaga JaHHOW JMCUMIUIMHBL, HMMEIOT Kak
CaMOCTOSITEJIbHOE 3HA4YEHHME, TaK M MOTYT MCIIOJIb30BaTbCS IIPU HANMCAaHUM BBITYCKHOM
KBaJIM(UKAIIMOHHOW pabOThl MarucTpa.

3. OO0BEM | TPYJTOEMKOCTh JUCIUILTAHBI
JHlanapie 00 00meM oO0beMe MUCIUILIMHBI, TPYJOEMKOCTH OTAENBHBIX BHUJIOB yueOHOU
paboTHI TTO TUCIUTUTHHE (M pactpeie]ICHHe STOW TPYJO0EMKOCTH TI0 ceMecTpaMm) MPeICTaBICHBI B
Taodmmie 2.

Ta6mmma 2 — O0beM U TPYJ0EMKOCTh JUCITUTITUHBI

TpynoemMkocTs 1o

Bun yueGHO# paboTh Bcero
ceMecTpam




Ne3
1 2 3
Oowan mpyooemKocma OuUCUUNIUHDL, 3/ 108 3/ 108
3E/ (4ac)
H3 Hux uacoe npakmuueckoi no020moeKu 34 34
AyoumopHhuie 3anamus, BCETO 4ac. 51 51
B TOM YHCJIE:
nexuun (JI), (gac) 17 17
npaktuyeckue/cemunapckue 3aastus  (113),
(gac)
naboparopusie padbotsl (JIP), (dac) 17 17
KypcoBoii mpoekT (padota) (KII, KP), (uac) 17 17
9K3aMeH, (4Jac) 36 36
CamocmosamenvHas paboma, Bcero (dac) 21 21
Buo npomesrcymounoin ammecmayuu: 3ayer,
madd. 3ager, sk3amer (3auer, Judd. 3auq, OK3. JK3.
DK3.*%*)

Ex3

IIpumedanue: xaHaMAATCKHI SK3aMeH

4. ConepxaHue JUCITUTUTHHBI
4.1. Pacnpeznenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUAaM 3aHATHMN.
Pa3nensbl, TeMbl AUCHUIIIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuna 3 — Paznesnbl, TeMbl TUCIMILINHBI, UX TPYAOEMKOCTh

Pa3zesnbl, TeMbl TUCIUTLITHHBI Jlexunn | 113 (C3)| - JIP KT CPC
’ (dac) (dac) (uac) (dac) (gac)
Cemectp 3
Paszen 1.YnpasieHue puckamu. 5 4 10
Paznen 2. Metoauku nocTpoeHust 4 4 8
CHCTeM3aIIUThIMH(OPMAIIHH.
Paznen 3. MeTOAMKY 1 POTPaMMHBIETIPOTYKTHI ISt 4 4 10
OLICHKH PUCKOB.
Paznen 4. PaspaboTka pexoMeHaanuii 4 5 10
HNOCHWKEHHIOPHCKOB HApYIIIEHHsI 0€30MaCHOCTH
3aIUIIEHHON
WHPOPMAITMOHHON CHCTEMBI.
BeimnosiHeHHE KypcoBOii paboThI 17
Htoro B cemectpe: 17 17 17 21
Hroro 17 0 17 17 21

[IpakTnueckass MOATOTOBKA 3aKJIIOYaeTcs B  HEMOCPEJICTBEHHOM  BBIIIOJHEHUU
Oo0y4arolMMHUCST ~ OMNpENEeNEeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;ymei
pohecCuOHATIBHON e TENbHOCTHIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanue pa3iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B TaOIHIE 4.

Ta6mmma 4 — ConepxaHue pa3aesioB U TeM JIEKIIMOHHOTO UK

Howmep paznena HasBanue u cogepxkaHue pa3ziesioB U TEM JICKIIMOHHBIX 3aHATHI

1 Tema 1.1. Mozenb 6€30MacHOCTH € TIOJTHBIM MEPEKPHITHEM.
Tema 1.2. Cranaaptsl B 061acT HHPOPMALIMOHHOM 6€301acHOCTH,
ucroJib3ytone KoHuenuuio ynpasnenue puckamu ISO/IEC 15408.




Tewma 1.3. Kputepuu omieHKH 6€30maCHOCTH HH(POPMAITMOHHBIX
TE€XHOJIOTH.

Tema 1.4. Cranmapte ISO/IEC 17799/27002 u 27001

2 Tema 2.1. Mozenbs MHOTOYpOBHEBOI 3alLIUTHI.

uHpOpMaLUu.

Tema 2.2. AHanmu3 CcymecTBYIONIMX MOAX0/I0B MOCTPOCHUSICHCTEM 3alTUTHI

Tema 2.3. Texuudyeckue MEpONPHITHS MO CHUKCHHUIO YPOBHS PHCKa

3 Tema 3.1. Metonuka CRAMM.Tewma 3.2.
Meromnka FRAP. Tema 3.3. Meroauka
OCTAVE.

Tema 3.4. Meroauka RiskWatch.

4 Tewma 4.1. Unentudukanus u ayrentudukanus. Tema 4.2.
[Tporoxon Kerberos.

[TpoTokou IPSec.

Tema 4.3. Un¢pactpykTypa OTKpBITHIX Kiarouei. LludpossiecepTuduKaTs.
Tewma 4.4. IIpoTokoun 3amuThl 31eKTpoHHOU TouThl S/MIME.Tema 4.5.

4.3. IlpakTtuueckue (CEMHUHAPCKHUE) 3aHATHS
Tembl IpakTHUECKUX 3aHATHH U UX TPYJOEMKOCTh IIPUBEICHBI B TAOJIHIIC 5.

Ta6n1z1ua 5-— HpaKTI/IquKI/IC 3aHATUS U UX TPYJOCMKOCTb

N3 Hux No
No | Tewmsl npaktuyeckux | @opmel npaktTudeckux | TpyaoeMKOCTb, |MPaKTHYECKOM |paznena
/11 3aHSTUN 3aHATUN (gac) MMOATOTOBKH, | JTUCITHIT
(gac) JIHBI
Y4eOHBIM MJIaHOM HE MPEAYyCMOTPEHO
|
Bcero
4.4. JlabopaTtopHble 3aHATUS
Tewmbl 1abopaTOPHBIX 3aHATUH U UX TPYIOEMKOCTh MPUBEICHBI B TabmuIle 6.
Tabmuna 6 — JlabopatopHble 3aHATHS U UX TPYJOEMKOCTh
N3 HUX Ne
Ne HauMeHOBaHEE TaGOATOPHEIX PaBoT TpynoemMKOCTh, | MPAaKTHYECKON | pa3zaerna
/1 (gac) IMOATOTOBKH, | DUCIIHAI
(gac) JIMHBI
Cemectp 3
1 | MeToauKu MOCTPOCHHS CHCTEM 3aIlIUThI 2 2 1
undopmanuuLifecycle Security
2 | Meroauka ynpaBieHHs PUCKAMH, 2 2 2
npenaraemasMicrosoft
3 | Kpurepuu orenku 2 2 1
6e3omacHOCTH
MH(OPMAITMOHHBIXTEXHOJIOTHIA.
4 | Uccrnenosanue metogukn CRAMM 2 2 2,3
MOCTPOCHUSICHCTEM3AIIUThI HHpOpMaIuu
5 | UccnenoBanue meronuku OCTAVE 2 2 2,3
MOCTPOCHUSICHCTEM3AIIUThI HHpOpMaIuu
6 | Uccrnenoranue metoauku RiskWatch moctpoenus 2 2 2,3
CHCTEM3AIIUThI HHGOPMAITUH
7 | PaspaboTka MOJEIM MHOTOYPOBHEBOM 3alIMTHI 2 2 2
8 | Pa3pabotka pexomeHaanuii 0 CHUKEHUIO 2 2 2




PUCKOBHAPYIIICHUS0E30MIACHOCTH 3aIUIICHHON
MH(GOPMAITMOHHON CUCTEMBI

9 | UndpactpykTypa OTKpHITHIX Kitouel. L{uppossie 1 1 4
CEePTU(HUKATEIL.

Bcero 17

4.5. KypcoBoe NMpoeKTHUpOBaHHE/ BHIITOTHEHUE KYPCOBOW PabOThI

Lenb KypcoBoii paboThI:

YacoB MpakTHYECKON TOATOTOBKH:

[TpumepHbIe TEMBI 331aHUI Ha KypCOBYIO paboTy npuBeneHsl B pazaene 10 PITI.

4.6. CamocrodarenbHas paboTa 00yJaroUInxcs
Bunel camoctositennbHOM paboThI M €€ TPYAOSMKOCTh ITPUBEICHBI B TAOIHUIIE 7.

Tabmmua 7 — Bugsl caMocTosTeNnbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 3,
Bua camocrositensHOM paboTh
qac qac
1 2 3
W3yueHne TeOpeTHIecKoro Marepuasia 8 8
nucuuraHbl (TO)
KypcoBoe npoextuposanue (KI1, KP)
Pacuerno-rpadguueckue 3ananus (PI'3)
Brimonaenue pedepara (P)
[ToaroroBka K TEKyIeMy KOHTPOJIIO 4 4
ycneBaemoctu (TKVY)
Jomamaee 3ananue (J13) 9 9
KonTponbusie pabotsl 3a0uHnKkoB (KP3)
IToaroroBka K mMpoMeXyTOYHOU
atrecrauuu (ITA)
Bcero: 21 21

5. [lepedyenn yueOHO-METOIUYECKOTO 0OECTICUCHUS
JUIS CAMOCTOSITENIbHON paboThl 00yUaromuXxcs Mo JUCUUIUIHHE (MOJTYJIIO)
Y4eOHO-MeTOAMYECKHE MaTepHasbl Il CaMOCTOSITENIbHOM padOThl 00yYaromMXCsl yKa3aHbl B
. 7-11.

6. IlepeueHb MEYaTHBIX U ANEKTPOHHBIX YUEOHBIX U3TaHUN
[lepedyeHb neUaTHBIX U DJEKTPOHHBIX YYeOHBIX M3/IaHUH MPUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeueHp Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX M3AaHUMN

Kommuectso
9K3EMIUTSIPOB B
Ugll_nilrl))/ec bubnuorpaduueckas ccpiika 6“?5;23:1(6
AIIEKTPOHHBIX
9K3EMIUISIPOB)
004 Bypakos, M. B. ba3wl maanasix u s3e1ik SQL [Tekcr]: 50
b 91 yuebHoe nocooue / M. B. bypaxkos, P. P. JlaTsinosa;
C.-ITerepd. roc. VH-T a’POKOCM.
puOOPOCTPOECHHUS. -
CII6.: M3n-so 'YAIL 2014. - 120 c.




004.4 Maxnadnun, b. PHP n1 MySQL.McuepnbiBaro-iee 30
M 15 pykoBozcTBO [TekcT]

= PHP & MySQL. The missing manual

| b. Maknaduun. - 2-¢ usn. - CII6..IIMTEP, 2014.

- 544 c.
004 Momak H. H. Opranuzanus 40
M 87 beszonacHoro  gocryma kK = MH(pOpPMaMOHHBIM

pecypcam [Tekct]: yuebHoe mocobme / H. H.
Momak, T. M. TarapuukoBa. - CII6.: U3n- Bo

TVATI,

2014.-121 c.
004 Kosanenko, B. B. [Ipoexktuporanue | 10
K 56 nHpopmannoHHbIX  cucteM [Tekcr]: ydeOHOE

nocobue / B. B. KoBaneHnko. -
M.: DOPYM: UHDOPA-M, 2015. - 320 c.

004.4 Komucanuenko, 1. H. PHP u MySQL. Paspabotka | 5
K 60 BeO-ipunokennii [Texcr] / 1. H. Konucauuenko.

-5-e u3a. - CIIG. :

BXB - IletepOypr, 2015. - 592 c.
004 KoBanenko, B. B. IlpoektupoBanue wunpopma- | 10
K 56 IIMOHHBIX CcUCTeM: ydeOHoe mocobue / B. B.

KoBaneuko. - M.:
DOOPYM: UHD®PA-M, 2015. -320 c.

http://znanium.com/ | be3omacHocTs M yIpaBieHHE JOCTYIIOM B
catalog.php?bookin HH(GOPMALIMOHHBIX CHCTeMaX: YdeOHoe mocooue /
fo=405313 A.B. Bacuibko, 1.A. BacuibkoB. - M.: ®opym:
HHILJ

NH®PA-M, 2013. - 368 c.

7. TlepedeHb 3IEKTPOHHBIX 00Pa30BaTEIBLHBIX PECYPCOB
WH(OPMAITMOHHO-TEIICKOMMYHHKAITMOHHOH ceTn « THTepHeT»
[Tepeuens AIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB uH(pOPMaIIMOHHO-
TEJICKOMMYHUKAIIMOHHONW ceTn «MHTepHeT», HEOOXOIMMBIX JJII OCBOCHHS JTUCITUILIAHBI
npuBeseH B Tabmuie 9.

Tabmma 9 — IlepedyeHb SIEKTPOHHBIX OOpA30BATEIBHBIX PECYPCOB HH(POPMALMOHHO-
TEJIEKOMMYHUKAaMOHHOM ceTH «HTepHeT»
URL anpec HaumeHnoBanue

http://e.lanbook.com/view/book/1121/ | Besomacuocts Oracle rmazamu ayauTtopa: HanajaeHue U
3ammuTta/A.M. [TonsikoB JIMK Ilpecc, 2010, 336 c.

http://e.lanbook.com/view/book/1122/ | 3amura kommbioTepHoit uHGopmanyn/B.®. Ilanbrus.

JMK Tlpecc, 2010. 544 c.

http://www.znanium.com/bookread.ph | KommiekcHas cuctema 3ammthl HHGOpPMAIUU Ha
p?book=175658 npeanpusaTn: yueobnoe nocooue/H.B. I'pumumna. -
M.:

dopym, 2009, 240 c.

http://e.lanbook.com/view/book/1919/ | O6ecreueHre 6€30MaCHOCTH OpraHU3aIUui 1
[IPOM3BOICTBEHHBIX 00hEKTOB: [IpakTHUecKoe
ocoOHe I pyKOBOUTENEH U paOOTHUKOB
MPEATPUITHI U

opranuzammii/I[Terpos C.B. DHAC, 2007, 224 c.

8. Ilepedenr MHPOPMAITMOHHBIX TEXHOJIOTUI



http://znanium.com/%0bcatalog.php?bookin%0bfo=405313
http://znanium.com/%0bcatalog.php?bookin%0bfo=405313
http://znanium.com/%0bcatalog.php?bookin%0bfo=405313
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8.1. [lepeyeHb TPOrpaMMHOTO O0OECHEUEHUS, HCIOIB3YEeMOT0 IPH OCYIIECTBICHUU
00pa30BaTeNLHOrO MpoIecca MO AUCLUIIUHE.
[lepedeHp UCIONB3yeMOr0 MPOrPaMMHOT0 obecrieueHus npejacrasieH B Taduuie 10.

Ta6ymma 10— [Tepeyersr mporpaMmMHOTO oOecrieueHus

Ne i/t HaumenoBanue

1 Omnepanmonnas cucrema MS Windows

2 ITaker MS Office

3 VMware ESXi

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpoIiecca Mo AUCIUITITHHE

[lepeyeHp HCMONB3YeMBbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM IMPEJCTAaBICH B
Tabymue 11.

Tabmuna 11— Ilepedyens HHPOPMALIMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HanmenoBanue

He npenycmotpeno

9. MarepuaiabHO-TeXHHUYECKast 0a3a
CoctaB MaTepHaTbHO-TEXHHYECKOH 0a3bl, HEOOXOAUMOW ISl  OCYIICCTBIICHUS
00pa3oBaTeNLHOTO MpoIiecca M0 AUCIUILTUHE, TPeCTaBieH B Tabuiel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHHUYECKON 0a3bl

Ne HanmenoBanue coctaBHOM 4acTu Howmep aynuropun
/T MaTepuaIbHO-TEXHUYECKON Oa3bl (Ipu HEOOXOTUMOCTH )

1 JlexuuMOHHAS AyAUTOPUS

KommnsrorepHslii kinace

10. Onenounble cpeacTBa AJs MPOBEIEHHS TPOMEXYTOUHOM aTTecTallu
10.1. CocTaB OIICHOYHBIX CPEICTBAJS TPOBEACHUS TPOMEKYTOYHOH aTTeCTAI[UH
oOyyaromuxcst o JUCUUIUIMHE IpuBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEACTB ISl IPOBEICHHS POMEKYTOYHOH aTTeCTAIIuN

Buj npoMexxyTo4HOM aTTecTanuu IlepedyeHb O1IEHOYHBIX CPEJICTB
OK3aMeH Cnucok BONPOCOB K 3K3aMEHY.
Brimonaenne KypcoBoii paboTh DKcrnepTHas OlleHKa Ha OCHOBE TpeOOBaHUM
KCOJIEP>KaHUI0 KYpCOBOM pabOTHI 11O
JOUCIAIIINHE.

10.2. B kadyecTBe KpUTEpUEB OICHKH YpOBHSA C(HOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMHCs MPUMEHseTCsl S-0ajulbHas MIKajla OLIEHKH C(HOPMUPOBAHHOCTH
KOMIIETeHIINH, KOTopas npuBeaeHa B Tabnuie 14. B Teyenune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKama ~ MOXYJBHO-PEUTHMHTOBOM  CHUCTEMbl ~ YHUBEpPCUTETa,  IpaBHIIa
HCIIOJIb30BaHUsI KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurtepuu onieHKH ypoBHS c(hOPMHUPOBAHHOCTH KOMITETEHIIUI

Or1eHKa KOMITETEHITUH

XapaxrepucTuka chpopMUPOBAHHBIX KOMITETEHIMI

5-0aiupHas mKana




Or11eHKa KOMITETEHITUHN

5-0aiubHas mKana

XapaxrepucTrka chopMUPOBAHHBIX KOMIIETEHIUI

— o0yyvaromuiics TJIyOOKO ¥ BCECTOPOHHE YCBOMJ IPOTPaMMHBIN
MaTepHa;

— YBEPEHHO, JIOTHYHO, TI0CIIEJOBATEILHO M TPAMOTHO €r0 U3JIaraer;

— OIrpasACh Ha 3HAHUA OCHOBHOH n HOHOHHHTGHBHOﬁ JINTCPATYypBhbI,

OTIIMYHON o
GatTeHOY TECHO TPUBS3LIBACT YCBOCHHBIC HAYYHBIC MMOJIOKCHHSI C MPAKTUICCKON
JIESITCIIBHOCTBIO HAIPABJICHHS;
— yMeJI0 000CHOBBIBAET U apI'YMEHTUPYET BBIIBUTACMBIC UM HJICH;
— JIeJIaeT BBIBOJIBI U 000OIEHMS;
— cBOOOJIHO BJIAJICET CHCTEMOM CIIeUaTN3UPOBAHHBIX TOHSTHH.
— o0yJaromuiics TBEPI0 YCBOWII MPOTPAMMHBIN MaTepua, rPaMOTHO H
[0 CYIIECTBY H3JIaraeT €ro, ONupasch Ha 3HAHUS OCHOBHOMU
JUTEPATYPBI;
ODOLLION — HE JIOMYCKAeT CYNIECTBEHHBIX HETOYHOCTEH;
P — YBSI3BIBACT YCBOCHHBIE 3HAaHUS C MPAKTHYECKON JESITEITBbHOCTHIO
«3auTEHOY .
HaIPaBJICHUS;
— apryMEHTUPYET HAy4YHbIC TOJIOKCHUS;
— JIeJIaeT BBIBOJIBI M 0000IIEHMS;
— BJIQJICET CHCTEMOM CIeNMaIN3UPOBAHHBIX TOHITHH.
— 00y4YaroNuiicss YCBOMJI TOJIBKO OCHOBHOHM MPOrpaMMHBIN MaTepuall,
[0 CYIIECTBY H3JIaraeT €ro, OMUPAasCh HA 3HAHHUS TOJIBKO OCHOBHOMU
JTUTEPATYPHI;
— JIOMyCKaeT HECYNIECTBEHHBIC OMMMOKH M HETOYHOCTH;
«Yy/IOBJIETBOPUTEITHLHOY .
— WCIIBITBIBACT 3aTPYJHCHHSI B IMPAKTHUYECCKOM NPUMEHCHUU 3HAHUH
«3AUTEHOY
HaIPaBJICHUS;
— cJ1ab0 apryMEHTHPYET HAayJHBIC MTOJIOKCHHUS,
— 3aTpyAHseTcs B (OPMYyITUPOBAHUN BBIBOJIOB M 000OIICHUI;
— YaCTUYHO BJIQJICET CUCTEMOM CICIMATU3UPOBAHHBIX TOHSITHIA.
— O0ydJaromuiicss HE YCBOWJI 3HAYUTEIBHOM 4YacTH MPOrPaMMHOTO
MaTepuana,
— JIONyCKaeT  CYIICCTBCHHBIC  OIMMOKA W  HETOYHOCTH  IPH
«HEYNIOBJICTBOPUTEIILHO) ’
paccMOTpEeHHH MPOoOJIeM B KOHKPETHOM HalpaBlIeHUY;
«HE 3a4TCHOY

— MCIIBITHIBAET TPYIHOCTH B MPAKTUYECKOM PUMEHEHNHN 3HAHUM;
— HE MOXET apryMEHTHPOBATh HAYYHbIE MTOJIOKCHHS,
— He QOpMYJIHMPYET BHIBOJAOB U 000OLICHHIA.

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MAaTEPUAIIbI.
Bormpocs! (3agaun) nms sKk3ameHa mpeicTaBlieHbl B Tadnmie 15.

Tabmuma 15 — Borpocs! (3agaun) 115 9K3aMeHa

Ne i/t

Kon

[Tepeuens BompocoB (3a7a4) A7 IK3aMeHa
WHANKATOpa

1 Mopaens 6€30ITaCHOCTH C TTOJTHBIM T1K-1.3.1

nepekpbITieM. Moienb HapyIIuTes.
Orenka nHGOPMAITMOHHBIX PUCKOB.
O06paboTka HHPOPMALMOHHBIX
PHUCKOB. YTIPaBJIECHUE PUCKAMHU.
TaOnauuHbIE METO/IBI OLIEHKHU PUCKOB.
ApxuTexTypa HH(pOpMaIMOHHON
CHUCTEMBI

2 CoBpemeHHbIE CTaHapThI B oOnacTu [IK-1.V.1

UHPOPMAIIMOHHOM 0€30MaCHOCTH, UCTIONB3YIOIIHE
KoHIenmuio ynpasienuepuckamu ISO/IEC 15408.
OrieHOYHBIC CTAaHAAPTHI

Ub.IlennocTh pecypcoB




ncC.

Kpurepun orieHku 6€30macHOCTH HHPOPMALIMOHHBIX
cuctem.Cranaaptsl ynpasienuss Ub

Moens MHOTOYpPOBHEBOM 3aIIHUTHI.

AHaln3 CyIIECTBYIOUIUX MMOX0/I0B TOCTPOCHUS CUCTEM
3a1uThl ”HGOPMAIUH.

3 TexHUYeCKUEe MEPOTIPUATHUS IO CHUKCHHUIO YPOBHS PHUCKA.
CpaBHHTEIIbHBIE XapaKTEPUCTUKHU METOJIOB aHAIN3a
puckoB.Meroguka CRAMM. HenocraTku.

Metonnka CRAMM. Craguu

UCCIIETOBaHUS

[IK-1.B.1

4 Mertonuka FRAP. Dransl onenku puckoB. Meroguka FRAP.
[TocTpoenue marpuiisl puckoB.Metonuka OCTAVE. ®a3bl
aHaJIM3a PUCKOB.

ITIK-5.3.1

5 Meroauka OCTAVE. Iloctpoenue npoduiis
yrpo3sl.Metoauka RiskWatch. Kpurepuu onenku.
Meroauka RiskWatch. Xapakrepucruka
MPOrPaMMHOTOTIPOAYKTa. D(H(DHEKT OT BHEAPECHUSI.
Wnentudukarms u ayrearudukanus. [Iporokon Kerberos.

ITIK-5.V.1

6 NudpactpykTypa OTKPBHITHIX KIFOUEH.
[HudpossiecepTuhUKATHI.

3amura 3J1eKTPOHHOU

nouTtsl.IIporokon S/MIME.

ITpotokon IPSec.

OpraHu3anroHHBIE MEPOTIPUATHS 0 3aLTUTE HHPOPMAITUH B
nC

[IK-5.B.1

Bormpocsr (3amaun) nis 3avera / qudd. 3auera npeacTaBieHsl B Tadauie 16.

Tabmuna 16 — Bonpocs! (3agaun) mis 3adera / qudd. 3adera

Ne i/m [Tepeuens BompocoB (3aga4) ans 3adera / qudd. 3adera

Kon
WHIAUKATOPA

Y4eOHbIM NJIAHOM HE IPeAYCMOTPEHO

IlepeyeHp Tem Uil KypCOBOIO IPOEKTUPOBAHUS/BBINOIHEHHUS KypCOBOH pabOThI

MpeICTaBICHBI B Tabwmie 17.

Tabnuua 17 — IlepeueHb TeM AJ1s1 KypCOBOTO MPOEKTUPOBAHMSI/BBIIOJIHEHUSI KYPCOBOM pabOThI

No /it N
KypcOBOil paboThI

[TprMepHBIii TepeueHb TeM ISl KypCOBOTO MTPOEKTUPOBAHUS/BBINIOIHEHUS

Mopnenu 0e3onacHOCTH UHPOPMAITMOHHBIX CUCTEM

3amuTa HHPOpMAIUH B CETU

Buapl monutuk MHPOPMALMOHHOM 6€3011aCHOCTH
Marematrnueckne Moeu HHPOPMAITMOHHONW 0€301TacCHOCTH
TexHoMOrNM ayTeHTU(HUKAITNH

3amuTa MHQOpPMAIMK Ha TPUKIATHOM YPOBHE

CucreMa OTCIIEKNBAHNS BTOPKEHUIN

I/ICTOIIHI/IKI/I, PUCKH U (I)OpMBI 4TaK Ha KOMIIBIOTCPHBIC CUCTCMbI

38.H_II/ITa PIH(l)OpMaI_II/II/I B COBPEMCHHBIX OINCPAMOHHBIX CUCTCMAX

Bonpocsl s nmpoBeneHus NOPOMEXKYTOYHOM aTTecTalMd B BHUIE
IIpeJICTaBJICHBI B Ta0wmIe 18.

Tabmuma 18 — [IpumepHBIii IepedeHb BOITPOCOB TSI TECTOB

TCCTUPOBAHUA




Kon

Ne n/mt IIpuMepHBIii IIEpeYeHb BOIIPOCOB ISl TECTOB
WHJUKAaTOpa

He npenycmorpeno

[lepeyeHb TeM KOHTPOJBHBIX PaOOT MO AMCHIUIUIMHE OOYYAIONIMXCS 3a04HON (HOPMBI
oOydeHus1, IpeCTaBIeHbI B Ta0mie 19.

Ta6smma 19 — [lepeyeHb KOHTPOJIBHBIX PadbOT

Ne i/mm ITepeueHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

Metoaudeckue Marepuansl, ONPEACAIOIUE NPOLEAYPbl OLICHMBAHUS WHIUKATOPOB,
XapaKkTepU3YIOIUX 3Tanbl  (HOPMUPOBAHUS KOMIIETCHIIMH, COJEpXKaTcsi B  JIOKAJIbHBIX
HOpMaTUBHBIX akTax ['YAIl, pernamMeHTHPYIOIIKX NOPAAOK U IPOLEAYPY IPOBEACHUS TEKYLIETO
KOHTPOJIS YCIIEBAEMOCTH M IMTPOMEKYTOUHOM aTTectaruu oOyyaromuxcst ['YAIL

10.1. Meroauueckue yka3aHus JJsi 00YJaroIuXcsi IO OCBOCHUIO JUCIIUTUTHHEI
10.2.1. MeTtoauueckue yka3zaHust JJIsl 00y4aroIuXcsl 0 OCBOCHUIO JIEKIIMOHHOTO
MaTepuana.

OcHOBHOE Ha3HA4Y€HUE JIEKIIMOHHOIO MaTepuaja — JIOTUYECKU CTPOMHOE, CHCTEMHOE,
ri1yOOKoe W sCHOE H3JIoKeHHe ydeOHoro Mmartepuasa. Ha3HaueHue COBpeMEHHON JEKIMM B
paMKax JUCHUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(POPMALHIO TIO TEME, 2 B OCBOCHHUH
(dyHaaMEHTalbHBIX Npo0JeM JUCHMIUIMHBI, METOJOB HAay4yHOro II03HAHMs, HOBEHIINX
JOCTHKEHUIN HaydyHOW MbIcau. B yueOHOM mpoliecce JIEKIHs BBIIOJIHSAET METO/I0JIOTMUYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (YHKUMU. JIeKIus packpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOW oO0yacTH 3HaHUs, €€ MpoOJeMbl, JaeT IEeNbHOE MPEACTaBICHUE O AWUCIUILTHHE,
IIOKa3bIBAET B3aUMOCBS3b C APYTUMU AUCLUITIMHAMM.

[1nanupyemMble pe3ynbTaThl IPU OCBOEHUM 00YYaroIMMHKCS JEKIIMOHHOIO MaTepraia;

— TIOJyYEHHE COBPEMEHHBIX, LIEJOCTHBIX, B3aUMOCBA3aHHBIX 3HAHUH, YPOBEHb
KOTOPBIX ONpPEAEIAETCS LEJEBOM YCTAHOBKOM K KaX10i KOHKPETHOH TEME;

— TIOJy4YeHHE OIbITa TBOPUYECKON pabOThl COBMECTHO C IpeNojaBaTesieM;

— pa3BuTHEe NPOPECCHOHATBHO-IENOBBIX KauyecTB, JIIOOBM K TNpEAMETYy M
CaMOCTOSITEIILHOTO TBOPYECKOI'O MBIILITICHHUS.

— TOSBJIEHME HEOOXOJMMOT0 HHTEpeca, HEOOXOAMMOIO Jsi CaMOCTOSATEIbHON

paboThI;

— TOJy4YyeHHE 3HaHWHM O COBPEMEHHOM YpPOBHE pPa3BUTHsI HAyKH U TEXHUKH U O
MIPOTHO3€ WX pa3BUTH Ha OJMIKaIINe ToJIbl;

— HAY4YUTbCSI METOAMYECKH 00padaThiBaTh MaTepuai (BBLAEIATH INIABHBIE MBICIH
U TOJIOKEHUS, MPHUXOAUTh K KOHKPETHBIM BBIBOJAM, IMOBTOPATh HMX B Pa3IMYHBIX
¢bopmMyIHMpoBKax);

— TOJy4YeHHE TOYHOI'O IOHMMaHUS BCEX HEOOXOIMMBIX TEPMUHOB U MOHSATH.

JIeKUMOHHBI MaTepual MOJKET CONPOBOXKIAATbCS JEMOHCTpPALMEH CIAHAOB MU
UCIIOJIb30BaHMEM pa3/laTOYHOTO MaTepuaja IpU MPOBEACHUU KOPOTKUX JTUCKycCHi 00
0COOEHHOCTSX MPUMEHEHUS OTJCIIbHBIX TEMATHK 10 TUCLUIUIMHE.

CrpykTypa npenocTaBieHUs JIEKIIHOHHOTO MaTepuania:

Pa3nen 1.Ynpasnenue puckamu.

Tema 1.1. Mojenb 6€30MaCHOCTH C MOJIHBIM MEPEKPHITHEM.

Tema 1.2. Crangaptsl B 061acT HH(GOPMAIIMOHHON 0€30MaCHOCTH, UCTIONbB3YIOINE KOHIETIINIO
ynpasienue pruckamu ISO/IEC 15408.

Tema 1.3. Kpurepuu oueHku O0e30MacHOCTH HH(POPMAIMOHHBIX TexHojorui. Tema 1.4.
Cranmapter ISO/IEC 17799/27002 u 27001.




Pazmen 2. MeToauku TMOCTpOEHHUs CHCTEeM 3amuThl uHpopmammu. Tema 2.1. Mopensb
MHOTOYPOBHEBOU 3aIlIUTHI.
Tema 2.2. AHanu3 CyIIeCTBYIOIUX MMOJIX0A0B OCTPOCHUS CUCTEM 3aIIUTHI HHPOPMALIUH.

Tema 2.3. TexHuueckue MeEpONpUATHS 110 CHWXEHUIO YpPOBHS pucka. Pazgen 3.
MeTouKku 1 TPOrpaMMHBIE TIPOYKTHI JJis OIeHKH puckoB. Tema 3.1. Merogunka CRAMM.

Tema 3.2. Meromuka FRAP. Tema 3.3. Meronuka OCTAVE. Tema 3.4. Meroauka
RiskWatch.

Pa3znen 4. PazpaboTka peKkoMeHJaIMil 10 CHIKEHUIO PUCKOB HApyIIEHUsI O€301MacHOCTH
3aMIUIIICHHON HHPOPMAIIMOHHOW CHCTEMBI.

Tewma 4.1. Uneratudukamnus u ayrentuduranus. Tema 4.2. [Tporokon Kerberos.

Tema 4.3. UndpactpykTypa OTKphITHIX Kitouei. Lludposeie ceprudukarsl. Tema 4.4.
[TpoTokout 3ammThl 31eKTpoHHO oyt S/IMIME.

Tema 4.5. IIpotokon IPSec.

10.2.2. Metoanueckue ykazaHus Uit 00yJaromuXcst 10 BHIIOTHEHUIO J1a00PaTOPHBIX
pabor

B xozxe BbImonHEHHs 1a0OpaTOpHBIX paboT oOydyaromMHCs JOJDKEH YriyOuTh H
3aKpenuTh 3HAHUS, NMPAKTUYECKUE HABBIKH, OBIIAJIETh COBPEMEHHONW METOIUKOM M TEXHUKOM
9KCHEPUMEHTa B COOTBETCTBUU C KBIM(UKAUMOHHOW XapaKTEPUCTUKOW 0O0ydaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT U3 AKCHEPUMEHTATbHO-IIPAKTUYECKOM, pacueTHO-
AHAJIUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIPUATHH.

BoinonHenue n1abopaTOpHbIX pabOT 00ydarOIMMCS SIBISIETCS HEOTHEMJIEMOM 4YacThIO
U3y4eHHs] JTUCLMIUIMHBI, OIpelenseMoil ydeOHbIM IIJIaHOM, W OTHOCHUTCS K CpEICTBaM,
00eCreynBaroIUM PEIICHUE CIEAYIOIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

o pUOOpPETEHNE HABBIKOB UCCIIEIOBAHUS MPOIIECCOB, SBICHUN U 0OBEKTOB, H3y4aeMBbIX
B paMKax JaHHOU JUCIMILIUHBL;

o 3aKperyieHue, pa3BUTUE U JAETajau3alus TEOPETUYECKUX 3HAHWUM, MOJYYEHHBIX Ha
JCKIUSX;

. MOJIy4YeHUE HOBOM MH(POPMAIMH 110 U3y4aeMOU TUCIUIUINHE;

. pruoOpeTEeHNEe HABBIKOB CAMOCTOSITEIFHON pabOThI ¢ JIa0OpaTOPHBIM 000PYI0BAHUEM

U ipubopamu.

3aaHue ¥ TpeOOBaHUs K IPOBEIEHUIO J1a00paTOPHBIX padoT

Bapuant 3amaHus no kaxjaoi jabopaTopHOM pabore oOydarolmuiicsi HOJIy4aeT B
COOTBETCTBUU C HOMepoM B cmucke rpymmnbl. [lepen mpoBeaeHueMm sabopaTopHOM paOOTHI
oOyyaromiemycsl clieyeT BHUMATEIbHO O3HAKOMUTBHCS C METOJMYECKMMH YKa3aHUSIMH IO ee
BBINIOJHEHHIO. B cooTBeTCcTBUY € 3a7aHMeM 00yJarouuiicss JOHKEH MOATOTOBUTh HEOOXOAUMBbIE
JTaHHbIe, TOJYYUTh OT TMpernojaBareNs JONYCK K BBIMOJIHEHUIO J1IabOpaTOpHOM paboTshl,
BBIMIOJHUTh YKa3aHHYIO IOCJIENOBATEIbHOCTh ACUCTBUM, MONYYUTh TpeOyeMble pe3yJbTaThl,
0(OPMHUTH U 3aLIUTUTH OTYET 10 JIAOOPATOpHOU padoTe.

CrpykTypa u ¢popma oTueTa o 1ab0paTOpHOM paboTe

Otyer o maboparopHOi paboTe MOMKEH BKIOYaTh B CeOsl: THUTYJIBHBIN JIUCT,
(GOpMYIHPOBKY 3a/laHUsl, TEOPETUUYECKUE TIIOJIOKEHHs, HCIOJIb3yeMble MpPH BBITOJHEHUU
1abopaTopHOi paboOThl, OMHCAHKUE MPOLEcCca BBITOJIHEHUS 1a00paTOpHOM paboThI, MOTyYEHHbIE
pe3yJbTaThl U BHIBOJIBI.

TpeboBanus k opopmIIeHHIO OTUETa O TabopaTOpHOH paboTe

[To xaxmoit mabopaTopHOil pabOTE BHIMOJHSIETCS OTACIBHBIN OTYeT. TUTYIBHBIN JHUCT
oopmisieTcs B COOTBETCTBUHM C Ia0iioHOM (00pasiiom) mpuBeneHHbIM Ha caiite ['VAII
(www.guap.ru) B pazaene «CexTop HOPMATUBHOM JOKYMEHTAIHM». TeKCTOBbIE U rpaduuecKue



MaTepuaibl OQOpMIISIOTCS B cooTBeTcTBUU C aedcTBytoummMu ['OCTamu u TpeGoBaHUSMH,
npuBeAcHHBIME Ha caiite ['VAIT (www.guap.ru) B pasgene «CekTop HOpPMaTHBHOM
JOKYMEHTALIUH.
Metoanyeckue yKazaHHs 10 MPOX0XKISHHIO Ta00paTOPHBIX PaboT:
1. [004.056(075) T 33] beszarees C. B. Teopust unpopMaIioHHON 6€30MaCHOCTH

Y METOJIOJIOTHS 3AIIUTHI MHPOPMAIIMU: METOIMYCCKUE YKa3aHUs K BBITOJIHEHHIO

nmaboparopubix padot Ne 1. - CI16.: TOY BIIO "CII6I'YAII", 2007. Kon-Bo 3k3. B 0101, —

88.

2. [519.7 M 34] 1. JI. Epom, M. O. Jluteunos, H. B. ConoBbes.
MareMaTHueCKUEe OCHOBBI 3alIUTH HH()OPMAIIHH: METOAMYECKIE YKa3aHHsI K BBITIOJTHEHUIO
naboparopubix padot. CI16.: TOY BIIO "CIIGI'YAIT", 2008. - 31 c. Kon-Bo 3k3. B 610, —
74.

10.2.3. Meroanueckue ykazaHusl 111 00yJaroIuXcsl 10 MPOXO0XKACHUIO KYPCOBOTO
MIPOSKTUPOBAHHUS/BBITIOJIHEHUSI KYPCOBOU pabOTHI
KypcoBoii mpoekT/ pabota mpoBOIUTCS C 1EIbI0 (POPMUPOBAHUS Y O0YUYAIOIIUXCSI OIBITA
KOMIUIEKCHOTO PEIIeHUsI KOHKPETHBIX 3a/1a4 MPOPECCHOHATBHOMN I TeILHOCTH.
KypcoBoii mpoekT/ pabota 1mo3BosisieT 00y4daromemMycs:

° CUCTEeMATH3UPOBAaTh W  3aKPENHUTh TMOJyYCHHBIC TEOPETUYCCKUE 3HAHHS U
MPAKTUYECKHE YMCHHSI 10 MPOPECCHOHATBHBIM YICOHBIM JUCHUIUIMHAM U MOIYJISIM B
COOTBETCTBUM C TPEOOBAHHUSIMHU K YPOBHIO MOJTOTOBKH, YCTaHOBJICHHBIMH IPOTPAMMOM
y4eOHOW JTUCHUIUIMHBI, MPOrPaMMOM TOJATOTOBKH CIEIHAIUCTA COOTBETCTBYIOMIETO
YPOBHSI, KBaTH(PUKAIIIH;

° MPUMCHHUTH TIOJIYYCHHBIC 3HAHWS, YMCHHS M TPAKTUYCCKUI OMNBIT TPH PEIICHUN
KOMIUICKCHBIX 3aJ]a4, B COOTBETCTBHHM C OCHOBHBIMH BHJAMHU MPO(hecCHOHATBLHOM
JESATCIIBHOCTH 110 HAIPABJICHHUIO/ CIICIIMATILHOCTH/ IPOrpPaMMe;

o yrayOuTh TEOPETUUECKNE 3HAHUS B COOTBETCTBUU C 3a/1aHHOM TEMOIi;

o c(hopMUpPOBATh YMEHUS IPUMEHATh TEOPETUUECKUE  3HAHUANPU pelieHnn
HECTaH/IapTHBIX 3a/1a4;

o npuoOpecTd  OMbIT AHAJTUTHYECKOW, pacu€THOM, KOHCTPYKTOPCKOH paboTsl U
c(hopMUpPOBaTh COOTBETCTBYIOIINE YMEHHUS;

o chopmMHpoBaTh yMEHHUS pabOThl CO CHEUUANbHOM JUTEpaTypoi, CHpaBOYHOH,
HOPMAaTUBHOM W  TpPaBOBOM  JOKyMEHTalMedW W  HMHBIMM  HMH(OPMAIMOHHBIMU
UCTOYHUKAMU;

o chopmHpoBaTh yMEHHUS (HOPMYIUPOBATh JIOTHUECKH OOOCHOBAHHBIE BBIBOJIBI,
NPEUIOKEHHS U PEKOMEHJIAINH 10 Pe3y/IbTaTaM BBIIIOJIHEHUS pabOThI;

o Pa3BUTH MPo(eccroHaAbHYIO MUCbMEHHYIO U YCTHYIO pedb 00y4aroerocs;

o Pa3BUTh CUCTEMHOE MBIIIJICHHE, TBOPUYECKYIO HHUIIMATHBY,

o CaMOCTOSITENIbHOCTb, OPraHW30BAaHHOCTb M OTBETCTBEHHOCTh 3a IPUHUMAaeMble
pelieHus;

o chopMHpPOBATh HABBIKU INIAHOMEPHON peryaspHoi paboTbl  HaaA  pelLICeHUuEeM

MTOCTaBJIEHHBIX 3a]1a4.
CTpyKTypa MOSICHUTEABLHON 3aIIMCKHM KYPCOBOI'0 IIPOoeKTa/ paboThI
1. TlocraHoBKa 3amaun
2.  OcHoBHas 4acTb
3. PacuerHast/aHanuTHYECKas 4acTh
4., BrIBoIbI

TpeGoBanus k 0HOPMIIEHUIO TOSICHUTETHHON 3aMCKH KYPCOBOTO MPOEKTa/ pabOThI
—  OdopmieHue ¢ UCTIOIb30BaHUEM CTHIICH

—  MS Word (OO Writer) miu TeX




— Hanuuue ornaBneHus
— Hanuuue ccpuiok Ha TuTEpaTypy
— Hanuuue noanucei k KapTUHKaM

TuTynpHBIN TUCT 0OPMIISIETCSI B COOTBETCTBHH C IMA0JIOHOM (00pa3IioM) MpHUBEACHHBIM
Ha caiite ' YAII (www.guap.ru) B pa3aene «CekTop HOpMaTUBHON TOKyMEHTauun». TeKCTOBbIE
U rpadudeckue Marepuanbl 0GOpPMIISIIOTCS B COOTBeTCTBHHM C jaelcTByrommmMu ['OCTamu u
TpeOOBaHUsAMH, mpuUBeAcHHbIME Ha caiite ['YAIT (www.guap.ru) B pasgene «Cekrtop
HOPMATUBHOM TOKYMEHTAIIUN.

10.2.4. Meroanueckue ykazaHus AJisi 00y4arouuxcsi o MPOX0xKIACHUIO

CaMOCTOSITENIbHOM pabOThI

B Xxone BBINIOJIHEHUSI CaMOCTOATENBHOM paboThl, 00yUYaIONIMIACs BBHIIOIHIET paboTy 1o
3aJJaHUI0 U TIPU METOJAMYECKOM PYKOBOJCTBE IpErojaaBaressi, HO 6e3 ero HemocpeICTBEHHOTO
y4acTusl.

s oOywarommxcsi 1Mo 3a04HOM (opMe 00ydeHHs, caMOCTOsATelIbHas padoTa MOXKET
BKJIIOYATh B €051 KOHTPOJIbHYIO paboTy.

B mporecce BBIMOTHEHHS CaMOCTOSITENILHON paboThl, y oOywaromierocs (Gpopmupyercs
nenecooOpasHoe IIaHupOBaHuE pabouero BpeMEeHH, KOTOPOE TO3BOJISIET MM Pa3BUBATh YMEHUS
¥ HaBBIKM B YCBOGHHUM U CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHHUI, 00ECIeurnBaeT BBICOKHUI
YPOBEHb YCIIEBAEMOCTH B TIEPUOJ OOYYCHHS, IOMOTAaeT TOJYyYUTh HABBIKH IOBBIIICHHS
pohecCHOHANBLHOTO YPOBHSL.

MeroauyecKUMH ~ MaTepuallaMH,  HalpaBISIONIMMU  CaMOCTOSITENIBHYIO  paboTy
oOyJaromuxcs sBisieTcs yueOHO-MeTOIMYECKUI MaTepual Mo TUCIUIUIHHE.

JUiss pa3BUTHS y CTYJCHTOB HABBIKOB CaMOCTOSITCIILHOTO OBJIAJICHUS TEOPETHUYCCKHM
MaTepuajioM psal TeM JUCHHUIUIMHBI Ha JIEKIUOHHBIX 3aHITUSIX JaeTcs O030pHO, 4YTO
IpeIoiaraeT uX CaMOCTOSATENbHOE AETAJIbHOE N3YUEHHUE.

[lepeuens TeM 17151 CAMOCTOATEIBHOTO U3YUCHHUS:

— Mogenp 6€30MacHOCTH C TIOTHBIM MEPEKPBHITUEM.

— Crangaptel B obmactu  uH(OpMAaNMOHHOW  0€30MacHOCTH,
MCTIONB3YIOIKEeKOoHIenuio yrpasnenue puckamu [SO/IEC 15408.

—  Kpurepuu oneHkn 6€30mMacHOCTH HH()DOPMAIIMOHHBIX TEXHOJIOTHH.

- Cranmapter ISO/IEC 17799/27002 u 27001.

—  TexHHUYECKHE MEPOTIPUATHS 110 CHIDKEHUIO YPOBHS PUCKA.

—  Meronuka CRAMM.

— Meroauka FRAP.

—  Meronuka OCTAVE.

—  Meronuka RiskWatch.

—  TIpoToko: 3amuTel 3nektponHo# moutel S/MIME.

10.2.5. Mertoandeckue yKazaHus i 00y4JaromuXxcs 0 MPOXO0KIECHUIO TEKYIIEro

KOHTPOJI YCIIEBAEMOCTH.

Tekymuii KOHTPOJIb YCIEBAEMOCTH MPEIYCMATPUBAECT KOHTPOJb KadeCcTBAa 3HAHUMU
00y4aromuxcsi, OCYIIECTBIIEMOT0 B TEYCHHE CEMECTpa C ILIEeNbI0 OIEHMBAHUS XO/a OCBOCHUS
JUCITATIITUHBI.

Texkymuii KOHTPOJb YCIHEBAEMOCTH MPEAYyCMAaTPUBAET KOHTPOJIb KauecTBAa 3HAHUM
00yJaronuxcs, OCyIIECTBISIEMOTO B TEUCHHE CEMECTpa C IENIbI0 OICHUBAHUS XO0Ja OCBOCHUS
TUCIUIIMHBL. DopMa MPOBEAEHUST TEKYIIEr0 KOHTPOJS — 3allUTa OTYETOB IO J1A0OpaTOPHBIM
pabotaMm. Pe3ynmpTaThl TEKyIIEero KOHTPOJIS YYHTHIBAIOTCS TPH MPOBEACHUU MPOMEKYTOTHOM
attectanuu B cooTBeTcTBUM ¢ TpeboBanusmMu CTO ['VAIL CMK 3.76 «IlonoxeHue o TeKyIemM
KOHTPOJIE YCIEBAEMOCTH M IMPOMEKYTOYHOM AaTTeCTalluM CTYJAEHTOB M acnupanTtoB [YAII,
oOydaromuxcs mo o0pa3oBaTeNbHBIM IPOTPAMMAaM BBICIIETO 00Pa30BaHUSD).

10.2.6. MeTtonudeckue yka3aHus sl 00y4aroIuXcs MO MPOXO0KICHUIO



IIPOMEKYTOUHOH aTTECTALUU.

IIpomexxyTounass  arrectanust  OOydyarOIIMXCsl  HpPENyCMaTpuBaeT  OLIEHUBaHME
IPOMEXYTOUYHBIX M OKOHYATENbHBIX Pe3yJlbTaToB 0OyueHHs mo aucuuruinae. OHa BKIIIOYAET B
ce0s IK3aMeH.

DOk3aMeH — ¢opMa OLEHKU 3HAHUH, MOIYyYEHHBIX O0YYaIOUIMMCS B MPOILECCe MU3yYCHHS
BCEH IMCUUIUIMHBI WM €€ YaCTH, HABBIKOB CAMOCTOSTENILHOW paboThl, ClIOCOOHOCTH NPUMEHSATh
UX JUIsl pEICHUs TPAKTUYECKUX 3a]1a4. DK3aMeH, KaK [IpaBuiIo, IPOBOIUTCS B IEPUOJL

JK3aMCHALIMOHHOW CECCMM U 3aBEpIIACTCS aTTECTALIMOHHOW OLEHKOM «OTINYHOY,
«XOpOILO»,

«yZIOBIIETBOPUTEIIBHO», HEYAOBIETBOPUTEIBHOY.

Cucrema OLEHOK IpU IPOBENECHUU NPOMEXKYTOYHOW aTTECTALMU OCYILIECTBISIETCA B
cooTBeTCTBUM C TpeboBanusaMHu Ilonoxenuit «O TekylleM KOHTpOJE YCHEBAaEMOCTH M
IPOMEXYTOUHOU aTrectanmu cTyaeHToB ['YAIL, oOywarommxcs 1o HporpaMMam BBICIIETO
oOpazoBanusi» U «O MOAYJIBHO-PEUTHHIOBOM CHCTEME OLIEHKM KauyecTBa y4yeOHOH paboThI
crynentoB B 'Y AI».



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




