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JIncr cornacoBanus pabodeti mporpaMMbl THCITHILTHHEL

IIporpammy cocraBu (a)

JLT.H., JIOIL. /%7.05.2024 C.B. bezzarees

i—
(10KHOCTE, Y4. CTENEHb, 3BAHNC) (moamnuce, nara) (uHMUManBL, GamMunna)

IIporpamma onobpena Ha 3acegannu kadenper Ne 33

« 27 » Mas 2024 r, mporoxon Ne 10

3aBenyrommit kadempoi Ne 33

JLT.H., JIOIL. //}].05.2024 C.B. Bessarees

(y4. cTEneHs, 3BaHHE) 7 (noamuchk, nata) (MHULMATEL, GaMuTus)

3amecTuTens pupekropa uacTuTyTa OIITH 1o MeTomuyeckoli pabore

IO, K.¢.-M.H., JOIL. ( 27.06.2024 IO.A. HoBuxkosa

(MOMKHOCTH, Y. CTEleHb, 3BaHKe) K—(—n@gﬁ'ﬁ%, nara) (unuipansl, Gamuins)



AHHOTaUs

Hucuunnuna «I[IporpaMMmHoO-anmnapaTHble CpPEeACTBA 3aIIUThl MH(POpPMAIMK» BXOAUT B
00pa3oBaTeNbHYI0 MPOrpaMMy BBICHIETO 00pa30BaHuUs — IPOrpaMMy OakaiaBpHara 1o

Hanpasienno moarotoBku / crernuanbHocTH 03.03.01 «IIpukiagHsie MaTeMaTHKa U
¢usuka» HanpasiaeHHocTH «llpuknannas ¢u3znka W WHGOPMAIMOHHBIE TEXHOJIOTMU B
HaHOMHAYCTpUW». Juctummna peanmsyercs kadenpoit «Ne33».

JlucuurinHa HareleHa Ha (GOpMHUPOBAHKE Y BBITYCKHUKA CIIETYIOIINX KOMITETCHITUH:

OIIK-2 «CmocoOeH NMpUMEHSATH MPOTPAMMHBIE CPEJCTBA CHCTEMHOTO W IPHUKJIAIHOTO
HA3HAYCHW, B TOM YHCJIE OTEYECTBEHHOTO TIPOU3BOJCTBA, JUIsI PpEHICHHUS  3aaa4
npodecCuOHANBbHOM e TEIIbHOCTI

OIIK-9 «CnocobeHn pemarb 3aaaddl HPOPECCHOHATBHON JESATEIBHOCTH C YYETOM
TEKYIIEr0 COCTOSIHMSI W TEHICHIHMH pa3BUTHS WHGOPMAIMOHHBIX TEXHOJIOTUH, CPElCTB
TEXHUYECKOH 3alIUThl HHPOPMAIINH, CETEH U CUCTEM MepeIauu HHPOPMAITII

Copep:xaHue TUCHUIUIMHBI OXBaThIBA€T KPYr BOIPOCOB, CBSI3aHHBIX C IMPABOBBIMU U
MPOrPaMMHO-TEXHUYECKUMH ~ TIpoOJieMaMy  3aliMThl  MH(QOpPMAMM TOCYJAapCTBEHHBIX U
HETrOCyJapCTBEHHBIX OPraHU3alUi U YUPEKACHUM, OCYIIECTBISIONIUX B3aUMOICHCTBUE U OOMEH
JTAHHBIMU TTOCPEACTBOM DJICKTPOHHBIX KOMMYHHKAITUH.

[IpenogaBanue AMCHUIUIMHBI MpEeAyCMAaTpUBaeT Cieayromue (QopMbl OpraHu3aluu
y4eOHOTO Mpolecca: JEKIHH, JJA00paTOpHbIE padOThI, CAMOCTOSITEIbHAS Pad0Ta 00YJarOmIEerocs.

[IporpaMMo#l NHUCHUTUIMHBI TPEIyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOIHAS aTTeCTAIUs B (hOpMe IK3aMEHa.

OO0mas TpyAOEMKOCTh OCBOEHUS AMCIMILIUHBI COCTaBIsAET 4 3a4eTHBIX eAuHHIbI, 144
yaca.

S3bIK 00yUYeHUs IO TUCIUILTUHE KPYCCKHM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

[lenpro MUCIUTUTMHEI SBIISIETCS MPUOOPETCHHE CTYJACHTAMH 3HAHUW, HABHIKOB M YMCHHIA,

CBS3aHHBIX C IMPABOBBIMH M MPOTPAMMHO-TEXHHYCCKUMHU IMPOOIeMaMH 3aIIMThl MH()OpMAIUU

TOCY/IapCTBEHHBIX W HETOCYNapCTBCHHBIX OPTaHM3AMi M YUYPEIKICHHUH, OCYIIECTBISIFOIINX
B3aMMOJICHCTBYE U OOMEH JaHHBIMH ITOCPEICTBOM JICKTPOHHBIX KOMMYHHUKAIIHMA.

OCHOBHBIMU 33/1a9aMU JUCIUTUINHBI SBISIOTCS:

O3HAKOMHUTH OYAYIIUX CIEIUAIMCTOB C TMPOOJIEMHBIMU BOIPOCAMH, pEIIAEMBIMU B
00J1aCTH 3aIUTHl KOMITBIOTEPHOM HH(pOpMAIUU

MOKa3aTh POJIb COBPEMEHHBIX IPOTPAMMHO-AIIAPATHBIX CPEJCTB 3alIUThl HH()OPMAIIH B
00€CIIeYeHNH €€ LIEIOCTHOCTH KOH(PHICHIIMATLHOCTH U JIOCTYITHOCTH

MoKa3aTh HEOOXOJAMMOCTh YCBOCHHUS 3HAHMH O METOJaX M CPEICTBaxX 3aIlUThI
KOMITBIOTEPHOH HH(pOpMAIIH

OCBETHUTh KPYI' BOIIPOCOB KAacCarOIIUXCS MEPCOHAIBHOW OTBETCTBEHHOCTH JOJKHOCTHBIX
Ul 3a obecrnedyeHre Oe30macHOCTH HMH(pOpMaluHU, 00padaThIBAEMON B COBPEMEHHBIX
KOMITBIOTEPHBIX CHCTEMAX

CO3lIaTh YCJIOBUSL Ui KAUECTBCHHOTO OBJIQJICHUS CTYACHTAMH TEOPETHYCCKUMU
3HAaHUSIMH ¥ TIPAKTUYECKUMU HABBIKAMU IPH PEIICHUH THIIOBBIX 33124 M0 00ECIeUCHUI0
0e30MmacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHI

MOJITOTOBUThH CTY/ACHTOB JIJISl CAMOCTOSITEIILHOTO HCIOJIb30BAHUS IMOJIyYCHHBIX 3HAHUH
JUIS TIPaBUJIBHOTO BBIOOpA PEUICHWN NMPU MPUMEHEHUU KOMILUICKCHBIX CHUCTEM 3alllUThI
KOMIIBIOTEPHON MHPOPMAITUH.

1.2. JlucuMrinHa BXOJUT B COCTaB 00s3aTEILHON YacTH 00pa30BaTEIbHON MPOTPaMMEI

BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. HepequL IJIAaHUPYEMBIX PE3YyJIbTATOB O6y‘lCHI/I${ 110 JUCHUITIIINHE, COOTHCCCHHBIX C

IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OI1 BO.

B pesynbrate u3yueHUs AMCHUILIMHBI OOYYAIOUIUICS NOJDKEH O0JanaTh CIEAYIOUUMU

KOMIICTCHIIUSIMHU WIIW UX YaCTAMMU. KOMHCTGHHI/II/I U MHAUKATOPBI UX OOCTHXKCHUSA NNPHUBCACHBI B

Tabimue 1.
Tabmuma 1 — I[lepeyeHs KOMITETEHIIMN ¥ UHIUKATOPOB UX JTOCTHKEHUS
Kon n
Kareropus (rpymnmna) Kon n HanMeHoBaHUe HHIMKATOpa
HanMEHOBaHHE
KOMIIETEHITUHN JOCTHIKEHHUS KOMITETCHIIUH
KOMIIETEHITUHN

OIIK-2 Coocoben

OIIK-2.3.1 3HaTh COBPEMEHHBIE
MH(OPMALIMOHHBIE TEXHOJIOTUU U
IIPOrpPaMMHBIE CPENICTBA, B TOM YHCIIE
OTEUYECTBEHHOI'O MTPOU3BOJICTBA MPHU

IPUMEHSTh .
peleHnHt 3a7a4d Npo(ecCHOHATBHOM
IPOTPaMMHBIE
cpencTBa JIeSITEIIbBHOCTH
P OIIK-2.Y.1 ymeTh BBIOUpATh COBPEMEHHbBIE
CUCTEMHOI0 U
WH(POPMAIMOHHBIE TEXHOJIOTHH 1
MPUKJIAJHOTO
O6menpodeccroHanbHbIE . MIpOrpaMMHBIE CPEJICTBA, B TOM YHCIIE
Ha3HAYEHU, B TOM
KOMITETEeHIIUH qnese OTEYECTBEHHOT'O MPOU3BO/ICTBA IS
pelieHus 3aaad npodeccruoHaibHOM
OTEYECTBEHHOI'O

MIPOU3BOJICTBA, TS
pelicHus 3a1a4
npodeccuoHaNBHOM
JCSITETbHOCTH

JIeATEIbHOCTH

OIIK-2.B.1 BnageTs HaBbIKAMH IPUMEHEHHUS
COBPEMEHHBIX HH()OPMAITHOHHBIX
TEXHOJIOTMI U POIPaMMHBIX CPEJICTB, B
TOM YHCJIE OT€YECTBEHHOI'O IIPOU3BOJICTBA,
IIPU pelIeHnH 3a7a4 NpodhecCuOHATBLHOM
JIeATEIbHOCTH

Ob6menpodeccnoHanbHbIe

OIIK-9 Cnocoben

OIIK-9.3.1 3HaTh TEXHUYECKUE U




KOMITCTCHITUH pemiath 3a1a4u IpOrpaMMHBIE CPEICTBA HHPOPMAIIMOHHON
npodecCHOHANBHOM | 0€30MaCHOCTH, OCHOBBI CETEBBIX

JESITEIIbHOCTH C TEXHOJIOTHIl U HaNpaBJIEHUS UX
Y4E€TOM TEKYIIEro COBEPILIEHCTBOBAHUS
COCTOSIHMS U OIIK-9.Y.1 yMeTh uUCIoiIb30BaTh

TEH/ICHIIMH Pa3BUTHS | COBPEMEHHBIC TEXHUUYECKHE,
MH(POPMAaLIMOHHBIX MaTeMaTHYeCKue U IPOrpaMMHBIE CPECTBA
TEXHOJIOTHUH, JUIS peleHus NpoeCCHOHATBHBIX 3a1a4
CpeACTB
TEXHUYECKON
3alIUTHI
uHpOopMaLnH, ceTe
U CUCTEM Iepesauu
uHpopManuu

2. Mecro nucuuruinHbl B cTpykType OI1

JucuunimHa MoxeT 6a3upoBaThCS HA 3HAHUSX, paHee MPUOOPETEHHBIX 00yYaIOUTUMUCS
MIPY U3YYECHUU CIEAYIONIUX AUCUUIUINH:

— «HMHbopMaTHKay,

— «I3BIKM IPOrpaMMUPOBAHUSY,

3HaHuUs, MOJYYEHHbIE NPU HU3YyYEHUHM Marepuana JaHHOM JMCLMIUIMHBIL, MUMEKT Kak
CaMOCTOATEJIbHOE 3HAYCHHUE, TAK U MOTYT UCIIOJIb30BaThCS IPU U3YUEHUH IPYTUX JTUCIUILINH:

— «YnpasneHue nHGOOPMaIIMOHHON GE30MaCHOCTHIOY,

— «lIpoekTrpoBanue 6e30nacHbIX HHGOPMAITUOHHBIX CUCTEM)

3. OOBEM ¥ TPYTOEMKOCTh JTUCITUTUIAHBI
JlanHbie 00 00IIEeM OO0beMe JUCIUILIMHBI, TPYJOCMKOCTH OT/ACIBHBIX BHUJOB Y4E€OHOMH
pabOoTHI 10 TUCUIHUTUIMHE (M PACIIPEICTICHIE TOW TPYIOSMKOCTH IO CEMECTpaM) MPEACTABICHBI B
Tadimue 2.

Ta6muia 2 — O0beM U TPYJ0EMKOCTh JUCITUTITUHBI

TpynoeMKocTb 1o
Bun yuebHoit paboTbl Bcero ceMecTpam
Ne6
1 2 3
Oowan mpyooemKocmup OuUCyUnIUHDL, 4/ 144 4/ 144
3E/ (uac)
U3 nux yacos npakmuyeckoii 0020MoeKu
AyoumopHhuie 3anHamus, BCEro Jac. 68 68
B TOM YHCIIE:

neximu (JI), (dac) 34 34

npakTuyeckue/cemunapckue 3anstus  (I13),

(dac)

naboparopusie pabots (JIP), (dac) 34 34

KypcoBoii npoekT (padota) (KII, KP), (gac)

HK3aMeH, (Jac) 54 54
CamocmosamenvHnas paboma, Bcero (Jac) 22 22
Buo npomesccymounoit ammecmayuu:. 3a4er,
mubd. 3ager, sk3amen (3auer, udd. 3au, JK3. JK3.
JK3.**)

EX3

IIpumedanue: kaHaMAATCKUI 9K3aMeH




4. CopepxaHue JUCIUTUTUHBI

4.1. Pacnpepnenenue TpyI0€MKOCTH JTUCIUTLIMHEI 110 pa3ieiaM | BUAAM 3aHATHH.
Pazpgenbl, TeMbl TUCHUIIITUHBI U UX TPYJOEMKOCTh TPUBEJCHBI B Ta0IUIIE 3.

Ta6mmma 3 — Pa3nensl, TeMbl TUCIHUIUIMHBI, KX TPYTOEMKOCTh

Paznensl, TEMBI AUCIUITITMHBI Jlexuma | 113 (C3) - JIP KII CPC
’ (qac) (dac) (qac) (qac) (qac)
Cemectp 6
Paznen 1. [IporpamMmmHo-anmapaTHbie CpeCTBa
pasrpaHUYeHUst OCTyIa K KOMITbFOTEPHOM 8 8 4
nH)OpMaIuu
Paznen 2. [IporpamMmmHo-anmapaTHbie CpEICTBa 8 8 4
KpunTorpaduyeckor 3aimThl HHHOPMAITUH.
Pazgen 3. [IporpaMMHO-amnmapaTHbIe CpeACTBa
3aIUTHI TPOrPAMMHOTO 00ECTICYEHHS OT 8 8 6
KOITUPOBAHUSI U U3yUCHUS
Paznen 4. [IporpaMMHo-anmnapaTHas 3amuTa
KOMIIBIOTEPHOI HH(OPMALIHHK OT Pa3pyIIAOLIHX 10 10 8
MPOTPaMMHBIX BO3AEHCTBUIA
HUroro B cemecTpe: 34 34 22
Uroro 34 0 34 0 22

HpaKTI/I‘leCKaﬂ IIOAroTOBKAa  3aKJI04YacTCsad B  HCIOCPCACTBCHHOM  BBLIIIOJIHCHUUA

00yJarouMucs

ONpPENeICHHBIX  TPYIOBBIX  (YHKIWH,  CBS3aHHBIX C  Oya;ymiei

HpO(l)CCCI/IOHaJIbHOI;’I JACATCIIBHOCTBIO.

4.2. CopnepxaHue pa3/ieJiOB U TEM JICKIIMOHHBIX 3aHSATHH.
CopepxaHue pa3/ieiioB U TeM JICKIIMOHHBIX 3aHATHH MIPUBEICHO B Ta0HIIE 4.
Tabmuna 4 — ConeprkaHue pa3eyioB U TEM JICKIIMOHHOTO ITUKJIA

Howmep paznena

Hassanue u cogepkanue pas3iesioB U TEM JICKIIMOHHBIX 3aHATHI

1

Tema 1. Beeoenue. Ilpoepammno-annapammusie cpedCmea pasepaHudenus 00Cmyna K
KOMNbIOMEPHOU UHPOPpMAyUU.

Beenenne. Lemn u 3amaun aucuumiinabl. OCHOBHBIE HOHSTHA M OINpPENEJICHUS B
001acTH 3aIlIUThl KOMITBIOTEpHOH nHpopmanuu. CoBpeMeHHasi CUTyauus: B 00JacTu
3alIUTBl  KOMIBbIOTEpHOH uH(opMarmu. OCHOBBI  3aIUTHl  KOMIIBIOTEPHOM
WHQOpPMAIMK OT HECAaHKIMOHWPOBAaHHOrO joctyma. (OCHOBHBIE TEPMHUHBI U
ompeeseHus B 001acTH 3amuThl KoMnbioTepHoit undopmanu ot HCJ. OcHoBHEIE
NpUHUMIBE ¥ HanpasieHus 3amutbl oT HCJI. d@opmanbHble MOAETH YIpPaBICHUS
noctynoM. [loHATHE WIACHTU(QUKANNK M ayTCHTUQUKANUU CyOBEKTa. AJTOPUTMEI
ayTeHTU(UKALIMN TI0JIb30BaTEIIEH.

CekpertHas uH(popManys, UCIOIAb3yeMast Uil KOHTPOJIA JOCTyHa: KIOYH U HapoJIH.
3MOyMBIIUIGHHUK W Kiroud. Kiraccudukanusi CpeAcTB XpaHEHHs KIO4eH |
uaeHTHGuUupyomel  uHpopManuu. MarHuTHbIE JAWCKM TNPSIMOrO  JOCTYIIA.
MarnuTtsble U uHTe/IeKkTyanbHble. Cpeactso TouchMemory.

Tema 2. Ilpoepammno-annapamuvie cpedcmea Kpunmospauyeckou 3auumol
ungopmayuu.

Pomp m wmecro kpunrorpadM4ecKux METOJOB U CPEIACTB B OOECICUCHUH
Oe3omacHOCTH KOMIBIOTepHON wH(popMmanuu. OCHOBHBIE TMOHSATHS W TPOIEIYPHI
TEXHOJIOTHMHM  YIPAaBJACHHS KPUNTOrpaQHUUECKUMH KIIOYaMu. ATMapaTHbE H
MpOorpaMMHO-aNIapaTHBIE  CPEJICTBA  KPUITO3AIIUTHI  AaHHBIX. llocTpoeHme
anmapaTHBIX KOMIIOHEHT KPUIITO3AIUTHI NaHHBIX, cnenuanu3upoBanble CbBUC kak
HOCHUTEJIM aJIlTOPUTMa HIU(PpPOBaHMUs. 3alluTa aaroputMa Iu(POBaHMS, HPUHIIKII
YYBCTBUTEJIIBHOH 00JIaCTM W MNPHHIMII TJaBHOro kiaroua. HeoOxomumbie wu




JIOCTaTOYHbIC (PYHKIIMW allapaTHOTO CpeJCcTBa KpunTo3amuTel. CekpeTHas
WHQOPMAITHUS, UCTIONIb3yeMast JIIsl KOHTPOJISI JOCTYIA: KIFOYX ¥ MapOIIH.

Tema 3. Ilpoepammuo-annapamuule cpeocmea 3auiumsl NPOSPAMMHO20 0OecheyeHus.
OMm KONUPOBAHUS U U3VYUEHUSL.

Hecankunonupoannoe komupoBanue mporpamMm kak Tun HCJ. FOpunngeckue
ACMeKThl HECAaHKIIMOHMPOBAHHOTO KOMUpOBaHUS mporpamMm. OOmiee moOHITHE
3alIMTHl OT KONMPOBaHWs. Pa3HOBUAHOCTW 3ajad 3alUThl OT KOIMPOBAHMA.
IIpuBsazka IO k ammapaTHOMy OKPYXEHHIO M (U3UYECKUM HOCUTEISIM Kak
€MHCTBEHHOE CpeACTBO 3amuThl oT komupoBaHus [1O. [lpuBsizka mporpamm K
ruOkuM MarHUTHBIM muckaMm (I'MJI). IlpuBsi3zka mporpaMM K >KECTKHM MarHUTHBIM
nmckam (JKM/T). Ocobernnoctr mpuBszky k KM /L. Bumaer metok Ha JKM/. TlpuBsizka
K TPOYMM KOMIIOHEHTaM mTaTtHoro obopynosanusi [I9BM. IlpuBszka k BHEIIHUM
(mobGaBngempiM) snementam  [IOBM. IlpuBsizka K MOPTOBBIM  KIIIOYaM.
Hcmonp30BaHre TOTOMHUTENBHBIX TUIAT pacIupeHus. MeTonbl "BOMSHBIX 3HAKOB" H
MeToabl "oTnedaTkoB nanbleB". [loHsTHe n3ydeHHus u 00paTHOTO MPOEKTUPOBAHUS
I1O. Uenu u 3agaun uzyuenus padotsl I10. Criocobsr u3yuenus 110: cratuueckoe u
JUHAMHAYEeCKoe H3ydeHue. Ponp mporpaMMHON M anmapaTHOW cpenbl. BpemeHHas
HAJKHOCTh (HEBO3MOXKHOCTh OOECIIEYCHHS TapaHTUPOBAHHOW HAJEKHOCTH).
3ammra oT oTiagku. JuHamudeckoe mpeoOpasoBaHue Koja. [IpUHIMT JOBYIIEK W
M30BITOYHOTO KO/a. 3aIuTa OT Au3acceMOnnpoBanus. [[pruHIMTT BHEITHEH 3arpy3Ku
¢aitno. [uaHamuyeckas Moau(UKAIMsS MPOrpamMMbl. 3alidTa OT TPACCHPOBKH TIO
MIPEPBIBAHUIM.

Tema 4 Ilpocpammuo-annapamuas 3auuma KOMAbIOMEPHOU UHGopmayuy om
Paspyualowux npoepammHelx 6030eicmeui. 3axuouenue.

3ammra OT pa3pylIalonuX IPOorpaMMHBIX BO3JAEHCTBUIA. Bupychl kak ocoObli kKiacce
paspylIalImuX MPOrPpaMMHBIX BO3[eHCcTBHA. HeoOXoamMble W JIOCTaTOYHBIC
YCJIOBHSI HENOMYLIECHUS pa3pyllialllero Bo3aeilcTBus. lloHsTne H30IMpOBaHHON
porpaMmMHoO#l cpenbl. IIporpamMmMHbIe CpeacTBa aHTUBUPYCHOM 3aIUTHI: OCHOBHBIE
XapaKTEePUCTUKH, TIPUHIUIIBI IOCTPOSHUS U TPUMEHEHHUSL.

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTb IPUBECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuueckue 3aHATHS U UX TPYJOEMKOCTh

Ne
/o

N3 Hux Ne
Templ npakTrdeckux | Popmbl IpakTHUECKUX | TpyAOEMKOCTb, |IIPaKTUUYECKOM |pa3aena
3aHATUN 3aHATUN (gac) IOATOTOBKH, |AUCIUI
(gac) JIUHBI

VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.4. JlabopaTopHble 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTH TPUBECHBI B TAOIHUIIE 6.

Tabnuua 6 — JIabopaTopHble 3aHATHS U UX TPYJIOEMKOCTb

No

/o

W3 aux Ne
T OEMKOCTD, | IpaKTUUECKOH | pa3geiia
HaumenoBanne 1abopatopHbIX padboT PyA > | TP pasli
(dac) MOATOTOBKH, | JTACIIMII
(gac) JINHBI

Cemectp 6

1 ‘ CpaBHHTETHHBIN aHAN3 MOHATUHHBIX alllapaToB ‘ 8 ‘ ‘ 1




Pa3TUYHBIX UCTOYHUKOB B 00J1aCTH 3allIUTHI
nHpOpMAaITINY.

2 | UccaenoBanme ocoOeHHOCTEH 2
KpunTorpaduyeckoi 3anmThl HHOOPMAIUHN TPU 8
MIPUMEHEHUH KJIaCCHYECKHX MH(POB 3aMEHBI

3 | 3ammra CD i DVD nuckoB OT KOMUPOBAaHUS C 3
MTOMOIIIbIO TIPOTPAMMHOTO CPEJICTBA 8
WildCDProtector

4 | IIpoBepka NOTEHIIMATBHBIX MECT 3aIUCHU 4
BPEIOHOCHOTO MPOTPaMMHOTO 00eCIIedeHHS B 10
CHUCTEMHOM PEecTpe OMEPaAlIOHHON CUCTEMBI
Windows

Bcero 34

4.5. KypcoBoe nmpoeKTHpOBaHKE/ BBHITIOIHEHUE KyPCOBOU PabOTHI
Y4eOHBIM IIJITAHOM HE TIPEIYCMOTPEHO

4.6. CamocrosTenbHas padoTa 00yJarouIXxcs
Busiel caMocTosITeNIbHOM paOOThI U €€ TPYAOSMKOCTh ITPUBEICHBI B TAOIHUIIE 7.

Tabmmua 7 — Bugsl caMocTosTenbHON pabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 6,
Bua camocrositensHOM paboTh
qac qac
1 2 3
H3ydeHne TeopeTHUecKoro MmaTepuania 10 10
nucuurnael (TO)
KypcoBoe npoextuposanue (KI1, KP)
Pacuerno-rpadpuueckue 3ananus (PI'3)
Beinonnenue pedepara (P)
[ToaroroBka K TEKyIeMy KOHTPOJIIO 6 6
ycneBaemoctu (TKVY)
Homamnee 3amganue (/13)
KontposbHble pabotsl 3a04HKHKOB (KP3)
IToaroroBka kK MpoOMEXKYTOUHOU 6 6
atrectauuu (I1A)
Bcero: 22 22

5. [lepedyenn yueOHO-METOIUYECKOTO 0OECTICUCHUS
JUIS CAMOCTOSITENIbHON PaboThl 00yYaroImuXcs MO JUCUUIUIHHE (MOJTYJIIO)
Y4eOHO-MeTOAMYECKE MaTepHasbl Il CaMOCTOSITEIbHON paboThl 00yJaromMXCsl yKa3aHbl B
. 7-11.

6. IlepeueHb MEYaTHBIX U ANEKTPOHHBIX YUEOHBIX U3TaHUN
[lepedyeHb MeYaTHBIX U DJCKTPOHHBIX YIeOHBIX M3IaHUH MPUBEIEH B TaOIHUIE 8.
Tabnuua 8— [lepeyeHb Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX U3AaHUI

KomuecTso 3K3eMIuIsipoB B
Hlnp/ bubnuorpaduueckas ccpiika Oubmiorexe
URL anpec (KpoMe 2IIEKTPOHHBIX

9K3EMIUIIPOB)




004.065 ®Dydaes O.B. bazbl nannbIx: yuebHoe mocodue 3.- M: 60
Axanemus, 2008.

004.6(075) I'ananvaa B.A. Ba3bl JaHHBIX: BBEIEHHE B TEOPHUIO 64
pensumonHbIx  0a3  ganHeix. — CIB:I'OY  BIIO
«CIIBI'Y AIl»,2008

004.4(075)® | TlakeThl TPUKIATHBIX HpOrpamMM: ydeOHOe mocobue 60
96 s yupexaenndd CIIO/ 3. B. ®ydaes, JI. .
Oyddaesa. - 4-e uzg., crep.. - M.: Akanemus, 2008. -
352 ¢

http://e.lanbook.com/books/element.php?pll_id=511
7
benensbkas, M.H. AMUHHUCTpUPOBaHNE B
WH(POPMAITMOHHBIX CHCTeMaX. [DIIEKTPOHHBINA pecypc]
yueOHOoe mocoome / M.H. benenskas, C.T.
Manunosckuii, H.B. SIkoBeHko. — DnekTpoH. JaH. —
M. : I'opsiaast muaus-Tenexom, 2011. — 400 c.

004.65 144 | Imro, C.M. ba3sl maHHBIX: MPOCKTHPOBAHHE U 10
HCIIOJIb30BaHUE: y4eOHHK.-M.: DUHAHCH u
cratuctuka,2005.
681.518(075) | Muporos B.}O. NudopmaimoHnsie cucTeMbl U 0a3bl 15
I1 33 JaHHBIX: OpraHu3alusi U M[OPOCKTUPOBAaHHE. —

CI16:bXB —IleTepOypr,2009.

http://e.lanbook.com/books/element.php?pll_id=2713
3unuenko, JILA. buonmueckne wH(MOPMAIMOHHBIC
CHUCTEMbI u Hux IMPAKTHUYCCKUC IIPUMCHCHUA
[Onextponnsiii pecype] : / JLLA. 3unuenko, B.M.
Kypeituuka, B.I'. Pegpko. — OnekTpoH. nan. — M. :
duzmaraur, 2011. — 286 c.

004.007(075) | ApxuTeKTypa BBIYHUCIHUTEIBHBIX CHUCTEM: YydeOHOE 10
M 69 nocooue/ B. I'. XopoieBckuid. - 2-¢ u3., nepepad. u
Jom.. - M.: I3g-so MI'TY um. H. O. baymana, 2008.

7. TlepedyeHb AIMEKTPOHHBIX 00pa30BaATEIBHBIX PECYPCOB
nH(}OPMaIIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[lepeuens AIIEKTPOHHBIX o0pa30BaTeNbHBIX pecypcoB MH(pOpPMaLOHHO-
TEJIEeKOMMYHUKAIMOHHONW ceTu «HTepHeT», HEOOXOAMMBIX MJii OCBOCHHS TUCIUILIAHBI
npuBezieH B Tabnuue 9.

Tabmuma 9 — IlepedeHp DIEKTPOHHBIX 00OpPA30BATENBHBIX PECYpPCOB HH(OPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTh «HTepHEeT»
URL anpec Haumenosanue

http://www.intuit.ru HanmoHanbHBIN OTKPBITHIN YHUBEPCUTET
NUHTYUT

http://citforum.ru/security/articles/ HudopmarnonHas 6e30MacHOCTS - CTAaTh,
0030pBbI, KHUTH

http://www.intuit.ru/studies/courses/3499/741/info | Texnonapk Mail.ru Group: ba3bel naHHBIX

8. Ilepeuens MHGOPMAITMOHHBIX TEXHOIOTHMA
8.1. [lepevyeHp MPOrpaMMHOTO OOECIICYCHHsI, HCIIOB3YeMOTO TIPH OCYIIECTBICHUH
00pa30BaTeNbHOTO MpoIiecca Mo TUCIUTUIHHE.
[TepedeHs UCTIOIB3YEeMOT0 TPOTPAMMHOTO OOECTICUeHUs TIpeicTaBieH B Tadsmiie 10.

Tabmuua 10— Ilepedens nporpaMMHOro o0ecrieyeH s

Ne i/ HaumeHnoBanue

He npenycmotpeno




8.2. Ilepeuenp WH(POPMAITMOHHO-CIPABOYHBIX CHCTEM,UCIIOTh3YEMBIX npu
OCYILIECTBIICHIMH 00pa30BaTEIbHOTO MPOLECcca MO AUCIUIUINHE

[lepeyeHb WCMONB3YeMbIX WH(POPMAIMOHHO-CIIPABOYHBIX CHCTEM MPEICTABICH B
tabnuie 11.

Tabmuna 11— [lepeuens nHGOPMAITMOHHO-CIIPABOUHBIX CUCTEM

Ne i/t Haumenosanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYECKast 6a3a
CoctaB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa30BaTeNBLHOTO MpoIiecca Mo TUCIUIUIMHE, IPEICTaBICH B Tabmuiel 2.

Ta6ymmma 12 — CoctaB MaTepualibHO-TEXHHUECKOM 0a3bl

Ne HanmeHoBaHne cocTaBHOM YacTu Howmep aynutopun
n/n MaTepHATbHO-TEXHUYECKO 0a3bl (1pu HEOOXOAMMOCTH)

1 JlexuMOHHAS Ay AUTOPHUS

MynsTuMeanitHas TEKIMOHHAS ayAUTOPUS

10. OueHo4HBIE CpeACTBA ISl POBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CoctaB OLEHOYHBIX CPEACTBAJIS MPOBEIACHHUS MPOMEKYTOUHONW AaTTeCcTalluu
00yJaromuxcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CoctaB OIEHOYHBIX CPEACTB ISl IPOBEICHHsI IPOMEKYTOYHOM aTTeCTAIUH

Buza npomexyTo4HON arTecTanuu IlepedyeHp OLICHOYHBIX CPEACTB
OK3aMeH CnHcok BOIPOCOB K 9K3aMEHY;
DK3aMeHAaI[HOHHEIC OUIEThI,
3amaun;
TecTsl.

10.2. B kadyecTBe KpUTEpUEB OICHKH YPOBHA C(OPMHUPOBAHHOCTH (OCBOCHH)
KOMIIETEHIIMH 00ydJarouMMHcs MpUMEHseTcsl 5-0ajuibHas IIKajla OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIMH, KOTopas npuBeaeHa B Tabauie 14. B Teuenune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKaja  MOAYJIBHO-PEUTHMHTOBOM  CHUCTEMbl ~ YHUBEpCUTETa,  IpaBHiIa
HCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurtepun onieHKH ypoBHS c()OPMHUPOBAHHOCTH KOMITETEHIIUI

Or11eHKa KOMITETEHITUH

Xapakreprucrrka chOpMUPOBAHHBIX KOMIIETEHIIAI
5-0ayutbHAs mIKaIa P P (bopmp

— oOyyaromuiicss TIyOOKO M BCECTOPOHHE YCBOWJI MPOTPAMMHBII
MaTepHa;

— YBEpPEHHO, JIOTHYHO, ITOCIIC0BATEIFHO U TPAMOTHO €T'0 M3JIaracr;

— ONMUpasiCh Ha 3HAHWS OCHOBHOW W JOMOJHUTEIHHOU IUTEPATYpPHI,
TECHO TPUBS3LIBAECT YCBOSHHBIC HAYYHBIE MOJIOKESHHSI C MMPAKTUIECKON
JIESITEIIbHOCTHIO HAIPABJICHHS;

— yMeJ0 000CHOBBIBAET U apT'YMEHTHUPYET BBIJIBUTACMBIC M HJICH;

— JIeJIaeT BBIBOALI H 000OIIEHHUS;

— cBOOOJIHO BJIAJICET CUCTEMOM ClielnaIN3uPOBAHHBIX TOHSTUH.

«OTIIMYHO»
(Ga4uTCHO»




Or11eHKa KOMITETEHITUHN
XapakTeprcThKa C(hOPMUPOBAHHBIX KOMIIETEHIIA
5-0apHas KA PAKTED bop
— o0y4aromuiicst TBEpI0 YCBOMJI IPOTPaMMHBINA MaTepuall, TpaMOTHO U
II0 CYyLIECTBY H3JIaraeT €ro, ONUpasChb Ha 3HAHUSA OCHOBHOMU
JUTEPATYPBI;
«XODOLLIOY — He JI0IIYCKAEeT CYIIECTBEHHBIX HETOYHOCTEH;
p — YBA3BIBAET YCBOCHHBIE 3HAHUSA C IPAKTHYECKOW JEATEIBHOCTBIO
«3GauTEHO»
HaIPaBJICHUS;
— apryMEHTUPYET Hay4YHbIE IIOJIOKEHUS;
— JIeJaeT BBIBOJIBI U 00O0O0IICHUS;
— BIAJCET CUCTEMOU CIIELIMAIM3UPOBAHHBIX IIOHITHM.
— 00y4Jaromuiicss yCBOMJI TOJIBKO OCHOBHOHM NMPOrpaMMHBIM MaTepual,
II0 CYHIECTBY M3JIaracT €ro, ONMpasch HA 3HAHUSA TOJIBKO OCHOBHOMU
JUTEPATYPBI;
— JIONIyCKaeT HeCYIIECTBEHHBIE OIIMOKU U HETOYHOCTH;
«yHOBIIETBOPUTEIILHO .
— UCIIBITBIBACT 3aTPYAHEHUsS B IIPAKTHUYECKOM IIPUMEHEHHUH 3HAHWUM
«GAYTCHO»
HaIPaBJICHUS;
— ci1ab0 apryMeHTUpPYeT Hay4dHbIE MTOJIOKEHMUS;
— 3aTpyaHseTCs B (POPMYIMPOBAHUN BBIBOJOB M 000OIICHHUIA;
— 4aCTUYHO BJIAJIeET CUCTEMOH CIELMAIN3UPOBAHHBIX TOHITHH.
— o0yyaromuiicss He YyCBOWJI 3HAUUTENbHOW 4YacTH IPOrpaMMHOIO
MaTepuana;
— IONyCKaeT  CYIIECTBEHHbIE  OLIMOKM W  HETOYHOCTU  IIpH
«HEYIOBJICTBOPHUTEIIEHO
«HE 3ATTCHON paccMOTpeHHH Ipo0JIeM B KOHKPETHOM HalpaBlICHUH;
— UCIHBITHIBAECT TPYAHOCTH B IIPAKTUYECKOM IIPUMEHEHUY 3HAHMI;
— HE MOXET apryMEHTHUPOBAaTh HAYYHBIE ITOJI0KECHUS;
— He (HOpMYITHPYET BHIBOJAOB M 0000IICHHIA.

10.3. TunoBble KOHTPOJIbHBIC 3a/IaHUS WM UHBIC MaTEPHAIIBI.
Bormpocs! (3agaun) mis sK3aMeHa IpeIcTaBlIeHbl B Tadimie 15.

Ta6muma 15 — Borpocs! (3agaun) 115 2K3aMeHa

Kon

No /it [Tepedens BOmpoCOB (3a71a4) TSl 9K3aMeHa
WHANKATOpa

1 1. OcHOBHBIE TIOHATHS U OTIpeieNeHus | B 00IacTH 3aIInThI OIIK-2.3.1
KOMITbIOTEpHON HH(pOpMaIuu.

2. CoBpeMEHHasi CUTYyaIlHsl B 00JaCTH 3alUThl KOMITBIOTEPHON
UHPOPMAITUH.

3. TpeGoBaHus K cucTeMaMm 3alIUTHl HHPOPMALHH.

4. TTonsiTre yrpo3bl 0€30MaCHOCTH KOMITBIOTEPHON HH(DOpMAIIUK.
WHTepBan noTeHManbHOW ONIACHOCTH.

5. Knaccudukanus yrpo3 6e30macHOCTH KOMIIBIOTEPHON
WHGpOpPMAITIHL.

6. Vicrounuku, pucku u GOpPMBI aTak Ha HH(OpMAIIHIO.

7. IlpUHIIUTIBL 3aIIUTH KOMITEIOTEPHON MH(POpMAaIiu

8. Unentudukanus cyobekTa, MOHATHE IPOTOKOJIA
uaeHTHGUKANY, WACHTHQUIIpYIoIas HHPOpPMAITus;

9. OcHoBHbIe TOAXO0AHI K 3amuTe faHHbIX oT HCJI (koHTpOIH
JIOCTYyTIa U pa3rpaHUUYEHHE JOCTYIA, HEPAPXUUECKUIN TOCTYH K
daiiny).

10. ®opManbHBIC MOAETH YIIPABICHUS JOCTYTIOM.

11. Knaccudukanus cpeacTs 3alluThl KOMIBIOTEPHOIH HHPOpMaLUH
ot HCJ]

2 12. Ayrentudukanus nojis3oBaresicii. OCHOBHBIC aJITOPUTMBI OIIK-2.V.1
(TIpOTOKOIBI) ayTEHTU(UKAIIHH.

13. AIMHHUCTPHPOBaHHUE CeTel B aclieKTe Oe30MacHOCTH
uHpOpMaLIH




14. 3amura ceteBoro ¢aiyioBoro pecypca, GuKcanus 10cTymna K
Gaiinam.

15. JocTyn K TaHHBIM CO CTOPOHBI Mpoliecca, COCO0bI (PUKCATUH
¢hakra mocryna.

16. HamexxHOCTh cHCTEM OTpaHUYEHUS TOCTYIIA;

17. 3amura haiaoB OT H3MCHCHHS,

18. DnexTponnas uudposas noanucek (DLIT);

19. MeToap! 1 cpeACTBa OTpaHUYEHHsI JOCTYIa K KOMIIOHEHTaM
OBM;

20. IIporpammHoO-anmapaTHbIe CpencTBa MG POBAHMS;

21. [locTpoenue anmapaTHHIX KOMIIOHEHT KPUNTO3AIIUTHI JaHHBIX;
22. 3amuTa anropuT™Ma M poBaHus.

OIIK-2.B.1

23. IlpuHIMT 9yBCTBUTENBHOM 00JIaCTH M IPUHITUN TJIABHOTO
KJII04a,

24. ITaponu ¥ KIIOYH, OpraHU3aIlus XpaHESHUS KITFOUCH;

25. HeoOxonuMBbIe 1 TOCTaTOYHBIE (DYHKITUH aIlllapaTHOTO CPE/ICTBA
KPHITO3AIUTEI,

26. 3amura mporpaMm OT HECAaHKLIIMOHUPOBAHHOTO KOITMPOBAHUS;
27. 3amiuta OporpaMm OT U3yUEHHS;

OIIK-9.3.1

28. 3amura nporpaMm OT OTIAAKH, 3alIUTa OT
J3acceMOIMpOBaHus,

29. 3amumra nporpamMmm OT TPACCUPOBKH T10 MPEPHIBAHUSIM;

30. 3ammTa OT pa3pymAaIFX IporpaMMHbIX Bozaeiicteuil (PIIB);
31. KommberoTepHble BUPYCHI Kak 0co0ObIi kiracc PIIB;

32. HeoO0X0IMMBbI€ U JIOCTATOYHBIC YCIOBHS HEOMYIIECHUS
pa3pylIaIIEero BO3ACHCTBUS

33. [loHsATHE U30JIUPOBAHHOW IPOTPAMMHOM CpeablL.

34. O0was xapakTepUCTUKA U KIacCUPHUKAIHS BPEAOHOCHBIX
IpOrpamMM.

35. KommerorepHsie Bupychl. Kitaccudukaius KOMITBIOTEPHBIX
BUPYCOB.

36. OCHOBBI TEXHOJIOTUH aHATN3a 3AIUIEHHOCTH KOMIIBIOTEPHBIX
CHCTEM YyTpaBJieHHUS U 00padOTKH WHPOPMAITIHL.

37. MHOroypoBHeBasi 3alllTa KOPIOPATUBHBIX CETEH.

OIIK-9.V.1

Bompocsr (3amaun) st 3aueta / qudd. 3aueTa npejgacraBieHsl B Tadbmuie 16.

Tabnuua 16 — Borpocs! (3a1aun) ams 3aueta / qudd. 3auera

Ne /1t

[Iepeuens BonpocoB (3ana4) ans 3a4dera / qudd. 3ayera

Kon
WHJUKaTOpa

Y4eOHbIM MJIAHOM HE IPETYCMOTPEHO

[lepeuenr TeM [ans KypCOBOTO TMPOEKTUPOBAHUS/BBHIIONHEHUS KYpPCOBOM pabOTHI
MpeICTaBICHBI B TabwmIe 17.
Tabnuna 17 — Ilepeyers TeM JuIsi KypCOBOTO POEKTUPOBAHMSI/BBITIOHEHUS. KYPCOBOM pabOTHI

[TprMepHBIii TepeueHb TeM ISl KypCOBOTO MTPOEKTUPOBAHUS/BBINIOIHEHUS

Ne n/mt .
KypCOBOH paboThI
Y4eOHBIM MJIaHOM HE PEIYCMOTPEHO
Bompockl s mpoBeneHUS TMPOMEXKYTOYHOW aTTECTAllMd B BHIE TECTHPOBAHUS

npeJIcTaBIeHbI B Ta0nuie 18.

Tabnuua 18 — [IpumepHbIii epeueHb BOIIPOCOB JJIsi TECTOB

Ne /1t

IIpuMepHBIii epedeHs BOIIPOCOB ISl TECTOB

Kon
WHJUKATOpa

TECT




no auctumrae «lIporpaMMHo-anmnapaTHbIE CpeCcTBa 3aIIUTH HHYOPMALIUK
Bapuant Ne 1

YkazaHus:

3amaHus UIMEIOT pa3HOe KOJIMYECTBO BAPUAHTOB OTBETA, U3 KOTOPHIX
IIPaBUIBHBIMU MOT'YT OBITh KaK OJIMH, TAK U HECKOJIBKO BapuaHTOB. B mucre
OTBETa MIPOCTABJIIOTCS. HOMEPA IIPABUIIBHBIX OTBETOB.

1. CKkonBbKO ypOBHEH BO3MOKHOCTEN HAapyIIUTENEH MPEJOCTABIAEMBIX UM
mraTHeIME cpeacTBamu KC mpenycMoTpeHo kiaccudukanyeil B COOTBETCTBHU
c PATTK (®CTIK)?

1. Onun.

2. JIBa.

3. Tpm.

4. Yetnipe.

5. Iars.

6. Cemb.

2. CxeMsl pa3rpaHudeHust JOCTyIa B KOTOPHIX 3alIUTHBIE MEXaHNU3MBI
BCTPaUBAIOTCA B KOXKIBIH OOBEKT U OCYLIECTBIAIOT KOHTPOJIb B COOTBETCTBUH
CO OTEKaMH JIOCTYIa JaHHOT'O OOBEKTa Ha3bIBAIOTCS:

1. «CrrcKoBBIe» CXEeMBI (IUCKPEINOHHBIA JOCTYII).

2. «MaHgaTHBIe» CXEeMBI (MAaHIATHBIN TOCTYII).

3. «IlonHOMOYHBIE)» CXEeMBI (ITOJIHOMOYHBIHN JOCTYII).

3. Hokyment «Ciyx0a AUpeKTOopHii: 0030p KOHIIEIITHI, MOJIETIeH U CEPBHUCOBY
OTHOCHUTCS K:

1. O1leHOYHBIM CTaHAApTaM

2. TeXxHUYeCKUM CITeIUpUKAIISIM

3. PykoBogsmum nokymentam @CTIK

4. B xakom roxy 0wt npunsaT Cranmapt Mununctepcersa o6oponst CIIIA
«Kputepun orieHKH TOBEPEHHBIX KOMITBIOTepHBIX cuctem» (Trusted Computer
System Evaliation Criteria, TCSEC)?

1. 1975

2. 1980

3. 1985
4.1990

5. Kakum crangaprom Op110 BBelleHO ToHATHE: «CeTeBast TOBEpeHHAs
BBIUHCIIUTENbHAS 6a3an?

1. Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC

2. Trusted Network Interpretation

3. ISO/IEC 15408-99
4. TOCT/MCO M3K 15408:2002

6. Kakoit ctangapt Ha3biBatoT «OpaHKeBOH KHUTOMD)?

1. Cranpapt Munucrepcta 00oponsl CLHA «KpuTtepun olieHKH 10BEPEHHBIX
KOMITbIOTEPHBIX

cucrem» (Department of Defense Trusted Computer System Evaliation Criteria,
TCSEC)

2. 'apmoHM3HupoBaHHKEIE KpuTepuu EBporelickux cTpan" [eBponenckue
KpUTEpHUH |

3. Mexaynapoansiii crangapt ISO/IEC 15408-99 «Kputepuu oleHKH
0e30macHOCTH
nHpopMamoHHbIX TexHoJorui» (Evaluation criteria for IT security)

1. Kakoit ctagmapT cokpamieHHO Ha3bsBaroT «O0mumu kputepusimim» (OK)?

1. Cranpapt Munucrepcta 00oponsl CLHA «KpuTtepun olieHKH J0BEPEHHBIX
KOMITBIOTEPHBIX

CUCTEM»
2. Mexnynaponausiii crangapt ISO/IEC 15408-99

3. bpuranckuii cranaapt BS 7799 «Ynpasnenue nHpopMamoHHOR
0€301aCHOCTBIO.




[IpakTuueckue mpaBuIa»

4. Kakoe u3 mepeunciieHHBIX TOHATHH ObUTO BBenmeHo B CTaHaapTe
Munuctepcta o6opons! CIIIA

«Kpurepun oneHKH 1oBepeHHBIX KommbloTepHbIX cuctem» (Trusted Computer
System

Evaliation Criteria, TCSEC)?

1. CepBucsl 6€30MacHOCTH

2. [Nonutuka Ge30macHOCTH

3. Ouenounble ypoBHU goBepus - OY ][]

4. Mexnynapoausiii crangapta ISO/IEC 15408-99 packpbiBaeT (OmuchIBaeT):
1. CucremaTnyeckuii MOAXO K BONPOCAM JIOCTYITHOCTH, (POPMHPOBAHHE
apXUTEKTYPHBIX IPUHLIUIIOB €€ 00eCIIeUeHHUSI.

2. Paznuune Mexxay cucteMaMu U IPOLyKTaMH HH(GOPMALIMOHHBIX
TEXHOJIOTHH, HO JUIsl yHU(UKALMK TPeOOBaHNUN BBOAUTCS €AUHOE ITOHATHE -
00BEKT OLIEHKH

3. Kpurepun oneHku 6€30MacHOCTH HHPOPMAITMOHHBIX TEXHOIOT I

5. Kak Ha3bIBaeTcsl JOKYMEHT, B KOTOPOM B LIEJISIX JJOOPOBOJIILHOTO
MHOTOKPaTHOTO

WCIONB30BaHMs yCTAaHABIMBAIOTCS XapaKTEPUCTHKH NPOLYKIINH, IpaBUiIa
OCYIIECTBIICHUS M XapaKTEPUCTUKH MPOIECCOB TPOU3BOJICTBA, IKCILTyaTaIUH,
XpaHEHUs, IEPEBO3KH, Pean3allii U YTHIU3AIHH, BEITIOTHEHHUS padoT WK
OKa3aHUs yciayr?

1. TexHu4eckue yciaoBus

2. Cnenudukanus

3. PermameHnTt

4. Crangapt

6. Llens co3nanus MOTUTUKY MH(DOPMAIIMOHHO Oe30macHOCTH?

1. 17151 opraHu3alMOHHO-TEXHUYECKOW TOAJICPKKH MTOTUTUKH (POPMUPOBAHHS
1 MCIIOJIb30BAaHUS

WHPOPMALIMOHHBIX PECYPCOB MPH OCYIIECTBICHUH A0CTYyTa K HH(pOpMaIu
2. J1514 3a11UTHl OT BHEIIHUX J€CTPYKTUBHBIX BO3JEHCTBUI

3. JInst 3aImThl OT HEJOOPOCOBECTHRIX PAOOTHUKOB (ITOJTE30BATEICH)

7. COBOKYNTHOCTb IPUHLIUIIOB, IPABHUJI U PEKOMEHIALINI, OTIPEAeIISIOIINX
MOPSIOK OpraHu3alluy 3alIuThl HHPOpMaIu, 0opabaThiBacMOil B KOHKPETHOM
KOMIIBIOTEPHON CUCTEME,

3a()MKCUPOBAaHHAS TOKYMEHTAIbHO HA3bIBACTCS:

1. TexHUYeCcKON MOIUTUKOMN 0€30MaCHOCTH KOMITBIOTEPHOMN CHCTEMBI

2. [MonuTukoit nHHOPMAITMOHHOM 0€30MaCHOCTH KOMIIBIOTEPHOM CUCTEMBI
3. Crangapt 6€301acCHOCTH KOMITBIOTEPHON CHCTEMBI

8. ®opMynHMpOBKa IeJIei, KOTOpBIE MpecielyeT OpraHu3alus B 001acTH
0e30macHOCTH MH(POPMAIINH, OIIPE/IeICHHUE 00X HAIPABJICHUH B
JOCTHKEHHH 3TUX LIeJIeH SBISETCS] COCTaBHON YacThIO:

1. Ilonutuky 6e30MacHOCTH BEPXHETo (IIPaBOBOTO M aIMUHUCTPATUBHOTO)
YPOBHS

2. [NonuTuky 6€30MacHOCTH CpeAHEro (PO yPHOT0) YPOBHS

3. IonuTuky 6e30MaCHOCTH HUKHETO (IPOrpaMMHO-aNNapaTHOr0) YPOBHS
4. Het npaBUILHOTO OTBETA

9. KoHTpOIIb Y4aCTHHKOB B3aMMO/ICHCTBHS SIBJISIETCS KITFOYEBBIM MOMEHTOM
MIPU COCTABICHUU

MOJUTUKY MH(POPMAIIMOHHON O€301acCHOCTH:

1. [NomuTrky 6€30NMacCHOCTH BEPXHETO (MPAaBOBOTO M aIMUHICTPATHBHOTO)
YPOBHS

2. [lonutuky 06€30MacHOCTH CpeAHEero (IpoLUeayPHOro) YPOBHS

3. [NomuTrku 6€30MaCHOCTH HUKHETO (IIPOTrpaMMHO-aIIapaTHOTO) YPOBHS
4. Het npaBUILHOTO OTBETA

10. Criucok nMoJUMHEHHBIX MTOJUTHK 0€30MaCHOCTH SIBIISIETCS. OCHOBOM:

1. Acceptable use policies - AUP




2. KopHeBoii moauTuku 6€301macHOCTH

3. [Tonutuky HopMHUPOBAHHS U UCTIOIH30BAHNS HH(POPMAIIMOHHBIX PECYPCOB
11. CoBokynHOCTH TpeOOBaHMH 1 IPaBUII IO HHPOPMAIIMOHHOM O€30MacHOCTH
111 00beKTa

nH(pOPMAITMOHHON 0€30TIaCHOCTH, BEIPA0OOTAHHBIX B COOTBETCTBHUH C
TpeOOBaHUAMHU

PYKOBOJSIIMX U HOPMATUBHBIX JOKYMEHTOB B IIETISIX IPOTUBOACHCTBUS
3aJJaHHOMY MHOECTBY

yrpo3 uH(GOpMaIOHHOH 6€3011aCHOCTH, ¢ YIETOM LIEHHOCTH 3alUIaeMOil
WHPOPMALTUOHHON

cdepbl ¥ CTOUMOCTH CUCTEMBI 00ecTieueHus] HHPOPMAaLlMOHHON 0€30IMacHOCTH
Ha3bIBACTCSL:

1. Cranmapt 6e30macHOCTH

2. [Nonutuka nHOpMAMOHHON 6€30IaCHOCTH

3. [lomuTrka 6€30MacHOCTH BEPXHETO YPOBHA

4. KopHeBast moauTHKa 0€30MacHOCTH

12. B kakoM JOKyMeHTe (pa3fielie) MOJUTUKN 0€30IacCHOCTH OTPayKaeTCsl OTBET
Ha BOIIPOC:

«CyILeCTBYIOT JIM OFPAaHUYEHUS HA ycTaHOBKY [10»?

1. Ceprudukare Ge3omacHOCTH

2. Acceptable use policies - AUPS

3. Incident response plan - IRP

4. Password policy

13. Kakoii foKkyMeHT BKJIIOYAeT B ce0sl e yIonne oApa3Aeibl: MOJIUTHKY
(hopMHUPOBaHUS 1 HCTIOIB30BaHUS HH(POPMALIMOHHBIX PECYPCOB, MIOJUTHKY
nHGOPMALMOHHON 0€30MACHOCTH M TEXHUYECKYIO MOJIUTUKY?

1. Crangapt Oe30nacHOCTH

2. TexHuyeckas crienupuKaus

3. MadopmMarmoHHas TOIUTHKA

4. IMonuTrka HHPOPMAIIMOHHOMN 0€30MaCHOCTH

5. [NomuTHKa KCIIOJIb30BaHUS HH(DOPMAIIMOHHBIX PECYPCOB

14. B nonutrke 6e301macHOCTH KaKOTO YPOBHS ONHCHIBAETCS OTHOIIICHUE K
MEPEAOBBIM, HO €11 HeIOCTAaTOYHO MPOBEPEHHBIM TEXHOIOT UM 3aIUThI
nHpopmMarumn?

1. IlpaBOBOTO ¥ 2IMUHUCTPATHBHOTO

2. IlpouenypHoro

3. AnmapaTHO-IpOrpaMMHOTO

15. Uto onpenensieT CUCTEeMHass HHPOPMAIIMOHHAS TTOJIUTHKA?

1. IlpuHUMIIBL, TOPSAAOK U NIPAaBUJIa MHTErPallMi HH(OPMALIMOHHBIX PECYPCOB
2. [lpuHIMITEL, TOPAOOK U MPaBHiIa OCTPOCHUS CUCTEM 3aIIXTHI HH(pOpMayun
3. IlpuHIMTIBL, TOPSAOK U MIPaBUIIa Pa3TPaHUYCHHS JOCTYTIA K
nHGOPMALMOHHBIM pecypcam

16. Kak Ha3pIBaeTCs BHEIIHSS MJIM BHYTPEHHSISI 110 OTHOLLIECHMIO K aTaKyeMOil
KOMITBIOTEPHOM CHCTEME MporpaMma, o0naaromast onpeeleHHBIMA
JeCTPYKTUBHBIMH (DYHKIIUSIMH TI0 OTHOIICHHUIO K 3TOU cucTeme?

1. KomnbroTepHblil BUpYC

2. [IporpamMmHas 3akiaaka

3. AmmapaTHas 3aKjiaaKa

17. Kak Ha3pIBaeTCsI HECAaMOPa3MHOXKAIOIIASICSl POrpaMMa, 00eCeunBaroIas
3JI0yMBIIUIEHHUKY BO3MOXKHOCTH HECAHKIIMOHUPOBAHHOTO AOCTYIA K
3aluinaeMon napopmMaium?

1. KomnbroTepHblit BUpYC

2. JloBymika

3. Jliox

4. Jlormueckas 6omba

18. Kakas u3 nepeurcieHHbIX QyHKIHA HE OTHOCUTCS K IPOTrPaMMHBIX
3aKmagKam?




1. Yanuroxxenune naopmanuu

2. CaMOCTOATENFHOE PaCIpOCTpaHEHNE B KOMIIBIOTEPHBIX CUCTEMAaX

3. IlepexBaT u nepenada nHGOpMALUN

4. LlenenanpapieHHasi MOAN(GUKAIHA KOJIa TPOTPaMMEI

19. Tlo xakoMy IPHU3HAKY KIACCH(PHUIUPYIOTCS «IpaiBepHBIE 3aKIaIKID)?
1. ITo meTony BHEAPEHUS

2. Ilo npuHIMITY TEHCTBUS

3. Ilo necTpyKTUBHBIM MOCIEACTBUSIM

20. Kakoe u3 IepeunCIIeHHBIX BO3ICHCTBII HE OTHOCHTCS K MOJIEIISIM
BO3/IEMCTBHSI TPOTPaMMHBIX

3aKJIaJI0K?

1. Y6opka mycopa

2. UckaxxeHue

3. Habmonenne

4. KotmpoBanue

5. IlepexBar

21. K xakomy Buny PIIC otHOocuTCs «KitaBuaTypHBIH HITHOH»

1. K mporpaMMHBIM 3aKjIaKam

2. K Bupycam

3. K 6akrepusim

22. Kakue u3 nepedrcieHHbIX CBOMCTB MPHUCYIIN KOMIIBIOTEPHBIM BUpycaM?
1. CrtocoGHOCTH K BKITIOYEHHIO CBOETO KOJIa B Tea Apyrux (aiioB u
CHCTEMHBIX 00JIacTel MaMsATH KOMIIbIOTEpa

2. CriocoOHOCTH K TOCIICIYIOIIEMY CaMOCTOSTSILHOMY BBITIOJHEHUIO H
CaMOBOCIIPOHM3BENICHHIO

3. CrtocoOHOCTH K CaMOCTOSATENBHOMY pactipocTpaneHuio B KC

4. Bce nepeunciieHHbIE CBOMCTBA

5. Tonbko 1 u 3 cBOMCTBO

6. Tonpko 2 1 3 CBOMCTBO

23. Cotpynnuk Jlexaiickoro ynusepcurera (CIIA) @pen Kosm:

1. BniepBsie co31an aHTUBUPYC

2. Caenan coo0IeHre 0 BO3MOXKHOCTH CYILIECTBOBaHUS KOMITBIOTEPHBIX
BUPYCOB

3. SIBnsieTcs cozmaTeneM BUpyca-4epBs

24. B yeM mpUHIMIHAIBHOE OTIUYHE KOMIIBIOTEPHOTO BUpPYyCa OT
pOrpaMMHOM 3aKIaaKu?

1. Cno>KHOCTBIO HAITCAHUS

2. BO3MOXXHOCTBIO I€CTPYKTUBHOTO BO3IEHCTBUA

3. CnocoOGHOCTHIO K CAaMOPAa3MHOXKEHHUIO 1 MOTU(PHUKALIUT

4. BceMu BbIILIETIEPEUUCICHHBIMU CBOMCTBAMU

25. Kak Ha3bIBaloTCs 3aKJIaAKH, UHTEp(EHC KOTOPBIX, COBIAIAET C
uHTEP(EcoOM HEKOTOPBIX

CIIy>Ke€OHBIX MPOrpamMM, TPeOYIOLNX BBOJ KOH(GHUIESHIMATbHOW HHPOpMaLH
1. [Ipuknagabie 3aKIaIKH

2. UcnonuseMsle 3aKIaaKu

3. 3aKIaaKu-UMUTATOPBI

4. 3axIagKu-HEBUIUMKHA

26. ITo kakoMy TIpU3HAKY BUPYC KIacCUPHUIUPYETCs KaK pe3UCHTHBIN BUpycC?
1. 1o pexxumy GyHKIMOHUPOBAHUS

2. 1o oObekTy BHEApPEHNUS

3. ITo 0coOEHHOCTSIM peann3yeMoro alropuTMa

4. Ilo necTpyKTUBHBIM BO3MOYKHOCTSIM

27. Tlo kakoMy TIpU3HAKy BUpYC Kiaccupuuupyercs kak «stealth-supyc»?
1. I1o oO6bexTy BHEAPEHUS

2. [To 0coOEHHOCTSIM peau3yeMoro alropuTMa

3. Ilo necTpyKTUBHBIM BO3MOXKHOCTSIM

28. ITo kakoMy TIpU3HAKY BUPYC KIacCUPHUIUPYETCs KaK «3arpy304HbIN




(OyToBEIiT) BUpYC»?

1. ITo oOBEKTY BHEAPCHUS

2. [To 0coOeHHOCTSIM peanu3yeMoro alropuTMa

3. Ilo pexxumy GyHKIMOHUPOBAHUS

29. Bupycsl, coaepxaiiie B cede anropuTMbI ITH(PPOBAHUS U
o0ecreYnBaroLINe pa3Indie Pa3sHbIX

KOIUI BHpyca HAa3bIBAIOTCS:

1. Bupychl-Cliy THUKH

2. Stealth-Bupycer

3. MtE-Bupycst

4. Penukatopsl

30. K xakoMy THITY KOMITBIOTEPHBIX BUPYCOB OTHOCATCS TIOTUMOPQHBIE
BHPYCHI?

1. K MtE-Bupycam

2. K Stealth-supycam

3. K Bupycam-criyTHHKaM

31. Ilo kakoMy MpHU3HAKY KOMITBIOTEPHBII BUPYC KiacCcUu(PUIHUPYETCs KakK
perutukarop?

1. 1o 0cOOEHHOCTSIM peann3yeMoro alropuTMa

2. [To o0bekTy BHEAPEHUS

3. [1o HanMYUIO JOMOJHUTEIBHBIX BO3MOKHOCTEM

32. Bupycsl, cozgaromnye s 3apakaeMbIX (paiioB OTHONMEHHBIE (DaliIbl C
KOZOM BHpYcCa U

MEPENMECHOBBIBAIOIINE UCXOAHBIC (haiiibl HA3BIBAIOTCS:

1. Bupycsl - CHyTHUKH

2. Bupychl - HeBUTUMKHI

3. Bupycsl - MyTaHThI

33. Kak Ha3pIBaeTCst KOMIBIOTEPHBINA BUPYC, KOTOPBIH UCHIONB3YET CIa0yI0
3alMIIEHHOCTh HEKOTOPhIX OC 1 3aMEHsIeT HEKOTOPhIE MX KOMIIOHEHTEI
(mpaiiBepbl JUCKOB, IPEPHIBAHMUS)?

1. @aitnoBeIM

2. 3arpy304HbIM

3. Stealth-Bupyc

4. Permukatop

34. Kak Ha3bpIBatOTCS TPYMIBI U3 HECKOIBKUX BUPYCOB?

1. [TonuBupycamu

2. CeMelCTBOM BUPYCOB

3. BupycHbIM KiTaccoM

4. Het BepHBIX OTBETOB

35. Kakue BUpYCH XapaKTepHU3YIOTCS CIOCOOHOCTBIO CAMOCTOSATENEHO
repeaaBaTh CBOM KOJI Ha

yAaJeHHBIN cepBep MM PabodyI0 CTaHIHIO?

1. ®aiinoBsie BUPYCHI

2. ByTtoBble (3arpy304Hble) BUPYCHI

3. HeT npaBWIIbHBIX OTBETOB

4. ®aiiNIoBBIX U 3arPy304YHBIX BUPYCHI

BAPHUAHT Ne 2
Yxazanua:
3aoanus umerom 00uH NPAsUILHBLI Bapuanm omeema. B iucme omeema
npoOCMasiAomcs,

HOMepa NPasuibHbIX OMEEemos.
1. Cxonbko knaccoB ABC onpeneneno PJI I'TK «CpencTta anTuBUpYCHOM
3amuThl. [lokazaTeny 3alMIeHHOCTH U TPeOOBaHMS 10 3aIUTE OT BUPYCOBY
1. Tpu

2. TSITh
3. cemb
4. neBATh




5. HEeT NpaBUJILHBIX OTBETOB

2. JleATelIbHOCTh, HAlIPaBJICHHYIO Ha IIPEeIOTBPALCHUE MT0JIyUeHHUs
3amuiaeMoi HHpopMauu

3aWHTEPECOBAHHBIM CYObEKTOM C HApYIICHHEM YCTaHOBJICHHBIX MPaBOBBIMU
JOKYMEHTaMHU WU

COOCTBEHHHMKOM (BJIaeNbIIeM HH(POPMAIINH) TIPaB WA TPaBUJ TOCTyIa K
3aIlHIIAEMOI

WHPOPMALIUN HA3BIBACTCS:

1. OGecreueHmne MEIOCTHOCTH HH(OPMAITIH

2. ObecneueHne AOCTYMHOCTH HH(POPMALIUU

3. 3amura uapopmaruu ot HCJJ

4. 3amuTa nHGOpPMAITIN

2. Kak Ha3bIBaeTCA THUII JOKYMEHTA, B KOTOPOM B LIEJIAX JOOPOBOJIBHOTO
MHOTOKPaTHOTO

HCIOJIb30BaHMs yCTaHABIMBAIOTCS IOPAJOK OCYILECTBICHNUS IIPOLIECCOB
IIPOU3BOJCTBA,

SKCIUTyaTallui, XpaHeHHs, TIEPEBO3KHU, peal3aliy 1 yTUIN3AIHH,
BBITIOJTHEHHS PabOT MU

OKa3aHUs yciayr?

1. Pernament

2. Crangapt

3. Criettudukanus

4. Ceptudurar

7. Kak HazpiBaetcs Cnenuduxamms X.509

1. «Ciryx0a TUPEeKTOPHii: KapKachl CepTU(HUKATOB OTKPBITHIX KIFOYEH U
aTpuOyTOBY.

. «Cny»x0a nupexTopuii: 0030p KOHIICTIIUH, MOJICIICH U CEPBUCOBY.

. «ApxuTekTypa 0e30MacHOCTH AJIsl B3aUMOICHCTBHUS OTKPBITBIX CHCTEM.
. Uro obo3nauaet abOpenarypa ®CTIK?

. @enepanbHas CHCTEMa TEXHOJIOTHYECKOTO M SKCIUTyaTallHOHHOTO KOHTPOJISL.
. @enepanbHas cayx0a TEXHUYECKOTO U KCIIOPTHOTO KOHTPOJISL.

. @enepanpHas cayk0a TEXHUYECKOTO U 3KCIIEPTHOT'O KOHTPOJIS.

. @enepanbHas ciyx0a TAMOXEHHOT'O ¥ 3KCIIEPTHOTO KOHTPOJISL.

. Her npaBunbsHOrO OTBETA.

. Kak HazpiBaeTcs nporiecc mpucBoeHne 00BEKTaM U CyOBEKTaM JIOCTYIIa
uAeHTH(UKATOpa U

(unu) cpaBHEHHUE MPEIBSBISIEMOTO HICHTUPHUKATOPA C TIEpeuHEM
MPUCBOCHHBIX

UACHTU(PHUKATOPOB?

1. AyrenTudukanus.

2. Harmonanusanust.

3. Unentndukanus.

4. TTaponuzanusi.

10. JIs1 kakux 1iened mpyu aAMUHUCTPUPOBAHUH, TAPOIBHON CUCTEMBI,
yCTaHaBIUBACTCS

OrpaHUYEHHE YMCIIA TIONBITOK BBOJIA MAPOIIsi?

1. YcnoxHsaeT 3a7aqy 3T0yMBIIUIEHHUKA IIPU TOTIBITKE 11000paTh Mapoib 110
CJIOBapIO

2. [lpensiTcTByeT MHTEPAKTUBHOMY IOA00DPY MapoJiei 3JI0YMBIIIJIEHHUKOM
3. YcnoxHAeT 3a/1a4y 37I0yMBIIUICHHUKA [TPH HOIBITKE M0100paTh Mapoib
METOJIOM «TOTaJHHOTO

ONPOOOBAHUSDY.

4. 3amMuiaer OT HENPaBOMEPHBIX JICHCTBUI CHCTEMHOTO aIMUHUCTPATOPA,
HUMEFOIIETO JIOCTYI K

MapoJIF0 B MOMEHT CO3/IaHUS YIETHOH 3aInCH.

5. J171s1 Bcex 1enei nepevrciieHHbIX B IyHKTax 1-4.

11. Kakoli U3 niepevnciieHHBIX METOJIOB HE IPUMEHSIETCSI JIJISl ayTeHTH(QHUKAITUH

O DN B WK — 0 Wi




MoJIb30BaTeNe?

1. CrucreMbl, OCHOBaHHBIC HAa 3HAHUH HEKOTOPOU CEKPETHOM MH(OpMAIIUH.
2. CucteMsbl, OCHOBaHHBIE Ha BIaJICHUH HEKOTOPBIM CIIEIHaIbHBIM MPEAMETOM
WJIU YCTPOUCTBOM.

3. CucTtembl, OCHOBaHHBIC HA OMOMETPHYECKUX XapaKTepHUCTHKAX.

4. Het npaBuisHOTO O0TBETa. Bee mpuMeHstoTCs.

12. MoxxeT 11 Ha OJJHOM KOMITBIOTEPE CO3/1aBaThCsl HECKOJIBKO YUETHBIX
3alKCeN ¢ MpaBaMu

aaMuHUCTpaTopa?

1. Her, ToNbKO JOKHA OBITH TOJBKO OJTHA YUETHAsS 3aIIMCh JaHHOTO TUIIA.
2. MoxeT ObITh HE MEHEE OAHOM yYETHOM 3aliCcH JaHHOTO THIIA.

3. Homyckaercs He OoJiee IByX yUETHBIX 3aIACEH JaHHOTO THTIA.

4. Het npaBUIIBHBIX OTBETOB.

13. CroiicTBO MH(pOpPMAIIHH, 3aKITHOYAIOIIEECS B €€ aKTyaTIbHOCTH H
HENPOTUBOPEYUBOCTH, €€

3aLIUIIEHHOCTH OT Pa3pyLICHUs 1 HECAHKIIMOHUPOBAHHOTO HU3MEHEHUS
Ha3bIBaeTCA:

1. JIoCTYITHOCTBIO.

2. I1emocTHOCTEHIO.

3. KoH(puaeHIInaIbHOCTBIO.

14. Kako¥i U3 nepeuncieHHBIX CEPBUCOB HE SIBISIETCS CEPBUCOM 0€30T1acHOCTH?
1. DxpaHupoBaHue.

2. TynnenupoBaHue.

3. ApxuBUpOBaHHE.

4. llInudposanwue.

5. KoHTpoIb LETOCTHOCTH.

6. KoHTpoIb 3alUIIIEeHHOCTH.

15. To kakoMy KpUTEpHIO KiIacCU(DUIIUPYETCsl yaaneHHast aTaka, IpUBOISIIASL
K HCKa)KEHHIO

nHpopmMaumn?

1. ITo uenu Bo3aeiicTBUA

2. Ilo xapakTepy BO3ACHCTBUS

3. Ilo pacnionokeHHIo CyObeKTa aTaKu OTHOCHTEJIBHO aTaKyeMOIo 0ObeKTa
16. Kakoii knaccn(puKaMoHHbIH TPU3HAK TTO3BOJISIET CYJUTh O TaK
Ha3bIBAEMON «CTEIICHU

YIaJIEHHOCTH» aTaKu?

1. TTo ypoHto stanonHoi moaenu ISO/OSI, Ha KOTOPOM OCYIIECTBISETCS
BO3JICHCTBHE

2. o pacnonoxeHuro cyObEeKTa aTaki OTHOCUTEIBHO aTaKyeMOoro 00beKTa
3. ITo ycnoBuIo Hayana OCyIECTBICHUS BO3ACHCTBUS

17. Kakas u3 nepedynciaeHHbIX yIaJeHHbIX aTaK sBISEeTCS TaCCUBHOM?

1. DNS spoofing

2. SYN flooding

3. Sniffing

4. IlepexBaT MakeTOB Ha MapIIPyTU3aTOPE

18. Yro o3nauaer ab6peBuarypa NIDS:

1. Mexnynapoanast Opranm3aius mo CTaHaapTH3aAIIHA

2. CucreMbl 0OHapyKXeHHS (BBISABICHUS) aTakK

3. JlaBunnoe 3atomienue [CMP-nakeramu

19. [IpenmymiecTBOM METO/Ia JTAHHOTO TUIIA SBJISIETCS] BO3MOYKHOCTD
00HapyKEHHSI HOBBIX aTak

0e3 He0OXOTUMOCTH OCTOSTHHOTO U3MEHEHHS TIapaMeTpOB
¢byHKUMOHMpPOBaHUs Moays. O

KaKOM METOJIE HJIET PeUb?

1. CurnarypHowm (signature)

2. llabnoxHOM (pattern)

3. Ha ocHOBe 00Hapy»XeHus 3I0yNoTpedIeHuN




4. Het npaBUIBHBIX OTBETOB

20. ITpuHITMT pabOTHI ATOTO METOAA 3aKITIOYACTCS B 00HAPYKEHUN
HECOOTBETCTBHS MEXKTY

TEeKyIMM pesxuMoM QyHKImoHupoBanust KC 1 MOJIEINbIO MITATHOTO PEXUMA
paboTHI,

3aJI0’)KeHHON B mapameTpax Metoqa. O kakoM MeToae oOHapyKeHHS aTak UAeT
peun?

1. Ha ocHOBe 0OHapy»XeHHsI aHOMAJILHOTO MOBEICHHS (TIOBEICHUECKHUE
METOBI)

2. Ha ocHOBe 0OHapy>KeHHs 310yNOTPeOICHHUHA

3. CurnatypHsIii (signature)

4. Het npaBUJIBHBIX OTBETOB

21. Kak nHazpiBarotcst COA oOHapyXUBaroIIne aTaku, HallpaBlIeHHBIE Ha BCIO
CETh WU CerMEHT?

1. host-based

2. network-based

3. Cuctembl OOHApYKEHUS aTaK Ha yPOBHE XOCTa

4. Het npaBUIBHBIX OTBETOB

22. HenocTaTKOM TaKMX CHUCTEM SIBJISIETCS. TO, YTO OHHU CHJIBHO 3arpy>KaroT
MPOILIECCOP U TPEOYIOT

00X 00BEMOB IMCKOBOTO MTPOCTPAHCTBA [Tl XPaHEHHUSI )KYPHAIOB
peructpauuu. O Kakux

tunax COA uner peusb?

1. network-based

2. host-based

3. Cucrembl 00HAPYKEHUS aTaK YPOBHS CETH

4. Het npaBUIBHBIX OTBETOB

23. Uto o3HauaeT abOpeBuatypa DoS?

1. aTaku THIIA «OTKa3 B OOCITY)KHBaHU

2. aTaKy THIA «3aTOILICHUEY

3. aTaku THIA «II0JIMEHA aJIpecar

4. HET MPaBUIIBHBIX OTBETOB

24. Ecnu atakyromias mporpaMMa, 3aiyIieHHas Ha CETEBOM KOMITBIOTEPE, JKIIET
IIOCBIIIKHU OT

MOTEHIIMATBHOM LENTN aTaK! ONPEIEIeHHOT0 THIIA 3a1poca, KOTOPhIi OyneT
YCIIOBUEM Hayala

OCYIIIECTBJICHUS aTaKH, TO TaKas aTaka KiacCu(UIHpYyeTCs KaK:

1. ATtaka 10 3aIpocy OT aTaKyeMOro 00beKTa

2. ATaka 1o HaCTYIUICHHUIO OTIPEIEIICHHOTO COOBITHS Ha aTaKyeMOM OOBEKTe
3. be3ycnoBHas aTtaka

25. MexceTeBO 3KpaH MpeIHA3HAUCH:

1. 5151 301U Thl POTPaMM OT HECAHKITHOHUPOBAHHOTO KOITHMPOBAHHS

2. lns obecniedenus: 6€30MacHOTO JOCTYIA K BHEITHEH CETH ¥ OTpaHrYeHUS
AO0CTYyIla BHCHIHUX

[I0JIb30BATENEH K BHYTPEHHEHN CETH.

3. JInist 3aIuThl 5KpaHa MOHUTOPA OT HECAHKITMOHUPOBAHHOTO CHSTHS
WHPOPMAITUH C TIOMOUIBIO

TEXHUYECKUX CPEJICTB Pa3BE/IKH.

4. Het npaBUJIBHBIX OTBETOB.

26. Kakoii u3 nmepeuncieHHbIX KOMIIOHEHTOB HE BXOJIUT B COCTaB TEXHOJIOTHH
MexcereBoro

sKpanupoBanus (MO):

1. CereBast monuTHKa OE30MMACHOCTH.

2. lleHTpanu3oBaHHOE yIpaBIICHHE.

3. [lonuTHKa MpUMEHEHNU aHTHBUPYCHBIX CPEJCTB MPH pabOTE B CETH.

4. [Moxcucrema cOOpa CTATUCTUKH U TPEAYyIpexKAeHUS 00 aTake.

5. Bce mepeunciieHHbIe KOMIIOHEHTHI BXOJSIT B TEXHOJIOTHIO MO,




27. IlonuTHKa JOCTYyMa K CETEBBIM CEPBUCAM SIBISETCS OJYNHEHHON
MTOJINTUKOI:

1. Ilonutuku ceteBoi 0€30MaCHOCTH

2. YcusaeHHOW ayTeHTU(QHUKALIUT

3. IlonuTHKY peanu3annuy MEXCETEBBIX IKPAHOB

4. Het npaBUIIBHBIX OTBETOB

28. Yem ompenensdroTcs MpaBuia 10CTyIa K pecypcaM BHYTPEHHEN CeTH, MpH
peann3anyy NOIUTHKH MEXKCETEBOTO 3KpaHUPOBAHUS?

1. TTonuTuKoM peanu3alu MEXCETEBBIX IKPAHOB

2. [lonuTuKo# OCTYyMa K CETEBBIM CEpBUCAM

3. HeT npaBWIbHBIX OTBETOB

29. Yem ompezemnsieTcsi CIMCOK CepBUCOB Internet, K KOTOPBIM IOJIB30BATENIN
JOJKHBI UIMETh

OTrpaHUYeHHBIHN JocTyn?

1. ITonuTHKOM TOCTYIa K CETEBBIM CEPBUCAM

2. [lonuTHKO# peann3anu MEXCETEBBIX DKPAaHOB

3. HeT npaBWIIbHBIX OTBETOB

30. Bo3aM0oXHOCTB HEKOTOPBIX MO 10 OJIOKHUPOBAaHUIO (YHUUTOKEHHIO)
[AKETOB, MONAJAOLINX Ha

MD, 1o 3ajaHHOMY KPUTEPHUIO Ha OCHOBE JaHHBIX, COJEPKAIUXCS B
3arojIoBKax MakeToB U

TEKYILUX IapaMeTpOB OKPY’KaIOIIel cpesibl Ha3bIBACTCA:

1. ®unbrpanus ¢ npumeHerneM [locpenHrka (TpaHCTIOPTHOTO) YPOBHS
coenuHeHus (circuit-level

proxy)

2. [Ipocras GumbTpanus makeToB (C MOMOIIBIO (GUIBTPYIOIIETO
MapuIpyTU3aTopa)

3. @unpTpanus ¢ npuMeHenrneM llocpenHuka NpUKIaaHOTO YPOBHS
(application proxy)

4. Het npaBUIbHBIX OTBETOB

31. Kakue u3 nepedrciaeHHbIX MyHKTOB OMPEIENIIOT JOCTOMHCTBA IIPOCTOM
(ubpTpaIy MakeToB?

1. JIoxanpHasa ceTh MOXKET OBITH CIeIaHa HEBUAMMOU M3 III00AJIBHON CETU
2. CnocoOHOCTh THOKOTO PETYJINPOBAHUS (OTpaHUYEHUS) IPOITYCKHON
CHocoOHOCTH

3. HUcnonp30BaHue MOJUTHKHU «3aIIPELICHO BCE, YTO HE PAa3pELICHO»

4. Het npaBUJIbHBIX OTBETOB

32. Kakue 13 nepeurciIeHHbIX MYHKTOB OMPEIENIIOT JOCTOMHCTBA IIIJTI03a
MPUKIIAHOTO YPOBHS

(application proxy)?

1. «IIpo3pagHOCTEY CBS3H

2. 'nOxocTh B OonpenesieHNH NpaBul GUIbTPALH

3. HeGomnbias 3aaepkKa py NPOXOXKIECHUH AaKETOB

4. Het npaBUJIbHBIX OTBETOB

33. Kakue u3 nepedrciaeHHbIX ITyHKTOB OMPEIENsIOT He0CTaTKH
(UIBTPYIOIIETO MapLUIPyTHU3aTOPa

(mpocToli GpuIbTpaIK MaKeTOB)

1. He yunTbhIBaeTCsS COCTOSHIE COEIMHEHHS TPAHCTIOPTHOTO U MPUKIIAJTHOTO
ypOBHEHN

2. [Ipu HapymeHnn paboTocrmocoOHOCTH MD Bce KOMITBIOTEPHI 32 HUM
CTaHOBSATCS TIOJTHOCTHIO

HE3aIIUIIEHHBIMH JTHO0 HEJOCTYTHBIMH

3. He yuursiBaetcs conepxxumoe [P-nmaketos

4. Bce myHKTBI OIpeeNsFoT HeAOCTAaTKH MPOCTOH (PUIBTpAIIH TAKETOB
5. HeT npaBUIIbHBIX OTBETOB

34. @ynkuus M3, ckpriBarolias BHyTpEeHHUE apeca 0OBEKTOB (CyObEKTOB) OT
BHEIITHUX




CyOBbEKTOB Ha3bIBACTCS:

1. DxpaHupoBaHue

2. TpaHcasanus agpeca

3. IlpaBuino ¢punpTpanuu

4. Het npaBMWIIBHBIX OTBETOB

35. Kak Ha3pIBaeTCs HayKa O CO3J]aHHUH W aHAJN3e CHCTEM 0e30TacHON CBS3n?
1. Kpunronorus

2. Kpunrrorpagust

3. Kpunroananms

36. Kak Ha3pIBaeTCsS AUCUUITIIMHA (pa3aen HayKy), OXBaThIBAIOIIAs TPHHIIHIIEI,
CpEeACTBA U METO/BI

npeoOpa3oBaHUs JaHHBIX IS COKPBITHS X HHPOPMAITHOHHOTO COACPIKUMOTO?
1. Kpunroananus

2. Kpunrrorpagust

3. Kpunrronorus

37. Kak Ha3pIBaeTCsI KOHKPETHOE CEKPETHOE COCTOSIHME HEKOTOPBIX
napamMeTpoB allrOpPUTMa

KpUNTOrpaduiaeckoro npeodpa3oBaHusl JaHHBIX, 00ecIeunBarolee BEIOOp
OJTHOTO

mpeoOpa3oBaHMs U3 COBOKYITHOCTH BCEBO3MOXKHBIX?

1. Hludp

2. Kimrou

3. Kpunroanropurm

38. Kak Ha3pIBaeTCS COBOKYITHOCTh 0OPaTUMBIX MTPE0Opa30BaHN MHOKECTBA
BO3MOXHBIX

OTKPBITBIX JAHHBIX (TEKCTOB) HA MHOKECTBO BO3MOXKHBIX 3aIIM(PPOBaHHBIX
JaHHbIX

(kpunrorpamMm), OCyIIECTBIIIEMBIX TI0 ONPEIEICHHBIM MpaBuiIaM?

1. Mudp

2. Koy

3. KpunroanroputM

[lepeueHb TeM KOHTPOJBHBIX PabOT MO MUCHUIUIMHE OOYYaIOIIUXCS 3a09HOU (hOPMBI
oOydeHus, IpeICTaBIeHbI B Ta0mie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. Meroguueckue  Marepuanbl,  ONPEACISAIONIME  TPOIEIyphl  OLICHUBAHHS
UH/MKATOPOB, XapaKTEpU3YIOIIUX d3Tambl (HOpPMUPOBAHHMS KOMIIETEHLUH, COAepKarcs B
JOKaJIbHBIX HOpMaTuBHBIX akTax [YAIL, pernameHTUpYyOIUX TOPSAOK M MPOLEAYPY
NPOBEIEHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUHON aTTecTaluy 00y4aroIluXxcs
I'VAIL

11. Mertoauueckue yKazaHus Uit 00YJarOIIUXCs IO OCBOCHUIO TUCITUTIAHBI

11.1. Meroauueckue ykazaHMs s OOy4aroImUXcs 10 OCBOEHHIO JIEKIIMOHHOTO
Marepuana .

OcHOBHOE Ha3HAYCHHME JIEKIIMOHHOTO MaTepHaja — JIOTUYECKH CTPOWHOE, CHCTEMHOE,
rmy0oKoe M SICHOE H3JIOKEeHHEe y4eOHOoro Martepuana. HasHaueHne COBpEMEHHOW JIEKIMH B
paMKax JIUCIMIIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(POPMALMIO 1O TEME, a B OCBOCHUU
byHIaMEHTATBFHBIX TPOOJIEeM TUCHHIUIMHBI, METOJOB HAyJyHOTO ITO3HAHHS, HOBEUIIHX
JOCTMDKEHUH HaydHOM MbIciaH. B yueOHOM mporiecce JEKIUs BBIMOIHAET METO0JI0IMUYECKYIO,
OpraHU3aIMOHHYI0 U WHPOPMANMOHHYIO (YHKIWH. JIEKIMs pacKpbIBaeT MOHATUHHBIN armapat




KOHKPETHOW o0yacTH 3HaHuUs, €€ MpoOJieMbl, AaeT IEeIbHOE MPEACTaBICHUE O AUCIHILIMHE,
NIOKa3bIBAET B3aMMOCBS3b C IPYTUMHU U CHUILUINHAMU.

[lnanupyemMble pe3yabTaThl IPH OCBOSHUH 00yYaIOMUMUCS JIGKIIMOHHOTO MaTepraa;

— T[IOJIyY€HHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3AHHBIX 3HaHUH, YpPOBEHb
KOTOPBIX OIPEIEIISIETCS LEIEBOM YCTAHOBKOM K Ka)K10M KOHKPETHOU TEME;

— IOJIyY€HHE OIbITa TBOPYECKOI pabOThl COBMECTHO C IIPEIOIaBaTEIIEM;

— pa3BuTHE NIPOPECCHOHATBHO-IENOBBIX  KauyecTB, JIIOOBM K IpeAMETYy H
CaMOCTOSITEJIbHOTO TBOPYECKOT0 MBIIUIECHUS.

— TOsBJIEHHE HEOOXOAMMOT0 HHTEpEeca, HEOOXOAUMOTO Il CAMOCTOSTEIbHON pabOThI;

— TOJIyueHHE 3HAaHUKH O COBPEMEHHOM YpPOBHE pa3BUTHS HAyKH U TEXHUKH U O
IPOTHO3€E UX pa3BUTH Ha OJIIKaHIINE TOIBI;

— HayuyuTbCsl METOJUYECKH oOpabaTbiBaTh MaTepuas (BbIACIATh TJIABHBIE MBICIU U
IOJIOKEHUS, NPUXOAUTh K KOHKPETHBIM BBIBOAAM, IIOBTOPATH MX B  Pa3JIMYHBIX
bopmynHupoBKax);

— MOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOAMMBIX TEPMUHOB U MOHATHUI.

JIekuMOHHBI MaTepHall MOXET COIPOBOXKIATHCA JEMOHCTpauuend CIaioB H
UCIOJIb30BAaHUEM DPA3aTOYHOI0 MaTepualla IpU HPOBEIEHUM KOPOTKHX JTUCKYCCHH 00
0COOEHHOCTSIX TPUMEHEHHS OTJEIIbHBIX TEMATHK 0 JUCIUTUIMHE.

CTpyKTypa Ipe/1ocTaBlIeHUs JIEKIIMOHHOTO MaTepuaa:

Paznen 1. [IporpamMHo-anmapaTHbie CpeCTBa Pa3rpaHUUCHHS JOCTYIAa K KOMITBIOTEpHOH HH(popMaImn

Paznen 2. [IporpamMMHO-anmapaTHbIie CPEeCTBA KPUNITOrpaQUIeCKON 3alTiUThl HH(POpPMAIIHH.

Paznen 3. [IporpamMHo-anmapaTHbie CPEACTBA 3aIUTHI IPOTPAMMHOTO 00ECTIeYeHHUs OT KOMTUPOBAHUS U
W3yYEHUS

Paznen 4. [IporpamMMHoO-anmapaTHasi 3alliTa KOMITBIOTEPHON HHPOPMALIAN OT Pa3pyIIAIOIIIX
MPOTPaMMHBIX BO3AEHCTBUIM

Mertoauyeckue ykasaHusi Al O00y4aroIIMXCS IO IPOXOKACHUIO JIA0OPATOPHBIX
paodoT

B xone BeimonHeHus 1a0OpaTOpHBIX pPadOT oOydaromUicSs MAOKEH YIIIyOUTh H
3aKpENUTh 3HAHUS, NMPAKTUYECKUE HABBIKM, OBJIAJETh COBPEMEHHOM METOIMKONM M TEXHHUKOU
JKCIEPUMEHTa B COOTBETCTBUM C KBAIM(PUKAIMOHHON XapaKTepUCTUKOW 00ydaromerocs.
Beinonnenue 1abopaTopHbIX paboOT COCTOMT M3 3KCIEPUMEHTATbHO-IIPAKTUYECKOH, pacyeTHo-
AQHAJIMTUYECKON YacTed U KOHTPOJIBHBIX MEPOIIPUATHH.

BeinonHenue 51a00paTopHBIX pabOT 0O0y4aromMMCs SIBJISIETCS HEOTHEMJIEMOH 4YacThIO
W3YYEHUS JUCLUIUIMHBI, ONIpEeNesiseMOol Yy4eOHbIM IUIAaHOM, M OTHOCHUTCS K CPEICTBaM,
o0ecreynBaroIuM pelIeHue CIeIyIOIUX OCHOBHBIX 33/1a4 y 00y4aromerocs:

— TnpuoOpeTeHHe HaBBIKOB MCCIEAOBAHUSA IMPOLECCOB, SBJIEHUH U OOBEKTOB,
M3Yy4aeMbIX B paMKax JaHHOW JUCLUILINHBL,

— 3aKpeIuleHHe, Pa3BUTHE U JeTalu3alls TEOPETUYECKUX 3HAHUN, TMOJYyYEHHBIX Ha
JEKIUSX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUIIUHE;

— T[pHOOpeTeHHe  HaBBIKOB  CAMOCTOSTENBbHOW  paboThl ¢ Ja00OpaTOpPHBIM
000pyI0BaHUEM U IPUOOPAMHU.

3aganue u TpeOOBaHUS K NPOBeACHUIO JJadopaTopHbIX pador (JIP)
— B 3ananuun gomkHO ObITH YeTKO chopMyIHpoBaHa 3a7aua, BeionHsemas B JIP;
— Onucanbl BXOJHBIE M BBIXOJIHbIE JaHHbIE 1S TpoBeaeHus JIP;
— JIP nomxHa BBITOIHATHCSA HA OCHOBE MOJYYEHHBIX TEOPETUYECKNX 3HAHUSAX;
— Bemmonnenue JIP TOMKHO OCYHIECTBIATHCA HA OCHOBE METOAUYECKUX YKa3aHUH,
IIPEAO0CTABIIIEMBIX IIPEIOJABATEIIEM;




— JIP pomxHa BBIMOJIHATHCA B CICLUAIM3UPOBAHHOM KOMIIBIOTEPHOM KIlacce M
MOXET OBITh JAOpabOTaHa CTYJEHTOM B JOMAIIHUX YCJIOBHSX, €CJIH IMO3BOJSET
I10;

— Hrorom BrimosHeHHOM JIP sBiseTcs oTder.

Ctpykrypa u ¢popma oTueTa 0 1a00paTopHOii padoTe
— IlocranoBka 3amauu;
— Bxopnble 1 BbIXOJHBIE JAHHBIE;
— CopeprkaHue 3TanoB BBITOJIHEHUS;
— OO0ocHOBaHHE MOTYYEHHOTO Pe3yibTaTa (BBIBO/);
— CrOucok UCnoJIb3yeMOH JTUTEPATYPhI.

TpeodoBaHnusi K 0(p)OpMIIEHUIO 0TYETA 0 JIADOPATOPHOI padoTe
— Jlaboparopuas pabora (JIP) mpemocraBisieTcss B NEYaTHOM/WIIA 3JIEKTPOHHOM
BUJIE;
— JIP noymkHA COOTBETCTBOBATh CTPYKTYpE U (hOpME OTUETA MPEICTABICHHOHN BBIIIIE;
— JIP pgomxna umerb TuTynbHbIN nuct (OCT 7.32-2001 usnanus 2008 roma) c
Ha3BaHMEM U TMOANKCHIO CTyIeHTa(OB), KOTOpbIi(ble) ee caemam(u) u
oopmun(n);
CryneHt popkeH 3amutuTh JIP. OTMeTKa 0 3aIIuTe J0JDKHA HAXOIUTHCS HA TUTYJIBHOM
JUCTE BMECTE C MOITUCHIO TIPEIIoIaBaTers.

Metoanyeckue ykazanusi J1isi 00y4alOmMXcs MO0 MPOXO:KIEHUIO CAMOCTOATEIbHOMI
padoThI

B xone BbINOMHEHUSI CaMOCTOSITEIBHOM pabOThI, 00yJarOUIUiCs BBIMOJIHAET paboTy 1O
3aJJaHUI0 U TIPU METOJAMYECKOM PYKOBOJACTBE IpErojaaBaressi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTHsl.

s oOyvarommxcsi 1Mo 3a04Hoil ¢opMe 0OydeHHs, CaMOCTOSITENbHAas padoTa MOXKET
BKJIFOYATh B CEOsI KOHTPOJIBHYIO paldoTYy.

B mporecce BBIMOTHEHHSI CaMOCTOSTENBHON paboThl, Yy oOydaromierocst (hopMuUpyercs
1eJeco00pa3Hoe MIaHUPOBAaHUE PabOYero BpeMeHHU, KOTOPOE MO3BOJISIET UM Pa3BUBATh YMEHUS
U HaBBIKM B YCBOGHHM U CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHUM, 00eCredrBaeT BBICOKUMN
YPOBEHb YCIEBAEMOCTH B TIEPHOJ OOYYEHHs, TOMOTAaeT TMOJIYyYUTh HABBIKA TOBBIIICHHS
npohecCHOHALHOTO YPOBHSL.

MeroauueckuMu ~ MaTepualiaMy,  HANpPaBJSIIONIMMU  CaMOCTOATENbHYI0  paboTy
00y4JaromnXCs SBISIFOTCS:

— y4eOHO-METOIMYECKHI MaTepHal Mo AUCIUILUIMHE,

— METOAMYECKHE YKa3aHHs IO BBIMOJHEHHUIO KOHTPOIBHBIX paboT (1 00ydaromuxcs
10 3a04HOU (hopme 0OyueHus).

11.2. MeTtoau4eckue yKa3zaHUs JUIsl O0y4aroNIuXcs MO MPOXOKICHHIO IMPOMEKYTOTHON
aTTeCTalUu.

[IpomexxyTounast ~ aTTecTamsi  OOyJarOmUXcsi — MPEAyCMaTpuBaeT  OICHUBAHUE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3YyIbTaTOB OOy4YeHHs MO auciuruiiHe. OHa BKIIIOYAeT B
cedst:

— 9JK3aMeH — (opma OILIEHKH 3HaHUM, TONYyYEHHBIX OOYYaIOIIUMCA B IpOIecce
W3YYEHUS BCEW MUCIUIUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOSATEIHHOU paboThl, CIOCOOHOCTH
MPUMEHATh WX JJIs pPEHIeHUs MPaKTHYEeCKUX 3amady. JK3aMeH, Kak TMpPaBWIO, MPOBOJUTCS B
NepuoJl HK3aMEHAIlMOHHOM CECCHMM U 3aBEpIIAETCS aTTECTAMOHHOM OLEHKOW «OTIUYHOY,
«XOpOILIO», «YAOBIETBOPUTEIHHOY, «HEYAOBIETBOPUTEIHHOY.



— 3a4eT — 3To (opMa OLICHKH 3HAHUH, MOTYYCHHBIX OOYYAIOMIUMCS B XO/€ M3yUCHUS
yueOHOM TUCHIUIUIMHBI B LIEJIOM WJIM IPOMEXYTOUHas (110 OKOHYaHUU CEMECTpa) OlIeHKa 3HaHUHN
oOyyaromuMcs 10 OTJAEIbHBIM pa3fieslaM TUCLUIUIMHBI C aTTECTAllMOHHOM OLIEHKOW «3aYyTEHO»
WJIU «HE 3aUYTEHO».

— 1uddepeHIpPOBaHHBIM 3a4eT — 93T0 (opMa OLEHKM 3HAHUH, IOJy4YeHHBIX
0o0yyJarouuMcs Mpy U3y4eHUH JAUCIHUIUIMHBI, TIPU BBIITOJIHEHUH KYPCOBBIX IMPOEKTOB, KYPCOBBIX
paboT, Hay4HO-HUCCIIEA0BATENbCKUX PAOOT U MPOXOKICHUH MPAKTUK C aTTECTAllMOHHON OLIEHKOU
«OTIUYHOY, «XOPOIIOY, «YAOBIECTBOPUTEIBHOY, KHEYIOBICTBOPUTEIHLHOY.

Cuctema OLICHOK IpU MPOBEJECHUU IPOMEXKYTOUHOW AaTTECTALlMM OCYILECTBIISIETCS B
cooTBeTCTBUH C TpeboBanusMu [lonokeHnit «O TeKylmieM KOHTPOJIE YCIIEBAEMOCTH U
MIPOMEXKYTOUHOH arrtectanuu cTyaeHToB ['YAII, oOydarommuxcs mo mporpaMMaM BBICHIETO
obpazoBanus» U «O MOIYJIbHO-PEHTHHTOBOM CHCTEME OICHKM KadecTBa y4eOHOUW pabOThI
ctyaeHToB B 'Y AID».



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




