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1. OBIIASI XAPAKTEPUCTHUKA PABOUYEHN TIPOT'PAMMBbI
IMMPO®ECCHUOHAJIBHOI'O MOYJISI
HACTPOUKA CETEBOU UH®PACTPYKTYPBI

1.1. Heap n nu1anupyemble pe3yabTaThl 0CBOCHHS NPOdecCHOHATBLHOT0 MOAYJIs

Pabowas mporpamma mpodecCHOHAIBHOTO MOIYJS SIBJISETCS COCTaBHOMW YacThIO
MIPOrPaMMHO-METOIMUECKOr0 COIMPOBOXKIEHUs oOpaszoBaTenbHON mporpammbl (OIl) cpemgnero
npopeccunonansHoro oodpazoBanust (CI1O) mo crenmansrocTr 09.02.06 «CeteBoe u cuctemMHOe
aMUHUCTPUPOBAHKUE)» B YaCTU OCBOEHHA OCHOBHOro Buja nesrenbHoctd (BJ]) Hacrtpoiika
ceTeBOil HMHpPACTPYKTYpbl U cooTBeTcTByrommx o6mux (OK) um mpodeccrnonambHbIx
kommneteniui (I1K).

IlepeyeHb 00IIUX KOMIIETEHIIHIA :

OK O01. BeiOupath cnocoObl pemieHus 3anad  Npo(ecCHOHATBbHOW /IeATeNbHOCTH
MPUMEHUTEIBHO K Pa3IMYHbIM KOHTEKCTaM;

OK 02. HMcnomp30BaTh COBPEMEHHBIE CpPEJICTBA IIOMCKA, aHAIW3a W WHTEPHPETALMH
uHpopMalud M HHPOPMAIMOHHBIE TEXHOJIOTMM JIS BBINOJHEHHS 3a/4a4 MpodeccuoHaTbHOM
NesITeNIbHOCTH;

OK 03. [TnanupoBath 1 peaau30BbIBaTh COOCTBEHHOE MPO(PECCHOHAIBHOE U JTMYHOCTHOE
pa3BHUTHE, MPENNPUHUMATEILCKYIO JEATEIbHOCTh B NMpoQeccruoHaNbHON cdepe, UCIoIb30BaTh
3HAHMUS [0 MPABOBOM U (PUHAHCOBON T'PAMOTHOCTH B PA3JIMYHBIX )KHU3HEHHBIX CUTYaIIHIX;

OK 04. DddexTnBHO B3aUMOACHCTBOBATH U PAaOOTATh B KOJUICKTUBE U KOMAaH/IE;

OK 05. OcyiecTBisiTh YCTHYIO M MUCbMEHHYI0O KOMMYHHUKAIIUIO Ha TOCYJIapCTBEHHOM
si3b1ke Poccuiickoit Denepanuul ¢ yaeToM 0COOEHHOCTEH COIMAIBHOTO U KYIbTYPHOT'O KOHTEKCTA;

OK 06. [IlposBisiTe TpaxAaHCKO-NMATPUOTHYECKYIO TMO3UIHI0, JIEMOHCTPUPOBATH
OCO3HAHHOE TIOBEJCHHE Ha OCHOBE TPAIUIMOHHBIX POCCUICKUX TyXOBHO-HPAaBCTBEHHBIX
LIEHHOCTEH, B TOM YHCJIE C yYETOM TapMOHHM3AI[MU MEKHAIMOHAJIBHBIX M MEXPEIUTHO3HBIX
OTHOIICHU, TPUMEHATH CTAaHAAPThl aHTUKOPPYIIIUOHHOTO MTOBEACHHUS;

OK 07. CopnelicTBOBaTh COXpPAaHEHUIO OKpPYKAIOIIEH Cpelbl, PecypcocOepereHUIo,
NPUMEHATh 3HAaHUS OO0 W3MEHEHHWU KIMMaTa, MPUHIUIBI OEpexIMBOrO IMPOU3BOJICTBA,
3¢ deKTUBHO JeMCTBOBATH B YPE3BBIYANHBIX CUTYAIIUSX;

OK 09. Ilonp3oBaThcsi mpodecCHOHANBHON JOKyMEHTallMed Ha TOCYAapCTBEHHOM U
WHOCTPaHHOM SI3bIKAX.

Ilepeuenb npodeccHOHAIBLHBIX KOMIIETEHIIUI:

INIK 1.1. JlokyMeHTHpOBaTb COCTOSIHHSI WH()OKOMMYHUKALIMOHHBIX CHUCTEM M HX
COCTaBIISIOIIUX B MPOLIECCE HANIAJKU U SKCILTyaTalluu

IIK 1.2. TlomgepxuBate pabOTOCHOCOOHOCTh —amMapaTHO-NMPOrPAaMMHBIX CpEACTB
YCTPOHCTB MH(POKOMMYHUKAITMOHHBIX CUCTEM.

I1K 1.3. YcrpaHsaTh HeMCIpaBHOCTH B paboTe MH(POKOMMYHHUKALIMOHHBIX CHCTEM.

IIK 1.4. IIpoBoANUTE NPUEMO-CAATOYHBIE UCIIBITAHUS KOMIIBIOTEPHBIX CETEW M CETEBOIO
00OpyZIOBaHUS PA3TUYHOTO YPOBHSI M OLIEHKY KauecTBa CETEBOM TOIMOJIOTMM B paMKax CBOEH
OTBETCTBEHHOCTH.

IIK 1.5. OcymecTBiaTh pe3epBHOE KONMPOBAHHE M BOCCTAHOBIIEHHE KOH(UTYpaIuu
CeTeBOT0 000py10BaHMsI HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CHCTEM.

IIK 1.6. OcymecTBisiTh  MHBEHTAPU3ALMIO TEXHUUYECKUX  CPEACTB  CETEBOM
MHPPACTPYKTYPbI, KOHTPOJIb 000PYAOBAHUS M1OCIIE POBEICHHOTO PEMOHTA.



[IK 1.7. Ocy1iecTBIATh perjaMeHTHOE OOCTYKUBAHUE U 3aMEHY PaCXOJHBIX MaT€pPUAJIOB
nepudepuitHOTo, CETEBOTO M CEPBEPHOTO 000pYI0BaHUS HHPOKOMMYHHKAITMOHHBIX CUCTEM.

C LECJIBIO OBJIAACHUA YKA3aHHBIM BUAOM ACATCIBHOCTU U COOTBCTCTBYIOIIUMUA 06IJ_II/IMI/I n

npoecCHOHATFHBIMU KOMIETEHIIUSAMH, OO0YJalOIIUICS B X0/I€ OCBOCHUS MPO(HECCHOHATBLHOTO

MOIYJIA OJOJIKCH!

BJIaleTh HABbBIKAMMU .

[IPOEKTUPOBAHUS APXUTEKTYPbI JIOKAJIbHON CETH B COOTBETCTBUHU C IIOCTABJIECHHOM
3ajaveii;

YCTAaHOBKH M HACTPOUKHU CETEBBIX MPOTOKOJIOB U CETEBOTO 000PYIOBaHHS B
COOTBETCTBUU C KOHKPETHOM 3aJa4ei;

BbIOOpA TEXHOJIOTUH, UHCTPYMEHTAJIBHBIX CPEJICTB IIPU OpraHU3aIMH Mpoliecca
HCCIIEI0OBAaHUS 0OBEKTOB CETEBON MHPPACTPYKTYPHI;

obecrnieueHns 0€30IaCHOTO XpaHEHUS U Nepeiayl HHPOpMaIH B JIOKAIbHOM CETH;
HCII0JIb30BAHUS CIIEUAIBHOTO MPOTPAMMHOI0 00ecTieYeH s ISl MOJETMPOBAHNUS,
MIPOEKTUPOBAHUS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH.

yMeTh:

MIPOEKTUPOBATH JIOKAIBHYIO CETh, BHIOMPATh CETEBBIE TOTIOJIOTHH;
HCIO0JIb30BaTh MHOTO(YHKIIMOHAIbHbBIE TPUOOPHI MOHUTOPHUHTA, IPOTPAMMHO-
anmapaTHble CPEJCTBA TEXHUYECKOTO KOHTPOJIS JJOKATBHOU CETH.

3HAThb:

001IIMe TPUHITUTIBI TIOCTPOCHHMSI CETEH, CETEBBIX TOMOJIOTHIA, MHOTOCJIOWHON MOACIH
OSI, TpeGoBaHMI K KOMITBIOTEPHBIM CETSIM;

apXUTEKTYpy MPOTOKOJIOB, CTAHJIAPTU3ALIMU CETEHl, 3TAaroB MPOEKTUPOBAHUSI CETEBOM
HHPPACTPYKTYPHI;

0a30BbI€ IPOTOKOJIBI U TEXHOJIOTUH JOKAIBHBIX CETEH;

MIPUHIIUIIBI TOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAIbHBIX CETEH;

CTaHJapThI Kabenel, OCHOBHBIE BUIbl KOMMYHUKAIIMOHHBIX YCTPOMCTB, TEPMHUHOB,
MOHATHH, CTAHAAPTOB U TUIOBBIX AIEMEHTOB CTPYKTYPUPOBAHHOM KabeIbHOM
CUCTEMBI.

1.2. Koau4ecTBO 4acoB, OTBOJANMOE HA OCBOEHHE MPOrpaMMbl Po(hecCHOHAIBLHOTO

MOYJIsl

Bcero gacos — 614, B ToM 4unce:

y4ueOHbI€ 3aHATUS, YacoB — 243;
CaMOCTOSITENIbHOM paboThl 0Oydarolerocs, yacos — 50;
yueOHOM U TPOU3BOJCTBEHHON MPAKTUKH, 4acoB — 288.



2. CTPYKTYPA U COAEP KAHUE ITPO®ECCUOHAJIBHOT'O MOAYJIsL

2.1. CTpykrypa npogeccuoHaILHOr0 MOAYJIst

Y4yeOnast Harpy3ka o0yuyarommxcs (4ac.)

Bo B3aumMopeiicTBUM ¢ penogaBaTeiemM

Harpyska Ha qucuumiunasl 1 MJIK

B T. 4. 110 y4€OHBIM
nucnuminHaMm 1 MJIK
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Bcero 614 | 50 | 243 | 117 126 288 5 | 28
KomnsrotrepHsie cetu 148 | 24 112 66 46 4 8
[Toanepsxkka paboTocrnocoOHOCTH
OK01-07, OK09, KOl\fI[f[[LE)Te HI;IX ceTe 166 | 26 131 >l 80 ! 8
NK1.1-17 P
VYyeOHast mpakTHKa 108 108
[IpousBoiIcTBEHHAS MPAKTHKA 180 180
DK3aMeH N0 Npo(ecCHOHATBHOMY MOIYITIO 12 12




2.2. TemaTu4eckHuii IJIaH U cojiep:kaHue MPOecCHOHATBLHOTO MOIYJIs

HaumeHoBaHue pa3ae/ioB
U TeM
npo¢ecCHOHATBLHOI0
moayJas (IIM),
MeKTUCUMIITIMHAPHBIX
kypcoB (MJIK)

Coneprxanue y4eOHOro MaTepuaJa,
JadopaTopHbIe PadoThl M MPAKTHYECKHUE 3aHITHS, CAMOCTOSITeJIbHASL YUueOHas1 padoTa
00yyaIuxcs, KypcoBasi padora (mpoekT) (eciiu MpeayCMOTPEHBI)

Oo0beM, akan. 4/ B
TOM 4ucjae B popme
NMPAKTHYECKOM
MOJATOTOBKH, aKajJ 4

1

3

Pasznen 1. KomnboTepHbie ceTu

112/46

MJK.01.01. KomnbloTepHble CeTH

112/46

Tema 1.1 BBenenue B
cereBble TEXHOJIOTHH

Conep:xxanue

112/46

1. KomnbrorepHbie ceTn

Buapl kommbploTepHbIX ceTeil. [ mobanbHbIe U JOKAJIbHBIE CETH. BUIBI CETEBBIX apXUTEKTYP.
OCHOBHBIE KOMIIOHEHTBI CETEH, CeTeBas Cpela M CEeTeBble YCTpoicTBa. TexHOJOruu
noakioyeHuss Kk MarepHer. KauecTBO M HazmexkHOCTH cereil. OCHOBHBIE TMOHSTHSI CETEBOU
6e3omacHoCTH. TeHICHIIMN pa3BUTHS CETEH.

2. CeTeBble IPOTOKOJIbI H KOMMYHHMKAIUH

Konuposanue u mapameTpsl coodmenus. CereBbie MPOTOKOJIbI. B3anMoaeiicTBHE MPOTOKOJIOB.
Ha6op nportokosioB TCP/IP u poriecc oo6meHa qanabiMu. Opranu3aiyu 1Mo CTaHaapTH3AIUH:
ISOC, IAB, IETF, IEEE, ISO. MuoroypoBueBsie moaenu OSI u TCP/IP. WUnkancynsmus
naHHbIX. [Iporokonpabie Ooku nanHbix (PDU). Jloctyn k jokansHbIM pecypcam. CereBas
anpecanus. MAC- u [P- anpeca. Jloctyn k ynanéunusiMm pecypcam. 111103 no ymonyanuzo.

3. CereBble Texnosoruu Ethernet

CewmeiictBo ceteBbix TexHoJoruid Ethernet. Ilpunnun pa6otsl Ethernet. BzaumopeiictBue Ha
noaypoBHsix LLC u MAC. Ynpasnenue noctynom k cpeze nepenaun Aanubix (CSMA). MAC-
anpec: unentuduxanus Ethernet. Atpubytsl kaapa Ethernet. [Ipencrasnenus MAC-anpecos.
OnHO- 1 MHOTOAJIPECHOM, IIMPOKOBENIATEeIbHON pacchliok. CkBO3HOE NMoiKiI0YeHue, MAC- u
IP-anpeca.

[Ipotokoun pazpemenus aapecoB (ARP): mpuHIUIEl paboThl, pojb B MpoIecce yIaIeHHOTO
obMeHa ganHbIMU. Tabnuiel ARP Ha ceTeBbiX ycTpoiicTBax. OCHOBHBIE HEJJOCTATKU
npotokona ARP - Harpyska Ha cpeny nmepeiaun JaHHBIX U O€30MaCHOCTb.

OcHoBHas uHpoOpMalus o0 moprax kommyratopa. Tabmuma MAC-agpecoB KOMMyTaTopa.
Oynukius  Auto-MDIX. ®ukcupoBaHHass M MOAYNIbHAs KOHQUTYypalMM KOMMYTaTOPOB.
CpaBHeHHE KOMMYTAIlMU YpOBHA 2 M ypoBHs. BupryansHsiii nntepgeiic kommyratopa (SVI),

66
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Mapmpyrusupyemsiii mopt, EtherChannel yposust 3. Kondwurypauus mapuipyruzupyemMoro
nopTa.

4. CerteBoii ypoBeHb

CereBoll ypoBeHb B IIpoliecce nepenayu AaHHbIX. [IpoTtokoiibl cereBoro ypoBHs. OCHOBHbBIE
xapaktepuctuku [P-mporokomna. Crpykrypa mnakeroB I[Pv4 u IPv6. OcobGennoctu wu
MpEerMYyIIEcTBa MpoToKoyia Pv6. Meropl MapuipyTu3anuu y3i10B. Ta0nuia MapuipyTu3amuu
y3JI0B W Mapuipyru3aropa s npotokosioB [IPv4 u IPv6. YcrpoiicTBo mapmipyruzaTopa —
[Ipoueccop, nmamsTh, omepanuoHHass cucrema. lloakimtoueHHe K MapLIpyTH3aTOpy uepe3
pasnuuHble nopThl. HacTpolika HCXOHBIX MapaMeTpoB, HHTEP(dENcoB, U032 0 YMOTYaHUIO
U IPYTUX XapaKTEPUCTHK MAPIIPYTU3ATOPA.

5. TpaHcnOpTHBIN YPOBEHb

Haznauenue u 3a1a4u TpaHCIIOPTHOTO YPOBHSI.

MynbTHILUIEKCUPOBaHUE CeaHCOB CBA3U. Onucanue u cpaBHeHue nmpotokonos TCP n UDP —
HAJeKHOCTh W TMPOU3BOAUTEIBHOCTh, O0O0JIACTh NpPUMEHEHUs. Ajpecanuss IOPTOB H
cermenTarus TCP u UDP. O6men nanubivu o TCP. Iponeccst TCP cepBepa. Ycranosnenue
TCP-coenunenust u ero 3apepiieHue. [IpuHIuner «Tpéxcroponnero pykomoxatus» TCP.
Hanéxnoctes n ynpasnenue norokom TCP - [loarBep:kaeHue moaydeHuss CErMEHTOB, MOTEPS
JAHHBIX U MOBTOpPHAA Mepeaaya, ynpapieHue moTokoM. OOMEeH TaHHBIMU C UCIOJIb30BaHUEM
UDP. Ilpoueccet u 3anpocsl UDP-cepepa, UDP-gatarpammel, nporeccel UDP-kinenTa.
[Tpunoxenuns, ucnonssyromue UDP u TCP.

6. YpoBeHb NIPHJIOKEHU A

YpoBeHb MNPUIIOKEHUM, YPOBEHb IMPEACTaBICHHUS M CEAHCOBBIM ypoBeHb. [Ipumepsl
pacnpoCTpaHEeHHBIX MpHIoKeHU. [IpoTokosbl ypoBHS NpuiiokeHud. OJHOPAHTOBBIE CETH
(P2P). Moaenps Tuna «kiaueHT-cepBep». O630p nporokono HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomennsix um€én (DNS). ®opmar coobuienuit u uepapxus DNS. Yrtunura
«nslookupy». Ciyxx6a DHCP. [Ipotokon nepenauu daitnos (FTP). IIpoTokon oOmena 6moxkamu
cepBepHbIX cooOmienuii (SMB). Konuenuuu «Bceoobemmomuii Uutepaer» BYOD. [locraBka
JTAHHBIX 110 KOHBEPTE€HTHBIM CETSIM.

7. IP-anpecanusn

Crpyxrypa IPv4-anpecos. CereBas u y3noBas yactb [P-anpeca. [IpeoGpazoBanue aapecos
MEX1y IBONYHBIM U JIeCATEpUYHBIM IIpencTaBicHueM. Macka noaceru IPv4. Ceresoii anpec,
aJipec y3ia M IHUPOKOBeIATeNbHbIN anpec cetu IPv4. [IprcBoeHne y3iy cTaTH4eCKOro U
nuHamudeckoro |Pv4-anpeca. MuoroanpecHas nepenada. [1yomuunslie u yactabie [Pv4-
anpeca. IPv4-angpeca cnennansHoro HazHaueHus. IIpucoenue IP-anpecos.
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ICMP-cepBucbl. Otmuuust juis  npotokoioB [Pv4. Coobmenuss ICMPv4  «3ampoc k
Mapupytuszaropy», «OOBsSBICHHE OT MapLIPyTU3aTOpa», «3ampoc COCENHEro y3ia» |
«O0BbsBIEHHE COCEAHErO0 y3/1a». TeCTUpOBaHUE CETH C MIOMOIIBIO IX0-3apocoB. TpaccupoBka
Mapupyra. Bpemst npoxoxaeHus cursana B npssMoM u oOpataoM HanpasiieHusx (RTT). Bpems
xu3HU (TTL) IPv4 u npenen nepexonos [Pv4.

8. Paznesienue IP-cereii Ha moaceTn

Cermentauus [P-ceteit. OOMeH maHHBIMM MeXxay nojaceTsMu. [lnanupoBaHue ajnpecauuu B
nojcersax. PacueTHele Gpopmynbl sl cerMeHTauu ceTu. Pa3OueHne Ha MOJICEeTH Ha OCHOBE
TpeOOBaHUHN Y3JI0B U CETEH, B COOTBETCTBUM C TpeOOBaHMSIMU ceTeil. OmnpeneneHne Macku
nojacetu. PazbueHne Ha MoJACETH C HCIOJB30BAaHMEM MAcku nepemMeHHoM anuHbl (VLSM).
bazoBas monens u HazHaueHue Ojo0koB agpecoB VLSM. IlnanupoBanue ampecariyi CETH.
OcobGenHoctu mpoektupoBanusi IPvo-cetn. Pa3Oumenne Ha mOJCETH C WCIMOJB30BAaHUEM
naeHTudukaTopa uaTepdeiica.

9. Co3naHue U HACTPOIiKa HEOOJIbIIOH KOMIbIOTEPHOM CeTH

[1nanupoBaHue U co3aHKre HEOOBIION KOMIBIOTEPHOI CETU: ONpeAeTIeHIE KITFOUEBbIX
(hakTOpOB, BEIOOP TOTIOJIOTHH U CETEBBIX YCTPOUCTB, BHIOOP M HACTPOMKA MPOTOKOJIOB,
cUCTeMbl aaipecani. Mepbl o o0ecneueHro 0€30MacCHOCTH CETH. Y I3BUMOCTH U CETEBbIE
ataku. Pa3BenpiBaTenbHbIC aTaku, ATaku qoctyna, Otka3 B oocimyxkuBanuu (DoS-atakn).
Pe3epBHOE KOTTMpOBaHKE, OOHOBJICHHUE U YCTAHOBKA HUCITPaBIeHUNA. MeXCETeBbIC SKPaHBI.
AytenTudukarus, apropusanus u yuaét. Bxiarouenue nmporokona SSH.

@ailyioBble CHCTEMBI MapLIPYTH3aTOPOB U KOMMYTaToOpoB. Pe3epBHOE KomupoBaHHE H
BOCCTAHOBJICHHE C IOMOINBIO TEKCTOBBIX (haiinoB, mporokona TFTP, USB-nakomwmrens.
Berpoennbie  cimyx0Obl  Mapmipytusauuu. [lomgepkka OecpOBOIHBIX — HOJIKITIOYCHHIH.
Hactpolika BCTpo€HHOTO MapuipyTus3aTopa.

B TOM 4nciie NpakKTHYECKHUX 3aHATHI 1 J1a00PaTOPHBIX PadoT

46

IIpakTuyeckoe 3ausitue 1. [IpocMoTp cereBoro Tpadurka ¢ momoiibio mporpamMmmel Wireshark.

IIpakTnueckoe 3ausiTue 2. Mzyuenue Ethernet-rexnonoruii:

[IpocmoTp MAC-anpecoB ceTeBbIX YCTPOUCTB;

Nzyuenue kagpos Ethernet ¢ momouibsto mporpammer Wireshark;

ITpocmotp ARP ¢ momomipto nporpammsl Wireshark, narepdelicoB komaHIHON CTPOKH
Windows;

Vcnonb3oBaHue nHTepderica koMaHaHOM cTpoku ¢ Tabauiamu MAC-agpecoB KOMMyTaTopa.

HpaKTI/l‘leCKOE 3anarTue 3. ITogxmrouenue KOMIIBIOTECPOB K C€THU C IMOMOIIBIO Kabeneil u
GCCHpOBO,Z[HLIX ananTCpoOB:
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OmnpeesieHUE CETEBBIX YCTPOMCTB U KaHAJIOB CBSI3H;
OO0XHUM ceTeBOro Kabes;
ITpocMoTp JaHHBIX 0 6ECIPOBOIHBIX U MPOBOIHBIX CETEBBIX aJlanTepax.

IIpakTnueckoe 3ansTHe 4. M3yueHue TpaHCIOPTHOTO YPOBHS:

Habmonenue 3a npoueccoM TpEXCTOpoHHETO «pykonoxkaTtusi» TCP ¢ momouipio nporpammsl
Wireshark;

N3yuenne 3axBaueHHbIX JaHHBIX DNS UDP ¢ nomoisio mporpaMmel

Wireshark;

N3yuenne 3axBaueHHbIx naketoB FTP u TFTP ¢ nomonisio nporpammer Wireshark.

IpakTuueckoe 3anaTue 5. Cermenranus [P-cereii:

N3yuenune KanpKyIsaTOPOB MOICETEN;

Pacuér moacereit IPv4;

Paznenenue ceteit ¢ pa3IMuHBIMU TOTIOJIOTHSMU HA MOJICETH;

PazpaboTka u BHEApEHNUE CXEMBI aipecaliuu, pa3aeéHHon Ha ojacetu [Pv4-cetu;
PazpaboTka u BHeApeHue cxemsl anpecaruu VLSM.

IIpakTnyeckoe 3ansiTue 6. [loctpoenue cetu:

[IpocMoTp Tabaui MapuIpyTU3aIUH Y3JI0B;

N3yuenue pusznueckux XapakTepUCTUK MapIIpyTU3aTOPa;
Coznanue cetu, COCTOsIIENH U3 KOMMYTaTOpa U MapIIpyTU3aToOPa;
HacTtpoiika 0CHOBHBIX ITapaMeTPOB KOMMYTATOPa;

HacTpoiika 0CHOBHBIX ITapaMeTPOB MapUIpyTU3aTOPA.

IIpumepHasi TeMATHKA CAMOCTOATEJIbHOM yueOHOH padoThI Npu U3yuyeHuu paszjena | KomnbrorepHbie cetu
N3yuenune pynknuonana Wireshark.

N3yuenune pynkuuonana tcpdump.

N3ydenue rpaduyeckux KOHCOJIEH CETEBBIX YCTPOUCTB (Hampumep, WinBox).

Nzyuenue nactpoiiku [Pv4-aapecannu B MikroTik, Huawei, Cisco, Linux. 24
Nzyuenue nactpoiiku [IPv6-aapecannu B MikroTik, Huawei, Cisco, Linux.

N3ydenue nactpoiiku cratuueckoi mapurpyruzanuu B MikroTik, Huawei, Cisco, Linux.

W3yuenue ncnonp3oBanus yTuiauT ping u traceroute B MikroTik, Huawei, Cisco, Linux.

Wzyuenue nactpoiiku FHRP B MikroTik, Huawei, Cisco, Linux..

Paznea 2. Ilognep:kka paboTocnocoOHOCTH KOMIIBIOTEPHBIX ceTell 151/80
M/AK.01.02. TToaaepxka padoTocnocOOHOCTH KOMIbIOTEPHBIX CeTeH 151/80
Tema 2.1. Copep:xanue 80/50
MapupyTuzanus u 1. BBeieHne B MacitaGupoBaHue cereil 30
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KOMMYTaIH.
MacmradupoBanue cereit

Peanu3zanus npoekra cetu. [Ipoekt nuepapxuueckoit cetu. Pacimmpenue cetu. Beibop ceTeBbix
ycrpoiictB. KoMMyTanmonHoe o6opynoBanue. Mapuipyru3atopsl. Y IpaBisonie
YCTPOMCTBA.

2. N30bITOuHOCTHL LAN
[MonsiTust mpoTokoiia spanning-tree. [Ipenna3znauenue nmpoTokosa spanning-tree. [Tpuaimm
pabotel STP. Tuns! npotokosos STP. Hactpoiika npotokona STP. Hactpoiika PVST+.
Hacrpoiika Rapid PVST+. [Ipo6aemsr HacTpoiiku STP.

3. ArperupoBaHune KaHAJI0B
OcHOBHbIE IOHATHS arperMpoBaHuUs KaHAJIOB. ArperupoBanue kaHajiaos. [IpuHiun paboTs!
EtherChannel. Hactpoiika arperuposanus kananoB. Hactpoiika EtherChannel. [Iposepka,
MIOUCK M ycTpaHeHue Henojaaok B padote EtherChannel

4, BecnpoBoaHble JIOKAJIbHbIE CETH
Konnenmu 6ecipoBoHOM cBsi3u. BBenenne B 6ecripoBOAHYIO CBsi3b. KOMIIOHEHTHI ceTeit
WLAN. Tononoruu cereit WLAN 802.11. Ilpunuunsl paboTsl 6ecripoBOIHON JTOKAIBHOM
cetu. Ctpykrypa kajapa 802.11. dyHKIIMOHUPOBaHNE OECITPOBOHOM CBSI3U. YTIPABJICHHE
KaHaJlaMH. be3omacHOCTh OeCTIPOBOTHBIX JTOKAIBHBIX ceTei. YTpo3sl s ceteil WLAN.
O6ecneuenne 6e3onmacHocTn WLAN. HacTpoiika 6ecripoOBOAHBIX JIOKAJIBHBIX CETEH.
Hacrpoiika 6ecripoBoiHoTro Mapmpyru3aropa. Hactpoiika 6ecripoBoHbIX KiMeHTOB. [Tonck
1 yCTpaHEHHUE Hemojanok B pabote ceteit WLAN.

5. Hacrpoiika u ycrpanenue HenoJiagok B padore OSPF s oanoii odactu
Pacmmpennsie mapamerpsl npotokosia OSPF mis oxHo# o6mactr. MapipyTruzanus Ha
ypoBHX pactipeneneHus u sapa. OSPF B ceTsix ¢ MHOKECTBEHHBIM JIOCTYIIOM.
PacnipocTpanenue mapimipyra rmo ymoadanuto. Tounas Hactpoiika uarepgericoB OSPF.
3amura OSPF. Ycrpanenue Henonanok peanuzaiuu npotokona OSPF mist ogHo# o6nacT.
Cocrapnsroniye mpoueaypsl MoUcKa U ycTpaHeHHs Heronaok B padore OSPF s oqHoi
obnactu. [louck u ycrpanenue Henonaaok B mapuipyruzanuun OSPFv2 nns onHoit o6nactu.
[Touck u ycrpanenue Henonaaok B OSPFv3 misa ognoit o6nactu

6. OSPF 1,151 HeCKOJBKHX 00J1acTel
[Tpunnun padoter OSPF ms Heckonbkux obnactedt. Hasnauenne OSPF st HECKOBKUX
obnacreii. [Tpunnumn padots! maketoB LSA B OSPF mnst Heckonbkux o6nacteit. Tabnuia
Mapuipytu3anuu 1 tinsl MapipyroB OSPF. Hactpoiika OSPF ans Heckonbkux obnacTei.
Hactpoiika OSPF ans Heckonbkux obnacteir. O0benunenne mapuipyros OSPF. Ilposepka
OSPF nnis HeckonbKUX oOsacTeil.

B ToM yKcie NpaKTHYECKHUX 3aHATHH M 1a00paTOpPHBIX padoT

50
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IIpakTnueckoe 3ansiTue 1. Pa3BepTriBaHNe KOMMYTUPYEMOM CETH C PE3EPBHBIMU KaHAJIaMU.

IpakTuyeckoe 3ansarue 2. Hacrpoiika PVST, PortFast u BPDU Guard

IIpakTuyeckoe 3ansitue 3. Onpenenenue TMIOBBIX omKO0K KoHpuryparwu STP

IIpakTuyeckoe 3ansitue 4. Hacrpoiika EtherChannel

IIpakTHyeckoe 3aHsATHE 5. ArperupoBaHre KaHAJIOB

IpakTHyeckoe 3ansaTue 6. Hacrpoiika 6ecripoBOAHOT0 MapIIpyTu3aTopa U KIMCHTA

IIpakTnueckoe 3ansitue 7. Hactpoiika OSPFv2 g onHolt o6nactu

IIpakTnueckoe 3ansiTue 8. Hactpoiika OSPFv2 B ceTn MHOXECTBEHHOTO JJO0CTyIa

IIpakTnueckoe 3ansTue 9. Hactpoiika OSPFv2 s HeckonbKkux obacteit

IIpakTnueckoe 3ansitue 10. Hactpoiika OSPFv3 nis HeckosibkuX o0nacTen

50

Tema 2.2. Coequuenune
cereii

Conepxanue

51/30

1. IHoaxkaro4yeHune K ria100ajJabHON ceTH
0O0630p TexHonoruii rnodaabHON cetu. Llens co3nanus rnobdanbHbIx cereil. [Ipunuunm paboTsl
rio6ansHOM cetu. BeiOop TexHonoruu riodanbHon ceTi. CepBHCHI II100aIbHOM CETH.
NudpactpykTypsl yacTHbIX r100anbHbIX ceTeil. MHdpacTpykTypa olmienocTynHoml
rio0anbpHOM ceTn. BeIOOp cepBHCOB TII00AIBHON CETH.

2. CoequHeHHE «TOYKA-TOUYKA»
0O0630p mocne0BaTeIHLHOIO COETMHEHUS «TOUKa-TOUKa». CBsI3b MO MOCIIE0BATEILHOMY
ka"any. Makancymnsius HDLC. [puniun padotsr npotokona PPP. [Ipenmymiectra
npotokoia PPP. LCP u NCP. Ceancsl PPP. Hactpoiika npotokona PPP. Hactpoiika
npotokojia PPP. Ayrentuduxamus PPP. Otnanka coenunenniit WAN. Otnaaka PPP.

3. PeueHus1 HIMPOKONOJIOCHOTO I0CTYNA
VY nanéunas pabora. [Ipenmyiiectsa ynanéHnoi pabotsl. buznec-tpeGoBaHus ISl yIaaEHHBIX
pabotHrKOB. CpaBHEHHE pelIEHUH ITMPOKOIOI0CcHOTO noctyna. Kadens. DSL.
BecnipoBoiHBIE MIMPOKOTOIOCHBIE CeTH. BBIOOD pelieHuii MupoKONnoJIOCHOTO JOCTYIIA.
Hactpoiika noaxmouenuit xXDSL. O630p PPPoE. Hactpoiika PPPoE.

4, 3ammTa MeK(PUIHAIbHON CBA3M
Cetu VPN. Ocnossl cereit VPN. Tumnsl cereit VPN. Tynnenn GRE mexny oobekramu.
OcnoBsl GRE. Hactpoiika Tynneneit GRE. O6mue cBenenus 06 [Psec. 3amura nporokona
IP. Crpykrypa nporokona IPsec. Y nanénnsiit noctymn. Pemenus VPN s ynanéasoro
nocryna. Cern VPN ynan€HHoro nocrymna ¢ ucnosszoBaHueM IPsec.

21

B ToM 4yKciIe NPAKTHYECKHUX 3AaHATHH M 1a00paTOpPHBIX padoT

30

IIpakTuueckoe 3ansitue 1. Hacrpoiika 6azoBoro PPP ¢ ayrenTuduxanueit

30
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#6.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.1.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#7.4.1
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IIpakTnueckoe 3anaTHe 2. Hactpoiika Mapuipytuszaropa B kauectBe kineHTa PPPoE s
noaxiouenuss DSL

IpakTuueckoe 3anaTue 3. Hacrpoiika tynaens VPN GRE no cxeme «Touka-Touka

IIpakTnyeckoe 3austue 4. Hacrpoiika Syslog u NTP

IIpakTnueckoe 3ansaTHe S. Pa3paboTka JOKYMEHTAlLUU

IIpuMepHasi TeMaTHKAa CAMOCTOATEIbHOI YueOHO# padoThl npu u3ydyeHnnu paszaena 2 [lognepxka paboTocrnocoOHOCTH
KOMIIBIOTEPHBIX CETEN

1. Uzyuenue nactpoiiku STP na MikroTik, Huawei, Cisco.

N3yuenne HacTpoiiku arperupoBaHHbIX kaHaoB Ha MikroTik.

N3ydenne HacTpoliku arperupoBaHHbIX KaHanoB Ha Huawel, Cisco.

3akperuieHne BRIYUCICHUH CyMMapHBIX MapIIpyTOB JUIS IIPOU3BOJIBHOTO HAbOpa CeTel.

Nzyuenne nactpoiiku OSPF B MikroTik.

Nzyuenue nactpoiiku OSPF B Huawei, Cisco.

N3yuenue ayrentudukanuu u pacmmpennbix Hactpoek OSPF ¢ uccnenosanuem tpaduka B Wireshark.
Nzyuenue nactpoiiku DHCP B MikroTik.

Nzyuenune nacrpoitku DHCP B Huawei, Cisco.

N3yuenune nacrpoiiku BGP B MikroTik.

Nzyuenune nacrpoitku BGP B Huawei, Cisco.

26

Y4yeOHasi NpaKTHKA

Buawbi pador

. y4acTHe B IPOSKTHPOBAHUU CETEBON MH(DPACTPYKTYPHI;

. Y4aCTH€ B OpraHU3alUHd CETEBOIO aJIMUHUCTPUPOBAHMUS;

. OKCIUTyaTaIusi 0ObEKTOB CETEBOM MHPPACTPYKTYPHI;

. YYaCTHE B YIIPABJICHUU CETEBBIMU CEPBUCAMU;

. y4acTHe B MOJIEPHU3ALINU CETEBOM HH(PACTPYKTYPHI;

. BBIOOD TaHHBIX JJIs1 aHATIM3a UCTIOJIB30BaHUs M (PYHKIIMOHUPOBAHUS MPOTrPAMMHO-TEXHUYECKUX CPEJCTB KOMIBIOTEPHBIX
ceTei;

7. obecrieueHne CeTeBOM OE30IIaCHOCTH.

AN DN B~ W=

108

IIpou3sBoACTBEHHAS MPAKTHKA

Buas1 pador

1. yuactue B pa3paboTKe METO/IOB, CPEACTB M TEXHOJIOTHI MPUMEHEHHSI 00bEKTOB PO (HeCCHOHANFHON JesITENEHOCTH;

2. mpoBesieHue MPOoUITAKTHUECKUX pad0T HA 00BEKTaX CEeTeBON MH(PACTPYKTYPHI U pabOUNX CTAHIHUIX;

3. yuacTue B MHBEHTapU3allU1 TEXHUYECKUX CPEJCTB CETEBOM MHMPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIS, IOCTYMUBIIETO
n3

180
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peMoHTa 000pyIOBAHHUS;
4. obecrieueHne ceTeBOI 0€30MaCHOCTH (3aLIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYMA K HHPOPMALIUH, TPOCMOTPA WIN
M3MCHCHHS CUCTEMHBIX (DAlJIOB ¥ TAHHBIX), OE30IMaCHOCTh MEKCETEBOTO B3aUMOICHCTBUS;

5. OCYILIECTBIIEHUE aHTUBUPYCHOM 3aIlIUTHI JIOKATbHON CETH, CEPBEPOB U pabOUYMX CTaHIIMIA;
6. TOKYMEHTHPOBAHUE BCEX NMPOU3BEACHHBIX JCHCTBUI.

Bcero

614
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3. YCJIOBUA PEAJIMBALINU ITPOT'PAMMBI IPO®PECCUOHAJIBHOI'O MOAYJIA
3.1. Tpe6oBaHNA K MUHUMAJIbHOMY MATEPHAIbHO-TEXHUYECKOMY OCHAIIEHH IO

Peanu3anus nporpamMmMel po(ecCHOHATEHOTO MO PEAINOoaracT Hajaudhe y4eOHbIX
KaOMHETOB M J1a00paTOPUiA: CETEBBIX TEXHOJIOTHA.

OcHaieHre yueOHBIX KaOMHETOB W J1a0OpaTOpUil B COOTBETCTBHHM C YCTAHOBJICHHBIM
poTOK0JIOM Metoanueckoro coBera (akynbrera Ne 8 ot 23.06.2025 .

TexHuveckue cpeacTBa 0OyYCHHUS: KOMIUIEKT MYJIbTHMEAURHOTO 000PYI0BaAHHS.

3.2. udopmanuoHHoe obecnieyeHne peaTn3aluu MporpaMmmsbl

OcHOBHbIE HCTOYHUKH:

1. Kyzun, A. B. Komnetorepnsie cetu : yuebHoe nocodue / A.B. Ky3un, /{.A. Ky3un. —
4-¢ uzn., nepepad. u gon. — Mocksa : DOPYM : UHOPA-M, 2025. — 190 c¢. — (Cpennee
npodeccronabHOe obpazoBanue). - ISBN 978-5-00091-453-3. - Tekcr : anekrpoHubiid. - URL:
https://znanium.ru/catalog/product/2166198

2. Makcumos, H.B. Kommbtorepusie cetn: ydeOHOe mocoome / H.B. Makcumos, U.H.
[TomoB. — 6-¢ m3x., nepepad. u gon. — M.: DOPYM: UHDPA-M 2021. — 464 c. — (Cpennee
npodeccroHanbHoe oOpazoBanue) — URL: https://znanium.com/read?id=364626

3. ComoneBny, A. B. Kommerorepusie cetu: yueOHuk / A. B. CononeBud. — MuHCK:
PUITIO, 2021. — 208 c¢. — ISBN 978-985-7253-43-2. — Texkct anekTpoHHbii // Jlanb:
aneKTpoHHO-0nbmmoreunas cucrema. — URL.: https://e.lanbook.com/book/194950

JlonosHUTe/IbHbIE HCTOYHUKU:

1. Bacun, H. H. Texnonoruu naketHoit kommyrtanuu : yaeouuk / H. H. Bacun. — CaHkT-
[TerepOypr : JIansp, 2022. — 284 c. — ISBN 978-5-8114-3866-2. — TekcT : anekTpoHHBIH // JIaHb
: aekTpoHHO-OMbmoTeunas cucrema. — URL: https://e.lanbook.com/book/207083.

2. Iu6pos, M. B. KommnbioTepHbie ceTH U TeleKOMMYHHUKanuu. Mapmpyrusamus B 1P-
ceTsx B 2 4u. YacTh 1: yueOHHMK U MPAKTUKYM JUIsl CPETHETO MpodecCUOHANBHOTO 00pa3oBaHus /
M. B. IubpoB. — Mocksa: UznatensctBo FOpaiit, 2020. — 333 c. — (IIpodeccuonanpHoe
obpazoBanue). — Tekcr: anekrponnsiii // DBC Opaiit [caiit]. — URL: http://biblio-
online.ru/bcode/452574

3. dubpos, M. B. KomnbroTepHsie ceT U TeleKoMMYHUKanuu. Mapmpyruszanus B [P-
ceTsix B 2 4. YacTh 2: yueOHHMK U MPAKTUKYM JAJIS CpeiHero npodeccHoHanbHOro o0pa3oBanus /
M. B. JlubpoB. — Mocksa: UznatensctBo FOpaiit, 2020. — 351 c. — (IlpodeccronanpHoe
obpasoBanue). — Tekcr: anmektponnsii / DBC IOpaiit [caiit]. — URL: http://biblio-
online.ru/bcode/453065

4. XKypasnes, A. E. UH(poKOMMyHUKaIIMOHHBIE CUCTEMBI. AnapaTHoe obecrieueHue / A.
E. XKypasnes, A. B. Makmanos, A. B. MBanumes. — Cankr-IlerepOypr: Jlans, 2020. — 392 c.

— Texkct: »nextponnblii // Jlanb: anekTpoHHO-OMOnMmMoTeuHass cuctema. — URL:
https://e.lanbook.com/book/147334. — Pexxum gocTyma: Uis aBTOPH3. TOJIb30BaTENEH.

5. Kosran, H.M. Komnsiotepusie cetu: ydeOHoe nocobue / H.M. Kosran. — MuHck:
PUIIO, 2019. — 179 C. — Texkct: JJIEKTPOHHBIN. — URL:

https://znanium.com/catalog/product/1056320 — Pexxum mocrtyma: mo HoImrcKe.

6. Cetu ¥  TENEKOMMYHUKAlMU: YYEOHHMK ¥  MPAKTUKYM s CPETHEro
npodeccuonansHoro obpazosanus / K. E. Camyiinos [u ap.]; non penakuueii K. E. Camyiinosa,
N. A. lanmumona, . C. Kynsa6oBa. — Mocksa: M3narensctBo HOpaiit, 2020. — 363 c¢. —
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(ITpodeccuonanbnoe obpazoBanue). — Tekct: anekTponHsii // DBC FOpaiit [caiit]. — URL:
http://biblio-online.ru/bcode/456638

7. Vitmun, A. I'. CereBoe M CUCTEMHOE aJIMUHUCTpUpOBaHHE. JlEMOHCTPAallMOHHBIN
sk3amen KOJI 1.1: yue6HOe mocobue / A. I'. Yitmun. — Cankr-IlerepOypr: Jlans, 2020. — 480
c. — Texkcr: »snekrponnsii // Jlanb: snekrpoHHO-OMOIMOTeYHass cuctema. — URL:
https://e.lanbook.com/book/148316. — Pexwum foctyma: i aBTOPHU3. [MOJIb30BATEIICH.

8. Ulanbrun, B. ®. MadopmanuonHas 6e30MacHOCTh KOMITBIOTEPHBIX CUCTEM U CETeH :
yuebnoe nocobue / B.®. llanprua. — Mocksa : ®OPYM : UHDPA-M, 2023. — 416 c. —
(Cpennee mpodeccnonanbsaoe oopazopanme). - ISBN 978-5-8199-0754-2. - Tekcr : 3EKTPOHHBIH.
- URL.: https://znanium.com/catalog/product/1910870
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4. KOHTPOJIb 1 OLIEHKA PE3YJIbTATOB OCBOEHMUSA
MNPO®ECCHUOHAJBHOI'O MOAYJIA

Kon n naumenosanue 11K u
OK, ¢popmupyembIx B
paMKax MOIYJis

Kpurepun onenku

MeTtoanl OLIEHKHU

[IK 1.1. JlokymeHTHpOBAaTH
COCTOSIHUS
MH()OKOMMYHUKAITMOHHBIX
CHUCTEM U UX COCTaBJISIFOIINX
B IIpoliecce HAJIAJKU U
JKCIUTyaTaIluu

[IK 1.2. ITonnepxuBaTth
paboToCIocOOHOCTh
anmapaTHO-TPOTrPaMMHBIX
CpPEACTB YCTPOMCTB
MH()OKOMMYHUKAIIMOHHBIX
CHCTEM

[IK 1.3. Ycrpanars
HEUCIPABHOCTHU B paboTe
MH(POKOMMYHUKAITHOHHBIX
cHCTEM

[IK 1.4. TIpoBoauTth
MIPUEMO-CAATOYHbIE
WCIIBITAHUS KOMIIBIOTEPHBIX
CeTeH U CETEBOTO
000pyI0OBaHUSI PA3IUYHOTO
YPOBHS U OLIEHKY KauecTBa
CETEeBOM TOMOJIOTHH B
paMKax cBOeu
OTBETCTBEHHOCTH

[IK 1.5. OcyiiecTBasiTh
pe3epBHOE KOMMPOBAHUE U
BOCCTaHOBJICHUE
KOH(UTypaluu ceTeBoro
00opynoBaHUA
MH(POPMAITMOHHO-
KOMMYHHKAITMOHHBIX
CUCTEM.

IIK 1.6. OcymecTBisATh
MHBEHTapHU3aLUI0
TEXHUYECKUX CPENICTB
ceTeBOM MH(DPACTPYKTYPHI,
KOHTPOJIb 000PY/10BaHUS
1I0CJIE ITPOBEJECHHOTO
peMOHTa

IIK 1.7. OcymecTBisaTh
periiaMeHTHOe
o0CITy)kKMBaHUE U 3aMEHY
PacXo/IHBIX MaTEepPHUAIOB
nepupepuiHOro, CETeBOTO U
CEpBEPHOT0 000PYIOBAHU

Ornpenenenue
npodeccnoHaTbHOM 331291
M 3TalloB €€ BBIIIOJITHCHUA

O} PexTUBHBIN MOUCK
uHG$OpPMaLUU AJIs peLIeHus
npodeCcCHOHAIIBHOM 3a1auun

Ornpenenenue pecypcoB st
pewenust
npodeCCHOHAIBHON 3a/1aun

O1leHKa «OTIUYHOY -
TEXHUYECKOEC 3a/TaHNC
MIPOAHATM3UPOBAHO,
aITOpPUTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 33aJJaHUI0 U
0(OpPMJICH B COOTBETCTBHU
CO CTaHJapTaMHu, MOSICHEHBI
€r0 OCHOBHBIE CTPYKTYpBHI.

OrneHka «XopoIo -
AITOPUTM pa3paboTaH,
0¢opMIIeH B COOTBETCTBUU
CO CTaHJapTaMu U
COOTBETCTBYET 3aJ[aHHUIO,
MOSICHEHBI €r0 OCHOBHbBIE

CTPYKTYPBHI.

Onenka

«YIOBJICTBOPUTEIILHOY -
AJITOPUTM pa3paboTaH U
COOTBETCTBYET 3aJJaHHIO.

Ok3ameH/3a4eT B hopme
cobecel0BaHNUS:
NPaKTHYECKOE 3aJaHUE T10
MOCTPOCHHIO AITOPUTMA B
COOTBETCTBHH C
TEXHHUYCCKUM 3aJJaHUEM

DKCnepTHOE HAOIIOCHUE U
OIIeHKa Ha Jab0opaToOpHO -
MPAKTHYCCKUX 3aHATHUSIX, TIPH
BBITIOJTHEHUH PaloT 10
yaeOHOH 1
MPOU3BOJACTBEHHOMN
MIPaKTHKaM

3amura OT4ETOB 110
MPAKTHYECKUM U
n1abopaTopHBIM paboTam

WuTepripeTarnys pe3yJibTaToB
HaOJIFOIEHUHN 3a
JIEATEIHbHOCTHIO
oOyuJaromierocs B rporuecce
OCBOCHHUS 00pa30BaTEIIbHON
IIPOrPaMMBbI
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MH(POKOMMYHHKAITHOHHBIX
CUCTEM

OK 01. Berbupats criocoOsr
pelieHus 3a1au
npodeccHoHATBHO N
JeSATEIIbHOCTH
MPUMEHHUTEIIHLHO K
pa3IMYHBIMU KOHTEKCTaM

[Ton6op BapuanToB
peueHuss KOHKPETHOU
npodeccnoHaTbHOM 3a1a91
WIH TTPOOIIEMBbI

OrneHka NOJIHOTHI IEPEYHS
110/100paHHBIX BApUAHTOB

OK 02. Ucnons3oBatb
COBPEMEHHBIE CPE/ICTBA
MOUCKA, aHATIU3a U
UHTEpIpeTauu
nHpopmanuu, u
nH(pOpMallMOHHbIE
TEXHOJIOTUH JUIS
BBITIOJIHEHUS 3a71a4

JleMoHCTpanys HaBBIKOB
UCII0JIb30BaHUS
MH(OPMALIMOHHBIX
noptayioB B cetu MHTEpHET,
BKJItOYasi OpHUIHaIbHbIE
MH(}OPMALMOHHO-TIPABOBHIE
HOPTaJbl

OrneHka NOJIHOTHI IEPEYHS
110/100paHHBIX BapUaHTOB

npohecCuoOHATBHON

JeSITEITbHOCTH

OK 03. ITmanupoBats u JeMoHcTpanms uHTepeca K | YdacTue B MEpPOIIPUATHAX
peann30BbIBATH BbIOpaHHOM (omMMMMaIbl, KOHKYPCHI
coOCTBEHHOE CHEIUAIbHOCTH, K podeccnoHaIbHOTO
npodeccHoHaIEHOE U WHHOBaITMOHHBIM MacTepCTBa, CTAKUPOBKHU H
JMYHOCTHOE PAa3BUTHE, TEXHOJIOTUSIM B 00J1acTH Jp.), IPOBOJIUMBIX KaK
MPEANPUHNMATETHCKYIO npoeCCHOHATBHOU 00pazoBaTeIbHBIM
NeATENbHOCTD B JeSTEeIbHOCTH 3aBeJICHHUEM, TaK U

npodeccroHanbHOU chepe,
WCTIOJIb30BATh 3HAHUS 110
MpaBoOBOM M (PMHAHCOBOM
IPaMOTHOCTH B pa3IMYHbBIX
YKM3HCHHBIX CUTYaIUsIX

BEIYIIIUMH TPEITPUATAIMHI
oTpaciu

OK 04. 3ddexTuBHO
B3aMMO/ICHCTBOBATH U
paboTaTh B KOJUIGKTUBE U
KOMaHJ1e

JIeMOHCTPHPOBATH HABBIKK
MEKJIMYHOCTHOIO OOIIEHHS
¢ coOIroeHreM
OOILIECIPHUHATHIX IIPABHII CO
CBEPCTHHKAMH B
00pa3oBaTeNbHOM TpyIIIe, ¢
IPEeroaBaTeIIMA BO BpeMs
oOyueHus, ¢
PYKOBOJIUTEIISIMU
MPOU3BOJICTBEHHON
PaKTUKU

DKCHepTHOE HAOJII0ICHUE
[MOBEIEHUYECKNX HABBIKOB B
X0J1e 00y4YeHUs

OK 05. OcymecTBisATh
YCTHYIO U TUCbMEHHYIO
KOMMYHHUKAIIHIO Ha
roCyJJapCTBEHHOM SI3bIKE
Poccniickoit deneparnuu ¢
yd4eToM 0coOeHHOCTeH
COLIMAJIBHOTO U
KYJIBTYPHOT'O KOHTEKCTa

JleMoHcTpanys HaBBIKOB
IPaMOTHOU YCTHOU U
MIUCBMEHHOU pedn

DKcrepTHOE HAOII0ICHHE
HaBBIKOB YCTHOTO U
MUCHEMEHHOTO O0IIEeHHS B
X0Jie 00ydeHUs

OK 06. ITposiBisATE
IpaXkJIaHCKO-
MATPUOTUYECKYIO TIO3UIIHUIO,

®opMupoBaHUE 1yBCTBA
NaTpUOTU3MA,
I'PpaKJAHCTBEHHOCTH,

VY4actue B MEPONIPUATHIX
MaTPUOTHYECKOU
HAIPaBJIEHHOCTH, B
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JEMOHCTPUPOBATH
OCO3HAHHOE IOBEJCHHUE Ha
OCHOBE TPaIULIHOHHBIX
POCCUHCKHX JYyXOBHO-
HPaBCTBEHHBIX LIEHHOCTEM,
B TOM YHUCJIE C Y4ETOM
rapMOHM3aLUU
MEKHALIMOHAIIBHBIX U
MEKPEITUTHO3HBIX
OTHOILECHUW, IPUMEHSATh
CTaHJapThI
AHTUKOPPYILIHOHHOTO
IIOBEJICHUS

YBaKCHHSI K TIAMSITH
3amuTHUKOB OTeyecTBa U
nojasuram ['epoes
OreuecTBa, 3aKOHY U
MIPABOIIOPSIIKY, YEIOBEKY
TpyJla ¥ CTapiiemMy
ITOKOJICHHIO;

B3aMMHOTO YBKCHUS,
OEpEKHOTO OTHOIICHUS K
KYJIbTYPHOMY HACJICTUIO U
TPAIUIUSM
MHOTOHAIMOHAIEHOTO
Hapojaa Poccuiickoi
®denepanuu;
HETEPITUMOCTH K
KOPPYIMIIHOHHBIM
MIPOSIBIICHUSM

IIPOBEJCHUU BOCHHO-
CIIOPTUBHBIX UI'DP; YYaCTHE B
Iporpammax
QHTUKOPPYNLIMOHHON
HaIlpaBJIEHHOCTH

OK 07. ConeiicTBoBaTh
COXPaHEHUIO OKpYKaroIen
cpensl,
pecypcocOepeKeHHIo,
MIPUMEHSTH 3HaHUS 00
W3MEHEHHUH KJIMMaTa,
MPUHIIUIIBI OEPEKITUBOTO
MPOU3BOJICTBA, Y3((HEKTUBHO
JIEUCTBOBATL B
Ype3BhIYANHBIX CUTYaIUSIX

dopmupoBaHue 6epeKHOro
OTHOIICHUA K IIPUPOJEC U

OKpY>Kalolleu cpene

DKCnepTHOE HAOII0ICHUE
JICMOHCTpPAIH HaBBIKOB
COOJTIOICHUSI TIPABHIT
AKOJIOTUYECKOM
0e30IMacHOCTH B BEICHUH
npoecCuoOHATBHOM
JeSITeNIbHOCTH;
(dhopMuUpOBaHKE HABBIKOB
3¢ (HEeKTUBHBIX IEUCTBUI B
Ype3BbIUAHHBIX CUTYaIHIX

OK 08. Hcnonb3oBaTh
cpencrBa GU3NIECKON
KYJIBTYPBI U151 COXpaHCHHUS
U YKPEIUICHHS 3I0POBbS B
nporecce
npodeccHoOHALHOM
NESTEeTbHOCTH U

MO IJICPIKAHUS
HE00XOIMMOTO YPOBHS
(dbuznyeckon
MIOJITOTOBJICHHOCTH

dopmupoBaHre OEPEKHOTO
OTHOIIEHHUS K 3I0POBBIO

VYyacTre B CIOPTUBHBIX
MEPOTPHUATHSIX, TPOBOAUMBIX
00pa3oBaTEIbHBIM
YUpEKJICHUEM; BEICHNE
3I0pOBOTO 00pa3a KU3HU

OK 09. Tlonb3oBatbCs
npodeccuoHaIbHON
JIOKYMEHTaluen Ha
roCyJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX

JleMoHCTpaIust yMEHUs
COCTaBIIATH TEKCTHI
JIOKYMEHTOB, OTHOCSIIIUXCS
K MpoQeccuOHAIbHOM
NEesITeIbHOCTH, Ha
rOCYy/IapCTBEHHOM U
WHOCTPAHHOM $SI3bIKaX

DKcnepTHas OleHKa
COOIIOICHUS TTPABUIT
COCTaBIICHHUS IOKYMEHTOB
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