MUHHUCTEPCTBO HAYKH U BBICIIET'O OBPA3OBAHMSI POCCUMCKOM
GEJIEPAILTUA
(enepanbHOE rOCy JapCTBEHHOE aBTOHOMHOE 00Pa30BATENBHOE YUPEXKAEHUE BBICLIErO
o6pazoBaHus
"CAHKT-TIETEPBYPI'CKHI TOCY JAPCTBEHHBIN YHUBEPCUTET
ADPOKOCMHUYECKOI'O ITPUEOPOCTPOEHHM "

Kagenpa Ne 33

YTBEPXJAIO
PyxoBoauTens 06pa3oBaTeNbHOMH IPOrpaMMBbl

JOIL,K.T.H.,JOLL,

Jlucr coriracoBaHust paGodeii MPOrpaMMBbl JUCIHIITHHEL

I[Tporpammy coctaBui (a)

JIOII., K.9.H., JIOLL /éﬁ/\' 20.02.26 T.H. Enuna

(BOMKHOCTS, Y4. CTENEHb, 3BAHHE) (moxmucn, gata) (memmansy, gamusis)

ITporpamma ono6pena Ha 3aceanuu kadexpst Ne 33

«20» despans 2026 r, nporokon Ne 7

3aBemyrouuii kapeapoit Ne 33

=L =
AT IpOd. 257200226 _C.B. Bessarees

(J10DKHOCTB, Y. CTENCHD, 3BAHKC)

A.M. Ceprees

(yu. cTeneHb, 3Banue)

3amecruTenb JUpeKTopa HHCTHTYTa NodfTio Metoauueckoit paGore
JIOLL. K. T.H. 20.02.26 A.A. ®omenkosa

(noamnucs, gara) (mHuLManbL, GamMuns)

(mozmncs)

«20» deppang 2026 r

PABOYAS ITPOI'PAMMA JIMCLIUITJIMHBI

«Bbe30MmacHOCTh U 3aluUTa ;m(])opmamm B P[H(I)OpMaLlHOHHLIX CuCTEMax»
(HauMeHOBAHHE HCLIMILTHHDL)

Kox HarpaBJICHHUA HOIH‘OTOBKH/

09.04.01
CHEeIMaIBHOCTH

HaumenoBanmne HAIpaBJICHUA
TOATOTOBKY/ CHEIHATBLHOCTH

I/Iﬂ(l)opmaTmca M BBIYHUCIUTEC/IbHAA TEXHUKA

HaumenoBanue HanpaBIeHHOCTH/

CucreMsl ¢ HUCKYCCTBEHHBIM HHTEIIJIEKTOM

CHENHATH3aLHH
Dopma oOygeHuUst 3a04Has
lom nprema 2026

Canxr-Tlerep6ypr— 2026

(BOMKHOCTD, Y4, CTEMNeHb, 3BaHNE) o~ (noamnuck, xara) (MHHUHAB, DaMuTHS)



AHHOTaUs

Hucuunnuna «besomacHocTs U 3ammura WHGOpMAMU B WH(OPMALMOHHBIX CHCTEMaX)
BXOJHMT B 00pa30BaTeNIbHYIO MPOrPaMMy BBICIIETO 00pa30BaHUs — IPOrPaMMy MarucTpaTypsl O
HarpaBjeHuto noarotoBku/ cnenuanbHocTH 09.04.01 «MHpOpMaTUKAa W BBIYUCIUTEIbHAS
TEXHHKa» HampaBlieHHOCcTH/crieranu3auul  «CHUCTEMbl € HMCKYCCTBEHHBIM HHTEIUICKTOM)).
Hucnurmuna peanusyercs kadeapoit «Ne33».

JlucuuiuinHa HaresieHa Ha (P OPMHUPOBAHUE Y BBIITYCKHHUKA CIIEIYIOIIUX KOMITETEHITHIA:

OIIK-2 «Crnocoben pa3pabaThiBaTh OpPUTHHAIBHBIC QJITOPUTMBI W IIPOrPAMMHBIC
CPEJCTBA, B TOM YHUCIIE C UCIOIb30BAHUEM COBPEMEHHBIX MHTEIIEKTYAJIbHBIX TEXHOJIOTUMN, IS
petieHus npohecCuoHaNbHBIX 3a7au»

OIIK-5 «CnocobeHn pa3pabarbiBaTh WU MOJCPHH3UPOBATH MPOTPAMMHOE U allapaTHOE
obecrnieueHre HHGHOPMALIMOHHBIX U aBTOMATU3UPOBAHHBIX CUCTEM)

OIIK-6 «CnocoGen pa3zpabaTbiBaTh KOMIIOHEHTHI IIPOTPAMMHO-ANIIAPATHBIX KOMIUIEKCOB
00paboTku nHGOPMAIIMU U aBTOMATHU3UPOBAHHOTO MPOSKTUPOBAHUS

OIIK-7 «CnocobeH agantupoBaTh 3apyOeKHbIE KOMILJIEKCH 00paboTKH MHpOpMauu U
ABTOMATHU3UPOBAHHOTO MMPOCKTUPOBAHUS K HYXK/IaM OT€UECTBEHHBIX MPEIAIPUATUII

CopepxaHue AMCLUUIUIMHBI OXBAaThIBA€T KPYT BOIPOCOB, PACKPBIBAIOIIUX CYLIHOCTb U
3HaueHne WH(GOPMAMOHHONW O0e30MacHOCTH M 3allUThl MH(OpPMAlMMU, UX MecTa B CHCTEME
HaI[MOHAJIbHOU 0€e30MacHOCTH, olpeziesieHue TEOPETUUECKUX, KOHIIETITYaJIbHBIX,
METOIOJIOTUYECKUX U OPTraHU3AI[IOHHBIX OCHOB 00ecIieueHns 0e30MacHOCTH.

[IperonaBanrie MUCHMIUIMHBI TPEAyCMaTPUBAET ClieAylomue (HOpMBI OpraHU3alUuN
yueOHOro mporiecca: JEKLUU, J1adopaTOpHbIe pabOThl, CaMOCTOSTENbHAass padoTa CTYyIEHTa,
KOHCYJIbTaIHH.

[IporpaMMo#l NHUCHUIUIMHBI TPEIYyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, POMEKYTOUHAsl aTTecTanus B hopme sKk3ameHa (2 cemectp).

OO0miasi TpyA0EMKOCTh OCBOEHUS JUCLUUIUIMHBI COCTaBISeT 6 3a4eTHBIX enuHul, 216
4acoB.

S3bIK 00yUYeHUs IO TUCIUILTUHE KPYCCKHM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlucumiuinHa UMEeT CBOEH I1eNTbI0: 00SCIIEUUTh BBIOJIHEHUE TPEOOBAHMM, M3II0KEHHBIX
B (efepaibHOM T'OCYIapCTBEHHOM 00pa30BaTeIbHOM CTaHAAPTE BBICHIETO MPOQPECCHOHAIBHOTO
oOpa3oBanus. V3yueHue NUCHUIUIMHBI HApPaBICHO HAa (OPMUPOBAHHE TMEPEUUCICHHBIX HUKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETCHIIUH.

Taxxke UeIsIMH OCBOCHHS JWCIMIUTUHBI SBISIOTCS PACKPBITHE CYIIHOCTH M 3HAYCHUS
nH(GOPMaLMOHHON 0€30MacHOCTH U 3aIIMTHl MHPOPMAILIMK, UX MECTa B CHUCTEME HAIlMOHAIbHON
0€30IIaCHOCTH, OIpENEeNIeHUE TEOPETHYECKUX, KOHLENTYAJIbHBIX, METOJOJOTHUECKUX U
OpraHM3aIlMOHHBIX OCHOB obOecrneueHust Oe3omnacHocTd uHGOpMaNuyU, Kilaccupukauusa u
XapaKTEPUCTUKU COCTABIIIOMNUX WH(POPMAIMOHHONW O€30MacHOCTH W 3allUThl HH(POPMAIIUH,
YCTaHOBJICHHE B3aUMOCBSI3U U JIOTHYECKOM OpraHU3aluu BXOASAIIUX B HUX KOMIIOHEHTOB.

1.2. JlucumninHa BXOIUT B COCTaB 00s3aTENbHON YacTH 00pa30BaTEIbHOM MPOTPaMMEI
BhIcIIeTo oOpasoBanus (naiee — OIT BO).

1.3. TlepeueHb IUTAHUPYEMBIX PE3YJIBTATOB OOYYCHHUS 110 AUCIHUILTUHE, COOTHECEHHBIX C
IJIaHUpyeMbIMU pe3ysibTataMu ocBoeHus: OI1 BO.

B pesynbrare M3ydeHus NUCHUILIMHBI OOYYalOUIMicS AODKEH 00JalaTh CIIeTyIOIUMHU
KOMIETSHIMSIMHU WM WX YacTaMu. KoMIeTeHIIMY U MHAWKATOPHI UX JTOCTHXKEHUS MPUBEICHBI B
tabnuue 1.

Tabnuna 1 — [lepeuens KOMIETEHIIMI U UHAUKATOPOB UX JTOCTHXKEHUS

Kareropus (rpynna) Konx n HanmeHoBaHue Kox n HauMeHoBaHMEe HHAMKATOpa
KOMIIETEHIINH KOMIIETCHIIUH JOCTHKEHHS] KOMIIETEHIIUU

OIIK-2 Cnocoben

OIIK-2.3.2 3HaTh METOIBI Pa3pabOTKH
pa3zpabaThIBaTh

OPUTMHAJIBHBIX AJITOPUTMOB U
OpUT'MHAJIbHBIE

IPOrPaMMHBIX IIPOAYKTOB C
AITOPUTMBI U

MCIIOJIb30BAHUEM COBPEMEHHBIX
IIPOrpPaMMHBIE

TEXHOJIOTUN

CpE/CTBa, B TOM YHCIIE
peaL ’ OIIK-2.Y.1 ymeTb 000CHOBBIBAaTh BHIOOD

Ob6menpodeccuonanbHble
C HMCITOJIb30BaHHEM

KOMIIETEHIINN COBPEMEHHBIX HH(POPMAITMOHHO-
COBPEMEHHBIX
KOMMYHHKAITIOHHBIX U
MHTEJJIEKTYaTbHBIX .
o HUHTCJUICKTYAJIbHBIX TCXHOJIOTUH,
TEXHOJIOTUH, TJIA
pa3pabaThiBaTh OpUTHHAIILHBIE
pelieHus
NPOTPaMMHBIE CPEICTBA IS PELICHUS
PO eCCUOHATBHBIX
npodeccuoHaNBHBIX 3a7a4
3ajau

OIIK-5.3.1 3HaTh COBpEMEHHOE
IPOTrpaMMHOE U arnmnapaTtHoe o0ecreyeHue
MH(OPMALIMOHHBIX U

OIIK-5 Cnocoben
pa3zpabaThIBaTh U

aBTOMAaTH3UPOBAHHBIX CUCTEM
OIIK-5.Y.1 ymeTs MOJEpHU3UPOBATH

MOJIEpPHU3UPOBATH IpOrpaMMHOE U anmapaTtHoe oOecreueHne

IpOTrpaMMHOE U nHGOPMAIIMOHHBIX U
OobmenpodeccuoHanbHbIe Porb (op

amnmaparHoe ABTOMATHU3HPOBAHHBIX CHCTEM JJIsI
KOMIIETEHIIUHA

oOecrieyenne perneHust TpoeCCHOHATBHBIX 3a71a4

WH(OPMAIIMOHHBIX U OIIK-5.B.1 BnageTs HaBBIKAMU

aBTOMATHU3UPOBAHHBIX | pa3pabOTKH MPOTPAMMHOTO U

CHCTEM anmnapaTHOro oOecreueHus

MH(OPMALIMOHHBIX U
aBTOMATHU3UPOBAHHBIX CUCTEM JJIS
penieHus npodeccnoHalbHbIX 3a1a4

Ob6menpodeccnoHanbHbIe

KOMIICTCHIIN N

OIIK-6 Crocoben
paszpabaThIBaTh

OIIK-6.3.1 3HaTh annapaTHble CPECTBA U
1aTGopMbl HHOPACTPYKTYPHI




KOMITOHEHTHI
IPOTPaMMHO-
anrmapaTHbIX
KOMIIJICKCOB
00paboTku
uHpOpMaLIUU U
ABTOMATH3UPOBAHHOTO
IPOCKTHPOBAHUS

MH(OPMALIMOHHBIX TEXHOJIOTHH, BUIBI,
Ha3HAaYeHUE, aPXUTEKTYPY, METO/IbI
pa3paboTKu U aIMUHUCTPUPOBAHUS
MIPOrPaMMHO-AIIAPATHBIX KOMILIEKCOB
o0bekTa podeccuoHaIbHOM
NESATEIIbHOCTH

OIIK-6.Y.1 ymMeTh aHaTU3UPOBATH
TEXHUYECKOE 3aJlaHKe, pa3pabaThIBaTh U
ONTUMU3UPOBATH MPOTPAMMHBIN KO JUIS
pereHus 3a1a4 00paboTKU HHPOPMALIUU U
aBTOMATHU3UPOBAHHOTO IMPOECKTUPOBAHUS
OIIK-6.B.1 BnageTh HaBbIKAMU
COCTaBJICHUS] TEXHUYECKON JOKYMEHTAINH
IO MCTIOJIb30BAHHIO M HACTPOIKE
KOMIIOHEHTOB MPOTPaMMHO-aNapaTHOTO
KOMILJIEKCa

Ob6menpodeccuonanbHble
KOMIICTCHITHH

OIIK-7 Cnocoben
a/IanITHPOBATh
3apyOeKHbIe
KOMIIJICKCBI
00paboTKu
uH(popMaLuu U
ABTOMAaTH3UPOBAHHOI'O
IPOCKTHPOBAHUS K
HYX/1aM
OTEYECTBEHHBIX
NpEANPUATUI

OIIK-7.3.1 3HaTh (hyHKIIMOHATILHBIE
TpeOOBaHUS K PUKIATHOMY
IPOrpaMMHOMY OOECIICUECHHUIO JIIISt
pelIeHHsI aKTyalIbHBIX 33129 IPeANPUATHIA
0Tpaciiv, HaIlMOHATbHBIE CTAHJAPThI
00pa0oTKu HHpOpMALUH U
ABTOMATHU3UPOBAHHOTO MMPOESKTHUPOBAHUS
OIIK-7.Y.1 ymeTh NpuBOAUTD
3apyOeKHbIe KOMILIEKCH 00pabOTKU
UH(POPMALIUU B COOTBETCTBHE C
HAI[MOHAJIbHBIMU CTaHIAPTAMU,
UHTETPUPOBATH C OTPACICBHIMHU
UH(GOPMAIMOHHBIMU CUCTEMaMU
OIIK-7.B.1 B1aneTs HaBbIKAMU HACTPOUKHU
uHTepdeiica, pazpaboTku
MOJTb30BATEIHCKHX IA0JIOHOB,
HOJKIF0UEHUs] OMOINOTEK, 100aBIEHUS
HOBBIX ()YHKITHH

2. Mecro nuctutuinHbEL B cTpykType OI1

I[I/ICI_II/IHJ'II/IHS. MOXKET 633HpOBaTLCH Ha 3HAHUAX, paHEC HpI/IO6peTCHHBIX O6y‘laIOIJ_[I/IMI/ICSI
IMpU U3YUCHUH CIICAYIOINX JUCHUIIIINH:

— Hudopmaruka

— HMHudopmanmoHnHble TEXHOIOTUN
3HaHMUs, IOJIyYEHHBIE IPU U3YyUEHUH MaTepHalla 1aHHOM IMCUUIUIMHBIL, UMEIOT CaMOCTOSITENIEHOE

3HA4YCHUC.

Tabaure 2.

3. OO0BEM | TPYJTOEMKOCTh JUCIUILTAHBI
Jlanapie 00 00meM oO0beMe MUCIUILIMHBI, TPYJOEMKOCTH OTAENBHBIX BHJIOB yueOHOU
paboThI MO TUCHUILUIMHE (M pacnpesielieHre 3TOM TPYJ0EMKOCTH IO CEMeCTpaMm) Mpe/ICTaBIeHbI B

Ta6mmma 2 — O6beM U TPYJ0EMKOCTh JUCITUTITUHBI

TpynoemkocTs 1o
Bun yuebHoit paboTbl Bcero ceMecTpam
Ne2
1 2 3




Oowan mpyooemKkocma OuCUUNIUHDL, 6/ 216 6/ 216
3E/ (uac)
U3 Hux yacos npakmuueckoli n0020Mo6Ku
AyoumopHhuie 3aHamus, BCEro 4ac. 34 34
B TOM YHCIIC:
nexuu (JI), (gac) 17 17
npaktuueckue/cemunapckue 3ansarus (113),
(dac)
nabopaTtopHbie paboTs (JIP), (uac) 17 17
KypcoBoii mpoekT (pabota) (KII, KP), (gac)
9K3aMeH, (4Jac) 63 63
CamocmosamenvHnas paboma, Bcero (dac) 119 119
Buo npomescymounoit ammecmayuu:. 3ayer, k3 k3
audd. 3auer, sx3amed (3auer, Judd. 3au, Dk3.) ° ”

4. CopepxaHue JUCIUTUTHHBI
4.1. PacnpenesneHue TPYJOEMKOCTH JUCIUIUIMHBI TIO Pa3/ieiaM ¥ BHAaM 3aHITHH.
Paznensl, TeMBI JUCIUTIIMHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHUIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Paznenbl, TeMbI AUCIUTITHHBL Jlekmmn | TI3 (C3) | JIP KII CPC
’ (qac) (qac) (qac) ("ac) (qac)
Cemectp 2
Paznen 1. Beenenne 2 8
Pazmen 2.CymHOCT, W TOHSATHE WH(POPMAIMOHHON 2 15
0e30macHOCTH
Pasnen 3. 3Hauenue nHOOPMAITMOHHOM 0€30MIACHOCTH U 2 16
€ MECTO B CHCTEME HAIMOHAITLHOW 0€30MacHOCTH
Paznen 4. CynrHoCTh ¥ TOHATHE 3aIIUTHI HH()OPMAITUU 2 16
Pasnen 5. CocraB u kitaccudpuKaius HOCUTeIeH 2 4 16
3anUIaeMoi HHPOpPMAIHH
Paznen 6. [lonsTHE ¥ CTPYKTYpa yrpo3 3alUIIaeMoi 2 4 16
uHQOpMaIH
Pasnen 7. O0bEKTHI 3aIIUTHI HHGOPMAITUH 2 4 16
Paznen 8. Kitaccudukarust BUIOB, METO/IOB U CPEJICTB 3 5 16
32U Thl HHPOPMAITUH
HUroro B cemectpe: 17 17 119
Hroro 8 8 0 119

[IpakTHueckass MOATOTOBKA 3aKJIOYAETCSl B  HEMOCPEICTBEHHOM  BBIIOJHEHUU
OoOy4arolMMHUCST  OMNpENEeNEeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;yumei
poeCCHOHATBHOM 1eATEIbHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
ConeprxaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI MPUBECHO B TabnuIe 4.

Ta6m/1ua 4 — Coz[epxcaHHe pa3aciioB U TCM JICKIHTMOHHOT'O [UKJIA

HOMCp pasaciia HazBanue u COACPIKAaHUC PA3CJIOB U TCM JICKITUOHHBIX 3aHATUH

Pazoen 1. Beeoenue.
1 [Ipenmert u 3amaun Kypca. 3HaYEHHE U MECTO Kypca B, IIOATOTOBKE
CIEIMAIMCTOB, 1O 3amnuTe nHpopmarmn. HayuHas u yueOHas




B3aMMOCBS3b Kypca ¢ IpYTUMH JUCIMITIMHAMHU. Pazfnensl v TeMsl, UX
pacripefiesieHIe 110 BUJIaM ayJUTOPHBIX 3aHATHH. DopMbl ipoBeieHNs
CeMHHApPCKUX 3aHATHH. COCTaB M METOJUKA CAMOCTOSATEIILHON paboThI
CTYJEHTOB I10 U3YYEHHUIO AUCIUIUIMHBL. DOpPMBI TPOBEPKHU 3HAHUIM.
AHann3 HOPMAaTUBHBIX UICTOYHUKOB, HAYIHOH U y4eOHOM TUTepaTypHI.
3HaHUs 1 YMCHHUS CTYAEHTOB, KOTOPBIE JOJKHBI ObITH IOITy4EHBI B
pe3ynpTaTe U3y4eHus Kypcea.

Pasoen 2. Cywnocmo u nonamue ungopmayuonHou bezonacnocmu
CraHOBIIEHHE U pa3BUTHE OHATHA "HH(GOPMAIIMOHHAS 0€3011acHOCTh".
CoBpeMeHHbIe TIOAXO0IBI K omnpeenieHnto noHsATHs. CyIIHOCTh
nHPOpMaMoHHOH 6e3omacHoCTH. OOBbEKTH HHPOPMAITHOHHOM
6e3omacHocTH. CBsA3b HHPOPMAITMOHHON O€30TIaCHOCTH C
nH(popMaTH3ammei odmectsa. CTpykTypa nH()OpPMATMOHHON
6e3onacHoctu. OnpeaescHne MOHATHS HHPOPMALIMOHHAS
Oe3omacHoCTh".

Pazoen 3. 3nauenue ungpopmayuonnou bezonacnocmu u ee Mecmo 6
cucmeme HayUoOHAIbLHOU OE30NACHOCTH

3HaueHre UH(HOPMAITUOHHOM, O€30IIACHOCTH ISl CYOBEKTOB
WHPOPMAITUOHHBIX OTHOIICHUH.

CBs13p Mex Ty HHPOPMAITMOHHONW 0€301MaCHOCTHIO U O€30MTaCHOCTHIO
WHPOPMALUH.

[NoHsiTHE ¥ cOBpeMeHHAs! KOHIICTIIUS HAIIMOHATILHOH 0e30MacHOCTH.
MecTo nHpOpMaIMOHHON, 0€30IaCHOCTH, B CUCTEME HAIIMOHATEHOM
0e30MacHOCTH.

Paszoen 4. Cywnocms u nonamue 3awumol UH@Gopmayuu
CyuiecTByroIMe NOAX0Abl K COAEPKATEIbHOW YaCTH MOHATHUSA "'3a11uTa
nHpOpMaIH" U CIIOCOOBI peau3aliy COEePKATeIbHOW YacTH.
MeTtonooruueckas OCHOBA PACKPBITHS CYIIIHOCTH U OIpeJIeIeHus
MOHATHS 3aUTHI HHPOopMaru. DopMbl BEIpaKECHUS HAPYILICHUS
craryca uH(popmanuu. O0yCcIOBIEHHOCTh CTaTyca WHGOPMAIIH e
YSI3BUMOCTBIO.

[MonsTre ysa3sumoctu nHGopMamuu. GopMbl IPOSIBICHUS YI3BUMOCTH
nHpopMmaruu. Buse! ys3sumocty nagopmanuu. [lonstue "yredka
uHpopmarnun". CooTHoieHne GOpM U BUAOB YSI3BUMOCTH
nHpopmarun. ConepkaresbHas YacTh MOHATHS "3alIuTa
nHpopMarmu'”.

Crioco0 peanuzanuy cofep KaTesIbHON YacTy 3aIluThl HHOpMAaLru.
Onpeenenye MOHATUS "3anuTa nHGOPMAIUK'', €r0 COOTHOIICHHE C
nousitueM, copmynuposanusM B [OCT P 50922-96. "3amuTa
nHpopmau. OCHOBHbIE TEPMUHBI U ONpeaeieHus .

Paszoen 5. Cocmag u kraccugpuxayus nocumeneil 3auuuiaemo
unghopmayuu

[onsitre HOcuTENb 3amumaemMon nHpopmaruu'. COOTHOIIEHHE
MEXTy HOCUTEIIEM W UCTOYHHKOM WHpopmarun. CocTaB HOCHTENEH
sammiiaeMoi nadopmarmu. CriocoOs! pukcupoBanus HHGOpMaIHK B
HocuTe sIX. Bubl oToOpaxkeHust nHGOPMAIIMU B HOCUTESIX. MeToabl
BOCTIPOM3BEACHUS 0TOOpaKEHHOU MH(OPMAITUU B HOCHTEIISX
uHpopmarun. Hocurenn NucbMeHHOM, BUIOBOH, N3Ty4aeMon
uHpopmarun. Onocpe10BaHHbIC HOCUTENH 3alIAIIaeMON
nHpopMaruu. CBONCTBA M 3HAYCHHUE TUIIOB HOCHUTENEH 3alUIaeMOn
UHPOpPMALIUHL.

Pazoen 6. [lonamue u cmpykmypa yepo3 3auuuyaemont ungopmayuu
CoBpeMEHHbBIE MTOAX0/IbI K MMOHATHIO YTPO3bI 3aIIHUIIAeMOR
nHpopMaruu. CBs3b YIPO3bl 3alUIIAEMON HH(OPMAITUH C
yS3BUMOCTBIO HH(popmanuu. [Ipu3HaKu ¥ COCTABISIONINE YTPO3bI:
siBlieHUs, pakTOpbl, ycioBus. [ToHsITHE Yrpo3bl 3allUIiaeMoit
nHpopMaru. CTpYKTypa SBJICHHI KaK CYIIIHOCTHOTO BBIPAKEHUS




WHPOPMAILHIO.

yrpo3sl 3ammuiaemoii naopmanmu. Ctpykrypa GakTopos,
CO3JAI0IIMX BO3MOXKHOCTb 1€CTA0MIN3UPYIOLIETO BO3AECHCTBUSA Ha

OOBEKTOB 3aIIUTHL.

Ha OOBEKTHI 3aIUTHL.

Paszoen 7. Obvexmul 3auumot ungopmayuu
INousitre o6bekTa 3amuThl. HocuTenu nHGpopMammuu Kak KOHCYHbIC
00BeKTHI 3aiUThl. OCOOEHHOCTH OTAEIBbHBIX BHIOB HOCUTEIIEH KaK

CocTaB 00BbEKTOB XpaHCHHSI TUCHbMEHHBIX U BUJIOBBIX HOCUTEIICH

HHpOpMAITUY, TIOIeKaMX 3amuTe. CocTaB MOANEKAIINX 3alIHTEe
TEXHHICCKUX CPEACTB OTOOpaKEHHUs, 00pabOTKH, XpaHEHH,
BOCTIPOM3BEACHUS Tiepeaun nHpopManuu. J[pyrue oObeKThI 3alUThl
nHpopMarui. BHIIBI 1 cCIOCOOHI JecTa0MIN3UPYIOMIETO BO3ISHCTBUS

unghopmayuu

Pa3zoen 8. Knaccugpuxayus 6udos, memooos u cpedcms 3auunol

Bunpr 3amuTer nadopmarum, chepsl ux aeiicteus. Kinaccudukamms
METOJIOB 3aIUTHI UHPOPMAITUH. Y HUBEPCATBEHBIC METO/IBI 3AIIUTHI
uHpOpMaIum, 00acTb X npuMeHeHns. O01acTH MpUMEHEHUs
OpraHU3aIMOHHBIX, KPUITOrPahUISCKUX U HHIKCHEPHO-TEXHHYCCKUX
METO/OB 3aIuThl nHpopMaun. [ToHsaTHEe U KaccuBUKAIKs CPECTB
3amuThl HPopManyu. Ha3HaueHue mporpaMMHBIX,
KpUnTorpaduuecKuX U TEXHUUECKUX CPE/ICTB 3aIUTHI.

4.3. Tlpaktuyeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHI U UX TPYAOEMKOCTb IPUBEECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuyeckue 3aHATHS U UX TPYJOEMKOCTb

W3 Hux Ne
Ne | Tewmsl npaktudeckux | @opmel IpakTU4ecKuX | TpyaoeMKOCTh, |MIPAaKTHYECKOM |pasnena
/o 3aHATHI 3aHATAI (gac) IIOJATOTOBKH, | TUCIIMII
(dac) JIUHBI
Y4eOHBIM MJIaHOM HE MPEAyCMOTPEHO
|
Bcero
4.4. JlabopaTopHble 3aHATHS
Tewmbl JTabopaTOPHBIX 3aHATHH U UX TPYIOEMKOCTh MPUBEACHBI B Ta0OHIIE 6.
Tabnuna 6 — JlabopatopHble 3aHATHS U UX TPYJOEMKOCTh
N3 Hux Ne
Ne HaumenoBanue nabopatopHbIX padboT TpynoemKocts, | MPakTHHECKOH | pasnena
/o (dac) MOJATOTOBKH, | JUCITHII
(gac) JIMHBI
Cemectp 2

1 | UccnenoBanue ys3BUMOCTH HHPOPMAIIH 4 5

2 | UccnenoBanue BUIOB YSI3BUMOCTH 4 6

3 | HccnenoBanue ¢popM ysI3BUMOCTH 4 7

4 | IlocTpoeHne aITOPUTMOB COITUATHHON 5 8

HWHKCHCPUU U CII0COOBI 3alllUThI OT HUX
Bcero 17

4.5. BbrlinosHEeHHE KypCcOBOTO NMPOEKTa/ KypcoBOW pabOThI
VY4eOHbBIM IJIAaHOM HE TPEAYCMOTPEHO




4.6. CamocrosarenbHas paboTa 00yJarouInxcs
Bunel camocTosiTennbHOM paboThI U €€ TPYAOSMKOCTh ITPUBEICHBI B TAOIHUIIE 7.

Tabmuua 7 — Bugsl caMoCTOSTeNNbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 2,
Bun camocrositensHO#M paboThI

qac qac

1 2 3
H3ydeHue TeopeTHUecKoro MmaTepuania 80 80
nucuuruael (TO)
Kypcooe npoektuposanue (KII, KP)
Pacuerno-rpaduueckue 3ananus (PI'3)
Brimonuenue pedepara (P)
IToaroToBKa K TEKyIIEMY KOHTPOJIIO 19 19

ycneBaemoctu (TKVY)

Jomamnee 3aganue (/13)

KonTponbubie pabotel 3a0uHNKOB (KP3)

IToaroroBka K MpoOMeEXyTOYHOU 20 20
atrecrauuu (I1A)

Bceero: 119 119

5. IlepeyeHn y4eOHO-METOAMYECKOTO OOSCTIICUCHUS
JUISL CAMOCTOSITEIbHON pabOThI 00YYaIONIMXCS MO TUCIUILIUHE (MOIYJIO)
Y4eOHO-MEeTOINYEeCKHE MaTepualibl ISl CAMOCTOSITENIbHOW paboThl 00yJaromuXxcs yKa3aHbl B
IL.I1. pa3zaenoB 6-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUE€OHBIX U3TaHUN
[lepedyeHb MeUaTHBIX U DJEKTPOHHBIX YYeOHBIX M3/IaHUH MPHUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeyeHp Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX MU3AaHUI

[udp/ KomnmuecTtBo 2K3eMIUIIPOB B

URL bubnuorpaduueckas ccplika Oubmiorexe
ampec (KpoMe AIIEKTPOHHBIX
9K3EMIULIPOB)
004 CBunapuyk, Anapeit AnekcanapoBud (KaH[I. TEXH. 5)
C24 Hayk). OcHOBBI HH(POPMALIMOHHON 6€30MacCHOCTH :

yueOHO-MeToinyeckoe rmocodue / A. A. CBUHapuyK ;
C.-ITerep6. roc. yH-T a3pOKOCM. IPHOOPOCTPOSHHUS. -
Cankr-IlerepOypr : Uza-so I'VAIL, 2023. - 94 c. :
puc., Tabmn. - bubnuorp.: c. 90 (12 Ha3s.). - b. 11. -
TekcT : HenmocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3amiuThl HH(pOPMALIHHN: 10
B 75 yuebHoe rmocobue/ A. B. Boponos, H. B. Bonommuna.
- CI16.: 'OY BIIO "CIIGI'YAIT", 2009. - 78 c.

004 III | laspruH, B. ©. 5
22 WNudopmannonnas 6e3onacHocTs [ Tekcrt]: HaydHo-
nonyisipHas aurepatypa / B. @. Hlanbrus. - M.:
JMK TIlpecc, 2014. - 702 ¢

X A 47 | Sxosen, E. H. IlpaBoBbie 0ocHOBBI 00ecnieueHus 5)




nH(popMannoHHo# 6e3omacHocTr Poccuiickoit
Oenepannu [Teker] : yuebHOe mocooue / E. H.
Axosern. - M. : IOpmuruadopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
[Manprun, B.®. 3amura nuadpopmanuu B
KOMITHIOTEPHBIX CUCTEMAX U CETIX [ DJIEKTPOHHBII

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MeasHukos, B. I1. 5
48 3amura napopmaruu [Teker] : yaeOnuk / B. I1.
MenbnukoB, A. 1. Kynpusanos, A. I'. Cxuptianze ;
pen. B. I1. MensuukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6ko, b. 4. 10
98 Kpunrorpadguveckne MeToapl 3auThl HHGOPMAITHH

[Tekcr] : yae6HOE mocobue / b. f. Psidko, A. H.
®uoHOB. - 2-¢ u3a., crep. - M. : ['opsivast TuHUS -
Tenexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. UHxkeHepHO-TeXHUYECKas 3alluTa
uHpopmanuu [ INeKTpOHHBIN pecypc] : yuebHoe
nocobue. — DnekTpoH. gan. — M. : TYCYP
(Tomckuit rocy1apcTBEHHBIN YHUBEPCUTET CUCTEM
yIpaBieHus U paguodiekTponukn), 2010. — 195 c.

7. IlepeyeHb IMEKTPOHHBIX 00Opa30BaATEIBHBIX PECYPCOB
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHOHU ceTn « HTepHeT»
[lepeuenn 3JIEKTPOHHBIX o0pa3oBaTeNbHBIX pecypcoB uH(pOPMaLIMOHHO-
TEJIEKOMMYHUKAaMOHHON ceTtu «MHTepHeT», HEOOXOAUMBIX JJIi OCBOCHHUS JUCLUILIMHBI
npuBeseH B Tabmuie 9.

Tabmma 9 — IlepedyeHb SIEKTPOHHBIX OOpa30BATEIBHBIX PECYPCOB HH(POPMAMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTu «MHTepHeT»
URL anpec HaumenoBanue
Lms.guap.ru Cucrema nucranumonsoro o0yuenus ['YAITL (CHO I'VAID)
rsv.ru [TnaTdopma “Poccust — cTpaHa BO3MOKHOCTEH
leader-id.ru [Tnatdopma “Leader-1D”

8. Ilepeuenr MHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mnporpaMMHOro oOecneueHusi, HCHOJIb3YeMOro IpH OCYIIECTBICHUU
00pa30BaTEILHOrO MpoLEcca M0 AUCLHUIINHE.
[lepeuyeHpb uCnonbp3yeMoro NporpaMMHOro odecredeHus npejacranieH B Taduuue 10.

Tabmumna 10— [TepeueHs mporpaMMHOT0 00€CIICUCHIS

Ne i/ HaumenoBanue

1 DnexTpoHHas HHPopMaIMoHHO-00pa3oBarenbHas cpena ['Y ATl «aTerpupoBanHas
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyaaukamu I'Y Al (BBeneHa B
skcrryataruio mpukazom ['YAIT ot 06.06.2017 Ne 05-215/17), nepedeHnr Moaymei u
ux QYHKIIMOHATBFHOE Ha3HAYCHHME M3JI0KEHBI IO CChUTKE https://guap.ru/it/system/iso

2 OdunuanbHbIi caiT 00pa3zoBaTeNIbHOM opranu3anuu B ceth «HTepHeT»
(https://guap.ru/), pazpadotan cotpyanukamu ['YAIl (BBesieH B SKCIUTyaTaIMIO



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

[Mpukazom ['VAII ot 23.03.2023 Ne 05-145/23)

3 LibreOffice 5 (Jluen3us LGPLv3)

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX pu
OCYIIECTBJICHHH 00pa30BaTEILHOTO MpoIiecca Mo AUCHUITITHHE

[lepeyeHp HCMONB3yeMbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEJCTAaBICH B
Tabymue 11.

Tabmuna 11— Ilepedyens HHPOPMALIMOHHO-CITPABOYHBIX CHCTEM

Ne n/mt HaumenoBanue

1 3BC Znanium (https://znanium.ru/), 10CTyn yepe3 TMYHBIA KAOUHET YUTATEIIS
oubmmotrexku 'Y AII, a Taoke no IP -anpecam 'Y AIT

2 OBC «JIanp» (https://e.lanbook.com/), mocTyn yepe3 TUUHBIA KAOMHET YUTATENS
oubmmorexu ['YAIL a Taxxe no IP -agpecam 'Y AII

3 OnexTpoHHbIN Katanor oubnuoreku ['YAII ¢ noctynom k 0a3e MoIHOTEKCTOBBIX
mznanuii (https://lib.guap.ru), 7OCTyn Yyepes TUUHBIA KaOMHET YnuTaTessi ONOIMOTEKH
I'YAIT

9. MarepuanbHO-TeXHHYECKast 6a3a
CocraB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa30BaTeILHOTO MpoIiecca MO TUCIUTUTHHE, IPEICTaBICH B Tabmuiel 2.

Ta6mmma 12 — CoctaB MaTepualibHO-TEXHHUECKOM 0a3bl

Ne HanmeHoBaHne cocTaBHOM YacTu Howmep aynutopun
n/n MaTepHATbHO-TEXHUYECKOH Oa3bl (mpu HEOOXOAMMOCTH)

1 | JlexuuoHHas ayuTopus

KommnsrorepHslii kinace

10. Onenounble cpeacTBa AJIs MPOBEIEHUS IPOMEXKYTOUHOH aTTecTaluu
10.1. CocTaB OIICHOYHBIX CPEIACTBAJS TPOBEACHUS TPOMEKYTOYHOH aTTeCTAI[UH
oOyyaromuxcst o JUCUUIUIMHE puBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEACTB Il IPOBEICHHS POMEKYTOYHOH aTTeCTAIIuN

Bug HpOMe)KYTOQHOﬁ aTTeCTallnun Hepequb OICHOYHBIX CPCACTB

Crircok BOMpPOCOB K 9K3aMEHY;
DK3aMeHAIIMOHHBIC OMIIETHI™;
3amaunu;

TecThl.

DK3aMeH

[Ipumeuanne: *sx3aMeHaIOHHBIE OMIIETHl (POPMHUPYIOTCS HA OCHOBE BOIIPOCOB M 33/1a4 TaOJIUIIbI 15.

10.2. B kayecTBe KpUTEpUEB OIEHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMITETCHIIMN O0OYyJaronuMucs TMPUMEHSETCs S-0ayuibHasi 1MIKajga OIEeHKH CHOPMHPOBAHHOCTH
KOMIIETEHIIN, KoTopas puBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCS
100-6annpHast ~ mIKaja  MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCTIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIUM JIOKAJIbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu onieHKH ypoBHS c(hOPMHUPOBAHHOCTH KOMIETEHITHI

Or1eHKa KOMIIETEHIHT

XapakTepucTuka chopMHUPOBaHHBIX KOMIIETEHIMIHA

5-0aiupHas mKana




Or11eHKa KOMITETEHITUHN

XapakTeprcTrka chOpMUPOBAHHBIX KOMITCTEHITUIA
5-0aiubHas mKana PaKIep (op

OOyyJarommiics:

— TJIyOOKO U BCECTOPOHHE YCBOMJI MPOTPaMMHBIA MaTepra;

— YBEPEHHO, JIOTUYHO, ITOCJICIOBATEILHO M TPAMOTHO €TI0 U3J1araeT;

— ONMUPAsICh HAa 3HAHUS OCHOBHOM W JIONMOJIHUTEIBHON JIUTEpaTyphl,
«OTJIMYHO) TECHO CBSI3bIBAET YCBOCHHBIC HAYUYHBIC MOJOXKEHHS C MPAKTUUYECKOU
«3aUTEHO» NeATEILHOCTHIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET U apTyMEHTUPYET BBIABUTAEMbIC UM HJICH;

— JIeJaeT BBIBOJIBI U 0000IIEHMS;

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEUMATN3MPOBAHHBIX IOHATHH.

— npaBWIbHO BBIMOJIHWI OT 90% 10 100% TecTOBBIX 3aaHUi

OO0yuaromuiicst:

— TBEP/IO YCBOMJI MPOTPAMMHBIA MaTepHall, TPAMOTHO U TI0 CYIIECTBY
M3JIaraeT ero, ONMupasich Ha 3HAHUS OCHOBHOU JIUTEPATYPHI,

— HE JIOMYCKAaeT CYNIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYECKOW JESTEIBHOCTHIO
«3aYTCHO» HaIpaBJICHUS;

— apTYMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— BJIQJICET CUCTEMOM CIIeUAIN3UPOBAHHBIX MTOHITHH.

— IpaBWJILHO BRIMOJIHWI OT 70% 10 89% TecTOBBIX 3agaHui

*%

— o0yyarouuiicss yCBOWJI TOJIbKO OCHOBHOW IPOrpaMMHBIA MaTepua,
[0 CYLIECTBY M3JaraeT €ro, ONMpasch Ha 3HAHUS TOJIBKO OCHOBHOM

JIUTEpaTyphl;
— JIOITyCKAeT HECYILECTBEHHbIE OIMOKN U HETOUHOCTH;
«yHOBJIETBOPUTENIBHO» | — UCMIBITBIBAET 3aTPyJHEHHUS B IPAKTUYECKOM IPUMEHEHUM 3HAHUHN
«GaYTEHO» HaIlpaBJICHNUS,

— cnabo apryMeHTHPYET HayYHBIE MOJI0KEHHUS,

— 3aTpyAHsieTcsa B (OpMyIMpPOBAHUU BBIBOJOB U 0000IIECHUI;

— YaCTUYHO BJIAJICET CUCTEMOM CIIELIMATU3UPOBAHHBIX HOHﬂEKIﬁ.
— IPaBUJILHO BBRIMOJIHMWI OT 51% 10 69% TecToBBIX 3aAaHMi

— o0yyarouuiicss He YCBOWJI 3HAYUTENBHOM YacTH MPOTPaAMMHOIO
MaTepuana,
— JIONyCKaeT  CYIIECTBCHHBIE  OIMMUOKM W  HETOYHOCTH  TIPH
«HEYJIOBJICTBOPUTEILHO» | PACCMOTPEHUH MPOOJIEM B KOHKPETHOM HaIPABIICHUM;
«HE 3aUTCHO» — UCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHHIA;
— HEe MOKET apryMEHTHPOBATh HAYYHBIE TTOJTOXKEHUS;
— He GOpMYITUPYET BHIBOJAOB M 0000IIEHUH.
— IPaBUJILHO BBIMOJIHWI MeHee 51% TeCTOBBIX 3a/laHUM

*%

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MAaTEPUAIIbI.
Bormpocs! (3agaun) nmst sKk3amMeHa mpeicTaBlieHbl B Tadumie 15.

Tabnuma 15 — Borpocs! (3amaun) 115 9K3aMeHa

Kon

Ne n/m [Tepeuens BompocoB (3aa4) AJsl IK3aMeHa
WHANKATOpa

1 [Tonsitue nndopmannonnoi 6ezonacuoctu (Ub) u ocnoBusie | OIIK-2.3.2
TEPMUHBI (3aIUTa, YTPo3a, YI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIINATIbHOCTb, LIEJIOCTHOCTD, IOCTYITHOCTD - TIOHSTHE
Y IPUMEPBI HAPYIIEHUN.

2 [Ipennoceiiky 1 enu odecrneyeHus: HHPOPMaIMOHHON OIIK-2.V.1
0€30I1aCHOCTH.

Busl nHpOpManoHHOM 6€30MaCHOCTH: MTEPCOHATIbHAS,
KOpHOpaTHBHasl, FOCY1apCTBEHHASI.

OOBEKTHI U CYOBEKTHI 3aIIUTHl HHPOPMALIUH.




JloxTpuHa nHGOpMAIIMOHHON Oe30macHOCTH Poccuiickoi
®denepanuu (OCHOBHBIC MTOJIOKCHHS).

NudopmanronHas 6€301macHOCTh YeJI0BEKa U OOIIECTRA.
KomMIbroTepHbIe IPeCTyIUICHUS: ONpeeiiCHuE,
KJIACCU(UKALIKS U OCHOBHBIC TEXHOJIOTMH COBEPIICHUS.
CoBpemenHas KoHnenus ooecneuenus 1b.

OIIK-5.3.1

Pounb yenoBeveckoro pakropa B obecrieueHUn
MH(POPMALIMOHHOMN 0€30MaCHOCTH.

Kiaccudukanus yrpo3 nHGOpMaIMOHHONH 0€3011aCHOCTH
(MCTOYHUKH, 1IEJTH, BUJIBI BO3JICHUCTBHS).

OcHoBHbIE KaHaJIbl YTeUKU HHGOPMAIUH.

TexHu4yecKkue KaHAIBI YTEYKU HHPOPMAIUH: IOHATUE H
CHOCOOBI 3aIIUTHI.

Bunel cereBbix atak. DoS, DDoS, Man-in-the-Middle
(MITM).

OIIK-5.V.1

CoumanbHasi MHXXEHEPUS: METOJIbI U CIIOCOOBI
IIPOTUBOJEHCTBUS.

BpenonocHoe nporpammHoe obecriedeHre: BUPYChl, YEPBH,
TposiHbl, Ransomware.

VYTpo3bl 6€30MaCHOCTH EPCOHAIBHBIX TaHHBIX.

YTpo3bl KOMMEpPYECKON TallHbl U UHCAMIEPCTBO.

MeTobl OIIEHKH PUCKOB HH(POPMAIIMOHHON O€30MacHOCTH.
Uro Takoe ysa3BUMOCTH (vulnerability) u yem ona otnuvaercs
OT yrpo3bl?

[TonuTuka 6e30macHOCTH UH(OPMAILIMOHHON CUCTEMBI:
Ha3HA4YeHHUE U CTPYKTYpa.

Mertobl ayTeHTUDUKAIMY U MISHTU()UKALMY [10JIb30BaTeNeH.

OIIK-5.B.1

Bunsl ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTOo(aKTOpHas).

JlMcKpenroHHast 1 MaHIaTHAsE MOJIENTN YIIPABICHHS JJOCTYIIOM.
MexaHU3MBbl 3aIIUThl: TEXHUYECKUE, IPABOBBIE,
OpTraHU3aIIOHHBIE.

Kpunrorpadguueckue MeTop! 3alIUThl HHPOPMALIUT
(cMMMETpHYHbIE U ACUMMETPUYHBIE).

XemupoBaHHe: MOHIATHE U UCIIOJIb30BAHUE /ISl TPOBEPKH
IIEJIOCTHOCTH.

OIIK-6.3.1

Mexcereble skpanbl (Firewalls): ¢pyHkmu, THIIBI (TaKETHBIE,
YPOBHS IPUIIOKEHUI).

CucteMbl 00HapY)KEHUS U MTPeIOTBPAILlEHHs BTOPKEHUI
(IDS/1PS).

AHTHBHpYCHAs 3alllUTa: MPUHLUIBI PaOOTHI.

VPN (BupTyanbHbIC YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBI.

OIIK-6.V.1

PesepBHoe konupoBanue (Backup) kak cpenctBo
o0ecrniedyeHus JOCTYMHOCTH JIaHHBIX.
bezonacHocth 6ecripoBoHbIX cereit (Wi-Fi).
3amuTa MOOMIIBHBIX YCTPOMCTB.

3amra nHGOpMAaLUU B 00JAUHBIX BRIYMCICHUIX

OIIK-6.B.1

[IpaBoBble MeTOBI 00ecriedeHnst HHHOPMALTMOHHON
0€30MacCHOCTH.

3axonogarensctBo PO B obnacTu 3amutel nHpopmanuu (O3-
152, ©3-149).

['ocypapcTBeHHas 1 KOMMepYecKas TaliHa: IOHATHE W 3allMTA.

OIIK-7.3.1
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[TepconasbHBIC JaHHBIC: KJIaCCHU(BUKAIUSI U TTPABOBOM PEKUM
3aIIUTHI.

Crangaptsl B 0611aCcTH HHPOPMAIIMOHHOM 0€30MaCHOCTH
(I'OCT P UICO/M3K 27001).

Cucrema 3amUThl HH(GOPMAIIMN OPraHU3alUU: CTPYKTypa U
IMPUHIUIIBI CO3JaHUS.

OrneHKa pUCKOB: ONpeJICNIeHUE, ITallbl.

OIIK-7.Y.1

11

bu3Hec-HenpeppIBHOCTD U BOCCTAHOBJICHHUE TTOCIIE
nnuaeHtos (BCP/DRP).

OOyuenue nepcoHanga OCHOBaM KnOepOe30macHOCTH.
Aymut 6e301macHOCTH UH(YOPMAIIMIOHHON CUCTEMBI.
[Tpununst padots [Psec.

Mertoab! 3auThl OT CHU((PUHTA TAKETOB.

Mertoab! ycrpanenus yrpo3sl [P-crydunra.

ATtaku Ha ypoBHe npmiokeHu# (SQL-unbexuum, XSS).
@ummHr: onpeneneHue, Buabl (smishing, vishing) u
IIPU3HAKH.

OIIK-7.B.1

Bormpocsr (3amaun) nis 3avera / qudd. 3adera npeacTaBieHsl B Tadauie 16.

Tabmuna 16 — Bonpocs! (3agaun) ams 3adera / qudd. 3adera

No i/t

[Tepeuens BompocoB (3ana4) ais 3adera / qudd. 3adera

Kon
WHJUKATOpa

V4eOHBIM IJIAaHOM HE MpeaAyCMOTPCHO

B TaOauIe 17.

HepequL TEM JIA BBIIIOJIHCHUS KYPCOBOI'O HpOCKTa/ KprOBOﬁ pa6OTBI npeaACTaBJICHBI

Tabnuna 17 — IlepeyeHs TeM Ui BHITOTHEHUS! KYPCOBOTO MPOEKTA / KypCOBOM pabOThI

[TpumepHBIii TepedeHb TeM TSI BBIITOJIHEHUS KYPCOBOTO IMPOEKTa/ KypCOBOU

Ne i/m
paboThI
Y4eOHBIM MIIaHOM HE PEYyCMOTPEHO
Bompocer st mpoBeneHHsT TPOMEXYTOYHOM aTTeCTallud B BHJE TECTUPOBAHUS

IpeJICTaBICHBI B Ta0wmie 18.

Tabmuna 18 — [IpumepHBIii IepedeHb BOITPOCOB ISl TECTOB

. Kon
Ne n/n IIpuMepHBIii IepedeHb BOIIPOCOB ISl TECTOB
WHIMKaTopa
1 1) K npaBoBbIM MeTO/1aM, 00€CTIeunBaIOIMM HH(POPMALIMOHHYIO OIIK-2.V.1

0€301aCHOCTh, OTHOCSITCS:

- PazpaboTka anmnapaTHBIX CpeJCTB 0OecreueH sl IPaBOBbIX JAHHBIX

- Pa3paboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX IPABOBBIX CETIX
JKYpHAJIOB y4yeTa JCHCTBUN

+ Pa3paboTka 1 KOHKpETH3aIHs TPABOBBIX HOPMAaTHBHBIX aKTOB
obecrieyeHus: 6€30MaCHOCTH

2) OCHOBHBIMU UCTOYHUKAMU yrpo3 HH()OPMALIMOHHON O€301MaCHOCTH
SBJISIIOTCS BCE YKa3aHHOE B CITUCKE:

- XUIIeHUE KECTKHX JINCKOB, MOJIKIIOYCHUE K CETH, HHCAIIePCTBO

+ IlepexBar JaHHBIX, XUIEHUE JAHHBIX, N3MEHECHUE apXUTEKTYPHhI
CHCTEMBI

- XuIleHue JaHHbIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYIIEHUE
peraameHTa paboThl

3) Buabl uHopMaioHHOH 0€301acHOCTH:




+ IlepconanbHas, KOpopaTuBHasi, FOCy1apCTBEHHAs

- KnuenTtckas, cepBepHasi, ceTeBast

- JlokanbHas, rno0anbHast, CMEIIaHHAS

4) lHenn napOpMAIIMOHHOW OE30TTACHOCTH — CBOCBPEMEHHOE
oOHapyKeHHe, IPeTyIpexKICHUE:

+ HECaHKLIMOHUPOBAHHOIO JJOCTYIIA, BO3JACHCTBUS B CETU

- HHCaliJIepCcTBa B OpraHu3aliu

- Upe3BBIYANHBIX CUTyalUl

5) OcHoBHBIE 00BEKTHI HH(DOPMAITMOHHOM 0€301TaCHOCTH:

+ KoMmmbroTepHbIe ceTH, 6a3bl TaHHBIX

- UudopmanioHHbIe CUCTEMBI, IICUXOJIOTUYECKOE COCTOSHUE
II0JIb30BaTENIECH

- busnec-opueHTHpOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI

6) OCHOBHBIMU pUCKaMH HH(DOPMAIIMOHHOW OE30MTaCHOCTH SIBIISTFOTCS:
- Uckaxxenue, yMeHblIeHHEe 00beMa, IepeKOANPOBKa HH(OpMALIUN

- TexHuueckoe BMEIIATENbCTBO, BBIBEIEHUE U3 CTPOSI 000pYy10BaHUS
CeTH

+ [loTteps, uckaxxenue, yreuka nHGOpMAaIII

7) K ocHOBHBIM IIpuHIIMIIAM oOecrieyeHHs HH(POpMalMOHHON
0€301acHOCTH OTHOCHUTCSI:

+ DkoHOMUYECKOH 3(h(heKTUBHOCTU CUCTEMBI 0€30MaCHOCTH

- MHororiathopMeHHOH pearn3aiy CUCTEMBI

- YcuiieHus 3aluIeHHOCTH BCEX 3B€HbEB CUCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HHPOPMALIMOHHOM O€30MaCHOCTH
SBJISIIOTCSL:

- PYKOBOJUTENHN, MEHEKEPDI, aIMUHUCTPATOPbl KOMIIAHUH

+ oprassl IpaBa, rocy1apcTBa, OusHeca

- ceTeBble 0a3bl JAHHBIX, (PaePBOILIBI

9) K ocHOBHBIM (DyHKIMSIM CUCTEMBI O€3011aCHOCTH MO>KHO OTHECTH BCE
MIEPEYUCIIEHHOE:

+ YcTaHOBIIEHUE perilaMeHTa, ayIuT CUCTEMBI, BBISIBICHUE PUCKOB
- YcraHoBKa HOBBIX O()MCHBIX IPUIIOKEHUH, CMEHA XOCTUHT-KOMITaHUU
- BHenpenue ayTeHTH(GHUKAIMY, TPOBEPKU KOHTAKTHBIX JTaHHBIX
II0JIB30BATENIEH

tect 10) [IpuHIMIIOM HHPOPMALIMOHHOM 6€30MaCHOCTH SBISAETCS
IIPUHIIMII HEAOMYILEHUS:

+ HeonpaBnaHHbIX OrpaHUYeHU pH paboTe B CETH (CUCTEME)

- PuckoB 6e3onacHOCTH CeTH, CUCTEMBI

- [Ipe3yMnumm CeKpeTHOCTH

OIIK-5.V.1

11) IlpuHuMnoM noiMuTUKU HHOOPMALIMOHHON OE30MACHOCTH SIBJIIETCS
MPUHLUI:

+ HeB03M0>XHOCTH MMHOBATh 3allIUTHBIE CPECTBA CETU (CUCTEMBI)

- YcuieHust OCHOBHOIO 3BEHA CETH, CUCTEMBI

- [TonHoro 6;10KMpOBaHUS JOCTYTIA IPH PUCK-CUTYALTUAX

12) [IpyHIMIIOM NOIUTHUKUA HHPOPMALIMOHHON 6€30MacCHOCTH SIBIISETCS
TIPHUHITATL:

+ YcuneHns 3aluIeHHOCTH caMOro HE3allUIEHHOIO 3BEHA CETH
(cucremsr)

- [lepexona B 6e30macHOE COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [TomHOTO HOCTYNA MOJIB30BATENEH KO BCEM pecypcaM CETH, CUCTEMBI
13) [IpuHIMIIOM NOAUTHUKUA HHPOPMALIMOHHON 6€301aCHOCTH SIBIISETCS
TPUHITATL:

OIIK-5.B.1




+ Paznenenus nocryna (00sS3aHHOCTEH, TPUBUJICTHI ) KIIMEHTAM CETH
(cuctemsl)

- OTHOYPOBHEBOH 3alUTHI CETH, CUCTEMBI

- COBMECTUMBIX, OJHOTHITHBIX IPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CUCTEMBI

14) K 0CHOBHBIM TUIIaM CPECTB BO3/IEHCTBUS HA KOMIIBIOTEPHYIO CETh
OTHOCHTCS:

- Komnbrotepnsiii cOoit

+ Jlornueckwue 3akaaaku («KMUHBD)

- ABapuiiHO€ OTKIJIFOYCHHUE TUTAHUS

15) Korma moiydyeH cnam 1o e-mail ¢ mpuiokeHHbIM (haisiom, ClIeyeT:
- [IpounTaTh NpHIIOKEHHE, €CITH OHO HE COEPKUT HUYETO [IEHHOTO —
yAAIUTh

- CoxpaHuTh npuiIokeHue B napke «Cnam», BBISICHUTH 3aTeM [P-aapec
re’epaTopa cramMa

+ ¥V aanuTe NUCbMO € IPUIIOKEHUEM, HE PACKPBIBAs (HE YUTasl) €ro

16) Ipuamun Kupxroda:

- CeKpeTHOCTh KJII04a ONPEesIeHa CEKPETHOCTHIO OTKPHITOIO
COOOIIIEHNSA

- CexpeTHOCTh HH(OPMAIIMH OTIPeIeIeHa CKOPOCTHIO TIepeiaun JaHHBIX
+ CeKpeTHOCTh 3aKPBHITOTO COOOIICHHSI OMPEIESIeTCS CEKPETHOCTHIO
KJIto4a

17) OUII - s7o:

- DeKTpOoHHO-1IM(PPOBOIT peoOdpazoBaTeIh

+ DneKTpOHHO-IIM(PPOBas MOAMUCH

- DNeKTpOHHO-1IM(PPOBOI TIpoLIeCcCOp

18) Haubonee pacpocTpanensl yrpo3bl HHGOPMALMOHHON
0€30MaCHOCTH KOPIIOPATHBHOMN CHCTEMBI:

- [Toxynka HenmuensuonHoro 10

+ OmMOKY SKCIUTyaTalliy ¥ HEYMBIIIUIEHHOTO U3MEHEHHUS PeXKIMA
paboThI CUCTEMBI

- CO3HATENbHOr0 BHEJIPEHMSI CETEBBIX BUPYCOB

OIIK-6.VY.1

19) HaunGonee pacnipocTpaHeHbl Yrpo3bl HHPOPMALIMOHHOM
0€30I1aCHOCTH CETH:

- PacnipenieneHHbI 1OCTYI KIMEHT, OTKa3 000pYyI0BaHUS

- MopanbHbIi H3HOC CETH, NHCAWIEPCTBO

+ C0oii (0TKa3) 000pyIOBaHUS, HENEraTbHOE KOMMMPOBAHNUE JAHHBIX
tect_20) Haubonee pacnpocTpaHeHbl CpeicTBa BO3/IEHCTBUS Ha CETh
oduca:

- CnaGp1ii Tpaduk, THPOPMAIIMOHHBIM 00MaH, BUPYChl B UHTEPHET

+ Bupycsl B ceTu, JOTHUYECKHEe MUHBI (3aKJIa]IK1 ), HH(OPMAIIMOHHBIH
nepexsar

- KomnbrotepHbie cOou, M3MEHEHNE aIMUHCTPUPOBAHUS, TOMOJIOTUU
21) Yreukoit HHpOpMAIMHN B CUCTEME Ha3bIBae€TCs CUTYyaIlUs,
XapakTepusyemasi:

+ [loTepeit JaHHBIX B CUCTEME

- 3menennem ¢popmbl HHPOpMALTUU

- U3menenueMm conepkanus nHGOpMaLuu

22) CoiicTBamMH nHpOpMaLIMU, HanOOIee aKTyalIbHBIMU IIPU
obecrieueHnH HHPOPMAITMOHHOMN O€30MaCHOCTH SIBJISTFOTCS:

+ Ile10CTHOCTh

- JloctynnHOCTH

OIIK-6.B.1




- AKTyasibHOCTB]

23) Yrpo3a nuH(popMaIMOHHOH cucTeMe (KOMITBIOTEPHOM CETH) — ITO:
+ BeposiTHOe coObiTHE

- lerepMuHupOBaHHOE (BCET/1a OMPECIIEHHOE) COOBITHE

- CoObITHE, TPOUCXOASIIEEe TEPUOAUYECKU

24) Undopmanus, KOTOPYIO CIeayeT 3aluiarh (110 HOpMaTuBam,
MIpaBUJIaM CETH, CUCTEMbI) Ha3bIBACTCS:

- PernamentupoBaHHOM

- [TpaBoBoii

+ 3amuniaemMon

6 25) Pa3znoBugHOCTSIMH yrpo3 O6e3omacHocTH (ceTH, cuctemsl) sBisitoTes | OIMK-7.Y.1
BCE TIEPUYUCIICHHOE B CIIHCKE:

+ IIporpaMMHBbIe, TEXHHUYECKUE, OPTaHU3aIMOHHBIC, TEXHOJIOTUICCKHE
- CepBepHbIe, KJIMEHTCKHUE, CITyTHUKOBBIC, HA3EMHBIC

- JInuHble, KOPIIOPATUBHBIC, COIIMATILHBIC, HAITHOHAILHBIC

26) OkoHYAaTEIbHO, OTBETCTBEHHOCTD 32 3aIUIIICHHOCTh IaHHBIX B
KOMITBIOTEPHOM CETH HECeT:

+ Bianenen cetu

- AZIMHHHCTpPATOp CETH

- [lonp30Bareins cetn

7 27) llonuTrka 6€30MacHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC: OIIK-7.B.1
+ PykoBojcTB, TpeOoBaHmii o0ecTiedeHrsI HEOOXOIMMOTO YPOBHS
0€e30MacHOCTH

- IHCTpyK1IMii, aIrOpUTMOB ITOBEIECHUS IT0JIB30BATENS B CETH

- Hopmbl nHpOpMaLinoHHOrO 1pasa, co0JIt0JaeMble B CETH

28) Hamnbostee Ba)XHBIM IIPH PEATM3AIMH 3AIUTHBIX MEP TOTUTHKN
0€30I1aCHOCTH SIBJISETCA:

- AynuTt, aHaJIM3 3aTpaT Ha IIPOBEICHUE 3aIUTHBIX MEP

- AynuT, aHaiu3 6€30MacCHOCTH

+ Aynut, aHanu3 ysI3BUMOCTEH, pUCK-CUTYyallui

[lepeueHp TeM KOHTPOJIBHBIX PabOT MO NUCHUIUIMHE OOYYarolUXCsl 3a09HON (hOPMBI
oOydeHus1, IpeacTaBieHbl B Ta0muie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. MeToquveckre  MaTepUalbl,  ONPEACISAIONIAE  TPOUEAYPHl  OICHUBAHUS
WHAUKATOPOB, XapaKTEpU3YIOUIUX JTanbl (OPMUPOBAHHUS KOMIETCHIIUN, COJIEp)KaTcs B
JOKaJbHBIX HOpPMATUBHBIX akTax [YAIl, pernmamMeHTHpYIOMUX TMOPSJAOK W MPOIEAYPY
MPOBEJICHUS TEKYIIEr0 KOHTPOIIS yCIIEBAEMOCTH U MPOMEKYTOUHOM aTTeCTAIllMH O0yJaroIInXcs
I'VAIL

11. Mertoau4deckue yKazaHus Uit 00YJarOIIUXCS IO OCBOCHUIO TUCITUTLIAHBI

11.1. Meroauueckue ykasaHus s OOy4alomUXCS [0 OCBOCHHMIO JIEKIIMOHHOTO
Marepuaa.

OcHOBHOE Ha3HAYeHME JEKIIMOHHOTO MaTepuaia — JIOTHYECKH CTPOWHOE, CUCTEMHOE,
rmy0oKoe M SICHOE H3JIOKEeHHEe y4eOHOoro Martepuana. HasHaueHne COBpEMEHHOW JIEKIMH B
paMKax JIUCIHMIIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(MOPMALMIO 1O TEME, a B OCBOCHUHU
dyHIaMEeHTANFHBIX TPOOJEeM JUCHHIUIMHBI, METOJOB HAyYHOrO IO3HAHHS, HOBEWUIIHX




JTOCTHKEHUI HaydyHOUW MBICTU. B yueOHOM mporiecce JICKIHS BBITIONHSET METOI0JIOTHYECKYIO,
OpraHU3AIMOHHYI0 ¥ MHGOPMAIMOHHYI0 (YHKIMU. JIEKIHs pacKpbiBaeT MOHATUMHBIN arrmapaT
KOHKpPETHOW o0jacTu 3HaHUSA, €€ MpoOJIeMbl, JaeT LEIbHOE MPEICTABICHUE O IUCIUILIAHE,
MOKa3bIBAECT B3aUMOCBSI3b C IPYTUMU JUCHUIUIMHAMU.

[LmanupyeMbie pe3yJabTaThl IIPH OCBOSHHH 00 YYAIONIMMICS JICKIHOHHOI0 MaTepHaa .

— TMOJIyYEHHE COBPEMEHHBIX, LIEJIOCTHBIX, B3aMMOCBS3aHHBIX 3HAHUW, YpPOBEHb
KOTOPBIX OIPEIEISIETCS LEIEBOM YCTAHOBKOM K KaXK10M KOHKPETHOU TEME;

—  TIOJIyYEHHE OIbITa TBOPUECKON pabOThl COBMECTHO C MPEIOaBaTeIeM;

— pasBuTHE NPO(ECCHOHATBHO-ICIOBBIX  KadecTB, JIIOOBM K  TpeAMETy U
CaMOCTOATEJIbHOTO TBOPYECKOTO MBIIIICHUS.

— TIOSIBJICHHE HEOOXOAMMOr0 HHTEpeca, HEOOXOAUMOTO JJIsi CAMOCTOSITEIILHON paOboTHI,

— TIOJy4eHHE 3HAHUW O COBPEMEHHOM YPOBHE pPa3BUTHSI HAYKHM M TEXHUKH U O
MIPOTHO3€E UX PA3BUTHS HA OJIMKANIINE TOBL;

— Hay4HMThCS METOJMYECKH 0OpabaThiBaTh MaTepuan (BBIACIATH TJIABHBIE MBICTU W
MOJOKEHUs, NPUXOJUTh K KOHKPETHBIM  BBIBOAAM, MOBTOPSITH HUX B  Pa3IUYHbBIX
(bopMynupoBKax);

— TOJy4YeHHE TOYHOTO MOHUMAaHUS BCEX HEOOXOAUMBIX TEPMUHOB U TIOHSATHH.

JlexuMOHHBI MaTepuan MOXKET CONPOBOXKAATbCA JIEMOHCTpAalUMed CIajioB U
UCIIOJIb30BAaHMEM pa3JaTOYHOrO0 MaTepuaja IMpH MPOBEIECHUU KOPOTKHX JHUCKYCCUH 00
OCOOEHHOCTSIX MPUMEHEHHS OT/IETbHBIX TEMATHK MO JUCIUTIIINHE.

CTpyKTypa OpeiocTaBICHUS JSKIIMOHHOTO MaTepHaa:

— UBnoxenue NEKIMOHHOTO MaTepHana;

— IlpeacraBneHue TeopeTHYECKOro MaTepuaia nmpernogaBaTeieM B BUJIE CIIANI0B;

— OcBoeHHE TEOPETUUECKOTO MaTepuaa Mo MPakKTHIECKUM BOIIPOCaM;

— Cromcok BOIpOCOB IO TEME JIJIsi CAMOCTOSITEIbHON pabOThI CTYCHTA.

MeTtoauyeckue yka3aHus 10 OCBOSHHIO JICKIIMOHHOTO MaTepHalia UMEIOTCS B HU3JaHHOM
Buze B oubmmorexe I'YAIl Cunapuyk, Anapeit AnexkcanapoBud (KaHz. Te€XH. HayK). OCHOBBI
nH(GOPMaLIMOHHON Oe30MacHOCTH : ydueOHO-MeToanueckoe mocobue / A. A. CBunapuyk ; C.-
[Terep6. roc. yH-T a’spokocm. npudopoctpoenus. - Cankr-Ilerepoypr : U3n-so ['VAII, 2023. -
94 c. : puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. 1. - Tekct : HemocpeACTBEHHBII

11.2. Meroauueckue ykazaHus A OOYyYaroIUXCs IO BBIMOJIHEHUIO J1a0OPaTOPHBIX
pabot

B xozme BbIMONHEHMS J1a0OpPAaTOPHBIX paboT oOy4aromuiCs JOJDKEH YIIyOuTh U
3aKpenuTh 3HAHWS, MPAKTHYECKHUE HABBIKH, OBJAJIETh COBPEMEHHOW METOAMKONW M TEXHHKON
HKCIEPUMEHTAa B COOTBETCTBUHM C KBAJU(PHUKAIMOHHON XapaKTEepUCTHKOM 0Oydaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT U3 IKCHEPUMEHTATbHO-IIPAKTUYECKOH, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPHUITUH.

Breinonnenue nabopaTopHBIX pabOT 0OydarolUMCs SIBISETCS HEOThEMJIEMON YacTbiO
U3y4eHHs] JUCLMIUIMHBL, OIpenesiseMoil y4eOHbIM IUTAaHOM, M OTHOCHTCS K CpEICTBaM,
o0ecIeunBarOIIM PELICHUE CIEAYIOINX OCHOBHBIX 3a/1a4 00yJaromerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMS TMPOIECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B PaMKax JTaHHOW JUCIUIUTHHBI;

— 3aKpeIUIeHHe, Pa3BUTHE W JIETAM3aIlUs TEOPETHYECKMX 3HAHWM, TOJTYYCHHBIX Ha
JEKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUIIUHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboThl ¢ 1a00paTOpHBIM
000pyI0BaHUEM U TPUOOPAMH.

3agaHue u TpeOOBAHUS K NPOBEJECHUIO J1a00PATOPHBIX padoT



— B 3amanuu nomxHO OBITH YeTKO c(OPMYIMPOBAHA 33/1a4a, BeirosHsemas B JIP;

— Onucanbl BXOJHBIE U BBIXOAHBIC TaHHBIE 1)1 npoBeaeHus JIP;

— JIP momxHa BBITIOJIHATHCS HA OCHOBE MOJYYEHHBIX TEOPETUUECKUX 3HAHUSX;

— Bemonnenune JIP nomKHO OCYIIECTBIATHCS Ha OCHOBE METOAMYECKHUX YyKa3aHUH,
MIPEIOCTABIISIEMBIX IIPETIOAABATEIIEM;

— JIP gomxHa BBIMOJIHATHCSA B CIEHHMATIM3UPOBAHHOM KOMITBIOTEPHOM KJIACCE U MOXKET
ObITH JOpabOTaHa CTYJIEHTOM B JOMAIIHUX YCIOBUSX, eciu 1o3sossiet [10;

— HWrorom BeinonnenHoi JIP sBisercs oryer.

Crpykrypa u popma oTuera 0 1adopaTopHOii padoTe

— IlocTaHoBKa 3a71a49H;

— BxoaHbIe U BBIXO/HBIE JaHHBIE;

— Copep:kaHue TarnoB BHIIIOJTHEHUS;

— OOocHOBaHHUE TOJYYCHHOTO pe3yibTaTa (BBIBOI);

— Crnucok UCcnoab3yeMol JIUTepaTypshl.

TpebdoBanusi K 0(p)OpMIIEHUIO OTYETA 0 JIA0OPATOPHOIT padoTe

— JlaGoparopnas pabota (JIP) mpenocraBiseTcs B me4aTHOM/HITU 3JIEKTPOHHOM BHJIC;

— JIP nomxHa cOOTBETCTBOBATh CTPYKTYpE U (pOpMeE OTUETa IPEICTABICHHOM BBILIE;

— JIP pomxna umetrh TuUTynapHBIM auct (I'OCT 7.32-2001 wuzmanus 2008 roga) c
HA3BaHMEM U TOJIUCHIO CTYACHTa(0B), KOTOPHIH(bIe) ee caenan(u) u opopmMui(un);

Cryaent noswken 3amututh JIP. OTMeTKa 0 3amuTe A0HKHA HAXOAUTHCS HA TUTYJIBHOM
JIUCTE BMECTE C MOIMUCHIO IPEeroaaBaTers.

11.3. Mertoauueckue ykazaHus JUIsl OOYYaIONIMXCS MO MPOXO0XKICHUIO CAMOCTOSITEIHHOMN
paboTsl

B Xo/1e BBITIOJIHEHUSI CaMOCTOSITEIbHON PabOThI, 0OYYAIOUIUIICS BBIMOJIHICT pabOTy IO
3aJ]aHUI0 U TP METOJUYECKOM PYKOBOJICTBE IMpENoaBarelis, HO 0e3 ero HermocpeaCTBEHHOTO
YUYaCTHS.

B mporiecce BBIMONHEHHS CaMOCTOSATEIBHON PabOThl y oOyuaromerocs (popMupyercs
1esIecoo0pasHoe IMIaHNPOBaHUE paboyero BpeMeHH, KOTOPOE MO3BOJISIET €My pa3BUBATh YMEHHS
N HABBIKM B YCBOCHHMU W CHCTCMATHU3ALIUH HpI/IO6p€TaeMI)IX 3HaHI/II>'I, oOecrieunuBaeT BBICOKHUI
YPOBEHb YCIIEBaEMOCTH B TMepuoJ OOy4YEeHHs, IOMOTAeT IOJYYHTh HABBIKM TOBBIIICHUS
MpoeCCHOHAIBHOTO YPOBHSI.

MeroauueckuMu ~ MaTepuajaMd, — HANpaBISIONIMMH  CaMOCTOSITENBHYIO  PaboTy
00yJarONUX CSASBIISIOTCS:

— y4eOHO-METOMYECKUI MaTepHra 1Mo JUCIUILIIHHE;

— METOJIMYECKHE yKa3aHUs 10 BBIOJHEHHUIO KOHTPOJIBHBIX PaboT (st 00ydaronuxcst
10 3204HON (hopMe 0OyUeHHs ).

11.4. MeTtoauueckre yKazaHus [UIsl OOYYarOIIMXCS TIO MPOXOXKICHHUIO TEKYIIETro
KOHTPOJISI YCTIEBAaeMOCTH.

Texymuit KOHTPONb YCIEBAaEMOCTH MpeAycMaTpUBaeT KOHTPOIb KadyecTBa 3HAHUI
00yJaroIUXCsl, OCYIIECTBIIIEMOTO B TCUCHUE CEMECTpa C IICNIbI0 OICHUBAHHS XO0JIa OCBOCHUS
IUCIUATIINHEL

JUIs  yCHenmrHOro  MPOXOKJCHHS TEKYIIero KOHTPOJS HEOOXOJMMO BBITOJIHHUTH
nabopaTopHbIe pabOThI, 3arPy3UTh MX B JTUYHBIN KAOMHET U IPOUTH MPOIEAYPY 3aIIUTH KaXXI0H
paboTel. O1ieHKH 32 pabOTHI BHICTABIISIOTCS MO MATHOATUTHHOM IIKAJIE.

11.5. Metoauyeckue ykKazaHus Jjisi OOYYArONIUXCS MO MPOXO0KICHUIO MPOMEXYTOTHOM
aTTeCTalUU.



[IpomexxyTounass  arrectansi  OOy4yaroIIMXCsl — NpeJycCMaTpuBaeT  OLIGHUBaHHE
MIPOMEXKYTOUHBIX W OKOHYATEIBHBIX PE3y/IbTaTOB O0YYCHMS 1O auciuruimHe. OHa BKIIIOYAET B
cebs:

— 9K3aMeH — (opma OILEHKH 3HAaHUH, IOJYyYCHHBIX OOYYAIOIIMMCS B IpoOLecce
I/I3y‘-IeHI/I$I BCGI71 JUCHUIIIIMHBI UJIM €€ 4aCTH, HAaBBIKOB CaMOCTOﬂTeHBHOﬁ pa6OTBI, CHOCOGHOCTI/I
NPUMEHATh HMX JUIS PEIICHHS MPAKTHYCCKUX 3aJad. DK3aMeH, Kak IMPaBUJIO, MPOBOIUTCS B
MEepHoj] SK3aMCHAIIMOHHOW CECCHHM W 3aBEpINAeTCsl aTTEeCTAI[MOHHON OICHKOW «OTIHYHOY,
«XOPOIIIOY», «YAOBICTBOPUTEIBHOY, «HEYIOBICTBOPUTEIIBHO.

JUIs  yCHeImIHOTO TPOXOXKACHUS TMPOMEKYTOYHONW aTTECTallMd HEoOXomuMo  3a
3alUIICHHBIC  JIa0opaTOpHbIe Pa0OTHl  IMOJYYHUTh HHTCTPAIBHYIO OICHKY HE  HUKE
((y,[[OBHGTBOpI/ITeJIBHO».



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit
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