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AHHOTaUs

JucuunnuHa «3amura HHPOopMaIui» BXOAUT B 00pa30BaTENIbHYIO IPOrPAMMY BBICIIETO
oOpa3oBaHusi — mporpaMmy OakajaBpuaTa IO HANpPaBICHUIO TOATOTOBKM/ CHEIHAIBHOCTH
23.03.01 «TexHONOrWs  TPAHCHOPTHBIX  MPOIECCOBY»  HANPABICHHOCTH/CIICIHATHU3AIHH
«Opranuzanusi MepeBO30K U YIPABJICHUE B €IMHOW TPAHCIOPTHOW cucTtemey. JucuuruimHa
peanmmu3yetcs kadenpoit «Ne33».

JucuuminHa HameneHa Ha (GOPMHUPOBAHKE Y BHITYCKHUKA CIICIYIOIIUX KOMIICTCHITUN |

OIIK-3 «Crnocoben B cdepe cBoeill NpodecCHOHATBLHON ACATEIHPHOCTH IPOBOJUTH
U3MepeHuss U HabOmoaeHus, 00pabaThiBaTh W MPEACTABIATh IKCIEPUMCEHTATbHBIC JAHHBIE U
pe3yJbTaThl UCIIBITAHUI»

OIIK-6 «CrocobeH yuyacTBOBaTh B pa3pabOTKe TEXHUYECKOH JIOKYMEHTALUU C
UCIIOJIb30BAaHMEM  CTaHAApTOB, HOPM U TMpaBWI, CBS3aHHBIX C MpodecCHOHaATbHON
JESITEIbHOCTHIO»

Copep:xaHue AMCUUIUIMHBI OXBATHIBAET KPYT BOIMPOCOB, PACKPBIBAIOIIMX CYIIHOCTH U
3HaYeHHe WH(GOPMAIIMOHHON OE30MacCHOCTH M 3alIUThl MH(OpMAIMHM, MX MECTa B CHCTEME
HAI[MOHAJIHHOU 0e30MacHOCTH, orpezeneHue TEOPETUYECKHX, KOHIENTYyalbHbIX,
METO0JIOTUYECKUX M OPraHN3alMOHHBIX OCHOB 00ECTIeYeHUsT OE30MTaCHOCTH.

[IpenogaBanue AMCHUIUIMHBI MpEeAyCMAaTpUBaeT Cieayromue (QopMbl OpraHu3aluu
y4eOHOro mporecca: JEKIMH, JIa0OpaTopHbIe padOTHI, CaMOCTOsITeNIbHas paboTa CTyACHTa,
KOHCYJIbTAIIHH.

[IporpamMmmMoit AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BHUIbI KOHTPOJIS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAs arTecTanus B opme 3x3ameHa (7 cemectp).

OO0mast TpyA0eMKOCTh OCBOSHUS JAMCIMILIMHBI COCTaBIsEeT 3 3adeTHhIX eawHmibl, 108
YacoB.

S3bIK 00yueHus 0 JUCHUIUIUHE «PYCCKUM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (eiepaaIbHOM roCyIapcTBEHHOM 00pa30BaTEIbHOM CTaHAAPTE BhICHIETO MPOGECCHOHATBHOTO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
AJIEMEHTOB MPO(PECCUOHATBHBIX KOMITCTECHIIHH.

Takxke mensIMU OCBOSHUS JUCHUIUIMHBI «3ammTa WHOOPMALUNY SIBISIFOTCS PACKPBITHE
CYIIHOCTH M 3HA4Y€HUS WH(POPMALIMOHHOW 0€30MacHOCTH U 3aIUThl HH(GOpPMAIMH, UX MECTa B
CHCTEME HaIlMOHAIBbHOM OE30MacHOCTH, OIpeJeNieHHEe TEOPETUYECKUX, KOHIENTYalbHbIX,
METOJOJIOTUYECKIX W OpraHU3allMOHHBIX OCHOB OOECIeYCHUs 0e30MacHOCTH HH(OpMAaIHH,
KJIACCU(UKALIUS U XapPAKTEPUCTUKU COCTABIISIONUX HHPOPMAITMOHHON 0€30MMaCHOCTH U 3aIIUTHI
UHPOPMAIINY, YCTAHOBJICHHUE B3aUMOCBS3M M JIOTHYECKOW OpraHW3aldd BXOJSIIMX B HHX
KOMITOHCHTOB.

1.2. JlucuMiimHa BXOJUT B COCTaB 00s3aTEILHON YacTH 00pa30BaTEIbHOM MPOTPaMMEI
BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. TlepeueHb IIIaHUPYEMBIX PE3yJILTATOB O0YUEHHUSI 110 JUCIUILINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pesynbrare M3ydeHus NDUCIMILIUHBI OOYYaIOUIUICS JAODKEH 00JalaTh CICTYHOIUMU
KOMIICTCHIIMSIMY WM WX 9acTsaMu. KOMIETeHIINY U WHIUKATOPHI MX JOCTHXKEHUS TIPUBEICHBI B

Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMI U HHANKATOPOB MX JOCTHKEHHS

Kareropus (rpymnna)
KOMIICTCHITHH

Koxn u
HanMEHOBaHUE
KOMIIETEHIINHU

KO,Z[ W HAMMCHOBAHHC MHAHUKATOpa
JOCTHXXCHHA KOMIICTCHIIMH

Ob6menpodeccnonanbHbIe
KOMIICTCHIINU

OIIK-3 Cnocob6eH B
cthepe cBoeit
npodeccuoHaNbHOM
JIEATEILHOCTH
MIPOBOUTH
HU3MEpEHUS U
HaOJII0ICHUS,
0o0pabaThIBaTh U
NPECTaBIIATh
SKCIIEPUMEHTAaIbHBIC
JIaHHBIC U
pe3ynbTaThl
HUCIIBITAaHHI

OIIK-3.3.1 3HaeT OCHOBBI NPOBECHUS
M3MEpEeHUl U HaOJII0IeHUH C MoCIenyomen
00paboTKOI NaHHBIX, BKIIOYAs aHAIN3
AKCIIEPUMEHTAIIbHBIX PE3YIbTATOB,
COIIOCTABIICHUS UX C U3BECTHBIMHU
aHaJoramu

OIIK-3.¥.1 ymeer npoBOAUTh U3MEHEHUS U
HaOJIOZICHUS C TIOCIICYIOIINM aHAIM30M
MIPH pEIIeHUH 33724 TPOohecCUOHATBLHOM
JIeATEeIIbHOCTH

OIIK-3.B.1 B1ageeT HaBBIKAMH
MIPUMEHEHHUS COBPEMEHHBIX
WH(POPMAITMOHHBIX TEXHOJOTUN 1
MIPOTrPaMMHBIX CPEZCTB, B TOM UKCIIE
OTEYECTBEHHOTO MPOU3BOJICTBA MPHU
pelieHny 3a1ad npodeccuoHaIbHOMI
JIeATEIIbHOCTH

O6menpodeccrnoHanpHbIE
KOMIIETSHIINH

OIIK-6 Cniocoben
y4acTBOBATh B
pa3zpaboTke
TEXHHUYSCKOMN
JIOKYMEHTAITUH C
HCIIOJI30BaHHEM
CTaH/IapTOB, HOPM U
MIPaBUJI, CBSI3aHHBIX C
npo¢eCCHOHATBHON
JIeITEIIbHOCTHIO

OIIK-6.3.1 3HaeT craHIapThl, HOPMBI U
IpaBuja MpU pa3pabOTKe TEXHUYECKON
JIOKYMEHTaIluu




2. Mecro nucuumianHsl B ctpykType OI1
JucuumirHa MokeT 6a3upoBaThCs HA 3HAHUAX, paHee MPUOOPETECHHBIX 00YYarOIUMUCS
IIPU U3YYECHUH CIICAYIOLIUX TACIHILINH:
— MHudopmaruka
— HMudopmanmonHbie TEXHOIOTUN
3HaHUsL, [I0JIyYEHHBIE IPU U3YUEHUH MaTepHalla 1aHHOM IMCUUIUIMHBI, UMEIOT CAMOCTOSITENIbHOE
3HAYCHHUE.

3. O0BeM U TPYAOEMKOCTh AUCITUTLIHHBI
Jlanaple 00 00meM oO0beMe TUCIUIUIMHBI, TPYJOEMKOCTH OTACIBHBIX BHJIOB y4eOHOU
paboThI 1O TUCIUILTHHE (M paclpeielieHue 3TOH TPYAOEMKOCTH 110 CEMeCTpaMm) IPeACTaBICHbI B
Tabnuie 2.

Tabnuna 2 — O0beM U TPYAOEMKOCTh AUCIUIIIINHBI

TpynoemMkocTs 1o
Bun yuebnoit paboTbl Bcero ceMecTpam
Ne7
1 2 3

Oowan mpyooemKkocmp OUCUUNIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npaKmuyecKkoil no020moeKu
AyoumopHuie 3anamus, BCETo vac. 34 34
B TOM YHCIIC:

nexuuu (JI), (gac) 17 17

npakTudeckue/cemunapckue 3anatus  (I13),

(dac)

naboparopusie pabotsl (JIP), (dac) 17 17

KypcoBoii npoekT (pabdota) (KII, KP), (gac)

9K3aMeH, (Jac) 36 36
Camocmoamenvnan paboma, Bcero (4ac) 38 38
Buo npomesxcymounoit ammecmayuu:. 3a4er, k3 k3
. 3auer, sx3amen (3ader, Audd. 3au, Ik3.) ’ ”

4. ConepxaHue JUCITUTUTIHBI
4.1. PacnpeneneHue TPyJI0EMKOCTH JUCIUILTHHBI MO pa3esiaM U BUAAM 3aHITHIA.
Pazensl, TeMBI TUCIUTIIMHBI U UX TPYJAOEMKOCTh TIPUBEICHBI B TaOIHIIE 3.

Tabnuna 3 — Pa3ensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Paznensl, TeMbI TUCTIUITITUHBL Jlexuma | 113 (C3) - JIP KII .
’ (gac) (gac) (dac) (gac) (dac)
Cewmectp 7

Pasnen 1. Beegenne 1 3
Pazgen 2.CymHocTe W MOHATHE HH()OPMAIMOHHOM 2 4
Oe3omacHOCTH
Paznen 3. 3nauenue nHGOPMALIMOHHON 0€30IaCHOCTH 2 4
Y €e MECTO B CHCTEME HAllMOHAIBHOM 0€301aCHOCTH
Paznen 4. CyniHOCTh ¥ TOHATHE 3aIIUTHI HH()OPMAITUU 2 4
Paznen 5. Cocras u kitaccudukaius HoCUTeIeh 2 4 4
3aIuIaeMon nHhopMaIun
Pa3nen 6. IlonsaTHe 1 CTPYKTYypa yrpo3 3amuinaeMoi 2 4 5
uHbOpMaIUH
Paznen 7. OObEKTHI 3aIlMThI HH()OPMAITUH 2 4 6




Paznen 8. Kitaccudukarust BUIOB, METOJIOB U CPEJICTB 4 5 8
3aIIATH HH)OPMAITHH

Hroro B cemectpe: 17 17 38

Hroro 17 17 0 38

[IpakTuyeckass TMOArOTOBKA 3aKIIOYAeTCS B  HENOCPEICTBEHHOM  BBIIOJIHEHUH
OoOy4JalolmMMHUCS  OMNpelNeJeHHbIX  TPYAOBBIX  (YHKIUH,  CBSI3aHHBIX ¢  Oya;yulei
npodeCcCHOHATIBHOMN 1S TETbHOCTBIO.

4.2. CopnepskaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
Conepxanue pa3aesioB U TeM JICKIIMOHHBIX 3aHITHI MIPUBEICHO B Ta0HIIE 4.

Tabmuna 4 — ConeprkaHue paselioB U TEM JICKIIMOHHOTO ITUKJIA

Howmep paznena HasBanue u conep:xkanue pas3iesioB U TEM JICKLIMOHHBIX 3aHATHI

Pasoen 1. Beeoenue.

[Ipenmer u 3aaun Kypca. 3Ha4eHHE U MECTO Kypca B, IIOATOTOBKE
CIEIMATMCTOB, IO 3amuTe HHpopmarmn. Hayunas u yuebHas
B3aMMOCBS3b Kypca ¢ APYTUMH TUCIUITIMHAMU. Pazfensl v TeMsl, UX
pacIpenesneHue o BU1aM ay IuTOPHBIX 3aHATUI. DOpMBI TPOBENCHHUS
ceMuHapCcKuX 3aHsaTHiA. COCTaB M METOAMKA CAMOCTOSTENTFHONU PabOTHI
CTYIEHTOB II0 U3YYEHUIO AUCIUIUIMHEL. POpPMBI TPOBEPKHU 3HAHHM.
AHanm3 HOPMaTHUBHBIX ICTOYHUKOB, HAYYHON U y4eOHOU JINTEPATyPHI.
3HaHUs 1 YMCHHUS CTYAEHTOB, KOTOPBIC JOKHBI ObITH IOITYYEHBI B
pe3yabpTaTe U3y4YeHUs Kypcea.

Pasoen 2. Cywnocms u nowsimue ungopmayuoHnol 6e30nacHocmu
CTaHOBJICHUE U Pa3BUTHE MOHATHA "MH(DOPMAIIMOHHAsS O€301MacHOCTh" .
CoBpeMeHHbIC IOAXOIBI K ompeeneHuto nousaTus. CynHoCTh
nHpOpMaMOHHOH 6e3omacHOCTH. OObEKTH HHPOPMALIMOHHOM
oe3omacHocTh. CBsi3b HH(DOPMAIIMOHHOM 0€30MaCHOCTH C
uHpopMmaTuzaiueit odniecrsa. Ctpykrypa HHOOPMAIMOHHON
6e3onacHocty. OnpesiesieHue MOHATUS HHPOPMAIMOHHAS
0e3omacHocTh".

Pazoen 3. 3nauenue ungopmayuonnoil 6ezonacHocmu u ee Mecmo 8
cucmeme HayUoHanbHoU 6E30MaCHOCTH

3HavyeHne nHHOPMAIMOHHOMN, 6€30MACHOCTH IJIsl CYyOHEKTOB
WH(POPMAITMOHHBIX OTHOLICHUH.

3 CBs13b MeXy HH(POPMAIIOHHOM 6€30MaCHOCTHIO M 0€30MaCHOCTHIO
WHPOPMALIUH.

[MoHsTHE ¥ COBpEMEHHAs! KOHIICTIIUS HAITMOHATILHON 0e30MaCHOCTH.
MecTo uHpOpMaIMOHHON, 0€30IIaCHOCTH, B CUCTEME HAIIMOHAIbHOM
0e30MacHOCTH.

Pasoen 4. Cywnocms u nonsamue 3awjumol uH@opmayuu
CyIecTByoIIUe MOIXOIbI K COJEPKATEILHON YaCTH TOHATHS "3a1uTa
UHPOpMAIUK" B CIOCO0BI pealTu3aliy COACPIKATEILHOM YacTu.
MeToponoruueckasi OCHOBA PACKPBITHS CYLIHOCTU U ONPEIEIICHUS
TOHATHS 3alUTHI HHPOpMary. DopMbl BRIpaKECHUS HAPYIICHUS
craryca uHpopmanuu. O0yCI0BIEHHOCTh CTaTyca HHGOPMAIUK e

4 YSI3BUMOCTBIO.

[NonsTre ya3sumoctu nHGopManuu. PopMbl IPOSBICHUS YSI3BUMOCTH
uadopmarmu. Buns! ysssumoctn nadopmaryn. [lonstue "yreuxa
nHpopmanun". CooTHomeHne GopM U BUAOB YSI3BUMOCTH
nHpopmanun. ConepikarenbHas YacTh MOHATHSA "3auTa
uHpopMmaiuu”.

Crioco6 peanu3aliuy coep KaTebHON YacTH 3alTuThl HH(DOpMAaIiy.




Onpenesnenne MOHATHUS "3aminTa HHPOPMALIUK'", €TO COOTHOIICHHUE C
noasTreM, copmymupoanHbiM B [OCT P 50922-96. "3amura
nHpopmair. OCHOBHBIE TEPMHUHBI U ONpeAeIeHus .

Paszoen 5. Cocmas u knaccughuxayus nocumernetl 3auwunjaemotl
ungopmayuu

[TonsTie HOCcHUTEN® 3anuImaeMol nHbopMarwu'"'. COOTHOIICHHE
MEXIy HOCHTEIEM M UCTOYHUKOM HHpopMaruu. CocTaB HOCUTENEH
3ammuiaeMoi nadopmarmu. CrocoOs! pukcupoBanus HHGOpMAIUK B
HOcHTEISIX. Bubl oToOpaykeHus nHQOpMAauy B HOCUTEISIX. MeToapl
BOCITPOM3BEACHUS OTOOPAKEHHOW HHPOPMAITUN B HOCHTEIIIX
nHpopmanun. Hocurenn nucbMeHHOM, BUIOBOH, H3Ty4aeMon
nHpopmaruu. OmocpeT0BaHHBIE HOCUTETH 3aIHIIIaeMOiH
nHpopmaruu. CBOMCTBA M 3HAUCHIE THIIOB HOCUTEIICH 3alUTIIacMOM
WHPOpPMALIUH.

Paszoen 6. [lonamue u cmpykmypa yepo3s sauuujaemoti ungopmayuu
CoBpeMeHHBIE TTOIXO0/IBI K MTOHATHIO YTPO3bI 3AIUIAeMOI
nHpopMaruu. CBs3b YIpO3bl 3aIIUIIaeMON HHOPMAITIH C
VSI3BUMOCTBIO HH(popManun. [Ipu3HaKy v COCTABISIONINE YTPO3BI:
sBIIeHH, pakTopbl, ycioBus. [loHsTHE Yrpo36! 3amKIIaeMOi
uadopmaruu. CTpyKTypa SBICHUH KaK CyITHOCTHOTO BBIPAKECHUS
yrpo3sl 3anumaemMoi uHpopmaruu. CTpykTypa GpakTopos,
CO3JIAIOMINX BO3MOKHOCTD JIECTA0MIU3UPYIOIIETO BO3ACHCTBHS Ha
WH(OPMAITHIO.

Paszoen 7. Obvexmul 3auumel ungopmayuu

[MonsiTrie o6bekTa 3amuTel. HocuTenn nHpopManun Kak KOHEUHbBIE
00BbeKTHI 3amUTH. OCOOCHHOCTH OTAETBHBIX BHIOB HOCHTEIEH KaKk
00BEKTOB 3aLLUTHI.

CocTtaB 00bEKTOB XpaHEHHUS MMCbMEHHBIX U BUJIOBBIX HOCUTEJCH
WHPOpMAIUH, TIoAIeKamuX 3amuTte. CocTaB MOANEKAIINX 3alIUTe
TEXHHYECKUX CPEJICTB OTOOpaKeHUsI, 00pabOTKH, XpaHEHUS,
BOCIIPOU3BEICHUS Nepeaaur nHpopMaiun. J[pyrue o0beKThl 3aInuThl
uHpopMaiui. BuJel U ClIOCOOBI JeCTa0MIN3UPYIONIETO BO3ICHCTBUS
Ha 00BEKTHI 3aLIUTHI.

Paszoen 8. Knaccughuxayus 6udos, memooos u cpedcms 3auumol
unghopmayuu

Bupp! 3amutel nHpopmaium, chepsl ux aeicteus. Knaccudukanus
METO/IOB 3aIUTHl HH()OPMAIMU. Y HUBEPCAIbHBIE METOBI 3aIIUThI
nHpOpMaIuK, 00acTb ux npuMmeHeHus. O01acTH MPUMEHEHUS
OpraHU3alMOHHBIX, KPUITOTPaQUIECKUX U HHKEHEPHO-TEXHHYCCKHX
METO0B 3auThl HHpopManun. [lonsTre 1 KaccuuKanys CpeacTs
3amuThl nHGopManuu. HasHauenue mporpaMMHBIX,
KpUNTOrpaduuecKuX U TEXHUUECKUX CPEJICTB 3aIUTHI.

4.3. Tlpaktuyeckue (ceMUHAPCKUE) 3aHATUSL
Tembl mpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEIEHBI B TAOJIHUILIE 5.

Ta6ﬂnua 5— HpaKTI/I‘-ICCKI/IC 3aHATUSA U UX TPYAOCMKOCTD

Ne | Temsbl npakTHYeCKHX
n/m 3aHATHI

N3 Hux No
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTh, |IpPaKTUYECKOH |pa3zaerna
3aHATHI (dac) MOJATOTOBKH, | AUCITHIT
(dac) JIUHBI

VY4eOHBIM MJIaHOM HE MPEAyCMOTPEHO

Bcero




4.4. JlaGopaTopHbIE 3aHATHS

Tembl 1a00paTOPHBIX 3aHATUHN U UX TPYIOEMKOCTb IIPUBEACHBI B Ta0HIIE .

Tabnuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJIOEMKOCTb

N3 Hux Ne
Ne HaunmenoBanne 1abopaTopHbIX padboT TpynoeMKOCTS, | MPakTHUECKOH | pasiena
/1 (gac) MOJATOTOBKH, | JUCIIHII
(dac) JINHBI
Cemectp 7
1 | UccnenoBanue ysi3BUMOCTH UHGOPMAITUH 4 5
2 | UccnenoBanue BUIOB YSI3BUMOCTH 4 6
3 | HccnenoBanue ¢hopM ysI3BUMOCTH 4 7
4 | IlocTpoeHue aIropuTMOB COLUATBHON 5 8
MHKCHEPUH U CIIOCOOBI 3aIIUTHI OT HUX
Bcero 17

4.5. BpinonHeHHe KypcoBOro MpoeKTa/ KypcoBoil paboThl

VY4eOHbIM MJIaHOM HE IPESYyCMOTPEHO

4.6. CamocrosTenbHas padboTa 00y4aromuxcs
Buner caMmocTosiTennbHON pabOTHI B €€ TPYA0EMKOCTh IPUBEICHBI B Ta0IHUIIE 7.

Tabnuna 7 — Bunbel caMmocTosaTenpHOM paboThl U €€ TPYI0EMKOCTh

. Bceero, | Cemectp 7,
Bun camocrositensHOI paboThl
qac qac
1 2 3
N3yueHne TeopeTHYecKoro Marepuasia
20 20
nucuuruHel (TO)
KypcoBoe npoextuposanue (KII, KP)
PacuetHo-rpaduueckue 3aganus (PI'3)
Brinonnenue pedepara (P)
[ToaroToBka K TEKyLieMy KOHTPOJIIO 9 9
ycneBaemoctu (TKVY)
Jomamrnee 3ananue (/J13)
KonTponbusie pabotsl 3a0uHnKoB (KP3)
IToaroToBka K MpOMEKYTOYHOU 9 9
arrectanuu (I1A)
Bcero: 38 38

5. IlepeueHb yueOHO-METOINYECKOTO 0OECTICUEHUS
JUISL CAMOCTOSITETTEHOM PabOThI 00YYAIONINXCS IO TUCIUIUIMHE (MOJTYITIO)
Y4eOHO-MeTOIMYeCKHe MaTepualibl JUIsl CaMOCTOSITENbHOW paboThl 00y4aromuXxcs yKa3aHbl B

IL.I1. pa3enoB 6-11.

6. IlepeueHb MeUaTHBIX U AITEKTPOHHBIX YUEOHBIX U3TAHUI

[lepeuyeHb neUaTHBIX U 3JEKTPOHHBIX Y4eOHBIX M3/IaHUH MpHUBeieH B TadauIe 8.

Ta6muia 8— IlepeueHp MeYaTHBIX W AJIEKTPOHHBIX YICOHBIX U3aHUN




[udp/ KommuecTBo 3K3eMIUIsIpoB B

URL bubnuorpaduueckas ccplika OubmoTexe
(KpoMe AIIeKTPOHHBIX
azpec
IK3EMILISIPOB)
004 CBunHapuyk, AHapeit AynekcanapoBud (KaH[I. TEXH. 5
C24 Hayk). OcHOBBI HH(POPMAITMOHHOW OE30MACHOCTH :

yueOHO-MeToanueckoe mocooue / A. A. CBUHapIYK ;
C.-lletepb. roc. yH-T a3pOKOCM. IPUOOPOCTPOEHHUSL. -
Cankr-Ilerepoypr : U3a-so I'YAIIL, 2023. - 94 c. :
puc., Tabmn. - bubnuorp.: c. 90 (12 nass.). - b. 11. -
Tekcr : HenmocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IuTHl HHPOPMALIUH: 10
B 75 yaeOHoe nmocodbue/ A. B. Boponos, H. B. Bonommwna.
- CI16.: TOY BIIO "CIIGI'YAIT", 20009. - 78 c.

004 III | Hagerun, B. ®. 5
22 WNudopmannonnas 6e3omnacHocTs [ Tekcr]: HaydHO-

nonynspHas aurepatypa / B. @. Hlanbrus. - M.:
JMK Ilpecc, 2014. - 702 ¢

X 47 | Sxosen, E. H. [IpaBoBbIc OCHOBBI 00ecIieueHuUs 5
nHpOopMaMOHHOH Oe3omacHocTH Poccuiickoit
Oenepannu [Teket] : yuebHoe mocobue / E. H.
SAxogen. - M. : FOpmuturdopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
Hanbrun, B.®. 3amura nadpopmanuu B
KOMITIBIOTCPHBIX CUCTCMAX U CCTAX [QHCKTpOHHHﬁ

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MeasauKOB, B. I1. 5
48 3ammra uHpopmanuu [Tekct] : yaeOnuk / B. I1.
Menbuukos, A. U. KynpusHos, A. I'. Cxuptinanze ;
pen. B. I1. MensuukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6xko, b. 4. 10
98 Kpunrorpadguueckue MeTop! 3alIUThl HHPOPMALIUT

[Tekct] : yaeOHnoe nocobue / b. 5. Psoko, A. H.
®uOHOB. - 2-¢ u31., crep. - M. : ['opsiuas JTuHAS -
Tenexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
TutoB, A.A. UHxeHepHO-TEXHUUYECKAs 3aluTa
uHpopmanuu [ INeKTPOHHBIN pecypce] : yueOHoe
nocobue. — DnekTpoH. gaH. — M. : TYCYP
(Tomckuii rocy1apCTBEHHBIN YHUBEPCUTET CUCTEM
yrpaBieHus U paauodnekTponukn), 2010. — 195 c.

7. TlepedeHb 2IEKTPOHHBIX 00Pa30BaTENBHBIX PECYPCOB
MH(}OPMaLMOHHO-TEJIEKOMMYHUKAIIMOHHOH ceTn « IHTepHEeT»

Ilepeuens AIIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB UH(pOPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTH «MHTepHeT», HEOOXOOUMBIX JUIsl OCBOCHHUS JTUCLMILIMHBI
npuBezieH B Tabnuue 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATENBHBIX PECypcoB HH(OOpPMAIMOHHO-
TEJICKOMMYHUKAMOHHOU ceTu «HTepHET»

URL anpec HaumenoBanue



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

Lms.guap.ru Cucrema aucranumonroro odyuenus ['YAIT (CO I'YAID)

rsv.ru [Tnardopma “Poccust — ctpana BO3MOKHOCTEH

leader-id.ru [Tnarpopma “Leader-1D”

8. Ilepeuenp HHPOPMALTMOHHBIX TEXHOJIOTUI
8.1. IlepeyeHp mpOrpaMMHOIO OOECHEYECHHUS, HCHOIB3YeMOTO MpPU OCYIIECTBICHUU
00pa30BaTENILHOTO MpOoIEcca 110 JUCLUILIIHHE.
[Tepeuens nCmosIb3yeMoro NporpaMMHOTO oOectieueHus npeacTasieH B Taduuie 10.

Tabmuna 10— [lepeueHr mporpaMMHOTo 00€CIICUCHIS

Ne /1 HaunmenoBanue

1 DnekTpoHHas nHGopManmoHHO-o0pa3oBatenbHas cpena ['Y AIl «MHTerppoBaHHas
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyauukamu I'Y AIl (BBenena B
skcrryatauio mpukazom ['YAII ot 06.06.2017 Ne 05-215/17), nepedern Moayseit u
uX (QyHKIMOHAIBHOE Ha3HAUYCHUE U3JI0KEHBI MO cChUIKE https://guap.ru/it/system/iso

2 OdunmanbHbI callT 00pa30BaTENbHON OpraHn3anuy B ceTu «HTepHEeT»
(https://guap.ru/), pazpabotan corpyaaukamu I'YAII (BBeA€H B dKCILTyaTaIHIO
[Mpuxazom ['VAIT ot 23.03.2023 Ne 05-145/23)

3 LibreOftice 5 (JIunensus LGPLv3)

8.2. [lepeuenn MH(POPMALOHHO-CITPABOYHBIX CUCTEM,UCII0JIb3yEMbIX npu
OCYIIECTBIICHHH 00pa30BaTEeILHOTO MpoIiecca Mo JUCIUIITHHE

[lepeyeHp WCMONB3YeMBIX WH(POPMAMOHHO-CIIPABOYHBIX CHCTEM TMPEJCTABICH B
tabmure 11.

Tabmuna 11— [lepeuens nHGPOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne n/n HanmenoBanue

1 OBC Znanium (https://znanium.ru/), 1ocTyn yepe3 TUYHBINA KaOUHET YUTaTEINs
oubmmorexku ['YAIL a taioke mo IP -anpecam I'VAIIL

2 OBC «Jlanby (https://e.lanbook.com/), nocTymn uepe3 TUUHBIA KAOMHET YUTATEIS
oubmmorexu ['YAIL a taxxe no IP -anpecam I'VAIIL

3 OnexTpoHHbIN Katanor oubnuoreku ['YAII ¢ noctynom k 0as3e MoJIHOTEKCTOBBIX
m3pannit (https://lib.guap.ru), noctymn yepes JINYHBIN KaOWHET YUTATENs OMOIMOTEKH
I'VAII

9. MarepuanbHO-TeXHUYeCKast 6a3a
CocrtaB MaTepuHaTbHO-TEXHUYECKONW 0a3pl, HEOOXOAMMOW ISl  OCYIIECTBIICHUS
00pa3oBaTeNbHOTO Mpoliecca Mo TUCIUIUIMHE, IPeCTaBliIeH B Tabmuiel 2.

Tabmuma 12 — CocTaB MaTepHaIbHO-TEXHIUYECKON 0a3hl

Ne HanmMeHoBaHME cOCTaBHON 4acTH Howmep aynutopun
/1 MaTepUaTbHO-TEXHHUUECKOH 0a3bl (TIpu HEOOXOMMOCTH )

1 | JlekimoHHas ayIuTOpUs

KomMmnbroTepHslii Kacce

10. Omnenounble cpeacTBa AJIsl MPOBEICHUS IPOMEKYTOUHOM aTTeCTaIlH




10.1. CocTaB OLICHOYHBIX CPEACTBAJS MPOBEACHUS TNPOMEKYTOYHOM aTTeCTAIl[UH
00ydJaronuxcs mo IMCUUILTMHE TTpUBeIeH B Tadbnwuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JJIsl IPOBEACHHSI POMEKYTOYHON aTTeCTaIllun

Buza npomexyTo4HON aTTecTaluu IlepedyeHb OLICHOUHBIX CPEACTB

CnucokK BOMPOCOB K IK3aMEHY;
DK3aMeHaIMOHHbBIC OUICThI*;
3amaum;

TecThl.

DK3aMeH

[Tpumeuanue: *sK3aMeHAIIMOHHBIE OMIIETHI (POPMUPYIOTCSI HA OCHOBE BOIIPOCOB U 3aj1a4 Tabauis 15.

10.2. B kayecTBe KpUTEpUEB OICHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouuMucs MpUMEHseTcsl 5-0ajulbHas IIKajla OLIEHKU C(HOPMHUPOBAHHOCTH
KOMIIETEHIIMM, KOTopas npuBeaeHa B Tabauie 14. B TeueHue cemecTpa MOXKET MCIOJIb30BATHCS
100-0annpHast ~ mKajga ~ MOJAYJIBHO-PEUTHMHIOBOM  CHUCTEMbl ~ YHUBEpPCUTETa,  IIpaBHUIa
UCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurepuu onieHKH YpoBHS chOpPMHUPOBAHHOCTH KOMIETECHITHH

OreHKa KOMITETEHITUN

XapakTepucTrka c()OpMUPOBAHHBIX KOMIIETEHIMIA
5-0ayuibHAas Kana PAKTEp (bop

OO6yuaromuiicst:

— r1y0OKO U BCECTOPOHHE YCBOWJI MMPOTPaMMHBIN MaTepua;

— YBEpPEHHO, JIOTHYHO, MTOCIE0BATEIHHO U TPAMOTHO €T0 U3JIaraer;

— ONMUPasICh Ha 3HAHMUS OCHOBHOM W JIOMOJIHUTEIBHOW JIUTEpaTypHl,
«OTJIMYHOY TECHO CBSI3bIBAET YCBOCHHBIC HAYUYHBIC TMOJOXKECHHS C MPAKTUUYECKOU
«3a4TCHOY JeSATEIbHOCTBIO HAIIPaBJICHUS;

— yMes0 000CHOBBIBAET U aprYMEHTHUPYET BBIBUTAEMbIE UM UJIEH;

— JIeJIaeT BBIBOJIBI M 000OIICHHUS;

— CBOOOJIHO BIIAJIEET CUCTEMOM CIIENNATN3UPOBAHHBIX TIOHATHH.

— npaBuiIbHO BRIMOJIHUI OT 90% 10 100% TecToBBIX 3aJaHui

OO6yuaromuiics:

— TBEpJI0 YCBOWJI MPOTPAMMHBIN MaTepuai, TPaMOTHO U MO CYIIECTBY
M3JIaraeT ero, ONupasiCh Ha 3HAHUS OCHOBHOM JINTEPATYPHI;

— HE JIOMYCKAeT CYNIECTBEHHBIX HETOYHOCTEH;

«XOPOILIOY — YBSI3BIBA€T YCBOCHHBIE 3HAHUS C TMPAKTUYECKON N1€ATETHHOCTHIO
«GaYTCHO» HaIpaBIICHUS;

— apTYMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJaeT BBIBOJIBI U 000O0IICHHS;

— BJIaJICET CUCTEMOM ClelnaTn3uPOBAHHBIX TTOHATUH. "

— IpaBWIIBLHO BRIMOTHWI OT 70% 1m0 89% TecTOBBIX 3aMaHHI .

— o0yyarouuiicss yCBOWJI TOJbKO OCHOBHOW IPOrpaMMHBIA MaTepua,
II0 CYIIECTBY M3JAaraeT €ro, OMMpasch HA 3HAHUSA TOJIBKO OCHOBHOM

JIUTEPaTypBhl;
— JIOITyCKaeT HEeCYIECTBEHHbIE OIIMOKN U HETOUHOCTH;
«YIOBJIETBOPUTENIBHO» | — UCMIBITBIBAET 3aTPYJHEHHUS B IPAKTUYECKOM IPHMEHEHUM 3HAHUHN
«GAYTCHO» HaIlpaBJICHNUS,

— cnabo apryMeHTHPYET HayYHBIE MOJI0KECHHUS,

— 3aTpyAHsieTcs B (OpMYITHMPOBAHUU BBIBOJIOB U 0000IIEHUT;

— YaCTUYHO BJIQJICET CUCTEMOM CITEIIMATTM3UPOBAHHBIX HOHSI];I;II\/'I.
— IPaBUJILHO BBRIMOJTHWI OT 51% 1m0 69% TecToBbIX 3adaHMi

—06yqalomm71c;1 HC YCBOWJI 3HAUUTEIBHON YacTu nporpaMmMHOTO

MaTepuana,
«HEYIOBJIECTBOPUTEIILHOY» | — TOMYCKAaeT  CYIIECTBEHHbIE  OMMOKM UM  HETOYHOCTH  MpU
«HE 3aUTCHO» paccMOTpeHHH MPo0JIeM B KOHKPETHOM HaIlPaBIICHUY;

— UCIBITBIBACT TPYIHOCTU B IIPAKTUYECKOM IIPUMEHECHUY 3HAHUU;
— HE MOKET apryMEHTHUPOBATh HAYYHbIE TIOJIOKCHUS;




Or11eHKa KOMITETEHITUHN

XapaktepucTrka chopMUPOBAHHBIX KOMITCTCHITUI
5-0ayuipHad IIKaIa PAKTEp (op

— He popMyIHpYyeT BEIBOJOB U OOOOIICHHIA. "
— MPaBWJILHO BHITIOIHMWI MeHee 51% TecTOBBIX 3aaHMid .

10.3. TunoBble KOHTPOJIbHBIC 33aHUS WK HHBIE MAaTePUAIIBI.
Bormpocsl (3agaun) nmst sKx3ameHa npeicTaBiieHbl B Tadnuie 15.

Tab6muia 15 — Borpocs! (3agaun) 115 2K3aMeHa

Ko
Ne /it [Tepedyens BonpocoB (3a1a4) 1 IK3aMeHa A
WHJIMKaTopa
1 [Tonsarue nnpopmaronnoit 6ezonacuoctu (Mb) u ocHoBusie | OIIK-3.3.1

TEPMUHBI (3aIUTA, YTPO3a, YI3BUMOCTH ).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HUICHIIMATBHOCTb, IIEIOCTHOCTD, IOCTYITHOCTD —
MOHATHE U IPUMEPHI HAPYIICHUH.

[Ipenmnoceiiky u 1enu odecreyeHus: HHPOPMaIMOHHOM
0€30MacCHOCTH.

Buapl nHPOpMAaIMOHHOM 0€30MACHOCTH: NTEPCOHATIbHAS,
KOPIOpaTHBHASI, TOCYIapCTBEHHASI.

2 OOBeKTHI U CyOBEKTHI 3aIIUTHl HHPOPMAIUH. OIIK-3.V.1
JlokTprHa HHPOpPMaMOHHOM O6e3omacHocTH Poccuiickoit
denepanuy (OCHOBHBIE MTOJIOKEHUS).

NupopmannonHas 0e30macHOCT YeI0BeKa M 00IeCTBa.
KomnbroTepHble pecTymiieHus: onpeaeaeHue,
KJ1accu()UKaIus 1 OCHOBHBIE TEXHOJIOTUN COBEPIICHHUS.
CoBpemenHas konuernius odecnieuenus Ub.

Ponb yenoeueckoro pakTopa B obecrieueHun
MH(POPMAIMOHHOM 6€30MaCHOCTH.

3 Knaccudukanms yrpo3 napopManioHHONH 6€301MacCHOCTH OIIK-3.B.1
(MCTOYHMKM, 11€JTH, BUJIBI BO3JICHCTBUA).

OcHOBHBIE KaHaJIbl YTEUKH HHPOPMAIUH.
TexHuyeckue KaHAIbI YTEUKH HHPOPMAIIMH: IOHSATHE U
CIIOCOOBI 3aIIUTHI.

Buns! cereBrix arak: DoS, DDoS, Man-in-the-Middle
(MITM).

4 CornmanbHas HHKEHEPHUS: METOJIbI U CIIOCOOBI OIIK-6.3.1
MIPOTUBOJICUCTBHUS.

BpenonocHoe nporpaMmmHoe o0ecriedeHre: BUPYChl, YepBH,
TposiHbl, Ransomware.

VYTpo3bl 0€30MaCHOCTH MEPCOHABHBIX JTAHHBIX.

YTpo3sl KOMMEPYECKON TallHbl M HHCAWIEPCTBO.

MeTobl OIIEHKH PUCKOB HH(POPMAIIMOHHOM 0€30MacHOCTH.
UYro Takoe ys3BUMOCTH (vulnerability) u yem oHa otauvaercs
OT yrpo3bl?

Bomnpocs! (3agaun) muis 3adera / nug¢. 3auera npenctasieHs! B Tadnuie 16.
Ta6mmma 16 — Boripocs! (3amaun) nist 3aueta / audd. 3adera

Kon

Ne i/t Ilepeuens BompocoB (3amay) s 3auera / nudd. 3adera
Y P (3ana9) 1 aupd WHJIMKaTOopa




‘ Y4eOHBIM MJIaHOM HE IPETYyCMOTPEHO ‘

[lepeuens Tem Il BHIOJHEHUSI KypCOBOIO MPOEKTa/ KypCcOBOM pabOThl MpeCTaBIICHBI
B TabauIte 17.
Ta6ymma 17 — [lepedenp TeM I BBITTOJIHEHHS KYPCOBOTO IMPOEKTa / KYpCOBOM pabOThI

Ne 11/ [TpuMepHBIii TepedeHb TeM TSI BBITOJIHEHUSI KYPCOBOTO MPOEKTa/ KypCOBOU
B paboThI

Y4eOHBIM IIIAHOM HE MPEAYCMOTPEHO

Bompocer st mpoBeneHUsT TPOMEXKYTOYHOM aTTECTAllMM B BHJE TECTUPOBAHHUS
MpeACTaBICHBI B TaOmwuie 18.

Tab6ymumia 18 — [IpumepHslii mepedeHb BOIPOCOB ISl TECTOB

y Koz
Ne /i IIpuMepHBIii IepeYeHpb BOIIPOCOB ISl TECTOB
WHAMKATOpa
1 1) K mpaBoBbIM MeTO1aM, 00€CTIeYNBAIOLTIM HHPOPMAIIHOHHYIO OIIK-3.3.1

0e30IMacHOCTh, OTHOCSITCS

- PazpaboTka annapaTHbIX CpeCTB 00ecreueHus IPaBOBbIX JAHHBIX
- Pa3paboTka 1 ycTaHOBKA BO BCEX KOMIIBIOTEPHBIX NPABOBBIX CETAX
JKYpPHAJIOB y4yeTa JeHCTBUN

+ Pa3zpa0boTka u KOHKpeTH3alus IPaBOBbIX HOPMAaTHUBHBIX aKTOB
obecriedeHnst 6€30MaCHOCTH

2) OCHOBHBIMHU MCTOYHUKAMH YTPp0O3 HH(POPMALIMOHHOHN 0€301MacHOCTH
SIBJISTIOTCS BCE YKa3aHHOE B CITUCKE:!

- XUIlIeHUEe )KECTKHUX JHUCKOB, MOJIKIOYEHHE K CETH, MHCAll1epcTBO

+ IlepexBar JaHHBIX, XUIEHUE JAHHBIX, N3MEHECHHE apXUTEKTYPHI
CHCTEMBI

- XulIeHue TaHHbBIX, TOAKYI CHCTEMHBIX aIMUHUCTPATOPOB, HAPYIICHUE
periaMeHTa paboThI

3) Bunsl nundopmanoHHol 6€30MacHOCTH:

+ IlepcoHanbHasi, KOPIOpPAaTUBHAs, FOCYIapCTBEHHAS

- Kitnenrtckas, cepBepHas, cereBas

- JlokanbHas, ra00anbHasi, CMeIaHHAas

4) llenu nadopMannoHHOM 6€30MaCHOCTH — CBOEBPEMEHHOE
oOHapyKeHHe, TpeayNpexIeHHE:

+ HECaHKIIMOHUPOBAHHOTO JOCTYTIA, BO3ACHUCTBUS B CETH

- HHCaii/IepcTBa B OpraHu3anuu

- Ype3BBIYANHBIX CUTYyallul

5) OcHoBHBIE 00BEKTHI HH(POPMAIIMOHHOHN 0€301MaCHOCTH:

+ KommbroTepHble ceTH, 0a3bl TaHHBIX

- UndopmanoHHbIe CUCTEMBI, ICUXOJIOTHYECKOE COCTOSIHUE
I0JIb30BaTENEN

- busHec-opreHTUPOBaHHbIE, KOMMEPUYECKHUE CUCTEMBI

6) OCHOBHBIMHU PUCKaMH HH(POPMAITMOHHON 0€30MaCHOCTH SIBIISIFOTCS
- Uckaxenue, yMeHblIeHHE 00beMa, epeKoJUPOBKa HH(popMaIiuu

- TexHUYeCKOEe BMEIIATEBCTBO, BEIBEICHHE U3 CTPOSI 000pYIOBAHUS
ceTu

+ IMoTeps, McKakeHUe, yTeuKa HHQOpMaIim

7) K ocHOBHBIM IpuHIIMTIaM o0OecrieyeHns HHPOPMAaIlMOHHON
0€30I1aCHOCTH OTHOCHUTCSL:

+ DxoHOMUYECKO# 3(h(hEeKTUBHOCTH CUCTEMBI 0€30MaCHOCTH

- MHoromiatrGopMeHHOHN pean3aiiu CUCTEMBI




- Ycusenust 3alIMIIEHHOCTH BCEX 3BEHbEB CHUCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HH(POPMALIMOHHON O€30M1aCHOCTH
SIBJISIFOTCSL:

- PYKOBOJIUTEIH, MEHEIKEPhI, aIMUHICTPATOPHl KOMIAHUN

+ oprassl IpaBa, TOCy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JAHHBIX, (PaePBOIIIBI

9) K ocHOBHBIM (YHKIMSIM CUCTEMBI O€30MTACHOCTH MOXHO OTHECTHU BCE
[IEPEUUCIIEHHOE:

+ YcTaHoBneHUE periiaMeHTa, ayIuT CUCTEMBbI, BBISIBICHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPHIIOKEHHUH, CMEHA XOCTUHT-KOMITAaHUU
- Baenpenue ayrentudukaiim, npoBepku KOHTAKTHBIX JaHHBIX
II0JIb30BaTENIECH

tect 10) [Ipunnumom nHbOpMaITMOHHONM 0€301TaCHOCTH SIBIISICTCS
TIPUHIIAIT HEJAOMYIICHUSI:

+ HeonpaBnaHHbIX OrpaHUYeHH pH paboTe B ceTH (CUCTEME)

- PrckoB 0€3011aCHOCTH CETH, CHCTEMBI

- [Ipe3ymnimu cekpeTHoCTH

11) [IpuHIMTIOM NOTUTUKHA HHPOPMALIMOHHON O€30MaCHOCTH SIBIISICTCS
IPUHLUI:

+ HeBO3MOKHOCTH MHUHOBATh 3aIIUTHBIE CPENICTBA CETH (CHCTEMBI)

- YcuiieHust OCHOBHOTO 3BE€HA CETH, CUCTEMBbI

- [TomrHOTO GIIOKMPOBAHMUS AOCTYNA MTPH PUCK-CUTYAIHIX

12) I[IpyHIMIIOM NOJTUTUKU MHMOPMALIMOHHON OE€3011aCHOCTH SIBISETCS
TPUHIAIL:

+ YcuneHus 3alMIeHHOCTH CaMOro HE3alUILIEHHOTO 3B€Ha CEeTH
(cucremsr)

- [lepexoza B 6e30macHOe COCTOSTHHE PAOOTHI CETH, CUCTEMBI

- [TomHOTO HOCTYNA MOJIB30BATENIEH KO BCEM pecypcaM CETH, CUCTEMBI
13) [IpuHIMIIOM NOAUTHUKHA HH(POPMALIMOHHON 6€30MaCHOCTH SIBIISETCS
TIPUHITATL:

+ Paznenenus nocryna (00s3aHHOCTEH, IPUBUIIETUH ) KITMEHTAM CETH
(cucremsr)

- OHOYPOBHEBOM 3aLIUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJTHOTHITHBIX IIPOTPAMMHO-TEXHHYECKUX CPEJICTB CETH,
CHCTEMBI

14) K 0CHOBHBIM THIIaM CpPE/ICTB BO3/AEHUCTBHS Ha KOMITBIOTEPHYIO CETh
OTHOCHTCS:

- KomnbroTepHslii cOoif

+ Jlornueckue 3aKkiagku («MUHBID)

- ABapuiiHO€ OTKIIFOUCHHE TUTAHUS

15) Korma monydeH cnam 1o e-mail ¢ mpuiokeHHbIM (Daitsiom, CIIeyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COEP>KUT HUYETO [IEHHOTO —
yIaIuTh

- CoxpaHuTh npuiioxeHue B napke «Crnam», BBISICHUTB 3aTeM [P-anpec
re’epaTopa cramMa

+ Y ianute NMCbMO € IPUIIOKEHUEM, HE pACKpPbIBast (HE YUTast) €ero

16) Ilpunnun Kupxroda:

- CeKpeTHOCTb KJIt0Ya OMpesiesieHa CeKPETHOCTHIO OTKPBITOTO
COOOIIIEHNS

- CekpeTHOCTh HH(OPMAIIMHU OTIpeJieNIeHa CKOPOCTHIO Mepeaun JaHHBIX
+ CeKpeTHOCTb 3aKpPBITOrO COOOILIEHUS ONPEAEISIETCS CEKPETHOCTHIO
KITII04a

OIIK-3.V.1




17) OUII — aTo:

- DIIeKTpOHHO-TIPPOBOI MpeoOpa3oBaTelb

+ DneKTpOHHO-IIM(PPOBask MOAMUCH

- DIIEKTPOHHO-TIU(PPOBOIA MPoOIIECCOp

18) Haunbomee pacrnpocTpaHeHbl YIrpo3bl HHPOPMAIHOHHOM
0€30MaCHOCTH KOPIIOPATUBHOM CHCTEMBI:

- [Toxynka Henuuenzuonnoro 110

+ OmuOKM 3KCIUTyaTalliy U HEYMBIIIUICHHOTO U3MEHEHUS PeKUMa
paboThI CUCTEMBI

- CO3HATeNIbHOTO BHE/IPEHUS CETEBBIX BUPYCOB

19) HanbGomnee pacnpocTpaHeHbl YIpo3bl HHOOPMAITMOHHOM OIIK-3.B.1
0€30MaCHOCTH CETH:

- PacnipeneneHHblil 1oCcTyI KIMEHT, 0TKa3 000pyJ0BaHUS

- MopasbHbIil H3HOC CETH, NHCAUIEPCTBO

+ C0oii (0TKa3) 000pyIOBaHUS, HEJEraTbHOE KOMMMPOBAHNE JAHHBIX
tect_20) Hambosee pacipocTpaHeHbI CpeCTBa BO3JCHCTBUS HA CETh
oduca:

- Cnabpr1ii Tpaduk, ”HPOPMALMOHHBIA 00MaH, BUPYCHl B HHTEPHET

+ Bupycsl B ceTu, JJIOTMUeCKUe MUHBI (3aKJIa]IK1 ), HH(OPMAIIMOHHBbIHI
nepexsar

- KomnbrotepHbie cOou, M3MEHEHNE aIMUHCTPUPOBAHUS, TOMOJIOTUN
21) Yreukoit uHGOpMAIMH B CUCTEME HA3bIBACTCS CUTYAIIHS,
XapakTepusyemasi:

+ [lorepeit JaHHBIX B CUCTEME

- 3menenneM ¢popmbl HHPOpMALIUU

- 3menenuem conepxkanus nHGOpMaluu

22) ColicTBamMH nH(pOpMaLMU, HanboIee aKTyalbHBIMU ITPU
obecrieueHnH UHPOPMAITMOHHOMN O€30MaCHOCTH SIBJISIFOTCS:

+ Ilen1oCTHOCTh

- JloctynHOCTH

- AKTyanbHOCTB]

23) Yrpo3a nHPOPMAIMOHHOM cHCTeMe (KOMITBIOTEPHOM CETH) — 3TO:
+ BeposiTHOe coObITHE

- JlerepmunupoBaHHOE (BCETIa ONPEIEICHHOE) COOBITHE

- CobbITHE, TPOUCXOJIIIEE TEPUOANYECKH

24) Undopmanus, KOTOPYIO clenyeT 3aluiarh (o HopMaTuBawm,
MIpaBHUJIAM CETH, CHCTEMBI) Ha3bIBACTCS:

- PermameHnTrpoBaHHOMN

- [IpaBoBoii

+ 3amuniaemon

25) Pa3HoBuaHOCTAMH yrpo3 O0ezomacHOCTH (ceTH, cucteMsl) sBisitorest | OITK-6.3.1

BCE NIEPUYUCIIEHHOE B CIIHUCKE:

+ [IporpaMMHEbIe, TEXHHUECKHE, OPTaHU3AIIOHHBIC, TEXHOJIOTHUECKUE
- CepBepHbIe, KIIMEHTCKHUE, CITYTHUKOBBIC, HA3EMHBIC

- Jluunble, KOpHOpaTUBHBIC, COLUATbHBIC, HAIIMOHAIBHBIE

26) OkoHUYATEIHLHO, OTBETCTBEHHOCTH 32 3aIUIIICHHOCTH TAHHBIX B
KOMIIBIOTEPHOU CETH HECET:

+ Bnapenen cetu

- AIMUHUCTPATOp CETH

- [Tonp3oBarens cetn

27) lonuTrka 6€30MacHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:

+ PykoBojicTB, TpeboBaHMiT oOecriedeHrss HEOOXOAMMOTO YPOBHS




0e30macHOCTH

- MHCTpyK1IMii, aIrOPUTMOB ITOBEICHUS 1I0JIB30BATENS B CETH

- Hopmbl nHpOpMaLinoHHOro 1pasa, co0JIt0JaeMble B CETH

28) Hanbosiee Ba)XHBIM IIPH PEATU3AINN 3AMUTHBIX MEP TOJTUTHKU
0€30I1aCHOCTH SIBJISETCA:

- Aynut, aHayn3 3aTpaT Ha IPOBEICHUE 3alUTHBIX MEp

- AynuT, aHaiu3 6€3011aCHOCTH

+ Aynut, aHanu3 ysI3BUMOCTEH, pUCK-CUTYallui

[lepeyeHbp TeM KOHTPOJBHBIX PabOT MO AMCLUMUIUIMHE OOYYAIOUIMXCS 3a04HON (HOpPMBI
00yd4eHus1, mpeIcTaBlIeHbl B Ta0smie 19.

Tabmuna 19 — [lepedeHb KOHTPOIBHBIX PadOT

Ne ni/mn Ilepeuenb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. MeTogu4veckre  MaTepUaibl,  ONPEACISAIONIUE  TPOUEAYPHl  OICHUBAHUS
WHIMKATOPOB, XapaKTEpU3YIOLIUX dTanbl (OPMUPOBAHHUS KOMIIETCHLUN, COJIEPKATCi B
JOKaJbHBIX HOpPMATUBHBIX akTax [YAIl, periamMeHTHpYIOIUX TMOPSAOK W TMPOUEAYPY
MIPOBEJICHUS TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEKYTOUHOM aTTeCTalli O0yJaromnxcs
I'VAIL

11. Mertoauueckue yKazaHus Uit 00YJarOIIUXCsl IO OCBOCHUIO TUCIUTINHBI

11.1. Meroauueckue ykasaHus s OOy4aroIUXcs [0 OCBOEHHMIO JIEKLIHOHHOTO
MaTepuaia.

OcHOBHOE Ha3HA4YEHHE JIEKIIMOHHOIO MaTepuajna — JIOTUYECKH CTPOMHOE, CHUCTEMHOE,
riIyOOKOe U sICHOE WU3JIOKEHHE ydeOHoro marepuana. Ha3HadeHune COBpEMEHHOH JIeKIUU B
paMKax JIUCIMIIJIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(MOPMALMIO 1O TEME, a B OCBOCHUHU
(dyHIaMEeHTaJbHbIX Mpo0OJeM AMCUMIUIMHBI, METOJ0B HAY4YHOIO II03HAHUS, HOBEHIINX
JOCTHO)KEHUI HaydHOH MbIciau. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JI0IMUYECKYIO,
OpraHU3aIMOHHYI0 U MHPOPMAMOHHYIO (QyHKIUHU. JIeKIMs pacKkpbIBaeT MOHATHIHBIN anmapar
KOHKPETHOW o0slacTH 3HaHus, €€ MpoOieMbl, JaeT LeJIbHOEe IMpeICTaBIeHUEe O AUCLUILIUHE,
MOKAa3bIBAET B3aUMOCBS3b C IPYTUMU AUCHUTIIIMHAMH.

[TnanupyemMble pe3yabTaThl IPU OCBOEHUH 00yYarOIUMUCS JEKIIMOHHOTO MaTepHaia;

— TIOJyYeHHE COBPEMEHHBIX, LEJIOCTHBIX, B3alMMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX OIPEEIISIETCS LEJIEBOM YCTAHOBKOM K Ka)KJI0M KOHKPETHOM TEME;

— TIOJIyY€HHE OIbITa TBOPUECKOI pabOThl COBMECTHO € MPENOoJaBaTeIeM;

— pa3BuUTHE MNPO(PECCHOHAIBHO-IEIOBBIX  KauecTB, JIIOOBU K  TpeaMeTy U
CaMOCTOSITENIbHOTO TBOPUYECKOT'O MBIIITICHHUS.

— TOsBJIeHHE HEOOXOAMMOro HHTEpeca, HE0OXO0AUMOTO Il CAMOCTOSITENIbHON pabOThI;

— TIOJy4YyeHHE 3HAHUH O COBPEMEHHOM YpPOBHE pAa3BUTHS HAyKM U TEXHUKH U O
IPOTHO3€ UX pa3BUTHs Ha OJMIKaMIINeE TO/IbI;

— HAy4YUTbCSl METOAMYECKH 00pabaThiBaTh MaTepuail (BBIACNATH TIJIaBHBIE MBICIU U
MOJIOKEHHUS, MPHUXOAUTh K KOHKPETHBIM BBIBOJAM, IOBTOPSTH HUX B  Pa3IMYHBIX
bopmynupoBKax);

— TOJy4YyeHHe TOYHOIO NOHWMaHHUS BCeX HEOOXOAUMBIX TEPMUHOB U TIOHSATHUH.

JlekuMOHHBI MaTepuan MOXKET CONPOBOXKAATBCA JIEMOHCTpalMed CIaifoB U
UCMOJIb30BAaHUEM DPA3JaTOYHOIO MaTepualia IpH MPOBEIEHUH KOPOTKHX TUCKYCCHH 00
0COOEHHOCTSX MPUMEHEHHS OTJCNIbHBIX TEMATHK 10 TUCLUILIIMHE.

CrpyKTypa npeaocTaBieHusl JEKIHOHHOIO MaTepuania:

— H3noxxeHue JIEKIMOHHOTO MaTepHaa;




— IlpexacraBnenue TeopeTHYECKOro MaTepuaa npernojgaBaTeiaeM B BUJIE CIIAI0B;
— OcBOEHHE TEOPETHUECKOTO MaTepraa Mo MPaKTHISCKUM BOIIPOCaM;
—  CHomucok BOIpOCOB IO TeME JIJIsi CAMOCTOSITEIIBHOM PaOOTHI CTY/ICHTA.

MeToaudeckue yKa3aHus 10 OCBOSHHIO JICKIIMOHHOTO MaTepHalia UMEIOTCS B M3JaHHOM
Buse B oubnmuorexe ['YAII CBunapuyk, Aaapeir AnekcanapoBuy (KaH. TeXH. HayK). OCHOBBI
WH(OPMAIIMOHHON 0€30MacHOCTH : ydeOHO-MeToanueckoe mocobue / A. A. Ceunapuyk ; C.-
[Terep6. roc. yH-T a’spokocm. npudopoctpoenus. - Cankr-Ilerepoypr : Uzn-so ['VAII, 2023. -
94 c. : puc., Tabn. - bubmmorp.: c. 90 (12 nass.). - b. 1. - Tekct : HemocpeACTBEHHBII

11.2. Meroauueckue yKazaHusi A OOYYaloIUXCsS IO BBIMOJHEHHIO JIAOOpaTOPHBIX
pabor

B xozme BbImOMHEHHS J1a0OpPAaTOPHBIX paboOT OOyYarOIMICS MOJDKEH YIIyOHTh U
3aKpENUTh 3HAHUS, NMPAKTUYECKHE HABBIKH, OBJIAJETh COBPEMEHHONM METOAMKOM M TEXHUKOU
OKCIIEPUMEHTAa B COOTBETCTBHHM C KBAJU(PHUKAIMOHHONH XapaKTEPUCTHKOH O0O0ydJaromerocs.
Beinonnenue 1abopaTopHbIX pabOT COCTOMT M3 3KCIIEPUMEHTAIbHO-IIPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKON YaCTEW U KOHTPOJIBHBIX MEPOIIPUATU.

Beinonnenue 51abopaTopHbIX paboOT OO0yYaromUMCs SIBJISETCS HEOThEMJIEMOM YacTbhiO
U3YYEHUs JUCLUIUIMHBI, ONpENeNseMOll Y4eOHbIM IUIAaHOM, U OTHOCUTCSI K CpEICTBaM,
o0ecreynBaroIUM pelIeHUe CIeIyOIUX OCHOBHBIX 33/1a4 00y4aroIerocs:

— npuoOpeTeHHe HaBBIKOB MCCIEAOBAaHUSA IPOLECCOB, SBIEHUI U OOBEKTOB,
M3Y4aeMbIX B paMKax JJaHHOM JUCIUIINHBL,

— 3aKpeIUICHHEe, PAa3BUTHE U JETAIN3alHs TEOPETUYECKUX 3HAHUMU, IOJYYEHHBIX Ha
JEKLUSAX;

— TOJy4YeHHe HOBOM MH(OpPMAIMK 110 U3y4yaeMOW JUCIUIINHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboThl ¢ 1a00paTOpHBIM
000pyTI0BaHUEM U IPUOOPAMH.

3aganue u TpeOOBAHUS K NIPOBEJCHUIO JJa00PATOPHBIX padoT

— B 3aganun 10mKHO OBITH YeTKO c(hOpMyNIHpOBaHa 3a/1a4a, BeinonHsemas B JIP;

— OmnucanHbl BXOHBIC U BBIXOJHBIC TaHHBIE JJIs TpoBeAcHus JIP;

— JIP gomxHa BBITIOJHATHCS HA OCHOBE TTOJIYYEHHBIX TEOPETUYECKUX 3HAHMSIX

— Bemonnenne JIP M0MKHO OCYIIECTBIATHCS HAa OCHOBE METOJMYECKHUX YKa3aHUU,
IIPEIOCTABIIIEMBIX IIPETIOAABATENIEM;

— JIP gomxHa BBINOJHATHCA B CIIEHUATM3UPOBAHHOM KOMITBIOTEPHOM KJIACCE U MOXKET
OBITH JOpabOTaHa CTYIEHTOM B JOMAIITHUX YCIOBUSX, eciu mo3Bossiet [10;

— Hrorom BeimosiHeHHO# JIP siBiIsieTcst oTYeT.

Crpykrypa u popma oTuera o 1adopaTropHoii padore

— IlocranoBka 3agauu;

— BXxopgHbIe 1 BRIXO/IHBIE TaHHBIE;

— CopepxaHue 3TaroB BBINOJIHEHUS,

— O0bocHoBaHME MOJIYYEHHOTO pe3ynbTarta (BbIBOJ);

— Crnucok Ucnoiab3yeMon IUTepaTypsbl.

TpebdoBanus k oopMiIeHHIO 0TYETA 0 J1aGopaTopHOIi padoTe

— Jlaboparopnas pabota (JIP) mpenocraBisieTcst B meyaTHOM/UITU DJIEKTPOHHOM BHJIE;

— JIP momxHa cOOTBETCTBOBATh CTPYKTYpE U (popMe oTUeTa MPeCTaBICHHON BBIIIIE;

— JIP pomxna wMmeTh TUTYNbHBIM JucT (I'OCT 7.32-2001 w3manums 2008 roma) ¢
Ha3BaHWEM U TOJAMHKCHIO CTy/IeHTa(0B), KOTOPHIH(BIE) ee caenan(u) u opopMuii(u);

Cryaent noswkeH 3amututh JIP. OTMeTKa 0 3ammuTe AOMKHA HAXOAUTHCS HA TUTYJIBHOM
JINCTE BMECTE C MOAMKUCHIO MPEenoaaBaTess.



11.3. MeToauyieckue yKa3aHus Uil OOYJAIOIIUXCS IO TPOXOKACHUIO CAMOCTOSATEIHHON
paboThI

B Xoje BBIIOTHEHUS CaMOCTOSATENBHON pa0OThI, OOYUYAIONIHIICS BBIOTHSIET paboTy 1Mo
3aJ]aHUI0 ¥ TIPU METOJMYECKOM PYKOBOJICTBE IpEIoaBaTelisi, Ho 0e3 ero HermocpeICTBEHHOTO
YYaCTHA.

B mporiecce BBIIOTHEHHS CAMOCTOSITENILHOW PabOThl y oOydaromerocss (popMHpYyeTcs
nenecooOpasHoe IIaHupoBaHUE paboyuero BpeMeHu, KOTOPOE MO3BOJISIET €My pPa3BUBATh YMEHUS
U HaBBIKM B YCBOCHWU W CHUCTEMAaTH3aIlMH NPUOOpPETACMBbIX 3HAHWH, 00ECIIEeYMBAET BBICOKUI
YPOBEHb YCIEBAEMOCTH B TMEPUOJ OOYYCHHS, TMOMOTaeT TOJIYYUTh HABBIKM ITOBBIIICHUS
poEeCCUOHATBHOTO YPOBHSI.

MeTogudyeckuMl ~ MaTepualaMH,  HAMPaBJSIONIMMH  CaMOCTOSITEIbHYIO  paboTy
00y4arOIIUX CSSIBIISIOTCS:

—  y4eOHO-METOAMYECKHA MaTepHal MO JUCIHUILTUHE;

— METOJUYECKUE YKa3aHUs 10 BBIMOJHEHHIO KOHTPOJILHBIX pa0oT (Ui 00ydYaromuxcst
1o 3a04HOU (hopme oOyueHus).

11.4. Meroanueckue yKa3zaHHs sl OOYYalOIIMXCA 110 MPOXOXKACHHIO TEKYILEro
KOHTPOJISL YCTIEBa€MOCTH.

Texkymmii KOHTpPOJb YCIIEBAEMOCTH NpEAyCMaTPUBAET KOHTPOJIb KadecTBa 3HAHUM
00y4JaroIMXCs, OCYIIECTBISIEMOr0 B TEUECHHE CEMECTpa C IENbI0 OICHUBAHUSA XOJa OCBOCHUS
JMCIUTIIHHBL.

JUisi  yCHeUmIHOTO TMPOXOXACHUS TEKYIIErO KOHTPOJS HEOOXOAMMO BBIOJHUTH
71a00paTOpHbIE PadOTHI, 3arpy3UTh UX B JIMUHBIA KaOMHET M MPONTH MPOLEypY 3aIIUTHI KaKI0H
paboTel. OneHKH 3a pabOThl BBICTABIISAIOTCS MO MATHOAIIIBHOM 1IKaJIe.

11.5. Meroauyeckue ykazaHus JJsi OOYYArOIIMXCS MO MPOXOXKIECHUIO MPOMEXYTOUHON
aTTeCTalUU.

[Ipomexxyrounast ~ aTTecTamusi  OOy4aloOmUXCS  TMPEAYyCMaTpuUBaeT  OIEHUBAHUE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3yIbTaTOB 00y4UeHMs MO AucHumimHe. OHa BKIIOYAeT B
ceost:

— D9JK3aMeH — (opma OLIEHKM 3HaHUH, MONYYEHHBIX OOYyYaroIIUMCS B IMpolecce
W3YYEHUS BCEW MUCIUIUIMHBI WM €€ YacTH, HAaBBIKOB CAMOCTOSATEIHHOU paboThl, CIOCOOHOCTH
MPUMEHATh MX JJIs pEeHIeHUs MPAaKTHUYEeCKUX 3ajad. JK3aMeH, Kak MpPaBWIO, MPOBOJUTCS B
NepUoJ HK3aMEHALlMOHHOM CECCMM W 3aBEpIIAeTCS aTTECTAllMOHHOM OLIEHKOM «OTIUYHO,
«XOPOIIOY, KYTOBICTBOPUTEIHLHOY, «HEYIOBIECTBOPUTEIHHOY.

Jlis  yCHemHOTo MPOXOXKACHHUS TMPOMEXKYTOYHOW aTTeCTallid HEOOXOAMMO 32
3aIUIEHHbIE  JabopaTopHble pPabOThl TOJYYUTh HWHTETPAIBHYIO OIICHKY HE HIKE
«YIOBJIETBOPUTEIHLHO.



Jluct BHeceHUs M3MEHEHUH B pabouyio MporpaMmy JUCIUILIAHEI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




