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AHHOTaUs

Jucuumnunaa «OcHOBBI MH(QOPMAIIMOHHOM 0€30MacHOCTH» BXOAMUT B 00pa30BaTEIbHYIO
IpoTrpaMMy BBICIIET0 00pa3oBaHUsl — MPOrpaMMy OakallaBpHara 10 HalpaBJICHUIO MOJArOTOBKH/
CIIELINATILHOCTHU 24.03.02 «CucreMbl yIpaBJICHUS IBIKEHUEM u HaBUTALIUI»
HanpaBieHHocTu/criennanu3anun  «I[Ipubopbl M CHCTEMBl OpHUCHTALMH, CTAOWIM3AlUU U
HaBuranun». Jucuummaa peanusyercs kadeapoit «Ne33».

JucuuminHa HameneHa Ha (GOPMHUPOBAHKE Y BBIMTYCKHUKA CICIYIOIIMX KOMIICTCHITHIA:

OIIK-2 «CrocobeH MOHMMATh MPUHIHUIBI PAaOOTBI COBPEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI U UCIIOJIb30BaTh UX IS PEIICHUS 3a/1a4 PO ecCHOHAIBHON eATeTbHOCTHY

CopepxaHue AMCUUIUIMHBI OXBATHIBAE€T KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaueHue WH(OPMAIMOHHOW O0€30MacHOCTH W 3alUThl HHQOpPMAIMH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNeHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METO0JIOTUYECKUX M OPraHU3alMOHHBIX OCHOB 00€CTIeYeHUsI OE30MIaCHOCTH.

[IpenogaBanne AMCHUIUIMHBI MpeAycMaTpuBaeT cieayromue (opMbl OpraHu3aliu
yueOHOro mporecca: JEKIUU, J1adopaTopHbIe pabOThI, camMOCTOsTENbHAs paboTa CTYACHTA,
KOHCYJIbTAIIHH.

[IporpamMmmMoit AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONINE BHUIbI KOHTPOJIS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAs arTecTanus B opme 3x3ameHa (7 cemectp).

OO0mast TpyA0eMKOCTh OCBOSHUS JMCIMILIMHBI COCTaBIseT 3 3adeTHhIX eawHmibl, 108
YacoB.

SA3bIK 00y4YeHUs 10 AUCIHUILUINHE «PYCCKUH »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlucumiinHa UMEeT CBOEH Iebl0: 00SCIIEUUTh BBIMOJTHCHHE TPEOOBAaHU, H3JI0)KEHHBIX
B (eZiepaibHOM T'OCYIapCTBEHHOM 00pa30BaTeIbHOM CTaHAApTe BBICIIETO MPOo(eccrnoHalIbHOTO
oOpa3oBanus. V3yueHue NUCHUIUIMHBI HApPaBICHO HAa (OPMUPOBAHHE TMEPEUUCICHHBIX HUKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETCHIIUH.

Taxxke UEIsIMH OCBOCHHSI JUCIUIUIMHBI SIBIISIIOTCS PACKPBITHE CYITHOCTA M 3HAYCHUS
nH(pOpMallMOHHON 0€30MacHOCTH M 3alIUThl UHPOPMALIMK, UX MECTa B CUCTEME HAlIMOHAIbHOMI
0C30MacCHOCTH, ONpPEICICHHEe TEOPETUYECCKUX, KOHIENTYAIbHBIX, METOJOJIOTHYECKUX U
OpraHM3aI[MOHHBIX OCHOB o0ecrneueHusi Oe3omnacHocTH UHGOpManuM, Kilaccuukanus u
XapaKTEPUCTUKU COCTABIIIOMNX WHGOPMAIMOHHON O€30MacHOCTH M 3aliuThl WH(pOpMammu,
YCTaHOBJICHHE B3aUMOCBSI3U U JIOTHYECKOM OpraHU3aluu BXOASAIIUX B HUX KOMIIOHEHTOB.

1.2. JlucumninHa BXOIUT B COCTaB 00s3aTENbHON YacTH 00pa30BaTEIbHOM MPOTPaMMEI
BhICIIeT0o oOpasoBanus (naiee — OIT BO).

1.3. TlepeuyeHb IUTAHUPYEMBIX PE3YJILTATOB OOYUEHUS O JUCHIUTUIINHE, COOTHECEHHBIX C
IJIaHUpyeMbIMU pe3ysibTataMu ocBoeHus: OI1 BO.

B pesynbrare M3ydeHus NUCHUILIMHBI OOYYalOUIMicS AODKEH 00JalaTh CIIeTyIOIUMHU
KOMIETSHIMSIMHU WM WX YacTaMu. KoMIeTeHIIMH U HMHAWKATOPHI UX JIOCTHXKEHUS MPUBEICHBI B
tabnuue 1.

Tabnuna 1 — [lepeuens KOMIETeHIINI U UHAUKATOPOB UX JTOCTHXKEHUS

Kareropus (rpynna) Kon n Konx n HanMeHOBaHME HHIMKATOpA
HalMEHOBaHME
KOMIIETEHIIUU JOCTH>KEHUS] KOMIIETECHLIUU
KOMIIETECHIHH
OIIK-2.3.1 3HaeT coBpeMeHHbIE
OIIK-2 Cnocoben p
UH(POPMALIMOHHBIE TEXHOJIOTHH IS
MOHUMATh
peleH s THTIOBBIX 33734
HIPUHIUIBI pabOTHI .
npodeccuoHaIbHOMN e TeIbHOCTH
COBPEMEHHBIX
OIIK-2.Y.1 ymeeT npuMeHsTh
Ob6menpodeccnonanbubie | HHPOPMAITMOHHBIX
o IpOrpaMMHBIE CPEACTBA AJISl PEIICHUS
KOMITETEHINH TEXHOJIOTHH 1 .
TUIOBBIX 33/a4 PO eCCHOHATBHON
UCTOJIb30BaTh UX
JUIA pellleHus 3a7ay | o CrPHOCTH
p . | OIIK-2.B.1 Bnaneer HaBbIKaMH pabOTHI €
npodeccuoHaNbHOM
COBPEMEHHBIMHU IPOrpaMMaMH B 001acTu
JeSITeTbHOCTH .
KOMIIBIOTEPHON MaTeMaTHKH

2. Mecrto nucuumiiHb B cTpykType OI1
JucuumnirHa MokeT 0a3upoBaThCsl Ha 3HAHUAX, paHee MPUOOPETEHHBIX 00YYarOIUMUCS
IIPU U3YYECHUH CIECIYIOUIUX TACIUILINH:
— Hudopmaruka
— HMHudopmanmoHnHble TEXHOIOTUN
3HaHMUs, IOJIyYEHHBIE IPU U3YyUEHUH MaTepHalla 1aHHOM IMCUUIUIMHBIL, UMEIOT CaMOCTOSITENIEHOE
3Ha4YCHHUE.

3. OO0BEM | TPYJTOEMKOCTh JUCIUILTAHBI
Jlanapie 00 00meM oO0beMe MUCIUILIMHBI, TPYJOEMKOCTH OTAENBHBIX BHJIOB yueOHOU
paboTHI TTO TUCIUTUTHHE (M pactpeie]ICHHe dTOW TPYJI0EMKOCTH TI0 CeMeCcTpaMm) MPeICTaBICHBI B
Taommie 2.

Ta6mmma 2 — O6beM U TPYJ0EMKOCTh JUCITUTITUHBI

TpynoemkocTs o
Bun yuebHoit paboTbl Bcero ceMecTpam
Ne7

1 2 3




Oowan mpyooemKkocma OuCUUNIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npakmuyecKkoil no020moeKu
AyoumopHnuie 3anamus, BCEro vac. ol ol
B TOM YHCIIC:
nexiuu (JI), (dac) 34 34
npaktuueckue/cemunapckue 3ansarus (113),
(dac)
nabopaTtopHbie paboTs (JIP), (uac) 17 17
KypcoBoii mpoekT (pabota) (KII, KP), (gac)
9K3aMeH, (4Jac) 36 36
CamocmosamenvHas paboma, Bcero (dac) 21 21
Buo npomescymounoit ammecmayuu:. 3ayer, k3 k3
audd. 3auer, sx3amed (3auer, Judd. 3au, Dk3.) ° ”

4. CopepxaHue JUCIUTIIUHBI
4.1. PacnpenesneHue TPYJOEMKOCTH JUCIUIUIMHBI TIO Pa3/ieiaM ¥ BHAaM 3aHITHH.
Paznensl, TeMBI JUCIUTIIMHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHUIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Paznenbl, TeMbI AUCIUTITHHBL Jlexumma | I3 (C3) JIP KII CPC
’ (gac) (gac) (aac) (gac) (gac)
Cemectp 7
Paznen 1. Beenenne 2 2
Pazmen 2.CymHOCT, W TOHSATHE WH(POPMAIMOHHON 4 2
0e30macHOCTH
Pasnen 3. 3Hauenue nHOOPMAITMOHHOM 0€30MIACHOCTH U 4 2
€ MECTO B CHCTEME HAIMOHAITLHOW 0€30MacHOCTH
Paznen 4. CynrHoCTh ¥ TOHATHE 3aIIUTHI HH()OPMAITUU 4 2
Pasnen 5. CocraB u kitaccudpuKaius HOCUTeIeH 4 4 2
3anUIaeMoi HHPOpPMAIHH
Paznen 6. [lonsTHE ¥ CTPYKTYpa yrpo3 3alUIIaeMoi 4 4 3
uHQOpMaIH
Pasnen 7. O0bEKTHI 3aIIUTHI HHGOPMAITUH 4 4 4
Paznen 8. Kitaccudukarust BUIOB, METO/IOB M CPEJICTB 8 5 4
32U Thl HHPOPMAITUH
Hroro B cemecTpe: 34 17 21
Hroro 34 17 0 21

[IpakTHueckass MOATOTOBKA 3aKJIOYAeTCsl B  HEMOCPEICTBEHHOM  BBIIIOJHEHUU
OoOy4arolMMHUCST  OMNpENEeNEeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;yumei
poeCCHOHATBHOM 1eATEIbHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
ConeprkaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI MPUBEJCHO B TabauIe 4.

Ta6m/1ua 4 — Coz[epxcaHHe pa3aciioB U TCM JICKIHTMOHHOT'O [UKJIA

HOMCp pasaciia HazBanue u COACPIKAaHUC PA3CJIOB U TCM JICKITUOHHBIX 3aHATUH

Pazoen 1. Beeoenue.
1 [Ipenmert u 3amaun Kypca. 3HaYEHHE U MECTO Kypca B, IIOATOTOBKE
CIEIMAIMCTOB, 1O 3amnuTe nHpopmarmn. HayuHas u yueOHas




B3aMMOCBS3b Kypca ¢ IpYTUMH JUCIMITIMHAMHU. Pazfnensl v TeMsl, UX
pacripefiesieHIe 110 BUJIaM ayJUTOPHBIX 3aHATHH. DopMbl ipoBeieHNs
CceMHHApPCKUX 3aHsATHH. COCTaB U METOJIUKA CAMOCTOSATEILHON paboThI
CTYJEHTOB I10 U3YYEHUIO AUCHUIUIMHBL. POpMBI TPOBEPKHU 3HAHUM.
AHann3 HOPMAaTUBHBIX UICTOYHUKOB, HAYIHOH U y4eOHOM TUTepaTypHI.
3HaHUs 1 YMCHHUS CTYAEHTOB, KOTOPBIE JOJKHBI ObITH IOITy4EHBI B
pe3ynpTaTe U3y4eHus Kypcea.

Pasoen 2. Cywnocmos u nonamue ungopmayuonHou bezonacnocmu
CraHOBIIEHHE U pa3BUTHE MOHATHA "HH(GOPMAIMOHHAS 0€30T1acCHOCTh'.
CoBpeMeHHbIe TIOAXO0IBI K omnpeenieHnto noHsATHs. CyIIHOCTh
nHPOpMaMoHHOH 6e3omacHoCTH. OOBbEKTH HHPOPMAITHOHHOM
6e3omacHocTH. CBsA3b HHPOPMAITMOHHON O€30TIaCHOCTH C
nH(popMaTH3ammei odmectsa. CTpykTypa nH()OpPMATMOHHON
6e3onacuoctu. OnpeaescHue MOHATHS HHPOPMALMOHHAS
Oe3omacHoCTh".

Pazoen 3. 3nauenue ungpopmayuonnou bezonacnocmu u ee Mecmo 6
cucmeme HayUoOHAIbLHOU OE30NACHOCTH

3HaueHre UH(HOPMAITUOHHOM, O€30IIACHOCTH ISl CYOBEKTOB
WHPOPMAITUOHHBIX OTHOIICHUH.

CBs13p Mex Ty HHGOPMAITMOHHONW 0€301MaCHOCTHIO U OE€30MaCHOCTHIO
WHPOPMALUH.

[NoHsiTHE ¥ cOBpeMeHHAs! KOHIICTIIUS HAIIMOHATILHOH 0e30MacHOCTH.
MecTo nHpOpMaIMOHHON, 0€30IaCHOCTH, B CUCTEME HAIIMOHATEHOM
0e30MacHOCTH.

Paszoen 4. Cywynocms u nonamue 3auumol UH@Gopmayuu
CyuiecTByroIMe NOAX0bl K COACPKATENbHON YaCTH MOHATHUS "'3alIUTa
nHpOpMaIH" U CIIOCOOBI peau3aliy COEePKATeIbHOW YacTH.
MeTtonooruueckas OCHOBA PACKPBITHS CYIIIHOCTH U OIpeJIeIeHus
MOHATHS 3aUTHI HHPOopMaru. DopMbl BEIPaKECHUS HAPYILICHHS
craryca uH(popmanuu. O0yCcIOBIEHHOCTh CTaTyca WHGOPMAIIH e
YSI3BUMOCTBIO.

[NonsTre ysa3sumocTn nHGopMauu. PopMbl IPOSIBICHUS YSI3BUMOCTH
nHpopMmaruu. Buse! ys3sumocty nagopmanuu. [lonstue "yredka
uHpopmarnun". CooTHoieHne GOpM U BUAOB YSI3BUMOCTH
nHpopmarun. ConepkaresnbHas YacTh MOHATHS "3aluTa
nHpopMarmu'”.

Crioco6 peanuzanuu coaepKaTeIbHONW YacTH 3alIUThl HHQOpMAaLHH.
Onpeenenye MOHATUS "3anuTa nHGOPMAIUK'', €r0 COOTHOIICHHE C
nousitueM, copmynuposanusM B [OCT P 50922-96. "3amuTa
nHpopmauu. OCHOBHbBIE TEPMHUHBI U OonpeaesieHus .

Paszoen 5. Cocmag u kraccugpuxayus nocumeneil 3auuuiaemo
unghopmayuu

[onsiTrie HOcHTEND 3amumaemMoi nHpopmarwn'". COOTHOIIEHNE
MEXTy HOCUTEIIEM W UCTOYHHKOM WHpopmarun. CocTaB HOCHTENEH
sammiiaeMoi nadopmarmu. CriocoOs! pukcupoBanus HHGOpMaIHK B
HocHTe sIX. Bubl oToOpaykeHust nHGOPMAIIMU B HOCUTESIX. MeToabl
BOCTIPOM3BEACHUS 0TOOpaKEHHOU MH(OPMAITUU B HOCHTEISIX
uHpopmarun. Hocurenn NucbMeHHOM, BUIOBOH, N3Ty4aeMon
uHpopmarun. Onocpe10BaHHbIC HOCUTENH 3alIAIIaeMON
nHpopMaruu. CBONCTBA ¥ 3HAYCHHUE TUTIOB HOCHUTENIEH 3al[UIaeMOM
UHPOpPMALIUHL.

Pazoen 6. [lonamue u cmpykmypa yepo3 3auuuyaemont ungopmayuu
CoBpeMEeHHbIE ITOAX0/IbI K MOHATHIO YTPO3bI 3aIIUAIIAeMON
nHpopMaruu. CBs3b YIPO3bl 3alUIIAEMON HH(OPMAITUH C
yS3BUMOCTBIO HH(popmanuu. [Ipu3HaKu ¥ COCTABISIONINE YTPO3bI:
siBlieHUs1, pakTopbl, ycinoBus. [ToHsTHE Yrpo3bl 3alUIiaeMoi
nHpopMaru. CTpYKTypa SBJICHHI KaK CYIIIHOCTHOTO BBIPAKEHUS




WHPOPMAILHIO.

yrpo3sl 3ammuiaeMoi nHpopmarmu. CTpykrypa GakTopos,
CO3JAI0IIMX BO3MOXKHOCTb 1€CTA0MIN3UPYIOLIETO BO3AECHCTBUSA Ha

OOBEKTOB 3aIIUTHL.

Ha OOBEKTHI 3aIUTHL.

Paszoen 7. Obvexmul 3auumot ungopmayuu
INoustre o0bekTa 3amuThl. Hocutenu uHGopManyuy Kak KOHCUHbIE
00BeKTHI 3aUThl. OCOOEHHOCTH OTAENIHHBIX BUIOB HOCUTENIEH KaK

CocTaB 00BbEKTOB XpaHCHHSI TUCHbMEHHBIX U BUJIOBBIX HOCUTEIICH

HHpOpMAITUY, TIOIeKaMX 3amuTe. CocTaB MOANEKAIINX 3alIHTEe
TEXHHICCKUX CPEACTB OTOOpaKEHHUsI, 00pabOTKH, XpaHEHH,
BOCTIPOM3BEACHUS Tiepeaun nHpopManuu. J[pyrue oObeKThI 3alUThl
nH(popMarui. BHIIBI 1 cCIOCOOBI JeCTa0MIN3UPYIOMIETO BO3IESHCTBHUS

unghopmayuu

Pa3zoen 8. Knaccugpuxayus 6udos, memooos u cpedcms 3auunol

Bunpr 3amuter nadopmarum, chepsl ux aeficteus. Kinaccudbukarms
METOJIOB 3aIUTHI UHPOPMAITUH. Y HUBEPCATBEHBIC METO/IBI 3AIIUTHI
uHpOpMaIuu, 00acTb X npuMeHeHus. O0IacTH MpUMEHEHUS
OpraHU3aIMOHHBIX, KPUITOrPahUISCKUX U HHIKCHEPHO-TEXHHYCCKUX
METOIOB 3aIUThl nHpopMarun. [ToHsTHE U KIaccu(UKAIHS CPEACTB
3amuThl HPopManyu. Ha3HaueHue mporpaMMHBIX,
KpUnTorpaduuecKuX U TEXHUUECKUX CPE/ICTB 3aIUTHI.

4.3. Tlpaktuyeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHI U UX TPYAOEMKOCTb IPUBEECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuyeckue 3aHATHS U UX TPYJOEMKOCTb

W3 Hux Ne
Ne | Tewmsl npaktudeckux | @opmel IpakTU4ecKuX | TpyaoeMKOCTh, |MIPAaKTHYECKOM |pasnena
/o 3aHATHI 3aHATAI (gac) IIOJTOTOBKH, | TUCIIMII
(dac) JIUHBI
Y4eOHBIM MJIaHOM HE MPEAyCMOTPEHO
|
Bcero
4.4. JlabopaTopHble 3aHATHS
Tewmbl JTabopaTOPHBIX 3aHATHH U UX TPYIOEMKOCTh MPUBEACHBI B TabIUIIE 6.
Tabnuna 6 — JlabopatopHble 3aHATHS U UX TPYJOEMKOCTh
N3 Hux Ne
Ne HaumenoBanue nabopatopHbix padboT TpynoemKocts, | MPakTHHECKOH | pasnena
/o (dac) MOJATOTOBKH, | JUCITHII
(gac) JIMHBI
Cemectp 7

1 | UccnenoBanue ys3BUMOCTH HHPOPMAIIH 4 5

2 | UccnenoBanue BUIOB YSI3BUMOCTH 4 6

3 | HccnenoBanue ¢popM ysI3BUMOCTH 4 7

4 | IlocTpoeHne aITOPUTMOB COITUATHHON 5 8

HWHKCHCPUU U CII0COOBI 3alllUThI OT HUX
Bcero 17

4.5. BbrlinosHEeHHE KypCcOBOTO NMPOEKTa/ KypcoBOW pabOThI
VY4eOHbBIM IJIAaHOM HE TPEAYCMOTPEHO




4.6. CamocrosTenbHas paboTa 00yJIarOIIHXCs
Buibl camocTosiTenbHOM paboThl U €€ TPYJA0EMKOCTh ITPUBEICHBI B TabHIle 7.

Tabmmua 7 — Bugsl caMoCcTosTeNbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 7,
Bun camocrositensHO#M paboThI
qac qac
1 2 3
H3ydeHue TeopeTHUecKoro MmaTepuania
11 11
nucuuruael (TO)
Kypcooe npoektuposanue (KII, KP)
Pacuerno-rpaduueckue 3ananus (PI'3)
Brimonaenue pedepara (P)
[ToaroroBka K TEKyIeMy KOHTPOJIIO 5 5
ycneBaemoctu (TKVY)
Jomamnee 3aganue (/13)
KonTponbubie pabotel 3a0uHNKOB (KP3)
IToaroroBka K MpoOMeEXyTOYHOU 5 5
atrecrauuu (I1A)
Bcero: 21 21

5. IlepeyeHn y4eOHO-METOAMYECKOTO OOSCTIICUCHUS
JUTSL CAMOCTOSITEIbHON pabOoThI 00YYArOMIMXCS IO TUCIUTUINHE (MOIYIIIO)
Y4eOHO-MEeTOINYEeCKHE MaTepualibl ISl CAMOCTOSITENIbHOW paboThl 00yJaromuXxcs yKa3aHbl B
IL.I1. pa3zaenoB 6-11.

6. IlepeueHb MEeYaTHBIX U ANEKTPOHHBIX YU€OHBIX M3JaHUN
[lepedyeHb MeUaTHBIX U DJEKTPOHHBIX YYeOHBIX M3/IaHUH MPHUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeyeHp Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX MU3AaHUI

[udp/ KomnmuecTtBo 2K3eMIUIIPOB B

URL bubnuorpaduueckas ccplika Oubmiorexe
ampec (KpoMe AIIEKTPOHHBIX
IK3EMILISIPOB)
004 CBunapuyk, Anapeit AnekcanapoBud (KaH[I. TEXH. 5)
C24 Hayk). OcHOBBI MH(OPMAITMOHHOW OE€30MACHOCTH :

yueOHO-MeToinyeckoe rmocodue / A. A. CBUHapuyK ;
C.-ITerep6. roc. yH-T a3pOKOCM. IPHOOPOCTPOSHHUS. -
Cankr-IlerepOypr : Uza-so I'VAIL, 2023. - 94 c. :
puc., Tabmn. - bubauorp.: c. 90 (12 Has3s.). - b. 11. -
TekcT : HenmocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3amiuThl HH(pOPMALIHHN: 10
B 75 yuebHoe rmocobue/ A. B. Boponos, H. B. Bonommuna.
- CI16.: 'OY BIIO "CIIGI'YAIT", 2009. - 78 c.

004 III | laspruH, B. ©. 5
22 WNudopmannonnas 6e3onacHocTs [ Tekcrt]: HaydHo-
nonyisipHas aurepatypa / B. @. Hlanbrus. - M.:
JMK Ilpecc, 2014. - 702 ¢

X A 47 | Sxosen, E. H. IlpaBoBbie 0ocHOBBI 00ecnieueHus 5)




nH(popMannoHHo# 6e3omacHocTr Poccuiickoit
Oenepannu [Teker] : yuebHOe mocooue / E. H.
Axosern. - M. : FOpmuruadopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
[Manprun, B.®. 3amura nuadpopmanuu B
KOMITHIOTEPHBIX CUCTEMAX U CETIX [ DJIEKTPOHHBII

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MeasHukos, B. I1. 5
48 3amura napopmanun [ Teker] : yaeOnuk / B. I1.
MenbnukoB, A. 1. Kynpusanos, A. I'. Cxuptianze ;
pen. B. I1. MensuukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6ko, b. 4. 10
98 Kpunrorpadgudeckne MeToapl 3aidThl HKHGOPMAITH

[Tekcr] : yae6HOE mocobue / b. f. Psidko, A. H.
®uoHOB. - 2-¢ u3a., crep. - M. : ['opsivast TuHUS -
Tenexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. UHxkeHepHO-TeXHUYECKas 3alluTa
uHpopmanuu [ INeKTpOHHBIN pecypce] : yueOHoe
nocobue. — DnekTpoH. gan. — M. : TYCYP
(Tomckuit rocy1apcTBEHHBIN YHUBEPCUTET CUCTEM
yIpaBieHus U paguodiekTponukn), 2010. — 195 c.

7. IlepeyeHb IMEKTPOHHBIX 0OPA30BATEIBHBIX PECYPCOB
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHOHU ceTn « HTepHeT»
[lepeuenn 3JIEKTPOHHBIX o0pa3oBaTeNbHBIX pecypcoB uH(pOPMaLIMOHHO-
TEJIEKOMMYHUKAaMOHHON ceTtu «MHTepHeT», HEOOXOAUMBIX JJIi OCBOCHHUS JUCLUILIMHBI
npuBeseH B Tabmuie 9.

Tabmma 9 — IlepedyeHb SIEKTPOHHBIX OOpA30BATEIBHBIX PECYPCOB HH(POPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTu «MHTepHeT»
URL anpec HaumenoBanue
Lms.guap.ru Cucrema nucranumonsoro o0yuenus ['YAITL (CHO I'VAID)
rsv.ru [TnaTdopma “Poccust — cTpaHa BO3MOKHOCTEH
leader-id.ru [Tnatdopma “Leader-1D”

8. Ilepeuenr MHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mnporpaMMHOro oOecneueHusi, HCHOJIb3YeMOro IpH OCYIIECTBICHUU
00pa30BaTEILHOrO MpoLEcca M0 AUCLHUIINHE.
[lepeuyeHpb uCnonbp3yeMoro NporpaMMHOro odecredeHus npejacranieH B Taduuue 10.

Tabmumna 10— [TepeueHsr mporpaMMHOT0 00€CIIeUCHHS

Ne i/ HaumenoBanue

1 DnexTpoHHas HHPopMaIMoHHO-00pa3oBarenbHas cpena ['Y ALl « aTerpupoBanHas
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyaaukamu I'Y Al (BBeneHa B
skcryataruio mpukazom ['YAIT ot 06.06.2017 Ne 05-215/17), nepedeHn Moaymeit u
ux QYHKIIMOHATBFHOE Ha3HAYCHHME M3JI0KEHBI IO CChUTKE https://guap.ru/it/system/iso

2 OdununanbHbIi caiT 00pa3zoBaTeNbHON Oopranu3anuu B cetu «HTepHeT»
(https://guap.ru/), pazpadotan cotpyanukamu ['YAIl (BBesieH B SKCIUTyaTaIMIO



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

[Mpukazom ['VAII ot 23.03.2023 Ne 05-145/23)

3 LibreOffice 5 (Jluen3us LGPLv3)

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX pu
OCYIIECTBJICHHH 00pa30BaTEILHOTO MpoIiecca Mo AUCHUITITHHE

[lepeyeHp HCMONB3yeMbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEJCTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyens HHPOPMALIMOHHO-CITPABOYHBIX CHCTEM

Ne n/mt HaumenoBanue

1 3BC Znanium (https://znanium.ru/), roctyn yepe3 TUYHBINA KaOWHET YUTATEIS
oubmmotrexku 'Y AII, a Taoke no IP -anpecam 'Y AIT

2 OBC «JIanp» (https://e.lanbook.com/), mocTyn yepe3 TUUHBIA KAOMHET YUTATENS
oubmmotexku ['Y Al a Taxxe no IP -agpecam 'Y AII

3 OnexTpoHHbIN Katanor oubnuoreku ['YAII ¢ noctynom k 0a3e noJHOTEKCTOBBIX
mznanuii (https://lib.guap.ru), 7OCTyn Yyepes TUUHBIA KaOMHET YnuTaTessi ONOIMOTEKH
I'YAIT

9. MarepuanbHO-TeXHHYECKast 6a3a
CoctaB  MaTepUAIbHO-TEXHUYECKOH  0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa30BaTeILHOTO MpoIiecca MO TUCIUIUIHHE, IPEICTaBICH B Tabmuiel 2.

Ta6mmma 12 — CoctaB MaTepualibHO-TEXHHUECKOM 0a3bl

Ne HanmeHoBaHne cocTaBHOM YacTu Howmep aynutopun
n/n MaTepHATbHO-TEXHUYECKOH Oa3bl (mpu HEOOXOAMMOCTH)

1 | JlexuuoHHas ayuTopus

KommnsrorepHslii kinace

10. Onenounble cpeacTBa AJs MPOBEIEHUS TPOMEXKYTOUHOM aTTecTaIllu
10.1. CocTaB OIICHOYHBIX CPEIACTBAJS TPOBEACHUS TPOMEKYTOYHOH aTTeCTAI[UH
oOyyaromuxcst o JUCUUIUIMHE puBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEACTB Il IPOBEICHHS TPOMEKYTOYHOH aTTeCTAIIuN

Bug HpOMe)KYTOQHOﬁ aTTeCTallnun Hepequb OICHOYHBIX CPCACTB

Crircok BOMpPOCOB K 9K3aMEHY;
DK3aMeHAIIMOHHBIC OMIIETHI™;
3amaunu;

TecThl.

DK3aMeH

[Ipumeganue: *3K3aMeHANIMOHHBIC OUIIETH (HPOPMUPYIOTCS HA OCHOBE BOIIPOCOB U 3a/1a4 TaOmumb! 15.

10.2. B kayecTBe KpUTEpUEB OIEHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMITETCHIIMN O0OYyJaronuMucs TMPUMEHSETCs S-0ayuibHasi 1MIKajga OIEeHKH CHOPMHPOBAHHOCTH
KOMIIETEHIIN, KoTopas puBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCS
100-6annpHast ~ mIKaja  MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCTIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBl COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu olieHKH ypoBHSI chOPMUPOBAHHOCTH KOMIETSHIIUH

Or1eHKa KOMIIETEHIHT

XapakTepucTuka chopMHUPOBaHHBIX KOMIIETEHIMIHA

5-0aiupHas mKana




Or11eHKa KOMITETEHITUHN

XapakTeprcTrka chOpMUPOBAHHBIX KOMITCTEHITUIA
5-0aiubHas mKana PaKIep (op

OOyyJarommiics:

— TJIyOOKO U BCECTOPOHHE YCBOMJI MPOTPaMMHBIA MaTepHal;

— YBEPEHHO, JIOTUYHO, ITOCJICIOBATEILHO M TPAMOTHO €TI0 U3J1araeT;

— ONMUPAsICh HAa 3HAHUSI OCHOBHOM W JIOMOJIHUTEILHOW JIUTEpaTypHl,
«OTJIMYHO) TECHO CBSI3bIBAET YCBOCHHBIC HAYUYHBIC MOJOXKEHHS C MPAKTUUYECKOU
«3aUTEHO» NeATEILHOCTHIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET M apTyMEHTUPYET BBIABUTAEMbIC UM HJICH;

— JIeJaeT BBIBOJIBI U 0000IIEHMS;

— CBOOOJIHO BIIQJIEET CUCTEMON CIIEHMATN3MPOBAHHBIX OHATHH.

— npaBWIbHO BBIMOJIHWI OT 90% 10 100% TecTOBBIX 3aaHUi

OO0yuaromuiicst:

— TBEP/IO YCBOMJI MPOTPAMMHBIA MaTepHall, [PaMOTHO U TI0 CYIIECTBY
M3JIaraeT ero, ONMupasich Ha 3HAHUS OCHOBHOU JIUTEPATYPHI,

— HE JIOMYCKAaeT CYNIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYECKOW JESTEIBHOCTHIO
«3aYTCHO» HaIpaBJICHUS;

— apTYMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— BJIQJICET CUCTEMOM CIIeUAIN3UPOBAHHBIX MTOHITHH.

— IpaBWJILHO BRIMOJIHWI OT 70% 10 89% TecTOBBIX 3agaHui

*%

— o0yyarouuiicss yCBOWJI TOJIbKO OCHOBHOW IPOrpaMMHBIA MaTepua,
[0 CYLIECTBY M3JaraeT €ro, ONMpasch Ha 3HAHUS TOJIBKO OCHOBHOM

JIUTEPaTyphl;
— JIOITyCKAeT HECYILECTBEHHbIE OIMOKN U HETOUHOCTH;
«yHOBJIETBOPUTENIBHO» | — UCHIBITBIBAET 3aTPYJHEHHS B IPAKTUYECKOM IPUMEHEHUM 3HAHUHN
«GaYTEHO» HaIlpaBJICHNUS,

— cnabo apryMeHTHPYET HayYHBIE MOJI0KEHHUS,

— 3aTpyAHsieTcsa B (OpMyIMpPOBAHUU BBIBOJOB U 0000IIECHUI;

— YaCTUYHO BJIAJICET CUCTEMOM CIIELIMATIM3UPOBAHHBIX HOH?H;I’/CII‘/'I.
— IPaBUJILHO BBRIMOJIHMWI OT 51% 10 69% TecToBBIX 3aAaHMi

— o0yyarouuiicss He YCBOWJI 3HAYUTENBHOM YacTH MPOTPaAMMHOIO
MaTepuana,
— JIONyCKaeT  CYIIECTBCHHBIE  OIMMUOKM W  HETOYHOCTH  TIPH
«HEYNIOBJIETBOPUTEILHO» | PACCMOTPEHUH MPOOIIEM B KOHKPETHOM HAIIPABIICHHM;
«HE 3aUTCHO» — UCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHHIA;
— HEe MOKET apryMEHTUPOBATh HayUHBIE MOJIOKECHHS;
— He GOpMYITUPYET BHIBOJAOB M 0000IIEHUH.
— IPaBUJILHO BBIMOJIHWI MeHee 51% TeCTOBBIX 3a/laHUM

*%

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MAaTePUAIIBI.
Bormpocs! (3agaun) nmst sKk3amMeHa mpeicTaBlieHbl B Tadumie 15.

Tabnuma 15 — Borpocs! (3amaun) 115 9K3aMeHa

Ko
Ne n/m [Tepeuens BompocoB (3a1a4) AJsl IK3aMEHa A
WHANKATOpa
1 [Tonsitue nndopmannonnoit 6ezonacuoctu (Mb) un ocnoBusie | OIIK-2.3.1

TEPMUHBI (3aIUTa, Yrpo3a, YSI3BUMOCTH).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIIMATIBHOCTb, LIEIOCTHOCTD, IOCTYITHOCTh —
MIOHATHUE W TPUMEPBI HAPYIICHUH.

[Ipennoceiiky 1 1enu odecrneyeHus: HHPOPMaIMOHHON
0€30I1aCHOCTH.

Busl nHpOpManoHHOM 6€30MaCHOCTH: MEPCOHATIbHAS,
KOPITOpaTHBHAS, TOCYIaPCTBEHHASI.

OOBEKTHI U CYOBEKTHI 3aIIUTHl HHPOPMALIUH.




JloxTpuHa nHGOpMAIIMOHHON Oe30macHOCTH Poccuiickoi
®denepanyu (OCHOBHBIE MTOJTOXKECHHS).

NudopmanronHas 6€301macHOCTh YeJI0BEKa U OOIIECTRA.
KomMIbroTepHbIe IPeCTyIUICHUS: ONpeeiiCHuE,
KJ1accu(UKaLKg U OCHOBHbIE TEXHOJIOTMH COBEPILICHUSI.
CoBpemenHas koHrenius ooecneuenus Ub.

Pounb yenoBeveckoro pakTopa B obecrieueHUU
MH(POPMALIMOHHOM 6€30MaCHOCTH.

Kiaccudukanus yrpo3 nHGOpMaIMOHHONH 0€3011aCHOCTH
(MCTOYHUKH, 1IEJTH, BUJIBI BO3ICHCTBHS).

OcHOBHbIE KaHAJIbI YTEYKU HHPOPMAIUH.

TexHuYecKue KaHAIBI YTEYKU HHPOPMAIUH: IOHATUE H
CHOCOOBI 3aIIUTHI.

Bunel cereBbix atak. DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHasi MHXXEHEPUS: METOJIbI U CIIOCOOBI
IIPOTUBOJCHCTBUS.

BpenonocHoe nporpamMmmHoe o0ecriedeHre: BUPYCHI, YepBH,
TposiHbl, Ransomware.

YTpo3bl 0€301MaCHOCTH EPCOHAIBHBIX JTaHHBIX.

YTpo3bl KOMMEpPYECKON TallHbl U UHCAUIEPCTBO.

MeTobI OIIeHKH PHCKOB MH(POPMALIMOHHOM O€30MTaCHOCTH.
Uro Takoe ysa3BUMOCTH (vulnerability) u yem ona otnuvaercs
OT yrpo3bl?

[TonmuTrka 6e30macHOCTH UH()OPMAILIMIOHHON CUCTEMBI:
Ha3HAYEHUE U CTPYKTYypa.

Mertobl ayTeHTUDUKAIMY U UISHTU()UKALMY 110JIb30BaTeNei.
Bunsr ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTO(aKTOpHAas).

JlMcKpenroHHast 1 MaHIaTHAsE MOJIENTN YIIPABIICHHS JOCTYIIOM.
MexaHU3MBbl 3aIIUThL: TEXHUYECKUE, TPABOBBIE,
OpTaHU3aIIOHHBIE.

Kpunrorpadguueckue MeTob! 3alIUTHl HHPOPMALIUU
(cMUMMETpHYHbIE U ACUMMETPUYHBIE).

XemupoBaHHe: MOHIATHE U UCIIOIb30BAHUE JIJIsl TPOBEPKH
1IEJIOCTHOCTH.

OIIK-2.V.1

Mexcereble skpanbl (Firewalls): ¢pyHkmu, THIIBI (TaKETHBIE,
YPOBHS IPUIIOKEHUH).

CucteMbl 0OHapY)KEHUS U MTPeIOTBpAILEHHs BTOPKEHUI
(IDS/1PS).

AHTHBHpYCHAs 3allUTa: MPUHLHUIBI paOOTHI.

VPN (BupTyanbHbIC YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBI.
PezepBHoe konupoBanue (Backup) kak cpenctso
o0ecrniedeHus JOCTYITHOCTH JIaHHBIX.

be3zonacuocth GecripoBoHbIX cereit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMCTB.

3amura uHGOpPMAaLUU B 00JAUHBIX BRIYMCICHUAX

[IpaBoBble MeTOBI 00ecniedeHnst UHHOPMALTMOHHON
0€30MaCHOCTH.

3akonogarensctBo PO B 0o6nacTu 3amutel uHpopmanuu (O3-
152, ©3-149).

['ocypapcTBeHHas 1 KOMMepYecKas TaliHa: IIOHATHE W 3allNTA.

OIIK-2.B.1




[TepconasbHBIC JaHHBIC: KJIaCCHU(BUKAIUSI U TTPABOBOM PEKUM
3aIIUTHI.

Crannaptsl B 001acT MHGOpMAMOHHON 6€3011aCHOCTH
(I'OCT P UICO/M3K 27001).

Cuctema 3amuThl HHGOPMALIUU OPTaHU3ALUM: CTPYKTYpa U
MPUHITUIIBI CO3/JAHMUS.

O1eHKa PUCKOB: ONPENIEIEHUE, ITAIBI.
bu3Hec-HenpephIBHOCTD U BOCCTAHOBJICHHUE TTOCIIE
nnmmaeHtos (BCP/DRP).

OOyuenue nepcoHanga OCHOBaM KnOepOe30macHOCTH.
Aymut 6e301macHOCTH UH(YOPMAIIMIOHHON CUCTEMBI.
[Tpununst padots [Psec.

Mertoab! 3auThl OT CHU((HUHTA TAKETOB.

Mertoab! ycrpanenus yrpo3sl [P-crydunra.

ATtaku Ha ypoBHe npmiokeHu# (SQL-unbekuun, XSS).
@ummHr: onpeneneHue, Buabl (smishing, vishing) u
IIPU3HAKH.

Bormpocsr (3amaun) nis 3avera / qudd. 3adera npeacTaBieHsl B Tadauie 16.
Tabmuna 16 — Bonpocs! (3agaun) nis 3adera / qudd. 3adera

Kon

No i/t Ilepeuens Bompocos (3amay) s 3auera / nudd. 3adera
p P (sanas) 1 pd HHIUKATOpa

V4eOHBIM IJIAaHOM HE MpeaAyCMOTPCHO

[lepeuens Tem ISl BHIMOTHEHUSI KypCOBOTO MPOEKTa/ KypCOBOM pabOThl MpeCTaBICHBI
B TabauIe 17.
Tabnuna 17 — Ilepeyerb TeM Ui BHITOJHEHUS! KYPCOBOTO MPOEKTA / KypCOBOM pabOThI

No /i [TpumepHBIii TepeueHb TEM TSI BBITOJIHEHUS KYPCOBOTO IMPOEKTa/ KypCOBOU
- paboThI

Y4eOHbIM MJIaHOM HE IPEIYCMOTPEHO

Bompocsl 111 mpoBeneHHsT TPOMEXKYTOYHOM aTrTecTallii B BHUJIE TECTUPOBAHUS
IpeJICTaBICHBI B Ta0wmie 18.

Tabmuna 18 — [IpumepHBIii IepeueHb BOITPOCOB JJIsI TECTOB

. Kon
Ne n/n IIpuMepHBIii IepedeHb BOIIPOCOB ISl TECTOB
WHIMKaTopa
1 1) K npaBoBbIM MeTO/1aM, 00€CTIeUnBAIOIMM HH(POPMALIMOHHYIO OIIK-2.3.1

0€301aCHOCTb, OTHOCSITCS:

- PazpaboTka anmnapaTHBIX CpeICTB 00ecreueHus! MPaBOBbIX JAHHBIX

- Pa3paboTka n ycTaHOBKA BO BCEX KOMITBIOTEPHBIX IMPABOBBIX CETIX
JKYpHAJIOB y4yeTa JCHCTBUN

+ Pa3paboTka u KOHKpETH3aIHs TPABOBBIX HOPMAaTHBHBIX aKTOB
obecrieyeHus: 6€30MaCHOCTH

2) OCHOBHBIMU UCTOYHUKAMU yrpo3 HH()OPMALIMOHHON 6€3011aCHOCTH
SBJISIIOTCS BCE YKa3aHHOE B CITUCKE:!

- XUIIeHUE KECTKHX JINCKOB, MOJIKIIOYCHUE K CETH, HHCAIEPCTBO

+ IlepexBar JaHHBIX, XUILEHUE JAHHBIX, N3MEHEHUE apXUTEKTYPhI
CHCTEMBI

- XuIleHue JaHHbIX, MOAKYI CUCTEMHBIX 3 IMUHUCTPATOPOB, HAPYIIEHUE
perinameHTa paboThl

3) Buabl uHopMaIioHHOH 0€301acHOCTH:




+ IlepconanbHasi, KOpopaTuBHasi, FOCy1apCTBEHHAs

- Kiinenrckas, cepBepHas, cereBast

- JlokanbHas, rno0anbHast, CMEIIaHHAS

4) lHenn napOpMAIIMOHHOW OE30TTACHOCTH — CBOCBPEMEHHOE
oOHapyKeHHe, IPeTyIpexKICHUE:

+ HECaHKLIMOHUPOBAHHOIO JJOCTYIA, BO3JICHCTBUS B CETH

- HHCaliJIepcTBa B OpraHU3aliu

- Upe3BBIYANHBIX CUTyalUl

5) OcHoBHBIE 00BEKTHI HH(DOPMAITMOHHOM 0€301TaCHOCTH:

+ KommbrotepHble ceTH, 6a3bl JaHHBIX

- UudopmanioHHbIe CUCTEMBI, IICUXOJIOTUYECKOE COCTOSHUE
II0JIb30BaTENIECH

- busnec-opueHTUpoBaHHbIE, KOMMEPYECKHE CHUCTEMBI

6) OcHOBHBIMU pUCKaMH UH()OPMAIIMOHHON OE30MACHOCTH SIBIISTFOTCS:
- Uckaxxenue, yMeHblIeHHEe 00beMa, IepeKOANPOBKa HH(OpMALIUN

- TexHuueckoe BMEIIATENbCTBO, BBIBEIEHUE U3 CTPOSI 000pYy10BaHUS
CeTH

+ IloTeps, uckaxkeHue, yreuka uHpopMaluuu

7) K ocHOBHBIM mpuHIIMTIaM obecnieueHus! HH()OpMAITMOHHON
0€30MacHOCTH OTHOCUTCSI:

+ DKoHOMUYECKOH 3(h(HEeKTUBHOCTH CUCTEMBI 0€30TTaCHOCTH

- MHoromnatopMeHHON peanu3aui CUCTEMBI

- Ycusenus 3aliMIIEHHOCTH BCEX 3BEHbEB CHUCTEMBI

8) OCHOBHBIMH CYObEeKTaMH HUH(POPMALIMOHHON OE30MaCHOCTH
SIBJIFOTCSL:

- PYKOBOJUTENHN, MEHEKEPbI, aIMUHUCTPATOPBI KOMITAHUI

+ oprassl IpaBa, rocy1apcTBa, Ou3Heca

- ceTeBble 0a3bl TaHHBIX, (PacPBOILIBI

9) K ocHOBHBIM (DYHKIHSIM CUCTEMBI O€301IaCHOCTH MO>KHO OTHECTH BCE
IIEPEUUCIIEHHOE:

+ YcTaHoBieHUE periiaMeHTa, ayIuT CUCTEMBI, BBISIBIEHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPUIIOKEHUH, CMEHA XOCTUHT-KOMITAHUU
- Baenpenue ayreHTHpUKAIINHN, TPOBEPKU KOHTAKTHBIX JTaHHBIX
M0JIb30BaTENEN

tect 10) [Mpunnunom nuabopMaImoHHOM 0€30MTaCHOCTH SBIISETCS
MPUHIUI HEAOMYIICHUS:

+ HeonpaBnaHHbIX OrpaHuYeHH pH paboTe B CETH (CUCTEME)

- PuckoB 6e3onacHOCTH CETH, CUCTEMBbI

- [Ipe3yMnumu CeKpeTHOCTH

11) [IpyHIKMDIOM NOAUTHUKKA HHPOPMALIMOHHON 6€30MaCHOCTH SIBIISETCS
TIPUHITATL:

+ HeBO3MOXHOCTH MHUHOBATh 3alllUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuseHust OCHOBHOI'O 3B€HA CETH, CUCTEMBI

- [TonmHOTO G6IIOKMPOBAHUS AOCTYMA MTPU PUCK-CUTYAIHIX

12) IlpuHIMnIOM MoJUTUKA HHOOPMALIMOHHON O€30MaCHOCTH SIBJIETCS
MPUHIUI:

+ YcuneHus 3aluIeHHOCTH caMOro HEe3allUIIEHHOTO 3BeHa CeTH
(cuctemsl)

- [lepexoma B 6e30MmacHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [TonHoro gocryma nosp30Bareaeil KO BCEM pecypcaM CETH, CHCTEMBI
13) IlpuHIMIOM MONUTUKHA HHOOPMALIMOHHON OE30MaCHOCTH SIBJIIETCS
PUHIUI:

OIIK-2.V.1




+ Paznenenus nocryna (00sS3aHHOCTEH, TPUBUJICTHI ) KIIMEHTAM CETH
(cuctemsl)

- OTHOYPOBHEBOH 3alUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX IPOTPAMMHO-TEXHUUECKUX CPEICTB CETH,
CUCTEMBI

14) K 0CHOBHBIM TUIIaM CPECTB BO3/IEHCTBUS HA KOMIIBIOTEPHYIO CETh
OTHOCHTCS:

- Komnbrotepnsiii cOoit

+ Jlornueckwue 3akaaaku («KMUHBD)

- ABapuiiHO€ OTKIJIFOYCHHUE TUTAHUS

3 15) Korma moiyyen cnam 1o e-mail ¢ npusoskeHHbIM ¢aiinom, cienyer: | OITK-2.B.1
- [IpounTaTh NpUIOKEHHUE, ECIIM OHO HE COAECPHKUT HUUYETO LIEHHOTO —
yAAIUTh

- CoxpaHuTh npuiIokeHue B napke «Cnam», BBISICHUTH 3aTeM [P-aapec
re’epaTopa cramMa

+ ¥V aanuTe NUCbMO € IPUIIOKEHUEM, HE PACKPBIBAs (HE YUTasl) €ro

16) Ipuamun Kupxroda:

- CEeKpeTHOCTh KJII04a OMPEIENIEHA CEKPETHOCTHIO OTKPHITOIO
COOOIIIEHNSA

- CexpeTHOCTh HH(OPMAIIMH OTIPeIeIeHa CKOPOCTHIO TIepeiaun JaHHBIX
+ CeKpeTHOCTh 3aKPBHITOTO COOOIICHHSI OMPEIESIeTCS CEKPETHOCTHIO
KJIto4a

17) OUII - s7o:

- DeKTpOoHHO-1IM(PPOBOIT peoOdpazoBaTeIh

+ DneKTpOHHO-IIM(PPOBas MOAMUCH

- DNeKTpOHHO-IIM(PPOBOI TIpoLIecCcop

18) Haubonee pacpocTpanensl yrpo3bl HHGOPMALMOHHON
0€30MaCHOCTH KOPIIOPATHBHOMN CHCTEMBI:

- [Toxynka HenmuensuonHoro 10

+ OmMOKY SKCIUTyaTalliy ¥ HEYMBIIIUIEHHOTO U3MEHEHHUS PeXKIMA
paboThI CUCTEMBI

- CO3HATENbHOr0 BHEJIPEHMSI CETEBBIX BUPYCOB

[lepeueHp TeM KOHTPOJIBHBIX PabOT MO NUCUUIUIMHE OOYdYarolUXCsl 3a04HON (OPMBI
oOydeHus1, IpecTaBieHbl B Tabmuie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. MeTtoguveckre  MaTepUalbl,  ONPEACISAIONME  MPOLEAYpPhl  OICHUBAHUS
WHAUKATOPOB, XapaKTEpU3YIOUIUX dTanbl (OPMUPOBAHHUS KOMIIETCHIIUN, COJIEpKaTcs B
JIOKaJbHBIX HOPMATUBHBIX akTax [ YAIl, periaMeHTHpyIONUX TOPSIOK U TPOIEAYPY
MIPOBEJICHUS TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEKYTOUHOM aTTECTAIlMH O0YyJaroIINXCs
I'VAIL

11. Mertoaudeckue yKazaHus Uik 00YJarOIIUXCs IO OCBOSHHUIO JUCIIUILTHHBI

11.1. Meroauueckue ykazaHMs s OOy4aromUXcs 10 OCBOEHHIO JIEKIIMOHHOTO
Marepuaa.

OcHOBHOE Ha3HAYEHME JEKIIMOHHOTO MaTepuaia — JIOTHYECKH CTPOWHOE, CUCTEMHOE,
rmy0oKoe M SICHOe M3JIOKEeHHEe y4eOHOro MaTtepuana. HasHadeHne COBpPEMEHHOW JEKIHMH B




paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(YOPMALMIO 1O TEME, a B OCBOCHUU
(GyHAaMEHTAJIbHBIX NpoOJEeM JUCHUIUIMHBI, METOJOB HAy4yHOrO IO3HaHMS, HOBEWIIMX
JOCTHKEHUH Hay4yHOH MbIciu. B yueOHOM mporiecce JeKIHs BBIMOIHSAET METOAO0JIOTHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIus packpbIBaeT NOHATUIHBIN anmapar
KOHKPETHOW o0yacTu 3HaHUs, €€ MpoOieMbl, AaeT IEeTbHOE MPEACTaBICHUE O AUCIHILIMHE,
IIOKa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUAIIIIMHAMM.

[InaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYaroNIMMHUCS JIEKIIMOHHOTO MaTepuaa;

— TIOJYy4YEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBA3aHHBIX 3HAaHUN, YPOBECHb
KOTOPBIX OIPEIEIISIETCS LEIEBOM YCTAHOBKOM K Ka)K10M KOHKPETHOM TEME;

— TOJIy4€HHE OIbITa TBOPYECKOI pabOThl COBMECTHO C IPENOJaBaTEIEM;

— pa3BuTHE NIPOPECCHOHATBHO-IENOBBIX  KauyecTB, JIIOOBM K IpeAMETy H
CaMOCTOSITEJIBHOTO TBOPYECKOI'O MBIIITICHHUS.

— TOsBJIEHHE HEOOXOAMMOT0 HHTEpEca, HEOOXO0AUMOTO Il CAMOCTOSTENILHON PabOThI;

— TIOJy4YyeHUE 3HAHUNH O COBPEMEHHOM YPOBHE pa3BUTHS HAyKM U TEXHUKU U O
IPOTHO3€E UX Pa3BUTH Ha OJIIKANIINE TOJIBI;

— HayuyuTbCs METOJUYECKH oOpabaTbiBaTh MaTepuan (BBIACIATH TJIABHBIC MBICIU U
IIOJIOKEHUSA, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3jIM4YHBIX
(bopMynupoBKax);

— TOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TOHATHH.

JlekuMOHHBI MaTepuan MOXKET CONPOBOXKIATHCA JIEMOHCTpalUed CIIAWI0oB W
UCIOJIb30BAaHUEM DPA3JaTOYHOIO MaTepuallia IpU IPOBEIEHUM KOPOTKHX JTUCKYCCHH 00
O0COOEHHOCTSIX IPUMEHEHUSI OT/IEIbHBIX TEMATUK 110 IUCHUIUINHE.

CrpyKTypa npefocTaBieHusl JEKIHMOHHOIO MaTepuara:

— H3noxeHue JIEKIMOHHOTO MaTepuaa;

— llpencraBieHnne TeOpETUUECKOIO MaTepuaa MpenojaBaTesieM B BUJE CIAiI0B;

— OcBoeHHE TEOPETUUECKOTI0 MaTepraa 1o NPakTUYECKUM BOIIPOCAM;

— Crucox BOMpOCOB IO TeME AJIsl CAMOCTOSITENIbHOM paOdOThI CTyIEHTA.

Metoanyeckue yka3zaHHs [0 OCBOSHHIO JISKIIMOHHOIO MaTepHajga UMEITCsS B U3JaHHOM
Buae B 6ubmmoreke I'YAII CBunapuyk, Anapeit AnekcanapoBuu (KaH[. TeXH. HayK). OCHOBBI
UHPOPMALIMOHHOM Ge30macHOCTH : yueOHo-meroandeckoe mocobue / A. A. Ceunapuyk ; C.-
[Terep6. roc. yH-T aspokocm. npudopoctpoenus. - Cankr-Ilerepoypr : U3n-so ['VAII, 2023. -
94 c. : puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. 11. - Tekct : HemocpeACTBEHHBII

11.2. Metoauueckue ykazaHusi A OOYYalOIUXCS IO BBINOJHEHHIO J1TAOOpaTOPHBIX
pabot

B xozme BbIMONHEHMS J1a0OpPAaTOPHBIX paboT oOy4aromuiCs JOJDKEH YIIyOuTh U
3aKpenuTh 3HAHWS, MPAKTHYECKHWE HABBIKH, OBIAJIETh COBPEMEHHOW METOIUKOW M TEXHUKOU
HKCIEPUMEHTAa B COOTBETCTBUHM C KBAJU(PHUKAIMOHHON XapaKTEpUCTHKOM 0Oydaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT M3 IKCHEPUMEHTATbHO-IIPAKTUYECKOH, pacuyeTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPHUITUH.

BreinonHenue n1abopaTOpHBIX pabOT 00ydaroIMMCS SBISETCS HEOTHEMJIEMOW YacThIO
U3yYeHHs] JTUCHMIUIMHBI, OIpenesiseMoi y4yeOHbIM IUTAHOM, M OTHOCHTCA K CpEICTBaM,
00ecIeunBarOIINM PELICHUE CIEAYIOINX OCHOBHBIX 33a4d 00yJaromerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMS IMPOIECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKax JaHHOW JHCIUILINHBI;

— 3aKpeIUIeHHe, Pa3BUTHE W JIETATM3aIlUs TEOPETHUYECKMX 3HAHWH, TOJTYYCHHBIX Ha
JEKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAINH 10 U3y4aeMOH TUCIUIINHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboTel ¢ 1a00paTOpHBIM
000pyI0BaHUEM U TPUOOPAMH.



3ananue U TPeOOBAHUSA K NPOBEACHUIO JIA00OPATOPHBIX PadoT

— B 3aganum 10mKHO OBITH YeTKO c(hOpMyIIMpOBaHa 3a/1a4a, BeimoHsiemas B JIP;

— Onwucanbl BXOJHBIE U BBIXOJIHBIE JaHHBIE AJisl IpoBeaeHus JIP;

— JIP momxHa BBITIOJIHATHCS HA OCHOBE MOJYYEHHBIX TEOPETUUECKUX 3HAHUSX;

— Bemonnenne JIP 1omKHO OCYHIECTBIATHCA HA OCHOBE METOIMYECKHX YKA3aHUU,
MPEIOCTABIISIEMBIX IIPETIOAABATEIIEM;

— JIP pgomxHa BBIMOJIHATHCSA B CIIEHUATM3UPOBAHHOM KOMITBIOTEPHOM KJIACCE U MOKET
ObITh JOpabOTaHa CTYJIEHTOM B JOMAIIHUX YCIOBUSX, eciu 1o3Bossiet [10;

— HWrorom BeinonnenHoi JIP sBisercs oryer.

Crpykrypa u popma otuera 0 1adopaTopHOii padoTe

— IlocTaHoBKa 337249,

— BXxoaHbIe U BBIXO/HbIE JaHHBIE;

— Copep:kaHue TaroB BHIIOTHEHUS;

— OOocHOBaHHUE TOJYYCHHOTO pe3yibTaTa (BBIBO);

— Crnucok UCToab3yeMOol JIUTepaTyphl.

TpebdoBanusi K 0(p)OpMIIEHUIO OTHYETA 0 JIA0OPATOPHOIT padoTe

— JlaGoparopnas pabota (JIP) mpenocraBiseTcsi B me4aTHOM/HITU 3JIEKTPOHHOM BHJIC;

— JIP momxHa COOTBETCTBOBAThH CTPYKTYpE M (POpME OTUETa IIPEICTABICHHOH BBIIIIE;

— JIP pomxna umetrs TUTynapHBIM duct (I'OCT 7.32-2001 wuzpmanus 2008 roma) c
HA3BaHMEM U TOJITUCHIO CTYACHTa(0B), KOTOPHIH(bIe) ee caenan(u) u opopMui(u);

Cryaent noswken 3amututh JIP. OTMeTKa 0 3amuTe AOMKHA HAXOAUTHCS HA TUTYJIBHOM
JIUCTE BMECTE C MOIMUCHIO IPEroaaBaTers.

11.3. Mertoauueckue ykazaHus JUIsl OOYYaIOIIMXCS MO MPOXO0XKICHUIO CAMOCTOSITEIHbHON
paboTsl

B Xo/ie BBITIOJIHEHUSI CaMOCTOSITEIbHON PabOThI, 0OYYAIOUIUIICS BBIOIHICT PabOTy IO
3aJaHUI0 ¥ TIPU METOJMYECKOM PYKOBOJCTBE IperojaBaTelisi, HoO 0e3 ero HermocpeICTBEHHOTO
y4acTusl.

B mporecce BBIONHEHMS] CaMOCTOSATEIBLHON pabOThl y oOydarorierocs (GopMupyercs
nesnecooOpa3Hoe IIaHUpOBaHUE paboyero BpeMeHH, KOTOPOE MO3BOJISIET €My pa3BUBATh YMEHUS
N HABBIKM B YCBOCHHMU W CHCTCMATHU3AlIUH HpI/IO6pCTaeMI)IX 3HaHHI>'I, oOecrieunBaeT BBICOKHI
YPOBEHb YCIEBAEMOCTH B TMEPHOJ OOYYEeHHs, TOMOTaeT TOJYYUTh HABBIKM TOBBIIICHUS
MpoEeCCHOHAIBHOTO YPOBHSI.

MetoaudyeckumMi ~ MaTepuaiaMH,  HAMpaBSIIONIMIMH  CaMOCTOSITENIbHYIO — paboTy
00yJarOTUX CSASBIISIOTCS:

—  y4eOHO-METOMYECKUN MaTepHa 1o JUCIUILINHE;

— METOAMYECKHE YKa3aHHS IO BBHIMOJTHEHUIO KOHTPOJIBHBIX pa0oT (A1 00ydaromuxcs
10 3204HOU (hopMe 0OyUeHUs).

11.4. MeTtoauueckre yKazaHusl [UIsl OOYYarOIIMXCS TIO TMPOXOXKICHHUIO TEKYIIETro
KOHTPOJISI YCTIEBAeMOCTH.

Texymuit KOHTPONb YCIEBAEMOCTH MpEeAyCMaTpUBAaeT KOHTPOIb KadyecTBa 3HAHUI
00yJarOIIXCsl, OCYIIECTBIIEMOTO B TEUCHHE CEMECTpa C IEJbI0 OICHUBAHMS X0JIa OCBOCHUS
IUCIHATIINHEL

JUIs  yCHenrHoro  MPOXOKJCHHS TEKYIIero KOHTPOJS HEOOXOJMMO BBITOJIHHUTH
nabopaTopHbIe pabOThI, 3arPY3UTh MX B JTUYHBIN KAOMHET U IPOUTH MPOIEAYPY 3aIUTHI KaXI0H
paboTel. O1ieHKH 32 pabOTHI BHICTABJISIOTCS 110 MATHOATUTHHOM IITKAJIE.

11.5. Metoauyeckue ykazaHus Jjisi OOYYarONIUXCs MO MPOXO0KICHUIO MPOMEXYTOIHOM
aTTeCTalUU.



[IpomexxyTounass  arrectansi  OOy4yaroIIMXCsl — MpeAyCMaTpuBaeT  OLIGHUBaHHE
IIPOMEKYTOUHBIX M OKOHYATENIbHBIX PE3yJbTaTOB 00ydeHus no aucuuiuinHe. OHa BKIJIIOYAET B
cedst:

— D9K3aMeH — (¢opMa OLEHKM 3HaHHMH, IOJYyYEHHbIX OOydarolmMMcs B Ipoliecce
HN3YyUCHUA Bceit JUCHUIIIIMHBI UJIM €€ 4aCTH, HAaBBIKOB CaMOCTOSITCIbHOM pa6OTBI, CIIOCOOHOCTH
IPUMEHATh MX U1 PELICHHs NPAKTUYECKUX 3aJad. ODK3aMEH, Kak IPaBUJIO, MPOBOIUTCS B
NIEPUOJ HK3aMEHALlMOHHOM CECCHMM M 3aBEpPIIACTCA aTTECTAllMOHHOM OLEHKOW «OTIUYHOM,
«XOpOILOY», YAOBIETBOPUTEIBHO», «HEYAOBIECTBOPUTEIBHOY.

JUisi  yCHEemHOro MpOXOXKIEHHs TMPOMEXKYTOYHOH aTTecTalud HEoOXoauMo  3a
3alMIIEHHblEe  Ja0opaTopHble pabOThl IMOJyYUTb MHTETPAIbHYIO OLIEHKY HE  HMKe
«KYHOOBJICTBOPHUTCIBHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit
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