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AHHOTaNIMA

HucuuiuimHa «3amuTa  ceTeid OT HECAHKIMOHMPOBAHHOTO JOCTYNa» BXOIUT B
o0pa3oBaTeNbHYI0 IMPOrpaMMy BbICIIEr0 0Opa3oBaHus — Mporpammy OakajgaBpuaTa IO
HanpasieHuio noarotoBky/ cnenuanbHoctu 11.03.02 «MH(DOKOMMYHHUKAIIMOHHBIE TEXHOJIOTHU
M CHCTeMBbl  CBs3W»  HampaBieHHocTH/cnenuanmzanuu  «[IporpaMMHO-3alIUICHHbBIC
uHPOKOMMYHUKaIMM». Jucuuninnna peanuszyercs kadeapoit «Ne25».

JlucuuiuinHa HaueseHa Ha OpMHUPOBAHUE Y BBIITYCKHHUKA CIIETYIOLIMX KOMIIETECHIUI:

[TK-1 «Crioco0eH K pa3BUTHUIO CUCTEM U CETEH Mepeaayu TaHHbIX)»

IIK-2 «CnocobGeH OCyLIeCTBIATh 3KCIEPUMEHTAIbHbIE HCIBITAHUS, MOHUTOPHUHT
COCTOSIHUSL U TIPOBEPKY KadecTBa pabOoThbI, MPOBEICHNE U3MEPEHUI U JUArHOCTHKY OMIMOOK U
OTKa30B TEJEKOMMYHHMKAIlUOHHOTO O00OpYyIOBaHMs, CETEBbIX YCTPOICTB, MPOrpaMMHOIO
oOecrieyeHnss HHPOKOMMYHUKAIHIN

I1K-4 «CrnocobeH oleHMBaTh MapaMeTpbl 0€30MaCHOCTH M 3allMIIATh [POrpPaMMHOE
o0ecrieyeHne W CEeTEBbIE YCTPONCTBA AJMUHUCTPUPYEMOH CETH C IMOMOINBIO CIEIHATBHBIX
CPEZCTB yNpaBiieHUs! 0€30I1aCHOCTHIO»

[IK-6 «CnocobeH K aJMUHUCTPUPOBAHMIO CpEACTB oOecnedyeHus Oe30MacHOCTU
yJQJIEHHOTO JOCTyNa (ONepaltOHHbIX CUCTEM M CHELMATU3UPOBAHHBIX IIPOTOKOJIOB)»

ConepxaHue JTUCHMIUIMHBI OXBaThIBAET KPYI BOIPOCOB, CBS3aHHBIX C HU3yYCHHEM
TEOPETUYECKUX M IPAKTUYECKUX OCHOB o0ecredyeHuss HH(POPMALUMOHHONW O€30IacHOCTH B
MaKETHBIX MYJIBTHCEPBHUCHBIX CeTsX Ha TexHonoruu IP-QoS.

[IpenonaBanre IUCHMIUIMHBI IpelycMaTpUBaeT cleayromue (OopMbl OpraHU3aluu
y4eOHOro IMpoIiecca: JICKIHH, 1a00paTopHbIe pabOThI, CAMOCTOSITENIbHAS pad0Ta CTy/ICHTA.

IIporpaMMoil TUCHMIIIMHBI MPETyCMOTPEHbI CIEAYIOIME BHJbl KOHTPOJS: TEKYIIMH
KOHTPOJIb YCIIEBAEMOCTH, POMEKYTOUHAs aTTecTanus B popme 3auera (8 cemectp).

OOmiast Tpyl0EMKOCTh OCBOEHHS JUCLUIUIMHBI COCTABISET 2 3aYeTHBIX €IUHUIBI, 72
Jaca.

SI3pIK 00yUEHUS 110 TUCIMITIIMHE «PYCCKUHN »



1. TlepedeHb MIIAHUPYEMBIX PE3YJIbTATOB OOYUEHUS MO TUCIUILIHHE

1.1. Tlenu npenogaBaHusi JUCIUTUTMHBI

[enpto kypca "3ammura ceTedl OT HECAHKIMOHUPOBAHHOTO AOCTYMNA" SBJISIETCA U3Y4YCHUE

TEOPETUYECKMX W TPAKTHYECKUX OCHOB oOecreueHuss WHPOPMAIMOHHON O€301acHOCTH B
MaKETHBIX MYJbTUCEPBUCHBIX CEeTsIX Ha TexHosoruu IP-QoS.

1.2. JucumrmiuHa

BXOOUT B

coCTaB

yactd, (QOpMHpPYEeMOW  y4aCTHHKAMHU

00pa3oBaTeNbHbIX OTHOIICHUN, 00pa30BaTENIbHOI MpOrpaMMbl BHICIIET0 00pazoBaHus (nanee —

OI1 BO).

1.3. IlepeueHb IIIAHUPYEMBIX PE3YJIHTATOB OOYUEHUS MO AUCLUHUIIIMHE, COOTHECEHHBIX C

IUIaHUpYyeMbIMU pe3ynbratamu ocBoeHus OIT BO.

B pesynbprare m3ydeHUs AUCHUILIMHBI OOYYaIOIIMKCS JODKEH 00J1anaTh CIASAYIOIUMHI
KOMIIETCHIIMSIMU WJIM UX 4acTsAMU. KOMIIETeHIIMN U MHIIMKATOPBI UX JTOCTUKEHUS TPUBEACHBI B

Tabymue 1.

Tabmuna 1 — [lepeueHb KOMIETCHIMI ¥ UHAUKATOPOB UX JIOCTHXKECHUS

Kareropus (rpynna) Kon n HanmeHoBaHue Kox n HanMeHoBaHMEe HHAMKATOpa
KOMIIETEHIIMH KOMIIETEHIINH JIOCTH)KEHUS] KOMIIETeHLIUU
[1K-1.3.6 3HaeT MeTo1bl aHaIU3a U
[TK-1 Cnocoben k A
[Ipodeccuonanbubie . | 0000IIIeHHsS] OTEYECTBEHHOTO U
Pa3BUTHUIO CUCTEM U ceTel
KOMIIETEHIIUU MEXIYHapO/IHOI'O OIIbITa B 00JIACTH CUCTEM
nepeaayy JaHHbIX .
U ceTeil mepeayuu JaHHbIX
ITK-2 Cnocoben
OCYILECTBIIATh
AKCIIEPUMEHTAJIbHbIE .
p [1K-2.3.2 3HaeT cnocoObl HACTPONKHU
UCTIBITAHUS, MOHUTOPUHT
CETEeBOTO 000PYI0OBAHUS, U3MEHEHUS
COCTOSIHUS U IPOBEPKY
KOH(UTypaluy 1 yCTAaHOBKU HOBBIX PEJIN30B
KayecTBa paboTHl,
. MIPOrpaMMHOT0 o0ecrieueHus
IIPOBEJICHUE U3MEPEHUH U .
[TpodeccronanbHbIe [1K-2.3.4 3Haet npaBuia HHGOPMALMOHHOM
JTMarHOCTUKY OIIUOOK U
KOMITETCHIIH OTKA30B 0e30macHOCTH Mpu padboTe ¢
TEJIEKOMMYHHUKAIIHOHHBIM 000pYA0BaHUEM
TEJIEKOMMYHUKALIHOHHOTO
[IK-2.Y.1 ymeeT npoBOANUTh aHAIN3
000pyI0BaHUs, CETEBBIX
o KOH(UTrypaluu 1 napaMmeTpoB CETH JI0CTYIa
YCTPOMCTB,
1 000pyI0OBaHUS
MIPOrpPaMMHOTO
o0ecrieueHus
MH(OKOMMYHUKALIUN
[1K-4.3.1 3HaeT apXuTeKTypy, IPOTOKOJIBI U
oOuire NpUHIUNIb! (YHKIIMOHUPOBAHUS
anmapaTHbIX, IPOrPAMMHBIX U IIPOTPAMMHO-
[1K-4 Criocoben alrmapaTHbIX CPEJCTB AJIMUHUCTPUPYEMOM
OLIEHUBATh MAapaMeTPHI CEeTH
0€301acHOCTH U [1K-4.3.2 3HaeT OCHOBHBIE IPUHIIMIIBL,
3alMIIaTh MPOrpaMMHOE | KpUnrorpaduyeckre mpoToKOJIbl U
o0ecrnieyeHre U CeTeBble MIPOrpaMMHBIE Cpe/IcTBAa 00eCIIeYeHUSI
[TpodeccronanbHbIe N .
ycTpoiicTBa MH(POPMAIIMOHHOI 0€301MacCHOCTH CETEBBIX
KOMIETEHIINU

aIMUHUCTPUPYEMOH CETH
C TIOMOIIIBIO
CHEIHAIbHBIX CPEJICTB
yIpaBiIeHUSA
0€3011aCHOCTBIO

YCTPOMCTB

T1IK-4.3.3 3HaeT OCHOBBI 3aIlUTEI
nHpopmanuy u 6a30BbIE YTPO3bI

[IK-4.Y.1 ymeeT npuMeHATh IPOrpaMMHBIE,
anmaparHble U IPOrpaMMHO-aNapaTHbIE
CPEICTBA 3AIIMUTHI CETEBBIX YCTPOICTB OT
HECAHKIIMOHUPOBAHHOTI'O JJOCTYIA

[1K-4.Y.2 ymeeT noiabp30BaThCsl HOPMaTHUBHO-
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TEXHUYECKOH TOKyMeHTaluei B o0aactu
obecrieueHrst ”HPOPMAIIMOHHOMN
6€301acHOCTH WH(POKOMMYHUKAITUOHHBIX
CUCTEM

[1IK-4.Y.3 ymeer onpenensate TpeOOBaHUS U
BO3MO>KHBIE PEIICHUS B 00JIACTH 3aIlUTHI
nH(GOpPMAIMK COBMECTHO CO CIIELUAIUCTAMU
1o HHPOPMAIIMOHHOK 0€30IaCHOCTH
[1K-4.B.1 BnageeT HaBbIKaMU U CPEACTBAMU
YCTaHOBKHU U yIIPaBJICHUS
CIHEeUUANTN3UPOBAHHBIMU MIPOTPAMMHBIMHU
CPEICTBAaMU 3alIUTHI CETEBBIX YCTPOICTB
aIMUHUCTPUPYEMOH CETH OT
HECAHKIMOHUPOBAHHOTO JOCTYIIA

[Tpodeccuonanbubie
KOMITETCHIINH

[1K-6 Cniocoben k
AJIMUHUCTPUPOBAHHIO
CpEeIICTB 00eCTIeUCHUS
0€301acHOCTH
YIJIEHHOTO JJOCTYIIa
(omepaloOHHBIX CHCTEM U
CICIHATM3HPOBAHHBIX
MIPOTOKOJIOB)

ITK-6.3.1 3HaeT o0mue MPUHITUTIBI
(YHKIIMOHUPOBAHUS U APXUTEKTYPY
anmapaTHBIX, POTPAMMHBIX U ITPOTrPAMMHO-
anmnapaTHBIX CPECTB aIMUHUCTPUPYEMOI
CEeTH; MPOTOKOJIBI KAHAIIBHOTO, CETEBOTO,
TPAHCIIOPTHOTO U MPUKJIAJHOTO YPOBHEU
MOJICITH B3aUMOJICHCTBUS OTKPBITBHIX CUCTEM
[IK-6.Y.1 ymeer noaxaoyaTh U HACTPAUBATh
COBpPEMEHHBIC CPEJICTBA 00CCIICUCHHUS
0€30MMacHOCTH yIaJI€HHOTO JJOCTYyIa
(omepalMOHHBIX CUCTEM U
CHEIHATN3UPOBAHHBIX IPOTOKOJIOB);
paboTaTh ¢ KOHTPOJIHHO-U3MEPUTEITEHBIMH
anmnapaTHIMU U IPOrPaMMHBIMU
CpeacTBaMHu

[IK-6.B.1 BnageeT HaBbIKaMU YCTaHOBKHU
JIOTIOTHATEIHHBIX MPOTPAMMHEBIX ITPOTYKTOB
Uit obecriedeHusi 0€30MacHOCTH yATeHHOTO
JIOCTYTIA U UX MMapaMeTPU3aAIAN

2. Mecro nucuuminHb B cTpykType OI1
JucuumnirHa MokeT 6a3upoBaThCsl Ha 3HAHUAX, paHee MPUOOPETEHHBIX 00YYarOIIUMUCS
IIPU U3YYECHUH CIICIYIOUIUX TACIHIUINH:
— «KopnoparuBHas 3amura oT BHYTPEHHUX YIpo3 HHGOPMaIlMOHHON 06€301acHOCTH,

- ((HDOI/I?;BOI[CTBGHH&S[ TEXHOJIOTHYCCKAaA (HDO@KTHO-TGXHOJ’IOFI/I‘IGCKaf{) TIPpaKTHUKa»

3HaHMs, TOJYy4YEHHBbIE NPU W3YYEHUU MaTepuala AaHHOM IHUCUUIUIMHBI, MMEIOT Kak
CaMOCTOATENIBHOE 3HAYEHHE, TaK U MOT'YT HUCIIOJIb30BATHCS PU N3YYEHUH APYTUX JUCHUILINH:
— «lIpon3BoacTBEHHAs MPEAIUIIIOMHAS TPAKTHUKA»

Tabaure 2.

3. O0BeM H TPYAOEMKOCTh JUCITUTUTAHBI
JlanHbple 00 o0uieM oO0beMe AUCHUIUIMHBI, TPYJOEMKOCTH OTAEIbHBIX BHUJOB Y4eOHOM
paboThI MO TUCHUILUIMHE (M pacnpeielieHne 3TOW TPYJOEMKOCTH IO CEMecTpaMm) MpeICTaBICHbI B




Ta6mmia 2 — O6beM U TPYJ0EMKOCTh JUCITUTIITNHBI

TpynoeMKocTh 1o

Bun yueGHO#I paboThI Bceero cemecTpam
No8
1 2 3
Oowan mpyooemKocmp oucCyunIUHbLL, 2/ 72 2/ 72
3E/ (4ac)
H3 Hux uacoe npakmuueckoi no020moeKu 20 20
AyoumopHhuie 3anamus, BCETO 4ac. 30 30
B TOM YHCJIE:
nexuu (JI), (gac) 10 10
npaktuyeckue/cemunapckue 3aastus  (113),
(gac)
naboparopusie padbotsl (JIP), (dac) 20 20
KypcoBoii npoekT (pabdota) (KII, KP), (gac)
9K3aMeH, (Jac)
CamocmoamenvHas paboma, Bcero (4ac) 42 42
Buo npomesicymounoit ammecmayuu: 3ayer,
3auer, 3auer,

nudd. 3auer, sx3amed (3auer, [udd. 3au, Dk3.)

4. ConepxaHue JUCIUTUTHHBI
4.1. Pacnpeznenenue TpyI10€MKOCTH TUCIUIUIMHEI IO pa3/enaM 1 BUIAaM 3aHATHH.
Pa3nensbl, TeMbl AUCHUIIIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabmuna 3 — Pa3aensl, TeMbl AUCHUIINHBL, UX TPYAOEMKOCTh

P Jlexmu | 113 (C3)| JIP KII/KP

a3J1eJIbl, TEMbI JUCITUILIHHEI CP (gac)
(uac) (uac) (gac) (uac)

Cemectp 8

Pazpnen 1. IlocTpoeHue nonuTHKU 2 4 10

nH(pOpMaIIMOHHOM 0€30MaCHOCTH MTAaKETHOM

MYJIbTUCEPBUCHOM CETH

Tema 1.1. MyJbTHCEPBUCHBIE CETH Ha TEXHOJOTHAX

IP-QoS u ux ocHOBHBIE (PYHKIIMOHAIBHBIE 3JIEMEHTBHI.

Tema 1.2. Moaenu HapymuTens 1 yrpos.

Paznen 2. TpeGoBanus nHpopMamoHHOM 3 12 12

0€30MacHOCTH MaKeTHON MYJIbTHCEPBUCHOM CETH

Tema 2.1. OOmme TpeOOBaHHS  IMOCTPOCHUS

3al[UIIEHHON MTAKETHON MYJIbTUCEPBUCHOM CETH.

Tema 2.2. TpeboBanus K HOACHUCTEME

ayTeHTU(UKALMN U YIPABIEHHUS JOCTYIIOM.

Tema  2.3. TpeboBanus K NoJIcCCcTEMaM

KpUnrorpauueckoil  3amMTel  WHPOPMALUH U

AQHTHBUPYCHOM 3aIMTHI.

Tema 2.4. TpeboBanus K MOJICUCTEMAaM

pe3epBUPOBAHNS/BOCCTAHOBIICHHSI WHPOPMAITUH,

KOHTPOJISI 3TAJOHHOTO COCTOSHMA HHGOpMAlMd H

paboueii cpe/ipl, yrpaBiieHHs 0€30IacHOCTbIO.

Tema 2.5. TpeboBaHus K CpeICTBAM ITOCTPOSHUS

3alIMIIEHHBIX BUPTYalnbHbIX ceTell (VPN).

Texymuii KOHTPOJIb 1 10




Pa3znen 3. Oprann3animoHHO-TEXHUYECKHE MEPBI 4 4 10

10 peajn3aluy OCHOBHBIX TpeOOBaHUM 1
MOCTPOCHHIO CUCTEMbI HH(OPMAITHOHHON

0€30I1aCHOCTH

Tema 3.1. Texuuueckue pemienus 1o 3ammure ot HCJ
MEXXCETEBOTO  B3aWMONEHCTBHSI W Iepemadu

WHPOPMALIUH.

Tema 3.2. Texuuueckue pemenus mo 3amure oT HCJ
KOMITBIOTEPHBIX PECYpPCOB Ha YPOBHE CEPBEPOB U
pabounx crannuii JIBC u peanm3aiuy moICHCTEMBI
ayTeHTU(UKAIUN U UACHTU(DUKAIIUN

Hroro B cemectpe:

10 20 42

Hroro 10 0 20 0 42

[IpakTnueckas

IMOoATOTOBKA  3aKJIIO4YacTCA B  HCHOCPCACTBCHHOM  BBLIIIOJIHCHHUU

oOydJarlolMMHUCS  OINpeNeJeHHBIX  TPYOOBBIX  (YHKUMNA, CBSI3aHHBIX C  Oy;ymiei
PO ECCUOHAIBHON JEATEIHHOCTHIO.

4.2. CopnepxaHue pa3/iejoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Conepxanue pa3esioB ¥ TeM JICKITMOHHBIX 3aHITHIA MTPUBEICHO B Ta0HIIC 4.
Tabnuna 4 — ConeprkaHue pa3iesioB U TeM JICKIIMOHHOTO IHKJIA

Howmep paznena

HasBanue u conep:xanue pas3iesioB U TEM JICKIIMOHHBIX 3aHATHI

1

Pazmen 1. [Toctpoenne mONMUTUKKA  HWHGOPMAITMOHHOMN
0€3011aCHOCTH aKeTHOM MyJIbTHCEPBUCHOM ceTH

Tema 1.1. MynbtucepBucHbie cetr Ha TexHojorusix [P-QoS u ux
OCHOBHbIE (DYHKIIMOHAIIbHbIE 31eMeHThl. OnpeeeHne 0OCHOBHBIX
MPUOPUTETOB NHPOPMALIMOHHOMN O€3011aCHOCTH.

Tema 1.2. Mogenu HapymuTens U yrpos.

Pazgen 2. TpebGoBanusi uHOOpPMAIMOHHONW OE€30MACHOCTH
MaKETHOW MYJIbTUCEPBUCHOMN CETH

Tema 2.1. OOmme TpeOOBaHUSA TOCTPOSHUS 3aLUIIEHHOM
MaKeTHOM MYJIbTUCEpBUCHOM ceTu. TpeOoBaHMS K IOACHUCTEME
oOecrnieueHns 0€30IaCHOCTH CETEBOT0 B3aUMOIEUCTBHSL.

Tema 2.2. TpeOoBaHus K MHOACHCTEME ayTEHTHU(UKALUU U
yIpaBIEHUS TOCTYIIOM.

Tema 2.3. TpeOGoBaHus K MOACHUCTEMaM KpHUNTOTpapuueckont
3alIATHl MHPOPMAIIMY ¥ aHTUBUPYCHOM 3aIATHI.

Tema 2.4. TpeboBanms K MoJICUCTEMaM
PE3epBUPOBAHUS/BOCCTAHOBICHNUS ~ MH(DOpPMAIUK,  KOHTPOJS
ATAJIOHHOTO COCTOSHUA HMHQOpMalMu U pabouelt  cpenbl,
yIpaByieHUs1 0€30MaCHOCTHIO.

Tema 2.5. TpeGoBaHus K CpeACTBAM MOCTPOECHUS 3alTUIICHHBIX
BUpTYyanbHBIX ceTeil (VPN).

[Iporokon  ¢opMupoBaHMsS  3aIIMUOIEHHOIO  TYHHEIS  Ha
kaHanbHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol).
[Iporokon  ¢dopMupoBaHMsS ~ 3alIMUOIEHHOIO  TYHHEIS  Ha
kaHanmbHOM ypoBHe L2F (Layer-2 Forwarding). Ilporokoin
dbopMUpOBaHUS 3alIMIEHHOTO TYHHENS Ha KaHaJIbHOM YPOBHE
L2TP (Layer-2 Tunneling Protocol). O6mee omucanue crteka
IPOTOKOJIOB 3alllMThl MexcereBoro ypoBHs IPsec (Internet
Protocol Security)..ITpoTokon oOMeHa kiroueBod MH(pOpMaruen
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IKE (Internet Key Exchange). ITpoTokos ayTeHTH()HUIUPYIOIIETO
3aronoBka  (Authentication ~ Header, = AH).  IIportoxon

MHKaTNCynupylomed 3amutel  copepxkumoro  (Encapsulating
Security Payload, ESP).

3 Pa3znen 3. Opranu3anOHHO-TEXHUYECKUE MEPHI 10 pealnu3alyu
OCHOBHBIX TpeboBaHUI H MTOCTPOEHUIO CHCTEMBI
MH(POPMALIMOHHOMN 0€30MaCHOCTH

Tema 3.1. Texuumueckue pemieHus no 3amure ot HCJ]
MEKCETEBOTO B3aMMOJCHCTBHS U Iepeiadll HHPOPMAIIHH.

Tema 3.2. Texuumueckue pemieHus no 3amute ot HCJ
KOMITBIOTEPHBIX PECypCOB Ha YpPOBHE CEPBEPOB M paboOumX
crannuii JIBC u peanuzanuu mojacucTeMbl ayTeHTH(GUKALMN U
UACHTH(DUKAIIH

4.3. IlpakTtuueckue (CEMHUHAPCKHUE) 3aHATHS
Tembl IpakTHYECKUX 3aHATHH U UX TPYJOEMKOCTh IIPUBEICHBI B TAOJIHIIC 5.

Ta6n1z1ua 5— HpaKTI/IquKI/IC 3aHATHUS U UX TPYAOCMKOCTb

N3 Hux Ne
Ne | Tewmsl npaktudeckux | @opmel npakTU4ecKuX | TpyaoeMKOCTh, |IIPAKTHYECKOM |pasnena
/o 3aHATHI 3aHATAI (gac) MOJTOTOBKH, | TUCIIMII

(dac) JIUHBI

Y4eOHBIM MJIaHOM HE MPEAYyCMOTPEHO

| |

Bcero

4.4. JlabopaTtopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHH U X TPYJOEMKOCTb IPUBE/ICHBI B TaOIUIIE 6.

Tabauna 6 — JlabopaTropHble 3aHSITHS U UX TPYJOEMKOCTh

N3 Hux Ne
Ne HaumenoBaHue 1a60paTopHBIX paboT TPyZAOCMKOCTE, | MPAKTHHECKOH | pasieiia
/1 (gac) IMOATOTOBKH, | JUCIIHAI
(gac) JIMHBI
Cemectp 8

1 | M3ydeHue npoTOKOJIOB ayTeHTU(PHUKAIIUU 2 2 1

2 | V3yyeHue MeTO/10B YIPABICHUS JOCTYIIOM 2 2 1

3 | Hacrtpoiika JTIOKaIbHBIX TIOJTHTHK 2 2 2
6e3onacHoctu APM

4 | HacTtpolika rpynmnoBbIX MMOJUTUK 2 2 2
6e3onacHoctu APM

5 | Hacrpoiika monutuku 6€30macHOCTH cepBepa 2 2 2
pensiimoHHoM 0a3pl JaHHBIX MySQL

6 | AxMuHHCTpHpOBaHUE 0€30IaCHOCTH CepBepa 2 2 2
pensiimoHHoM 0a3pl JaHHBIX MySQL

7 | Hactpoiiku M30J1MpOBaHHOM MTPOrpaMMHOM 4 4 3
cpenbl B onepanioHHoi cucteme Windows

8 | IIpoTrokosn ¢popMHpOBaHUS 3AIIUIICHHOTO 4 4 2
TyHHeEJs Ha KaHaiabHOM ypoBHe L2F (Layer-2
Forwarding)

Bcero 20 20




4.5. BeinosHeHne KypcoBOrO IPOEeKTa/ KypcOBOH pabOThI
VY4eOHbIM MJITaHOM HE IPEAYCMOTPEHO

4.6. CamocrosTenpHas paboTa 00yJaronuxcs
Bunsl caMocTosiTenbHON pabOTHI M €€ TPYAOEMKOCTh IPUBEICHBI B TA0IHUIIE 7.

Tabmmma 7 — Buasl caMOCTOSTENHHOM pabOTHI M €€ TPYA0EMKOCTh

N Bcero, | Cemectp 8,
Bun camocrositensHoi paboThl
qac qac
1 2 3
W3ydeHne TeoOpeTHUeCcKOro MaTepuania
22 22
nqucuuraHbl (TO)
IToaroToBKa K TEKyIIEMY KOHTPOJIIO 10 10
ycneBaemoctu (TKVY)
IToaroroBka K MpoOMeEXyTOYHOU
10 10
arrectaruu (I1A)
Bcero: 42 42

5. IlepeueHn yu4eOHO-METOAMUECKOTO OOECTIeUeHUs
JUTSL CAMOCTOSITEIBHON PabOThI 00YUarOMIMXCS 10 TUCIUTUTHHE (MOTYJITIO)
Y4eOHO-MEeTOAMYECKHE MaTepHalbl Il CAMOCTOSITENIbHON paboThl OO0YYaromIMXCsl YKa3aHbl B
IL.11. pa3aennoB 6-11.

6. IlepeueHb MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN
[lepeuyeHpb neyaTHBIX U 3JIEKTPOHHBIX Y4eOHBIX M3/IaHUM MpHUBeieH B Tabaule 8.
Tabmuna 8— [lepeyeHp MeYaTHBIX U DJIEKTPOHHBIX YUEOHBIX M3TaHUH

Komiuectso
AK3EMILISIPOB B
Ugll_ﬂifl))/ec bubnuorpaduueckas ccpiika 6H(6KJEZ§:KG
AIIEKTPOHHBIX
AK3EMILISIPOB)
https://znanium.ru/catalog/product/1843022 | Ilausrun, B. @.
Pexum A0CTYIIA: JJI1 aBTOPHU30BAHHBIX Komimiekcuasa 3alura
MOJIb30BaTENEN. uH(pOopMaIuu B

KOpIIOpaTUBHBIX CUCTEMAX !
yueOHoe mocodue / B.D.
[[Tanbrua. — Mocksa :
®OPYM : UHOPA-M, 2022.

— 592 c.
https://e.lanbook.com/book/4925 [Tymxkapés, B. B. 3amura
Pexxnm noctyma: 1t aBTOpU30BaHHBIX MH(OPMaLMOHHBIX
I10JIb30BATENEH. IIPOLIECCOB B KOMITBIOTEPHBIX

cucTeMax : yueOHoe mocooue
/ B. B. Ilymkapés, B. I1.
[TymkapéB. — Mockaa :
TYCYP, 2012. — 131 c.



https://znanium.ru/catalog/product/1843022
https://e.lanbook.com/book/4925

7. TlepedyeHb IEKTPOHHBIX 00PA30BaATEIBHBIX PECYPCOB
UH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON ceTn «HTepHeT»

[lepeuenn AIIEKTPOHHBIX o0pa3oBaTeNbHBIX pecypcoB nH(pOPMaLIMOHHO-
TEJIEKOMMYHUKAaMOHHON ceTtu «/HTepHeT», HEOOXOAUMBIX MJIi OCBOCHHUS JIUCLUILIMHBI
npuBe/ieH B Tabsmie 9.

Tabmuua 9 — IlepedyeHb BIEKTPOHHBIX OOpPA30BATEIbHBIX PECYpPCOB HH(POPMALUOHHO-
TEJIeKOMMYHUKaIMOHHOM ceT «HTepHeT»

URL aapec HaumenoBanue

https://pro.guap.ru/ DJIeMEeHTBI 3JIEKTPOHHOIO Kypca 0 JUCHUIUIMHE pa3MeIleHbl BHYTPU
OUOC I'VAIT «MHTerpupoBaHHas cpeja 00yyeHus»

8. IlepeueHp MHPOPMALIMOHHBIX TEXHOJIOTUI
8.1. [lepeyenbp mporpaMMHOr0 o0OeCHeueHUs, HCIOJIb3YEeMOT0 TMPH OCYIIECTBICHUU
00pa30BaTeNILHOTO MpoLecca MO AUCLUIIUHE.
[lepedeHp UCTIONB3yeMOT0 POTPaMMHOTO obecriedeHus npeacrasieH B Tadumie 10.

Ta6ymma 10— [Tepeyersr mporpaMmmMHOTo o0ecreueHus

Ne i/ HanmMeHnoBaHue

1. | DOnexrponHas undopmaoHHo-oOpazoBatenbHas cpena I'Y AIl «uterpupoBanHast
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyaaukamu 'Y AII (BBeaeHa B
skcrryatauio mpukazom ['YAIL ot 06.06.2017 Ne 05-215/17), nepedern Moayseit u
uX (QYHKIIMOHATbHOE HA3HAYCHUE U3JIOXKEHBI 110 cchUIKe https://quap.ru/it/system/iso

2. OdunmanbHbI callT 00pa3oBaTeNbHON OpraHu3anuu B ceTH «HTepHeT»
(https://quap.ru/), paspabotan corpyauukamu ['YAII (BBeeH B 3KCILTyaTaIHIO
[Mpukazom ['VAIT ot 23.03.2023 Ne 05-145/23)

3. | LibreOffice 5 (JTumensus LGPLV3)

4. | Microsoft Office 2019 (norosop I'VAIL, nH(bOpMAaIHs O JTHIECH3UH MTPEACTABICHA IO
cebuike https://guap.ru/it/system/iso/po)

5. | MozillaFirefox(muuensun GPL/LGPL/MPL)

6. | MathWorks MATLAB (norosop I'YAIIL, urdopmaius o TUIEH3UH MPEICTaBICHA 10
ceputke https://guap.ru/it/system/iso/po)

8.2. Ilepeuenn MH(}OPMALIMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEeMbIX npu
OCYIIECTBIICHUU 00pa30BaTEIHLHOTO MPOIlecca MO JUCIUILTHHE

[lepeuenb uCHONB3yeMBIX HHPOPMAIIMOHHO-CIIPABOYHBIX CHCTEM TMPEJICTaBICH B
Tabauie 11.

Tabnuua 11— Ilepeyens HHPOPMALIMOHHO-CITPABOYHBIX CUCTEM

Ne n/m HanmenoBanue
1 DIeKTpOoHHBIN Kataior oubmuoreku ['YAII ¢ mocTymnom k 6a3e MOTHOTEKCTOBBIX
uznanuii (https:/lib.guap.ru.), mtoctyn yepe3 TUUHBINA KAOUHET YUTATEIsT OUOTHMOTEKN
I'VAII

2 Hayunas snexrponnas 6udnunoreka «eLIBRARY» (https://elibrary.ru/), noctym uepes
Tu4HbIN Kabunet yntarens oubmuorexu 'Y AL a taxke no IP -anpecam I'VAIIL

3 3BC «Jlanb» (https://e.lanbook.com/), nocTyn uepe3 auUHBI KAOWHET YUTATEIIS
oubmmorexku ['YAIIL a Taxke no IP -anpecam I'VAII

5 OBC Znanium (https://znanium.ru/), mocTym Yepe3 TMYHBIA KAOWMHET YUTATEIIS
oubmmorexku ['YAIL a Taxke no IP -anpecam I'VAIIL

6 Oo6pasosarenbHas miathopma «tOpaiit» (https://urait.ru/), moctym yepe3 THUHBIN
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https://pro.guap.ru/
https://guap.ru/it/system/iso
https://guap.ru/
https://guap.ru/it/system/iso/po
https://guap.ru/it/system/iso/po
https://lib.guap.ru/
https://elibrary.ru/
https://e.lanbook.com/
https://znanium.com/
https://znanium.ru/
https://urait.ru/
https://urait.ru/

| kaGuner unrarens 6ubmiorexu I'YAITL, a Taxxke no IP -agpecam T'YAII

9. MarepuanbHO-TeXHUYECKast 6a3a
CoctaB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa30BaTeNLHOTO MpoIiecca Mo TUCIUIUIHHE, IPECTaBICH B Tabmuiel 2.

Ta6ymmma 12 — CoctaB MaTepuaibHO-TEXHHUECKOM 0a3bl

No HanmenoBanue cocTaBHOM 4acTh Howmep ayautopuun
n/n MaTepHaATbHO-TEXHUUECKOU 0a3bl (pu HEOOXOMMOCTH)

VYyebnast aynutopus Uisi 3aHATUM JIEKIIMOHHOTO THUIIA, JJIS
IPYNIOBBIX U UHAUBUAYAIbHBIX KOHCYIbTALIMM, AJI TEKYILEro
KOHTPOJII U MPOMEXKYTOUYHOM aTTecTaluu - MynpTUMEAUNHASA
NneKuMoHHass ayauropus: Croernuanu3upoBaHHas — MeOelb;
1 | rexuuueckue  cpeacrtBa  oOyueHus,  ciayXKamue s
Mpe/ICTaBiICHHs] yueOHOU HH(pOpMAIK OOJBIION ayAUTOPUU;
MePEHOCHOM HA0OP IEMOHCTPAIIMOHHOTO 00OPY/I0BAHHS;

Obecrieyen JocTym B DIEKTPOHHYIO  HH(OpPMAIMOHHO-
obpaszoBarenbuyio cpeny I'YAII mo touke nocrymna WiFi

VYyeOHast ay1uTopusi AJis 1a0OpaTOPHBIX padoT, AJs
IPYNIOBBIX U UHAUBUAYAIbHBIX KOHCYJIbTAIUH, ISl TEKYILETO
KOHTPOJISI U IPOMEXKYTOYHOM aTTecTaluu
CrneunanusupoBaHHasi  MeOellb;  TEXHHYECKHME  CPEJICTBa
oOyueHusi, ciyxalmipe Jis  [peAcTaBlIeHUs  yueOHOMU
nHpopMaUN O0mbIION ayJIMTOPHH; nabopaTopHoOe
obopynoBanue (IIBM - 12 mt., 00beTUHEHHBIX B JTOKAIBHYIO
BBIUHCIIUTENIBbHYIO CETh; O0ECHedYeH JOCTYNl B AJIEKTPOHHYIO
uHpOpMallMOHHO-00pa3oBarenbHyto  cpeny [YAII  mo
JIOKQJIbHOM BBIYUCIIUTEIBHON ceTH U Touke nocryna WiFi)

[Tomemienue st camocTosATenbHOU paboThl, UHTepHeT-kmace. | 12-16 (yn. bonbinas
CHeHHaﬂI/I:‘II/IpOBaHHaﬂ MC6GJ'II), BO3MOXXHOCTH IOAKIHOYCHUS K MOpCKaﬂ, I[67, JIUT. A)
cetn «VIHTepHET» U OCTYN B AJIEKTPOHHYIO WH(OPMAIIMOHHO-
oOpazoBarenbHyto cpeny opranmsanuu. 10 TIK, TlpunTep
nazepublii HPLJP4515n, Ilpuntep HP LaserJetEnterprise 600
M602dn.

[Tomemienne st caMOCTOSITENbHON paboThl OOydaroUmmMxcs -
YuraneHeiid 3anm Oubmuotexku ['YAIL: cnenumanusupoBaHHast
Mebeb; epcoHabHble KOMITbIOTEpHI — 10 mT.,

oOecriedeH  JOCTYn B DJJEKTpOHHYI0 wuH(popmarumonHo- | 22-19 (yn. bombmas
o0pa3oBaTeNbHYIO cpeny I'VAII o nokainbHOM | Mopckas, 1.67, nut. A)
BBIUMCIUTENBbHON ceTH U Touke npoctyna WiFi, a Ttakke k
3JIEKTPOHHO-OMOJIMOTEYHBIM CUCTEMaM, pedepaTHBHOM 0aze
JAHHBIX Scopus; KonupoBaybHbIN anmapaT Kyocera KM2035.

10. OrmeHo4HBIE CpeICTBA TSI MPOBEICHUS TPOMEKYTOUHOHN aTTECTAIINH
10.1. CocTaB OIIEHOYHBIX CpPEACTBAJIS TPOBEIACHHS MPOMEKYTOYHONW AaTTeCTalluu
00yJaromuXxcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB JAJIsl IPOBEACHHUSI POMEKYTOYHON aTTeCcTalluu

Bug npoMexxyTouHOM aTTecTaiuu IlepedeHb OIIEHOYHBIX CPEJICTB

3auer Cnucok BOmpocoB
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10.2. B kayecTBe KpUTEpUEB OICHKH YPOBHA C(POPMHUPOBAHHOCTH (OCBOCHU)
KOMIIETEHIIUH 00ydJarouMMHCs MpUMEHseTCsl 5-0ayuibHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIINI, KOTopas mpuBeaeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIB30BaThCS
100-6amtpbHas  mKajga ~ MOAYJIBHO-PEUTHHTOBOM  CHUCTEMBbI ~ YHUBEpPCUTETa,  IIpaBUja
UCTIOJIb30BaHUSI KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATUBHBIM aKTOM
['VAIL
Tabmuua 14 —Kpurepuu olieHKH YpoBHS chOpPMHUPOBAHHOCTH KOMIETEHITHH

Or11eHKa KOMITETEHITUH

XapakreprcTrka chopMUPOBAHHBIX KOMIIETEHITUI
5-0ayubHas mKana P P (popmipo

OO0yyJarommiics:

— TJIyOOKO U BCECTOPOHHE YCBOMJI MPOrPaMMHBIA MaTepHal;

— YBEPEHHO, JIOTUYHO, ITOCJIEIOBATEILHO M TPAMOTHO €TI0 U3J1araeT;

— ONMUPasICh Ha 3HAHMUS OCHOBHOM W JIOMOJIHUTEIBHOW JIUTEpaTypHl,
«OTJIMYHOY TECHO CBSI3bIBAET YCBOCHHBIC HAYUYHBIC TMOJOXKECHHS C MPAKTUUYECKOU
«3aUTEHO» JEATEILHOCTHIO HAIIPaBJICHUS;

— yMes0 000CHOBBIBAET U AprYMEHTHUPYET BbIJBUTAEMbIE UM UJIEH;

— JIeJaeT BBIBOJIBI M 0000IIECHHMS;

— CBOOOJTHO BJIQJIEET CUCTEMOM CIEIUATU3UPOBAHHBIX MTOHATUM.

— npaBWwIbHO BBIMOIHUWI OT 90% 10 100% TecToBBIX 3amaHui .

OO6yuarommiics:

— TBEPJI0 YCBOWJI MPOTPAMMHBIN MaTepual, TPaMOTHO H IO CYIIECTBY
M3JIaraeT ero, ONMupasiCh Ha 3HAHUS OCHOBHOM JIUTEPATYpHI,

— HE JIONYCKAaEeT CYIIECTBEHHBIX HETOYHOCTEH;

«XOPOILIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYECKOW JCATEIBHOCTHIO
«GaYTEHO» HaIPaBJICHUS;

— apTYMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— BJIaJICET CUCTEMOM ClielnaTn3upPOBaHHbIX TOHATUH.

— NIPABHMIILHO BBITOMHKI 0T 70% 110 89% TECTOBBIX 3aJaHHUH .

— o0yyarouuiicss yCBOMJI TOJIbKO OCHOBHOW MpPOrpaMMHBIN MaTepual,
II0 CYWIECTBY M3JIAaraeT €ro, OMMpasCh HA 3HAHUSA TOJBKO OCHOBHOM

JUTEpaTyphl;
— JIOIyCKaeT HEeCYIECTBEHHbIE OIIMOKN U HETOUHOCTH;
«y/IOBJIETBOPUTENILHO» | — UCHIBITHIBACT 3aTPyJHEHUS B MPAKTUYECKOM HPUMEHEHUU 3HAHUI
«GAYTEHO» HaIpaBJICHUS;

— cnabo apryMEeHTHPYET HayYHBIE MTOJI0KEHHUS,

— 3aTpynHseTcs B GOpMYJIUPOBAHUHU BBIBOJOB M 00OOIIECHUH;

— YaCTUYHO BJIQJICET CUCTEMOM CITEIMATTM3UPOBAHHBIX MOHITHH.
— IPaBUWJIBHO BRIMOJIHMWI OT 51% 10 69% TecToBBIX 3aMaHui .

— o0yyarouuiicss He YCBOWJI 3HAYUTENBHOM YacTH MPOTPAMMHOIO
MaTepuana,
— JIOTYCKAaeT  CYyIIECTBEHHbIE  OMMUOKM W  HETOYHOCTH  TIpH
«HEYIOBJIECTBOPUTENIHHOY» | PACCMOTPEHUH IPOOJIeM B KOHKPETHOM HarpaBiIeHHH;
«HE 3aUTCHO» — UCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHHIA;,
— HEe MOXKET apryMEHTHPOBATh HAYYHBIE MTOJTOKEHUS;
— He GOpMYITUPYET BEIBOJAOB M 0000IIEHUH.
— NIPABHIIBLHO BBIOJIHMI MeHee 51% TeCTOBHIX 3aaHnH .

10.3. TunoBble KOHTPOJILHBIE 3a/IaHUS WM UHBIE MaTePHAIIBI.
Bormpocs! (3agaun) nmst sKk3ameHa mpeIcTaBlieHbl B Tadimie 15.

Tabmuia 15 — Borpocs! (3amaun) 115 9K3aMeHa

Kon

Ne /it [Tepedyens BonmpocoB (3a1av) 11 IK3aMeHa
WHIMKaTopa

Y4eOHBIM IIIAHOM HE MPEAYCMOTPEHO
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Bompocsr (3agaun) s 3aueta / qudd. 3auera npepcraBieHsl B Tadbnuie 16.
Ta6ymma 16 — Boripocs! (3amaun) nist 3auera / audd. 3adera

Kon
Ne i/ [Tepeuens BompocoB (3a1a4) ans 3adera / qudd. 3adera sHMKaTOpA
1. DYHKIIMOHATILHO-CTPYKTYpHasl OpraHu3aius I1K-1.3.6
MYJIbTHCEPBHUCHOM ceTH Ha TexHonoruu IntServ u DiffServ [1IK-2.3.2
2. CepBHCHI 0€30ITACHOCTH U UX peaTn3alus [1K-2.3.4
3. OrmpezieneHre OCHOBHBIX IPHOPUTETOB HHPOPMAITHOHHOM IK-2.Y.1
0€30I1aCHOCTH B MYJIbTHCEPBHCHOMN CETH I1K-4.3.1
4, Mojienu HapyIIUTeENIs B MyJIbTHCEPBUCHOMN CETH [IK-4.3.2
5. 3HaYUMBbI€ YTPO3bl B MYJIBTUCEPBUCHON CETH [1K-4.3.3
6. OO6mue TpeGoBaHUs MMOCTPOSHHUS 3AIIUIICHHON IK-4.Y.1
MYJIbTUCEPBUCHOU CETH 1IK-4.Y .2
7. OGuupe TpeboBaHMs K IOACHCTEME obecteuenns Gesonacnocty | 1IK-4.Y.3
CETEBOI'0 B3aUMOJIEHUCTBUS IIK-4.B.1
8. TpeGoBanus k mojcucTeMe ayTeHTU(UKALIUY U YIIPABJICHUS T1K-6.3.1
JOCTYIIOM [1IK-6.Y.1
9. TpeGoBanus k moJcUcTEME KpUNTOrpaQUUECKOM 3aIIUThI [K-6.B.1
uHpOpMaun
10. TpebGoBaHMsI K MOJCHCTEME aHTUBUPYCHOU 3alITUTHI
11. TpeboBaHMs K MOACUCTEME PE3EPBUPOBAHUS U
BOCCTAHOBJICHHsI HH(POpMALINK
12. TpeboBaHMs K MOACUCTEME KOHTPOJISI STATIOHHOTO COCTOSTHUS
uHpopmanuu 1 paboueil cpeasl
13. TpeboBaHMs K OACUCTEME YIIPABICHHSI 0€30M1aCHOCTHIO
14. TpeboBanus K cpeACcTBaM MOCTPOSHUS 3aIIUILEHHBIX
BUpTYanbHbIX ceTeil (VPN)
15. Texunueckue pemenus no 3amure ot HCJ[ mexcereBoro
B3aMMO/ICHCTBHS U MepeiaBaeMoi HH(OpMaIuu
16. [TpoToxon popMUPOBaHUS 3AIUIIIEHHOTO TYHHEISI Ha
kaHaabHOM ypoBHe PPTP (Point-to-Point Tunneling Protocol)
17. [TpoToxos hopMUpOBaHUS 3AIUIIIEHHOTO TYHHEISI Ha
kaHaabHOM ypoBHe L2F (Layer-2 Forwarding)
18. [TpoToxon popMUpOBaHUS 3aIIUIIIEHHOTO TYHHEIS Ha
kaHaabHOM ypoBHe L2TP (Layer-2 Tunneling Protocol)
19. OO0iee onrcaHne cTeka MPOTOKOJIOB 3aIIUTHl MEXCETEBOTO
ypoBHs [Psec (Internet Protocol Security).
20. [TpoTtokos oOmena kimtoueBoit nnpopmarmeit IKE (Internet Key
Exchange)
21. [TpoTokoun ayreHTHUIIMpYIOIIEro 3aroyioBka (Authentication
Header, AH)
22. [TpoTOKOJI MHKATICYIUPYIOLIEH 3alUThI COIEPKUMOTO
(Encapsulating Security Payload, ESP).
23. Texuuueckue pemenus no 3amute oT HC/l KoMIIbIOTEpHBIX
pECYpCOB Ha YPOBHE cepBepoB M pabounx ctaniuii JIBC
24. TexHuUecKue pereHus 1o peaau3aum MoACUCTEMBI
ayTeHTH(UKAIMN U HICHTUPUKAIINH

[Tepeuensb TeM JUTs BBITIOJHEHUS KyPCOBOTO MIPOEKTa/ KYpCOBOM pabOThl MPECTABIICHBI
B Tabimie 17.
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Ta6mmma 17 — [lepedyenn TeM 15 BBITIOJIHEHHS] KYPCOBOTO MPOEKTA / KYpPCOBOM pabOThI

No /i [TprMepHbIi IepeYeHb TeM JUTS BHIIIOJIHEHUS] KYPCOBOTO MPOEKTa/ KypCOBOA
j paboThI

Y4eOHBIM MJIAHOM HE IPEIyCMOTPEHO

Bonpockl i1 mpoBeneHHs IMPOMEXYTOUYHOM aTTecTallud B BHJIE TECTHUPOBAHUSA
npezcTaBieHsl B Tadmuie 18.

Tabnuna 18 — [IpuMepHbIi IEpeYeHb BOPOCOB JJIsI TECTOB

Kon

No /it [IpumepHbIil epedeHb BOMPOCOB JIJIs1 TECTOB
WHJUKAaTOpa

He npenycmorpeno

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCUUIUIMHE OOYYAIONIMXCS 3a04HOU (HOPMBI
o0ydeHus1, Ipe/ICTaBICHbI B Ta0mie 19.

Ta6ymma 19 — [lepeyeHb KOHTPOJIBHBIX PadboOT

Ne n/mn [lepeueHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. MeTtoqu4veckre  MaTepUaibl,  ONPEACISAIONIUE  TPOUEAYPHl  OICHUBAHUS
WHAUKATOPOB, XapaKTEpU3YIOIUX JTanbl (OPMUPOBAHMS KOMIETCHILIMH, coaepxkarca B
JIOKaJbHBIX HOpPMATUBHBIX akTax [ YAIl, periamMeHTHpyIONIUX TOPSIOK U MPOLEAYPY
MIPOBEJICHUS TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEKYTOUHOM aTTeCTallMi O0yJaroluxcs
I'VAIL

11. Meroandeckue yKkazaHus 1 00YJarOIIUXCsl IO OCBOCHUIO TUCITUTIAHEI

11.1. Metoauueckre yka3zaHus [ OOYYAIOIIMUXCS 1O OCBOCHHMIO JIEKIIMOHHOTO
MaTepuana .

OcHOBHOE Ha3HAY€HHE JIEKIIMOHHOTO MaTepuaia — JIOTUYECKH CTPOHHOE, CHCTEMHOE,
nIyOOKOe W SICHOE W3JIOKEHWE ydeOHoro marepuana. HasHaueHWe COBPEMEHHOW JICKIIMH B
pamMKax TUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(OPMAIMIO 1O TeMEe, a B OCBOCHUU
(GyHIaMEHTAIBHBIX TPOOJIeM JUCIHIUIMHBI, METOJOB HAYYHOTO IIO3HAHWS, HOBEUIINX
JTOCTHKEHUI HaydyHOUW MBICTH. B yueOHOM mpoliecce JIEKIHs BBIOTHSAET METOI0JIOTHYECKYIO,
OpPTaHHW3AIMOHHYI0 U MHPOPMAIMOHHYIO (QYHKIUU. JIEKIus pacKphiBaeT MOHATHHHBIN ammapat
KOHKpPETHOU o0jacTu 3HaHUA, €€ MpoOIEeMBbl, JaeT IEeNbHOE MPEJCTaBICHHUE O TUCIUILINHE,
MOKA3bIBACT B3aUMOCBS3b C JIPYTUMU JTUCIHTLTHTHAMH.

[TnaHupyeMble pe3yJIbTaThl IPH OCBOCHUU 00YYAOIIUMHUCS JICKIIMOHHOTO MaTepraa;

— TIONy4YeHUE COBPEMEHHBIX, IIEJIOCTHBIX, B3aMMOCBS3aHHBIX 3HAaHUH, YpPOBEHBb
KOTOPBIX OIPEEISIETCS EIEBOW YCTAHOBKOM K KaXK/10M KOHKPETHOU TEME;

— TIOJy4YEHHE OIBITa TBOPUYECKON pabOTHI COBMECTHO C IPEIOIaBaTEIIeM;

— pa3BuTHE NPO(PECCHOHAIBHO-ICIOBBIX  KAauecTB, JIIOOBH K  TpEeaIMETy |
CaMOCTOSITEILHOTO TBOPUYECKOT'O MBIIITICHHS.

— TOsIBIIEHHWE HEOOXOAMMOT0 HHTEpeca, HEOOXOAMMOTO AJIsi CAMOCTOSITENILHON paOoTHI;

— TIONy4YeHWE 3HAHWH O COBPEMEHHOM YPOBHE pa3BUTHS HAyKH W TEXHHKU U O
MPOTHO3€ UX Pa3BUTHS HA ONMKAMIIINE TOIbL;

— HAY4YUTHCS METOAMYECKH 00pabaThiBaTh MaTepwall (BBIACHATH TJIaBHBIE MBICTU U
MOJIOXKEHHUS, TPUXOJAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HMX B  Pa3IMYHBIX
bopmynupoBKax);

— TIONy4YeHHE TOYHOTO MOHUMAaHUS BCEX HEOOXOAUMBIX TEPMHHOB U TIOHSTHH.
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JIeKUMOHHBIA MaTepuall MOXET COMNPOBOXKIATHCA JAEMOHCTpPALME  CIAiIoB U
UCIIOJIb30BAaHUEM pa3aTOYHOrO0 MaTepuajga MpH MPOBEICHUU KOPOTKHX JHUCKYCCUH 00
OCOOEHHOCTSX MPUMEHEHHS OTJICTBHBIX TEMATHK 110 JUCITUTIIIMHE.

CTpyKTypa OpeA0CTaBICHHS JSKIIMOHHOTO MaTepHaia:

— IIOCTaHOBKA 3aJ1a4y;
— OCHOBHBIE CBEJEHM 10 TEME JIEKIIHH;
—  pe3ynbTaThl U BHIBOIBI.

11.2. Metoauyeckue yKa3aHus 11 00y4JarOIUXCs 10 yYaCTHIO B CEMUHapax
Yuebnvim nnanom He npedycmompeno

11.3. Metoauyueckue ykazaHUs Uisi OOYYaIOIMIUXCS O TPOXOXKICHUIO MPAKTUUYECKUX
3aHATHHI
Yuebnvim nnanom He npedycmompero

11.4. Metoauueckue yka3aHusl A OOydarolMXCsl 10 BBIIOJHEHHUIO J1a00paTOPHBIX
pabor

B xoxe BeIMONHEHHS Ja0OpPaTOPHBIX paboT OOydYarOmMHCS [OJDKEH YIrIIyOuTh H
3aKpeNUTh 3HAHUS, NMPAKTUYECKUE HABBIKM, OBIAJIETh COBPEMEHHOW METOIMKONW M TEXHUKON
OKCIIEPUMEHTAa B COOTBETCTBHUH C KBAJTU(HUKAIMOHHONW XapaKTEPUCTHKONW OOYyJaromerocs.
Brimmonnenue mabopatopHbX paboOT COCTOUT M3 IKCHEPUMEHTAIbHO-TPAKTUYECKOM, pacueTHO-
AQHAJIMTUYECKON YaCTeW U KOHTPOJIBHBIX MEPOIIPUATUI.

Brimonnenue mabopaTopHbIX pabOT 00YyYaIOIIMMCS SIBJISETCS HEOTHEMIIEMOW YacThIO
U3yYeHHs] JTUCHMIUIMHBL, OIpeNeisieMoil y4eOHBIM IUTAaHOM, W OTHOCHUTCS K CPEICTBaM,
o0ecrnevynBaroIIUM PelIeHre CIEAYIONUX OCHOBHBIX 33/1a4 00y4YaroIerocs:

— TIpHOOpeTeHHEe HAaBBIKOB HCCIEIOBaHMS IMPOLECCOB, SBIEHUH U  OOBEKTOB,
M3Yy4aeMbIX B paMKax JJaHHOW JUCIUIINHBI,

— 3aKpeIuleHHe, Pa3BUTHE U JeTalu3alls TEOPEeTUYECKUX 3HAHUN, TMOJYyYEHHBIX Ha
JEKIMSIX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUIIHE;

— TIpHOOpeTeHHe  HaBBIKOB  CAMOCTOSITEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000pyTI0BaHUEM U TPUOOPAMH.

3aganue U TpeOoBaHMS K IPOBEICHUIO JIAOOPATOPHBIX paboT

Bapuant 3amanms mo kaxmod mabopaTopHOi pabore 0O0ydYaromuiics TMOJydaeT B
COOTBETCTBUH C HOMEPOM B CIIHCKE TPYIIbL. B COOTBETCTBHU C 3aJaHHEM OOYYArOLIHICS JOJKEH
HOATOTOBUTHh HEOOXOJMMbIC IaHHBIC, IPOM3BECTH HEOOXOMMBIC PACUCTHI, BHIMOIHUTH YKAa3aHHYIO
MOCJICIOBATENILHOCT  TEUCTBUH, TONYyYUTh TpeOyeMble pe3yldbTaThl, 3aIIUTUTh IOJy4YCHHBIE
pE3yJIbTaTHI.

CrpykTypa u dopma oTyeTa 0 JabopaTOpHOU paboTe

Otyer o nabopaTopHOW paboTe MJOMKEH BKIIOYaTh B CeOS: TUTYIBHBIA JIHCT,
(GOopMYIHpPOBKY 3a/laHUs, TEOPETHUYECKUE IIOJIOKEHHsI, MCIIOJIb3yeMble NpPU BBIIOJHEHUU
nabopaTopHOI paboThI, OMKMCAHKUE MPOLECCa BBIOJHEHUS 1a00paTOpHOM paboThl, OTyYEHHbIE
pe3yJbTaThl U BHIBOJIBI.

TpeboBanust k ohopMIIEHUIO OTYETAa O JJabopaTopHOU paboTe

[To naGopaTopHBIM paboTaM BBIMOIHSAETCA OTYET. TUTYNBHBIM JTUCT odopmisieTcs B
COOTBETCTBHUH C mabioHoM (00pasiioM), npuBezeHHbIM Ha caiite ['YAII (https://new.guap.ru/) B
paznene «HopmaruBnas gokymentamus»  (https://guap.ru/standart/doc). TekctoBbie u
rpadudeckue martepuaibl oQOpPMISIIOTCS B cOOTBeTcTBHHM ¢ aeictByrommumu ['OCTamu u
TpeboBaHusAMH, TpuBeAcHHBIMU Ha caiite ['YAII B pasznene «HopmaruBHas JOKyMEHTAIUS»
(https://guap.ru/standart/doc).

Metoanyeckre ykazaHHs [0 MPOXO0KJICHHIO Ja00paTOPHBIX PaboT:
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https://guap.ru/standart/doc

[004.056(075) T 33] Teopus nHboOpMaAIMOHHON 0E30IMACHOCTH U METOMOJIOTHS 3allUThI
uHpOpPMALIUK: METOJUYECKUE yKa3aHHs K BBIIOJHEHHUIO JlabopaTopHbIX pador Ne 1 - 4/ C. B.
beszarees, E. M. JIunckuii, A. JI. ®omun. - CI16.: 'OY BIIO "CII6I'YAIT", 2007. - 35 c¢. Kox-
BO 9K3. B 6u01. - 88.

11.5. Meroauueckue yka3aHus i 00y4aroImyXcst O BHITOJTHEHUIO KypCOBOTO MPOEKTa/
KypCOBOi1 pabOThI
Yuebnvim nnanom He npedycmompero

11.6. Meroauueckue yKazaHus JUIsi 0OYyYaIOMIMXCS MO MPOXO0XKICHHIO CAMOCTOSITEIHHOM
paboThI

B Xxoje BBIIOTHEHUS CaMOCTOSTEIBHONW pa0OThI, OOYUYAIONIUICS BBIMOIHSAET paboTy 1O
3aJJaHUI0 M TIPU METOJAMYECKOM PYKOBOJCTBE IperojaBaTesisi, HoO 0e3 ero HernocpeiCTBEHHOIo
y4acTusl.

B nporecce BBINOMHEHHUS CaMOCTOSATENBHOW PaboThl y oOydarouierocs (opMUpyeTcs
1enecoo0pa3Hoe MIIaHUPOBaHUE PabOUEro BpeMeHU, KOTOPOE MO3BOJISIET EMY pa3BUBaTh YMEHUS
U HaBbIKM B YCBOGHHWU U CHUCTEMaTH3alMM MPUOOpETaeMbIX 3HAHUMN, OoOecleyrBaeT BBICOKHIM
YPOBEHb YCIEBAEMOCTH B TepuOoJ OOydYeHHs, IIOMOTAeT IIOJYYUTh HABBIKH TTOBBIIICHHS
npo¢eCCHOHATIBHOIO YPOBHS.

OCHOBHBIMH METOJUYECKHMMHM MaTepHallaMd, HAaMpaBJSIOLMMU CaMOCTOSITEIbHYIO
paboTy o0ydaromuxcs, SBISIOTCA UCTOYHUKH U3 MEPEYHs MEeYaTHBIX U 3JIEKTPOHHBIX Y4EOHBIX
U3JaHWH, yKa3aHHBIX B Tabnmme 8. Kpome »TOro, oOydarommiics MOXKET IOJIb30BATHCS
3JIEKTPOHHBIMU PECypcaMu, YKa3aHHbIMU B Tabnunax 9 u 11.

11.7. Meroauueckue yka3zaHus JUIs OOy4yarOIIMXCS IO MPOXOXKICHHIO TEKYIIEro
KOHTPOJISI YCIIEBAEMOCTH.

Texymuii KOHTPOJb YCIEBAEMOCTH IPEAYCMATPUBAET KOHTPOJb KadyecTBa 3HAHUUI
00y4arouuxcsi, OCYIIECTBIIEMOr0 B TE€YEHHE CEMECTpa C ILIEJIbI0 OIIEHMBAHMS X0Jla OCBOCHUS
JUCLUTUIMHBL.

Texymuii KOHTPOJIb BKIIIOYAET B ceO0s1:

—  KOHTpOJIb ITOCEIAEMOCTH;

— THCHbMEHHOMW BBHINIOJHEHHE 3a/laHui J1abOpaTOPHBIX pabOT C 3alUTON OTYETOB;

Pe3ynbrarhl TEKyIIEro KOHTPOJIS YYWUTBHIBAKOTCS IIPU IPOBEIECHUU NPOMEKYTOUHOU
atTectauuu B cooTBeTcTBUM ¢ TpeboBaHusmu PJIO ['VAIIL. CMK 3.76 «Ilonoxenue o Texyiiem
KOHTpOJI€ YCIIEBAEMOCTH M NMPOMEXYTOUHOH arTectanuu odydaroumxcs I'YAIL, ocBauBaromumx
o0pa3oBaTeibHbIE IPOTrPAMMBI BBICIIETO 00OPA30BaAHUSI».

11.8. Mertoanueckue ykazaHHs IJIsi OOYYAIONIUXCS 10 MPOXOXKACHUIO MPOMEKYTOTHOM
aTTECTALIUH.

[Ipomexyrounas  artectanus  OOydaloIIUMXCsl — MpeAycMaTpUBaeT  OICHUBaHHE
IPOMEXYTOUHBIX M OKOHYATENIbHBIX PE3yJbTaTOB 00ydeHUs no aucuuiuiiHe. OHa BKIIIOYAET B
ceos:

— 3a4eT — 3To (opMa OLIEHKH 3HAHUH, MOJYYEHHBIX OOy4aloIUMCS B X0/€ U3yUCHUS
y4eOHOI IUCHUIIMHBI B LIEJIOM MJIM MPOMEXYTOUYHas (10 OKOHYAHHM CeMecTpa) OIIeHKA 3HaHUMN
o0Oy4aromuMcs 1Mo OTIEIbHBIM pa3fiesiaM TUCHUIUIMHBI C aTTECTAllMOHHON OIIEHKOW «3aYyTeHO»
WIH «HE 3aU4TEHO».

Cucrema OLEHOK MpH MPOBEIECHUU TNPOMEKYTOYHOM aTTecTalMl OCYUIECTBISIETCS B
coorBercTBUM ¢ TpeboBanusmMu PZIO I'VAIL. CMK 3.76 «llonoxeHue o TeKyleM KOHTpOJIE
YCIIEBAaGMOCTH W TMPOMEXKYTOYHOW arrectanuu oOyuaromuxcs ['YAII, ocBauBarommx
o0pa3oBaTesbHbIE MPOTrPAMMBI BBICIIIETO 00Pa30BAHUS».
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Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit
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