AHHOTaUs

Jucuumnuzaa «OcHOBBI MHPOPMAIIMOHHOM 0€30MacHOCTH» BXOAMUT B 00pa30BaTEIbHYIO
poTrpaMMy BBICIIET0 00pa3oBaHUs — MPOrpaMMy OakallaBpHara 10 HaIpaBICHUIO MOJATOTOBKH/
CIIELINATILHOCTHU 27.03.04 «YnpaBieHue B TEXHUYECKUX cCUCTEMAaX»
HarnpapJIeHHOCTH/CienManu3anu «YTpaBieHue U UHPOPMATHKA B TEXHHMYCCKHX CHCTEMAax).
Hucnurmuna peanusyercs kadeapoit «Ne33».

JucuuminHa HameneHa Ha (GOPMHUPOBAHKE Y BHITYCKHUKA CICIYIOIIUX KOMIICTCHITHIA:

OIIK-6 «CnocobeH pa3pabaThiBaTh M HCIIOJIB30BaTh QJITOPUTMBI H IPOTPAMMBI,
COBpEeMEHHbIC MH(GOPMAIIMOHHBIE TEXHOJIOTHH, METOABl U CPEJCTBA KOHTPOJISI, JHATHOCTUKH U
yIpaBieHUs, MPUTOJHBIE ISl MPAKTUYECKOT0 MpUMEeHeHus B cepe cBoeil nmpodeccruonaibHON
JIeSATETLHOCTH

CopepxaHue AMCUUIUIMHBI OXBATHIBAET KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaueHue WH(OPMANMOHHOW O0€30MacHOCTH W 3aluThl MHPOpPMAIMH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNneHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METO/I0JIOTUYECKUX U OPTraHU3AIMOHHBIX OCHOB 0OecrieueHusi 0€30MacHOCTH.

[IpenogaBanne AMCHUIUIMHBI MpEAyCMATpUBaeT Cienyromue QopMbl OpraHu3aluu
y4eOHOro mporecca: JEKIUH, JIa0OpaTopHbIe padOTHI, CaMOCTOSITeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[IporpammMoit AMCHUIUIMHBI TPEAYCMOTPEHBI CIEAYIOIIME BHUABI KOHTPOJIS: TEKYIIMH
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUHAs aTTecTanus B popme nuddepeHupoBaHHOTO 3a4eTa
(7 cemectp).

OO0mias TpyAOEMKOCTh OCBOEHUS AMCLMILIMHBI COCTaBIseT 3 3aueTHhIX eauHuibl, 108
YacoB.

SI3bIK 00yUYeHUs IO TUCIUILTUHE KPYCCKHM »



1. TlepedeHb IIAHUPYEMBIX PE3YJIbTATOB OOYUEHHUS 110 TUCIUILIIMHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (eZiepaibHOM T'OCYIapCTBEHHOM 00pa30BaTeIbHOM CTaHAApTe BBICIIETO MPOo(eccrnoHalIbHOTO
oOpa3zoBanus. M3ydyeHue MUCHMILIMHBI HANPaBICHO Ha ()OPMUPOBAHUE MEPEUHCICHHBIX HUXKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETCHIIUH.

Taxoke 1ensiMU OCBOCHUS NUCIMILIMHBI «3aliuTa MHPOPMALUN») SBISIOTCS PACKPBITHE
CYIIHOCTH U 3Ha4eHHs] MHGOPMAIMOHHON 0€30MacHOCTH U 3alllUThl HHPOpPMAIMH, UX MECTa B
CHCTEME HAI[MOHAIBHOW OE30MaCHOCTH, OIpPEACIEHHEe TEOPETUYECKUX, KOHIIETITYalbHbIX,
METOJIOJIOTUYECKUX M OpraHu3allMOHHBIX OCHOB oOecredeHus Oe3omacHOCTH HHGOpMaluy,
KIIAaCCU(UKALIUS U XapPAKTEPUCTUKU COCTABIISIONINX MH(POPMAITMOHHON OE€30MaCHOCTH | 3aIIUTHI
uH(pOpMallMK, YCTAaHOBJICHHE B3aUMOCBSI3U M JIOTUYECKOM OpraHu3ali BXOISAIIMX B HHUX
KOMITOHEHTOB.

1.2. JlucuuminHa BXOJIUT B COCTaB 0053aTeIbHON YacTH 00pa30BaTEIbHON MPOTrPaMMBbI
BhICIIero oopazosanus (naiee — OIT BO).

1.3. IlepeueHb IIAHUPYEMBIX PE3YJILTATOB OOYUEHUS MO AUCLUUIIIMHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pesynbrate u3yueHUs AMCHUIUIMHBI OOYYAIOUIUICS NOJDKEH O0MagaTh CIEAYIOUTUMU
KOMIICTCHIIMSIMY WJIH WX 9acTsaMu. KOMIETeHIINY U WHIUKATOPHI MX JTOCTHXKEHUS TIPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMIA U HHINKATOPOB MX JOCTHKEHHS

Koxn u
Kareropus (rpymnna) Kon n HanMeHOBaHME HHIUKATOPA
HaNMEHOBaHUE
KOMIIETEHIINHU OCTHIKEHUS KOMIIETEHIINU
KOMIIETEHIUHA

OIIK-6 Cniocoben
pa3zpabaThiBaTh U

UCIIOJIb30BaTh
AITOPUTMBI U
P OIIK-6.3.1 3HaeT OCHOBHBIE aJITOPUTMBbI
IIPOrpaMMBl,
pelieHus 3a1a4 B 00J1aCTH COBPEMEHHBIX
COBpPEMEHHBIE .
MH(POPMALIMOHHBIX TEXHOJIOTUI
UH(POPMaLMOHHbIE

OIIK-6.Y.1 ymeet npuMeHsTh 6a30BbIE
HaBBIKU JJIS pEIICHUs 3a/1a4 KOHTPOJIS,
JMAarHOCTHKY | yIIpaBIICHUs B 007IacTH

TEXHOJIOTUHU, MCTO/IbI
ObmenpodeccnoHanbHbIe | U CPEICTBA

KOMITETEHIIHH KOHTPOJIS, 9
npodeccuoHaIbHOM e TeIbHOCTH
JIMarHOCTUKH U
N OIIK-6.B.1 Bnaneer HaBbIKaMH pa3pabOTKu
yrp ’ ¥ MCII0JIb30BaHMs IPOTPaMM U aJITOPUTMOB
NPUTOHBIE JUIS
C LIeJIbI0 IPUMEHEHHUSI B cpepe
MPAaKTUYECKOTO

pohecCUOHATBHOM NesTeNbHOCTH
MIPUMCHCHUS B

cdepe cBoeit
poQeCCHOHATBHON
JeSITeTIbHOCTH

2. Mecro nuctuIuIMHbEL B cTpykType OI1
JucuumnirHa MokeT 6a3upoBaThCsl HA 3HAHUSAX, paHee MPUOOPETEHHBIX 00yYarOIIUMHCS
IIPU U3YYECHUH CIEYIONIUX TACIHIUINH:
— Hudopmaruka
— HMHdopmanmonHble TEXHOIOTUN
3HaHMs, IIOJIyYEHHBIE @IPU M3YYEHUM MaTepuajla JaHHOM JHUCLUUIUIMHBI, HMEIOT
CaMOCTOATENILHOE 3HAUYCHHUE.




3. O0BeM U TpyIOEMKOCTh TUCITUTUIHHBI
Jlanubie 00 oOmieM o0beMe AMCIUIUIMHBI, TPYIOEMKOCTH OTISIBHBIX BHIOB y4eOHOM
paboThI 1O TUCIUIUTHHE (M pactpele]ICHHe dTOW TPYJOEMKOCTH 10 CEMECTpaMm) MPeICTaBICHBI B
Tadymue 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUIITMHBI

TpynoemMKocTs 110
Bun yuebnoit paboTbl Bcero ceMecTpam
Ne7
1 2 3
Oobwan mpyooemKocmp oucCyunIuUHbL, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npakmuyecKkoil no020moeKu
AyoumopHnuie 3anamus, BCEro vac. ol ol
B TOM YHCIIE:
nekiuu (JI), (dac) 34 34
npakTudeckue/cemunapckue 3anatus (I13),
(gac)
nabopaTtopHbie paboTs (JIP), (uac) 17 17
KypcoBoii mpoekT (padota) (KII, KP), (gac)
9K3aMeH, (4Jac)
Camocmoamenvnan paboma, Bcero (4ac) 57 57
Buo npomescymounon ammecmayuu:. 3ader, | Judd.
. 3auer, sx3amen (3ader, Audd. 3au, Dk3.) 3ad., M. sas.,

4. CopepxaHue JUCIUTUTHHBI
4.1. PacnpenesneHue TPYJOEMKOCTH JUCIUIUIMHBI TIO Pa3/ieiaM ¥ BHIAM 3aHSATHH.
Pa3nensbl, TeMbl AUCHUIIIIMHBI U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabmuna 3 — Pa3ensl, TeMbl AMCHUIIIINHBL, UX TPYAOEMKOCTh

Pazgensl, TeMBI TUCITUTIIMHEI H(e;ig/)m H(?{ég)g) (IJII;;) K(I;ZIC%P CP (gac)
Cemectp 7

Pazmen 1.

Tema 1.1.

Tema 1.n.

Paznen 2.

Paznen 3.

Paznen 4.

Pazpgen 5.

HUroro B cemectpe: 34 17 57
Htoro 34 0 17 0 57

[IpakTnueckass MOATOTOBKAa 3aKJOYaeTcs B  HEMOCPEICTBEHHOM  BBIIIOJHEHUU
Oo0yJarolMMHUCST  OMNpENEeNEeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;ymiei
poeCCHOHATBHOM 1€ TEIbHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
ConeprkaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI MPUBEICHO B TabnuIe 4.




Tabmuna 4 — ConeprkaHue pa3aeNioB U TEM JEKIIMOHHOTO ITUKIIa

Howmep paznena

HazBanwne u COACPIKAHUC Pa3aCIIOB U TEM JICKIHMOHHBIX 3aHATHI

Pazoen 1. Bseoenue.

[IpeameT u 3amauun Kypca. 3HaU€HHUE U MECTO Kypca B, IIOJTOTOBKE
CIICIUATUCTOB, 1O 3anuTe uHpopmarmu. Hayunast u yueOHast B3aMMOCBS3b
Kypca ¢ IpYyTUMH TUCIHIUIHHAMUA. Pa3fensl u TeMbl, UX pacipeaesieHue mo
BHJIaM ayIUTOPHBIX 3aHATUN. DOpMBI IPOBENCHUSI CEMUHAPCKUX 3aHITHM.
CocTaB ¥ METOJTUKA CAMOCTOSATEIBHON paOOThI CTYJACHTOB TI0 U3yUCHUIO
JTACUUILTUHBL. DOPMBI MPOBEPKU 3HAHUN. AHATN3 HOPMATHUBHBIX HCTOYHUKOB,
HayYHOU M y4eOHO IUTepaTyphl. 3HAHUA U YMEHUS CTY/ICHTOB, KOTOPBIC
JTOJIKHBI OBITH MOJTyYEHBI B PE3YJIbTATE U3yUCHUSI Kypca.

Pazoen 2. Cywynocms u nonsmue ungopmayuonHou 6e3onacnocmu
CraHOBIIEHHE U pa3BUTHE MOHATHA "HH(GOPMAIIOHHAS 0€30T1acCHOCTh'.
CoBpeMeHHBIE TTOIXO0/IBI K OTIpeeNIeHUIO MOHATHS. CyITHOCTh
nHPOpMaMOHHOH 6e3omacHOCTH. OOBEKTH HHPOPMAIOHHOM 0€30MaCHOCTH.
CBs13p HHPOPMAITMOHHOH 0€30MacHOCTH ¢ HH(pOpMAaTU3aIHel 00IecTBa.
Crtpykrypa uHpopMaIronHoi 6e3omacHocTh. OnpenereHne TOHATHS
nHpOpMaIMoHHas 6e301acHOCT".

Paszoen 3. 3uauenue unghopmayuonnou be3onacnocmu u ee Mecmo 6 cucmeme
HayuoHanbHot 6e30MacHOCTH

3HaueHne HHHOPMAITMOHHOM, OE30ITACHOCTH ISl CYOBEKTOB
WHPOPMAITMOHHBIX OTHOLICHUH.

CBs13b MeX 1y HH(POPMAIIOHHOHM 6€30MaCHOCTHIO U 0€30MaCHOCTHIO
WH(pOPMAITIHL.

[ToHsiTHE ¥ COBpeMEHHAs! KOHICTILUS HAIIMOHABHON Oe30macHocTH. MecTo
WHPOPMAIIMOHHOH, 0€30MIaCHOCTH, B CHCTEME HAIIMOHATIBHOM O€30MacHOCTH.

Paszoen 4. Cywpnocmo u nonamue 3awumot ungopmayuu

CyuiecTByroIMe MOAXO0bI K COACPKATENbHOM YaCTH MOHATHUS "'3aIUTa
HHPOpMaUK" U CIOCOOBI pean3allii COACPIKaTeILHOM YacTu.
MeTtoo0rnueckas OCHOBA PACKPBITHS CYIIIHOCTH U OIIpeIelIeHNs TOHATHS
3amuThl nHGopMaruu. @opmbl BeIpaKeHUsT HAPYIIEHUS CTaTyca
nHpopmaiun. OOyCIOBICHHOCTh CTaTyca HHPOPMAINH €€ YSI3BUMOCTEIO.
[onsTre ysa3suMocTn nHGopMauu. PopMbl IPOSIBICHUS YSI3BUMOCTH
nHpopMmaruu. Buser ys3sumocty nagopmanuu. [lonstue "yredka
nHpopmarun". CooTHomeHre GOpM U BUAOB YSI3BUMOCTH HHYOPMALHIH.
ConepixaresbHasi 4acTh NOHATHS "3amuTa uHGopMauu'.

Crioco6 peanuzanuu coaepKaTesIbHONH YacTH 3aIluThl HHQOpMAaLHH.
Omnpenenenre MOHATHS "3anIuTa HHPOPMAIUH'', €T0 COOTHOIICHHE C
nousitieM, copmynupoBandeM B [OCT P 50922-96. "3amuTa nunpopmanmm.
OCHOBHBIE TEPMUHEI B OIIPEICTICHUS .

Paszoen 5. Cocmag u kraccupurayus Hocumenei sauuaemoli ungopmayuu
[Nonsitre HOcuTENb 3amumaemMon nHpopmarmn'. COOTHOIIEHUE MEKITY
HOCHUTEIIEM U KUICTOYHHKOM nHpopMmanuu. CocTaB HOCHTENEH 3aluiaeMoil
nHpopmarun. CriocoOs! GUKCHPOBaHUS HHPOPMALIUKN B HOCUTEISIX. Buas
oroOpaxkeHns: HHpopMaMy B HOCUTEIISX. MeTo bl BOCIIPOU3BEICHUS
otoOpaxxeHHOI nHpOpManmu B HocuTe X nHpopmanun. Hocurenn
MMICEMEHHOMN, BUAOBOMU, M3MydaeMoi mapopManuu. OnocpeioBaHHbIC
HOCUTENH 3auuiiaeMoi nH(opmay. CBOWCTBA ¥ 3HAYCHUE TUTIOB
HOCHUTEIIeH 3aiuiaeMol HHQOopMaIIHy.

Pazoen 6. [lonamue u cmpykmypa yepo3 3auuyaemont ungopmayuu
CoBpeMeHHBIE MTOIX0IbI K TIOHATHIO YTPO3bI 3allUIaeMoi nHpopManuu.
CBs13b YIpO3bI 3alIUIIaeMOi HH()OPMAIIUU C YI3BUMOCTBIO HH()OpMAIUY.
[Tpu3HaKu ¥ COCTABIIAIONINE YTPO3bI: ABJICHUS, (haKTOPhI, yCiaoBUs. [loHsATHE
yrpo3sl 3amnunaemMoi uHpopmarmu. CTpyKTypa sIBJICHUH KaK CYITHOCTHOIO
BEIpaXCHHS YTPO3bl 3ammaemMoi napopmamnuu. CTpykTypa GaxTopos,
CO3/AIIINX BO3MOXKHOCTh JIECTA0MIN3HPYIOIIETO BO3ICHCTBHUS Ha




MHPOPMALHIO.

Pazoen 7. Obvexmot 3awumol ungopmayuu

[TonsTne oOBvekTa 3amuThl. Hocurenmn nHpOpMAaIny Kak KOHEUYHBIE O0BEKTHI
3anuThl. OCOOCHHOCTH OTICIBHBIX BUIOB HOCUTEIIEH KaKk 00BEKTOB 3aIIUTHI.
CocTtaB 00bEKTOB XpaHCHHUS MMCHbMEHHBIX U BUJIOBBIX HOCUTEICH
UHPOpMAITUY, TIOIIeKAKX 3amuTe. CoCTaB MOANEKAIINX 3alIUTe
TEXHUYECKUX CPEJICTB OTOOpaKeHUs, 00pabOTKHU, XpaHEHUS,
BOCTIPOM3BEACHUS Tiepeaun HHpopMaruu. J[pyrue oObeKThI 3alUThl
nH(popMarui. BHIIBI 1 cIOCOOBI JecTa0MIIN3UPYIOMIEro BO3ACHCTBUS Ha
00BEKTHI 3aITUTHI.

Paszoen 8. Knaccugpuxayus 6udos, memooos u cpedcms 3auumul UHGopmayuu
Bunpr 3amuter nadopmariu, chepsl ux neficteus. Kiaccudukamms MeTo10B

3alUTHl HHPOPMAITUH. Y HUBEPCATbHBIE METO/IbI 3AIUTHI HH(POPMAIINH,
obnactp ux npuMeHeHus. O0IacTH NPUMEHCHHS OpraHU3aIIHOHHBIX,
KpUNTOrpa)uIecKrX U HHKCHEPHO-TEXHUIECKIX METOIOB 3all[UThI

nHpopmaruu. [loHATHE 1 KIacCUBUKAIISA CPEIACTB 3alTUTHI HH()OPMAITHH.
HasnaueHue nporpaMMHBIX, KpUNTOTpahUIECKUX U TEXHUICSCKUX CPE/ICTB
3aIHUThI.

4.3. IlpakTtuueckue (CEeMHUHAPCKUE) 3aHATHS
Tembl IpakTHUECKUX 3aHATHH U UX TPYJOEMKOCTh IIPUBEICHBI B TAOJIHIIC 5.

Ta6n1z1ua 5-— HpaKTI/IquKI/IC 3aHATUS U UX TPYAOCMKOCTb

M3 Hux Ne
Ne | Tewmsl npaktudeckux | @opmel npakTU4ecKuX | TpyaoeMKOCTh, |IIPAaKTHYECKOM |pasnena
/11 3aHSTUN 3aHSITUN (gac) MMOATOTOBKH, | THUCITHIT
(dac) JIUHBI
Y4eOHBIM MJIaHOM HE MPEAYyCMOTPEHO
|
Bcero
4.4. JlabopaTtopHble 3aHATUS
Tewmbl 1aGOpaTOPHBIX 3aHATUHN U UX TPYIOEMKOCTh MPUBEACHBI B TabHIIE .
Tabnuna 6 — JlabopatopHble 3aHATHS U UX TPYJOEMKOCTh
N3 Hux Ne
Ne HaumenoBanue nabopatopHbIx padboT TpynoemKocts, | MPakTHHECKOH | pasiena
/o (dac) MOJATOTOBKH, | JUCITHII
(gac) JIMHBI
Cemectp 7

1 | UccnenoBanue ys3BUMOCTH HHPOPMAIIH 4 5

2 | UccnenoBanue BUIOB YSI3BUMOCTH 4 6

3 | UccnenoBanue GhopM yAa3BUMOCTH 4 7

4 | IlocTpoeHue anropuTMOB COLIMATIEHON 5 8

HWHKCHCPUU U CII0COOBI 3allIUThI OT HUX
Bcero 17

4.5. BeInosHeHNe KypcoBOro IpoeKTa/ KypcoBOi paboThI
Y4eOHBIM MJIaHOM HE TPEIyCMOTPEHO




4.6. CamocrosrenbHas paboTa 00yJarouxcs
Buapl camocTosTenbHON pabOThI M €€ TPYI0EMKOCTh MPUBEICHBI B Ta0IHIIE /.

Tabnuua 7 — Bugsl caMocTosTeNNbHON PabOTHI U €€ TPYA0EMKOCTh

. Bcero, | Cemectp 7,
Bun camocrosiTensHOM paboThI
qac qac
1 2 3
W3ydeHne TeopeTHUecKoro MmaTepuania
40 40
nucuuruael (TO)
Kypcooe npoektuposanue (KII, KP)
Pacuerno-rpaduueckue 3ananus (PI'3)
Brimonaenue pedepara (P)
[ToaroroBKka K TEKyIeMy KOHTPOJIIO 9 9
ycneBaemoctu (TKVY)
Homamnee 3aganue (/13)
KonTponbubie paboTel 3a04HNKOB (KP3)
IToaroroBka K MpoOMeEXyTOUHOU 8 8
atrecrauuu (I1A)
Bcero: 57 57

5. IlepeyeHn y4eOHO-METOAMYECKOTO OOSCTIICUCHUS
JUTSL CAMOCTOSITEIbHON pabOThI 00YYaIOMIMXCS MO TUCIUILIUHE (MOIYIIO)
Y4eOHO-MEeTOINYEeCKHE MaTepuallbl ISl CAMOCTOSITENIbHOW paboThl 00yJaromuXxcs yKa3aHbl B
IL.I1. pa3zaenoB 6-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUE€OHBIX U3TaHUN
[lepedyeHb neYaTHBIX U DJEKTPOHHBIX YYeOHBIX M3/IaHUH MPUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeyeHp MeYaTHBIX U AJIEKTPOHHBIX YUEOHBIX U3AaHUHN

KonmuecTso 3k3eMIuIsIpoB B

MTudp/
Oubmoreke
URL bubnuorpaduueckas ccpiika
(KpoMe AIIEKTPOHHBIX
azpec
9K3EMIULIPOB)

004 CBuHapuyk, AHapeit AjleKkcaHIpoBUY (KaH/. TEXH. 5)
C24 Hayk). OcHOBBI MH(OPMAITMOHHOW OE€30MACHOCTH :

yueOHOo-MeToinyeckoe rnocodue / A. A. CBUHapuyK ;
C.-ITerep6. roc. yH-T a3pOKOCM. IPHOOPOCTPOEHHUS. -
Cankr-IlerepOypr : Uza-so I'VAIL, 2023. - 94 c. :
puc., Tabin. - bubauorp.: c. 90 (12 Hass.). - b. 11. -
TekcT : HermocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1uTsl HH(pOpMAIUH: 10
B 75 yuebHoe mocobue/ A. B. Boponos, H. B. Bonommuna.
- CII6.: 'OY BIIO "CII6I'YAIT", 2009. - 78 c.

004 III | laspruH, B. ©. 5
22 WNudopmannonnas 6e3onacHocTs [ Tekcrt]: HaydHo-
nonyisipHas aurepatrypa / B. @. lanbrus. - M.:
JMK Ilpecc, 2014. - 702 ¢

X A 47 | SAxosen, E. H. IlpaBoBbie 0CHOBBI 00ecnieueHUs 5)
nHpopMalMoOHHOH Ge3omacHocTH Poccuiickoit
Oenepanun [ Tekcr] : yauedHoe mocobue / E. H.
Sxoger. - M. : FOpmutuadopm, 2010. - 336 c.




http://e.lanbook.com/books/element.php?pll_id=3032
[[Manbrun, B.®. 3amura nndopmanuu B
KOMIIBIOTEPHBIX CUCTEMAX U CETSIX [ DNEKTPOHHBIN

pecypc] : yuebHOe mocobue. — DIEKTPOH. AaH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MeabauKkoB, B. I1. 5
48 3ammra napopmanuu [ Tekcr] : yaeOnuk / B. I1.
Menbnukos, A. 1. Kynpussos, A. I'. Cxuptnanse ;
pen. B. I1. MenbuaukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6ko, b. 4. 10
98 Kpunrorpaduueckue MeTop! 3aIIUTH HHPOPMALUT

[Tekct] : yaebHnoe nocobue / b. 5. Psoxo, A. H.
®UOHOB. - 2-¢ u31., ctep. - M. : ['opstuas muHuS -
Tenexom, 2014. - 229 c.

7. IlepeyeHb IEKTPOHHBIX 00pa30BaATEIBHBIX PECYPCOB
nH(}OPMaLIMOHHO-TEIIEKOMM YHUKAITMOHHOM ceTu « IHTepHeT»
[lepeuenn AIIEKTPOHHBIX 00pa3oBaTEeNbHBIX pecypcoB MH(}OpPMaLOHHO-
TEJIEeKOMMYHUKAaMOHHONW ceTu «MHTepHeT», HEOOXOOUMBIX MJii OCBOCHHUS JUCIHUILIAHBI
npuBezeH B Tabnuue 9.

Tabmuua 9 — IlepedyeHb 3JIEKTPOHHBIX O0pa30BaTEIbHBIX PECYpPCcOB HH(POPMALUOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTn «HTepHEeT»
URL anpec HaumenoBanue

He npenycmoTpeno

8. Ilepeuens MHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mporpaMMHOr0 0OeCHeueHUs, HCIOJIb3YEMOIo TMpPH OCYIIECTBICHUU
00pa30BaTENLHOTO MpoIiecca M0 JUCIUIIIHHE.
[lepeuyeHpb uCnonbp3yeMOro NporpaMMHOro odbecredeHus npejacranieH B Tadbuuue 10.

Tabmuna 10— [TepeueHsr mporpaMMHOT0 00€CIICUCHIS

Ne m/m HanmenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(}OPMALIMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEeMbIX npu
OCYIIECTBIICHUU 00Pa30BaTEIHLHOTO MPOIlecca MO JUCIHILTHHE

[lepeuensr uCHONMB3yeMBIX HHPOPMAIIMOHHO-CIIPABOYHBIX CHCTEM TMPEJICTaBICH B
Tabauie 11.

Tabnuua 11— Ilepeyens HHPOPMALIMOHHO-CITPABOYHBIX CUCTEM

Ne i/ HanmenoBanue

He npenycmorpeno

9. MarepuanbHO-TeXHUYeCKas 6a3a
CocrtaB MaTepuHaTbHO-TEXHUYECKONW 0a3bpl, HEOOXOAMMOW ISl  OCYIIECTBIICHUS
00pa3oBaTeNbpHOTO Mpoliecca Mo TUCIUIUIMHE, TIPeCTaBlIeH B Tabmuiel 2.

Tabmuma 12 — CoctaB MaTepHallbHO-TEXHUIECKOH 0a3hl
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Ne HanmeHnoBanue cocTaBHON 4acTH Homep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (ipu HEOOXOTUMOCTH)

1 | JleknmonHas ayuTopus

2 | KoMmbroTepHbIi Ki1ace

10. Onenounble cpeacTBa s MPOBEACHUS IPOMEKYTOUHOM aTTeCTAIlN
10.1. CoctaB OIICHOYHBIX CPEIACTBAJS MPOBEACHUS TMPOMEKYTOYHOM aTTeCTAI[UH
00ydJaronuxcs mo IMCUUILIMHE TpUBeIeH B Tabnwuie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB JJIsl IPOBEACHHUSI POMEKYTOYHON aTTeCTallun

By mpoMexxyTO4HOM aTTecTanum IlepedyeHb OIIEHOYHBIX CPEJICTB
Crnncok BOnpocos;
JuddepennrpoBanHbIi 3a4€T TecTsr,
3anaqu.

10.2. B kadyecTBe KpUTEpUEB OICHKH YPOBHA C(POPMHUPOBAHHOCTH (OCBOCHU)
KOMIIETEHIIMH 00ydJarouMMucs MpUMEHseTcsl 5-0ajuipHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIUM, KOTopas npuBeaeHa B Tabauie 14. B Teuenune cemecTpa MOXKET UCIOJIB30BATHCS
100-0annpHast ~ mKajga ~ MOAYJBHO-PEUTHMHIOBOM  CHUCTEMbl ~ YHHUBEpCUTETa,  IpaBHiIa
UCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurepuu onieHKH ypoBHS chOPMHUPOBAHHOCTH KOMIETEHITHI

OrieHKa KOMITETEHITUN

XapakreprucTrka cdhoOpMUPOBAHHBIX KOMIIETEHIINI
5-0ayuipHad mIKaia PaKTep (bopnupo

OO6yuaromuiicst:

— TI1y0OKO M BCECTOPOHHE YCBOMJI MPOTPAMMHBIN MaTepHaT,

— YBEpPEHHO, JIOTHYHO, MTOCIIE0BATEIHHO U TPAMOTHO €T0 U3JIaraer;

— ONHUpasiCh Ha 3HAHHWS OCHOBHOW W JOMOJHUTENHHOU IUTEPATYpHI,
«OTIIMYHO» TECHO CBSI3BIBACT YCBOCHHBIC HAYYHBIC IOJIOKCHUS C MPAKTHYCCKON
«GauTEHO» JeSATEIILHOCTHIO HAIPABIICHHUS;

— yMes0 000CHOBBIBAET M apryMEHTUPYET BBIJBUTAEMbIE UM UJIEH;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— CBOOOJIHO BIIQJIEET CUCTEMON CIIEINATM3UPOBAHHBIX MOHATHH.

— paBuJIbHO BRIMOJIHMWI OT 90% 1o 100% TecTOBBIX 3a1aHUi

OO6yuaromuiicst:

— TBEPAO YCBOWJ IPOrPAMMHBIN MaTepHall, FPAMOTHO U IO CYIIECTBY
W3JIaraeT ero, onupasch Ha 3HAHUSI OCHOBHOM JTUTEPATypHI;

— HE JIOMYCKAET CYIIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIO» — YBSI3BIBAET YCBOEHHBIE 3HAHHUS C MPAKTUYECKOW JeATETHbHOCTHIO
«3aUYTEHO) HaIpaBJICHNUS,

— apTyMEHTUPYET HayYHBIC MTOJIOKEHUS;

— JIeNaeT BBIBOILI U 0000IIEHUS

— BJIQJICET CUCTEMOMN CIIeMAIU3UPOBAHHBIX TOHITHIA. .

— IpaBWIbHO BRIMOJIHMI OT 70% 10 89% TecTOBBIX 3a1aHMi .

— 00y4arouuiics yCBOMJI TOJBKO OCHOBHOM MpPOTrpaMMHBIA Matepual,
[0 CYLIECTBY M3JaraeT €ro, ONUpasch Ha 3HAHUS TOJBKO OCHOBHOMU
JUTEPATypHI;

— JIOIyCKaeT HECYIIECTBEHHbIE OIMOKN U HETOUHOCTH;

— UCIIBITHIBAET 3aTPyJHEHHUS B IMPAKTHUECKOM NPUMEHEHUH 3HaHUH
HaIpaBJICHUS;

— c51ab0 apryMeHTHPYET Hay4yHbIE MTOJIOKEHHUS,

— 3aTpyaHseTcs B GOPMYIMPOBAHUHU BBIBOIOB M 0000ICHUIA;

— YaCTUYHO BJIAJICET CUCTEMOM CIIENMaIN3UPOBAHHBIX OHITHH.

«YOOBJICTBOPUTCIIEHO»
(Ga4uTCHO»




Or11eHKa KOMITETEHITUHN

XapakTeprcTrka chOpMUPOBAHHBIX KOMITCTEHITUIA
5-0aiubHas mKana PaKIep (op

— IPaBUJILHO BBIMOIHWI OT 51% 10 69% TecToBbIX 3aAaHMi

— oOy4Jaronuiicss HE YCBOWJ 3HAYUTEIBHOW YacTH MPOTPAMMHOIO
Marepuaa,
— JIONYCKAeT  CYIIECTBEHHbIE  OMMOKM W  HETOYHOCTH  MpH
«HEYJIOBJICTBOPUTEIILHO» | PACCMOTPEHUH MPOOJIEM B KOHKPETHOM HAIPaBIICHUH;
«HE 3aYTEHO — UCTIBITHIBAET TPYIHOCTH B IMIPAKTUYECKOM NMTPUMEHEHNUN 3HAHUH;
— HE MOXKET apryMEHTHUPOBATh HAYYHbIE TTOJIOKEHUS;
— He popMyIHpYyeT BEIBOJOB U OOOOIICHHIA. n
— MPaBWIHHO BBINOJIHWI MeHee 51% TeCTOBBIX 3ajaHuN .

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK HHBIE MAaTePUAIIBI.
Bomnpocs! (3agaun) ass 3K3aMeHa npeIcTaBiIeHbl B Ta0auie 15.

Tabmuna 15 — Borpocs! (3a1a4umn) 1s 9K3aMeHa

Ko
Ne i/m [lepeuens BompocoB (3aa4) AJsl IK3aMeHa A
WHMKATOpa
Y4eOHBIM IUIAHOM HE PEAYCMOTPEHO
Bompocsr (3amaun) s 3aueta / qudd. 3auera npepcraBieHsl B Tabmuie 16.
Ta6mmma 16 — Boripocs! (3amaun) mis 3aueta / audd. 3adera
Kon
Ne /it [epedens BompocoB (3anay) st 3auera / qudd. 3agera
p p (sanas) 1 e WHJIMKaTopa
1 [Tonsarue nnpopmarronnoi 6ezonacuoctu (Ub) u ocroBusie | OIIK-6.3.1

TEePMUHBI (3al1UTa, YTPO3a, YI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIIMATIBHOCTb, LIEIOCTHOCTD, IOCTYITHOCTh —
MIOHATHE U TPUMEPHI HAPYIICHHH.

[Ipennoceiaky 1 nenu obdecrneyeHus: HHPOPMaIMOHHON
0€30I1aCHOCTH.

Buns! nHpopManmonHoi 6€30MacHOCTH: IEPCOHATIbHAS,
KOPIIOpaTHBHAS, TOCY/IaPCTBEHHASI.

OOBeKTHI U CYyOBEKTHI 3aIIUTHI HHPOPMALIHH.
JlokTpuHa nHpopMamonHoi 0ezonacHocTu Poccuiickoit
denepanyy (OCHOBHbIE MTOJIOKEHUS).

2 NupopmanronHas 0e30macHOCTh Yel0BeKa M 00I1eCTBa. OIIK-6.Y.1
KomnbroTepHble npecTymieHus: onpeeneHue,

KJ1accu (UKl ¥ OCHOBHBIE TEXHOJIOTUH COBEPIICHHUS.
CoBpemenHas koHuemnius oobecreuenus 1b.

Ponw wenoBedeckoro akTopa B obecrieueHUH
MH(POPMAIMOHHOM 6€30MacHOCTH.

Knaccudukanms yrpo3 nHpopManmoHHONH 6€301aCHOCTH
(MCTOYHMKM, 11€JTH, BUJIBI BO3JICHCTBU).

OcHOBHBIE KaHAITBI YTEYKH HH(POPMAITUH.

TexHuyeckue KaHAIBI YTEYKU HHPOPMAIUH: TIOHATHE U
CIIOCOOBI 3aIUTEL

Buns! cereBrix arak: DoS, DDoS, Man-in-the-Middle
(MITM).

3 CornmanibHasi MHKEHEPHUS: METOJIbI U CIIOCOOBI OIIK-6.B.1




MPOTUBOJICUCTBUA.

BpenonocHoe nporpamMmmHoe oOecriedeHue: BUPYChl, YepBH,
TposiHbl, Ransomware.

YTpo3bl 0€30MaCHOCTH MEPCOHABHBIX TAHHBIX.

Yrpo3bl KOMMEPUECKON TalHbl U HHCANEPCTBO.

MeTobl OIIEHKH PUCKOB HH(POPMALIMOHHOM O€30MacHOCTH.
Uro Takoe ysa3BuMOCTh (vulnerability) 1 uem oHa oTIH4YaeTCs
OT yrpo3bl?

ITonuTuka 6e30macHOCTH HH(OPMALIMOHHON CUCTEMBI:
Ha3HAYEHHUE U CTPYKTYypa.

Mertonbl ayTeHTUGUKALMY U UISHTU()UKALMY 110JIb30BaTeNeH.
Bunpl ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTO(aKTOpHAas).

JIMCcKpenroHHast 1 MaHIaTHasi MOJIENIN YIIPABICHHS JJOCTYIIOM.
MexaHU3MBbl 3aIIUThl: TEXHUYECKUE, IPABOBBIE,
OpraHu3aIOHHbBIE.

Kpunrorpaduueckue MeTop! 3aIUThl HHPOPMALUU
(cMMMETpHUYHbIE U ACUMMETPUYHBIE).

XemupoBaH#e: MOHIATHE U UCIIOIB30BAHNE JIJIsl IPOBEPKH
LIEJIOCTHOCTH.

Mexcerebie skpanbl (Firewalls): ¢dyakmum, THIb (TakeTHEIE,
YPOBHS IPUJIOKEHU).

CucteMbl 0OHapY)KEHUS U NIPEIOTBPAILECHUS BTOPKECHUN
(IDS/IPS).

AHTHBHpYCHAs 3aIUTa: MPUHIUIBI PaOOTHI.

VPN (BupTyaJibHbIE YaCTHBIE CETH) — Ha3HAU€HHE U BUJIbI.
PesepBHoe konupoBanue (Backup) kak cpeacTBo odecrieueHust
JOCTYIMHOCTH JTAaHHBIX.

besonacHocthk O6ecnipoBonHbIX ceteit (Wi-Fi).

3anmra MOOMIIBHBIX YCTPOUCTB.

3ammTa UHGOPMAIIMK B O0JTAYHBIX BBIYUCICHUSIX

IIpaBoBBIE MeTO/IBI OOEcTIeueHUsT HH(POPMAITMOHHON
0€30I1aCHOCTH.

3akoHonaTenscTBO PO B 001acTy 3amuthl HHGpopmaruu (P3-
152, ®3-149).

I'ocynapcTBeHHas M1 KOMMepUecKasl TaiiHa: MOHATHE U 3aLUTA.
IlepconanbHble NaHHbIE: KiIaccu(UKaLMS U TPABOBON PEXUM
3aIIUTHI.

CrannapTsl B 001acTH HHPOPMAIIMOHHON 0€301aCHOCTH
(I'OCT P UCO/M3K 27001).

Cucrema 3amThl HHGOPMAIIUN OPTAHU3AIMH: CTPYKTYpa U
MIPUHIUIBI CO3/JaHMUS.

OrneHka pUCKOB: OIPEIeNICHNE, ITallbI.
bu3Hec-HenpepbIBHOCTh U BOCCTAHOBJICHUE MTOCIJIE MHIIUCHTOB
(BCP/DRP).

OO0ydeHune nepcoHana OCHOBaM KrOepOe30MmacHOCTH.

Aynut 6e30macHOCTH HH)OPMALIMOHHON CUCTEMBI.
[Tpununst padots! [Psec.

MeTto/b1 3a1UTh OT CHU((PHUHTA TAKETOB.

Mertoab! ycrpaHenus yrpo3sl [P-criydunra.

ATtaku Ha ypoBHe npuiiokeHuit (SQL-unbexunu, XSS).
dummHr: onpeneneHune, Buabl (smishing, vishing) u npusHaku.




[lepeuens Tem Uil BHITOJHEHUS! KypCOBOIO MPOEKTa/ KypcoBOil pabOThl MpPECTaBICHBI

B TabauIte 17.
Ta6ymma 17 — [lepedenp TeM I BBITTOJIHEHHS KYPCOBOTO IMPOEKTa / KYpCOBOM pabOThI

Ne /0

[TpuMepHBIii IIepeYeHb TEM I BBITOJHEHHS KYPCOBOTO IIPOEKTa/ KYPCOBOM
paboThI

Y4eOHBIM MJIaHOM HE MPEAYCMOTPEHO

BOHpOCH AJi1 IIPOBEACHHUA HpOMeX(YTOqHOﬁ arrécrallin B BHAC TCECTUPOBAHUA

npezcTaBieHsl B Tabmuie 18.

Tabnuna 18 — [IpuMepHbIi IEpeYeHb BOPOCOB JIsSI TECTOB

y Kon
Ne /it [TpuMepHBIii IepeYeHb BOIPOCOB ISl TECTOB
WHNKATOpa
1 1) K mpaBoBbIM MeTOaM, 00€CTIeYNBAIOLTIM HHPOPMAIIHOHHYIO OIIK-6.3.1

0e30IMacHOCTh, OTHOCSITCS:

- PazpaboTka annapaTHbIX CpeCTB 0OecreueH sl IPaBOBbIX JaHHBIX
- Pa3paboTka u ycTaHOBKA BO BCEX KOMITBIOTEPHBIX IMPABOBBIX CETSIX
KYpPHAaJIOB yuyeTa JeHCTBUM

+ Pa3paboTka 1 KOHKpeTH3a1|s IPAaBOBbIX HOPMAaTHUBHBIX aAKTOB
obecrnieueHus 6€30MacHOCTH

2) OCHOBHBIMHU HCTOYHUKAMH YTPO3 HH(POPMAIIMOHHOH 0€3011acHOCTH
SIBJISIIOTCS BCE YKa3aHHOE B CITUCKE:!

- XUIeHUE )KECTKUX TUCKOB, MOJKIOYEHHUE K CETH, MHCAlIepCTBO
+ IlepexBar JaHHBIX, XUILEHUE JAHHBIX, N3MEHECHUE apXUTEKTYphI
CUCTEMBbI

- XullleHue JaHHbIX, MOAKYI CUCTEMHbIX aIMUHUCTPATOPOB, HApYIIEHUE
pernameHTa paboThl

3) Bunsl undopmannoHHol 6€30MacHOCTH:

+ IlepconanbHasi, KOpropaTuBHasi, FOCy/1apCTBEHHAs

- Kiinenrckas, cepBepHas, cereBast

- JlokanbHas, rno0OanbHast, CMEIIaHHAS

4) Llenu uHOpMaIMOHHON 6€30MaCHOCTH — CBOEBPEMEHHOE
oOHapyXeHHE, IPETyNPEKICHUE:

+ HECaHKLIIMOHMPOBAHHOTO JJOCTYIIA, BO3AEHCTBHS B CETH

- HHCalJIepcTBa B OpraHu3aliu

- Upe3BbIYANHBIX CUTyalul

5) OcHoBHBIE 00BEKTHI HHPOPMAITMOHHOM 0€30MMaCHOCTH:

+ KommnbrotepHble ceTH, 6a3bl JaHHBIX

- UHdopmanoHHbIE CUCTEMBI, IICUXOJIOTHYECKOE COCTOSIHUE
I0JIb30BaTENIECH

- busnec-opueHTHpOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI

6) OCHOBHBIMH pUCKaMH WH(POPMAIIMOHHOM 0€30MacHOCTH SBIISIOTCS:
- Uckaxxenue, ymeHblIeHHE 00beMa, MEPEKOANPOBKA HH(OpMaLIUN

- TexHn4eckoe BMEIIATEIbCTBO, BEIBEJICHHE U3 CTPOst 000py10BaHHUS
ceTu

+ IloTeps, uckakeHue, yreuka HH(opMaIuu

7) K ocHOBHBIM npuHIUIaM obecrieuyeHus: THPOpMaIMOHHON
0€301aCHOCTH OTHOCHUTCS:

+ DxoHoMu4eckon 3¢ (HEKTUBHOCTH CUCTEMbI 0€30I1aCHOCTH

- MHororuathopMeHHOH peanu3aiy CUCTEMBI

- Ycuienust 3alMIIeHHOCTH BCEX 3BEHbEB CHCTEMBI




8) OcHOBHBIMU CyOBEeKTaMU MH(OPMAITMOHHONW 0€301TaCHOCTH
SIBIISTIOTCSI:

- PYKOBOJUTENHN, MEHEKEPbI, aIMUHUCTPATOPHI KOMITAHUI

+ opransl paBa, rocy1apcTBa, OusHeca

- ceTeBble 0a3bl TaHHBIX, (PacPBOILIBI

9) K ocHOBHBIM (DyHKIIHSIM CUCTEMBI O€30M1aCHOCTH MO>KHO OTHECTH BCE
MIEPEYUCIICHHOE:

+ YcTaHOBIIEHHE PETJIAaMEHTa, ayAUT CHCTEMBI, BBISIBICHUE PUCKOB

- YcraHoBKa HOBBIX O()MCHBIX IPUIIOKEHUHN, CMEHA XOCTUHT-KOMITAaHUU
- BHeapenue ayreHTH()HUKAINN, TPOBEPKU KOHTAKTHBIX JTAHHBIX
0JIb30BaTeNe

tecT 10) [TpuHIEIIOM MHPOPMAITMOHHON 06€30MTACHOCTH SBISETCS
MIPUHIIMIT HEAOMYIEHUSI:

+ HeonpaBaaHHbBIX OrpaHu4eHuil npu paboTe B ceTu (cucTeme)

- PuckoB 0e30macHOCTH CeTH, CUCTEMBI

- [Ipe3yMnumu CeKpeTHOCTH

11) IIpyHIMIIOM NOMUTUKU UHPOPMALMOHHONW OE€30MIaCHOCTH SBISETCA
TPUHITAIL:

+ HeBO3MOXKHOCTH MHUHOBATh 3alllUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuseHust OCHOBHOI'O 3BEHA CETH, CUCTEMBI

- [TonmHOTO G6JI0KMPOBAHMUS AOCTYNA IPU PUCK-CUTYALHSIX

12) [IpyHIMTIOM NOJAUTUKHA UHPOPMALMOHHOW OE30MTACHOCTH SIBIISIETCS
HPUHLUIL:

+ YcuneHus 3aluIeHHOCTH caMOro HEe3allUIEHHOIO 3BE€Ha CETU
(cuctemnl)

- [lepexona B 6e30macHOe COCTOSIHUE pabOTHI CETH, CUCTEMBI

- [lonHOTO HOCTYNA MOJIB30BaTENEH KO BCEM pecypcaM CETH, CUCTEMBbI
13) IlpuHIMIIOM MONUTUKYA HH(OOPMALIMOHHON OE€30MaCHOCTH SIBJIIETCS
MPUHLUI:

+ Pa3znenenus nocryna (00s13aHHOCTEN, MPUBUIIETUI) KIMEHTaM CETH
(cuctemsr)

- OTHOYPOBHEBOM 3alUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX MPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CHUCTEMBbI

14) K 0CHOBHBIM THIIaM CpPE/ICTB BO3/AEHUCTBHS Ha KOMITBIOTEPHYIO CETh
OTHOCHUTCSI:

- KomnbroTepHslii cooit

+ Jlornyeckue 3akinaaku («MUHBI»)

- ABapHitHOE OTKJIFOUECHHE ITUTAHUS

15) Korna monyuen cram 1o e-mail ¢ npusioXeHHbIM (aiiiom, cieayer:
- [IpounTaTh npunOKEHUE, ECIIK OHO HE COACPKHUT HUYETO IIEHHOTO —
yIQINUTh

- CoxpaHuTh npuioxeHue B napke «Cramy», BEIICHATH 3aTeM [P-anpec
reHeparopa crama

+ Y aanuTe TUCHbMO € IPUIIOKEHUEM, HE PACKPbIBas (HE YUTasl) €ro

16) lpunuun Kupxroda:

- CeKpeTHOCTh KJII04a ONpeiesieHa CEeKPETHOCTHIO OTKPBITOIO
COOOIEHHUS

- CekpeTHOCTh HHPOPMAIINH ONPEIeIeHa CKOPOCThIO NIEpeIaun JaHHbBIX
+ CeKpeTHOCTh 3aKPBITOr0 COOOIIEHHUS OTIPEIENIAETCS] CEKPETHOCTHIO
KJIFo4ya

17) DUII — aTo0:

OIIK-6.VY.1




- DneKTpoHHO-TIU(PPpOBOIT IpeoOdpa3zoBaTeIh

+ DnekTpoHHO-IM(POBas MOANUCH

- DneKTpoHHO-IM(PPOBOIT TIpoLIeccop

18) Haubouee pacpocTpaneHsl yrpo3bl HHOPMAITMOHHOK
0€301MacHOCTH KOPIOPATUBHON CUCTEMBI:

- [Toxynka HenuuensunonHoro 10

+ OmuOKM 3KCIUTyaTalliyd U HEYMBIIIUICHHOTO U3MEHEHUS PeKuMa
paboThI CUCTEMBI

- CO3HATENBHOr0 BHEJIPEHHSI CETEBBIX BUPYCOB

3 19) Haubomnee pacripocTpaHeHbl YIpo3bl HHPOPMAITHOHHOM OIIK-6.B.1
0€30MacCHOCTH CETH:

- PacnipeneneHHbIil 1OCTYI KIMEHT, 0TKa3 000py10BaHUs

- MopaiibHbI U3HOC CETH, HHCANWIEPCTBO

+ C0oii (0TKa3) 000pyIOBaHUS, HEJETATbHOE KOMMMPOBAHUE JAHHBIX
tect_20) Haubosee pacnpocTpaHeHbl CpeicTBa BO3CHCTBUS Ha CETh
oduca:

- Cnalwlii Tpaduk, HHPOPMAIIMOHHBIH 00MaH, BUPYCHI B UHTEPHET

+ Bupycsl B ceTH, TIOTHYECKNE MUHBI (3aKJIaJIK1 ), WH(HOPMAIIMOHHBIH
nepexBar

- Komnsrorepabie cOon, M3MEHEHNE aIMUHCTPHPOBAHUS, TOTIOJIOTUN
21) Yreukoit uHpOpMAIH B CUCTEME HA3bIBACTCS CUTYaLIUA,
XapakTepusyemasi:

+ IloTepeit naHHBIX B CUCTEME

- 3menennem ¢popmbl HHPOpMALTUT

- I3menenuem conepkanus nHGOpMaluu

22) ColicTBamu HpOpPMALIUU, HANOOJIEE aKTYAIbHBIMH TIPU
obecnieueHrnr HH(HOPMALIMOHHON OE30MaCHOCTH SBISIOTCS:

+ I{eoCcTHOCTD

- JloctynHOCTH

- AKTyanbHOCTB]

23) Yrpo3a nH(popMaIMoHHOH cucTeMe (KOMITBIOTEPHOM CeTH) — ITO:
+ BeposiTHOE coObITHE

- JlerepMuHUpPOBaHHOE (BCEria ONpeAeIeHHOE) COOBITHE

- CoObITHE, TPOUCXO/ISIIEE TIEPUOTUIECKHI

24) Undopmanus, KOTOPYIO clenyeT 3aluiarh (o HopMaTuBawm,
IIpaBUJIaAM CETH, CUCTEMBbI) Ha3bIBACTCS:

- PernamentupoBaHHOM

- [IpaBoBoii

+ 3amnumnaeMon

[lepeueHb TeM KOHTPOJBHBIX PabOT MO MUCHUIUIMHE OOYYaIOIIUXCS 3a09HON (hOPMBI
00ydeHus, IpeJICTaBICHbI B Ta0wmie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboOT

No /it [TepeyeHp KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEACNAIONIME  HPOLEIyphl  OLIEHUBAHHA
MHAMKATOPOB, XapaKTEpU3YIOLUX JdTanbl (OPMUPOBAHMUS KOMIETEHLUH, COAEpKaTcsi B
JOKAJIbHBIX HOpMaTuBHbIX akTax [YAIIL, pernameHTHpyOIIMX NOPSAAOK M MPOLEAYPY
MIPOBEJCHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUHOM aTTecTalli 00yJaromuxcs
I'VAIL




11. Meroaudeckue yKazaHus Ui 00YJarOIIUXCs IO OCBOCHUIO TUCITUTIAHBI

11.1. Meroauueckue ykasaHHs A7 OOy4aroIIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
MaTepuaia.

OcCHOBHOE Ha3HAYCHME JIEKIUOHHOIO MaTepuana — JIOTMYECKH CTPOMHOE, CUCTEMHOE,
riyOOKoe U sICHOE WU3JIoKEeHHe yueOHoro marepuana. Ha3HadueHune cOBpEeMEHHOM JieKLuu B
paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(YOPMALUIO 1O TEME, a B OCBOCHUU
(GyHAaMEHTaJIbHBIX NpoOJeM JUCHMIUIMHBI, METOJOB HAy4yHOrO IIO3HaHMS, HOBEHUIIMX
JOCTIDKEHUI Hay4HOH MbIciu. B yueOHOM mporecce JEKIUs BBIMOIHAET METOO0JIOTHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (YHKUMHU. JIeKIus pacKkpbIBaeT MOHATUHHBIN annapar
KOHKPETHOW 00sacTé 3HaHUs, €€ IpoOJIeMbl, JAaeT LEJIbHOE INPEACTAaBIEHUE O AUCIUILUIMHE,
IIOKAa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUIIIIMHAMM.

IInaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYarONIMMHKCS JEKIIMOHHOIO MaTepuaa;

— TIOJYy4Y€HHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HAaHUN, YpPOBECHb
KOTOPBIX OIPEIEISIETCS LEIEBOM YCTAHOBKOM K Ka)K10M KOHKPETHOU TEME;

— TIOJIyY€HHE OIbITa TBOPUECKOI pabOThl COBMECTHO C IPENOJaBaTEIeM;

— pa3BuTHEe HOPOPECCHOHATBHO-/IENOBBIX  KauyecTB, JIIOOBM K TNpeAMETy H
CaMOCTOSITEJIBHOTO TBOPYECKOI'O MBILLITICHHUS.

— MOSBJIECHUE HEOOXOJMMOTro MHTEpeca, HEOOXOANMOTrO JUIs CAaMOCTOATENILHOM padoThI;

— IIOJIy4YCHUE 3HAHUM O COBPEMEHHOM YPOBHE pPa3BUTHS HAYKHM M TEXHUKUM U O
IIPOrHO3€ UX Pa3BUTHsI HA OJIMKalIIne Tobl;

— HayyuTbCsd METOJMYECKH oOpadarbiBaTh MaTepuan (BbIACIATH TJIaBHBIE MBICIU U
IIOJIOKEHUS, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3jIM4YHBIX
(bopMynupoBKax);

— MOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TOHATHH.

JlekuMOHHBI MaTepua’d MOJXKET COINPOBOXKAATHCS JIEMOHCTpalMed ClIalIoB U
UCIIOJIb30BAaHUEM pa3/laTOYHOrO MaTepuajga IpU IPOBEIEHUU KOPOTKMX JAMCKycCUU 00
0COOEHHOCTSX MPUMEHEHHUS OTJENIbHBIX TEMATHK M0 JUCLUIUINHE.

CrpyKkTypa npe1ocTaBiIeHUs JIEKIIMOHHOTO MaTepuaIa;

— M3noxeHue JEKIMOHHOTO MaTEpUAIIa;

— llpencrasieHne TEOPETHUECKOTO MaTepUaa MPEnoJaBaTesIeM B BUJE CIANIOB;

— OcBo€HHE TEOPETUUECKOT0 MaTepualla 0 MPaKTUYECKUM BOIIPOCaM;

— CnHcok BOIIPOCOB IO TEME Ul CAMOCTOSTENIbHOW PabOThI CTYECHTA.

Metoanyeckue yka3zaHHs [0 OCBOEHHIO JISKIIMOHHOIO MaTepHajga UMEIOTCsS B U3JaHHOM
Buae B 6ubmmoreke I'YAII CBunapuyk, Anapeit AnekcanapoBu4 (KaHJI. TeXH. HaykK). OCHOBBI
UHPOPMALIMOHHOM Ge30macHOCTH : yueOHo-meroandeckoe mnocodbue / A. A. Cunapuyk ; C.-
[Terep6. roc. yH-T aspokocm. npudopoctpoenus. - Cankr-Ilerepoypr : U3n-so ['VAII, 2023. -
94 c. : puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. 11. - Tekct : HEemocpeACTBEHHBII

11.2. Metoauueckue ykazaHusi A OOYYalOIUXCsS IO BBIMOJHEHHIO JIAOOPaTOPHBIX
pabor

B xozme BbIMONHEHHS J1a0OpAaTOPHBIX paboT OOyYaromMiCS JOJDKEH YIIyOuTh U
3aKpEeNUTh 3HAHWS, MPAKTHUYECKUE HABBIKH, OBJAJETh COBPEMEHHOW METOAMKOH W TEXHHKON
HKCIIEPUMEHTAa B COOTBETCTBUHM C KBAJU(PHUKAIMOHHON XapaKTEepUCTUKOM 00ydaromerocs.
BrimonHenune mabopaTopHbIX pabOT COCTOUT M3 3KCIEPUMEHTAIbHO-TIPAKTUYECKOM, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIBbHBIX MEPOIIPHUITUH.

Breinmonnenue n1abopaTopHBIX pabOT 0OydarolUMCS SBISETCS HEOTHEMJIEMOM YacThIO
U3yYeHHs] JTUCHMIUIMHBI, OIpenesiseMoi y4yeOHbIM IUTAaHOM, M OTHOCHTCA K CpEICTBaM,
00ecIeunBarONINM PELICHUE CIEAYIOINX OCHOBHBIX 33a4d 00yJaromerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMS IMPOIECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKax JIaHHOW JUCHUIINHBL;



— 3aKpeIUIeHHE, pa3BUTHE U JIETATU3allUsl TEOPETHMYECKMX 3HAHHM, MOJTYYEHHBIX Ha
JEKIMX;

— TOoJIyueHHe HOBOM MH(OpMAINH 10 U3Y4aeMOH TUCIUILIIHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITETIBHOM  paboThl ¢ J1a0OpaTOpHBIM
o0opyoBaHrEeM U pudopamu.

3ananue u TpeOOBaHUSA K NPOBEIEHUIO J1a00PATOPHBIX padoT

— B 3aganum 1omKHO OBITH YeTKO c(hopMylIHpoBaHa 3a/1a4a, BeinoiHsiemas B JIP;

— Onwucanbl BXOJHbIE U BBIXOJIHBIE JaHHBIE AJisl IpoBeaeHus JIP;

— JIP momxHa BBITIOJIHATHCS HA OCHOBE MOJYYEHHBIX TEOPETUUECKUX 3HAHUSAX;

— Bemonnenne JIP 1omKHO OCYHIECTBIATHCS HAa OCHOBE METOJUYECKHX YKa3aHUM,
MPEIOCTABIIIEMBIX TIPEIIOAABATEIIEM;

— JIP nomxkHa BBINOJIHATHCS B CIIEHUATM3UPOBAHHOM KOMIBIOTEPHOM KJIACCE€ U MOXKET
OBITH JOpabOTaHa CTYJIEHTOM B JOMAIITHUX YCIOBUSX, eciu 1o3Bossier [10;

— Hrorom BeimosiHeHHOM JIP siBiIseTcst OTUET.

Ctpykrypa u ¢popMa oT4eTa 0 J1a00PaATOPHOIi padoTe

— IlocranoBka 3a7auu;

— BxoaHbI€ U BBIXO/HBIE JaHHBIE;

— CopepkaHue TaroB BHIOTHEHHUS;

— O0ocHOBaHMeE MMOJIYYEHHOTO pe3yibTara (BBIBON);

— Crnucok UCTOIB3yeMOH JINTEPaTypHI.

TpebGoBanus k opopMIIeHHIO 0TYETA 0 J1aGopaTOpHOIi padoTe

— JlaboparopHas pabora (JIP) mpemocTaBiseTcss B me4aTHOM/WIIH 3JIEKTPOHHOM BHU/IC;

— JIP momxHa cOOTBETCTBOBAThH CTPYKTYpE U JOpMe OTUETa MPEICTABICHHOH BBIIIIE;

— JIP pomxna umetrh TuUTynapHBIM guct (I'OCT 7.32-2001 wuzpmanus 2008 roma) c
HA3BaHMEM U TOJITUCHIO CTYACHTA(0B), KOTOPHIH(bIe) ee crenan(u) u opopMui(u);

CryneHt mospkeH 3amutuTh JIP. OTMeTKa 0 3amuTe M0 KHA HAXOIUTHCS HA THUTYJIEHOM
JUCTE BMECTE C MOMUCHIO MPeroaaBaTers.

11.3. MeToauueckue yKazaHus sl OOYJAIOIIUXCS O MPOXO0KACHUIO CaMOCTOSATEIHHON
paboThl

B xone BHIOTHEHHUS CaMOCTOSATENBHON pabOThI, O0YUYAIOUIUIICS BBIOIHSAET paboTy MO
3aJJaHUI0 ¥ TIPU METOJMYECKOM PYKOBOJCTBE IpErojaBaTelisi, Ho 0e3 ero HermocpeICTBEHHOTO
y4acTusl.

B mporecce BBITIONHEHMS] CaMOCTOSATEIBLHON paboOThl y oOydarorerocs (GopmMupyercs
1enecoo0pa3Hoe MIaHUPOBaHUE PadoUero BpeMeHu, KOTOPOe MO3BOJISET eMy Pa3BUBATh YMEHUS
N HaBBIKM B YCBOCHHMU W CHCTCMATHU3AllUH HpI/IO6pCTaeMI)IX 3HaHHI>'I, oOecrieunBaeT BBICOKHI
YPOBEHb YCIEBAEMOCTH B TMEPHOJ OOY4YeHHs, TOMOTaeT TMOJYYUTh HABBIKM TOBBIIICHUS
MpoQeCCHOHAIBHOTO YPOBHSI.

MeTtoaudyeckuMi ~ MaTepuaiaMH,  HAMpaBJSIONIMMH  CaAMOCTOSITENbHYIO  paboTy
00yJarONTUX CSASBIISIOTCS:

—  y4eOHO-METOAMYECKH MaTepHal Mo AUCIHUILTNHE;

— METOJMYECKHE YKa3aHHS IO BBHIMOJTHEHUIO KOHTPOJIBHBIX pa0oT (i1 00ydaromuxcs
10 3204HOU (hopMe 0OyUeHHs).

11.4. Metoauveckre yKazaHusl [UIsl OOYYAarOIIMXCS TIO TMPOXOXKICHHIO TEKYIIETro
KOHTPOJISI YCTIEBAaeMOCTH.

Texymuit KOHTPONb YCIEBAEMOCTH TMpEAyCMaTpUBAeT KOHTPOIb KadyecTBa 3HAHUI
00yJarOIXCsl, OCYIIECTBIIEMOTO B TEUCHHE CEMECTpa C IIeJbI0 OICHUBAHMS X0JIa OCBOCHUS
IUCIHATIINHEL



JUisi  yCHEUIHOTO TMPOXOXACHUS TEKYLIEro KOHTPOJs HEOOXOIMMO BBINOJHUTH
71a00paTOpHbIE PadOTHI, 3arPy3UTh X B JIMYHBINA KaOMHET M MPOITH MPOLEypY 3aIIUTHI KaXKI0H
paboTbl. O1ieHKH 3a pabOThI BEICTABIISIOTCS MO MATHOATUIBHON HIKAJIE.

11.5. Meroauyeckue ykazaHus Jjisi OOY4arOUIMXCs MO MPOXO0KIACHUIO MPOMEXYTOYHOM
aTTeCTallUU.

[Ipomexyrounass  arrectanus  OOydYaIOIMIMXCS  MPEAyCMaTpUBAeT  OICHUBAHHE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/IbTaTOB 00y4YeHMs MO auciuruiiHe. OHa BKIIIOYAeT B
cedst:

— auddepeHunpoBaHHbI 3auyeT — 3T0 (¢dopMa OLEHKU 3HAHUM, MOJyYEeHHBIX
00ydJarouMMcs Mpy U3y4eHUH JAUCIHUIUIMHBI, TIPU BBIITOJIHEHUH KYPCOBBIX MPOEKTOB, KYPCOBBIX
paboT, Hay4YHO-HCCIIEI0BATEIbCKUX PA0OT U MPOXOKICHUH MPAKTUK C aTTECTAllMOHHON OLIEHKON
«OTIUYHOY, «XOPOIIOY, «YAOBIECTBOPUTEIBHOY, KHEYIOBICTBOPUTEIHLHOY.

JUis  yCHEeImIHOTO MPOXOXKACHUS MPOMEXKYTOYHOW aTTecTallid HEOoOXOAUMO 32
3allMIICHHbIE  JTA0OpaTOpHbIE PabOTHl  TMOJYYUTh MHTETPAIbHYIO OIICHKY HE HIKE
«YAOBIIETBOPUTEIHHOY.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




