AHHOTaUs

Jucuumnuzaa «OcHOBBI MHPOPMAIIMOHHOM 0€30MacHOCTH» BXOAMUT B 00pa30BaTEIbHYIO
poTrpaMMy BBICIIET0 00pa3oBaHusl — MPOrpaMMy OakajlaBpHara 10 HalpaBJICHUIO MOArOTOBKH/
CIIELINATILHOCTHU 27.03.04 «YnpaBieHue B TEXHUYECKUX cCUCTEMAaX»
HarnpapJIeHHOCTH/CienManu3anu «YTpaBieHue U UHPOPMATHKA B TEXHHMYCCKHX CHCTEMAax).
Hucnurmuna peanusyercs kadeapoit «Ne33».

JucuuminHa HameneHa Ha GOPMHUPOBAHKE Y BBITYCKHUKA CICIYIOIINX KOMIIETCHITHIA:

OIIK-6 «CnocobeH pa3pabaThiBaTh M HCIIOJIB30BaTh QJITOPUTMBI H IPOTPAMMBI,
COBpEeMEHHbIC MH(GOPMAIIMOHHBIE TEXHOJIOTHH, METOABl U CPEJCTBA KOHTPOJISI, JHATHOCTUKH U
yIpaBieHUs, MPUTOJHBIE ISl MPAKTUYECKOT0 MpUMEeHeHus B cepe cBoeil nmpodeccruonaibHON
JIEATETbHOCTH

CopepxaHue AMCUUIUIMHBI OXBATHIBAE€T KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaueHue WH(OPMANMOHHOW O0€30MacHOCTH W 3aluThl MHPOpPMAIMH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNneHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METO/I0JIOTUYECKHUX U OPraHU3AIMOHHBIX OCHOB 0OecrieueHusi 6€30MacHOCTH.

[IpenogaBanne AMCHUIUIMHBI MpEAyCMATpUBaeT Cienyromue QopMbl OpraHu3aluu
y4eOHOro mporecca: JEKIUH, JIa0OpaTopHbIe padOTHI, CaMOCTOSITeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[IporpammMoit AMCHUIUIMHBI TPEAYCMOTPEHBI CIEAYIOIIME BHUABI KOHTPOJIS: TEKYIIUI
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUHAs aTTecTanus B popme nuddepeHupoBaHHOTO 3a4eTa
(9 cemectp).

OO0mias TpyAOEMKOCTh OCBOEHUS AMCLMILIMHBI COCTaBIseT 3 3aueTHhIX eauHuibl, 108
YacoB.

SI3bIK 00yUYeHUs IO TUCIUILTUHE KPYCCKHM »



1. TlepedeHb IIAHUPYEMBIX PE3YJIbTATOB OOYUEHHUS 110 TUCIUITIIMHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (eZiepaibHOM T'OCYIapCTBEHHOM 00pa30BaTeIbHOM CTaHAApTe BBICIIETO MPOo(eccrnoHalIbHOTO
oOpa3zoBanus. M3ydyeHue MUCHMIUIMHBI HANPaBICHO Ha (OPMUPOBAHUE MEPEUHCICHHBIX HIKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETCHIIUH.

Taxoke 1ensiMU OCBOCHUS NUCIMILIMHBI «3aliuTa MHPOPMALUN») SBISIOTCS PACKPBITHE
CYIIHOCTH U 3Ha4eHHs] MHGOPMAIMOHHON 0€30MacHOCTH U 3alllUThl HHPOpPMAIMH, UX MECTa B
CHCTEME HAI[MOHAIBHOM OE30MaCHOCTH, OIpEeNiEHHEe TEOPETUYECKUX, KOHIIETTYalbHbIX,
METOJIOJIOTUYECKUX M OpraHu3allMOHHBIX OCHOB oOecredeHus Oe3omacHOCTH HHGOpMaluy,
KIIAaCCU(UKALIUS U XapPAKTEPUCTUKU COCTABIISIONINX MH(POPMAITMOHHON OE€30MaCHOCTH | 3aIIUTHI
uH(pOpMallMK, YCTaHOBJICHHE B3aUMOCBSI3U M JIOTUYECKON OpraHu3alMi BXOISAIIMX B HHUX
KOMITOHEHTOB.

1.2. JlucuuminHa BXOJIUT B COCTaB 0053aTeIbHON YacTH 00pa30BaTEIbHON MPOTrPaMMBbI
BhICIIero oopazosanus (naiee — OIT BO).

1.3. IlepeueHb IIAHUPYEMBIX PE3YJILTATOB OOYUEHUS MO AUCLUUIIIMHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pesynbratamu ocBoeHust OI1 BO.

B pesynbrate u3yueHUs AMCHUIUIMHBI OOYYAIOUIUICS NOJDKEH O0MagaTh CIEAYIOUTUMU
KOMIICTCHIIMSIMY WJIH WX 9acTsaMu. KOMIETeHIINY U WHIUKATOPHI MX JTOCTHXKEHUS TIPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMIA U HHINKATOPOB MX JOCTHKEHHS

Koxn u
Kareropus (rpymnna) Kon n HanMeHOBaHME HHIUKATOPA
HaNMEHOBaHUE
KOMIIETEHIINHU OCTHIKEHUS KOMIIETEHIINU
KOMIIETEHIUHA

OIIK-6 Cniocoben
pa3zpabaThiBaTh U

UCIIOJIb30BaTh
AITOPUTMBI U
P OIIK-6.3.1 3HaeT OCHOBHBIE aJITOPUTMBbI
IIPOrpaMMBl,
pelieHus 3a1a4 B 00J1aCTH COBPEMEHHBIX
COBpPEMEHHBIE .
MH(POPMALIMOHHBIX TEXHOJIOTUI
UH(POPMaLMOHHbIE

OIIK-6.Y.1 ymeet npuMeHsTh 6a30BbIE
HaBBIKU JJIS PEIICHUs 3a/1a4 KOHTPOJIS,
JMAarHOCTHKY | yIIpaBIICHUs B 007IacTH

TEXHOJIOTUHU, MCTO/IbI
ObmenpodeccnoHanbHbIe | U CPEICTBA

KOMITETEHIIHH KOHTPOJIS, 9
npodeccuoHaIbHOM e TeIbHOCTH
JIMarHOCTUKH U
N OIIK-6.B.1 Bnaneer HaBbIKaMH pa3pabOTKu
yrp ’ ¥ MCII0JIb30BaHMs IPOTPaMM U aJITOPUTMOB
NPUTOHBIE JUIS
C LIeJIbI0 IPUMEHEHHUSI B cpepe
MPAaKTUYECKOTO

pohecCUOHATBHOM NesTeNbHOCTH
MIPUMCHCHUS B

cdepe cBoeit
poQeCCHOHATBHON
JeSITeTIbHOCTH

2. Mecro nuctutuinHbEL B cTpykType OI1
JucuumnirHa MokeT 6a3upoBaThCsl HA 3HAHUSAX, paHee MPUOOPETEHHBIX 00yJarOIIUMHCS
IIPU U3YYECHUH CIEYIONIUX TACIHIUINH:
— Hudopmaruka
— HMHdopmanmonHble TEXHOIOTUN
3HaHMs, IIOJIyYEHHBIE @IPU M3YYEHUM MaTepuajla JaHHOM JHUCLUUIUIMHBI, HMEIOT
CaMOCTOATENILHOE 3HAUYCHHUE.

3. OO0BEM H TPYTOEMKOCTh JUCIUILTAHBI




JlanHbpie 00 oOmemM oO0beMe AUCHUIUIMHBI, TPYJOEMKOCTH OTAEIbHBIX BHUJOB Y4e€OHOM
paboTHI IO TUCHUIUINHE (M pacHpeaeIeHue 3TOH TPYI0EMKOCTH 110 CEMECTpaM) MPECTABICHBI B
tabnuue 2.

Ta6ymma 2 — O6beM U TPYJ0EMKOCTh JUCITUTIINHBI

TpynoeMKocTb 1o
Bun yueGHO# paboThI Bceero cemMecTpam
Ne9
1 2 3
Oowan mpyooemKocmp oucCyunIuHbl, 3/ 108 3/ 108
3E/ (4ac)
U3 nux yacoe npakmuyeckoii O020MoeKu
AyoumopHhuie 3anamus, BCETO 4ac. 34 34
B TOM YHCJIE:
nexuun (JI), (gac) 17 17
npaktudeckue/cemunapckue 3aastus  (I13),
(gac)
naboparopusie padbotsl (JIP), (dac) 17 17
KypcoBoii npoekT (pabdota) (KII, KP), (gac)
9K3aMeH, (Jac)
CamocmoamenvHnas paboma, Bcero (4ac) 74 74
Buo npomesrcymounoi ammecmayuu: 3auet, | Hudod.
audd. 3auer, sx3amed (3auer, [udd. 3au, Dk3.) 3a4., M. sad.,

4. ConepxaHue JUCIUTUTHHBI
4.1. Pacnpeznenenue TpyI10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUAaM 3aHATUMN.
Pa3nensbl, TeMbl AUCHUIIIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCIUILIUHBL, UX TPYAOEMKOCTh

Paznesbl, TeMbl JUCIUITITUHBI e | 113 (C3)| - JIP KII CPC
JCTIRL, et (dac) (dac) (qac) (qac) (qac)
Cemectp 9
Pasnen 1. Beenenue 2 5
Paznen 2.CymHocTs W TOHATHE WHGOPMAITMOHHOM 4 6
0e30IacHOCTH
Pasnen 3. 3Hauenue nHGHOPMAIMOHHOM OE30MMaCHOCTH 4 6
U €€ MECTO B CUCTEME HAI[MOHAIBHOMN 0€301aCHOCTH
Paznen 4. CynrHoCTh ¥ TOHATHE 3aIIUTHI HH()OPMAITUU 4
Paznen 5. CocraB u xitaccudukaius Hocutenei 4 4 8
3ammIiaeMon HHGopMaIu
Paznen 6. [loHarre u CTpyKTypa yrpo3 3aiiuiaeMon 4 4 13
uHpOpMaIH
Paznen 7. O6beKTHI 3a1IUTHl HHpOpMaAIUN 4 4 12
Paznen 8. Kitaccudukaiius BUI0B, METOIOB U CPEJICTB 8 5 16
3alIUThl HHPOPMAITUH
Hroro B cemectpe: 34 17 74
Uroro 34 17 0 74

[IpakTuueckass MOATOTOBKA 3aKJIOYAeTCsl B  HEMOCPEICTBEHHOM  BBIIIOJHEHUU
Oo0y4arolMMHUCST  OMNpENEeNEeHHBIX  TPYIOBBIX  (YHKUMH,  CBSA3aHHBIX C  Oy;yiei
po(eCCHOHATIBHOM 1€ TENbHOCTBIO.




4.2. CopnepxaHue pa3/ieJoOB U TEM JIEKIIMOHHBIX 3aHSATHH.
ConeprxkaHue pas/iesioB U TEM JICKITMOHHBIX 3aHATHI PUBEACHO B Ta0uIE 4.

Ta6mmma 4 — ComepxaHue pa3aesioB U TeM JEKIIMOHHOTO UK

HOMep pasaciia Hazsanwne u COACPpIKAaHUE PA3aCIOB U TEM JICKIIMOHHBIX 3aHATHH

Pasoen 1. Bgeoenue.

[Ipenmer u 3amaun Kypca. 3HaUCHNE U MECTO Kypca B, OJATOTOBKE
CIEIMAIMCTOB, IO 3amuTe nHpopmarn. Hayunas u yueOnas
B3aMMOCBSI3b Kypca ¢ IPYTMMH TUCHUTUIMHAMH. Pa3ziensl u TeMsbl, ux
pacmpenesieHre 1Mo BUIaM ayANTOPHBIX 3aHATHH. DOPMBI IPOBEACHUS
CceMUHApCKuX 3aHATHH. COCTaB M METOMKA CAaMOCTOSTEIILHON PabOTHI
CTYACHTOB 10 U3YYCHHUIO TUCIMIUTMHBL. DOpMBI IPOBEPKH 3HAHHIA.
AHanm3 HOPMaTHUBHBIX HICTOYHUKOB, HAYYHOH U y4eOHOH JINTEpaTypHI.
3HaHMSA U YMEHUS CTY/ICHTOB, KOTOPBIE JOJDKHBI OBITH MOJTYYCHEI B
pe3ysibTaTe u3y4eHus Kypca.

Paszoen 2. Cywynocms u nonamue uH@opmayuoHHou bezonacnocmu
CTaHOBJICHUE W Pa3BUTHE MOHATHA "MH(DOPMAIIMOHHAS O€30MacHOCTh" .
CoBpeMeHHBIE TTOIXO/IBI K OTIpeeNIeHUIO MOHATH. CyITHOCTh
nHPOpMaMoHHOH 6e3omacHocTH. OObEKTH HHPOPMAITHOHHOM
oe3omacHocTU. CBs3b HH(DOPMAIIMOHHOM 0€30MaCHOCTH C
nHpopMaTH3amuei odmiectsa. CTpykTypa HH()OpPMATMOHHON
6e3omacHocTr. OnpeneneHre MOHITHS HHPOPMAITOHHAS
0e3omacHoCTh".

Pasoen 3. 3uauenue ungpopmayuonnoil bezonacnocmu u ee Mecmo 8
cucmeme HayUoHAIbLHOU 6E30NMaACHOCTH

3HaueHre UH(HOPMAITUOHHOM, O€30MIACHOCTH IS CYOEKTOB
WHPOPMAITMOHHBIX OTHOLICHUH.

3 CBs13p Mex Ty HHPOPMAITMOHHONW 0€301MaCHOCTHIO U OE€30MaCHOCTHIO
WH(pOPMAITHH.

[ToHsiTHE U COBpeMEHHAs! KOHIICTILIUS HAIIMOHAILHOM 0€3011aCHOCTH.
Mecto nHPOPMAITMOHHOM, 0€30ITACHOCTH, B CHCTEME HAIIMOHATBHOM
0e301MacHOCTH.

Paszoen 4. Cywynocms u nonamue 3awumol uH@Gopmayuu
CymiecTByromue NoaX0AbI K COAepKaTeIbHON 4acTH MOHATHS ""3aluTa
nHpOpMaLuK" U COCO0BI peau3aliy COAEP)KaTeIbHOM YacTu.
MeTononoruueckasi OCHOBA PACKPBITHSI CYLIHOCTU U ONPEIEIICHUS
MOHATHS 3alUTHI HHPOpMaIy. DopMbl BBIPaKCHUS HAPYIICHHS
craryca naHopmauu. OO0yCIIOBIEHHOCTD CTaTyca HH(OpMAaLUH ee
YSI3BUMOCTBIO.

[onsTre ysa3suMocTn nHGopMauu. PopMbl IPOSIBICHUS YI3BUMOCTH
uHpopmarun. Buas! ys3Bumoctr uadopmanmu. [Tonstue "yreuka
uHpopmarnun". CooTHomeHne GopM U BUAOB YSI3BUMOCTH
nHpopmarun. ColiepkaresbHas 4acTh MOHITHS "3aluTa
uHpopmMarmn'.

Crioco6 peanuzanuu coaepKaTeIbHON YacTH 3alIuThl HHQOpMAaIHH.
Onpenenenue MoHATHUS "3aminTa HHPOPMALIUK'", €F0 COOTHOIIEHHUE C
nousTueM, copmymupoanabiM B [OCT P 50922-96. "3amura
nHpopmaur. OCHOBHBIE TEPMHUHBI U ONpeaesieHus .

Paszoen 5. Cocmas u kraccugpuxayus nocumeneil 3auuuiaemo
ungopmayuu

[Tonsite HOCcHTENS 3amuiaemMon nabopmarmu''. COOTHOIICHE

5 MEXIy HOCHTEIEM M HCTOUHUKOM HH(popMauu. CocTaB HOCUTENEH
3amumaeMoi nHpopmanu. CrnocoOsl PUKCHpPOBaHUSI HHPOPMALIIH B
HocuTeNsiX. Busl oroOpaxkenus: mHGOpMAIUU B HOCUTEISIX. MeTo bl
BOCIIPOU3BEJICHUS OTOOPaKEHHOH MH(POPMAITUK B HOCHTEISIX




WHPOpPMALIUH.

nHpopmanun. Hocurenn nucbMeHHOM, BUIOBOH, H3Ty4aeMOn
uHpopmarmn. Onocpe10BaHHbIE HOCUTEIH 3aIUIAaeMON
nHpopmaruu. CBoWCTBa U 3HAUCHHUE THIIOB HOCUTENEH 3aluiiaeMon

6 saBieHus, (pakTopsl, ycoBus. [loHsTHE YTrpo3b! 3amuaeMoit

WH()OPMAITHIO.

Paszoen 6. [lonamue u cmpyxmypa yepo3 sawuujaemoui ungopmayuu
CoBpeMeHHbIE TOAXO0bI K TOHATHIO YTPO36I 3aIIHAIIAeMOI
uHpopMaruu. CBs3b YIpo3bl 3alIUIIIAEMON HHPOPMAITUH C
ys3BUMOCTBIO HH(popManuu. [Ipu3Haku U COCTABIISIONINE YTPO3bI:

nHpopMmarun. CTpyKTypa SBJICHHNA KaK CYIIIHOCTHOTO BBIPAYKEHUS
yrpo3sl 3anumaemMon uHpopmarmu. CTpykTypa GakTopos,
CO3AIOIINX BO3MOKHOCTb JIECTA0MIN3UPYIOMIEro BO3ICHCTBHUS Ha

0OBEKTOB 3aIIUTEL

Ha OOBEKTHI 3aIUTHL

Paszoen 7. Obvexmul 3auyumol ungopmayuu
[Nonsitue oObekTa 3amuThl. HocuTenu nHpopManmu kak KOHEYHBIC
00BeKTHI 3aUThl. OCOOEHHOCTH OTAENIHHBIX BUIOB HOCUTENIEH KaK

CocTtaB 00BbEKTOB XpaHEHHUS MMCbMEHHBIX U BUIOBBIX HOCUTEJIEH

uH(popMauH, mouIeKamux 3ammre. CocTaB MOUIEKAIINX 3aIIUTE
TEXHUYECKUX CPENICTB OTOOpakeHus, 00paboTKH, XpaHEHUS,
BOCIIPOU3BEICHUS nepeaaun nHpopManun. Jpyrue o0beKThl 3aIInuThl
nHpopManuy. Bubl U cmocoOb! JecTabMIH3UPYIOIET0 BO3ACHCTBIS

unghopmayuu

Paszoen 8. Knaccughuxayus 6udos, memooos u cpedcms 3auumol

Buser 3amute! napopMannu, cepsr ux aeiicteus. Knaccudukamnms
METO/IOB 3aIUTHl HH()OPMAIMU. Y HUBEpCAIbHBIE METOBI 3aIIUTHI

8 nHpOpMaIuu, 00acTb uX npuMeHeHus. O01acTH MpUMEHEHUs

OpraHU3allMOHHBIX, KPUITOTPaQUIECKUX U HHKEHEPHO-TEXHUYCCKUX
METOAO0B 3auThl nHpopManun. [lonsaTre n knaccudukanys cCpeacTs
3amMTel HPopManyu. Ha3HaueHue mporpaMMHBIX,

KpUnTorpadMuecKuX U TEXHUUECKUX CPEJICTB 3aIUTHI.

4.3. IlpakTtuyeckue (ceMUHAPCKUE) 3aHATUSL

Tembl IpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEIEHBI B TAOIHNILIE 5.

Ta6n1/1ua 5— HpaKTI/I‘leCKI/IC 3aHATUA U UX TPYJOCMKOCTb

N3 nux Ne
Ne | Tewmsbl npaktudeckux | @opmel npakTUYeCKuX | TpyaoeMKOCTb, |MIPAKTHYECKOM |pasnena
n/m 3aHATUN 3aHATUH (gac) MOATOTOBKH, |AUCIUI
(dac) JIUHBI
Y4eOHBIM MJIaHOM HE MPEAyCMOTPEHO
Bceero
4.4. JlaGopaTopHbIE 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHH U X TPYJOEMKOCTh MTPUBECHBI B TAOIHUIIE 6.
Tabnuua 6 — JIabopaTopHble 3aHATHS U UX TPYJIOEMKOCTb
N3 Hux Ne
Ne TpynoemMKOCTh, | IPAaKTUYECKOU | pa3zeia
HaumenoBanue 1a60paTopHbIX paboT PyA - | P pasi
n/m (uac) MTOATOTOBKH, | JHCLIHII
(gac) JINHBI

Cemectp 9




1 | UccnenoBanue ysI3BUMOCTH HHPOPMALTUH 4 5
2 | UccnenoBanue BUIOB YSI3BUMOCTH 4 6
3 | HccnenoBanue ¢hopM ysI3BUMOCTH 4 7
4 | IlocTpoeHue alroOpuTMOB COIMATBHON 5 8
HMH)XEHEPUH U CIIOCOOBI 3aLIUThI OT HUX
Bcero 17

4.5. BBHITIOJIHEHUE KYPCOBOTO MPOEKTa/ KypCOBOM pabOTHI
VY4eOHBIM MJIaHOM HE IPESYCMOTPEHO

4.6. CamocrosTenpHas paboTa 00yJaronuxcs
Bunbsl caMocTosiTenbHON pabOTHI M €€ TPYAO0EMKOCTh IPUBEICHBI B Ta0IHUIIE 7.

Tabmuna 7 — Bunbel caMmocTosTenbHON paboThI U €€ TPYAO0EMKOCTh

N Bcero, | Cemectp 9,
Bun camocrositensHoi paboTh
yac yac
1 2 3
H3ydeHne TeopeTHuecKoro MmaTepuania
60 60
nucuuruael (TO)
KypcoBoe npoextuposanue (KII, KP)
PacuerHo-rpaduueckue 3ananus (PI'3)
Brmonaenue pedeparta (P)
[ToaroroBka K TeKyIieMy KOHTPOJIIO 7 7
ycneBaemoctu (TKVY)
Jowmamrnee 3ananue (J13)
KonTponbubie pabotsl 3a0uHNKOB (KP3)
IToaroToBKa K MPOMEXYTOYHOMU 7 7
atrectauuu (I1A)
Bcero: 74 74

5. IlepeueHb yueOHO-METOINYECKOTO OOECTIeUeHUS
JUISL CAMOCTOSTENTEHOM PabOThl 00YYAIOIIMXCS TTO TUCIUIUIUHE (MOIYITIO)
Y4eOHO-MEeTOIMYECKHEe MaTepHalbl JUII CaMOCTOSTEIbHOW padOThl OOyYaromMXCsl yKa3aHbl B
IL.11. pa3ennoB 6-11.

6. IlepeueHb MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN
[lepeuyeHpb neyaTHBIX U SJEKTPOHHBIX Y4eOHBIX M3/IaHUM MpHUBeieH B Tabaule 8.
Tabnuua 8— [lepeyeHpb NMe4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX M31aHUI

Kommaecto 9K3CMILUIEAPOB B

Hludp/
oubmiorexe
URL bubnuorpapuyeckas ccpuika
(KpoMe AIIeKTPOHHBIX
anpec
IK3EMIUISIPOB)

004 CuHnapuyk, AHIpel AnekcanapoBuy (KaH[. TEXH. 5
C24 Hayk). OcHOBBI HH(OPMALIMOHHOW OE30MACHOCTH :

yuebHO-MeToarueckoe nocooue / A. A. CBUHapuyK ;
C.-Iletepb. roc. yH-T a3pOKOCM. TPUOOPOCTPOECHHUSL. -
Cankr-IlerepOypr : M3a-so I'VAIL 2023.-94 c. :
puc., Tabn. - bubnuorp.: c. 90 (12 nass.). - b. 1. -




TeKCT : HenmocpeACTBEHHBIIN

004.05 | Boponos, A. B. OcHOBBI 3a1IUTHl HTHPOPMALIUH: 10
B 75 yaeOHnoe nocodue/ A. B. Boponos, H. B. Bonommwna.
- CI16.: 'OY BIIO "CIIGI'YAIT", 2009. - 78 c.

004 III | Hagerun, B. ®. 5
22 WNudopmannonnas 6e3onacHocts [ Tekcr]: HaydHo-
nonysspHas auteparypa / B. @. lllansrun. - M.:
JMK Ilpecc, 2014. - 702 ¢

X 47 | Sxosen, E. H. IIpaBoBbiec 0OCHOBBI 00ecriedeHus 5
nHpOopMaMOHHOM Oe3omacHocTH Poccuiickoit
®enepanun [Tekct] : yaedHoe nocodue / E. H.
SAxogen. - M. : Opmuturdopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
Hanbrun, B.®. 3amuTa nndpopmanuu B
KOMITBIOTEPHBIX CUCTEMAX U CETIX [ DIIEKTPOHHBII

pecypce] : yueOHOE mocobue. — DIEKTPOH. I1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MenbaukoB, B. I1. 5
48 3amuta undopmanuu [ Tekct] : yueonuk / B. I1.
Menbuukos, A. U. Kynpussos, A. I'. Cxuprnanse ;
pen. B. I1. MenbuaukoB. - M. : Akagemus, 2014. - 304

C.
004 p Ps0ko, b. 4. 10
98 Kpunrorpaduaeckne METO bl 3aIUTHI HH()OPMALTAN

[Tekcr] : yue6HOe mocobue / b. f. Psabko, A. H.
®uOHOB. - 2-¢ u31., ctep. - M. : ['opstuas muHMS -
Tenexom, 2014. - 229 c.

7. TlepeueHb 2NMEKTPOHHBIX 00pa30BaTENbHBIX PECYPCOB
WH(OPMAITMOHHO-TEIICKOMMYHHKAITMOHHOH cetn « THTepHEeT»
[Tepeuens AIIEKTPOHHBIX o0pa3oBaTeNbHBIX pecypcoB uH(pOPMaIIMOHHO-
TEJICKOMMYHUKAIMOHHONW ceTn «MHTepHeT», HEOOXOIUMBIX JJII OCBOCHHS JTUCIUILIAHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX OOpa30BATEIBHBIX PECYPCOB HH(POPMAIMOHHO-
TEJIEKOMMYHUKAMOHHOM ceTH «HTepHeT»
URL anpec HaumenoBanue

He npenycmorpeno

8. Ilepeuens MHGOPMAITMOHHBIX TEXHOIOTHMA
8.1. [lepevyeHp MPOrpaMMHOTO OOECIICYCHHsI, HCIIOB3yeMOTO TIPH OCYIIECTBICHUH
00pa30BaTeNbHOTO MpoIiecca MO TUCIUTUIUHE.
[TepeueHs UCTIOIB3YEeMOT0 TPOTPAMMHOTO OOeCTICUeHHs TTpeicTaBieH B Tadsmire 10.

Tabmuua 10— Ilepedyens nporpaMMHOro o0ecrieyeH s

Ne i/ HanmenoBanue

He npenycmorpeno

8.2. IlepeueHp MH()OPMALIMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEeMbIX npu
OCYIIIECTBIICHUU 00Pa30BaTEIHLHOTO MPoIiecca 1Mo JUCIUILTHHE

[lepeuens uCHONB3yeMBIX HHPOPMAIIMOHHO-CIIPABOYHBIX CHCTEM TMPEJICTaBICH B
Tabauie 11.



http://e.lanbook.com/books/element.php?pl1_id=3032

Tabmuna 11— Ilepeyens HHPOPMALMOHHO-CITPABOYHBIX CUCTEM

Ne i/t Haumenosanmue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKas O0a3a
CoctaB  MaTepUAIIbHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOW Ui  OCYIIECTBICHUS
00pa3oBaTeNFHOrO MpoIiecca Mo AUCHUIIMHE, TPEACTaBIcH B Tabuuiel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHHUYECKON 0a3bl

No HanmenoBanue coctaBHOM yacTu Howmep ayautopuu
n/n MaTepHaATbHO-TEXHUUECKOU Oa3bl (pu HEOOXOMMOCTH)

1 JlexuMOHHAs Ay AUTOPUS

KomnbroTepHslii Kitacce

10. OueHo4HBIE CpeACTBA ISl POBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CoctaB OLEHOYHBIX CPEACTBAJII MPOBEIACHHUS MPOMEKYTOUHONW AaTTecTaluu
00yJaromuXxcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabmuna 13 — CoctaB OIEHOYHBIX CPECTB I IPOBEICHHS POMEKYTOYHOHN aTTeCTalluu

Buza npomexyTo4HON arTecTanuu [lepedyeHp OLICHOYHBIX CPEACTB
Crnucok BOnpocos;
JuddeperunpoBanHbIi 3a4ET Tectsr;
3agaun.

10.2. B kayecTBe KpUTEpPHEB OICHKH YPOBHA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMITETEHIII OOYJaloUIMMHCS TPUMEHSETCS S-0ajulbHasi MIKajla OIEHKH C(HOPMUPOBAHHOCTH
KOMIIETEHIIMH, KoTopas mpuBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCS
100-6annpHast ~ mKajma ~ MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCIIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBl COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATHUBHBIM aKTOM
'YAIL
Tabmuua 14 —Kpurepuu olieHKH YpoBHS c(hOPMHUPOBAHHOCTH KOMIETEHIUH

Or11eHKa KOMITETEHIUI

Xapaxrepructuka chOpMUPOBAHHBIX KOMIIETEHIINI
5-0ayutpHas mIKama P P (opmpo

OO6yuaromuiics:

— ry0OKO U BCECTOPOHHE YCBOWJI MMPOTPAaMMHBIN MaTepua;

— YBEPEHHO, JIOTUYHO, TTOCJIEIOBATEIHLHO  TPAMOTHO €0 U3JIaraeT;

— OMUPAsICh Ha 3HAHUSI OCHOBHOM W JIOMOJIHUTEIBHOW JIUTEpaTypHI,
«OTIUYHOY TECHO CBSI3bIBAET YCBOCHHBIE HAYYHBIE MOJOXKEHHS C MPAKTUUYECKOU
«3aUYTEHO) JeSATEIbHOCTBIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET U apTyYMEHTUPYET BBIBUTAEMbIC UM HJICH;

— JIeNaeT BBIBOILI U 0000IIEHHUS

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEMATN3MPOBAHHBIX IOHATHH.

— npaBuWiIbHO BRIMOIHMWI OT 90% 10 100% TecToBBIX 3aaHU

OO6yuaromuiicst:

— TBEPJI0 YCBOWJI MPOTPAMMHBIN MaTepual, TPaMOTHO H IO CYIIECTBY
M3Naraet ero, Onupasich Ha 3HaHWS OCHOBHOM JTUTEPATypHI,

— He JIOMYCKaeT CYIIECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C TPAKTHYSCKOW JIEATEITHHOCTHIO
HaIpaBJICHUS;

— apTYMEHTUPYET HaYYHbIE TIOJIOKEHUS;

— JIeJIaeT BBIBOABI M 00OOIIEHHS;

— BJIQJICET CHCTEMOM CIIeIINaTM3UPOBAHHBIX TIOHITHH.

(XOPOLIO»
(Ga4uTCHO»




Or11eHKa KOMITETEHITUHN

5-0aiubHas mKana

XapakTepucTuka chopMUPOBAHHBIX KOMIIETEHIUMA

— IpaBUJILHO BBIMOIHWI OT 70% 10 89% TecTOBBIX 3aAaHMI

«yZI0BJIETBOPUTEIIHHOY
«BAYTCHO»

— o0yyarouuiicss yCBOWJI TOJbKO OCHOBHOW IIPOrpaMMHBIA MaTepual,
M0 CYIIECTBY H3JaraeT €ro, ONMpasch Ha 3HAHUS TOJBKO OCHOBHOM
JIUTEPATYPHI;

— JIOTMYCKaeT HECYNIECTBEHHBIC OMMOKN M HETOYHOCTH,

— UCHBITHIBACT 3aTPYAHEHUSI B MPAKTUYECKOM NPUMEHEHUW 3HAHUN
HanpaBJICHUS,

— cmabo apryMeHTUPYET HayYHbIC MTOJIOKEHHS,

— 3aTpyAHsieTcs B (OpPMYITHMPOBAHUU BBIBOJOB U 0000IICHU;

— YaCTUYHO BJIAJICET CUCTEMOM CIIELIMATIM3UPOBAHHBIX HOH;[QH?L

— MPaBWIbHO BBIMOJIHWI OT 51% 10 69% TecTOBBIX 3alaHM

HCYIAOBJIICTBOPUTCIILHO»
<HC 3a4YTCHO»

— O0y4YaroUMiics HE YCBOWJ 3HAYUTEIBHOH YacTH MPOTPaAMMHOTO
MaTepuaa,

— JIONyCKaeT  CYIICCTBCHHBIE  OIMMMOKM W  HETOYHOCTH  IPHU
paccMOTpeHHH TPOOJIeM B KOHKPETHOM HalpaBJICHUH,

— MCIIBITBIBACT TPYTHOCTH B MPAKTHYECKOM IPUMEHEHUN 3HAHMIA;

— HE MOXKET apryMEHTHPOBATh HAYYIHBIC ITOJOXKCHUS;

— He (GopMyITHpYET BEIBOJIOB U 00OOIIICHHIA. n

— MPaBUIIBHO BBIMOJHWI MeHee 51% TecTOBbIX 3aJaHul .

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK HHBIE MAaTEPUAIIBI.
Bomnpocs! (3agaun) ass 3K3aMeHa npeicTaBiIeHbl B Ta0auie 15.

Tabmuna 15 — Bompocs! (3a1a4umn) s 9K3aMeHa

Ne i/t

Kon

[lepeuens BompocoB (3aa4) AJsl IK3aMeHa
WHIUKAaTOpa

Y4eOHBIM MJIAHOM HE IPEIYCMOTPEHO

Bompocsr (3amaun) st 3ageta / qudd. 3auera npepacraBieHsl B Tadbmuie 16.
Tabnuua 16 — Borpocs! (3a1aun) ams 3adeta / qudd. 3auera

Ne i/m [Tepeuens BompocoB (3aga4) ans 3a4dera / qudd. 3adera

Kon
WHJUKAaTOpa

1 [Tonsitue nudopmannonHoi 6ezonacuoctu (Ub) u ocnoBusie | OIIK-6.3.1

TEePMUHBI (3alUTa, YTPpo3a, YI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIIMATIBHOCTbD, LIEIOCTHOCTD, IOCTYITHOCTh —
MOHATUE U TPUMEPBI HAPYIICHHH.

[Ipennoceiiky 1 enu odecrnedeHus: HHPOPMaIMOHHON
0€30I1aCHOCTH.

Busl nHpOpMamoHHOM 6€30MaCHOCTH: MEPCOHATIbHAS,
KOpPITOpaTHBHAS, TOCY/IaPCTBEHHASI.

OOBeKTHI U CYyOBEKTHI 3aIIUTHI HHPOPMALIUH.
JlokTpuHa nHpopMamonHoil 0ezonacHoctu Poccuiickoit
denepanyy (OCHOBHBIE MTOJIOKEHUS).

2 Nudopmannonnas 6e30macHOCTh YelloBeKa U 00IIecTBa. OIIK-6.Y.1

KomnbroTepHble pecTymiieHus: onpeaeIeHue,
KJ'IaCCI/I(l)I/IKaHI/ISI 1 OCHOBHBIC TCXHOJIOTUHU COBCPIUICHUA.
CoBpemenHas koHuemnius oobecreuenus 1b.

Pounpb yenoBeyeckoro axktopa B obecnieueHun




nH(pOpMaITMOHHOW 0€30MMacCHOCTH.

Knaccudukanus yrpo3 nadpopmMaioHHOH 0€e301macHOCTH
(MCTOYHMKHY, LIEJIN, BUJIBI BO3ICHCTBUS).

OcHOBHBIE KaHAIBI YTEYKU WHPOPMAITUH.

TexHrueckue KaHajbl yTeUKH HHPOPMAIIUU: TIOHSATHE U
CIOCOOBI 3aIIUTHI.

Bunet cereBbix arak: DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHas HHXXEHEpUs: METO/IbI U CIIOCOOBI
IIPOTUBOJICHUCTBHUS.

BpenonocHoe nporpamMmmHoe obecriedeHue: BUPYChl, YEPBH,
TposiHbl, Ransomware.

VYrpo3bl 0€301aCHOCTH MEPCOHAIBHBIX IaHHBIX.

YTrpo3sl KOMMEPYECKON TalHbI M HHCAUIEPCTBO.

MeTobl OLIEHKH PUCKOB HH(POPMALIMOHHOM 6€30M1aCHOCTH.
Yro takoe ys3BuMocTh (vulnerability) u yem oHa oTiHyaercs
OT yrpo3bl?

[TonuTuka 6e30macHOCTH HHGHOPMAITUOHHOM CUCTEMBI:
Ha3HA4YEHUE U CTPYKTYypa.

Metopl ayTeHTUDUKAINH U HISHTH()UKALNY TT0JIb30BaTENeH.
Bune! ayrentudukanum (onHodakTopHas, AByXhaKkTopHas,
MHOTO(aKTOpHAs).

JlMcKpeoHHast 1 MaHaTHas MOJIENIN YIPABICHUS JJOCTYIIOM.
MexaHU3MBI 3alIUTHL: TEXHUYECKUE, TPABOBBIC,
OpraHu3alIOHHbIE.

Kpunrorpaduuecknue MeTo bl 3a1iuThl HH(OpPMALIUN
(cMMMETpUYHbIE U ACUMMETPUYHBIE).

XemupoBaHue: MOHITHE W UCTIOIB30BAHNE JIJISl IPOBEPKH
LIEJIOCTHOCTH.

Me:xceresble 3kpanbl (Firewalls): ¢yHkiuu, TUb! (MakeTHbIE,
YPOBHS IPUJIOKEHHU).

CucteMbl 0OHapY)KEHUS U MPEIOTBPAIIECHUS BTOPKEHHUN
(IDS/IPS).

AHTHBHpYCHAs 3aIIUTa: MPUHIUIIBI paOOTHI.

VPN (BupTyaJibHbIE YaCTHBIE CETH) — Ha3HAuU€HHE U BUJIBI.
PesepBHoe komupoBanue (Backup) kak cpeacTBo obecrieueHus
JTOCTYITHOCTH JTAaHHBIX.

BesomacHocts 6ecnipoBoaubiX ceteit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMCTB.

3ammra nHGOpPMAaLUU B 00JaUHBIX BRIYMCICHUAX

[IpaBoBble MeTOBI 0OecriedeHnst HHHOPMALTMOHHON
0€30MaCHOCTH.

3axonogarensctBo PD B obnactu 3amutel nuapopmanuu (O3-
152, ©3-149).

l'ocynapcTBeHHas 1 KOMMepUecKas TaliHa: IIOHATHE U 3allNTA.
[lepcoHanbHbIe JaHHbIE: KJIACCU(UKALNS U IPABOBOM PeKUM
3alIHTHI.

Crannaptsl B 001acTé HH(GOpMAIIMOHHON 6€3011acCHOCTH
(T'OCT P UCO/MDBK 27001).

Cuctema 3amuThl HHGOPMALIUK OPTaHU3AIMU: CTPYKTYpPa U
MIPUHITUTIBI CO3IAHMUS.

O1ieHKa PUCKOB: ONPEIeNIEHUE, ITAIbI.

OIIK-6.B.1




busHec-HenpepbIBHOCTH U BOCCTAHOBJICHHUE MOCIIE UHIUIEHTOB
(BCP/DRP).

OO0yueHue nepcoHaia OCHOBaM KuOep0Oe30macHOCTH.

Aynut 6e30macHOCTH HHPOPMAITMOHHONW CUCTEMBI.

[Tpunnumner padotsr IPsec.

Metoap! 3amuThl OT CHU((HUHTA TAKETOB.

Meroap! ycrpanenust yrpo3ssl [IP-ciiydunra.

Artaku Ha ypoBHe npuioxeHudt (SQL-unbexkuun, XSS).
dumuHT: onpeaesneHne, BUbI (smishing, vishing) u npu3Haku.

[lepeuens Tem Uil BHIOTHEHUS! KypPCOBOIO MPOEKTa/ KypCcoBOMl pabOThl MpeCTaBIICHBI

B TabauIte 17.

Ta6ymma 17 — [lepedenb TeM JIs BBITTOJIHEHHS KYPCOBOTO IMPOEKTA / KYpCOBOM pabOThI

Ne ni/m
paboThI

[TpuMepHBIii TepedeHb TeM TSI BBIITOJIHEHUS KYPCOBOTO MPOEKTa/ KypCOBOU

Y4eOHBIM IIIAaHOM HE MPEAYCMOTPEHO

BOHpOCBI AJi1 IMPOBCACHHUA HpOMe)KYTO‘IHOI\/JI arreécralliu B BHAC TCCTUPOBAHUA

MpeACTaBICHBI B TaOnwuie 18.

Tabnuna 18 — [IpumepHbIil nepeyeHb BONPOCOB JJIs TECTOB

y Kon
Ne /i IIpuMepHBIii IepeYeHpb BOIIPOCOB ISl TECTOB
MHAMKATOpa
1 1) K mpaBoBbIM MeTO1aM, 00ECTIEUUBAIOLIUM HHPOPMAIIIOHHYIO OIIK-6.3.1

0€301MacHOCTb, OTHOCSATCS:

- Pa3pabotka anmapaTHbIX cpeicTB 00eCIIEYeHHS TPABOBBIX TAHHBIX

- Pa3paboTka 1 ycTaHOBKa BO BCE€X KOMITBIOTEPHBIX MPABOBBIX CETSIX
KYpPHAJIOB y4deTa JeHCTBUN

+ Pa3zpa0boTka n KOHKpeTH3alus MPaBOBbIX HOPMAaTHBHBIX AKTOB
oOecrnieueHus 6€30MacHOCTH

2) OCHOBHBIMHU MCTOYHUKAMH YTPpO3 HH(POPMAIIMOHHOH 0€301MacHOCTH
SIBJIIIOTCS BCE YKA3aHHOE B CITHCKE:

- XHIIEHUE JKECTKUX TUCKOB, TIOJKIOYEHUE K CETH, MHCAWIEPCTBO

+ IlepexBaT NaHHBIX, XUIIEHUE JaHHBIX, U3MEHEHUE apXUTEKTYPHI
CHUCTEMBI

- XulleHNe TaHHBIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYILIEHUE
periaMeHTa paboThI

3) Buasl nundopmannoHHol 6€30MacHOCTH:

+ IlepconanbHas, KOpopaTuBHasl, FOCy1apCTBEHHAs

- Kituenrckasi, cepBepHas, cereBas

- JlokanbHas, T00anbHast, CMeIaHHas

4) llenu napOpMaITMOHHOM 06€30MACHOCTH — CBOEBPEMEHHOE
oOHapyKeHHe, TPeayNpexKIeHHE:

+ HEeCaHKLIMOHUPOBAHHOTO JIOCTYIIA, BO3JCHCTBHS B CETU

- HHCAlJIepCTBa B OPraHU3allH

- Ype3BBIYANHBIX CUTyallul

5) OcHoBHBIE 00BEKTHI HH(OPMAIIMOHHON 0€30MacHOCTH:

+ KoMmnbtotepHsbie ceTH, 6a3bl JTaHHBIX

- UndopmanoHHbIe CUCTEMBI, ICUXOJIOTHYECKOE COCTOSIHUE
I0JIb30BaTENEeH

- busHec-opueHTHpPOBaHHbBIE, KOMMEPYECKHE CUCTEMBI

6) OCHOBHBIMHU PUCKaMH HH(GOPMAIIMOHHON 0€30MacCHOCTH SIBJISIFOTCS




- Vckaxenue, yMeHbIICHHE 00BbEMA, TIEPEKOAMPOBKA HHGOPMAITIHI

- TexHn4eckoe BMEIIATEIbCTBO, BEIBEICHHE U3 CTPOsI 000pyI0BaHUs
CeTH

+ IoTeps, ucKakeHUe, yTeuka HH(OpMaIu

7) K ocHOBHBIM nipuHITUTIaM o0OecrieueHrst HHPOPMaIuOHHON
0€30MaCHOCTH OTHOCHUTCSI:

+ DxoHoMuueckor 3¢ (HEeKTUBHOCTH CUCTEMbI 0€30aCHOCTH

- MHororuiathopMeHHOH pearu3aiy CUCTEMBI

- Ycusenust 3alIMIIEHHOCTH BCEX 3BEHbEB CHUCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HH(POPMALIMOHHOM O€30M1aCHOCTH
SIBJISIFOTCSL:

- PYKOBOJUTEIHN, MEHEKEPhI, aIMUHUCTPATOPbI KOMIAHUN

+ oprassl IpaBa, TOCy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JAHHBIX, (PaepPBOILIBI

9) K 0cHOBHBIM (YHKIMSIM CUCTEMBI O€30MTACHOCTH MOXHO OTHECTHU BCE
MIEPEUYHCICHHOE:

+ YcTaHoBIeHUE periiaMeHTa, ayIuT CUCTEMBbI, BBISIBICHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPHIIOKEHUN, CMEHA XOCTUHT-KOMITAaHUU
- BHenpenue ayreHTH()HUKAINN, TIPOBEPKU KOHTAKTHBIX JAHHBIX
M0JIb30BaTeNei

tect 10) [IpuHIMIOM HHPOPMAITMOHHON 0€30ITACHOCTH SBIISETCS
MIPUHIIMIT HEAOMYIEHUSI:

+ HeonpaBaaHHBIX OrpaHUYeHUi Ipu paboTe B CETH (CUCTEME)

- PuckoB 6e30macHOCTH CETH, CUCTEMBI

- [Ipe3yMnummu CeKpeTHOCTH

11) IlpuHuunom nonuTUKU UHGOPMALIMOHHONW O€30I1aCHOCTH SIBIISIETCA
HPUHLUIL:

+ HeBO3MOKHOCTH MHUHOBATh 3aIIUTHBIE CPENICTBA CETH (CHCTEMBI)

- YcuieHust OCHOBHOTO 3BE€HA CETH, CUCTEMBbI

- [TorHOTO OGITOKMPOBAHMUS TOCTYMA MTPH PUCK-CUTYAIHSIX

12) [IpyHIMNIOM NOAUTHUKUA HHPOPMALIMOHHON 6€30MacCHOCTH SIBIISETCS
TIPUHITAI

+ YcuneHus 3aiMIeHHOCTH CaMOro HE3alUIIEHHOTO 3B€Ha CeTH
(cucremsr)

- [lepexoza B 6e30macHOe COCTOSTHUE PAOOTHI CETH, CUCTEMBI

- [lonHOTO HOCTYNA MOJIB30BaTENEH KO BCEM pecypcaM CETH, CUCTEMBbI
13) IlpuHIMIIOM MONUTUKU HHOOPMALIMOHHON OE30MaCHOCTH SIBJIIETCS
MPUHLUI:

+ Paznienenust nocryna (00si3aHHOCTEHN, MPUBUIIETUI ) KIIMEHTAaM CETH
(cuctemsr)

- OIHOYPOBHEBOM 3alTUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX MPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CHCTEMBI

14) K 0CHOBHBIM THIIaM CpPE/ICTB BO3/AECHCTBHS Ha KOMITBIOTEPHYIO CETh
OTHOCHTCS:

- KomnbroTephslii cOoif

+ Jlornueckue 3aKkinagku («MUHBID)

- ABapuiiHO€ OTKIIFOYCHHE TUTAHUS

15) Korma monydeH cnam 1o e-mail ¢ mpuiokeHHbIM (Daitsiom, CIIeyeT:
- [IpounTaTh NpHUIIOKEHHE, €CTIH OHO HE COJIEPIKUT HUUETO LIEHHOTO —
yIaIuTh

- CoxpaHuTh npuiioxeHue B napke «Crnam», BBIICHUTH 3aTeM [P-anpec

OIIK-6.Y.1




re’epaTopa cramMa

+ ¥V aanuTe NUCHMO € IPUIIOKEHUEM, HE PACKPBIBAs (HE YUTasl) €r0
16) Ipuanun Kupxroda:

- CeKpeTHOCTh KJIt0Ya OMpe/IeTieHa CeKPETHOCTHIO OTKPBITOTO
COOOIIIEHNSA

- CexkpeTHOCTh HH(OpPMAIIMU OTIpeIeNIeHa CKOPOCTHIO Mepelaun JaHHBIX
+ CeKpeTHOCTh 3aKPBITOTO COOOIICHHSI OMPEIEsIeTCs] CEKPETHOCTHIO
KITI04a

17) DUII — aTo:

- DIIeKTpOHHO-TIPOBOI MpeoOpa3oBaTelb

+ DneKTpOHHO-IIM(PPOBas MOAMUCH

- DIIEKTPOHHO-TIU(PPOBOI MPoOIIECCOp

18) HanbGomnee pacnpocTpaHeHbl yIpo3bl HH()OPMAITMOHHOM
0€30MaCHOCTH KOPIIOPATUBHOM CHCTEMBI:

- [Toxynka Henuuen3zuonnoro 110

+ OmuMOKY KCIUTyaTalliy ¥ HEYMBIIIUIEHHOTO U3MEHEHHUS PeXKIMA
paboThI CUCTEMBI

- Co3HaTeNbHOTO BHEIPEHHS CETEBBIX BUPYCOB

3 19) Haubonee pacnpocTpaHeHbl yrpo3bl HH(OOPMALMOHHON OIIK-6.B.1
0€301acHOCTH CETH:

- PacnipeneneHHblil 1ocTyI KIMEHT, 0TKa3 000py10BaHUs

- MopasbHbIil H3HOC CETH, NHCAWIEPCTBO

+ C0oii (0TKa3) 000pyIOBaHUS, HENEraTbHOE KOMMMPOBAHNE JAHHBIX
tect_20) Hauboiee pacipocTpaHeHbI CpeCTBa BO3JCHCTBUS HA CETh
oduca:

- Cnabpr1ii Tpaduk, MHPOPMALMOHHBIA 00MaH, BUPYCHl B HHTEPHET

+ Bupycsl B ceTu, IOTH4ECKUEe MUHBI (3aKJIa/IK1 ), HH(OPMAIIMOHHBbIIH
nepexsar

- KomnbrotepHbie cOou, M3MEHEHNE aIMUHCTPUPOBAHUS, TOMOJIOTUU
21) Yreukoit uHQOpMAIMK B CUCTEME Ha3bIBA€TCS CUTYaALINs,
XapakTepusyemasi:

+ [loTepeit JaHHBIX B CUCTEME

- 3menenneM ¢popmbl HHPOpMALIUU

- 3menenuem cozepxkanust nHGopmanuu

22) ColicTBamMH nH(pOpMaLMU, HanboIee aKTyalbHBIMU IIPU
obecriedyeHnn MHPOPMALMOHHONW OE30MaCHOCTH SBISIFOTCS:

+ I{eocTHOCTD

- JloctynHOCTH

- AKTyanbHOCTB]

23) Yrpo3a nHpopMaIMoHHOH cucTeMe (KOMITbIOTEPHOM CeTH) — 3TO:
+ BeposiTHOE coObITHE

- JlerepMuHUpOBaHHOE (BCEra ONpeAeICHHOE) COOBITHE

- CoObITHE, IPOUCXOJISIIEE TEPHOTNICCKH

24) Undopmanus, KOTOPYIO clIeayeT 3aluiarh (o HopMaTuBam,
MIpaBHUJIAM CETH, CHCTEMBI) Ha3bIBACTCS:

- PermameHnTrpoBaHHOMN

- [IpaBoBoii

+ 3amuniaemMon

[lepeueHb TeM KOHTPOJBHBIX PabOT MO NUCHUIUIMHE OOydYarolUXCsl 3a09HON (OPMBI
oOydeHus1, IpeCcTaBIeHbl B Ta0muie 19.

Tabmuma 19 — [lepedeHb KOHTPOJIBHBIX PadOT




No /it [TepeyeHb KOHTPOJIBHBIX PAOOT

He npenycmorpeno

10.4. MeTtoauveckre  MaTepUaNbl,  ONPEACISIONUE  HPOLEAYPHl  OICHUBAHUS
MHAUKATOPOB, XapaKTEpU3YIOIIUX JTanbl (OpPMHUPOBAHMS KOMIETCHLIMH, coaepxkarca B
JIOKaJbHBIX HOpPMATUBHBIX akTax [ YAIl, periaMeHTHpyIOUIUX TOPSJIOK U MPOLEAYyPY
MIPOBEJICHUS TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEXYTOUHOM aTTecTalli 00yJaroluxcs
I'VAIL

11. Meroauveckue yKa3aHus i1 00y4JaromUXCsl IO OCBOCHUIO JUCITUTUTHHBI

11.1. Meroauyeckue yKazaHus s OOydYalOIIMXCS 110 OCBOCHUIO JIEKIIMOHHOTO
Marepuaa.

OCHOBHOE Ha3HAYEHME JIEKIIMOHHOIO MaTepuaia — JIOTHYECKH CTPOWHOE, CUCTEMHOE,
riyOOKOe W sICHOE HW3JIOKEHHE ydeOHOro marepuana. HasHadeHune COBpEMEHHOH JIeKIUMU B
paMKax IUCLMIIJIMHBI HE B TOM, YTOOBI MOJIyYUTh BCIO MH(MOPMALMIO 1O TEME, a B OCBOCHUHU
dyHIaMEeHTaNBbHBIX TPOOJEeM JUCHUIUIMHBI, METOJOB HAyYyHOrO I[O3HAHHSA, HOBEWUIINX
JOCTMOKEHUI Hay4yHOH MbIciu. B yueOHOM mporecce JIEKIUs BBINOIHAET METO0JI0IMUYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (PYHKIWHU. JIEKIUsT pacKpbIBAaeT MOHITUHHBIN ammapar
KOHKPETHOH o0siacTH 3HaHus, €€ mpoOsieMbl, AAaeT LEeIbHOE NPEACTaBIECHUE O AUCLUILIMHE,
MOKa3bIBAET B3aMMOCBS3b C IPYTUMHU JIUCIUTLTHHAMU.

[Inanupyemsble pe3yabTaThl IPU OCBOEHUH 00yYarOIUMUCS JEKIIMOHHOIO MaTepyaia;

— TIOJIyYe€HHE COBPEMEHHBIX, LEJIOCTHBIX, B3aWMOCBS3aHHBIX 3HAaHUH, YPOBEHb
KOTOPBIX OIPEEISIETCS LEIEBOW YCTAHOBKOM K Ka)K10M KOHKPETHOU TEME;

— TIOJIyYEHHE OIbITa TBOPUECKOH pabOThl COBMECTHO C IPENOJaBaTEIeM;

— pa3BuTHEe HOPOPECCHOHATBHO-/IENOBBIX  KauyecTB, JIIOOBM K TNpeAMETy H
CaMOCTOSITEIbHOTO TBOPYECKOTO MBIIUICHUSI.

— TOsiBJIeHHE HEOOXOAMMOro HHTEpeca, HE0OX0AUMOTO Il CAMOCTOSITENIbHON pabOThI;

— T[IOJIyueHHE 3HaHUH O COBPEMEHHOM YpPOBHE pa3BUTHS HAYKH U TEXHUKU U O
IPOTHO3€ UX pa3BUTHs Ha OJMIKaNIINe TO/IbI;

— Hay4YUTbhCSd METOJMYECKH 00padaThiBaTh MaTepuall (BBIACTATH TIABHBIE MBICITH H
MOJIOKEHHS, TPUXOAWTh K KOHKPETHBIM BBIBOAAM, TIOBTOPSATH HMX B  Pa3IUYHBIX
bopmynupoBKax);

— TOJIy4eHHE TOYHOTO TTOHUMAaHHUS BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSTHA.

JlekuMOHHBI MaTepuan MOXKET CONPOBOXKAATbCA JIEMOHCTpalMed CIajufoB U
UCMOJIb30BAaHUEM DA3laTOYHOI0 MaTepualla IpH MpPOBEIEHUH KOPOTKHX JUCKYCCHH 00
0COOEHHOCTSIX TPUMEHEHHS OTJEIIbHBIX TEMATHK 0 JTUCIUTUIHHE.

CrpyKTypa Ipe/1ocTaBlIeHUs JEKIIMOHHOTO MaTepuaa:

— H3noxeHue JEKIIMOHHOTO MaTepUaa;

— IlIpencraBneHue TEOPETUYECKOTO MaTepHaia Mpero aBaTesieM B BHJIE CIIAH/I0B;

— OcBoeHHE TEOPETUIECKOTO MaTepralia 10 MPAKTUIECKUM BOIIPOCaM;

— Cnmcok BOIIPOCOB IO TEME Il CAMOCTOSTENIbHOW PabOThI CTYCHTA.

Metoanyeckre yKa3zaHHs 10 OCBOSHHIO JICKITMOHHOTO MaTepuaja UMEIOTCS B W3JaHHOM
Buze B oubmnorexe I'YAII CBunapuyk, Anapeit AnekcanapoBud (KaHJl. TexH. HaykK). OCHOBBI
nH(popManMoHHOW Oe30MmacHOCTH @ ydeOHO-MeToaudeckoe nmocobue / A. A. CBunapuyk ; C.-
[Terep®6. roc. yH-T aspokocM. npubopoctpoenus. - Cankr-IlerepOypr : U3a-so I'VAIL, 2023. -
94 c. : puc., Tabmn. - bubmmorp.: ¢. 90 (12 Ha3g.). - b. 11. - TekcT : HEMOCPEACTBEHHBII

11.2. Meroaudueckue yKa3aHUs sl OOYYarOIIUXCS MO BBIMOJIHEHUIO JIAOOPAaTOPHBIX
pabot




B xozme BbIMONHEHHS J1a0OPAaTOPHBIX paboOT OOy4aromUiCs MOJDKEH YIIyOHTbh U
3aKpeNUTh 3HAHMSA, NMPAKTHUECKUE HABBIKM, OBJIAJETh COBPEMEHHOM METOAMKONH M TEXHMKOH
OKCIIEPUMEHTAa B COOTBETCTBHUH C KBAJTU(PHUKAIMOHHON XapaKTEpUCTHKOH 0O0ydaromerocs.
Beinonnenue 1abopaTopHbIX pabOT COCTOMT M3 3KCIEPUMEHTAIbHO-IIPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKON YaCTEH U KOHTPOJIBHBIX MEPOIIPUATU.

BeinonHenue 51a60paTopHBIX pabOT OO0y4aromUMCs SIBJISETCS HEOThEMJIEMOM 4YaCThIO
U3yYeHHs] JTUCHMIUIMHBI, OIpeNessieMol y4eOHbIM IUTAaHOM, M OTHOCHTCA K CpPEICTBaM,
o0ecreurBaroIUM pelIeHUe CIeTyIOIUX OCHOBHBIX 33/1a4 00y4arolerocs:

— T[pHOOpeTeHHE HAaBBIKOB HCCIECIOBaHMS IPOIECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKAX JaHHOW JUCLUIUINHBI;

— 3aKpeIUICHHE, Pa3BUTHE U JIETAIM3AlUs TEOPETHUYECKUX 3HAHHM, MOJTYYEHHBIX Ha
JCKITHSIX;

— IOJIyuyeHHe HOBOM MH(OpMAIMH 10 U3y4aeMOH TUCLUIIMHE;

— T[pHOOpeTeHHE  HABBIKOB  CAMOCTOSITEIbHOM  paboThl ¢ J1a0OpaTOpHBIM
o0opysoBaHHEM U pUOOpamHu.

3ananue u TpeOOBaHUSA K NPOBEACHHUIO J1a00PATOPHBIX padoT

— B 3aganuu gomxHO OBITH UeTKO chopmMyIMpoBaHa 3a1a4ya, BeinoaHseMas B JIP;

— Onwucanbl BXOJHBIE U BBIXOJIHBIE JaHHbIE AJ1s IpoBeaeHus JIP;

— JIP nomxHa BBINOJIHATHCS HA OCHOBE MOJYYEHHbBIX TEOPETUUECKUX 3HAHUSAX;

— Beoinonnenune JIP 10KHO OCYHIECTBIATHCS HAa OCHOBE METOJMYECKUX YKa3aHM,
MIPEA0CTABIIIEMbIX IPETOJABATEIEM;

— JIP nomxHa BBIIOJIHATHCS B CHIEHUATM3UPOBAHHOM KOMIIBIOTEPHOM KJIACCE U MOXKET
ObITh JOpabOTaHa CTYJIEHTOM B JOMAILIHUX YCIOBUSX, €ciu 1o3Bossier [10;

— Hrorom BeimosineHHoM JIP saBisieTcs oTyer.

Crtpykrypa u ¢popma oT4eTa 0 1a00paTOPHOIi padoTe

— IlocTaHoBKa 3a7a4M;

— BXxoJHbI€ U BBIXO/IHBIE JaHHBIE;

— CopeprkaHue 3TAoOB BBIOTHEHUS;

— OOGocHOBaHKE MOTYYEHHOTO pe3yibTaTa (BbIBOL);

— Crnucox UCcnoabp3yeMOH JINTEpaTyphl.

TpebdoBanus k 0popMIICHHIO 0TYETA 0 J1A00PaTOPHOIi padoTe

— Jlabopatopnas pabota (JIP) mpemoctaBisieTcsi B me4aTHOM/WIJIH SJIEKTPOHHOM BU/JIE;

— JIP nomxHa cOOTBETCTBOBAThH CTPYKTYpE U (pOpME OTUETA IIPE/ICTABICHHOM BBILIE;

— JIP pomxna umerh TUTYynbHBIM JucT (I'OCT 7.32-2001 wsmanust 2008 roma) ¢
Ha3BaHMEM U MOJIHUCHIO CTYAEHTa(0B), KOTOPHIH(bIe) ee crenan(u) u opopmMui(n);

CryneHt noskeH 3amututh JIP. OTMeTKa 0 3auTe JOKHA HAaXOAUTHCSI HA TUTYJIBHOM
JIMCTE BMECTE C MOJNUCHIO PENoaaBaTessl.

11.3. Mertoauueckue yKazaHus UIsi OOYJAIOMIMXCS MO MPOXOXKICHHIO CAMOCTOSITEITHHOM
paboTHI

B xone BBIMOSHEHUSI CaMOCTOSITEIBHOU PabOThI, OOYJArOIIUIICS BBHIMOIHSAET pabOTy IO
3aJJaHUI0 ¥ TIPU METOJMUYECKOM PYKOBOJCTBE IperojaBaTelisi, Ho 0e3 ero HermocpeiCTBEHHOIO
y4acTusl.

B mporecce BBIMOTHEHHS CaMOCTOSTENBHOW paboOThl y oOywaromerocss (popMHpyeTcs
1esnecoo0pa3Hoe MiIaHUpOBaHUE PaboUero BpeMeHu, KOTOPOE MO3BOJISIET €My Pa3BUBATh YMEHHS
U HaBBIKM B YCBOGHHWU U CHUCTEMAaTH3allMM NMPUOOpETaeMbIX 3HAHUH, 00ecrednBaeT BBICOKUI
YpOBEHb YCIEBAEMOCTH B TMEpPHOJ OOYy4YeHMs, MOMOraeT TMOJYyYUTh HABBIKUA IOBBIIICHUS
po(hecCHOHATLHOTO YPOBHSL.

MetoauyeckumMi ~ MaTepuaiaMH,  HalpaBJSIIONIMMH  CAMOCTOSATENbHYIO  paloTy
00y4aroIUX CSISIBIISIOTCS:



—  y4eOHO-METOAMYECKH MaTepHal Mo AUCIHUILTNHE;
— METOJIUYECKHE YKa3aHUs 1O BBIMOJHEHUIO KOHTPOJIBHBIX paboT (Ui 00ydYaromuxcs
1o 3a049HOU (popme oOydeHwHs ).

11.4. Meroauyeckue yKazaHUsA JUI OOYYAIOIIMXCS IO MPOXOXKACHHIO TEKYIIETO
KOHTPOJISI YCTIEBAeMOCTH.

Tekymuid KOHTPOJb YCIEBACMOCTH MPEAYCMATPUBACT KOHTPOJIb KadyecTBa 3HAHUHN
00yJaromuXxcsi, OCYIIECTBIIEMOTO B TEYCHHE CEMECTpa C IIENbI0 OICHUBAHMS XO0Jlda OCBOCHUS
JIACITUILINHEI.

JUis  ycrenmrHoro MPOXOXKICHHSI TEKYIIEro KOHTPOJS HEOOXOJAMMO BBINIOJHUTH
71a00paTOPHBIC pa0dOTHI, 3arPY3UTh MX B JUYHBIN KAOMHET U MMPOUTH MPOLEAYPY 3alTUTHI KaXKIOU
pabotbl. O1ieHKH 3a pabOThI BHICTABIISIOTCS MO MATHOATUIBHON HIKAJIE.

11.5. Meroauyeckue ykazaHus Ijsi OOYHarOUIMXCs MO MPOXO0KIACHUIO MPOMEXYTOYHOM
aTTeCTalUU.

[Ipomexyrounas  artectauus  OOydalolUMXCsl — NpeAycCMaTpUBaeT  OLICHUBAHHE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3yIbTaTOB 00y4YeHHs MO auciuruiiHe. OHa BKIIIOYaeT B
cedst:

— muddepeHunpoBaHHbIl 3aueT — 3T0 ¢dopMa OIEHKHA 3HAHWM, MOJyYEeHHBIX
o0y4armuMcsl TPU U3YYCHUU AUCHUILTUHBL, TPU BBIMOTHEHUH KYPCOBBIX IMPOEKTOB, KYPCOBBIX
paboT, HAYYHO-UCCIEA0BATEILCKUX PA0OT U MPOXO0XKICHUH IPAKTUK C aTTECTALIMOHHON OLIEHKOM
«OTIUYHOY, «XOPOLIO», «yAOBIECTBOPUTEIBHOY, KHEYIOBIETBOPUTEIHLHO.

JUis  yCHEIIHOTO NPOXOXACHHUS IPOMEKYTOYHOM aTTeCTallud HEoOXoauMo 3a
3alllUIICHHbIE  JTabopaTopHble PabOTHl MONYYHUTh HWHTETPANBbHYIO OICHKY HE  HUXKE
«YZOBIIETBOPUTEIBHOY.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




