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AHHOTaUs

Jucruminaa «OCHOBBI MH(MOPMAITMOHHON 0€301acHOCTH» BXOIUT B 00pa30oBaTENIbHYIO
poTrpaMMy BBICIIET0 00pa3oBaHUs — MPOrpaMMy OakallaBpHara 10 HaIpaBICHUIO MOJATOTOBKH/

CIEeLMATbHOCTH 13.03.02 «INEKTpOIHEPreTUKa u BJIEKTPOTEXHUKA
HanpaBieHHoctu/cnennanuzanun  «ludpoBas  sHepretuka». JMCHUIUIMHA  pean3yeTcs
kadeapoi «Ne33y.

JucuuminHa HameneHa Ha GOPMHUPOBAHKE Y BBITYCKHUKA CIICIYIOIIUX KOMIICTCHITUN :

OIIK-2 «CnocobeH pa3pabaTpiBaTh aJrOPUTMbI MU KOMITBIOTEPHBIC IPOTPAMMBI,
MPUTOIHBIC [Tl MPAKTUYECKOTO MMPUMEHEHHSI

CopepxaHue AMCUUIUIMHBI OXBATHIBAE€T KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaueHue WH(OPMAMOHHOW O€30MacHOCTH W 3aluThl MHPOpPMAIMH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNeHue TEOPETUYECKHX, KOHIENTYyalbHbIX,
METOJIOJIOTUYECKUX U OPTaHU3AIIMOHHBIX OCHOB 00eCTIeUeH s OE30MacHOCTH.

[IpenogaBanue AMCHUIUIMHBI MpeAycMaTpUBaeT cienyromue QopMbl OpraHu3aluu
y4eOHOro mporecca: JEKIMH, JIa0OpaTopHbIe padOTHI, CaMOCTOsITeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[TporpaMMo#i ITUCHUTUIMHBI TPEIYCMOTPEHBI CICAYIONINE BHIBI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUHAs aTTecTanus B popme nuddepeHupoBaHHOTO 3a4eTa
(6 cemectp).

OO0mias TpyAOEMKOCTh OCBOEHUS AMCLMILIMHBI COCTaBNseT 3 3aueTHhIX eauHuibl, 108
4acoB.

S3bIK 00yUYeHUs IO TUCIHUILINHE KPYCCKHM »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (esiepaIbHOM rocy1apCTBEHHOM 00pa30BaTeIbHOM CTAHAAPTE BBICHIETO MPO(HECCHOHAIBHOTO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
3JIEMEHTOB NPO(PECCUOHATBHBIX KOMIIETEHIIUH.

Taxoke nensiMu OCBOEHHUS TUCHMIUIMHBI «OCHOBBI WH(MOPMAIIMOHHON OE30MaCHOCTH
ABJISIIOTCSL PACKPbITHE CYIIHOCTM M 3HAa4eHUS HHPOPMALMOHHOW O€30MaCHOCTH M 3alLIUTHI
uHpOpMalLIKK, UX MECTa B CUCTEME HAlIMOHAJIHLHON 0€30IaCHOCTH, OIpEICIEHUE TEOPETHUECKUX,
KOHIIENITyaIbHbIX, METOI0JIOTHYECKUX M OPraHU3allMOHHBIX OCHOB obOecneueHusi 0€30MacHOCTH
uHpopManuy, KiIacCHPUKamMsg W  XapaKTEPUCTHUKUA  COCTABIAIOUIMX  HH()OPMAITMOHHON
0€30I1aCHOCTM ¥ 3alUThl MH(POPMALIMK, YCTAHOBJICHME B3aUMOCBSA3M M  JIOTMYECKOH
OpraHu3alliy BXOSIINX B HUX KOMIIOHEHTOB.

1.2. JlucumnivHa BXOIUT B COCTaB 00s3aTeIbHON YacTU 00pa30BaTeIbHOIN MPOrpaMMBI
BhICIIero oopazosanus (naiee — OIT BO).

1.3. TIlepeueHb mIaHUPYEMBIX Pe3yJIbTATOB O0OYyUEHHS MO AUCLUILUINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pe3ynbrare M3ydyeHus AUCLMILIMHBI 0OydaroUuiics AODKEH 00janaTh CieIyHOLUMU
KOMITETEHIIMSIMU HJTH WX 9acTsAMH. KoMIeTeHIIMy M WHAMKATOPHI UX JOCTHKCHHS NPUBEICHHI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMI U HHINKATOPOB MX JOCTHXKEHHS

Kox u
Kareropus (rpymnna) Kon n HaumMeHoBaHre HHIUKATOpa
HanMEHOBaHUE
KOMIIETEHIINHU ITOCTHIKEHUS KOMIIETEHIIUN
KOMIIETEHIINHU

OIIK-2./1.4 BBIOJIHSIET OTIAAKY U
BepuduKanuio pa3padboTaHHBIX
OIIK-2 Cnocoben KOMIIBIOTEPHBIX MPOrpamMM

pa3pabaThiBaTh OIIK-2./1.5 mpuMeHsieT CyIIeCTBYIOIINE
ANTOPUTMBI U MPOrpaMMHBIE U anmapaTHbIe CPeICTBA AJIs
O6menpodeccuoHanbHbIE | KOMITBIOTEPHBIE 3aIUThl HHGOPMAITUH, JIJIS1 3aIIATHI
KOMIIETEHITHH MIPOrPaMMBl, KOPIOPATUBHBIX ceTell 00pabOTKHU U
TIPUTOJTHBIC TSI XPaHEHUS JaHHBIX COTIIACHO TPEOOBAHUSIM
MPAKTUIECKOTO TOCY/IapCTBEHHBIX U KOPIIOPATUBHBIX
MIPUMCHCHUS CTaH/IAPTOB, UCTIOJB3YET Pa3TUIHBIC METOIBI

3alllUThI I/IH(i)OpMaLII/II/I Ipu CO3aaHNN
MMpoOrpaMMHOTO obecneucHUs

2. Mecro nuctutuiiHbEL B cTpykType OI1
JucuumnirHa MokeT 6a3upoBaThCsl Ha 3HAHUAX, paHee MPUOOPETEHHBIX 00YYarOIIUMUCS
IIPU U3YYECHHH CICYIOUIUX TACIUIUINH:
— Hudopmaruka
— HMHdopmanmonHble TEXHOIOTUN
3HaHMs, IIOJIyYEHHBIE IIPpM M3YYEHUM MaTepuajla JaHHOM JHUCLUUIUIMHBI, HMEIOT
CaMOCTOATENIBHOE 3HAUYCHHE.

3. O0beM U TPYJA0EeMKOCTb JUCIUIUIUHBI
Jlanable 00 o0meM oO0beMe TUCIUIUIMHBI, TPYJOEMKOCTH OTAENbHBIX BHJIOB yueOHOU
paboThI 1O TUCIUIINHE (M paclpeielieHue 3TOH TPYA0EMKOCTH 110 CeMecTpaMm) MpeACTaBICHbI B
tabnure 2.

Tabmuua 2 — O6beM U TPYL0EMKOCTh TUCIUITITUHbI




TpynoeMKocTh 1o

Bun yuebHo# paboThI Bcero ceMecTpam
Ne6
1 2 3
Oobwan mpyooemKocmp oucCyunIuUHbL, 3/ 108 3/ 108
3E/ (uac)
U3 nux yacoe npakmuyeckoii 0020MoeKu
AyoumopHhuie 3anamus, BCETO vac. 51 51
B TOM YHCJIE:
nexuun (JI), (gac) 17 17
npaktuyeckue/cemunapckue 3aastus  (113),
(gac)
naboparopusie pabotsl (JIP), (dac) 34 34
KypcoBoii poekT (padota) (KII, KP), (uac)
9K3aMeH, (Jac)
CamocmoamenvHnas paboma, Bcero (4ac) S7 S7
Buo npomesrcymounoi ammecmayuu: 3auet, | Hdudod.
audd. 3auer, sx3amed (3auer, Judd. 3au, Dk3.) 3a4., M. sau.,

4. ConeprxaHue JUCITUTITUHBI
4.1. Pacnpeznenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUAaM 3aHATUMN.
Pa3nensbl, TeMbl AUCHUILIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuua 3 — Paznesnsl, TeMbl TUCIUILINHBI, UX TPYAOEMKOCTh

Paznensl, TeMbI AUCIUITIMHBI Jlexwm | 113 (C3)) - JIP LN CP (uac)
ACIEL, et (dac) (dac) (uac) (dac)
Cemectp 6
Paznen 1. Beenenue B kypc «OCHOBBI 1 1
WH(POPMAITMOHHOM O€30ITaCHOCTIY
Paznen 2. CyniHoCTh ¥ TOHATHE UHPOPMAITMOHHON 1 8
Oe3omacHOCTH
Pasnen 3. 3Hauenue nHGOPMAITMOHHOM OE30MMaCHOCTH 2 8 8
U €€ MECTO B CHCTEME HallMOHAIBHOM 0€301aCHOCTH
Paznen 4. CymHoCTh ¥ MOHATHE 3aIIUTHI HHpOpMaK 2 8 8
Pasnen 5. CocraB u kitaccuuKaIus HOCUTEIeH 2 8 8
3ammiiaeMon HHpopMaIu
Paznen 6. IlonaTue u CTpyKTypa yrpo3 3aiuiaeMon 2 10 8
nHpOpMaITUH
Paznen 7. O0bekThI 3a1IMTH HHQOPMAIIUN 3 8
Pasnen 8. Knaccudukariist BUI0B, METOJIOB M CPEICTB 4 8
3a1UThl HHPOPMAITUH
Hroro B cemectpe: 17 34 57
Htoro 17 0 34 0 57
[IpakTueckass MNOATOTOBKA 3aKJIIOYA€TCd B  HEMNOCPEACTBEHHOM  BBIIIOJHEHHH
OoOydJalmMMUCS  OMNpeNeNeHHBIX  TPYIAOBBIX  (YHKUIMN,  CBSI3aHHBIX ¢  Oynaymien

po(heCCHOHATBHON eI TeIBHOCTHIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanue pa3/iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B Ta0uIE 4.




Tabmuna 4 — ConeprkaHue pa3JesioB U TEM JEKIIMOHHOTO ITUKIIa

Howmep paznena HaszBanue u conepxanue pas3iesioB U TEM JIEKIIMOHHBIX 3aHATHI

Pasnen 1. Beenenue.

[Ipenmer u 3aaun Kypca. 3HaU€HNE U MECTO Kypca B, IOATOTOBKE
CIENMANUCTOB, 10 3auuTe nHhopmanuu. Hayunas u yaebnas
B3aMMOCBSI3b Kypca ¢ APYTHMH TUCUMIUINHAMU. Pa3zensl u TeMsl, UxX
pacripeneneHue o BUIaM ayJUTOPHBIX 3aHATHH. DopMbl ipoBeneHNs
CceMHHApCKUX 3aHATHH. COCTaB M METOJUKA CAMOCTOSATEIILHON paboThI
CTYJEHTOB I10 U3YYEHHUIO AUCHUIUIMHBL. POpMBI TPOBEPKHU 3HAHUM.
AHann3 HOPMAaTUBHBIX UCTOYHHUKOB, HAYYHOH U y4eOHOM TUTepaTypHI.
3HaHUs U YMEHHS CTYAEHTOB, KOTOPBIE JOKHBI OBITH TOITYy4EHBI B
pe3yapTaTe U3y4eHus Kypcea.

Paznen 2. CynrHocTs ¥ TOHATHE HHPOPMAIIMOHHON 0€30MTacCHOCTH
CraHOBIIEHHE U pa3BUTHE OHATHA "HH(GOPMAIOHHAS 0€30T1acCHOCTh'.
CoBpeMeHHbIe TOAXObI K OnpeeseHnto NoHsATHsA. CyIIHOCTh
nHPOpMaMoHHOH 6e3omacHoCTH. OOBbEKTH HHPOPMAITMOHHOH
6e3omacHocTr. CBs3b HHDOPMAITMOHHOHN 0€30MaCHOCTH C
uHpopMaTu3zaiuei odniecrsa. CTpykrypa HHOOPMAIMOHHON
6e3onacHoctu. OnpeaeseHne MOHATHS HHPOPMALIMOHHAS
Oe3omacHOCTE".

Paznen 3. 3Hauenue nHOOPMAITMOHHON OE30MTACHOCTH U €€ MECTO B
CUCTEME HallOHATBLHOHN 0e30MacHOCTH

3HaueHue UH(HOPMAITUOHHOM, O€30IIACHOCTH /ISl CYOBEKTOB
MH()OPMATMOHHBIX OTHOIICHHH.

3 CBs13b MeX 1y HH(POPMAIIOHHOM 6€30MaCHOCTHIO U 0€30MaCHOCTHIO
WHPOPMALUH.

[TonsiTne 1 coBpeMeHHAs! KOHLSTILUS HAIMOHATILHOM 0€3011aCHOCTH.
MecTo nHpOpMaIMOHHON, 0€30IaCHOCTH, B CUCTEME HAIIMOHAIBHOM
0e30MacHOCTH.

Pasnen 4. CyniHOCTh ¥ MOHATHE 3aIUThI HHOOPMAIIUU
Cy1ecTByroIue MoaX0Abl K COAepKaTeIbHON YaCTH HOHSTHS "3a1uTa
HHPOpMAIUK" 1 CIOCOOBI pealTu3aliy COAEPIKATEILHOM YacTu.
MeTtonoornueckas OCHOBa PACKPBITHS CYIIIHOCTH U OIpeIeIeHUs
MOHATHA 3aMThI HHPOpMay. PopMbl BEIPAKEHUS HAPYILICHHS
craryca naopmauu. OO0yCIIOBIEHHOCTD CTaTyca HH(OpMAaLUH ee
YSI3BUMOCTBHIO.

IonsTre ya3sumoctu nHGopMauu. PopMbl IPOSBICHUS YSI3BUMOCTH
nHpopMmaruu. Buse! ys3sumocty nagopmanuu. [lonstue "yredka
uHpopmarun". CooTHoleHue (GopM 1 BUIOB YSI3BUMOCTH
nHpopmarun. ConepkaresbHas 4acTh MOHATHS "3aluTa
nHpopMaru'”.

Crioco6 peanuzaiuu coepKaTeIbHON YaCTH 3alIUThl HH)OpMAIIHH.
Onpe/enenye MOHATUS "3anuTa nHGOPMAIUK'", €r0 COOTHOIICHHE C
nonstueM, copmynuposanasiM B [OCT P 50922-96. "3amuTa
nHpopmair. OCHOBHBIE TEPMHUHBI U ONpeaesieHus .

Pasnen 5. CocTaB u Ki1acCU(PUKAIMS HOCUTEICH 3aluiaeMoi
HHpOpMAaIH

[Nonsitre HOCcUTEND 3amuInaeMoi nHpopmarwu". COOTHOIICHNE
MEX/1y HOCUTEJIEM M HCTOYHHKOM HHpopmaruu. CocTaB HOCHTEICH
sammuiaeMoi uadopmarmu. CriocoOs! pukcupoBanus HHGopMaIu B
5 HOcHTeIsIX. Bubl oToOpaxkeHust nHQOpMAauu B HOCUTENSIX. MeToabl
BOCIIPOU3BEICHUS OTOOpakeHHOH MHPOPMALIMU B HOCUTEISIX
uHpopmarun. Hocurenn NucbMeHHOM, BUIOBOH, N3Ty4aeMon
uHpopmarun. Onocpe0BaHHbIE HOCUTENH 3alIAIIAeMON
nHpopMmaruu. CBONCTBA M 3HAYCHHUE TUIIOB HOCHUTENIEH 3alUIaeMOn
WHPOPMAITUH.




Paznen 6. [lonsTre u cTpykTypa yrpo3 3amuiaeMoi HHGopMaun
CoBpeMeHHbIE IOAXO0bI K IIOHSITUIO YTPO3bI 3alUIAEMO
nHpopmanun. CBs3b yrpo3bl 3aIIUIIAeMON HHPOPMALIUH C
YSI3BUMOCTBIO HHpOpManun. [Ipu3HaKy v COCTABISIONINE YTPO3BL:
ABJIeHUs, (PaKkTopsl, ycioBud. IloHsATHE YIPO3bl 3aLIUIIAEMOM
uHpopmarun. CTpyKTypa sIBIICHHH KaK CYIIHOCTHOT'O BBIPAYKEHHUS
yrpo3sl 3ammiiaemoii naopmarmu. CTpykrypa GakTopos,
CO3JIAIOIIMX BO3MOKHOCTD IECTA0MIU3UPYIOLIETO BO3ACHCTBHS Ha
HH()OPMAITHIO.

Paznen 7. O0BeKTHI 3a1TUTHI HH()OPMAITIH

[Nonsitue oObekTa 3amuThl. HocuTenu nHpopManmy kak KOHEYHBIC
00BbeKTHI 3aluThl. OCOOEHHOCTH OTIEIBbHBIX BUIOB HOCUTEIIEH KaK
00BEKTOB 3alUTHI.

CocTaB 00bEKTOB XpaHCHHSI TUCHbMEHHBIX U BUJIOBBIX HOCUTEIICH
nH(pOpMAIUH, TToIekKaHX 3aimuTe. COCTaB MOJICKAIIUX 3aIUTE
TEXHUICCKUX CPEACTB OTOOpaKEHHUs, 00pabOTKH, XpaHEHH,
BOCIIPOU3BEICHUS Nepeaaun nHpopManun. Jpyrue o0beKThl 3aIIUThl
uHpopMaIi. BUIbI U CIIOCOOBI JeCTa0MIIN3UPYIONIETO BO3ICHCTBUS
Ha 0OBEKTHI 3aIHUTEI.

Paznen 8. Knaccudukarus Bu10B, METOIOB M CPEJICTB 3AIIHUTHI
HHpOpMaIUH

Buzp! 3amutel nHpopMaium, chepsl ux aeictus. Knaccudukanus
METO/IOB 3aIUTHl HH()OPMAIHU. Y HUBEPCAIbHBIE METOBI 3aIIUTHI
uHpOpMauu, 00acTb UX npuMeHeHus. O0IacTH MpUMEHEHUs
OpraHU3alMOHHBIX, KPUITOTPAQUIECKUX U HHKEHEPHO-TEXHUYCCKUX
MeTO/I0B 3amuThl HH(popMarmu. [loHsTHE N KITacCU(UKAIHs CPEICTB
3amuThl nHpopManuy. HazHaueHne mporpaMMHBIX,
KpUNTOrpad)uuecKuX U TEXHUUECKUX CPEICTB 3aIUTHI.

4.3. IlpakTtuyeckue (ceMUHAPCKUE) 3aHATUS
TeMbl MpaKTHYECKUX 3aHATHIA U X TPYAOEMKOCTh IPUBEICHBI B TAOIHIIE 5.

Ta6n1/1ua 5— HpaKTI/I‘leCKI/IC 3aHATHUSA U UX TPYAOCMKOCTDb

N3 nux Ne
Ne | Tewmsl npaktudeckux | @opmel npakTU4ecKuX | TpyaoeMKOCTb, |MIPAaKTHYECKOM |pasnena
n/m 3aHATUN 3aHATUN (gac) MOATOTOBKH, |AUCIUI

(dac) JIUHBI

Y4eOHbIM MJIaHOM HE MPEAYyCMOTPEHO

Bcero

4.4. JlabopaTtopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHI U X TPYJOEMKOCTb IPUBEICHBI B TaOIUIIE 6.

Tabmuna 6 — JlabopaTropHble 3aHATHS U UX TPYJOEMKOCTh

N3 Hux Ne
Ne HaunmenoBanue 1a60paTopHbIX paboT TPyZOEMKOCTE, | MPAKTHHIECKOH | pasieiia
/1 (gac) MOATOTOBKH, | JUCLIHMII

(gac) JIMHBI
Cemectp 6

1. | UccrnenoBanue ysa3BUMOCTH HHPOPMALIUT 8 3
2. | UccnenoBanue BUIOB ySI3BUMOCTH 8 4
3. | UccnenoBanue opm ys3BUMOCTH 8 5




4. | Iloctpoenue aIrOpUTMOB COLMaIbHOU

10 6
HWH)XEHEPUH U CIIOCOOBI 3aLIUThI OT HUX

Bcero 34

4.5. BeInonHeHne KypcoBOro IpoeKTa/ KypcoBOW paboOThI
VY4eOHbIM MJIaHOM HE IIPEAYCMOTPEHO

4.6. CamocrodrenbHas paboTa 00yJarouIxcs
Bunel camocTosiTennbHOM paboThI U €€ TPYAOSMKOCTh ITPUBEICHBI B TAOIHUIIE 7.

Tabmmua 7 — Bugsl caMoCcTOsTeNbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 6,
Bun camocrositensHoi paboTh
qac qac
1 2 3
W3yueHne TeOpeTHIecKoro Marepuasia
30 30
nucuuriaHbl (TO)
KypcoBoe npoextupoanue (KII, KP)
PacuerHo-rpaduueckue 3ananus (PI'3)
Bremonaenue pedeparta (P)
IToaroToBKa K TEKyIIEMY KOHTPOJIIO 17 17
ycneBaemoctu (TKVY)
Jomamnee 3amganue (/13)
KonTponbusie pabotsl 3a0unnkoB (KP3)
IToaroToBka K MpoOMeXyTOYHOU
10 10
atrecranuu (ITA)
Bcero: o7 o7

5. IlepeueHb yueOHO-METOINYECKOTO OOECTIeUeHUS
JUISL CAMOCTOSTETTEHOM pabOThl 00YYAIONIMXCS TTO TUCIUIUIUHE (MOTYITIO)
Y4eOHO-MEeTOIMYECKHEe MaTepHalbl JUII CaMOCTOSTEIbHOW padOThl OOyYaromIMXCsl YKa3aHbI B
IL.11. pa3ennoB 6-11.

6. IlepeueHb MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN
[lepedyeHb neyaTHBIX U 3JIEKTPOHHBIX Y4eOHBIX M3/IaHUM MpHBeieH B Tabaule 8.
Tabmmna 8— [lepeyeHp MeYaTHBIX U DJIEKTPOHHBIX YUEOHBIX U3TaHUH

Kommaecto 9K3CMILULIPOB B

HTudp/
oubmiorexe
URL bubnuorpaduueckas ccpiika
(KpoMe AIIeKTPOHHBIX
azpec
IK3EMIUISIPOB)

004 Cunapuyk, AHIpel AnekcanapoBHuy (KaH[. TEXH. 5
C24 Hayk). OcHOBBI HH(OPMALIMOHHOW OE30MACHOCTH :

yuebHO-MeToarueckoe nmocooue / A. A. CBUHapUyK ;
C.-Iletepb. roc. yH-T a3pOKOCM. TPUOOPOCTPOECHHUSL. -
Cankr-IlerepOypr : M3a-so 'VAIL 2023.-94 c. :
puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. . -
Tekct : HemocpeACTBEHHBIN

004.05 | Boponos, A. B. OcHOBEHI 3a1IUTHl HHPOPMAITUH: 10
B 75 yuebHoe ocobne/ A. B. Boponos, H. B. BonommuHa.




- CI16.: TOY BIIO "CIIGI'YAIT", 2009. - 78 c.

004 III | IHagerun, B. ®.

22 Nudopmannonnas 6e3onacHocTs [ TekcT]: HayuHO-
nomnyisipHas aureparypa / B. @. llansrun. - M.:

JIMK Ilpecc, 2014. - 702 ¢

X 5147 | Skosen, E. H. IIpaBoBbie OCHOBBI 0OecTieueHHs 5)

nHpopMannoHHo# 6e3omacHocTr Poccuiickoii
Oenepanuu [Teker] : yaebHOE mocooue / E. H.
Axosen. - M. : IOpmuruadopm, 2010. - 336 c.

M. : IMK Ilpecc, 2012. — 592 ¢

http://e.lanbook.com/books/element.php?pll_id=3032
[Hanprun, B.®. 3amura nuadopmanuu B
KOMITBIOTEPHBIX CUCTEMAX U CETAX [ DIEKTPOHHBIN
pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —

004 M | MenpHuukos, B. I1.

48 3amura napopmarun [ Texer] : yueOnuk / B. I1.
MenbHukos, A. U. Kynpusinos, A.
pen. B. I1. MensaukoB. - M. : Akagemus, 2014. - 304

Cc

I'. Cxuptnanse ;

004 p Ps6xo, b. 4.

98 Kpunrorpadgudeckrne MeToapl 3aIUThl HHGOPMAITH
[Tekcr] : yae6HOE mocobue / b. S. Psioko, A. H.
®uoHOB. - 2-¢ u3a., crep. - M. : ['opsvast TuHUS -

Temexom, 2014. - 229 c.

10

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. UHXkeHepHO-TeXHUYECKas 3alluTa
uHpopmanuu [ INeKTpOHHBIN pecypce] : yueOHoe
nocobue. — DnexkTpoH. gaH. — M. : TYCYP
(Tomckwii rocyJapCTBEHHBIN YHUBEPCUTET CUCTEM
yIpaBiIeHus U paguodnekTpoHukn), 2010. — 195 c.

7. IlepeueHb 37IEKTPOHHBIX 00pPa30BaTENbHBIX PECYPCOB
MH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHOHN ceTn « HTepHeT»
Ilepeuenn 9JIEKTPOHHBIX o0pa30BaTeNbHbIX pecypcoB MH(}OpPMaLOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTn «MHTepHeT», HEOOXOMUMBIX JUIsI OCBOCHHUS JTUCIMILIMHBI

npuBezieH B Tabnmue 9.

Tabmuua 9 — IlepedyeHb 3IEKTPOHHBIX OOpa30BaTEIbHBIX PECYpPCcOB HH(POPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTh «HTepHEeT»
URL anpec HaumenoBanue

He npenycmoTrpeno

8. Ilepedenr MHPOPMAITMOHHBIX TEXHOJIOTHUI
8.1. [lepeyenp mporpaMMHOr0 oOecHeueHus, HCIOIb3YEeMOT0 TMpH OCYIIECTBICHUU
00pa30BaTeILHOTrO MpoIiecca MO0 AUCLUIINHE.
[lepedeHp UCONB3yeMOro MPOrpaMMHOr0 obecrieueHus npejacranieH B Taduuie 10.

Tabmumna 10— [TepeueHs mporpaMMHOT0 00€CIICUCHHS

Ne /1t

Haunmenosanue

He npenycmotpeno



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

8.2. Ilepeuenn MH(POPMALIMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpOoIiecca Mo AUCIUIIITHHE

[lepeyeHp HCMONB3yeMbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEJCTABICH B
Tabymue 11.

Tabmuna 11— Ilepedyens HHPOPMALIMOHHO-CITPABOYHBIX CHCTEM

Ne i/t Haumenosanue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKas 0a3a
CoctaB  MaTepUAIIbHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOW Ui  OCYIIECTBICHUS
00pa3oBaTeNBFHOTO MpoIiecca Mo AUCLUIINHE, TPEACTaBIcH B Tabuuiel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHUUYECKON 0a3bl

Ne HanmeHnoBaHue cOCTaBHON 4acTH Howmep aynuropun
/T MaTepuaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH )

1 JlexurOHHAs Ay AUTOPHUS

KomnbroTepHslii kitacce

10. OueHo4HBIE CpeACTBA ISl POBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CoctaB OLEHOYHBIX CPEACTBAJII MPOBEIACHHUS MPOMEKYTOUHONW AaTTeCcTalluu
00yJaromuXxcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CoctaB OIEHOYHBIX CPEACTB ISk IPOBEICHHSI TPOMEKYTOYHOM aTTeCTaIlUH

Buza npomexyTo4HON arTecTanuu IlepedyeHp OLICHOUYHBIX CPEACTB
Crnucok BOnpocos;
JuddepeHnpoBaHHbIN 3a4ET TecTsr;
3agaun.

10.2. B kayecTBe KpUTEpUEB OLEHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMITETEHIIMI OOYyJaloUIMMHCS TIPUMEHSETCS 5-0ajuibHasi MIKajla OLEHKH C(HOPMHUPOBAHHOCTH
KOMIIETEHIIMH, KoTopasi mpuBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCS
100-6annpHast ~ mKaja ~ MOAYJIBHO-PEUTHHTOBOW  CHCTEMBI ~ YHUBEPCUTETa,  IpaBHIIa
UCIIOJIb30BaHUSI KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu olieHKH YpoBHS c(hOPMHUPOBAHHOCTH KOMIETEHIUH

Or11eHKa KOMITETEHIUI

Xapaxrepructuka chOpMUPOBAHHBIX KOMIIETEHIINI
5-0ayutpHad mIKama P P (opmpo

OOyyvaromumiics:

— r1y0OKO U BCECTOPOHHE YCBOWJI MPOTPAMMHBIN MaTepHa;

— YBEPEHHO, JJOTUYHO, TTOCJIEIOBATEILHO ¥ TPAMOTHO €T0 U3J1araeT;

— OMHUpasiCh HAa 3HAHWSI OCHOBHOM W JIOMOJIHUTEIBHOW JIUTEpaTypHI,
«OTIIHUYHOY TECHO CBSI3bIBAET YCBOCHHBIE HAYUYHBIE MOJOXKEHHS C MPaKTUYECKOU
«3AUYTEHO) JeSATEIbHOCTBIO HAIIPaBJICHUS;

— yMeJio 00OCHOBBIBAET U apTyYMEHTUPYET BBIBUTAEMbIE UM HJICH;

— JIeNaeT BBIBOILI U 0000IIEHUS

— CBOOOJIHO BIA/IEET CUCTEMOM CIIEMAIN3MPOBAHHBIX OHATHH.

— npaBuWiIbHO BRIMOIHMI OT 90% 10 100% TecToBBIX 3aJaHUl




Or11eHKa KOMITETEHITUHN

5-0aiubHas mKana

XapakTepucTuka chopMUPOBAHHBIX KOMIIETEHIUMA

(XOPOLIO»
(Ga4uTCHO»

OOyyJarommiics:

— TBEPAO YCBOWJI IPOrPAaMMHBIN MaTepHall, TPaMOTHO U IO CYIIECTBY
W3JIaraeT €ro, ONMMPasCh Ha 3HAHUS OCHOBHOM JINTEPATYPHI,

— HE JIONYCKAET CYIIECTBEHHBIX HETOYHOCTEHH;

— YBSI3BIBAET YCBOCHHBIE 3HAHHUS C MPAKTUYECKOM JeATEIbHOCTHIO
HaIpaBJICHUS,

— apryMEHTUPYET Hay4YHBIC MTOJIOKEHNS,

— [IeJIaeT BBIBOABI M 00OOIIEHHUS;

— BJIQJICET CUCTEMOMN CIEeMAIU3UPOBAHHBIX TOHITHIA.

— npaBWIbHO BBIMOIHWI OT 70% 110 89% TeCcTOBBIX SaI[aHI/II/I

«YAOBJICTBOPUTCIIEHO»
<(Ga4YTCHO»

— 00yYaroNMics YCBOWJI TOJBKO OCHOBHOW IPOrpaMMHBIA MaTepual,
[0 CYIISCTBY M3JIaracT €ro, ONMUpascCh Ha 3HAHUSA TOJILKO OCHOBHOM
JUTEPaTYpPHI;

— JIOTMYCKaeT HECYNIECTBEHHBIC OMMOKN M HETOYHOCTH,

— HCIIBITHIBACT 3aTPYJHCHHUS B IMPAKTHUYECKOM TPUMCHCHUU 3HAHUH
HaIPaBJICHUS;

— cl1abo apryMEHTHPYET HAyYHBIC MTOJIOKCHHUS,

— 3aTpyJHsCTCs B (POPMYITMPOBAHUHU BBIBOJIOB M 000OIIICHNUH;

— YaCTHYHO BJIAJIEET CUCTEMOMN CMICHMATM3UPOBAHHBIX TTOHATHH.

— IPaBUJILHO BBRIMOJIHMWI OT 51% 1m0 69% TecToBBIX 3agaHui

HCYIAOBJIICTBOPUTCIILHO»
HEC 3a4YTCHO»

— Oo0y4aronuiicss He YCBOWI 3HAYUTEILHOW YacTH TPOTPAMMHOIO
MaTepuana,

— JIOTYCKAeT  CYHNIECTBCHHbIC  OIMUOKM W HETOYHOCTH  TIPU
paccMOTpeHHH TPOOJIeM B KOHKPETHOM HalpaBJICHUH,

— UCTIBITBIBACT TPYAHOCTH B IIPAKTHYECKOM IPUMEHEHUH 3HAHHIA,

— HE MOKET apryMEHTHPOBATh HAYYHBIC ITOJOXKCHUS;

— He popMyIHpYeT BHIBOJOB U 00OOIICHHIA.

— MPaBUIIBHO BBIMOJHUI MeHee 51% TecTOBBIX 3a1aHuil

*%

10.3. TunoBble KOHTPOJIbHBIE 3a/1aHUS WM UHBIE MaTEPHAIIBI.
Bomnpocsr (3agaun) ans sK3aMeHa mpeIcTaBiIeHbl B Tabuie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Ko
Ne /it [Tepedyens BompocoB (3a1a4) sl IK3aMeHa A
WHIMKaTopa
Y4eOHBIM IIAHOM HE MPEAYCMOTPEHO
Bomnpocs! (3agaun) muis 3adera / nug¢. 3auera npeacrapieHs! B Tabnuie 16.
Tabmuna 16 — Bonpocs! (3agaun) mis 3adera / qudd. 3adera
Kon
° /i [Tepeuens Bomn B (3amay) s 3a4yera / nudd. 3auera
No 1/ epeuyeHb BOMPOCOB (3a7a4) amns 3adera / audd. 3ade HHKaTOpa
1 ITonsarue unpopmarronsoit 6ezonacuoctu (Ub) u ocuoBusie | OIIK-2.]1.4

TEPMUHBI (3aIIUTa, YIpo3a, YI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(UIEHIINATbHOCTb, EIOCTHOCTh, JOCTYITHOCTh —
MOHATHUE U IPUMEPBI HAPYILICHU.

[Ipeanoceunku u nienu odecreyeHus: HHPOPMaAITMOHHOM
0€30MaCHOCTH.

Bunel nadopmanronHoi 6€30MacHOCTH: TEpCOHaIbHas,
KOpPIIOpaTHBHAA, TOCYAaPCTBEHHASI.

OOBeKTHl M CyOBEKTHI 3aIUTHI HHPOPMAIIH.

JlokTpuHa nHpOpMamoHHoi 6e3omacHocTn Poccuiickoii
®denepanun (OCHOBHBIE MTOJOKEHUS).

WNudopmanronHas 6e30MacHOCTh YeJIOBeKa U 00IIeCTBa.




KomnbroTepHble pecTymIeHus: ONpeAeIeHHUE,
KJaccu(UKanus 1 OCHOBHBIE TEXHOJIOTUU COBEPIICHHUS.
CoBpeMenHas koHrenius odecrieuenus Ub.

Poins uenoBeveckoro paxkropa B obecriedeHun
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

Krnaccudukanus yrpo3 nuHGpoOpMaImoHHON 0€30MaCHOCTH
(MCTOYHMKH, LIeJIH, BUJIbI BO3ACHCTBUS).

OcHOBHBIE KaHAJIBI YTEYKH HH(POPMAITUH.

TexHuueckue KaHasbl yTeUKd HHPOPMALUU: TIOHATHE U
CIOCOOBI 3aIIUTHI.

Bunel cereBbix arak: DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHas HHXXEHEpUs: METOJIbI U CIIOCOOBI
MIPOTUBOJECUCTBHUS.

BpenonocHoe nporpamMmmHoe obecriedeHre: BUPYChl, YepBHY,
TposiHbl, Ransomware.

VYTrpo3bl 0€301aCHOCTH MEPCOHAIBHBIX TaHHBIX.

YTrpo3sl KOMMEPYECKON TallHbI M HHCAWIEPCTBO.

MeTobl OIIEHKH PUCKOB HH(POPMAIIMOHHON O€30MacCHOCTH.
Uro Takoe ysa3BUMOCTH (vulnerability) u yem oHa oTnuvaercs
OT yrpo3bl?

[TonmuTrka 6e30macHOCTH UH()OPMALIMIOHHON CUCTEMBI:
Ha3HAYEHUE U CTPYKTYypa.

Mertoabl ayTeHTUDUKALMY U UISHTU()UKALUMY 110JIb30BaTeNei.
Buns ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTO(aKTOpHas).

JlMcKpenroHHast 1 MaHJaTHasE MOJIEITH YIPABICHHS JOCTYIIOM.
MexaHU3MBbl 3aIIUThL: TEXHUYECKUE, TPABOBBIE,
OpTraHU3aIIOHHBIE.

Kpunrorpadguueckue MeTob! 3alIUThl HHPOPMALIUU
(cMMMETpHYHbIE U ACUMMETPUYHBIE).

XemupoBaHHe: MOHIATHE U UCIIOIb30BAHUE JIJIsl TPOBEPKH
I[EJIOCTHOCTH.

Mesxcereble akpanbl (Firewalls): hyHKIMM, THIBI (TaKETHBIE,
YPOBHSI IPUJIOKEHUH).

CucteMbl 0OHapY)KEHUS U MPeI0TBpAILlEHHs BTOPKEHU I
(IDS/1PS).

AHTHBHpYCHAs 3allUTa: MPUHLUIBI PaOOTHI.

VPN (BupTyanbHbI€ YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBI.
PesepBHoe kommpoBanue (Backup) kak cpeacTBo obecrieueHus
JTOCTYITHOCTH JTAaHHBIX.

be3zonacHocth G6ecripoBoHbIX cereit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMCTB.

3amura uHGOpMAaLUU B 00JAUHBIX BEIYMCICHUAX

[IpaBoBble MeTOBI 00ecniedeHnst UHHOPMALTMOHHON
0€30MaCHOCTH.

3axonogarensctBo PD B obnactu 3amutel nuapopmanuu (O3-
152, ©3-149).

l'ocynapcTBeHHas 1 KOMMepYecKas TaliHa: IOHATHE U 3alllHUTA.
IlepcoHanbHble JaHHbIE: KJIacCU(UKALKS U IPABOBOM PeKUM
3alIHTHI.

Cranyaptsl B 001acTi HHGOpPMAIIMOHHON 6€30M1aCHOCTH

OIIK-2./1.5




('OCT P UICO/MDBK 27001).

Cucrema 3amuThl HTHGOPMAITUN OPTaHU3alUN: CTPYKTypa U
MIPUHIIMIIBI CO3/1aHuUS.

O1eHKa PUCKOB: ONIPENEICHUE, ITAIIbI.
busHec-HenpepbIBHOCTH U BOCCTAHOBJICHHUE MOCIIE HHIIUICHTOB
(BCP/DRP).

OO0yueHue repcoHaia OCHOBaM KuOepOe30macHOCTH.

Aynut 6e30macHOCTH HH(POPMAITMOHHONW CUCTEMBI.

[Tpunnumner padotsr IPsec.

Mertoap! 3amuThl OT CHU((UHTA TAKETOB.

Meroap! ycrpanenus yrpossl [IP-ciiydunra.

Artaku Ha ypoBHe npuioxeHudt (SQL-unbexkunn, XSS).
dumuHr: onpeaeneHue, BUbI (smishing, vishing) u npu3Haku.

[lepeuens Tem ISl BHIOTHEHUSI KypCOBOTO MPOEKTa/ KypCcOBOMl pabOThl MpPEeCTaBICHBI
B TabauIe 17.
Tabnuna 17 — IlepeyeHb TeM Ui BHITOJTHEHUS! KYPCOBOTO MPOEKTA / KypCOBOM pabOThI

No /i [TpuMepHBIii TepedeHb TEM TSI BBITOJIHEHUST KYPCOBOTO IMPOEKTa/ KypCOBOU
- paboThI

Y4eOHBIM IIIAaHOM HE MPEAYCMOTPEHO

Bompocer s mpoBeneHUsT TPOMEXKYTOYHOW aTTECTAllMM B BHJE TECTUPOBAHHUS
MpeACTaBICHBI B Tabnwuie 18.

Tabnuna 18 — [IpumepHbIil epeyeHb BOPOCOB JJIs TECTOB

y Kon
Ne /i IIpuMepHBIii IepeYeHpb BOIIPOCOB ISl TECTOB
MHAMKATOpa
1 1) K mpaBoBbIM MeTOaM, 00€CTIEYNBAIOLIUM HHPOPMAIIIOHHYIO OIlIK-2./1.4

0e30IMacHOCTh, OTHOCSITCS:

- PazpaboTka anmapaTHBIX CPe/ICTB 00ECTICUSHHSI TTPABOBBIX JaHHBIX
- Pa3paboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX MPABOBBIX CETAX
JKYpPHAJIOB y4yeTa JeHCTBUN

+ Pa3zpa0boTka u KOHKpeTH3alus MPaBOBbIX HOPMAaTHUBHBIX AKTOB
oOecrnieueHus 6€30MacHOCTH

2) OCHOBHBIMU HCTOYHUKAMH YTPO3 HH(OPMAIIMOHHOHN 0€301MacHOCTH
SIBJIIIOTCS BCE YKA3aHHOE B CIIHCKE:

- XHIIEHUE JKECTKUX TUCKOB, TIOJKIOYEHUE K CETH, MHCAWIEPCTBO
+ IlepexBar JaHHBIX, XUILIEHUE TaHHBIX, U3MEHEHHE apXUTEKTYpPbI
CUCTEMBI

- XulleHNe TaHHBIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYILLIEHUE
periaMeHTa paboThI

3) Bunsl nundopmannoHHoN 6€30MacHOCTH

+ IlepconanbHas, KOpopaTuBHasi, FOCy1apCTBEHHAs

- Kituenrtckas, cepBepHas, cereBas

- JlokanbHas, T00anbHast, CMeIaHHas

4) llenu naGOpMAITMOHHOM 0€30MACHOCTH — CBOEBPEMEHHOE
oOHapyXeHHe, TpeAyIpexKIeHHE:

+ HEeCaHKLIMOHUPOBAHHOTO JIOCTYIIA, BO3JCHCTBHS B CETU

- HHCAlJIepCTBa B OpraHU3aliH

- Ype3BBIYANHBIX CUTYyallul

5) OcHoBHBIE 00BEKTHI HH(POPMAILIMOHHOMN 0€301MaCHOCTH:

+ KoMmnbrlotepHsbie ceTH, 6a3bl JaHHBIX




- UudopmanioHHble CUCTEMBI, IICUXOJIOTUYECKOE COCTOSHUE
I0JIb30BaTENIeH

- busnec-opueHTHpOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI

6) OCHOBHBIMU pUCKaMH HH(DOPMAIIMOHHOW OE30IMaCHOCTH SIBIISTFOTCS:
- Uckaxxenue, yMmeHblIeHHEe 00beMa, epeKOANPOBKa HH(OpMALIUN

- TexHuueckoe BMEIIATENbCTBO, BBIBEIEHUE U3 CTPOSI 000pYy10BaHUS
CeTH

+ IoTreps, UCKakeHUe, yTeuka HH(OpMaIH

7) K ocHOBHBIM nipuHITUTIaM oOecrieueHrst HHPOPMaIuOHHON
0€30MacHOCTH OTHOCHUTCSI:

+ DxoHoMuveckor 3¢ (HEeKTUBHOCTH CUCTEMbI 0€30aCHOCTH

- MHororuathopMeHHOH peanu3aiy CUCTEMBI

- Ycusenust 3alIMIIEHHOCTH BCEX 3BEHbEB CHCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HH(POPMALMOHHON O€30M1aCHOCTH
SIBJISIFOTCSL:

- PYKOBOJUTEIH, MEHEIDKEPBI, aIMUHICTPATOPbI KOMIAHUN

+ oprassl IpaBa, TOCy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JAHHBIX, (PaePBOIIIBI

9) K ocHOBHBIM (DYHKIHSIM CUCTEMBI O€30MIaCHOCTH MO>KHO OTHECTH BCE
MIEPEYUCIICHHOE:

+ YcTaHoBieHUE periiaMeHTa, ayIuT CUCTEMBI, BBISIBIEHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX NMPUIIOKEHHUH, CMEHA XOCTUHI-KOMITAHUU
- BHenpenue ayreHTH(HUKAIMN, TPOBEPKU KOHTAKTHBIX JTAHHBIX
0JIb30BaTeNei

tect 10) [IpuHIMIIOM HHPOPMAITMOHHON 0€30ITACHOCTH SBIISETCS
MIPUHIIMIT HEAOMYIEHUSI:

+ HeonpaBaaHHBIX OrpaHUYeHUi Ipu paboTe B CETH (CUCTEME)

- PuckoB 6e3onacHOCTH CETH, CUCTEMBbI

- [Ipe3yMnuuu ceKpeTHOCTH

11) [IpyHIKMDIOM NOAUTHUKUA HHPOPMALIMOHHON 6€30MaCHOCTH SIBIISETCS
TIPUHITATL:

+ HeBO3MO>XKHOCTH MHUHOBATh 3alllUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuseHust OCHOBHOI'O 3B€HA CETH, CUCTEMBI

- [TonmHOTO GJIOKMPOBAHMUS AOCTYNA IPU PUCK-CUTYALHIX

12) ITpuHIUIIOM MONMUTHKY HH(POPMAITMOHHOW OE€30MTaCHOCTH SIBIISIETCS
TIPUHIINII:

+ YcuneHus 3aluIeHHOCTH CaMOro HE3allUIEHHOTO 3BeHa CeTH
(cuctemsr)

- [lepexona B Ge30macHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [lonHOTO HOCTYNA MOJIB30BaTENEH KO BCEM pecypcaM CETH, CUCTEMBbI
13) IlpuHuMnoM noiIuTUKU HHOOPMALIMOHHON OE30MMaCHOCTH SIBJIIETCS
MPUHIUI:

+ Paznenenus nocryna (00sS3aHHOCTEH, TPUBUJIECTHI ) KIIMEHTAM CETH
(cuctemnl)

- OTHOYPOBHEBOM 3alUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX MPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CHCTEMBI

14) K 0CHOBHBIM THIIaM CpPEICTB BO3/ACUCTBHS Ha KOMITBIOTEPHYIO CETh
OTHOCHTCS:

- Komnbrotephslit cOoif

+ Jlornueckue 3aKiagku («MUHBI»)

- ABapuiiHO€ OTKJIFOYEHHE TUTAHUS




15) Korma moiydeH cnam 1o e-mail ¢ mpuiiokeHHbIM (aiisiom, ClieyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJEPIKUT HUUETO IEHHOTO —
yAAIUTh

- CoxpaHuTh npuiiokeHue B napke «Cnam», BBISICHUTH 3aTeM [P-aapec
re’epaTopa cramMa

+ ¥V 1anuTe NUCbMO € IPUITIOKEHUEM, HE PACKPBIBAs (HE YUTasl) €ro

16) Ipuanun Kupxroda:

- CEeKpeTHOCTh KJIH04a OIPE/IENIEHA CEKPETHOCTHIO OTKPHITOIO
COOOIIIEHNSA

- CekpeTHOCTh HH(pOPMAIIMH OTIpe/IeieHa CKOPOCTHIO Mepelaun JaHHBIX
+ CeKpeTHOCTb 3aKPBITOTO COOOIICHHUSI OIPEIEISIeTCS CEKPETHOCTHIO
KJIt04a

17) DUII — aTo:

- DIIeKTpOHHO-TIPOBOI MpeoOpa3oBaTelb

+ DneKTpOHHO-IIM(PPOBask MOAMUCH

- DeKTpOHHO-1IM(PPOBOIT TIpoLIecCop

18) Haubonee pacpocTpaneHbl yrpo3sl HHOOPMALIMOHHON
0€30MaCHOCTH KOPIIOPATHBHOM CHCTEMBI:

- [loxynka HenuuensuonHoro [10

+ OmuOKM 3KCIITyaTalliy U HEYMBIIIUIEHHOTO U3MEHEHUS PeKUMa
pabOThI CUCTEMBI

- CO3HATENBHOT0 BHEJIPEHHSI CETEBBIX BUPYCOB

19) Haunbosnee pacnipocTpaneHsl yrpo3bl HHPOPMALIMOHHOMN
0€301acHOCTH CETH:

- PacnipeneneHHbIi 1OCTYI KIMEHT, OTKa3 000pYyI0BaHUS

- MopasbHbIil H3HOC CETH, NHCAUIEPCTBO

+ C0oii (0TKa3) 000pyIOBaHUS, HENEraTbHOE KOMMMPOBAHNE JAHHBIX
tect_20) Haubonee pacnpocTpaHeHbl cpeicTBa BO3IEHCTBUS Ha CETh
oduca:

- Ciabp1ii Tpaduk, THPOPMAIIMOHHBIM 00MaH, BUPYChl B UHTEPHET

+ Bupycsl B ceTu, JOTHUeCKUe MUHBI (3aKiIa]IK1 ), HH(OPMAIIMOHHBIHI
nepexBar

- KomnbrotepHbie cOou, M3MEHEHNE aIMUHCTPUPOBAHUS, TOMOJIOTUN
21) Yreukoit uHQOpMAIIMK B CUCTEME Ha3bIBa€TCS CUTYaALIUs,
XapakTepusyemast:

+ [lorepeit naHHBIX B CUCTEME

- Usmenennem popmbl HHPOpMALTUU

- I3MeneHuneM cojiepkanus HHPOpMaLUU

22) CpoiicTBaMH MHQOpMaIMK, Hanubojee akTyalIbHbBIMU IPU
obecredyeHnr MHPOPMALMOHHONW O€30MaCHOCTH SIBISIFOTCS:

+ I{emocTHOCTD

- JloctynHOCTH

- AKTyanbHOCTB!

23) Yrpo3a nuHpopMaMOHHON cucTeMe (KOMITBIOTEPHOM CeTH) — 3TO:
+ BeposiTHOE coObITHE

- JlerepMuHUpOBaHHOE (BCEra ONpeAeIeHHOE) COOBITHE

- CoOpbITHE, IPOUCXOASIIEE TEPUOTUYECKU

24) Undopmanus, KOTOPYIO cIeayeT 3aluiarh (o HopMaTuBam,
MIpaBWJIaM CETH, CUCTEMbI) Ha3bIBACTCS:

- PermameHnTupoBanHON

- [IpaBoBoii

+ 3amuniaemon

OIK-2.]1.5




25) PazHoBUgHOCTSIME YIpo3 0€30MacHOCTH (CETH, CHCTEMBI) SIBIISTIOTCS
BCE MEPUUCIIEHHOE B CITHCKE:

+ [IporpaMMHbIe, TEXHUUECKHE, OPraHU3aIlIOHHBIE, TEXHOJIOTMUECKHE
- CepBepHbIe, KIIMEHTCKHE, CITyTHUKOBbIC, HA3€MHbIC

- JInunble, KOpropaTHUBHbBIE, COLIMATbHBIC, HAIIMOHAIBHbBIE

26) OkoHUYATEIBHO, OTBETCTBEHHOCTD 32 3aIUIIICHHOCTh IaHHBIX B
KOMITBIOTEPHOM CETH HECET:

+ Buanenen cetu

- AIMUHUCTPATOp CETH

- [Tonp30Barens cetn

27) Ilonutrka 6€301MaCHOCTH B CUCTEME (CETH ) — 3TO KOMILICKC:

+ PykoBojcTB, TpeboBanmii o0ecrieyeHuss HE0OXO0AUMOTO YPOBHS
0e30MacHOCTH

- MHCTpyK1IMii, aIrOPUTMOB ITOBEIECHUS II0JIB30BATENS B CETH

- Hopmsb! nagopmainmonHoro npasa, cooito1aeMble B CETU

28) Haunbostee BaXXHBIM IIPH PEATU3AIMN 3AMUTHBIX MEP TOJTUTHKU
0€30MacHOCTH SABIIACTCS:

- AyIuT, aHaNM3 3aTPaT Ha MIPOBEICHUE 3AIMUTHBIX MEp

- AynuT, aHaim3 6€301acHOCTH

+ AyauT, aHaJIu3 ySA3BUMOCTEU, PUCK-CUTYyallui

[lepeueHb TeM KOHTPOIBHBIX PabOT MO MUCHUIUITHHE OOYYAIOIIUXCS 3209HON (hOPMBI
oOy4eHus1, mpeacTaBieHbl B Tabnuie 19.

Tabmuna 19 — [lepedeHb KOHTPOIBHBIX PadOT

Ne ni/mn IlepeueHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Meroguueckue  Marepuaibl,  ONPEACISAIONIMNEe  TPOIEIyphl  OLICHUBAHHS
UH/MKATOPOB, XapaKTEpU3YIOIIUX d3Tanbl (HOPMUPOBAHMS KOMIIETEHLUH, COAep)Karcs B
JOKaJIbHBIX HOpMaTuBHBIX akTax [YAIL, pernameHTUpYyOIUX TOPSAOK M MPOLEAYPY
IPOBE/IEHUS TEKYILEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUYHON aTTecTaluy 00y4aroIuXxcs
I'VAIL

11. Mertoauueckue yKazaHus Uit 00YJarOIIUXCs IO OCBOCHUIO TUCITUTINHBI

11.1. MeTtoauueckre yka3zaHus [ OOYYAIOIIUXCS 1O OCBOCHHMIO JIEKIIMOHHOTO
MaTepuana.

OcHOBHOE Ha3HAY€HHE JIEKIIMOHHOTO MaTepuana — JIOTUYECKH CTPOHHOE, CHCTEMHOE,
nIyOOKOe W SICHOE W3JIOKEHWE ydeOHoro marepuana. HasHaueHWe COBPEMEHHOW JICKIIMH B
paMKax TUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(OPMAIMIO 1O TeMEe, a B OCBOCHUU
(GyHIaMEHTAIBHBIX MPOOJeM JUCIMIUIMHBI, METOJO0B HAYYHOTO IIO3HAHWS, HOBEUIIHX
JTOCTHIKEHUI HaydyHOW MBICTH. B yueOHOM mporiecce JIEKIHs BBITIOTHSET METOI0JIOTHYECKYIO,
OpPTaHHW3AIMOHHYIO U MHPOPMAITMOHHYIO (DYHKIUHU. JIEKIHs pacKphIBaeT MOHATHHHBIN ammapat
KOHKpPETHOW oO0jacTu 3HaHUA, €€ MpoOIEeMBbl, JaeT IEeNbHOE MPEJCTaBICHHUE O TUCIUILINHE,
MOKA3bIBACT B3aUMOCBS3b C JIPYTUMH JTUCIHTLTHNHAMH.

[TnanupyeMble pe3yJIbTaThl IPH OCBOCHUU 00YYAIOIIUMHUCS JICKIIMOHHOTO MaTepraa;

— TIONyYeHHE COBPEMEHHBIX, IIEJIOCTHBIX, B3aMMOCBS3aHHBIX 3HAHWUH, YpPOBCHB
KOTOPBIX OIPEEIISIETCS EIEBOW YCTAHOBKOM K KaK/10M KOHKPETHOU TEME;

— TIONy4YeHHE OMBITa TBOPUYECKOUN pabOThI COBMECTHO C MPEMO/IaBaTEIIEM;

— pa3BuTHE MNpPO(EeCcCCHOHANBHO-IETIOBBIX  KAuecTB, JOOBU K  TpeaMeTy U
CaMOCTOSITEIIbHOTO TBOPYECKOT'O MBIIIIIICHHS.




— TOsBJIEHHE HEOOXOAMMOro HHTEpeca, HE0OXOAUMOTO Il CAMOCTOSITEIbHON pabOThI;

— T[OJIyuyeHHE 3HAaHUH O COBPEMEHHOM YpPOBHE pa3BUTUS HAYKH M TEXHUKH U O
IIPOTHO3€ UX Pa3BUTHs Ha OJM>KaIINe TO/ibl;

— Hay4yuTbhCS METOJUYECKH oOpabaTbiBaTh MaTepuan (BBIACIATH TJIABHBIC MBICTH H
NOJIOKECHUS, NPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPATH HMX B  Pa3IMYHBIX
(bopMyITUPOBKaXx);

— TOJIyueHHE TOYHOT'O TOHUMAaHHUS BCEX HEOOXOAUMBIX TEPMUHOB U IOHSATHIA.

JIeKuMOHHBI MaTepuall MOXET COIPOBOXKIAATbCA JEMOHCTpalUed CIaiJoB U
UCIOJIb30BAaHUEM Pa3JaTOYHOIO MaTepuajlia IpU IPOBEIEHUH KOPOTKMX JTUCKYCCHH 00
0COOEHHOCTSX MPUMEHEHUS OTJEIBHBIX TEMATHK 0 JUCIUTUIMHE.

CrpyKTypa npej1ocTaBieHUs JEKIHMOHHOI0 MaTepuania:

— H3noxeHue JEKIMOHHOTO MaTEpUaa;

— IlIpencraBneHue TEOPETUYECKOrO MaTepuaia MpernoiaBaTesieM B BUJIE CIai 0B,

— OcBoeHHE TEOPETHIECKOTO MaTepralia o MPAaKTUIECKUM BOIIPOCaM;

— CnMcok BOIIPOCOB IO TEME U1l CAMOCTOSATENIbHOW PabOThI CTYECHTA.

Meroandeckue ykazaHusi O OCBOCHUIO JIEKIIMOHHOT'O MaTepuaia UMEIOTCS B U3JaHHOM
Buae B 6ubmmoreke ['YAII Cunapuyk, Auapeit AnekcanapoBuu (KaHJ. TexH. HayK). OCHOBBI
WH(OPMAIIMOHHON 0€30MacHOCTH : y4eOHO-MeToamueckoe mocobue / A. A. Ceunapuyk ; C.-
[TetepO. roc. yH-T aspokocM. mpubdopoctpoenus. - Cankt-IlerepOypr : U3n-so I'VAII, 2023. -
94 c. : puc., Tabn. - budmmorp.: c. 90 (12 Ha3s.). - b. 1. - Tekct : HemocpeACTBEHHBII

11.2. Meroauueckue ykazaHusi s OOYYarOIIUXCsS IO BBIIOJHEHUIO J1a00PaTOPHBIX
pabor

B xoxe BeImONHEHHS Ja0OpPaTOPHBIX paboT OOydYarOMMKCS [OJKEH YIrIIyOuTh H
3aKpENUTh 3HAHUS, NPAKTUYECKUE HABBIKM, OBJIAJETh COBPEMEHHOM METOIMKONM M TEXHHUKON
OKCIIEPUMEHTAa B COOTBETCTBHUH C KBAJTU(HUKAIMOHHONW XapaKTEPUCTHKONW OO0YyJaromerocs.
Beinonnenue 1abopaTopHbIX paboOT COCTOMT M3 SKCIEPUMEHTATbHO-IIPAKTUYECKOH, pacyeTHo-
AQHAJIMTUYECKON YaCTeW U KOHTPOJIBHBIX MEPOITPUATHI.

BeinonHenue 51a00paTopHBIX PabOT 0O0y4aromMMCs SIBJISIETCS HEOTHEMJIEMOH 4YacThlO
W3YYEHUS JUCLUIUIMHBL, ONIpEeNesiseMOol Yy4eOHbIM IUIAaHOM, M OTHOCHUTCS K CPEICTBaM,
o0ecreynBaroIuM pelIeHue CcIeIyIoIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

— TnpuoOpeTeHHe HaBBIKOB MCCIEAOBAaHHSA MPOLECCOB, SBIEHUH U OOBEKTOB,
M3Yy4aeMbIX B paMKax JJaHHOW JUCIUIINHBI,

— 3aKpeIUICHHE, PAa3BUTHE U JETAN3alldsg TEOPETUYECKHX 3HAHUMN, TOJYYEHHBIX Ha
JEKLUSX;

— TOJy4YeHHe HOBOM MH(OpMAaLMU 110 U3ydaeMON AUCIUILIMHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboThl ¢ J1a00OpaTOpHBIM
000pyTI0BaHUEM U TPUOOPAMH.

3aganue u TpeGOBAHUS K NIPOBEJECHHIO JJA00PATOPHBIX padoT

— B 3aganum 10mKHO OBITH YeTKO c(hOpMyNIHpOBaHa 3a/1a4a, BeinonHsemas B JIP;

— Omnucanbl BXOJHBIE U BBIXOJHBIE TaHHbIE JJis npoBeAeHus JIP;

— JIP nomxHa BBIMOJHSITHCS Ha OCHOBE MOJYYEHHBIX TEOPETHUECKUX 3HAHUSX

— Bemonnenue JIP M0MKHO OCYIIECTBISATHCS HAa OCHOBE METOJMYECKHUX YKa3aHUU,
MPEIOCTABIIAEMBIX MPETOIaBaTENEM;

— JIP gomxHa BBIMOJIHATHCSA B CIIEHHUATM3UPOBAHHOM KOMITBIOTEPHOM KJIACCE U MOKET
OBITH JOpabOTaHa CTYIEHTOM B JOMAIITHUX YCIOBUSX, eciu mo3Bossiet [10;

— Hrorom BeimonnenHoi JIP sBisieTcs oTder.

Ctpykrypa u ¢popma oT4eTa 0 J1a00paTOPHOIi padoTe

— IlocranoBka 3amauw;



— BXoaHBIC U BBIXOJHBIC JaHHBIC;

— Cogep)kaHue 3TATNOB BITOJHEHHS,

— OOocHOBaHHUE TOJYYCHHOTO pe3yibTaTa (BBIBO);

—  CHHCOK HCIIOJIb3YeMOH JTUTepaTyphl.

TpebdoBanusi K 0(p)OpMIIEHUIO OTYETA 0 JIA0OPATOPHOIT padoTe

— JlaGoparopnas pabota (JIP) mpenocraBisercst B me4aTHOM/UITU SJIEKTPOHHOM BHJIC;

— JIP nomxHa COOTBETCTBOBATH CTPYKTYpE U (JOpPME OTUYETA IPEACTABICHHON BHIIIIE;

— JIP pomxna umetrs TuTyapHbl auct (I'OCT 7.32-2001 wuzpanus 2008 roma) c
Ha3BaHUEM U MOJAINHKCHIO CTy/IeHTa(0B), KOTOPHIH(BIe) ee caenan(u) u opopMuii(u);

Crynent pomxer 3amutuTh JIP. OTMeTKa 0O 3aIIUTe JOJDKHA HAXOIUTHCS HA TUTYJIBHOM
JICTE BMECTE C MOJIITUCHIO MPETIOAaBaTEIS.

11.3. Mertoauueckue ykazaHus sl OOYYarONIMXCs 10 MPOXOXKICHUIO CAMOCTOSITEIHHOMN
paboThI

B Xo/ie BBITIOJIHEHUSI CaMOCTOSITEIIBHON PabOThI, O0YYAIOIIUIICS BBIMOJIHAET PadOTy 1O
3aJIaHUI0 M TIPH METOJMYECKOM PYKOBOJICTBE IMpEToaBaTelisi, HO 0€3 ero HermocpeJICTBEHHOTO
YUYaCTHS.

B mporecce BBIMONMHEHHUS CaMOCTOSITEIBHONW PabOTHI y oOydaromerocs (hopMHUpyeTcs
enecoo0pa3Hoe IIaHupoOBaHUe pabouero BpeMeHH, KOTOPOE MO3BOJISICT €My Pa3BUBATh YMCHUS
Y HaBBIKA B YCBOGHHWH W CHCTEMAaTH3allMU MPUOOPETaeMbIX 3HAHHM, 00CCIICUMBACT BBICOKUU
YPOBEHb YCIICBAEMOCTH B TIEpUOJ OOYUYEHHsI, IIOMOTACT IOJYYUTh HABBIKH TTOBBINICHHS
poeCCHOHAIBHOTO YPOBHSI.

MetoauyeckiMH ~ MaTepuallaMH,  HANpaBJSIONIMMU  CAMOCTOSITENIbHYHO — paboTy
00yJaroUUX CSASBIISIOTCS:

—  y4eOHO-METOJIMYEeCKUN MaTepHall 10 JTUCIUILIHHE;

— METOJUYECKUE YKa3aHHUs MO BBIMOJIHEHUIO KOHTPOJIBHBIX Pa0oT (Ui 00ydYarommxcs
1o 3a04HOU (hopme 0OyueHus).

11.4. MeTtoauueckre yKazaHus [UIsI OOYYarOIIMXCS TIO MPOXOXKACHHUIO TEKYIIETro
KOHTPOJISI YCTIEBAeMOCTH.

Texymuit KOHTPONb YCIEBAaEMOCTH MpeAycMaTpUBAaeT KOHTPOIb KadyecTBa 3HAHUI
00yJarOIUXCsl, OCYIIECTBIIEMOTO B TEUCHHE CEMECTpa C IIENBI0 OICHUBAHHS XO0Jla OCBOCHUS
IUCIHTIINHEL

JUIs  yCcrenrHoro MPOXOXKICHHS TEKYIIero KOHTPOJS HEOOXOJMMO BBITOJIHHUTH
nabopaTopHbIe padOThI, 3arPY3UTh MX B JTUYHBIN KaOMHET U IPONUTH MPOIEYpPY 3AIIUTHI KaXI0H
paboTel. OnieHKH 3a pabOThI BBICTABISIOTCS MO MATHOAIIIBHON LIKaJe.

11.5. Meroauyeckue ykazaHus JIjisi 00OYyYaroUUXCsl MO MPOXOKICHUIO MPOMEXYTOUHOM
aTTeCTallHH.

— IIpomexyTtouynas arrtecramysi OOYYalONMXCS MPEIyCMATPUBAET  OICHUBAHUE
IPOMEKYTOUYHBIX ¥ OKOHYATEIFHBIX PE3yJbTaTOB 00ydeHus 1o aucnuiuiHe. OHa BKIIIOYAET B
ce0s1 muddepeHIMPOBaHHBINA 3a4eT — 3T0 (OpMa OLIEHKHU 3HAHUH, MOJYUYEHHBIX 00YyJaroIMMCs
NPY U3YYCHUH JUCIUTUIAHBL, IPH BBITOJHEHHH KYPCOBBIX MMPOEKTOB, KypCOBBIX paboT, HAydHO-
UCCIIEIOBATEIbCKUX PAabOT M MPOXOXKIEHUH MPAKTUK C aTTECTAIlMOHHOH OLIEHKOH «OTIMYHOY,
«XOPOIIO», «YIOBIECTBOPUTEILHOY, KHEYIOBICTBOPUTEIHLHOY.

JUis  yCHemHOro MpOXOXJIEHHs TMPOMEXYTOUHOH arTecTanud HEOOXOJUMO  3a
3alMIeHHbIe  Ja0opaTopHble pabOTHl  IMOJNYYUTh HHTETPAIBHYIO OIECHKY HE HIDKE
«yJIOBJIETBOPUTEIHHOY.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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