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AHHOTaUs

Jucruminaa «OCHOBBI MH(MOPMAITMOHHON 0€301acHOCTH» BXOIUT B 00pa30oBaTENIbHYIO
poTrpaMMy BBICIIET0 00pa3oBaHUs — MPOrpaMMy OakallaBpHara 10 HaIpaBICHUIO MOJATOTOBKH/

CIIEIIMATIBLHOCTH 13.03.02 «INEKTpOIHEPreTUKa u BJIEKTPOTEXHUKA
HanpaBieHHoctu/cnennanuzanun  «ludpoBas  sHepretuka». JMCHUIUIMHA  pean3yeTcs
kadeapoi «Ne33y.

JucuuminHa HameneHa Ha GOPMHUPOBAHKE Y BBITYCKHUKA CIICIYIOIIUX KOMIICTCHITUN :

OIIK-2 «CnocobGeH pa3pabarTplBaTh adrOPUTMbI M KOMITBIOTEPHBIC IPOTPaAMMBI,
MPUTOIHBIC [Tl MPAKTUYECKOTO MMPUMEHEHHSI

CopepxaHue AMCUUIUIMHBI OXBATHIBAE€T KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaueHue WH(OPMAMOHHOW O€30MacHOCTH W 3aluThl MHPOpPMAIMH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNeHue TEOPETUYECKHX, KOHIENTYyalbHbIX,
METOJIOJIOTUYECKUX U OPTaHU3AIIMOHHBIX OCHOB 00eCTIeUeH s OE30MacHOCTH.

[IpenogaBanue AMCHUIUIMHBI MpeAycMaTpUBaeT cienyromue QopMbl OpraHu3aluu
y4eOHOro mporecca: JEKIMH, JIa0OpaTopHbIe padOTHI, CaMOCTOsITeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[TporpaMMo#i ITHUCHUTUIMHBI TPEIYCMOTPEHBI CICAYIONINE BHIBI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IPOMEXKYTOUHAs aTTecTanus B popme nuddepeHupoBaHHOTO 3a4eTa
(9 cemectp).

OO0mias TpyAOEMKOCTh OCBOEHUS AMCLMILIMHBI COCTaBNseT 3 3aueTHhIX eauHuibl, 108
4acoB.

S3bIK 00yUueHUs O TUCIUILIUHE KPYCCKHM »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (esiepaIbHOM rocy1apCTBEHHOM 00pa30BaTeIbHOM CTAHAAPTE BBICLIETO MPO(EeCCHOHAIBHOTO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
3JIEMEHTOB NPO(PECCUOHATBHBIX KOMIIETEHIIUH.

Taxoke nensiMu OCBOEHHUS TUCHMIUIMHBI «OCHOBBI WH(MOPMAIIMOHHON OE30MaCHOCTH
ABJISIIOTCSL PACKpPbITHE CYIIHOCTM M 3HA4€HUS MH(POPMALMOHHOW O€3011aCHOCTH M 3alIUThI
uHpOpMalLIKK, UX MECTa B CUCTEME HAlIMOHAJIHLHON 0€30IaCHOCTH, OIpEICIEHUE TEOPETHUECKUX,
KOHIIENITyaIbHbIX, METOI0JIOTHYECKUX M OPraHU3allMOHHBIX OCHOB obOecneueHusi 0€30MacHOCTH
uHpopManuy, KiIacCHPUKamMs W  XapaKTEPUCTUKU  COCTABIAIONIMX  HH()OpPMAIMOHHON
0€30I1aCHOCTM ¥ 3alUThl MH(POPMALIMK, YCTAHOBJICHME B3aUMOCBSA3M M  JIOTMYECKOH
OpraHu3alliy BXOSIINX B HUX KOMIIOHEHTOB.

1.2. JlucumnivHa BXOIUT B COCTaB 00s3aTeIbHON YacTU 00pa30BaTeIbHOIN MPOrpaMMBI
BhIcIIero oopazoBanus (nanee — OIT BO).

1.3. TIlepeueHb mIaHUPYEMBIX Pe3yJIbTATOB O0OYyUEHHS MO AUCLUILUINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pe3ynbrare M3ydyeHus AUCLMILIMHBI 0OydaroUuiics AODKEH 00janaTh CieIyHOLUMU
KOMITETEHIIMSIMU HJTH UX 9acTsAMH. KoMIeTeHIIMy M WHAMKATOPHI UX JOCTHKEHHS IPUBEACHHI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMI U HHINKATOPOB MX JOCTHXKEHHS

Kox u
Kareropus (rpymnna) Kon n HaumMeHoBaHre HHIUKATOpa
HanMEHOBaHUE
KOMIIETEHIINHU ITOCTHIKEHUS KOMIIETEHIIUN
KOMIIETEHIINHU

OIIK-2./1.4 BBIOJIHSIET OTIAAKY U
BepuduKanuio pa3padboTaHHBIX
OIIK-2 Cnocoben KOMIIBIOTEPHBIX MPOrpamMM

pa3zpabaThIBaTh OIIK-2./1.5 mpuMeHsieT CyIIeCTBYIOIINE
ANTOPUTMBI U MPOrpaMMHBIE U anmapaTHbIe CPeICTBA AJIs
O6menpodeccuoHanbHbIE | KOMITBIOTEPHBIE 3amUThl THHOPMAITUH, JIJIS 3aIUAThI
KOMIIETEHITHH MIPOrPaMMBl, KOPIOPATUBHBIX ceTell 00pabOTKHU U
TIPUTOJTHBIC TSI XPaHEHUS JaHHBIX COTIIACHO TPEOOBAHUSIM
MPAKTUIECKOTO TOCY/IapCTBEHHBIX U KOPIIOPATUBHBIX
MIPUMCHCHUS CTaH/IAPTOB, UCTIOJB3YET Pa3TUIHBIC METOIBI

3alllUThI I/IH(i)OpMaLII/II/I Ipu CO3aaHNN
MMpoOrpaMMHOTO obecneucHUs

2. Mecro nuctutuiiHbEL B cTpykType OI1
JucuumnirHa MokeT 6a3upoBaThCsl Ha 3HAHUAX, paHee MPUOOPETEHHBIX 00YYarOIIUMUCS
IIPU U3YYECHHH CICYIOUIUX TACIUIUINH:
— Hudopmaruka
— HMHdopmanmonHble TEXHOIOTUN
3HaHMs, IIOJIyYEHHBIE IIPpM M3YYEHUM MaTepuajla JaHHOM JHUCLUUIUIMHBI, HMEIOT
CaMOCTOATENIBHOE 3HAUYCHHE.

3. O0beM U TPYJA0EeMKOCTb JUCIUIUIUHBI
Jlanable 00 o0meM oO0beMe TUCIUIUIMHBI, TPYJOEMKOCTH OTAENbHBIX BHUJIOB yueOHOMU
paboThI 1O TUCIUIINHE (M paclpeielieHue 3TOH TPYA0EMKOCTH 110 CeMecTpaMm) MpeACTaBICHbI B
tabnure 2.

Tabmuua 2 — O6beM U TPYL0EMKOCTh TUCIUITITUHbI




TpynoeMKocTh 1o

Bun yuebHo# paboThI Bcero ceMecTpam
Ne9
1 2 3
Oobwan mpyooemKocmp oucCyunIuUHbL, 3/ 108 3/ 108
3E/ (uac)
U3 nux yacoe npakmuyeckoii 0020MoeKu
AyoumopHhuie 3anamus, BCETO vac. 34 34
B TOM YHCJIE:
nexuun (JI), (gac) 17 17
npaktuyeckue/cemunapckue 3aastus  (113),
(gac)
naboparopusie padbots (JIP), (dac) 17 17
KypcoBoii poekT (padota) (KII, KP), (uac)
9K3aMeH, (Jac)
CamocmoamenvHnas paboma, Bcero (4ac) 74 74
Buo npomesrcymounoi ammecmayuu: 3auet, | Hdudod.
audd. 3auer, sx3amed (3auer, Judd. 3au, Dk3.) 3a4., M. sau.,

4. ConeprxaHue JUCIUTIINHBI
4.1. Pacnpeznenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUAaM 3aHATUMN.
Pa3nensbl, TeMbl AUCHUILIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuua 3 — Paznesnsl, TeMbl TUCIUILINHBI, UX TPYAOEMKOCTh

Paznensl, TeMbI AUCIUITIMHBI Jlexwm | 113 (C3)) - JIP LN CP (uac)
ACIEL, et (dac) (dac) (uac) (dac)
Cemectp 9
Paznen 1. Beenenue B kypc «OCHOBBI 1 8
WH(POPMAITMOHHOM O€30ITaCHOCTIY
Paznen 2. CyniHoCTh ¥ TOHATHE UHPOPMAITMOHHON 1 8
Oe3omacHOCTH
Pasnen 3. 3Hauenue nHGOPMAITMOHHOM OE30MMaCHOCTH 2 4 8
1 ee MEeCTO B CHCTEME HAI[MOHAIBHOM 0€301acCHOCTH
Paznen 4. CynrHoOCTh ¥ TOHATHE 3aIIUTHI HH()OPMAITUU 2 4 8
Pasnen 5. CocraB u kitaccuuKaIus HOCUTEIeH 2 4 8
3ammiiaeMon HHpopMaIu
Paznen 6. IlonaTue u CTpyKTypa yrpo3 3aiuiaeMon 2 5 8
nHpOpMaITUH
Paznen 7. O0bekThI 3a1IMTH HHQOPMAIIUN 3 10
Pasnen 8. Knaccudukariist BUI0B, METOJIOB M CPEICTB 4 16
3a1UThl HHPOPMAITUH
Hroro B cemectpe: 17 17 74
Hroro 17 0 17 0 74
[IpakTueckass MNOATOTOBKA 3aKJIIOYA€TCd B  HEMNOCPEACTBEHHOM  BBIIIOJHEHHH
OoOydJalomUMUCs  OMNpeNeNeHHBIX  TPYIAOBBIX  (YHKUIMN,  CBSI3aHHBIX C  Oynaymiei

po(heCCHOHATBHON eI TeIBHOCTHIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanue pa3/iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B Ta0uIE 4.




Tabmuna 4 — ConeprkaHue pa3JesioB U TEM JEKIIMOHHOTO ITUKIIa

Howmep paznena HaszBanue u congepxanue pas3aesioB U TEM JIEKIIMOHHBIX 3aHATHI

Pasnen 1. Beenenue.

[Ipenmer u 3aaun Kypca. 3HaU€HNE U MECTO Kypca B, IOATOTOBKE
CIENMANUCTOB, 10 3auuTe nHhopmanuu. Hayunas u yaebnas
B3aMMOCBSI3b Kypca ¢ APYTHMH TUCUMIUINHAMU. Pa3zensl u TeMsl, UxX
pacripeneneHue o BUIaM ayJUTOPHBIX 3aHATHH. DopMbl ipoBeneHNs
CceMHHApCKUX 3aHATHH. COCTaB M METOJUKA CAMOCTOSATEIILHON paboThI
CTYJEHTOB I10 U3YYEHHUIO AUCHUIUIMHBL. POpMBI TPOBEPKHU 3HAHUM.
AHann3 HOPMAaTUBHBIX UCTOYHHUKOB, HAYYHOH U y4eOHOM TUTepaTypHI.
3HaHUs U YMEHHS CTYAEHTOB, KOTOPBIE JOKHBI OBITH OIY4EHBI B
pe3yapTaTe U3y4eHus Kypcea.

Paznen 2. CynrHocTs ¥ TOHATHE HHPOPMAIIMOHHON 0€30MTacCHOCTH
CraHOBIIEHHE U pa3BUTHE OHATHA "HH(GOPMAIOHHAS 0€30T1acCHOCTh'.
CoBpeMeHHbIe TOAXObI K OnpeeseHnto NoHsATHsA. CyIIHOCTh
uHPOpMaMoHHOH 6e3omacHoCTH. OOBbEKTH HHPOPMAIIMOHHOH
6e3omacHocTr. CBs3b HHDOPMAITMOHHOHN 0€30MaCHOCTH C
uHpopMaTu3zaiuei odniecrsa. CTpykrypa HHOOPMAIMOHHON
6e3onacHoctu. OnpeaeseHne MOHATHS HHPOPMALIMOHHAS
Oe3omacHOCTE".

Paznen 3. 3Hauenue nHOOPMAITMOHHON OE30MTACHOCTH U €€ MECTO B
CUCTEeMe HallOHAJLHOM 0e30MacHOCTH

3HaueHue UH(HOPMAITUOHHOM, O€30IIACHOCTH /ISl CYOBEKTOB
MH()OPMATMOHHBIX OTHOIICHHH.

3 CBs13b MeX 1y HH(POPMAIIOHHOM 6€30MaCHOCTHIO U 0€30MaCHOCTHIO
WHPOPMALUH.

[TonsiTne 1 coBpeMeHHAs! KOHLSTILUS HAIMOHATILHOM 0€3011aCHOCTH.
MecTo nHpOpMaIMOHHON, 0€30IaCHOCTH, B CUCTEME HAIIMOHATEHOM
0e30MacHOCTH.

Pasnen 4. CyniHOCTh ¥ MOHATHE 3aIUThI HHOOPMAIIUU
Cy1ecTByroIue MoaX0Abl K COAepKaTeIbHON YaCTH HOHSTHS "3a1uTa
HHPOpMAIUK" 1 CIOCOOBI pealTu3aliy COAEPIKATEILHOM YacTu.
MeTtonooruueckas OCHOBa PACKPBITHS CYIIIHOCTH U OINpeleIeHUs
MOHATHA 3aMThI HHPOpMay. PopMbl BEIPAKEHUS HAPYILICHHS
craryca naopmauu. OO0yCIIOBIEHHOCTD CTaTyca HH(OpMAaLUH ee
YSI3BUMOCTBHIO.

IonsTre ya3sumoctu nHGopMauu. PopMbl IPOSBICHUS YSI3BUMOCTH
nHpopMmaruu. Buse! ys3sumocty nagopmanuu. [lonstue "yredka
nHpopmarun". CooTHotreHre (GopM U BUIOB YSI3BUMOCTH
nHpopmarun. ConepkaresbHas 4acTh MOHATHS "3aluTa
nHpopMaru'”.

Crioco6 peanuzaiuu coepKaTeIbHON YaCTH 3alIUThl HH)OpMAIIHH.
Onpe/enenye MOHATUS "3anuTa nHGOPMAIUK'", €r0 COOTHOIICHHE C
nonstueM, copmynuposanasiM B [OCT P 50922-96. "3amuTa
nHpopmair. OCHOBHBIE TEPMHUHBI U ONpeaesieHus .

Pasnen 5. CocTaB u Ki1acCU(PUKAIMS HOCUTEICH 3aluiaeMoi
HHpOpMAaIH

[Nonsitre HOCcUTEND 3amuInaeMoi nHpopmarwu". COOTHOIICHNE
MEX/1y HOCUTEJIEM M HCTOYHHKOM HHpopmaruu. CocTaB HOCHTEICH
sammmiaemoi uadopmarmu. Crioco0s! pukcupoBanus HHGopMaIK B
5 HOcHTeIsIX. Bubl oToOpaxkeHust nHQOpMAauu B HOCUTENSIX. MeToabl
BOCIIPOU3BEICHUS OTOOpakeHHOH MHPOPMALIMU B HOCUTEISIX
uHpopmarun. Hocurenn NucbMeHHOM, BUIOBOH, N3Ty4aeMon
uHpopmarun. Onocpe0BaHHbIE HOCUTENH 3alIAIIAeMON
nHpopMaruu. CBONCTBA M 3HAYCHHUE TUIIOB HOCHUTENIEH 3alUIaeMOn
WHPOPMAITUH.




Paznen 6. [lonsTre u cTpykTypa yrpo3 3amuiaeMoi HHGopMaun
CoBpeMeHHbIE IOAXO0bI K IIOHSITUIO YTPO3bI 3alUIAEMO
nHpopmanun. CBs3b yrpo3bl 3aIIUIIAeMON HHPOPMALIUH C
YSI3BUMOCTBIO HHpOpManun. [Ipu3HaKy v COCTABISIONINE YTPO3BL:
ABJIeHUs, (PaKkTopsl, ycioBud. IloHsATHE YIPO3bl 3aLIUIIAEMOM
uHpopmarun. CTpyKTypa sIBIICHHH KaK CYIIHOCTHOT'O BBIPAYKEHHUS
yrpo3sl 3ammiiaemoii naopmarmu. CTpykrypa GakTopos,
CO3JIAIOIIMX BO3MOKHOCTD IECTA0MIU3UPYIOLIETO BO3ACHCTBHS Ha
HH()OPMAITHIO.

Paznen 7. O0BEKTHI 3aTUTHI HH()OPMAITIH

[Nonsitue oObekTa 3amuThl. HocuTenu nHpopManmy kak KOHEYHBIC
00BbeKTHI 3aluThl. OCOOEHHOCTH OTIEIBbHBIX BUIOB HOCUTEIIEH KaK
00BEKTOB 3alUTHI.

CocTaB 00bEKTOB XpaHCHHSI TUCHbMEHHBIX U BUJIOBBIX HOCUTEIICH
nH(pOpMAaIUH, MoyIekKamx 3amure. CocTaB MOJICKAIUX 3aIUTE
TEXHUICCKUX CPEACTB OTOOpaKEHHUs, 00pabOTKH, XpaHEHH,
BOCIIPOU3BEICHUS Nepeaaun nHpopManun. Jpyrue o0beKThl 3aIIUThl
uHpopMaIi. BUIbI U CIIOCOOBI JeCTa0MIIN3UPYIONIETO BO3ICHCTBUS
Ha 0OBEKTHI 3aIHUTEI.

Paznen 8. Knaccudukarus BUI0B, METOIOB M CPEJICTB 3AIIUTHI
HHpOpMaIUH

Buzp! 3amutel nHpopMaium, chepsl ux aeictus. Knaccudukanus
METO/IOB 3aIUTHl HH()OPMAIHU. Y HUBEPCAIbHBIE METOBI 3aIIUTHI
uHpOpMauu, 00acTb UX npuMeHeHus. O0IacTH MpUMEHEHUs
OpraHU3alMOHHBIX, KPUITOTPAQUIECKUX U HHKEHEPHO-TEXHUYCCKUX
MeTO/I0B 3amuThl HH(popMarmu. [loHsTHE N KITacCU(UKAIHs CPEICTB
3amuThl nHpopManuy. HazHaueHne mporpaMMHBIX,
KpUNTOrpad)uuecKuX U TEXHUUECKUX CPEICTB 3aIUTHI.

4.3. IlpakTtuyeckue (ceMUHAPCKUE) 3aHATUS
TeMbl MpaKTHYECKUX 3aHATHIA U X TPYAOEMKOCTh IPUBEICHBI B TAOIHIIE 5.

Ta6JII/ILIa 5— HpaKTI/I‘leCKI/IC 3aHATHUSA U UX TPYAOCMKOCTDb

N3 nux Ne
Ne | Tewmsl npaktudeckux | @opmel npakTU4ecKuX | TpyaoeMKOCTb, |MIPAaKTHYECKOM |pasnena
n/m 3aHATUN 3aHATUN (gac) MOATOTOBKH, |AUCIUI

(dac) JIUHBI

Y4eOHbIM MJIaHOM HE MPEAYyCMOTPEHO

Bcero

4.4. JlabopatopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHH U UX TPYJOEMKOCTb IPUBEICHBI B TaOIUIIE 6.

Tabmuna 6 — JlabopaTropHble 3aHATHS U UX TPYJOEMKOCTh

N3 Hux Ne
Ne HaumenoBanne 1abopatopHbIX paboT TpynOEMKOCTS, | MPAKTHUECKOH | pasiena
/1 (gac) MMOATOTOBKH, | JUCIIHAI

(gac) JIMHBI
Cemectp 9

1. | UccnenoBanue ysa3BUMOCTH HHPOPMALIUT 4 3
2. Hccnenoanue BUJI0B yA3BUMOCTU 4 4
3. | UccnenoBanue opm ys3BUMOCTH 4 5




4. | Iloctpoenue aIrOpUTMOB COLMaIbHOU
HWH)XEHEPUH U CIIOCOOBI 3aLIUThI OT HUX

Bcero 17

4.5. BeInonHeHne KypcoBOro IpoeKTa/ KypcoBOW paboOThI
VY4eOHbIM MJIaHOM HE IPEAYCMOTPEHO

4.6. CamocrosTenpHas paboTa 00yJaronuxcs
Buner camocTosiTenbHON pabOTHI M €€ TPYAOEMKOCTh IPUBEICHBI B TA0IHUIIE 7.

Ta6mmma 7 — Bugsl caMOCTOSTENBHOM pabOTHI M €€ TPYAO0EMKOCTh

. Bcero, | Cemectp 9,
Bun camocrosiTensHO#M paboThI
qac qac
1 2 3
H3ydeHne TeopeTHuecKoro MmaTepuania 40 40
nucuuruael (TO)
KypcoBoe npoextuposanue (KI1, KP)
Pacuetno-rpadpuueckue 3ananus (PI'3)
Brimonaenue pedepara (P)
[ToaroroBka K TeKyIieMy KOHTPOJIIO 17 17
ycneBaemoctu (TKVY)
Jowmamrnee 3ananue (J13)
KonTponbubie paboTtel 3a0uHNKOB (KP3)
IToaroroBka K MpoOMeEXyTOYHOU 17 17
atrecrauuu (I1A)
Bcero: 74 74

5. [lepeuyenn yueOHO-METOIUYECKOTO 0OECTICUCHUS
JUIS CAMOCTOSITENIbHON paboThl 00yUaroImuXxcs Mo JUCUUIUIHHE (MOJTYJIIO)
Y4eOHO-MeTOAMYECKNE MaTepHalbl Il CaMOCTOSITENIbHOM padoThl 00yYaromMXCsl yKa3aHbl B
I.11. pa3aenoB 6-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YU€OHBIX U3TaHUN
[lepedyeHb neUaTHBIX U DJEKTPOHHBIX YYeOHBIX M3/IaHUH MPHUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeyeHp Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX MU3AaHUI

KomuecTso 3k3eMIuIsipoB B

Iudp/
Oubmoreke
URL bubnuorpapuyeckas ccpuika
(KpoMe AIIEKTPOHHBIX
anpec
9K3EMIUISIPOB)
004 CBuHapuyk, AHapeit AjleKkcaHIpoBUY (KaH/. TEXH. 5)
C24 HayK). OcHOBBI HH(POPMAITMOHHOW OE30MACHOCTH :

yueOHOo-MeToinyeckoe rmocodue / A. A. CBUHapUyK ;
C.-ITerep6. roc. yH-T a3pOKOCM. IPHOOPOCTPOSHHUS. -
Cankr-Ilerepoypr : Uza-so I'VAIIL, 2023. - 94 c. :
puc., Tabmn. - bubauorp.: c. 90 (12 Has3s.). - b. 11. -
TekcT : HermocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IUThl HTHPOPMALIUH: 10
B 75 yuebHoe rmocobue/ A. B. Boponos, H. B. Bonommuna.
- CII6.: 'OY BIIO "CII6I'YAIT", 2009. - 78 c.

004 III | lHagerun, B. ®. 5




22 Nudopmanmonnas 6e3onacHocTs [ TekcT]: HayuHO-
nomnyinsipHas nureparypa / B. @. lllanprun. - M.:
JIMK Tlpecc, 2014. - 702 ¢

X 5147 | Skosen, E. H. IIpaBoBbie OCHOBBI 0OecTieueHHS 5)
nHpopMannoHHo# 6e3omacHocTr Poccuiickoit
Oenepanuu [Teker] : yuebHOe mocooue / E. H.
Axosern. - M. : IOpmuruadopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
[Hanprun, B.®. 3amura nadopmanuu B
KOMITBIOTEPHBIX CUCTEMAX U CETAX [ DJIEKTPOHHBIN

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MeasHukos, B. I1. 5
48 3amuta napopmanun [ Teker] : yaeOnuk / B. I1.
MenbsHukos, A. U. Kynpusinos, A. I'. Cxuptnanse ;
pen. B. I1. MensaukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6xko, b. 4. 10
98 Kpunrorpadgudeckne MeToapl 3aIUThl HHGOPMAITTH

[Texcr] : yae6HOE mocobue / b. S. Psioko, A. H.
®uoHOB. - 2-¢ u3a., crep. - M. : ['opsvast TuHUS -
Tenexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. UHxkeHepHO-TeXHUYECKas 3alluTa
uHpopmanuu [ INeKTpOHHBIN pecypce] : yueOHoe
nocobue. — DnekTpoH. gan. — M. : TYCYP
(Tomckuit rocy1apcTBEHHBI YHUBEPCUTET CUCTEM
yIpaBJIeHUs ¥ paguodnekTpoHukn), 2010. — 195 c.

7. TlepedyeHb AIMEKTPOHHBIX 00OpPa30BaATEIBHBIX PECYPCOB
nH(}OPMaIIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[lepeuens AIIEKTPOHHBIX o0Opa3oBaTeNbHbIX pecypcoB MH(pOpPMaLOHHO-
TEJIEeKOMMYHUKAIIMOHHONW ceTu «MHTepHeT», HEOOXOAMMBIX MJii OCBOCHHUS TUCIUILIAHBI
npuBezieH B Tabnuue 9.

Tabmuua 9 — IlepedyeHb 3JIEKTPOHHBIX OOpa30BaTEIbHBIX PECYpPCcOB HH(POPMALUOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTn «HTepHEeT»
URL anpec HaumenoBanue

He npenycmoTrpeno

8. Ilepedens MHPOPMAITMOHHBIX TEXHOJIOTHI
8.1. [lepeyenp mporpaMMHOr0 o0OecHeueHHs, HCIOIb3YEeMOI0 TMpPH OCYIIECTBICHUU
00pa30BaTeILHOTrO MpoIiecca MO0 AUCLUIINHE.
[lepedeHp UCONB3yeMOro MPOrpaMMHOr0 obecrieueHus npejacranieH B Tadbuuie 10.

Tabmumna 10— [TepeueHs mporpaMMHOT0 00€CIICUCHHS

No /1t Hanmenosanue

He npenycmorpeno

8.2. [lepeuenn MH(}OPMALIOHHO-CIIPABOYHBIX CHCTEM,HCITONIB3YEMBIX pu
OCYILIECTBIIEHMH 00pa30BaTEIbHOrO MPOLEcca MO AUCHUIUINHE



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

[lepeyeHp HCMONB3yeMBbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEJCTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyens HHPOPMALIMOHHO-CITPABOYHBIX CHCTEM

Ne i/t Haumenosanue

He npenycmotpeno

9. MarepuaiabHO-TeXHUYECKas Oa3a
CoctaB  MaTepUAIIbHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOW Ui  OCYIIECTBICHUS
00pa3oBaTEeNBFHOTO MpoIiecca Mo AUCHUIIMHE, TPEACTaBIeH B Tabuuiel 2.

Tabmuna 12 — CoctaB MaTepralibHO-TEXHUYECKON 0a3bl

Ne HanmeHnoBaHue coCTaBHON 4acTH Homep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (ipu HEOOXOTUMOCTH)

1 JlexuMOHHAS Ay AUTOPHUS

KomnbroTepHslii kitacce

10. OueHo4HBIE CpeACTBA ISl POBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CoctaB OLEHOYHBIX CPEACTBAJII MPOBEIACHHS MPOMEKYTOUHONW AaTTeCcTalluu
00yJaromuxcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CoctaB OIEHOYHBIX CPEACTB ISl IPOBEICHHSI IPOMEKYTOYHOM aTTeCTAIlUH

Buza npomexyTo4HON arTecTanuu [lepedyeHp OLICHOUYHBIX CPEACTB
Crnucok Bonpocos;
JuddeperunpoBanHbIi 3a4ET Tectsr;
3agaun.

10.2. B kayecTBe KpuUTEpUEB OIEHKH YPOBHA C(OPMHUPOBAHHOCTH (OCBOEHU)
KOMITETEHIINI OOYyJaloUIMMHCS TPUMEHSETCS S5-0ajuibHasi MIKajla OUEHKH C(HOPMHUPOBAHHOCTH
KOMIIETEHIIMH, KoTopasi mpuBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCs
100-6annpHast ~ mKama ~ MOAYJBHO-PEUTHHTOBOW  CHCTEMBI ~ YHUBEPCUTETa,  IpaBHIIa
UCIOJIb30BaHUSI KOTOPOW, YCTAHOBJIEHBl COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu olieHKH ypoBHS c(hOPMHUPOBAHHOCTH KOMIETEHIUH

Or11eHKa KOMITETEHIUI

Xapaxrepructuka chOpMUPOBAHHBIX KOMIIETEHIINI
5-0ayutpHas mIKama P P (opmpo

OO6yuaromuiics:

— ry0OKO U BCECTOPOHHE YCBOWJI MPOTPaAaMMHBIN MaTepua;

— YBEPEHHO, JIOTUYHO, TTOCJIEIOBATEILHO U TPAMOTHO €T0 U3J1araer;

— OMHUpasiCh HAa 3HAHWUSI OCHOBHOW W JIOMOJIHUTEIBHOW JIUTEpaTypHI,
«OTIIHUYHOY TECHO CBSI3bIBAET YCBOCHHBIE HAYUYHBIE MOJOXKEHHS C MPaKTUYECKOU
«3aUYTEHO) JeSATEIbHOCTBIO HAIIPaBJICHUS;

— yMeJio 00OCHOBBIBAET U apTyYMEHTUPYET BBIBUTAEMbIC UM HJICH,

— JIeNaeT BBIBOILI U 0000IIEHUS

— CBOOOJIHO BIA/IEET CUCTEMOM CIIEMATN3MPOBAHHBIX TOHATHH.

— npaBuWiIbHO BRIMOIHMI OT 90% 10 100% TecToBBIX 3aaHul

OO6yuaromuiicst:

— TBEPAO YCBOWJ IPOrPAMMHBIN MaTepHall, IPAMOTHO U IO CYILECTBY
<«XOPOIILIOY W3Naraet ero, ONnupasich Ha 3HaHWS OCHOBHOM JTUTEPATYpHI,
«BAUYTEHO» — He JIOMYCKAaeT CYIIECTBEHHBIX HETOYHOCTEH;

— YBS3BIBAET YCBOEHHBIE 3HAHMS C NPAKTUYECKOM JEATEIbHOCTBIO
HaIlpaBJICHNUS,




Or11eHKa KOMITETEHITUHN

5-0aiubHas mKana

XapakTepucTuka chopMUPOBAHHBIX KOMIIETEHIUMA

— apTyMEHTUPYET HAYYHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIECHHUS;

— BJIaJICET CHCTEMOM CIIeNMaIM3UPOBAHHBIX TTOHITHH.

— IpaBUIIBbHO BbINOIHWI OT 70% 110 89% TecToBBIX 3ajaHuil

«yZI0BJIETBOPUTEIIHHOY
«BAYTCHO»

— o0yyarouuiicss yCBOWJI TOJbKO OCHOBHOW IIPOrpaMMHBIA MaTepual,
M0 CYIIECTBY H3JaraeT €ro, ONMpasiCh Ha 3HAHHUS TOJBKO OCHOBHOM
JIUTEPATYPHI;

— JIOTMYCKaeT HECYNIECTBEHHBIC OMMOKN M HETOYHOCTH,

— UCHBITHIBACT 3aTPYAHEHUSI B MPAKTUYECKOM NPUMEHEHUW 3HAHUN
HanpaBJICHUS,

— cmabo apryMeHTUPYET HayYHbIC MTOJIOKEHNS,;

— 3aTpyAHsieTcs B (OpPMYITHMPOBAHUU BBIBOJOB U 0000IICHU;

— YaCTUYHO BJIAJICET CUCTEMOM CIIELIMATIM3UPOBAHHBIX HOH;[QH?L

— MPaBWIbHO BBIMOJIHWI OT 51% 10 69% TecTOBBIX 3alaHM

HCYIAOBJIICTBOPUTCIILHO»
<HC 3a4YTCHO»

— O0y4YarolMiics HE YCBOWJ 3HAYUTEIBHOH YacTH IPOrPaMMHOTO
MaTepuaa,

— JIONyCKaeT  CYIICCTBCHHBIE  OIMMUOKM W  HETOYHOCTH  TIPH
paccMOTpeHHH TPOOJIeM B KOHKPETHOM HalpaBJICHUH,

— MCIIBITBIBACT TPYTHOCTH B MPAKTHYECKOM IPUMEHEHUN 3HAHMIA;

— HE MOXKET apryMEHTHPOBATh HAYYIHBIC ITOJOXKCHUS;

— He (GopMyITHpYET BEIBOJOB U 00OOIICHHMIA.

— IPAaBHIIGHO BBIIIONHIT MeHee 51% TecTOBBIX 3ajaHui

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK HHBIE MAaTEPUAIIBI.
Bomnpocs! (3agaun) ass 3K3aMeHa npeicTaBiIeHbl B Ta0auie 15.
Tabmuna 15 — Bompocs! (3a1a4umn) s 9K3aMeHa

Ko
Ne i/m [Tepeuens BompocoB (3a1a4) AJsl DK3aMEHa A
WHIMKaTopa
Y4eOHBIM MJIAHOM HE IPEIYCMOTPEHO
Bompocsr (3amaun) st 3aueta / qudd. 3auera npejpacraBieHsl B Tadbmuie 16.
Tabnuua 16 — Borpocs! (3a1aun) ams 3adeta / qudd. 3auera
Kon
Ne n/nt Ilepeuens BonpocoB (3agau) it 3auera / aud . 3agera
p P (3anas) A dd UHJIMKaTopa
1 [Honstue nndopmannonnoi 6esonacuoctu (Mb) u ocnosusie | OIIK-2.J1.4

TEePMUHBI (3aIUTa, Yrpo3a, YSI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIIMATIBHOCTbD, LIEIOCTHOCTD, IOCTYITHOCTh —
MOHATUE U TPUMEPBI HAPYIICHHH.

[Ipennoceiiky 1 1enu odecredeHns THPOPMALMOHHOM
0€30I1aCHOCTH.

Busl nHpOpManoHHOM 6€30MaCHOCTH: MEPCOHATIbHAS,
KOpPITOpaTHBHAS, TOCY/IaPCTBEHHASI.

OOBeKTHI U CYyOBEKTHI 3aIIUTHI HHPOPMALIUH.

JlokTpuHa nHpopMamonHoil 0ezonacHoctu Poccuiickoit
denepanyy (OCHOBHBIE MTOJIOKEHHUS).

Nudopmannonnas 6e30macHOCTb YeloBeKa U 00IIeCcTBa.
KomnbroTepHble npecTymiieH s : onpeaeIeHue,

KJ1accu (UKl ¥ OCHOBHBIE TEXHOJIOTUN COBEPIICHHUS.
CoBpemenHas koHuemnius oobecrneuenus 1b.

Pounpb yenoBeyeckoro axktopa B obecnieueHun




nH(pOpMaITMOHHOW 0€30MMacCHOCTH.

Knaccudukanus yrpo3 nadopmanmonHoi 6€30macHOCTH
(MCTOYHMKH, LIeJIH, BUJIbI BO3JECHCTBUS).

OcHOBHBIE KaHAJIBI YTEYKH HH(POPMAITUH.

TexHuueckue KaHasbl yTeUKd HHPOpPMALUU: TIOHATHE U
CIIOCOOBI 3aIIUTHI.

Bunet cereBbix arak: DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHas HHXXEHEpUs: METOJIbI U CIIOCOOBI
MIPOTUBOJECUCTBHUS.

BpenonocHoe nporpamMmmHoe obecriedeHre: BUPYChl, YepBH,
TposiHbl, Ransomware.

VYTrpo3bl 0€301aCHOCTH EPCOHAIBHBIX IaHHBIX.

YTrpo3sl KOMMEPYECKON TalHbI U HHCAUIEPCTBO.

MeTobl OLIEHKH PUCKOB HH(POPMALIMOHHOM 6€30M1aCHOCTH.
Yro takoe ys3BuMocTh (vulnerability) u yem oHa oTiamuaercs
OT yrpo3bl?

[TonuTuka 6e30macHOCTH HHGHOPMAITMOHHOW CUCTEMBI:
Ha3HAYEHUE U CTPYKTYypa.

Mertobl ayTeHTUDUKALMY U UICHTU()UKALUY 110JIb30BaTeNei.
Bunsr ayrentudukanum (ogHodakropHas, IByxpakTopHas,
MHOTOo(aKkTOpHas).

JlMcKpenroHHast 1 MaHJaTHasi MOJIEITH YIIPABICHHS JOCTYIIOM.
MexaHU3MBbl 3aIIUThL: TEXHUYECKUE, IPABOBBIE,
OpraHu3aIIOHHbBIE.

Kpunrorpaduueckue MeTob! 3aIIUThl HHPOPMALUT
(cMMMETpHUYHbIE U ACUMMETPUYHBIE).

XemupoBaHHe: MOHATHE U UCIIOJIb30BAHUE JIJIsl TIPOBEPKH
IIEIOCTHOCTH.

Mexcereble akpanbl (Firewalls): GyHKIMM, THIBI (TaKETHBIE,
YPOBHS IPUJIOKEHUH).

CucteMbl 0OHapY)KEHUS U MPEOTBPAIECHHS BTOPKESHUN
(IDS/IPS).

AHTHBHpYCHAs 3aIIUTa: MPUHIUIIBI paOOTHI.

VPN (BupTyaJibHbIE YaCTHBIE CETH) — Ha3HAuU€HHE U BUJIBI.
PesepBHoe komupoBanue (Backup) kak cpeacTBo obecrieueHus
JTOCTYITHOCTH JTAaHHBIX.

BesomacHocts 6ecnipoBoaubiX ceteit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMCTB.

3ammra nHGOpPMAaLUU B 00JaUHBIX BRIYMCICHUAX

[IpaBoBble MeTOBI 0OecriedeHnst HHHOPMALTMOHHON
0€30MacCHOCTH.

3axonogarensctBo PD B obnactu 3amutel nuapopmanuu (O3-
152, ©3-149).

l'ocynapcTBeHHas 1 KOMMepYecKas TaliHa: IIOHATHE U 3alllHTA.
[lepcoHanbHbIe JaHHbIE: KJIAcCU(UKALKS U TPABOBOM PeKUM
3alIHTHI.

Crannaptsl B 001acTé HH(GOpMAIIMOHHON 6€3011acCHOCTH
(T'OCT P UCO/MDBK 27001).

Cuctema 3amuThl HHGOPMALIUK OPTaHU3AIMU: CTPYKTYpPa U
MIPUHITUTIBI CO3IAHMUS.

O1ieHKa PUCKOB: ONPE/IENIEHUE, ITAIbI.

OIK-2.]1.5




busHec-HenpepbIBHOCTh U BOCCTAHOBJICHHUE MOCIIE HHIIUIEHTOB
(BCP/DRP).

OO0yueHue nepcoHaia OCHOBaM KuOep0Oe30macHOCTH.

Aynut 6e30macHOCTH HHPOPMAITMOHHONW CUCTEMBI.

[Tpunnumner padotsr IPsec.

Metoap! 3amuThl OT CHU((HUHTA TAKETOB.

Meroap! ycrpanenust yrpossl [IP-ciiydunra.

Artaku Ha ypoBHe npuioxeHudt (SQL-unbexkuun, XSS).
dumuHT: onpeaesneHne, BUbI (smishing, vishing) u npu3Haku.

[lepeuens Tem Uil BHIOTHEHUS! KypPCOBOIO MPOEKTa/ KypCcoBOMl pabOThl MpeCTaBIICHBI

B TabauIte 17.

Ta6ymma 17 — [lepedenb TeM JIs BBITTOJIHEHHS KYPCOBOTO IMPOEKTA / KYpCOBOM pabOThI

Ne ni/m
paboThI

[TpuMepHBIii TepedeHb TeM TSI BBITOJIHEHUSI KYPCOBOTO IMPOEKTa/ KypCOBOU

Y4eOHBIM IIIAaHOM HE MPEAYCMOTPEHO

BOHpOCBI AJi1 IMPOBCACHHUA HpOMe)KYTO‘IHOI\/JI arreécralliu B BHAC TCCTUPOBAHUA

MpeACTaBICHBI B Tabnwuie 18.

Tabnuna 18 — [IpumepHbIil nepeyeHb BONPOCOB JJIs TECTOB

y Kon
Ne /i IIpuMepHBIii IepeYeHb BOIIPOCOB ISl TECTOB
MHAMKATOpa
1 1) K mpaBoBbIM MeTO1aM, 00ECTIEUUBAIOLIUM HHPOPMAIIIOHHYIO OIlIK-2./1.4

0€301MacHOCTb, OTHOCSATCS:

- Pa3paboTka anmapaTHbIX cpeicTB 00eCIIeYeHHS TPABOBBIX JTAHHBIX

- Pa3paboTka 1 ycTaHOBKa BO BCE€X KOMITBIOTEPHBIX MPABOBBIX CETSIX
JKYPHAJIOB y4yeTa JeHCTBUN

+ Pa3paboTka v KOHKpETH3aIHsl MPaBOBBIX HOPMATHBHBIX aKTOB
oOecrnieueHus 6€30MacHOCTH

2) OCHOBHBIMHU MCTOYHUKAMH YTPpO3 HH(POPMAIIMOHHOH 0€301MacHOCTH
SIBJIIIOTCSI BCE YKA3aHHOE B CIIHCKE:

- XHIIEHUE JKECTKUX TUCKOB, TIOJKIOYEHUE K CETH, MHCAWIEPCTBO

+ [lepexBar JaHHBIX, XUILIEHUE TaHHBIX, U3MEHEHHE apXUTEKTYpPbI
CHUCTEMBI

- XulleHNe TaHHBIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYILIEHUE
periaMeHTa paboThI

3) Buasl undopmarmonHoit 0€30MacHOCTH

+ IlepconanbHas, KOpopaTuBHasl, FOCy1apCTBEHHAs

- Kitnenrckas, cepBepHas, cereBas

- JlokanbHas, rmobanpHast, CMEIIaHHAS

4) llenu napOpMaITMOHHOM 06€30MACHOCTH — CBOEBPEMEHHOE
oOHapyKeHHe, TPeayNpexKIeHHE:

+ HEeCaHKLIMOHUPOBAHHOTO JIOCTYIIA, BO3JCHCTBHS B CETU

- HHCAlJIepCTBa B OpraHU3aliu

- Ype3BBIYANHBIX CUTyallul

5) OcHoBHBIE 00BEKTHI HH(POPMAIIMOHHOMN 0€301MaCHOCTH:

+ KoMmnbtotepHsbie ceTH, 6a3bl JTaHHBIX

- UndopmanoHHbIe CUCTEMBI, ICUXOJIOTHYECKOE COCTOSIHUE
I0JIb30BaTENEeH

- busHec-opueHTHpPOBaHHbBIE, KOMMEPYECKHE CUCTEMBI

6) OCHOBHBIMHU pUCKaMH HH(GOPMAITMOHHON O€30MaCHOCTH SIBJISTIOTCS




- Uckaxenue, yMeHbIICHHE 00BEMA, TIEPEKOMPOBKA HHPOPMAITIT

- TexHn4eckoe BMEIIATEIbCTBO, BEIBEICHHE U3 CTPOsI 000pyI0BaHUs
ceTu

+ IoTeps, ucKakeHUe, yTeuka HH(OpMaIu

7) K ocHOBHBIM nipuHITUTIaM o0OecrieueHrst HHPOPMaIuOHHON
0€30MaCHOCTH OTHOCHUTCSI:

+ DkoHOMUYECKOH 3(h(hEeKTUBHOCTU CUCTEMBI 0€30IaCHOCTH

- MHororuiathopMeHHOH pearu3aiy CUCTEMBI

- YcuiieHus 3aluIleHHOCTH BCEX 3BEHbEB CUCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HH(POPMALIMOHHOM O€30M1aCHOCTH
SBJISIOTCSL:

- PYKOBOJIUTEIH, MEHEIKEPhI, aIMUHICTPATOPbI KOMIAHUN

+ oprasl IIpaBa, rocy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JAHHBIX, (PaePBOILIBI

9) K ocHOBHBIM (DyHKIMSIM CUCTEMBI O€3011aCHOCTH MO>KHO OTHECTH BCE
MIEPEUYHCICHHOE:

+ YcTaHOBIIEHHE PETVIAMEHTa, ayAUT CUCTEMBI, BBISBJICHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPHIIOKEHHI, CMEHA XOCTUHT-KOMITAaHUU
- BHenpenue ayreHTH(HUKAIMN, TPOBEPKU KOHTAKTHBIX JTAHHBIX
M0JIb30BaTeNei

tect 10) [IpuHIMIOM HHPOPMAITMOHHON 0€30ITACHOCTH SBIISETCS
IPUHIUI HEAONYIICHUS:

+ HeonpaBaaHHBIX OrpaHUYeHUi Ipu paboTe B CETH (CUCTEME)

- PuckoB Oe3zonacHOCTH CEeTH, CUCTEMBI

- [Ipe3ymMnuuu ceKpeTHOCTH

11) I[IpyuHIMIIOM NOMUTUKU MHMOPMALIMOHHON OE€301IaCHOCTH SBISIETCS
TPUHITAIL:

+ HeBO3MOXKHOCTH MHUHOBATh 3alllUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuieHusi OCHOBHOTO 3BEHA CETH, CHCTEMBI

- [TonmHOTO GJIOKMPOBAHMUS AOCTYNA IPU PUCK-CUTYALHIX

12) ITpuHIUIIOM MONMUTHKY HH(POPMAITMOHHOW OE€30MTaCHOCTH SIBIISIETCS
MPUHLUI:

+ YcuneHus 3animeHHOCTH CaMOT0 HE3aUIIIEHHOTO 3BEHa CETH
(cuctemsr)

- [lepexona B Ge30macHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [lonHOTO HOCTYNA MOJIB30BaTENEH KO BCEM pecypcaM CEeTH, CUCTEMBbI
13) IlpuHIMIOM MONUTUKUA HHOOPMALIMOHHON OE30MaCHOCTH SIBJIIETCS
MPUHLUI:

+ Pa3znenenus nocryna (00s13aHHOCTEN, MPUBUIIETUI) KIMEHTaM CETH
(cuctemsr)

- OIHOYPOBHEBOW 3alTUTHI CETH, CHCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX MPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CHCTEMBI

14) K 0CHOBHBIM THIIaM CpPEICTB BO3/ACUCTBHS Ha KOMITBIOTEPHYIO CETh
OTHOCHUTCS:

- Komnbrotephslit cOoif

+ Jlornueckue 3aKkiagku («MUHBID)

- ABapuiiHO€ OTKIIFOUCHHE TUTAHUS

15) Korma monydeH cnam 1o e-mail ¢ mpusokeHHbIM (aitsiom, ClIeyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUUETO IEHHOTO —
yAAITUTh

- CoxpaHuTh npuiioxeHue B napke «Crnam», BBIICHUTB 3aTeM [P-anpec




re’epaTopa cramMa

+ ¥V aanuTe NUCHMO € IPUIIOKEHUEM, HE PACKPBIBAs (HE YUTasl) €r0
16) Ipuanun Kupxroda:

- CeKpeTHOCTh KJIt0Ya OMpe/IeTieHa CeKPETHOCTHIO OTKPBITOTO
COOOIIIEHNSA

- CekpeTHOCTh HH(OPMAIIMH OTIpeIeieHa CKOPOCTHIO Mepelaun JaHHBIX
+ CeKpeTHOCTb 3aKPBITOTO COOOIICHHUSI OIPEIEISIeTCS CEKPETHOCTHIO
KITI04a

17) DUII — aTo:

- DIIeKTpOHHO-TIPOBOI MpeoOpa3oBaTelb

+ DneKTpOHHO-IIM(PPOBas MOAMUCH

- DIIEKTPOHHO-TIU(PPOBOI MPoOIIECCOp

18) HanbGomnee pacpocTpaHeHbl yIpo3bl HHOOPMAITMOHHOM
0€30MaCHOCTH KOPIIOPATUBHOM CHCTEMBI:

- [Toxynka Henuuen3zuonnoro 110

+ OmuMOKY KCIUTyaTalliy ¥ HEYMBIIIUIEHHOTO U3MEHEHHUS PeXKIMA
paboThI CUCTEMBI

- Co3HaTeNbHOTO BHEIPEHHS CETEBBIX BUPYCOB

19) Haunbosnee pacipocTpaneHs! yrpo3bl HHPOPMALIMOHHOMN
0€301acHOCTH CETH:

- PacnipeneneHHbIi 1OCTYI KIMEHT, OTKa3 000pYy0BaHUS

- MopasbHbIil H3HOC CETH, NHCAWIEPCTBO

+ C0oii (0TKa3) 000pyIOBaHUS, HENEraTbHOE KOMMMPOBAHNE JAHHBIX
tect_20) Hauboiee pacipocTpaHeHbI CpeCTBa BO3JCHCTBUS HA CETh
oduca:

- Cnabpr1ii Tpaduk, THPOPMAMOHHBINA 00MaH, BUPYCHl B HHTEPHET

+ Bupycsl B ceTu, JOrM4ecKnue MUHBI (3aKiIa] 1K1 ), HH(OPMAIIMOHHBbIHI
nepexsar

- KomnbrotepHbie cOou, M3MEHEHNE aIMUHCTPUPOBAHUS, TOMOJIOTUU
21) Yreukoit uHQOpMAIMK B CUCTEME Ha3bIBA€TCS CUTYaALINs,
XapakTepusyemasi:

+ [loTepeit JaHHBIX B CUCTEME

- 3menenneM ¢popmbl HHPOpMALIUU

- 3menenuem conepxkanus nHGOpMaLuu

22) ColicTBamMH nH(pOpMaLMU, HanboIee aKTyalbHBIMU IIPU
obecriedyeHnn MHPOPMALMOHHONW OE30MaCHOCTH SBISIFOTCS:

+ I{eocTHOCTD

- JloctynHOCTH

- AKTyanbHOCTB]

23) Yrpo3a nHpopMaMoHHON cucTeMe (KOMITBIOTEPHOM CeTH) — 3TO:
+ BeposiTHOE coObITHE

- JlerepMuHUpOBaHHOE (BCEra ONpeAeIeHHOE) COOBITHE

- CoObITHE, IPOUCXOJISIIEE TEPHOTNICCKH

24) Undopmanus, KOTOPYIO clIeayeT 3aluiarh (o HopMaTuBam,
MIpaBHUJIAM CETH, CHCTEMBI) Ha3bIBACTCS:

- PermameHnTupoBaHHON

- [IpaBoBoii

+ 3amuniaemon

25) PaznoBUgHOCTSIMH YIpo3 0€30MacHOCTH (CETH, CHCTEMBI) SIBIISTFOTCS
BCE MEPUUCIIEHHOE B CITUCKE:

+ IIporpaMMHBbIe, TEXHHUYECKUE, OPTaHU3AIIMOHHBIC, TEXHOJIOTUIECKHE
- CepBepHbIe, KIMEHTCKHE, CITYTHUKOBbIE, HA3€MHbIE
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- JInunble, KOpropaTUBHBIE, COLlUATbHBIE, HAIIMOHAIbHbBIE

26) OkoHYaTeIbHO, OTBETCTBEHHOCTh 3a 3AIUIIICHHOCTD JIAHHBIX B
KOMITBIOTEPHOM CETH HECET:

+ Buanenen cetu

- AIMUHUCTPATOp CETH

- [Tonp30Barens cetn

27) Ilonutrka 6€301MaCHOCTH B CUCTEME (CETH ) — 3TO KOMILIEKC:

+ PykoBojcTB, TpeOoBanmii o0ecrieyeHust HE0OXO0AUMOTO YPOBHS
0e30MacHOCTH

- MHCTpyK1IMii, alIrOpUTMOB ITOBEIECHUS II0JIB30BATENS B CETH

- Hopmsb! nagopmainmonHoro npasa, co0ito1aeMble B CETU

28) Hanbosiee Ba)XHBIM IIPH PeATU3AINN 3AMUTHBIX MEP TOJTUTHKU
0€30MacCHOCTH SABIISETCS:

- Aynut, aHalIu3 3aTpaT Ha MPOBEICHUE 3aIUTHBIX MEp

- Aynut, aHanu3 0€30acHOCTH

+ Aynut, aHau3 ysI3BUMOCTEH, pUCK-CUTYyallui

[lepeueHb TeM KOHTPOIBHBIX PabOT MO MUCHUIUITMHE OOYYAIOIIUXCS 3a09HON (hOPMBI
oOydeHus1, mpeacTaBieHbl B Tabnuie 19.

Tabmuna 19 — [lepedeHb KOHTPOIBHBIX PadOT

Ne n/mn IlepeueHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Meroauueckue  Marepuaibl,  ONPEACHSAIONIME  HPOIEIyphl  OLICHUBAHHSA
WHAUKATOPOB, XapaKTEpU3YIOLUX dTanbl (OPMUPOBAHHUS KOMIIETCHLUH, COJIEPKATCi B
JOKaJIbHBIX HOpMaTuBHbIX akTax [YAIL, pernameHTUpylOmUX NOPSAOK MU MPOLEAYPY

MMPOBEACHU TCKYLICTO KOHTPOJIA YCIIEBACMOCTH U HpOMC)KYTOqHOfI aTTeCTalnu O6y‘l8.IOIJ_[I/IXC$I
I'VAIL

11. Mertoauueckue yKazaHus Uit 00YJarOIIUXCs IO OCBOCHUIO TUCITUTIAHBI

11.1. Metoauueckre yka3zaHus [ OOYYAIOIIUXCS 1O OCBOCHHMIO JIEKIIMOHHOTO
MaTepuana.

OcHOBHOE Ha3HAY€HHE JIEKIIMOHHOTO MaTepuana — JIOTHYECKH CTPOHHOE, CHCTEMHOE,
nIyOOKOe W SICHOE W3JIOKEHWE ydeOHOoro marepuana. HasHaueHWe COBPEMEHHOW JICKIIMH B
paMKax TUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTH BCIO MH(OPMAIMIO 1O TeMEe, a B OCBOCHUU
dyHIaMEHTAIBHBIX TPOOJIEM JUCIHIUIMHBI, METOJO0B HAYYHOTO IIO3HAHWS, HOBEUIINX
JTOCTHIKEHUI HaydyHOUW MBICTH. B yueOHOM mporiecce JIEKIHs BBIOTHSET METOI0JIOTHYECKYIO,
OpPTaHHW3AIMOHHYI0 U MHPOPMAITMOHHYIO (QYHKIUHU. JISKIHs pacKphiBaeT MOHATHHHBIN ammapat
KOHKpPETHOW oO0jacTu 3HaHUA, €€ MpoOJIEeMBbl, JaeT IEeNbHOE MPEJCTaBICHHUE O TUCIUILIMHE,
MOKA3bIBACT B3aUMOCBS3b C JIPYTUMU JTUCIHTLTHTHAMH.

[TnaHupyeMble pe3yJIbTaThl IPH OCBOCHUU 00YYAIOIIUMHKCS JICKIIMOHHOTO MaTepraa;

— TIONyYeHHE COBPEMEHHBIX, IIEJIOCTHBIX, B3aMMOCBS3aHHBIX 3HAHWUH, YpPOBCHB
KOTOPBIX OIPEEISIETCS EIEBOW YCTAHOBKOM K KaXK/10M KOHKPETHOU TEME;

— TIONy4YeHHE OMBITa TBOPUYECKON pabOThI COBMECTHO C MPEMO/IaBaATEIIEM;

— pa3BuTHE MNpOQECcCCHOHANBHO-IETIOBBIX  KAauecTB, JOOBU K  TpeaMeTy U
CaMOCTOSITEIILHOTO TBOPYECKOT'O MBIIIICHHS.

— TOsIBIIEHHWE HEOOXOAMMOT0 HHTEpeca, HEOOXOAMMOTO AJIsi CAMOCTOSITENILHON paOoTHI;

— TIONy4YyeHHe 3HAaHUW O COBPEMEHHOM YPOBHE pAa3BUTHUS HAyKH U TEXHUKU U O
MIPOTHO3€ UX Pa3BUTHS HA ONMKAKIIINE TOIbL;




— HAYYUTHhCS METOIUYECKH 00pabaThiBaTh Marepual (BBIICISATH TJIABHBIC MBICIU H
HOJIOKCHUSI, TPUXOIUTh K KOHKPETHBIM BBHIBOJAM, MOBTOPSATH HMX B  Pa3IMYHBIX
dbopmynHupoBKax);

—  TI0Jly4eHHE TOYHOTO OHMMAHUS BCEX HEOOXOAUMBIX TEPMHHOB M MOHSTHI.

JIeKUMOHHBI MaTepua; MOXET COIPOBOXKIATHCS —JAEMOHCTpAlMed  CIaiIoB U
UCIIOJIb30BAHUEM Pa3/IaTOYHOTO MaTepHhaia IpPH MPOBEACHHUH KOPOTKHX JHUCKYCCHH 00
0COOCHHOCTSIX IIPUMEHEHHS OTISIBHBIX TEMATHK 110 JUCIHILUINHE.

CTpyKTypa MpeoCTaBICHHUS JISKIIMOHHOTO MaTepraa;

— M3noxeHue IEKIMOHHOTO MaTepHaa;

— IlpencraBineHue TEOPETUUECKOTO MaTepHaa IMpero/aBaTelieM B BUJIE CIIAiI0B;

— OcBoeHHE TEOPETHYECKOr0 MaTepuaia Mo MPakTHYECKUM BOIIPOCaM;

— CrmcoK BOIPOCOB 10 TEME LISl CAMOCTOSATEIbHON pabOTHI CTYICHTA.

Meroanueckue ykazaHusi 0 OCBOCHUIO JIEKIIMOHHOI'O MaTepuaia UMEIOTCS B U3JaHHOM
Buae B 6ubmmoreke ['YAII Cunapuyk, Auapeit AnekcanapoBuu (KaHJ. TexH. HayK). OCHOBBI
WH(OPMAIIMOHHON 0€30MacHOCTH : y4eOHO-MeToamueckoe mocobue / A. A. Ceunapuyk ; C.-
[Tetep6. roc. yH-T aspokocM. mpubopoctpoenus. - Cankt-IlerepOypr : U3n-so I'VAII, 2023. -
94 c. : puc., Tabn. - budmmorp.: c. 90 (12 Ha3s.). - b. 1. - Tekct : HemocpeACTBEHHBII

11.2. Meroauueckue ykazaHusi sl OOYYarOIIUXCS IO BBIIOJHEHUIO J1a00PaTOPHBIX
pabor

B xoxe BeIMONHEHHS Ja0OpPaTOPHBIX paboT OOydYarOMMKCS [OJKEH YIrIIyOuTh H
3aKpENUTh 3HAHUS, NPAKTUYECKUE HABBIKM, OBJIAJETh COBPEMEHHOM METOIMKONM M TEXHUKON
OKCIIEPUMEHTAa B COOTBETCTBHUH C KBAJTU(HUKAIMOHHONW XapaKTEPUCTHKONW OO0YyJaromerocs.
Beinonnenue 1abopaTopHbIX pabOT COCTOMT M3 3KCIIEPUMEHTAIbHO-IIPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKON YaCTeH U KOHTPOJIBHBIX MEPOIIPUATUI.

BeinonHenue 51abopatopHbBIX padoOT OOy4aromMMCs SBJISIETCS HEOTHEMJIEMOH 4YacThIO
U3YYEHUS JUCLUIUIMHBI, ONIpENesiseMOol Yy4eOHbIM IUIAaHOM, M OTHOCHUTCS K CPEICTBaM,
o0ecreyrBaroIUM pelIeHue CcIeIyIoIUX OCHOBHBIX 3a/1a4 00y4aroIerocs:

— TpuoOpeTeHHe HaBBIKOB MCCIEAOBAaHHSA IMPOLECCOB, SBIEHUH U OOBEKTOB,
M3Yy4aeMbIX B paMKax JJaHHOW JUCIUIINHBI,

— 3aKpeIUICHHE, PAa3BUTHE U JETAN3aldsg TEOPETUYECKUX 3HAHUMN, TOJYYEHHBIX Ha
JEKIUSX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUILIUHE;

— TIpHOOpeTeHHe  HaBBIKOB  CAMOCTOSTEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000pyI0BaHUEM U IPUOOPaAMHU.

3ananue u TpeOOBaHUS K NPOBEACHHUIO JIA00PATOPHBIX PadoT

— B 3aganuu gomxHO OBITH UeTKO chopmMyIupoBaHa 3a1a4a, BeinoaHseMas B JIP;

— Onwucanbl BXOJHBIE U BBIXOJIHbIE JaHHBIE AJis TpoBeaeHus JIP;

— JIP momxHa BBITIOJIHATHCS HA OCHOBE MOJYYEHHBIX TEOPETUUECKUX 3HAHUSX;

— Bemonnenune JIP 10/DKHO OCYIIECTBIATBCA HAa OCHOBE METOAMYECKUX YKa3aHHM,
IIPEIOCTABIIIEMBIX IIPETIOAABATEIIEM;

— JIP nomkHa BBIIOJIHATHCS B CIIEHUATM3UPOBAHHOM KOMIBIOTEPHOM KJIACCE U MOXKET
ObITH JOpabOTaHa CTYJIEHTOM B JOMAIITHUX YCIOBUSX, eciu 1no3sossier [10;

— Hrorom BeimosineHHo# JIP sBiseTcs oTyer.

Crpykrypa u ¢popma ordera o 1adopaTopHoii padore

— IlocranoBka 3amadm;

— BxoaHbIe U BBIXO/IHbIE JaHHBIE;

— CopeprkaHue 3TaoOB BBHITOTHEHUS;

— O0ocHOBaHMeE MMOJIYYEHHOTO pe3yibTara (BBIBOJ);



— CHHCOK HCTIONIb3YeMOH TUTepaTyphbl.

TpebdoBanusi K 0(p)OpMIIEHUIO 0TYETA 0 JIA0OPATOPHOIT padoTe

— JlaGoparopnas pabota (JIP) mpenocraBiseTcsi B me4aTHOM/UITU SJIEKTPOHHOM BHJIE;

— JIP nomxHa COOTBETCTBOBATH CTPYKTYpE U (JOpME OTUETA IPEACTABICHHON BHIIIIE;

— JIP pomxna umetrs TuTyapHbi auct (I'OCT 7.32-2001 wuzpanus 2008 ropa) c
Ha3BaHUEM U TOAMHUCKHIO CTyIeHTa(0B), KOTOPBIH(bIe) ee caenan(u) u odpopMui(u);

Crynent noskeH 3amutuTh JIP. OTMeTka o 3amuTe J0JKHA HAXOAUTHCS HA TUTYJIBHOM
JIMCTE BMECTE C MOIMHUCHIO MPETIOAaBATENS.

11.3. Meroauueckue yKazaHusi Jjsi 0Oy4arOUIMXCs M0 MPOXO0XKAECHUIO CAMOCTOSITEIHHON
paboThI

B Xxoje BBITIOTHEHUS CaMOCTOSTEIBHONW pa0OThI, OOYUYAIONIUICS BBIMIOIHSAET PaboTy 1O
3aJJaHUI0 U TIPU METOAMYECKOM PYKOBOJCTBE IpErojaaBaressi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTusl.

B mpoliecce BBINMONMHEHHUS CaMOCTOSITENBHONW PaboThl y oOydaromierocs (opMupyercs
1enecoo0pa3Hoe MIIaHUPOBaHUE PabOUEro BpeMeHU, KOTOPOE MO3BOJISIET EMY pa3BUBaTh YMEHUS
U HaBBIKM B YCBOGHHUM U CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHHI, OoO0ecreunBaeT BBICOKUMN
YPOBEHb YCIEBAEMOCTH B TepuOJ OOydYeHHs, IIOMOTAeT IIOJYYUTh HABBIKH TTOBBIIICHHS
pohecCHOHANBLHOTO YPOBHSL.

MeroauyeckuMH ~ MaTepHallaMH,  HANpaBJSIIOIIMMU  CaMOCTOSITENIBHYIO — paboTy
00y4JarOIIUX CASBISIOTCS:

— y4eOHO-METOAMYECKUI MaTepual Mo JUCIUILINHE;

— METOIUYECKHE YKa3aHHUsS MO BBIMOJIHEHUIO KOHTPOJIBHBIX PadoT (Mg 00ydJarommxcst
10 32049HOM (hopme 0OyUeHHS).

11.4. Metoauueckre yKazaHus JUIsl OOYyYaroIIMXCS MO MPOXOXKACHUIO TEKYILIEro
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuil KOHTPOJIb YCIEBAEMOCTH NIPEIyCMaTpPUBAET KOHTPOJIb KayecTBa 3HAHUU
00y4aroIuxcsi, OCYIIECTBISEMOIO B TEUEHUE CEMECTpa C IIeJIbI0 OLEHUBAHUS XO0/1a OCBOCHMS
JTUCIUIUINHBI.

JUis  yCHEUIHOrO TMPOXOXAEHUS TEKYLIEro KOHTPOJs HEOOXOAMMO BBIMOJHUTH
nabopaTopHble pabOThI, 3arPy3UTh UX B JTUYHbIN KAOMHET U MPOUTH MPOLEAYPY 3aIIUTHI KaX 01
paboThl. O1ieHKH 3a pabOThI BHICTABIISIOTCS 10 MATHOATUIBHON IIKaJIe.

11.5. Metoauueckue ykazaHus i 00y4aromUXcs MO MPOXOXKAECHUIO MPOMEXYTOUHOM
aTTECTaIlHH.

— IIpomexyTtouyHas arTectranus OOYyYalOLIMXCA MpeaycMaTpUBaeT  OICHUBAHUE
IPOMEXKYTOUHBIX M OKOHYATENIbHBIX PE3yJbTaTOB 00ydeHus no aucuuiuiiHe. OHa BKIIIOYAeT B
cebs mudepeHnpoBaHHbIN 3a4eT — 3TO (OpMa OLEHKH 3HAHHM, MOJTYUYSHHBIX 00YJaroIIUMCs
IPY U3YYEHUH JUCLHUIUIMHBL, IPH BBIIOJHEHUH KYPCOBBIX IMPOEKTOB, KYPCOBBIX padoT, HAy4yHO-
UCCIIEIOBATEIBCKUX Pa0OT M MPOXOXKICHUHM NMPAKTUK C aTTECTAIIMOHHON OIIEHKOH «OTINYHOY,
«XOPOIIO», «yIOBJIETBOPUTEIIEHOY, «HEYIOBIETBOPUTEIHHOY.

JUis  yCHemHOTo NPOXOXKACHHUS MPOMEKYTOYHOW aTTecTallMd HEOoOXOAWMO  3a
3alUIIeHHbIe  JTabopaTopHble  pabOThl  MONYYHUTh HMHTETPAIbHYIO OIIGHKY HE HIXKe
«YAOBIETBOPUTEIHHOY.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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