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AHHOTaUs

Jucuumnuzaa «OcHOBBI MHPOPMAIIMOHHOM 0€30MacHOCTH» BXOAMUT B 00pa30BaTEIbHYIO
poTrpaMMy BBICIIET0 00pa3oBaHUsl — MPOrpaMMy OakallaBpHara 10 HaIpaBICHUIO MOJArOTOBKH/
cnenuanbHocTH 15.03.06 «MexarpoHuka u poOOTOTEXHHMKA» HAIPAaBICHHOCTH/CIICIIHATH3AI[HH
«n¢ppoBoil MHXUHUPUHT POOOTOTEXHHMUYECKUX KOMIUIEKCOBY». JIMCIMIIMHA peanu3yercs
kadeapoi «Ne33y.

JlucuuiuinHa HaresneHa Ha (P OPMHUPOBAHUE Y BBIITYCKHHUKA CIETYIOIIX KOMITETEHITHINA

OIIK-6 «CrocobeH pemniaTh CTaHIAPTHBIC 3a/1a4d MPOPECCUOHATBHON JEATEILHOCTH HA
OCHOBE MH(OPMAITMOHHON U OMOIHOTrpaduecKoi KyIbTyphl C MPUMEHEHUEM HH()OPMAITMOHHO-
KOMMYHUKAITIOHHBIX TEXHOJIOTUI»

CopepxaHue AMCLUUILIMHBI OXBAaTbIBa€T KPYI BOIPOCOB, PAaCKPBIBAIOIIUX CYLIHOCTb U
3HayeHue WHGOPMAIMOHHONW Oe30MacHOCTHM M 3alIMThl MH(OpPMAlMM, MUX MECTa B CHUCTEME
Hal[MOHAJIbHOU 0€301acCHOCTH, olpeziesieHue TEOPETUYECKUX, KOHLENTYalbHbIX,
METOJIOJIOTUYECKUX U OPraHU3AI[IOHHBIX OCHOB O0ecrieueHus 0e30MacHOCTH.

[IperonaBanre MUCHMIUIMHBI TpPEIyCMaTpUBaeT cleayromue (GopMbl OpraHu3anuu
yueOHOro mpoiiecca: JEKUUHU, J1abopaTopHble pabOThI, camocTosTeNbHas paboTa CTyACHTa,
KOHCYJIbTallUH.

[IporpaMMo#i IHUCHUIUIMHBI TPEIYyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEXKYTOUYHAS aTTecTanus B popmMe AudepeHIIMPOBAHHOTO 3a4eTa
(6 cemectp).

OO0mas TpyIOeMKOCTh OCBOCHHS IUCIMIUIMHBI COCTABJISET 2 3a4ETHBIX CJIMHHIBI, 72
Jaca.

SA3bIK 00yUYeHUs 10 AUCIHUIUINHE «PYCCKUH »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcuuIuinHa UMEeT CBOEH LebI0: 00eCTIeYnTh BBIMOJIHEHHE TPEOOBAHUH, N3TIOKEHHBIX
B (peZiepaIbHOM TOCYAapCTBEHHOM 00pa30BaTEIIFHOM CTaHIApPTE BBICIIETO MPOQECCHOHATBHOTO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
3JIEMEHTOB IPO(EeCCHOHATBHBIX KOMITETCHIIUH.

Taxoke nensiMu OCBOCHHUS TUCHMILIMHBI «OCHOBBI HWH(MOPMAIIMOHHON OE30MaCHOCTHY
SBJISIIOTCSL PAcKpBITHE CYIIHOCTH W 3HAYeHHs HMH(OPMALMOHHON OE30MacHOCTH M 3aIlUTHI
uHpOpMalLIKK, UX MECTa B CUCTEME HAlIMOHAJIHLHON 0€30IaCHOCTH, OIpEICIEHUE TEOPETHUECKUX,
KOHLIENTYaJIbHBIX, METOJOJIOTHYECKUX M OPTaHM3alMOHHBIX OCHOB oOecriedeHHst 0e30MacHOCTH
uHpopManuy, KiIacCupuKanuMs W  XapaKTEPUCTHKH  COCTABISIOMIMX  HMH(OPMAIMOHHON
0e30macHOCTH W 3amUThl  HMHGOPMALMHM, YCTAHOBJIEGHHE B3aHMMOCBS3M M JIOTHYECKOM
OpraHu3alliy BXOSIINX B HUX KOMIIOHEHTOB.

1.2. JlucumruivHa BXOAUT B COCTAaB 00s3aTENIbHON YacTH 00pa30BaTENILHON MPOrpaMMEI
BhICIIero oopazosanus (naiee — OIT BO).

1.3. IlepeueHb IIaHUPYEMBIX PE3YIBTATOB OOYUEHHS IO JUCLIUILIMHE, COOTHECCHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pesynbrare m3ydeHus NMUCHMIUIMHBI OOYYaroIIUiics JOJDKEH 00Janarh CIelyHoUIMMU
KOMIIETEHIIMSIMU WJTH WX 9acTsMH. KoMIeTeHIMu 1 WHAMKATOPHI UX JOCTHKCHHS TPUBEICHBI B

Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMNA U HHINKATOPOB MX JOCTHKCHHS

Kareropus (rpymnna)
KOMIICTCHITHH

Kon u
HaMEHOBaHNE
KOMIIETEHIIUHA

KO,Z[ W HAMMCHOBAHHC MHAHWKATOpa
JOCTHIKXCHHA KOMIICTCHIIMH

Ob6menpodeccuoHanbHbIe
KOMIICTCHIINU

OIIK-6 Cnocoben
pemaTh CTaHIapTHHIC
3a71auu
poQeCCHOHAIBLHON
NeSITeIbHOCTH Ha
OCHOBE
UH(POPMALIMOHHOH U
oubnuorpaduyeckoit
KYJIBTYPHI C
IpUMEHEHHEM
MH(OpPMaLOHHO-
KOMMYHHUKAIIHOHHBIX
TEXHOJIOTHI1

OIIK-6.3.1 3HaeT NpUHLMIIBI, METOJIbI U
CPEJCTBA PEUICHHs CTaHJAPTHBIX 3a]a4
npogeccuoHaIbHOM e TebHOCTH Ha
OCHOBE MH(OPMAITMOHHOM U
6ubnuorpaduyeckoit KyabTyphl ¢
MpUMEeHEHHEeM UHPOPMAIMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH U C
y4€TOM OCHOBHBIX TpeOOBaHUM
nH($OPMaIIMOHHOK 6€30MacHOCTH
OIIK-6.Y.1 ymeer pemars CTaHAapTHHIE
3aa4u Npo(ecCHOHANBHOMN NesATeTbHOCTH
Ha OCHOBE MH(OPMAIIMOHHON U
6unbarorpaduueckoil KyabTypsl €
IpUMEHEeHHEM HH()OPMaIIMOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTUH H C
Y4ETOM OCHOBHBIX TpeOOBaHUI
WH(POPMaIMOHHOMN 6€30MacHOCTH
OIIK-6.B.1 Bnaneer HaBbIKaMH pELICHUS
CTaHJAPTHHIX 33724 MPodeCcCHOHATHHOMN
JesITeIbHOCTH HAa OCHOBE MH(POPMAILIMOHHON
n 6ubarorpaduyeckoil KyiabTyphbl

— MWudopmaruka

2. Mecro nucuumianHsl B cTpykType OI1
Hucnurnnuaa MoxkeT 6a3upoBaThCs Ha 3HAHUSIX, paHEe TPUOOPETEHHBIX 00YJaIOITUMUCS
IIPYU U3YYEHHUH CIENYIOIIMNX AUCLUTIINH:

— MHudopManmoHHbIE TEXHOJIOTUN




3HaHMs, IIOJIyYEHHBIE IIpM M3YYEHUM Marepuajla JaHHOM JHUCLUIUIMHBI,

CaMOCTOATCIbHOC 3HAYCHUC.

3. OO0BEM H TPYJOEMKOCTh JUCIUILTAHBI
JlanHbie 00 00IIeM 00beMe MUCHUILUIMHBI, TPYIOSMKOCTH OTAEIBbHBIX BHUJIOB Y4EOHOM
paboTHI MO TUCHHUIUIMHE (M paclpeieieHUue ITOM TPYIOEMKOCTH 110 CEMECTPaM) MPECTABICHBI B

Tadymue 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUIIITNHbI

TpynoemMKocTs 110
Bun yuebnoit pabotsl Bcero ceMecTpam
Ne6
1 2 3
Oowan mpyooemKocmp oucCyunIuHbl, 2/ 72 2/ 72
3E/ (uac)
U3 Hux uacoe npakmuyecKkoil no020moeKu
AyoumopHhule 3anamus, BCETO vac. 34 34
B TOM YHCIIC:
nexuuu (J1), (gac) 17 17
npakTudeckue/cemunapckue 3anatus  (I13),
(dac)
nabopaTtopHbie paboTsl (JIP), (uac) 17 17
KypcoBoii mpoekT (padota) (KII, KP), (gac)
9K3aMeH, (Jac)
Camocmoamenvnan paboma, Bcero (4ac) 38 38
Buo npomescymounon ammecmayuu:. 3ader, | Judad.
. 3auer, sx3amen (3ader, Audd. 3a4, Dk3.) 3au., M. sas.,

4. CoaepskaHue TUCHUTUTHHBI
4.1. Pacnpezenenue TpyI0€MKOCTH TUCHUTUIMHEI 110 pa3ieiaM U BUIaM 3aHITHIMA.
Pa3nensl, TeMbl AUCHUIIIIMHBI U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUIIIINHBL, UX TPYAOEMKOCTh

HUMCIOT

Pasznessl, TeMBI TUCIIAIIIINHEI Hexumm | 113 (C3) 1P KIVKP CP (gac)
’ (dac) (dac) (uac) (dac)
Cemectp 6
Paznen 1. Beenenue B kypc «OCHOBBI 1 )
WHPOPMAITMOHHOHN 0€30MTaCHOCTI
Pasnen 2. CymHocTh 1 OHATHE HHPOPMAIIMOHHON 1 2
0€e3011aCHOCTH
Paznen 3. 3navenue nHpOpPMAIMOHHON 0€30MACHOCTH 2 4 )
M €€ MECTO B CHCTEME HallOHAJIbHOM 0€3011aCHOCTH
Paznen 4. CyuiHocTh ¥ MOHATHE 3aIMThI HH)OPMaIIUU 2 4 4
Paznen 5. Cocras u xitaccudukaius Hocutenei ) 4 4
3amuIiaeMoi nHopmauu
Paznen 6. [loHaTne u CTpyKTypa yrpo3 3aifuiiaeMon 2 5 8
uHQOpMAaIH
Paznen 7. O0BEKTHI 3aUTH HH()OPMAITUH 3 8
Paznen 8. Kitaccudukarust BUIOB, METO/IOB U CPEJICTB 4 8
3alIUTHI UHPOPMAIH
HUroro B cemectpe: 17 17 38




Htoro 17 0 17 0 38

IIpakTnyeckass MOATOTOBKA 3aKJIIOYACTC B HENOCPEACTBEHHOM  BBIIIOJHEHUHU
Oo0y4yaromMMHUCS  OMNpPENEeNeHHBIX  TPYIOBBIX  (YHKUMH, CBSA3aHHBIX C  Oya;ymei
npoeCCHOHATIBHON 1€ TEIbHOCTBIO.

4.2. CopnepxaHue pa3/ieJiOB U TEM JICKIIMOHHBIX 3aHSATHH.
ConepxaHue pa3ieiioB M TeM JICKIIMOHHBIX 3aHITHI MTPUBEICHO B Ta0OHIIE 4.

Ta6mmma 4 — ComepxaHue pa3AesioB U TEM JIEKIIMOHHOTO UK

HOMep pasaciia Hazsanwne u COACPpIKAHUE PA3CIIOB U TEM JICKIIMOHHBIX 3aHATUH

Pasnen 1. Beenenue.

ITpeamer u 3amaun Kypca. 3Ha4eHNE U MECTO Kypca B, IOATOTOBKE
CIEIMATMCTOB, IO 3amuTe nHpopmarmn. Hayunas u yueObHas
B3aUMMOCBA3b KypcCa C ApYyruMH JUCHUILIIMHAMU. Pa3zxen1;1 " TEMBI, UX
pacrpenencHue o BUIaM ayJUTOPHBIX 3aHATHH. DopMbl poBeaeHNS
ceMuHapCcKuX 3aHATHiA. COCTaB M METOAMKA CAMOCTOSITENILHOU PabOTHI
CTYZIEHTOB I10 U3YUYEHUIO JUCLUIUIMHBI. POpPMBI IPOBEPKU 3HAHUM.
AHanm3 HOPMaTHUBHBIX HICTOYHUKOB, HAYYHOH H y4eOHOH JINTEpaTypHI.
3HaHUs U YMCHHUS CTYAEHTOB, KOTOPBIC JOKHBI ObITH IOITY4EHBI B
pe3ynbTaTe H3ydeHHs Kypca.

Paznen 2. CymHocTs 1 noHsTHE MH)OPMAIIMOHHOM O€30I1acHOCTH
CraHOBIIEHUE U pa3BUTHE MOHATHA "HHPOpPMAIIMOHHAs Oe301acHOCTh" .
CoBpeMeHHBIE TTOIXO0/IBI K OTIpeeNIeHUIO MOHATH. CyITHOCTh
uHPOpMaMoHHOH 6e3omacHocTH. OOBbEKTH HHPOPMAIIMOHHOM
oe3omacHocTU. CBsi3b HH(DOPMAIMOHHOM 0€30MaCHOCTH C
nH(popMaTH3amuei odmectsa. CTpykTypa HH()OpPMATMOHHON
6e3omacHocty. Ornpesenenne NOHATH HHGOpMaMOHHAS
0e3omacHoCTh".

Pasnen 3. 3HaueHnue nHOOPMAIMOHHOM 0E30MACHOCTH U €€ MECTO B
CUCTEMEe HAI[MOHATBLHOMN 0€30MacHOCTH

3HaueHre UH(HOPMAITUOHHOM, O€30IIACHOCTH JIJIsl CYOBEKTOB
WHQOPMAITMOHHBIX OTHOIICHUH.

3 CBs13bp MeX 1y HHPOPMAILIMOHHOM 0€3011aCHOCTBIO M 06€3011aCHOCTHIO
WH(pOPMAITHH.

[NoHsTHE ¥ COBpEeMEHHAs! KOHIICTIIUS HAITMOHATILHOM 0e30MacHOCTH.
MecTo nHPOPMAITMOHHOM, 0€30MACHOCTH, B CUCTEME HAIIMOHATIBHOM
0e301MacHOCTH.

Pasnen 4. CyniHoCTh ¥ MOHATHE 3aIIUTHI HH)OPMAIIUU
Cy1ecTByOIIUE MOIXOABI K COJEPKATEILHON YaCTH TOHATHS "3a1uTa
uHpOpMauKu" U COCO0BI peau3aliy COAECP)KaTeIbHOM YacTu.
MeToponoruyeckasi OCHOBA PACKPBITHS CYLIHOCTU U ONPEEIICHUS
MOHATHS 3alUTHI HHPOpMary. DopMbl BRIPaKECHUS HAPYIICHUS
craryca naopmauu. OO0yCIIOBIEHHOCTD CTaTyca HH(OpMAaLUH ee
YSI3BUMOCTBIO.

[MousTre ys3suMoctn nHGopMaruu. GopMbl IPOSIBICHUS YI3BUMOCTH
uHpopmarun. Buasl ys3Bumoctr uadopmarmu. [Tonstue "yreuka
uHpopmarun". CooTHoieHne GopM U BUAOB YSI3BUMOCTH
uHpopmarun. ConepkarenbHas 4acTh OHATHS "3alIuTa
uHpopmMarmn'.

Crioco6 peanuzanuu coaepKaTesIbHON YacTH 3alIuThl HHQOpMAaIHU.
Onpenenenue MoHATHS "3aminTa HHGOPMALUK'", €F0 COOTHOLICHHUE C
nousTueM, copmymupoanabiM B [OCT P 50922-96. "3amura
nHpopmarr. OCHOBHbBIE TEPMHUHBI U ONIPEAEIICHUS .




Paznen 5. Cocras u kiraccudukaiys HOCUTENEH 3aluIaeMoin
uHbOpMaIUH

[NonsiTre HOCUTENB 3amuInaeMoi nHpopmaryu". COOTHOIICHUE
MEXTy HOCUTEJIEM H UCTOYHHKOM HH(popMmaru. COCTaB HOCUTEICH
3ammmaeMoit uHpopmanun. Crroco0b! GUKCHPOBaHUS HHGOPMAITHH B
HOCHUTEIISIX. Bumel oToOpaskeHwsI HHPOPMAIIUK B HOCUTEISIX. MeTOIbI
BOCTIPOU3BEACHUS OTOOPAKCHHOM MH(OPMAITUU B HOCUTEIISX
uHpopMmari. Hocurenu muchbMeHHOH, BUIOBOM, H3JTy4aeMOM
nHpopmaruu. OmocpeT0BaHHBIE HOCUTETH 3aITHIIaeMOH
uHpopMmarui. CBONCTBA M 3HAYCHHUE TUIIOB HOCUTENICH 3allUIaeMON
WHPOpPMALIUH.

Paznen 6. [lonsTHe 1 CTPYKTYpa yrpo3 3amuinaeMor nHpopMaIun
CoBpeMeHHbIE TIOAXO0JIbI K MIOHITHIO YIPO3bI 3AIUIIACMO
uHpopMaruu. CBsI3b YIpo3bl 3alIUIIAEMON HHOPMAITUH C
ys3BUMOCTBIO HH(popManuu. [Ipu3HaKu U COCTABIISIONINE YTPO3bI:
sIBIICHUs1, (PAKTOPBI, yCIIoBHA. [IoHITHE YrpO3bl 3alHIAcMOM
unpopmaruu. CTpyKTypa ABJICHHIA KaK CYIIIHOCTHOTO BBIPKEHUS
yrpo3sl 3anumaemMoi uHpopmaruu. CTpykTypa GpakTopos,
CO3JIAIOIINX BO3MOXKHOCTD JIECTAOMITU3UPYIONIETO BO3ACHCTBHS HA
WH(GOPMAITHIO.

Paznen 7. O0bekThI 3amuThH HHGOpMAMN

[NonsiTre o0bekTa 3amuTsl. HocuTenu nHpopMannu Kak KOHEUHbIE
00BbeKTHI 3amUTH. OCOOCHHOCTH OTAETBHBIX BHIOB HOCHTEIEH KaKk
00BEKTOB 3aIUTEHI.

Cocrasn O6’beKTOB XpaHCHHUA MMCbMCHHBIX U BUAOBBIX HOCHUTENeHn
uH(popMauH, moIeKamux 3ammre. CocTaB MOUISKAIINX 3AIUTE
TEXHUYECKUX CPENICTB OTOOpakeHus, 00pabOTKH, XpaHEHUS,
BOCIIPOU3BEICHUS nepeaaun nHpopManun. Jpyrue o0beKThl 3aIIUThl
nH(popMarui. BHIBI 1 CIOCOOBI JecTa0MIIN3UPYIOMIETO BO3ISHCTBUS
Ha OOBEKTHI 3aILUTHI.

Paznen 8. Knaccudukanus BUIOB, METOIOB M CPEICTB 3aIUTHI
UHpOpMaIH

Buier 3amuter uadopmaryn, chepst ux aevicteus. Kinaccudukanms
METO/O0B 3aIUThl HHPOPMALIUH. Y HUBEPCAIbHBIE METObI 3AIIUTHI
uHpOpMaIuK, 00acTb uX npuMmeHeHus. O0IacTH MPUMEHEHUS
OpraHM3aIlMOHHBIX, KPUNITOrPaQUIECKUX U HHKEHEPHO-TEXHUIECKUX
MeTOoJ10B 3amuThl HH(popMarmu. [loHsTHE N KITaccUUKaIHs CPEICTB
3anuUThl HHQOopManuu. HazHaueHne nporpaMMHBIX,
KpUNTorpadMIecKuX U TEXHUUECKUX CPEJICTB 3aIUTHI.

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTudeckue 3aHsATHS U UX TPYJOEMKOCTh

Ne
/o

Templ mpakTHYEeCKUX
3aHATHI

N3 nux Ne
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTh, |IPAaKTUYECKOH |pa3zaerna
3aHATUH (uac) MOATOTOBKH, | AUCIUI
(dac) JIUHBI

Y4eOHbIM MJIaHOM He MPEAYyCMOTPEHO

Bcero

4.4. JlabopaTopHble 3aHATHS
Tembr 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTb TPUBEICHBI B Ta0IHUIIE 6.




Tabnuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJOEMKOCTb

N3 Hux Ne
Ne HanmenoBanne 1abopaTopHbIX padboT TpynoeMKOCTS, | MPaKTHUECKOH | pasiena
/1 (gac) MOJATOTOBKH, | JUCIIHII

(dac) JINHBI
Cemectp 6
1. | UccrnenoBanue ys3BUMOCTH HH(DOPMALIUN 4 3
2. | HccnenoBanvie BUIOB YSI3BUMOCTH 4 4
3. | UccnenoBanue Gopm ys3BUMOCTH 4 5
4. | IloctpoeHune aJTOPUTMOB COILMANTbHOM 5 6
WH)KCHEPUH U CIIOCOOBI 3aIIUTHI OT HUX
Bcero 17

4.5. BBpITIOJIHEHUE KYPCOBOTO MPOEKTa/ KypCOBOM pabOTHI

VY4eOHbIM MJIaHOM HE IPESYyCMOTPEHO

4.6. CamocrosTenbHas paboTa 00y4aromuxcs
Buner caMmocTosiTenbHON pabOTHI M €€ TPYA0EMKOCTh IPUBEICHBI B Ta0IHUIIE 7.

Tabmuna 7 — Bunbel camocTosTenbHON paboThI U €€ TPYAOEMKOCTh

N Bcero, | Cemectp 6,
Bun camocrositensHOM paboTh
yac yac
1 2 3
N3yueHne TeopeTuyecKoro Marepuasia
20 20
nucturuael (TO)
Kypcosoe npoektuposanue (KII, KP)
PacuetHo-rpaduueckue 3aganus (PI'3)
Brinonnenue pedepara (P)
ITonroroBka K TeKyIeMy KOHTPOJIO 9 9
ycneBaemoctu (TKVY)
Jowmamrnee 3ananue (J13)
KonTponbubie pabotel 3a0uHnKOB (KP3)
IToaroroBka K mMpoMeXyTOYHOU 9 9
atrectauuu (I1A)
Bcero: 38 38

5. IlepedyeHn yueOHO-METOIUYECKOTO 00ECTICUCHUS
JUIS CAMOCTOSITENIbHON PaboThl 00yYaromuXxcs Mo JUCHUIUTHHE (MOJTYJIIO)
Y4eOHO-MeTOAMYECKHE MaTepHasbl Il CaMOCTOSITENIbHON paboThl 00yJaromMXCsl yKa3aHbl B

I.11. pa3aenoB 6-11.

6. IlepeueHb MEYaTHBIX U ANEKTPOHHBIX YUEOHBIX M3JaHUN
[lepedyeHb MeYaTHBIX U DJEKTPOHHBIX YIeOHBIX M3IaHUH MPUBEIEH B TaOIHUIE 8.

Tabnuua 8— [lepeyeHb Me4YaTHBIX U AJIEKTPOHHBIX YUEOHBIX M3AaHUI

Iudp/

URL bubnuorpapuyeckas ccpuika

azpec

Komuectso 3x3eMIuIsIpoB B
oubnmiorexe
(KpoMe AIIEKTPOHHBIX

IK3EMIUISIPOB)




004 CBunapuyk, Auapeit AnekcanapoBud (KaH[I. TEXH. 5
C24 Hayk). OcHOBBI HH(POPMAITMOHHOW OE30MACHOCTH :
y4ueOHO-MeToanueckoe mocooue / A. A. CBUHApUYK ;
C.-lletepb. roc. yH-T a3pOKOCM. IPUOOPOCTPOECHHUSL. -
Cankr-Ilerepoypr : U3a-so I'YAIIL, 2023. - 94 c. :
puc., Tabn. - bubnuorp.: c. 90 (12 nass.). - b. 11. -
Tekcr : HenocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IUTHl HHPOPMALIUH: 10
B 75 yueOHoe nocodue/ A. B. Boponos, H. B. Bonommwna.
- CI16.: 'OY BIIO "CIIGI'YAIT", 2009. - 78 c.

004 III | Hagerus, B. ®. 5
22 WNudopmannonnas 6e3omacHocTs [ Tekcr]: HaydHO-
nonyssipHas auteparypa / B. @. lllaasrun. - M.:
JMK Ilpecc, 2014. - 702 ¢

X A47 | Sxosen, E. H. IIpaBoBbic OCHOBBI 0OecrieYeHUs 5
nHpOpMaMOHHOM Oe3omacHocTH Poccuiickoit
Oenepannu [Teket] : yuebHoe mocobue / E. H.
SAxogen. - M. : FOpmuturdopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
Hanerun, B.®. 3amuTa nadpopmanuu B
KOMITBIOTEPHBIX CUCTEMAX U CETSIX [ DIIEKTPOHHBII

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MenbaukoB, B. I1. 5
48 3amuta undopmanuu [ Tekct] : yueonuk / B. I1.
Menbuukos, A. U. Kynpusisos, A. I'. Cxuprnanse ;
pen. B. I1. MenbuaukoB. - M. : Akagemus, 2014. - 304

C.
004 p Ps6xo, b. . 10
98 Kpunrorpadudaeckne MeTo b 3aIIUTHI HH()OPMALIAN

[Tekcr] : yue6HOE mocobue / b. S. Psbxko, A. H.
®uOHOB. - 2-¢ u31., ctep. - M. : ['opstuas muHMS -
Temexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. UHxkeHepHO-TeXHUYECKas 3alluTa
nH(opManuu [ DNeKTpoHHBIN pecypce] : yueOHoe
nocodbue. — DnekTpoH. AaH. — M. : TYCVYP
(Tomckuit rocy1apCcTBEHHBIN YHUBEPCUTET CUCTEM
yIIpaBJICHUS U PaU0IEKTpoHUKH), 2010. — 195 c.

7. IlepedeHb 2IEKTPOHHBIX 00Pa30BaTENBLHBIX PECYPCOB
MH(}OPMaLMOHHO-TEJIEKOMMYHUKAIIMOHHOH cetn « IHTepHEeT»
Ilepeuenn JJIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB UH(pOPMAaIMOHHO-
TEJIeKOMMYHUKAaMOHHON ceTn «MHTepHeT», HEOOXOAUMBIX JJii OCBOCHHUS TUCIUILIMHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATEIBHBIX PECYPCOB HWH(POPMAIMOHHO-
TEJIEKOMMYHUKAaMOHHOM ceTH «HTepHeT»
URL anpec HaumenoBanue

He npenycmorpeno

8. Ilepeuenp MHPOPMALITMOHHBIX TEXHOJIOTUI



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

8.1. [lepeyenbp mTpOrpaMMHOr0 oOOECHEeueHHs, HCIOIb3YEeMOT0 TMpPH OCYIIECTBICHUN
00pa30BaTeNLHOrO Mpolecca MO AUCLUILINHE.
[lepedeHp UCIONB3yeMOr0 MPOrPaMMHOT0 obecrieueHus npejacrasieH B Taduuie 10.

Ta6ymma 10— [Tepeyersr mporpaMmMHOTO oOecrieueHus

Ne i/t HaumenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpoIiecca Mo AUCIUIITHHE

[lepeyeHp HCMONB3YeMBbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM IMPEJCTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyens HHPOPMALMOHHO-CITPABOYHBIX CHCTEM

Ne i/t HanmenoBanue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKas O0a3a
CoctaB MaTepHaTbHO-TEXHHYECKOH 0a3bl, HEOOXOAUMOW JJIsi  OCYIISCTBIICHUS
00pa3oBaTeNLHOTO MpoIiecca 10 AUCIUILTNHE, TPeCcTaBieH B Tabuiel 2.

Tabmuna 12 — CoctaB MaTeprallbHO-TEXHUYECKON 0a3bl

Ne HanmeHnoBaHnue coCTaBHON 4acTH Howmep aynuropun
/T MaTepUaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH )

1 | JlexuuoHHas ayIuTopus

KommnsrorepHslii kinace

10. Onenounble cpeacTBa AJs MPOBEIEHHS TPOMEXYTOUHOM aTTecTallu
10.1. CocTaB OIICHOYHBIX CPEICTBAJS TPOBEACHUS TPOMEKYTOYHOH aTTeCTAI[UH
o0yyaromuxcst o JUCUUIUIMHE IpuBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB Il IPOBEICHHS POMEKYTOYHOHN aTTeCTAIIuN

Buj npoMexxyTo4HOM aTTecTanuu IlepedyeHb OLIEHOYHBIX CPEJICTB
Crnircok BONpocCoB;
JuddepeHurpoBaHHbIi 3a4ET Tectsr;
3ajgauu.

10.2. B kadecTBe KpUTEpUEB OICHKH YpPOBHSA C(HOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMHCcs MPUMEHsAeTCsl 5-0ajuibHas MIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETeHIINH, KOTopas nmpuBeaeHa B Tabnuie 14. B Teyenune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKajma ~ MOAYJBHO-PEUTHHTOBOM  CHUCTEMbl ~ YHHUBEpPCUTETa,  IpaBHIa
MCIIOJIb30BaHUsI KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabnuna 14 —Kpurtepuu onieHKH ypoBHS c()OPMHUPOBAHHOCTH KOMITETEHIIUHN

Or1eHKa KOMITETEHITUH

XapakTtepucTuka c(hopMUPOBAHHBIX KOMIIETEHIIMIHA

5-0ayubHas mIKana




Or11eHKa KOMITETEHITUHN

5-0aiubHas mKana

XapakTepucTuka chopMUPOBAHHBIX KOMIIETEHIUMA

«OTIIMYHO»
(Ga4uTCHO»

OO0yyJarommiics:

— TJIyOOKO U BCECTOPOHHE YCBOMJI MPOTPaMMHBIA MaTepHal;

— YBEPEHHO, JIOTUYHO, ITOCJICIOBATEILHO M TPAMOTHO €TI0 U3J1araeT;

— ONMUPAsICh HAa 3HAHUS OCHOBHOM W JIONMOJIHUTEIBHON JIUTEpaTyphl,
TECHO CBSI3bIBAET YCBOCHHBIC HAYUYHBIC MOJOXKEHHS C MPAKTUUYECKOU
JeATEILHOCTHIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET M apTyMEHTUPYET BBIABUTAEMbIC UM HJICH;

— JIeJaeT BBIBOJIBI U 0000IIEHMS;

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEUMATN3MPOBAHHBIX IOHATHH.

— npaBWIbHO BBIMOJIHWI OT 90% 10 100% TecTOBBIX 3aaHUi

«XOpOLIO»
<(Ga4YTCHO»

OO0yuaromuiicst:

— TBEP/IO YCBOMJI MPOTPAMMHBIA MaTepHall, [PaMOTHO U TI0 CYIIECTBY
M3JIaraeT ero, ONMupasich Ha 3HAHUS OCHOBHOU JIUTEPATYPHI,

— HE JIOMYCKAaeT CYNIECTBEHHBIX HETOYHOCTEH;

— YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYCCKOW JCSITEIBHOCTHIO
HaIpaBJICHUS;

— apTYMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— BJIQJICET CUCTEMOM CIIeUAIN3UPOBAHHBIX MTOHITHH.

— IpaBWJILHO BRIMOJIHWI OT 70% 10 89% TecTOBBIX 3agaHui

*%

«yZI0BJIETBOPUTEIILHOY
«GAuTEHO

— 00y4JarouIuicss yCBOWJI TOJIBKO OCHOBHOM MPOTpaMMHBIA MaTepua,
[0 CYLIECTBY H3JaraeT €ro, ONMpasCh Ha 3HAHUSA TOJIBKO OCHOBHOM
JIUTEpaTyphl;

— JIOMYCKaeT HeCYIIECTBEHHbIC OIIMOKN U HETOYHOCTH;

— UCTIBITHIBACT 3aTPYAHEHUSI B TPAKTUYECKOM NPUMEHEHUW 3HAHUN
HaIpaBJICHUS,

— cnabo apryMeHTHPYET HayYHBIE MOJI0KEHHUS,

— 3aTpyAHsieTcsa B (OpMyIMpPOBAHUU BBIBOJOB U 0000IIECHUI;

— YaCTUYHO BJIAJICET CUCTEMOM CITELIMATTM3UPOBAHHBIX HOHSI];I;II\/’I.

— IPaBUJILHO BBRIMOJTHMWI OT 51% 1m0 69% TecToBBIX 3a1aHMI

«HEY/IOBJICTBOPHTEIIHHO»
«HE 3a4YTCHO»

— o0yyarouuiicss He YCBOWJI 3HAYUTENBHOM YacTH MPOTPaAMMHOIO
MaTepuana,

— JIONyCKaeT  CYIIECTBCHHBIE  OIMMUOKM W  HETOYHOCTH  TIPH
paccMOTpEeHHH MPOOJIEM B KOHKPETHOM HAIPABIICHUH;

— UCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHHIA;

— HEe MOKET apryMEHTHPOBATh HAYYHBIE TTOJTOXKEHUS;

— He GOpMYITUPYET BHIBOJAOB M 0000IIEHUH.

— IPaBUJILHO BBIMOJIHWI MeHee 51% TeCTOBBIX 3a/laHUM

*%

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAIIBI.
Bormpocs! (3agaun) nmst sKk3amMeHa mpeicTaBlieHbl B Tadumie 15.

Tabnuma 15 — Borpocs! (3amaun) 115 9K3aMeHa

Ko
Ne n/mt Ilepeuenp BonpocoB (3a7au) 1uis SK3aMeHa A
UHIMKaTopa
Y4eOHbIM MJIaHOM HE IPEIYCMOTPEHO
Bomnpocs (3agaun) mis 3adera / nud . 3auera npeactaBieHs! B Tabnuie 16.
Tabnuua 16 — Borpocs! (3aaun) ams 3aueta / qudd. 3auera
Kon
Ne n/m [lepeuens BonpocoB (3ana4) ans 3adera / qudd. 3ayera
P P (sanas) 1 i UHIMKaTopa
1 [Tonsitue nndopmannonHoi 6ezonacuoctu (Ub) u ocnoBusie | OIIK-6.3.1

TEPMUHBI (3aIIKUTa, YTPO3a, YI3BUMOCTb).
Tpuana CIA (Confidentiality, Integrity, Availability):




KOH(HIECHIINATLHOCTb, IIEIOCTHOCTD, IOCTYITHOCTh —
MOHATHE U IPUMEPHI HAPYIICHUH.

[Ipenmnoceiiky 1 nenu odecredeHus: HHPOPMaIUMOHHOM
0€30MaCHOCTH.

Bunpl nHGOpMAIIMOHHO O€30MTACHOCTH: MTEPCOHATIbHAS,
KOpIIOpaTHUBHASA, TOCYAaPCTBEHHASI.

OOBEKTHI M CYOBEKTHI 3alTUTHI HHPOPMAIIHH.

JlokTpuHa nHpOpMamoHHOM 6e3omacHocTH Poccuiickoit
®denepanyn (OCHOBHBIC MTOJIOKEHUS).

WNudopmannonnas 6€301MacHOCTh YeJIOBEKa U 00IIECTBa.
KommnbroTepHble pecTyIIeH s : OIpeiecHIE,
KJ1accu(UKaLUs 1 OCHOBHBIC TEXHOJIOTHH COBEPILICHHS.
CoBpeMenHas konienius odecrnieuenus Ub.

Poins uenoBeueckoro axkropa B obecriedeHun
nH(pOpMaITMOHHOM 0€30MMacCHOCTH.

Krnaccudukanus yrpo3 nHGpOpManumoHHOM O0€30TaCHOCTH
(MCTOYHMKHY, LIEJIN, BUJIbI BO3ICHCTBUS).

OcHOBHbIE KaHaJIbl YTEUKU UHPOPMALUH.

TexHUYeCKHEe KaHAIBI YTEYKU HHPOPMAIUH: TIOHATUE U
CIOCOOBI 3aIIUTHI.

Bunel cereBbix atak. DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHas HHXXEHEpUs: METO/IbI U CIIOCOOBI
IIPOTUBOJIECUCTBHUS.

BpenonocHoe nporpamMmmHoe obecriedeHre: BUPYChl, YepBH,
TposiHbl, Ransomware.

VYTrpo3bl 0€301aCHOCTH MEPCOHAIBHBIX TaHHBIX.

YTrpo3sl KOMMEpPYECKON TalHbI M HHCAWIEPCTBO.

MeTo1bl OIIEHKH PUCKOB HH(POPMALIMOHHOM 6€30MacHOCTH.
UYro Takoe ys3BUMOCTh (vulnerability) u yem oHa otnuvaercs
OT yrpo3sl?

[TonuTuka 6e30macHOCTH HHHOPMAITMOHHONW CUCTEMBI:
Ha3HA4Y€HUE U CTPYKTYypa.

MeTtoapl ayTeHTU(DUKAIIMY U UACHTU(PUKALIUH 110Ib30BaTeNeH.
Bunsl ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTO()aKTOpHas).

JlMckpeMoHHas U MaHJaTHasi MOJENU YIIPaBJIECHUSI JOCTYIIOM.
MexaHU3MBbl 3aIIUThL: TEXHUYECKUE, TPABOBBIE,
OpraHMU3alOHHBIE.

Kpunrorpaduueckue MeTo bl 3alIUTHl HHPOPMALUU
(cMMMETpHYHbIE U ACUMMETPUYHBIE).

XemunpoBaHue: OHATUE U UCTIOIb30BaHKE ISl IPOBEPKU
LIEJIOCTHOCTH.

Me:xcereBbie 3kpansbl (Firewalls): dyHKIIMHN, TUITHI (TAKETHEIE,
YPOBHS IPUIJIOKEHUH).

OIIK-6.VY.1

CucremMpl 00HapYKEHUS U MPEAOTBPAILIECHUS BTOPKEHU N
(IDS/1PS).

AHTHBHpYCHAS 3aIIUTa: TPHHIUIBI paOOTHI.

VPN (BupTyaJibHBIE YaCTHBIE CETH) — Ha3HAUYEHUE U BUJIBIL.
PesepBHoe konnpoBanue (Backup) kak cpenctBo obecrieueHust
JTOCTYITHOCTH JTAaHHBIX.

besonacHoctk 6ecnipoBonHbIX ceteit (Wi-Fi).

OIIK-6.B.1




3ammTa MOOMJIBHBIX YCTPONCTB.

3amuTa HHGOPMAIUHN B O0JIAYHBIX BBIYUCIICHUSIX

[IpaBoBbie MeTObI 0OecrieueHust UHHOPMALTMOHHON
0€30MaCHOCTH.

3akoHomarenbctBo PD B o6mactu 3amutsl nHpopmarun (D3-
152, ®3-149).

l'ocynapcTBenHast 1 KOMMepUecKas TaifHa: MOHATHE U 3allIUTA.
[lepconanbHble JaHHBIE: KJIACCH(PUKALNA U TIPABOBOIM PEXKUM
3aIUTHI.

CrangapTsl B 0011aCTH HHPOPMAIIMOHHON 0€301aCHOCTH
('OCT P UICO/MDBK 27001).

Cuctema 3amuThl HHGOPMALIUK OPTaHU3AIMH: CTPYKTYpPa U
MIPUHIIMIIBI CO3/IaHuUS.

OrneHka pUCKOB: OIIPEEIICHUE, 3TallbI.
busHec-HenpepbIBHOCTh U BOCCTAHOBJICHHE MOCIIE MHIIHIEHTOB
(BCP/DRP).

OO0yuenue nepcoHana 0OCHOBaM KrOepOe30MacHOCTH.

Aynut 6€301macHOCTH HH()OPMALIMOHHON CUCTEMBI.
[Tpunuuns! padots! [Psec.

MeTtob1 321U ThI OT CHU(D(PHUHTA TAKETOB.

MeTtoapl ycrpaneHus yrpo3ssl IP-cnydunra.

ATtaku Ha ypoBHe npuioxkeHuit (SQL-unbvekuuu, XSS).
@ummHr: onpenenenue, BUAbI (smishing, vishing) n npusHaku.

HepequL TEM JIA BBIIIOJIHCHUS KYPCOBOI'O HpOGKTa/ KprOBOﬁ pa6OTBI npeaACTaBJICHbI

B TabauIe 17.

Tabnuna 17 — IlepeyeHb TeM Ui BHITOJHEHUS! KYPCOBOTO MPOEKTA / KYpCOBOM pabOThI

[IpuMepHBIii IepedeHb TEM JJI BHIITOTHEHHUS! KYPCOBOTO MPOEKTa/ KypCOBOM

Ne n/n
paloThI
Y4eOHBIM MJIaHOM HE PEIYCMOTPEHO
BOHpOCBI AJi1 MMPOBEACHHUA HpOMe)KYTO‘-IHOI\/JI arreécralliu B BHUAC TCCTUPOBAHUA

npeJcTaBieHbl B Tabnuie 18.

Tabnuua 18 — IlpumepHbIii epeueHb BOIIPOCOB JJIsl TECTOB

y Koz
Ne n/n IIpuMepHBIii IepedeHpb BOIIPOCOB ISl TECTOB
MHAMKATOpa
1 1) K nmpaBoBbIM MeTO1aM, 00ECTICUYNBAIOIINM HH(GOPMAIIIOHHYIO OIIK-6.3.1

0e30IMacHOCTh, OTHOCSITCS:

- PazpaboTka anmapaTHBIX CpeICTB 00ECTICUCHUSI IPABOBBIX JTAHHBIX

- Pa3paboTka 1 ycTaHOBKA BO BCE€X KOMITBIOTEPHBIX MPABOBBIX CETIX
JKYpPHAJIOB y4eTa JeHCTBHAN

+ Pa3paboTka 1 KOHKpETH3aIHs MPAaBOBBIX HOPMATHBHBIX aKTOB
obecrieueHrs 0€30MMacHOCTH

2) OCHOBHBIMU UCTOYHUKAMU yIpo3 WH(HOPMAIIMOHHON O€30MaCHOCTH
SIBJISIFOTCSL BCE YKa3aHHOE B CITHUCKE:

- XulleHne KeCTKUX TMCKOB, TIOJKIIOYCHHIE K CeTH, HHCANUIEPCTBO

+ IlepexBar JaHHBIX, XUIIEHUE JTAHHBIX, U3MEHEHUE APXUTECKTYPHI
CUCTEMBI

- XHIIeHne TaHHBIX, MOAKYIT CHCTEMHBIX aIMUHUCTPATOPOB, HAPYIIICHUE
pernamenTa paboTsl

3) Bunel nundopmanonHol 6€30MacHOCTH:




+ IlepconanbHasi, KOpopaTuBHasi, FOCy1apCTBEHHAs

- Knnenrckas, cepBepHasi, cereBas

- JlokanbHas, rno0OanbHasi, CMEIIaHHAS

4) lHenn napOpMAIIMOHHOW OE30TTACHOCTH — CBOCBPEMEHHOE
oOHapyKeHHe, IPeTyIpexKICHUE:

+ HECaHKIIMOHUPOBAHHOTO JOCTYIA, BO3JACUCTBUS B CETH

- HHCaliJIepcTBa B OpraHU3aliu

- Upe3BBIYANHBIX CUTyalUl

5) OcHoBHBIE 00BEKTHI HH(DOPMAITMOHHOW 0€30MTaCHOCTH

+ KoMmmbroTepHbIe ceTH, 6a3bl TaHHBIX

- UudopmanioHHbIe CUCTEMBI, IICUXOJIOTUYECKOE COCTOSHUE
II0JIb30BaTENIECH

- busnec-opueHTHpOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI

6) OcHOBHBIMH pUCKaMH HH(OPMALIMOHHOM 0€30MacCHOCTH SBJISIOTCS:
- Uckaxenue, yMeHbIIeHHE 00bEMa, TIEPEKOTUPOBKA HHPOPMAITUH

- TexHM4eckoe BMEIIATENbCTBO, BEIBEICHHE U3 CTPOst 000py10BaHUs
ceTu

+ IloTteps, uckaxkeHue, yreuka HHGopMauu

7) K ocHOBHBIM npuHIMIAM obecrieuyeHuss THPOpMaMOHHON
0€3011aCHOCTH OTHOCHUTCSL:

+ DkoHOMUYECKOH 3(h(hEeKTUBHOCTH CHCTEMBI 0€30ITaCHOCTH

- MHororuaropMeHHOH peanu3aiy CUCTEMBI

- YcuieHus 3aUIIeHHOCTH BCEX 3BEHBEB CUCTEMBI

8) OcHOBHBIMH CYObEeKTaMH HUH(POPMALIMOHHOW OE30MaCHOCTH
SIBIISTIOTCSI:

- PYKOBOJUTEIH, MEHEKEePhl, aIMUHUCTPATOPbl KOMIAHUH

+ opraHsI IpaBa, roCy1apcTBa, OU3Heca

- ceTeBble 0a3bl JaHHBIX, (PaepPBOIIIBI

9) K 0CHOBHBIM (YHKIHSIM CHCTEMBI O€30ITACHOCTH MOXHO OTHECTHU BCE
NePEUYHCICHHOE:

+ YcTaHOBIIEHHE PETJIaMEHTa, ayAUT CHCTEMBI, BBISIBJICHHE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPUIIOKEHUH, CMEHA XOCTUHT-KOMITAHUU
- BHenpenue ayreHTH(QHUKAINN, TPOBEPKU KOHTAKTHBIX TAHHBIX
I0JIb30BaTENICH

tect 10) [IpuHIMIIOM HHPOPMALIMOHHOM 0€30MaCHOCTH SBISAETCS
MIPUHITUN HEAOMYIICHUS:

+ HeonpaBaaHHbBIX orpaHu4eHuil npu paboTe B ceTu (cucteme)

- PrckoB 0€3011aCHOCTH CETH, CHCTEMBI

- [Ipe3ymnimm cekpeTHOCTH

OIIK-6.VY.1

11) IlpuHiunom noMuTUKU UHMOPMAIIMOHHONW O€30MacCHOCTH SIBIISIETCS
MPUHIUI:

+ HeB03M0>XKHOCTH MMHOBATh 3alIUTHBIE CPECTBA CETU (CUCTEMBI)

- YcuseHust OCHOBHOIO 3BEHA CETH, CUCTEMBI

- [TonHoro 6;10KMpOBaHUS JOCTYTA IPU PUCK-CUTYALTUAX

12) [IpyHIMTIOM NOJIUTUKUA HHPOPMALIMOHHON 6€30MacCHOCTH SIBIISETCS
TIPHUHITATL:

+ YcuneHuns 3aluIeHHOCTH CaMOro HE3allUIEHHOIO 3BEHA CETU
(cucremsr)

- [lepexona B 6e30macHOE COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [lonHOTO HOCTYNA NMOJIB30BaTENIEH KO BCEM pECypCcam CETH, CHCTEMBI

OIIK-6.B.1




13) IIpuHIIMTIOM TOTUTUKH HH(GOPMAITMOHHON O€30MaCHOCTH SIBJISIETCS
TIPUHIIHIL:

+ Paznenenus nocryna (06s13aHHOCTEN, MPUBUIIETUN) KIMEHTAaM CETH
(cuctemsl)

- OTHOYPOBHEBOH 3aIUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX IIPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CUCTEMBI

14) K 0CHOBHBIM TUIIaM CPECTB BO3/AEHCTBUS HA KOMIIBIOTEPHYIO CETh
OTHOCHTCS:

- Komnbrotepnsiii cOoit

+ Jlornueckue 3akaaaku («KMUHBD)

- ABapuiiHO€ OTKIIFOYCHHUE TTUTAHUS

15) Korma moiydyeH cnaM 1o e-mail ¢ mpuiokeHHbIM (Daitsiom, ClieyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUYETO [IECHHOTO —
yAaIUTh

- CoxpaHuTh npuiIoxkenue B napke «Cramy», BBISICHUTD 3aTteM [P-anpec
re’epaTopa cramMa

+ Y 1anute TUCbMO C IPUIIOKEHUEM, HE PACKpPbIBast (HE YUTast) €To

16) [puauun Kupxroda:

- CeKpeTHOCTh KJII04a OMpeiesieHa CeKPETHOCTHIO OTKPBITOTO
cooOmieHus

- CekpeTHOCTh HH(POPMAITIH OIPeIeieHa CKOPOCTHIO NIepeaun JaHHBIX
+ CeKpeTHOCTb 3aKPBITOTO COOOIICHHS OTPEACISIETCSI CEKPETHOCTHIO
KIIF04ua

17) OUII — sTo:

- DneKTpoHHO-1I(POBOIT MpeoOpa3zoBaTenb

+ DnekTpoHHO-IM(POBAs MOANUCH

- DIIeKTPOHHO-IIU(PPOBOIA Mpoiieccop

18) Haubomnee pacnpocTpaHeHbl yrpo3bl HHOOPMAITMOHHOM
0€30MaCHOCTH KOPITOPATUBHOMN CUCTEMBI:

- [loxynka HenuuensuonHoro 10

+ OmuOKM KCITyaTalliyd U HEYMBIIIUIEHHOTO U3MEHEHUS PeKuMa
pabOTHI CUCTEMBI

- CO3HATeNbHOTO BHE/IPEHUS CETEBBIX BUPYCOB

[lepeueHb TeM KOHTPOJBHBIX PabOT MO MUCHUIUIMHE OOYYaIOIIUXCS 3a09HON (hOPMBI
o0OydeHus1, Ipe/ICTaBICHbI B Ta0mie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. MeToquveckre ~ MaTepUalbl,  ONPEACIAIONIAE  TPOUEAYPHl  OICHUBAHUS
WHAWKATOPOB, XapaKTEpU3YIOUIUX JTanbl (OPMUPOBAHHUS KOMIIETCHIIUN, COJAEp)KaTcs B
JOKAJIbHBIX HOpMaTUBHBIX aktax [YAIIl, pernaMeHTUpYHOIIMX TMOPAIOK W MPOLEAYPY
MPOBEJICHUS TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEKYTOUHOM aTTECTAIlMM O0YyJaroIINXCs
I'VAIL

11. Mertoaudeckue yKazaHus Uit 00YJarOIIUXCS IO OCBOCHUIO TUCITUTLIAHBI

11.1. Metoauueckue yka3zaHUs [ OOYYAIOIIMXCS 10 OCBOCHHUIO JIEKIIMOHHOTO
MaTepuaa.




OcHOBHOE Ha3HA4Y€HUE JIEKIIMOHHOTO MaTepuana — JIOTUYECKH CTPOHHOE, CHUCTEMHOE,
riyOOKoe U sICHOE WU3JI0kKEeHHe ydeOHoro marepuana. Ha3HadeHune cOBpEeMEHHOM JeKIuU B
paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(POPMALMIO 1O TEME, a B OCBOCHUU
(GyHAaMEHTaIbHBIX MpOOJEeM JUCHMIUIMHBI, METOJOB HAy4yHOrO II03HaHMS, HOBEHUIIMX
JOCTIDKEHUI Hay4HOH MbIciu. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JIOTHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIus packpbIBaeT NOHATUIHBIN anmapar
KOHKPETHOW 00sacTé 3HaHUs, €€ HmpoOieMbl, JaeT LENbHOE NPEJCTaBICHUE O IUCLUILIMHE,
IIOKAa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUAIIIIMHAMM.

[lnanupyemMble pe3yabTaThl IPH OCBOSHUH 00yYalOMUMUCS JIGKIIMOHHOTO MaTepraa;

— TIOJYy4YEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HAHUH, YPOBECHb
KOTOPBIX OIPEIEISIETCS LEIIEBOM YCTAHOBKOM K KaXK10M KOHKPETHOU TEME;

— TOJIy4€HHE OIbITa TBOPYECKOI pabOThl COBMECTHO C IPENOJaBaTEIEM;

— pa3BuTHE HIPOPECCUOHATIBHO-IENOBBIX  KauyecTB, JIIOOBM K IpeAMETYy H
CaMOCTOSITEJIBHOTO TBOPYECKOI'O MBIIITICHHUS.

— MOSABJEHUE HEOOXOJUMOro HHTEpeca, HEOOXOAUMOrO ISl CAMOCTOSITEIbHON paboThI;

— IIOJIy4YCHUE 3HAHUM O COBPEMEHHOM YPOBHE pPa3BUTHS HAYKHM M TEXHUKM U O
IIPOTHO3€ UX Pa3BUTHSI HA OJIMKaiIlne Tobl;

— HayuyuTbCs METOJUYECKH oOpabaTbiBaTh MaTepuan (BbIACIATH TJIaBHBIE MBICIU U
IIOJIOKEHUS, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSTh HUX B  Pa3jIM4YHBIX
(bopMyIupoBKax);

— MOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TOHATHH.

JIekuMOHHBI MaTepHall MOXET COIPOBOXKIAATbCA JEMOHCTpauuend CIaiJoB H
UCIOJIb30BAaHUEM DA3JaTOYHOI0 MaTepuallia IpU MPOBEIEHUH KOPOTKHX JTUCKYCCHH 00
OCOOEHHOCTSIX IPUMEHEHMSI OT/AEIbHBIX TEMATHUK 110 IUCHUIUIMHE.

CrpyKTypa npefocTaBieHusl JEKIHNOHHOIO MaTepuara:

— H3noxxeHue JIEKIMOHHOIO MaTepuaa;

— lIpencrasieHne TEOPETUUECKOrO MaTepUaa IpernoJaBaTesIieM B BUE CIIANOB;

— OcBo€HHE TEOPETUUECKOT0 MaTepualla o0 MPAaKTUIECKUM BOIIPOCaM;

— CnHcok BOIIPOCOB O TEME Ul CAMOCTOSITENIbHOW PabOThI CTYECHTA.

Metoanyeckue yka3zaHHs [0 OCBOSHHIO JISKIIMOHHOIO MaTepHuajga UMEITCsS B U3JaHHOM
Buae B 6ubmmoreke I'YAII Cunapuyk, Anapeit AnekcanapoBuu (KaH[. TeXH. HayK). OCHOBBI
UHPOPMALIMOHHOM Ge30macHOCTH : yuyeOHo-meroandeckoe mocobue / A. A. Cunapuyk ; C.-
[Terep6. roc. yH-T aspokocm. npudopoctpoenus. - Cankr-IlerepOypr : U3n-so ['VAII, 2023. -
94 c. : puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. 11. - Tekct : HemocpeACTBEHHBII

11.2. Meroauueckue ykazaHus A OOYyYaroIUXCs MO BBIIOJIHEHUIO J1a00paTOPHBIX
pabot

B xozme BbIMONHEHMs J1a0OpaTOpHBIX paboT oOyyaromuics JOJKEeH YIriyOuTh H
3aKpenuTh 3HAHUS, NMPAKTUYECKUE HABBIKH, OBIIAJIETh COBPEMEHHOW METOIUKOW M TEXHUKOU
HKCIIEPUMEHTAa B COOTBETCTBUH C KBAJTU(HUKAIIMOHHONH XapaKTEPUCTHKONW OO0YyJaromerocs.
BrimonHenne nabopaTtopHbIX pabOT COCTOUT M3 3KCHEPUMEHTAIbHO-TIPAKTUYECKOM, pacueTHo-
AQHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPHUITUH.

Breinonnenue nabopaTopHbIX pabOT 00ydaromUMCS SIBJISETCS HEOTHEMJIEMOW YacThIO
U3yYeHHs] JTUCHMIUIMHBI, OIpelenseMoil y4yeOHbIM IUIAaHOM, U OTHOCHUTCS K CpEICTBaM,
00ecIeunBarONINM PEHICHUE CIEAYIONNX OCHOBHBIX 337124 00yJaromerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMS IMPOIECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B PaMKax JaHHOW JUCIUIUIHHBI;

— 3aKpeIUIeHHe, pPa3BUTHE W JIETATM3aIlUs TEOPETHYECKMX 3HAHWH, TOJTYYCHHBIX Ha
JEKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAINH 110 U3y4aeMOH TUCIUIINHE;



— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIBHOM  paboThl ¢ J1a0OpaTOpHBIM
000pyI0BaHUEM U TPUOOPAMH.

3ajanne U TPeOGOBAHUSA K NPOBEAEHUIO JIA00OPATOPHBIX PadoT

— B 3amanun n1omxHO OBITH YeTKO COPMYITMPOBAHA 33/1a4a, BeioHsemas B JIP;

— Omnucanbl BXO/JHBIC U BBIXOJHBIC TAHHBIE 115 MpoBeaeHus JIP;

— JIP nomxHa BBIIIOJIHATHCS HA OCHOBE IOJIYYEHHbBIX TEOPETUUECKUX 3HAHUSAX;

— Bemonnenue JIP TOMKHO OCYIIECTBIATHCS HAa OCHOBE METOJMYECKHUX YKA3aHUU,
IIPEIOCTABIIIEMBIX IIPETIOAABATEIIEM;

— JIP pgomxHa BBINOJIHATHCA B CIELHATIM3UPOBAHHOM KOMITBIOTEPHOM KJIACCE U MOKET
OBITH JOpabOTaHa CTYIEHTOM B JOMAILITHUX YCIOBUSX, eciu 1no3Bossier [10;

— Hrorom BeimosiHeHHO#M JIP siBiIseTcs OTUET.

Crpykrypa u popma otuera 0 1adopaTopHOii padorTe

— IlocTaHoBKa 337249,

— Bxopgnbie 1 BBIXO/IHBIE TAHHBIE;

— CopepkaHue 3TaroB BBIMOJIHEHUS;

— O0ocHOBaHME MTOJIYYEHHOTO pe3yibTara (BbIBOJ);

— Crucok ucnoiab3yeMon JIuTeparypsl.

TpebdoBanus k opopMIIEHHIO 0TYETA 0 J1aGopaToOpHOIi padoTe

— Jlaboparopnas pabora (JIP) mpenocraBisieTcss B Ie4aTHOM/MIIH SJICKTPOHHOM BHJIC,

— JIP nomxHa cOOTBETCTBOBATh CTPYKTYpE U (pOpME OTUETA IPEICTABICHHOM BBILIE;

— JIP pomxna umerh TUTynbHBIM Juct (I'OCT 7.32-2001 wsmanust 2008 roma) ¢
Ha3BaHMEM U IOJIUCHIO CTYAEHTA(0B), KOTOPHIH(bIe) ee crenan(u) u opopmui(un);

Cryaent nomwkeH 3amututh JIP. OTMeTKa 0 3ammuTe A0HKHA HAXOAUTHCS HA TUTYJIBHOM
JIUCTE BMECTE C MOJIHUCHIO IPENoAaBaTess.

11.3. Meroauueckue yKazaHus JUIsi OOYyJaIOMIMXCS MO MPOXO0XKICHHIO CAMOCTOSITEIHHON
paboThI

B xoze BBIIOTHEHUS CaMOCTOSATENbHONW pabOThI, OOYUYaAIOLIUIICS BBIMOJIHAET paboTy MO
3aJJaHUI0 ¥ IIPU METOJUUYECKOM PYKOBOJCTBE IperojaBaTelis, Ho 0e3 ero HemocpeCTBEHHOTO
y4acTusl.

B mporecce BBINOTHEHHS CaMOCTOSITENbHOW paboThl y oOyuwaromierocss (popMHpyercs
1esnecoo0pa3Hoe MIIaHUPOBaHUE PaboOUero BpeMeHu, KOTOPOE MO3BOJISIET €My pa3BUBaTh YMEHUS
U HaBbIKM B YCBOGHHMU M CHUCTEMAaTH3allMM MPUOOpETaeMbIX 3HAHUU, OOECleYHBAEeT BBICOKHIMA
YPOBEHb YCIEBAEMOCTH B IMEpPHOJ OOY4YEHMs, MOMOraeT IOJYyYUTh HAaBBIKA IIOBBIIICHUS
npo¢eCcCHOHATBHOIO YPOBHS.

MetoauyeckumMi ~ MaTepuaiaMM,  HalpaB/SIIOIIMMH  CAMOCTOSATEIBHYIO  paloTy
00y4aroIUX CSSIBIISIOTCS:

— y4eOHO-METOAMYECKHUI MaTepHal o JUCIUILINHE;

— METOAMYECKHE YKa3aHHS IO BBITIOJHEHUIO KOHTPOIBHBIX paboT (s 00ydaromuxcs
1o 3a04HOU (hopme oOyueHus).

11.4. Metoauueckre yKazaHus [UIsi OOYyYaroIIMXCS TO MPOXOXKACHHUIO TEKYIIETro
KOHTPOJI YCIIEBAEMOCTH.

Texkymuii KOHTPOJb YCHEBAEMOCTH NPEIyCMaTpUBAaET KOHTPOJIb KayecTBa 3HAHUU
00y4aroImuxcsi, OCYIIECTBISEMOIO B TEUEHUE CEMEeCTpa C IIeJIbI0 OLEHHBAHUS XO/1a OCBOCHUS
JTUCIUTUIAHBI.

JUisi  yCHEUIHOTO TMPOXOXJAEHUS TEKYLIEro KOHTPOJs HEOOXOAMMO BBIMOJHUTH
nabopaTopHble pabOThI, 3arPy3UTh UX B JTUYHBIN KAOMHET U MPOUTH MPOLENYPY 3aIIUTHI KaXa0H
paboThl. O1ieHKH 3a pabOThI BHICTABIISIOTCS 10 MATUOAIUIBHOM HIKaJIe.



11.5. Metoau4eckue yka3zaHUs JJisi O0y4arolIuXcs MO MPOXOXKICHHIO MPOMEKYTOUHON
aTTeCTallUU.

— IlpomexyTouHast arrecTammsi OOy4YalONIMXCS TMPEIyCMaTPUBACT  OILICHUBAHUE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3y/IbTaTOB 00y4YeHHs MO auciuruiiHe. OHa BKIIIOYAeT B
cebst muddepeHmpoBaHHBIN 3a4eT — 3TO (HOpMa OIECHKU 3HAHWU, TOMYYEHHBIX O0YJarOIIUMCS
[PU U3YYEHUU TUCUUIUIMHBI, IPU BBHIMOJIHEHUN KYPCOBBIX MPOEKTOB, KypCOBBIX PabOT, HAYYHO-
UCCIICIOBATEIILCKUX PA0OT M MPOXOXKJACHUU TPAKTHK C aTTECTAIMOHHON OIICHKOW «OTIIMYHOY,
«XOpOILIOY», «YAOBIECTBOPUTEIHHOY, «HEYAOBIECTBOPUTEIHHOY.

JUIs  yCHeImIHOTO TPOXOXKACHUS TMPOMEKYTOYHONW aTTECTallMd HEoOXomuMo  3a
3alllMIICHHbIE  JIabopaTopHble PabOTHl MOJYYHUTh HWHTETPANbHYIO OICHKY HE  HUXKE
«YIOBIIETBOPUTEIHHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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