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AHHOTaUs

Hucuumnuna «ObecnieyeHne WHGOpPMALMOHHOW O€30MacHOCTH B HH(POPMAIIMOHHBIX
CeTAX» BXOOUT B O00pa30BaTEIbHYI0 NPOrpaMMy BBICHIETO OOpa30BaHUS — MPOrpaMMy
MarucTparypbl II0 HamNpaBJICHUIO NOAroToBKHW/ crneruainbHocTH 11.04.04 «OnekTpoHuka u
HAHOZJICKTPOHHMKA»  HampaBieHHocTH/crienmanu3auu  «Cucrtembl  cOopa, 00pabOTKH |
oToOpakeHuss nHGopmarumy. luctunauna peanuzyercs kaheapoi «Ne33».

JlucuuiuinHa HaresneHa Ha (P OpMHUPOBAHKE Y BBIITYCKHHUKA CIETYIOIIINX KOMITETEHITHINA

OIIK-1 «Cmoco0OeH TpeAcCTaBiIsITh COBPEMEHHYIO HAyYHYIO KapTHHY MHpPA, BBISBISATH
€CTeCTBEHHOHAYYHYIO CYIIHOCTb MpOOJeM, ONpeneisaTh NyTH HMX PpEHICHUS M OICHHUBATh
3(PEKTUBHOCTD CIIETAaHHOTO BHIOOPAY

OIIK-3 «CmocobeH mnpuoOperaTh M WCIONB30BaTh HOBYIO HWHGOpPMAIMIO B CBOEH
MpeIMETHOM 00J1acTH, MpeiaraTh HOBbIE AU U MOIXObl K PEIICHUIO0 HHKEHEPHBIX 3a1au»

CopepxaHue AMCLUUILUIMHBI OXBAaThIBA€T KPYT BOIPOCOB, PACKPBIBAIOIIUX CYLIHOCTb U
3HaueHne WH(GOPMAIMOHHONW 0e30MacHOCTH M 3allUThl MH(OpPMAIUKM, UX MeCTa B CHCTEME
HaI[MOHAJIbHOU 0€e30MacHOCTH, olpeziesieHue TEOPETUUECKUX, KOHIIETITYaIbHBIX,
METOIOJIOTUYECKUX U OPTaHU3AI[IOHHBIX OCHOB 00ecieueHus Oe30MacHOCTH.

[IperoaBanyie MUCHMIUIMHBI TPEAYCMAaTPUBAET CleAylomue (HOpMBI OpraHU3alUuN
yueOHOro mporiecca: JEKLUU, J1abopaTopHble pabOThl, CaMOCTOSTENbHAas paboTa CTYICHTA,
KOHCYJIbTallUH.

[IporpaMMo#l NHUCHUTUIMHBI TPEIyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, POMEKYTOUHAsl aTTecTanus B popme sk3ameHa (1 cemectp).

OO0mias TpyAOEMKOCTh OCBOEHUS AMCLMILIMHBI COCTaBIsAET 3 3aueTHhIX eauHuibl, 108
4acoB.

SI3bIK 00yUYeHUs IO TUCIUILTUHE KPYCCKHM »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (eZiepaibHOM T'OCYIapCTBEHHOM 00pa30BaTE€IbHOM CTaHAAPTE BBICHIETO MPO(ecCHOHAIBHOTO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETCHIIUH.

Taxoke 1ensIiMi OCBOCHUS NUCIMILIMHBI «3aliuTa MHPOPMALUN») SBISIOTCS PACKPBITHE
CYIIHOCTH U 3Ha4eHHs] MHGOPMAIMOHHON 0€30MacHOCTH U 3alllUThl HHPOpPMAIMH, UX MECTa B
CHCTEME HaIlMOHAIBbHOM OE30MacHOCTH, OIpeJeNieHHEe TEOPETUYECKUX, KOHIENTYalbHbIX,
METOJIOJIOTUYECKUX M OpraHu3allMOHHBIX OCHOB oOecredeHus Oe3omacHOCTH HHGOpMaluy,
KJIACCU(UKALIUS U XaPAKTCPUCTUKU COCTABIIIOMINX MHGOPMAITMOHHON OE30IMaCHOCTH | 3aIUThI
uH(pOpMalliK, YCTaHOBJICHHE B3aUMOCBSI3M M JIOTUYECKOW OpraHM3alMyd BXOISIIMX B HUX
KOMITOHEHTOB.

1.2. JlucuumiuHa BXOJIUT B COCTaB 0053aTeIbHON YacTH 00pa3oBaTEIbHON MPOTrPAMMBbI
BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. IlepeueHb IIAHUPYEMBIX PE3YJILTATOB OOYUEHUS MO AUCLUUIIIMHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pesynbrate u3yueHUs AMCHUIUIMHBI OOYYAIOUIUICS NOJDKEH O0MagaTh CIEAYIOUTUMU
KOMIIETEHIIMSIMU FJTH WX 9acTsAMH. KoMIeTeHIMu 1 WHAMKATOPHI UX JOCTHKCHHS TPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMI U HHINKATOPOB MX JOCTHXKEHHS

Kareropus (rpymnmna) Kon u HaumeHnoBanue Kon u HanMeHoBaHMe UHIUKATOpA
KOMITETCHIINH KOMITCTCHIINH JTOCTHKCHHS] KOMIIETEHITUN

OIIK-1 Coocoben
MIPEJICTaBIISIT
COBPEMEHHYIO

HAYYHYIO KapTUHY

Ob6menpodeccnoHanbHbIe

MUpA, BBISBIIATH
€CTECTBEHHOHAYYHYIO

OIIK-1.3.1 3HaTh TEHAEHIINH U
MEPCTIEKTUBBI PA3BUTHUS DIEKTPOHUKH

KOMTICTCHITHH CYIITHOCTh TIPOOJIEM, | HAHORJICKTPOHUKH, a TAKIKE CMEKHBIX
OTIpEIeNIATh MyTH UX | oOxacTel HAyKH U TEXHUKHU
pelieHus u
OIICHUBATh
3¢ peKTUBHOCTH

CACIIAHHOTO BBI60pa

O6menpodeccrnoHanbHbIE

KOMIICTCHIIM

OIIK-3 Cnocoben
npuobperats 1
MCTIOJIh30BaTh HOBYIO
uHpOpMaIIHIO B
CBOEH IIPEAMETHOU
o0nacty, mpejaratb
HOBBIC UJICH U
MOJIXO/IbI K PEIICHUIO
WH)KEHEPHBIX 3a/1a4

OIIK-3.3.1 3HaTh NPUHLIUIIBI TOCTPOEHUS
JIOKAJIbHBIX U TJ00aJTbHBIX KOMIBIOTEPHBIX
ceTel, OCHOBBI IHTEpHET-TEXHOJIOT U,
TUIIOBBIE IPOLEAYPHI IPUMEHEHUS
POOJIEMHO-OPUEHTHPOBAHHBIX
MPUKIIAJHBIX TIPOTPAMMHBIX CPEJICTB B
JUCIUIUIMHAX MPO(eCcCHOHATBHOTO UK
U poecCHOHANBHOM chepe AeaTeNbHOCTH
OIIK-3.3.2 3HaTh METO/IbI MAILIMHHOTO
00y4YeHHsI U UCKYCCTBEHHOTO MHTEIIJIEKTa,
HCIIOJIB3YEMBIX B CBOEH MPEAMETHOMN
o0nactu

OIIK-3.VY.]1 ymeTs ucnonb3oBathb
COBpEMEHHbIE HH(POPMAIIMOHHBIE U
KOMIIbIOTEPHBIE TEXHOJIOTUH, CPEJCTBA
KOMMYHHKAIIHH, CIIOCOOCTBYIOIINE
MOBBIICHHIO Y()()EKTUBHOCTH HAYYHOH U




\ \ o0OpazoBatenbHOU chep AeATETHHOCTH

2. Mecro nucuumumHbl B cTpyktype Ol
JucuumnimHaa MokeT 0a3upoBaThCs HA 3HAHUSAX, paHee MPUOOPETECHHBIX 00YYarOIIUMHUCS
[P U3YYCHHUH CIETYIOIINX AUCIUTLINH:
— Hudopmaruka
— HMudopManimoHHbIe TEXHOJIOTUN
3HaHUsL, TOJIyYEHHBIE IIPU U3YyYEHUH MaTepHalla JaHHON IMCLUUIUIMHBI, UMEIOT CAMOCTOSATEIbHOE
3HAaYCHHE.

3. O0BeM U TPYIOEMKOCTh JUCIUTUINHBI
JHanaple 00 00meM oO0beMe TUCIUILUIMHBI, TPYJOSMKOCTH OTACIBHBIX BHJIOB y4eOHOU
paboThI 1O TUCIUILTHHE (M paclpeieieHue 3TOH TPYAOEMKOCTH 110 CeMeCTpaM) IpeACTaBICHbI B
tabnuie 2.

Tabnuna 2 — O0beM U TPYAOEMKOCTh AUCIMITITUHBI

TpynoemMkocTs 1o
Bun yuebnoit paboTbl Bcero ceMecTpam
Nol
1 2 3

Oowan mpyooemKkocmp OUCUUNIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npaKxmuyecKkoil no020moeKu
AyoumopHhule 3anamus, BCETO 4ac. 34 34
B TOM YHCIIC:

nexum (JI), (gac) 17 17

npakTuueckue/cemunapckue 3anarus  (I13),

(gac)

nabopaTtopHubie padoTs (JIP), (uac) 17 17

KypcoBoii npoekT (pabdota) (KII, KP), (gac)

9K3aMeH, (Jac) 36 36
Camocmoamenvnan paboma, Bcero (4ac) 38 38
Buo npomesxcymounoit ammecmayuu:. 3a4er, k3 k3
. 3auer, sx3amen (3ader, Iudd. 3a4, Ok3.) ’ ’

4. ConepxaHue JUCITUTUTHHBI
4.1. PacnpeneneHue TPyI0EMKOCTH JUCIUILTHHBI IO pa3eiaM U BUAAM 3aHITHIA.
Pazaenbl, TeMBbI TUCITUTITUHBI 1 KX TPYJOEMKOCTh TTPUBECHBI B Ta0IUIIE 3.

Tabnuna 3 — Pa3ensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Paznensl, TEMBI IUCIUITITHHBI Jlexuma | 113 (C3) - JIP KII .
ACTIRL, et (gac) (gac) (dac) (gac) (dac)
Cemectp 1

Paznen 1. Beenenue 1 3
Pazgen 2.CymHocTe W MOHATHE HH()OPMAIMOHHOM 2 4
Oe3omacHOCTH
Paznen 3. 3nauenue nHGOPMALIMOHHON 0€30IaCHOCTH 2 4
M €€ MECTO B CHCTEME HAIlMOHAIBHOM 0€301aCHOCTH
Paznen 4. CymHoCTb ¥ MOHATHE 3alIUTHI HHPOpMan 2 4
Paznen 5. CocraB u kitaccudukaius HoCUTeaeh 2 4 4
3aIuIaeMoi nHbopMaIuu




Pa3nen 6. IlonsaTHe 1 CTPYKTYpa yrpo3 3alUIIaeMoi 2 4 5
nH)OpMaIuu

Paznen 7. OObEKTHI 3aIMThI HH()OPMAIIUH 2 4 6

Paznen 8. Kitaccudukarust BUIOB, METOJIOB U CPEJICTB 4 5 8

3aIATH HTH)OPMAITHH

Uroro B cemectpe: 17 17 38
Utoro 17 17 0 38

[IpakTuyeckas MOArOTOBKA 3aKIIOYAETCS B  HEMOCPEJICTBEHHOM  BBINOJIHEHUH
OoOydJallmMMHUCs  OMNpeNeJeHHBIX  TPYIOBBbIX  (YHKUMH,  CBSI3aHHBIX C  Oynyimei
npodeCcCHOHATIBHOMN 1S TETbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Conepxanue pa3esioB M TeM JICKITMOHHBIX 3aHITHIA MTPUBEICHO B Ta0HIIC 4.

Tabmuna 4 — ConeprkaHue pa3esioB U TEM JICKIIMOHHOTO ITUKJIA

Howmep paznena HaszBanue u conep:xanue pas3ieiioB U TEM JIEKIIMOHHBIX 3aHATHI

Pasoen 1. Beeoenue.

[Ipenmert u 3aaun Kypca. 3Ha4eHHE U MECTO Kypca B, IIOATOTOBKE
CIEIMATMCTOB, 0 3amuTe nHpopmarn. Hayunas u yuebHas
B3aUMOCBSI3b Kypca ¢ APYTHMH TUCUMIUINHAMU. Pa3zensl u TeMsbl, ux
pacIpeneneHue o BU1aM ay IuTOPHBIX 3aHATUH. DOpMBI IPOBENCHUS
CEeMHHApPCKUX 3aHsATHH. COCTaB U METOJUKA CAMOCTOSTEILHON paboThI
CTYAEHTOB IO U3YYECHHUIO TUCIMIUTMHEL. DOpMBI IPOBEPKH 3HAHHM.
AHaln3 HOPMaTHUBHBIX ICTOYHUKOB, HAYYHOH M y4eOHOH JINTEpaTypHlI.
3HaHUS U YMEHHS CTYICHTOB, KOTOPBIE TOJKHBI OBITH TIOITY4EHBI B
pe3ysbTaTe U3yyeHus Kypca.

Pasoen 2. Cywynocmo u nonamue ungopmayuonrou bezonacnocmu
CTaHOBJICHUE U Pa3BUTHE MOHATHA "MH(DOPMAIIMOHHAsS 0€301MacHOCTh" .
CoBpeMeHHbIe IOAXO0/IBI K onpeenennto NoHsATH. CyIIHOCTh
nHPOpMaMOHHOH 6e30macHoCTH. OObEKTH HHPOPMALIMOHHOH
6e3onacuoctu. CBsi3b HHPOPMALMOHHON 0€30II1aCHOCTH C
uHpopMmaTu3zaiueit odiecrsa. Ctpykrypa HHOOPMAIMOHHON
6e3onacHoctu. OnpeaeseHue NOHATHS HHPOPMALMOHHAS
Oe3omacHOCTh".

Pazoen 3. 3nauenue ungpopmayuonnoil 6ezonacHocmu u ee Mecmo 8
cucmeme HaYUOHANbHOL OE30TTACHOCTH

3HaueHne nH(HOPMAIMOHHOM, O€30IIACHOCTH ISl CYOBEKTOB
WH(GOPMAITMOHHBIX OTHOIIICHHIA.

3 CBs13p MeX Ty HH(OPMAITMOHHONW 0€301MacCHOCTHIO U O€30MaCHOCTHIO
WHPOPMALIUH.

[onsiTre M cCOBpeMEHHas! KOHIICTIIUS HAIIMOHAILHOW 0€30I1aCHOCTH.
MecTo uHpOpMaIMOHHON, 0€30IIaCHOCTH, B CUCTEME HAIIMOHAJIbHOM
0e30MmacHOCTH.

Pasoen 4. Cywnocms u nonsamue 3awjumol uH@opmayuu
Cy1ecTByOIHME MOIXO0AbI K COAePKAaTEIbHON YaCTH NOHATHS "3a1uTa
uHPOpMAIUK" B CIOCOOBI pealTu3aliy COAePKATEIHLHOM YacTu.
MeToponoruueckasi OCHOBa PACKPBITHS CYLIIHOCTU U ONIPeIeICHUs
MOHATHSA 3alIMThI HHPOpMay. PopMbl BEIPAKEHUS HAPYILICHHS
cratyca uHpopmanuu. O0yCIOBIEHHOCTh CTaTyca HHGOPMAIUY e
YSI3BUMOCTBIO.

[NonsTre ya3sumocTu nHGopManuu. PopMbI IPOSIBICHUS YSI3BUMOCTH
uadopmarmn. Buns! ysssumoctn nadopmaryn. [lonstue "yreuka
ungpopmaruu". CooTHolieHue GopM U BUIOB YI3BUMOCTH




nHpopMarun'".

nHpopmanun. ConepikarenbHas YacTh MOHATHSA "3auTa

Crioco6 peanuzanuu coepKaTeIbHON YaCTH 3alIUThl HHQOpMAIIHH.
OmnpeneneHre NOHATUS "3anuTa HHGOPMAIUK'', €T0 COOTHOIICHHE C
nousitieM, copmynupoBanusM B [OCT P 50922-96. "3amuTa

nHopmaruu. OCHOBHBIC TEPMHHBI M OTIPEACIICHUS" .

unghopmayuu

Paszoen 5. Cocmas u kraccugpuxayus Hocumenei 3auuuyaemo

[TonsTre HOcHUTENb 3anuImaemMon nHbopmarwu''. COOTHOIICHHE
MEK/Ty HOCHTEJIEM U NCTOUYHHKOM HH(opmarin. CocTaB HOCUTENEH
3ammuiaeMoir nadopmarmu. CrocoOs! pukcupoBanus HHGOpMaAIHK B

5 HOCHUTEIISIX. Bumel oToOpaskeHmsi HHPOPMAIIUK B HOCUTEISAX. MeTO b

WHPOPMAITUH.

BOCITPOM3BEACHUS OTOOPAKESHHOW HHPOPMAITUN B HOCHTEIIX
uHpopMmari. Hocurenu muchbMeHHOH, BUIOBOM, H3JTy4aeMOM
nHpopmarun. Onocpe1oBaHHBIC HOCUTENH 3aIAIIAEMON

nHpopMaruu. CBONCTBA ¥ 3HAYCHHE TUIIOB HOCHUTENIEH 3alUIaeMOn

6 sABNIeHUs1, PAaKTOPBI, yCIOoBHA. [IoHSATHE YIpO3bI 3aIUIIaeMOit

WH(GOPMAITHIO.

Paszoen 6. [lonamue u cmpykmypa yepo3s sauuujaemoti ungopmayuu
CoBpeMeHHBIE TTOIXO0/IBI K MTOHATHIO YTPO3BI 3AIUIAeMOI
nHpopMaruu. CBs3b YIPO3bl 3aIUIIAEMON HHPOPMAITIH C
VSI3BUMOCTBIO HH(pOopMaun. [Ipu3HaKy v COCTABISIONINE YTPO3BI:

nHpopmaruu. CTpyKTypa SIBICHHH KaK CYIIHOCTHOTO BBIPAYKCHHUS
yrpo3sl 3anuimaemMoi uHpopmaruu. CTpykTypa GpakTopos,
CO3JIAI0IINX BO3MOKHOCTD JIECTA0MITU3UPYIOIIETO BO3ACHCTBHS Ha

00BEKTOB 3alllUThI.

Ha 00BEKTHI 3alllUThI.

Paszoen 7. Obvexmul 3auumel ungopmayuu
[Monsitrie o0bekTa 3amuThl. HocuTenn nHdopMaun Kak KOHEUHbBIE
00BeKTHI 3amuThl. OCOOEHHOCTH OTAETBHBIX BUIOB HOCUTENEH KaK

CocTtaB 00BbEKTOB XpaHEHHUS MMCbMEHHBIX U BUJIOBBIX HOCUTEJIEH

WHPOpMAaIUH, ToAeKamuX 3amurte. CocTaB MOAIEKAIINX 3alIUTE
TEXHHYECKUX CPEJCTB OTOOpaXKeHUsI, 00pabOTKH, XpaHEHUS,
BOCHPOW3BE/ICHHS TTepeaadn nHpopManuu. [{pyrue o0beKThI 3alUThI
uHpopMaii. BuJbl U ClIOCOOBI JECTaA0MIN3UPYIONIETO BO3ICHCTBUS

unghopmayuu

Pa3zoen 8. Knaccughuxayus 6udos, memooos u cpedcma 3auumol

Bupp! 3ammutel nHpopMaium, chepsl ux aeicteus. Knaccudukanms
METO/IOB 3aIUThl HHPOPMALIUH. Y HUBEPCAIbHBIE METOIbI 3AIIUTHI

8 nHpOpMauu, 00acTb UX npuMeHeHus. O01acTH MpUMEHEHUs
OpraHU3aIMOHHBIX, KPUITOTPahUIECKUX U HHKEHEPHO-TEXHHICCKHX
METOA0B 3auThl HHpopMauun. [lonsTre 1 KaccuuKanys CpeacTs
3amuThl nHGopManuu. HasHauenue mporpaMMHBIX,
KpUNTorpadu4ecKuX U TEXHUUECKUX CPEJICTB 3aIUTHI.

4.3. Ilpaktuyeckue (ceMUHAPCKUE) 3aHATUS

Tembl mpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEIEHBI B TAOJIHNILIE 5.

Ta6ﬂ1/1ua 5— HpaKTI/I‘-ICCKI/IC 3aHATUSA U UX TPYAOCMKOCTDb

N3 Hux No
Ne | Tewmsl npaktudeckux | @opmel npakTU4ecKuxX | TpyaoeMKOCTh, |IIPAaKTUYECKOM |pasnena
/o 3aHATHH 3aHATHI (dac) MOATOTOBKH, | AVCIIUIT

(dac) JIUHBI

Y4eOHbIM MJIaHOM HE MPEAyCMOTPEHO




Bcero

4.4. JlabopatopHble 3aHATUS

Tembl 1a00paTOPHBIX 3aHATUHN U UX TPYIOEMKOCTb IIPUBEACHBI B Ta0HIIe .

Tabmuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJIOEMKOCTb

N3 Hux Ne
i/fn HanmenoBaHe 1a60paTopHbIX paGoT prﬂ?:a“f;oc“’ “ﬁg;;ffj;fp‘;“ P et
(gac) JIMHBI
Cemectp 1
1 | HccnenoBanue ys3BUMOCTH WH(GOPMAITUI 4 5
2 | UccnenoBanue BUIOB YI3BUMOCTH 4 6
3 | UccnenoBanue GhopM yA3BUMOCTH 4 7
4 | IlocTpoeHue aaropuTMOB COLUATBHON 5 8
WHXCHCPUU U CHOCO6LI 3alllUThI OT HUX
Bcero 17

4.5. BprinonHeHHe KypcoBOro MpoeKkTa/ KypcoBoil paboThl

VY4eOHBIM MJIaHOM HE MPEAYyCMOTPEHO

4.6. CamocrodTenbHas paboTa 00yJaroUxcs
Buasl camocTosiTenbHON paboThI U €€ TPYI0EMKOCTh MPUBEICHBI B Ta0IHIIE /.

Tabnuna 7 — Bunbel caMmocTosTenbHON pabOThI M €€ TPYAO0EMKOCTh

. Bceero, | Cemectp 1,
Bua camocrositensHOM paboThI
qac yac
1 2 3
M3y4eHne TeoOpeTUUEeCcKOro MaTepuana
20 20
nucuuruHel (TO)
Kypcosoe npoektupoBanue (KII, KP)
Pacuerno-rpadpuueckue 3ananus (PI'3)
Brimonnenue pedeparta (P)
ITonroroBka K TeKyIeMy KOHTPOJIIO 9 9
ycneBaemoctu (TKVY)
Jomamrnee 3ananue (/J13)
KonTponbusie pabotel 3a0uHnKkoB (KP3)
IToaroroBka K MpoMeXyTOYHOU 9 9
atrectrauuu (ITA)
Bcero: 38 38

5. Ilepedyenn yueOHO-METOIUYECKOTO 0OECTICUCHUS
JUTSL CAMOCTOSITEIPHON pabOThI 00YYArOMIMXCS IO TUCITUTUINHE (MOIYITIO)
Y4eOHO-MEeTOINYECKHE MaTepUallbl ISl CAMOCTOSITENIFHOW pabOThl 00yJaroIIuXcs yKa3aHbl B
IL.11. pa3aenoB 6-11.

6. IlepeueHb MEYaTHBIX U ANEKTPOHHBIX YU€OHBIX U3TaHUN




[lepeueHb neUaTHBIX U 3JEKTPOHHBIX Y4eOHBIX M3/IaHUH MpHUBeieH B TadauIe 8.
Ta6muma 8— [lepedeHp nevyaTHHIX M JIEKTPOHHBIX y4eOHBIX N3AAHUM

Hludp/
URL
ajpec

bubnuorpaduueckas ccplika

KosmruecTBo 9K3eMILISIPOB B
oubmoreke
(KpoMe DIIEKTPOHHBIX

IK3EMILISIPOB)

004
C24

CBunHapuyk, AHapeit AnekcanapoBud (KaH[I. TEXH.
Hayk). OcHOBBI HH(POPMAITMOHHOW OE30MTACHOCTH :
y4ueOHO-MeToanueckoe rmocooue / A. A. CBUHApUYK ;
C.-lletepb. roc. yH-T a3pOKOCM. IPUOOPOCTPOECHHUSL. -
Cankr-Ilerepoypr : U3a-so I'YAIIL, 2023. - 94 c. :
puc., Tabn. - bubnuorp.: c. 90 (12 nass.). - b. 11. -
Tekcr : Hermocpe1CTBEHHBIN

5

004.05
B 75

Boponos, A. B. OcHoBBI 3a111uThl HH(OPMALIUU:
yuebHoe nocobue/ A. B. Boponos, H. B. BonomuHa.
- CII6.: 'OY BIIO "CIIGI'YAIT", 2009. - 78 c.

10

004 111
22

[Ilansrun, B. @.
WNudopmannonnas 6e3omnacHocTs [ Tekcr]: HaydHO-

nonynspHas aurepatypa / B. @. Hlanbrus. - M.:
JMK Ilpecc, 2014. - 702 ¢

X 47

SAxosern, E. H. [IpaBoBbie 0OCHOBBI 0OCCTICUCHHS
nHpOpMaMOHHOH Oe3omacHocTH Poccuiickoit
Oenepaunu [Teket] : yuebHoe mocobue / E. H.
SAxogen. - M. : FOpmutuadopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
[Manprun, B.®. 3amura nadopmannu B
KOMITIBIOTCPHBIX CUCTCMAX U CCTAX [3HeKTp0HHBII>i

pecypce] : yueGHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M
48

Menpaukos, B. I1.

3amuta nHpopmaruu [ Teker] : yueOnuk / B. I1.
Menbuukos, A. U. Kynpussos, A. I'. Cxuprnanse ;
pen. B. I1. Mensuukos. - M. : Akagemus, 2014. - 304
C

004 P
98

Psabxo, b. 4.

Kpunrorpaduueckne MeTo bl 3aiUThl HH(OPMALIUN
[Tekcr] : yaue6HOE mocobue / b. S. Psbko, A. H.
®uoHOB. - 2-¢ u31., ctep. - M. : ['opstuas muHMS -
Temexom, 2014. - 229 c.

10

http://e.lanbook.com/books/element.php?pll_id=4959
TutoB, A.A. UHXeHepHO-TEXHUYECKAs 3aluTa
uHpopmanuu [ INeKTPOHHBIN pecypce] : yueOHoe
nocobue. — DnekTpoH. gaH. — M. : TYCYP
(Tomckuii rocy1apCTBEHHBIN YHUBEPCUTET CUCTEM
yIpaBleHus U paguodnekTponukn), 2010. — 195 c.

7. TlepedeHb 2IEKTPOHHBIX 00Pa30BaTENbHBIX PECYPCOB
MH()OPMAIIMOHHO-TEICKOMMYHHUKAIMOHHOH ceTr «HTepHeT»
[lepeuenn AIIEKTPOHHBIX 00pa3zoBaTeNbHBIX
TEICKOMMYHHUKAMOHHONW cetn  «/HTepHeT», HEOOXOANMBIX
npuBezieH B Tabnuue 9.

pecypcoB UH(POPMAIMOHHO-
JUIE  OCBOGHUS JTUCIHIUINHBI



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

Tabmuua 9 — IlepedyeHb 3IEKTPOHHBIX OOpA30BATEIbHBIX PECYpPCOB HH(POPMALUOHHO-
TEJICKOMMYHHUKAIIMOHHOHU ceTH «/HTepHeT»

URL anpec HaumenoBanue
Lms.guap.ru Cucrema aucranimonroro odyuenus ['YAIT (CAO I'YAII)
rsv.ru [Tnardopma “Poccust — ctpana BO3MOKHOCTEH
leader-id.ru [Tnarpopma “Leader-1ID”

8. Ilepeuens MHGOPMAITMOHHBIX TEXHOIOTHI
8.1. Ilepeuenp mnporpaMMHOrO OOECHEUEeHHs], HCIIOJIb3YEMOT0 NpPU OCYHIECTBICHUU
00pa30BaTeNbHOTO NpoIiecca M0 TUCHUIUINHE.
[lepeuenp UCHOIB3yeMOI0 MPOrPaMMHOT0 o0ecrieueHus mpeacrasieH B Tadbuuie 10.

Tabmuna 10— [TepeueHs mporpaMMHOTO 00€CIICUCHIS

Ne i/ HanmeHnoBaHue

1 OnekrpoHHas nHGopMaonHo-o0pa3oBatenbHas cpena ['YAIl «HTerpupoBaHHas
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyauukamu I'Y Al (BBenena B
skcruryaranuio npukazom ['YAIT ot 06.06.2017 Ne 05-215/17), nepeueHs Moayineit u
X (QyHKIIMOHAIBHOE Ha3HAUYCHUE U3JI0KEHBI TT0 CChUTKE https://guap.ru/it/system/iso

2 OdunmanbHbIi callT 00pa3oBaTeNbHON Opranu3anuu B ceTH «HTepHeT»
(https://guap.ru/), pazpaboran corpyaaukamu 'Y AIl (BBeZeH B SKCILTyaTaIUIO
ITpukazom I'VAII ot 23.03.2023 Ne 05-145/23)

3 LibreOftice 5 (JIunensus LGPLv3)

8.2. Ilepeuenn MH(}OPMALIMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEeMbIX npu
OCYIIECTBIICHUU 00pa30BaTEIHLHOTO MPOIlecca MO JUCIUILTHHE

[lepeuenpr uCHONB3yeMBIX HHPOPMAIIMOHHO-CIIPABOYHBIX CHCTEM TMPEJICTaBICH B
Tabauie 11.

Tabnuua 11— IlepeyeHb HHPOPMALIMOHHO-CIIPABOYHBIX CUCTEM

Ne m/m HaumeHnoBaHue

1 OBC Znanium (https://znanium.ru/), 1ocTyn yepe3 TUYHBINA KaOUHET YUTaTEINs
oubmmorexku ['YAIL a Taioke mo IP -anpecam I'VAIIL

2 OBC «Jlanby (https://e.lanbook.com/), nocTyn yepe3 TUUHBIN KAOMHET YATATEIS
oubmmotexu I'Y Al a Takxe no IP -agpecam 'Y AII

3 DOnexTpoHHbIH Katanor oubmuoreku I'YAII ¢ noctynom k 0ase MoJIHOTEKCTOBBIX
uznanuii (https://lib.guap.ru), 7oCTyn yepe3 JUUHBIA KaOMHET YnuTaTesst OuOIMOTEKH
I'VAII

9. MarepuanbHO-TeXHUYECKas 6a3a
CocrtaB MaTepuHaTbHO-TEXHUYECKONW 0a3bpl, HEOOXOAMMOW Uil  OCYIIECTBIICHUS
00pa3oBaTeNbHOTO Mpoliecca Mo TUCIUIUIMHE, IPeCTaBlIeH B Tabmuiel 2.

Tabmuma 12 — CocTaB MaTepHaIbHO-TEXHIUYECKOH 0a3hl

Ne HanmMeHoBaHME cOCTaBHON 4acTH Howmep aynuropun
n/m MaTepHUaTbHO-TEXHHUECKOH 0a3bl (TIpu HEOOXOMMOCTH )

1 JleknmonHas ayauropus

KomMmnbroTepHslii Kacce




10. Onenounble cpencTBa s MPOBEACHUS TPOMEKYTOUHOM aTTeCTaIlN
10.1. CocTaB OIICHOYHBIX CPEIACTBAJS MPOBEACHUS TMPOMEKYTOYHOM aTTeCTAIlH
00ydJaronuxcs mo IMCUUILIMHE TTpUBeIeH B Tabnuie 13.
Tabnuna 13 — CocTaB OIEHOYHBIX CPEJCTB JJIsl IPOBEACHHS POMEKYTOYHON aTTeCTaIllun

Bua npomexyTo4HON arTecTaluu IlepedyeHb OLICHOYHBIX CPEACTB

Cnucok BOMPOCOB K IK3aMEHY;
DK3aMeHaIMOHHbBIC OUICThI*;
3amaum;

TecThl.

DK3aMeH

[Tpumeuanue: *sK3aMeHAIIMOHHBIE OMIIETHI (POPMUPYIOTCSI HA OCHOBE BOIIPOCOB U 3aj1ay Tabauus 15.

10.2. B kadyecTBe KpUTEpUEB OICHKH YPOBHSA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMucs MpUMEHseTcsl 5-0ajuipHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIUM, KOTopas npuBeaeHa B Tabauie 14. B Teyenune cemecTpa MOXKET MCIOJIb30BATHCS
100-0annpHast ~ mKajga ~ MOJAYJBHO-PEUTHMHIOBOM  CHUCTEMbl ~ YHUBEpPCUTETa,  IIpaBHia
UCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIbHBIM HOPMAaTHUBHBIM aKTOM
I'VAIL
Tabnuua 14 —Kpurepuu oLieHKH YpoBHSI C(QOPMHUPOBAHHOCTH KOMITETEHLIUI

OlieHKa KOMIIETCHITHH

XapakTepucTrka c()OpMUPOBAHHBIX KOMIIETEHIMIA
5-0ayuibHAas Kana PAKTEp (bop

OO6yuaromuiicst:

— r1y0OKO U BCECTOPOHHE YCBOWJI MMPOTPaMMHBIN MaTepual;

— YBEpPEHHO, JIOTHYHO, [TOCIIE0BATEIHHO U TPAMOTHO €r0 U3JIaraer;

— OMUPasIiCh HAa 3HAHMUSI OCHOBHOW W JIOMOJIHUTEIBHOW JIUTEpaTypHI,
«OTJIMYHOY TECHO CBSI3bIBAET YCBOCHHBIC HAYUYHBIE TOJOXKEHHS C MPAKTUYECKON
«3a4TCHOY JeSATEIbHOCTBIO HAIIPaBJICHUS;

— yMes0 000CHOBBIBAET M apryMEHTUPYET BBIJBUTAEMbIE UM UJIEH;

— JIeJIaeT BBIBOJIBI M 000OIICHHUS;

— CBOOOJIHO BIIAJIEET CUCTEMOM CIENUATN3MPOBAHHBIX OHATHH.

— npaBWIbHO BRIMOJIHUI OT 90% 10 100% TecTOBBIX 3aJaHUl

OO0yyaromuiics:
— TBEpJIO0 YCBOMJI MPOTPAMMHBIN MaTepuai, TPaMOTHO U MO CYIIECTBY
M3JIaraeT ero, ONMUpasiCh Ha 3HAHUS OCHOBHOM JIUTEPATYpPHI,

— HE JIOMYCKAeT CYMECTBEHHBIX HETOYHOCTEH;

«XOPOILIOY — YBSI3BIBA€T YCBOCHHBIE 3HAHUS C MPAKTUYECKON N1E€ATETHHOCTHIO
«GaYTEHO» HaIPaBJICHUS;

— apTyMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 00OOIIEHHS;

— BJIaJICET CUCTEMOM ClelUaTn3uPOBAHHBIX TTOHATHH. "

— IpaBWJILHO BRIMOTHWI OT 70% 1m0 89% TECTOBBIX 3aIaHUI .

— o0yyarouuiicss yCBOWJI TOJbKO OCHOBHOW IpPOrpaMMHBIA MaTepual,
II0 CYIECTBY M3JAraeT €ro, OMMpasch HA 3HAHUSA TOJIBKO OCHOBHOM

JUTEpaTyphl;
— JIOIyCKaeT HECYIIECTBEHHbIE OIMOKN U HETOUHOCTH;
«y/IOBJIETBOPUTENILHOY» | — UCIIBITBHIBAET 3aTPyJHEHUS B TMPAKTUYECKOM MNPUMEHEHUHM 3HaHUN
«GAYTEHO» HaIpaBJICHUS;

— cnabo apryMeHTHPYET HayYHBIE MOJI0KECHHUS,

— 3aTpyAHsieTcs B (OpMYIHMPOBAHUU BBIBOJOB U 0000IIEHUT;

— YaCTUYHO BJIAJICET CUCTEMOM CIIEIIMATN3UPOBAHHBIX HOHSI];I;II\/'I.
— MPaBWJIBHO BBIMOJIHWI OT 51% 10 69% TecTOBBIX 3aaHMil




Or11eHKa KOMITETEHITUHN

5-0ayuipHad IIKaIa

XapakTepucTuka chopMUPOBAHHBIX KOMIIETEHIUMA

«HEY/IOBJICTBOPHUTEIIEHOY
«HE 3aYTCHO»

— o0yYaronuiicss He YCBOWI 3HAYUTEIBLHOM YacTH MPOTPAMMHOIO
MaTepuaa,

— JIOIyCKaeT  CYNIECTBCHHbIE  OMMOKHM W  HETOYHOCTH  TIPU
paccMOTpeHHH MPOOJIeM B KOHKPETHOM HAIPABIICHUH;

— UCTIBITBIBACT TPYAHOCTHU B MPAKTHYECKOM MPUMEHEHUH 3HAHMIA,

— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKCHHS,

— He GOpMYIUPYET BHIBOAOB M 0000IIEHHUH. "

— IPaBUJILHO BBIMOJIHWI MeHee 51% TeCcTOBBIX 3aJJaHUul .

10.3. TunoBble KOHTPOJILHBIC 3a/IaHUS WM UHBIC MaTEPHAIIBI.
Bormpocs! (3agaun) nis sK3aMeHa peIcTaBlIeHbl B Tadsmie 15.

Ta6muma 15 — Borpocs! (3agaun) 115 2K3aMeHa

Ne i/t

Kon

Ilepeuens BOIpPOCOB (3a1a4) AJIsA SK3aMEHA
p P (sana) n WHJUKATOpa

1 [Tonstue undopmannonnoi 6ezonacuoctu (Mb) u ocuosusie | OIIK-1.3.1

TEPMUHBI (3aIIUTA, YTPO3a, YI3BUMOCTH).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIINATIBHOCTb, IIEIOCTHOCTH, IOCTYITHOCTD —
MOHATUE U IPUMEPbI HAPYILIEHU.

[Ipennocsuiky U 1enu odecneyeHuss THPOPMaMOHHON
0€30I1aCHOCTH.

Bus! nHGpOpMAaIMOHHOM O€30MTACHOCTH: MEPCOHATIbHAS,
KOpPIIOpaTHBHAs, TOCYAAPCTBEHHASI.

2 OOBEeKTHI M CyOBEKTHI 3alUThl HHPOPMAIIH. OIIK-3.3.1

JlokTprHa HHpOpMaLMOHHOM 6e3omacHocTH Poccuiickoit
®enepanyy (OCHOBHBIE MTOJIOKEHMUS).

WNudopmanronHas 6€301acHOCTh YeJIOBEeKa U 00IIeCTBa.
KoMmnbrorepHble NPECTyIUICHUS: ONIPEEIICHUE,
KJ1accu(UKalus 1 OCHOBHBIE TEXHOJIOTUU COBEPIICHHUS.
CoBpemenHas koHuenuus oodecneuenus Ub.

Posnb yenoBedeckoro gaxkropa B obecredyeHnn
MH(OPMaIIMOHHON 6€30MaCHOCTH.

3 Knaccudukanus yrpo3 napopMaioHHoOH 0e30MacHOCTH OIIK-3.3.2

(MCTOYHUKH, 1I€JTH, BUJIBI BO3JACHCTBHUSA).

OcHOBHBIE KaHAIBI YTEYKH UHPOPMAITUH.
TexHUYeCKUEe KaHAIBI YTEYKH HHPOPMAIUH: TIOHATHE
CITOCOOBI 3aIIUTHI.

Bunel cereBbix atak: DoS, DDoS, Man-in-the-Middle
(MITM).

4 ConnanbHas HHXEHEPHS: METOBI U CITOCOOBI OIIK-3.V.1

IIPOTUBOAECUCTBHSI.

BpenonocHoe nporpamMmmHoe obecriedeHne: BUPYChl, YEPBH,
TposHbI, Ransomware.

VYrpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JIaHHBIX.

YTrpo3sl KOMMEPYECKON TalHbI U HHCAWIEPCTBO.

MeTo1b1 OIIEHKH pUCKOB MH(OPMallMOHHON 0€3011aCHOCTH.
Uro Takoe ysa3BUMOCTH (vulnerability) u yem oHa oTnuvaercs
OT Yyrpo3b1?

Bormpocsr (3amaun) nis 3avera / qudd. 3aduera npeacTaBieHsl B Tadauie 16.
Tabmuna 16 — Bonpocs! (3agaun) ams 3adera / audd. 3adera




Ne /i [Tepeuens BompocoB (3a1a4) amns 3adera / qudd. 3adera

Kon
WHIAUKATOPA

Y4eOHbIM MJIaHOM HE IPEyCMOTPEHO

B TabauIte 17.
Ta6ymma 17 — [lepedenp TeM I BBITTOJIHEHHS KYPCOBOTO IMPOEKTa / KYpCOBOM pabOThI

[lepeuens Tem Uil BHIOTHEHUSI KypCOBOI'O MPOEKTa/ KypCcOoBOil pabOThl MpEeCTaBIICHBI

No /i [TpuMepHBIii TepeYeHb TeM ISl BBIOJHEHHS KYPCOBOTO IPOEKTa/ KypCOBOM
B paboTHI
Y4eOHBIM IIIAHOM HE MPEAYCMOTPEHO
Bonpocsl s mpoBeneHHS MPOMEXKYTOYHOM AaTTECTallMd B BHIE TECTHPOBAHUS

MpeACTaBICHBI B Tabmwmie 18.

Tabnuna 18 — [IpumepHbIil nepeyeHb BOPOCOB JJIs TECTOB

y Kox
Ne /i IIpuMepHBIii IepeYeHb BOIIPOCOB ISl TECTOB
WHIMKaTopa
1 1) K mpaBoBbIM MeTOaM, 00€CTIeYNBAIOLTIM HH(POPMAIIHOHHYIO OIIK-1.3.1

0e30IMacHOCTh, OTHOCSITCS

- Pa3paboTka anmapaTHBIX CpeICTB 00€CIICUCHHS ITPABOBBIX JTAHHBIX
- Pa3paboTka u ycTaHOBKA BO BCEX KOMITBIOTCPHBIX TIPABOBBIX CETIX
KYPHAJIOB y4eTa JACUCTBUI

+ Pa3paboTka 1 KOHKpETH3AIHs MPABOBBIX HOPMATHBHBIX AKTOB
obecneucHUs 0€30I1aCHOCTH

2) OCHOBHBIMU UCTOYHUKAMU YIpo3 HH()OPMALIMOHHON O€30MMaCHOCTH
SIBJIIOTCS BCE YKA3aHHOE B CIIHCKE:

- XHIIeHne )KECTKUX TUCKOB, TIOJIKIIIOYCHHE K CETH, MHCANIEPCTBO
+ IlepexBar JaHHBIX, XUICHUE JAHHBIX, N3MEHECHHE apXUTEKTYPHhI
CHUCTEMBI

- XuiieHue AAHHBIX, ITOAKYII CUCTEMHBIX aIMUHUCTPATOPOB, HAPYIICHUC

pernameHTa paboThl

3) Buasl undopmannoHHoN 6€30MacHOCTH:

+ IlepcoHanbHasi, KOPIOPAaTUBHAS, TOCYIapPCTBEHHAS

- Kimuenrckasi, cepBepHasi, ceteBast

- JlokanpHas, TI00abHas, CMeTIaHHas

4) llenu naopManoHHOM 6€30MaCHOCTH — CBOEBPEMEHHOE
oOHapyKeHHe, TPeAyIpexIeHHUE:

+ HECaHKIIMOHUPOBAHHOTO JOCTYIIA, BO3ACHUCTBUS B CETH

- HHCaii/IepcTBa B OpraHu3anuu

- Ype3BBIYANHBIX CUTyalul

5) OcHoBHBIE 00BEKTHI HH(POPMAIIMOHHOMN 0€301MaCHOCTH:

+ KommbroTepHbIe ceTH, 6a3bl TaHHBIX

- UndopmanimoHHbIe CUCTEMBI, ICUXOJIOTHYECKOE COCTOSIHUE
I0JIb30BaTENEN

- busHec-opreHTUPOBaHHbIE, KOMMEPUYECKHUE CUCTEMBI

6) OCHOBHBIMHU PUCKaMH HH(POPMAITMOHHON O€30MaCHOCTH SIBJISIOTCS:
- Uckaxenue, yMeHblIeHHE 00beMa, TepeKoJUPOBKa HH(popMaIiuu
- TexHMYecKoe BMEIIATENbCTBO, BEIBEICHUE U3 CTPOsI 000py10BaHUS
ceTu

+ Iloreps, uckaxkeHue, yreuka HHGopMaIuu

7) K ocHOBHBIM IpuHIIMTIaM oOecrieueHus HH(OPMAIIMOHHON
0€301aCHOCTH OTHOCHTCSL:




+ DKoHOMUYECKOH 3P (HEKTUBHOCTH CUCTEMBI 0€30ITaCHOCTH

- MHororathopMeHHOH pearu3aiy CUCTEMBI

- YcuiieHus 3alUIeHHOCTH BCEX 3B€HbEB CUCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HH(POPMALMOHHON O€30M1aCHOCTH
SBJISIOTCSL:

- PYKOBOJUTEINHN, MEHEKEPhI, aIMUHUCTPATOPbI KOMIAHUN

+ oprasl IIpaBa, roCy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JAaHHBIX, (PACPBOILIBI

9) K ocHOBHBIM (DyHKIMSIM CUCTEMBI O€3011aCHOCTH MO>KHO OTHECTH BCE
MEPEUYHCICHHOE:

+ YcraHOBIIEHHE PErVIaMEHTa, ayAUT CUCTEMBI, BBISBICHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPHUIIOKEHUN, CMEHA XOCTUHT-KOMITAHUU
- BHenpenue ayreHTH(QHKALMY, TPOBEPKU KOHTAKTHBIX JTaHHbBIX
II0JIb30BaTENEN

tect 10) [IpuHuMnOM HHPOPMALIMOHHOM 6€30MaCHOCTH SBISAETCS
MIPUHIUN HEAOMYIICHUS:

+ HeonpaBaaHHbIX orpaHudeHuil npu pabore B ceTu (cucteme)

- PrckoB 0€3011aCHOCTH CETH, CHCTEMBI

- [Ipe3yMnumu CeKpeTHOCTH

11) [IpuHIMTIOM NOMUTUKHA HHPOPMALIMOHHON O€30MaCHOCTH SIBIISICTCS
IPUHLUI:

+ HeBO3MOKHOCTH MHUHOBATh 3aIIUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuiieHust OCHOBHOTO 3BE€HA CETH, CUCTEMBbI

- [TomHOTO GIIOKMPOBAHMUS AOCTYNA MTPH PUCK-CUTYAIHSIX

12) [IpyHIMIIOM NOAUTUKUA UH(POPMALIMOHHOM O€30MacHOCTH SBISETCS
TIPUHITAT:

+ YcuneHus 3alMIeHHOCTH CaMOro HE3alUILIEHHOTO 3B€Ha CEeTH
(cucremsr)

- [lepexoza B 6e30macHOe COCTOSTHHE PAOOTHI CETH, CUCTEMBI

- [IomHOTO HOCTYNA MOJIB30BATENIEH KO BCEM pecypcam CETH, CHCTEMBI
13) [IpyHIMIIOM NOAUTUKH UH(POPMALIMOHHON G€30MacCHOCTH SBISETCA
TIPUHITATL:

+ Paznenenust nocryna (00s3aHHOCTEH, IPUBHUIIETUI ) KITMEHTAM CETH
(cucremsr)

- OHOYPOBHEBOM 3aLIUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX MPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CHCTEMBI

14) K 0CHOBHBIM THIIaM CpPE/ICTB BO3/AEUCTBHS Ha KOMITBIOTEPHYIO CETh
OTHOCHUTCS:

- KomnbroTepHslii cOoif

+ Jlornueckue 3aKkinagku («MUHBID)

- ABapuiiHO€ OTKJIFOUCHHE TUTAHUS

15) Korma monydeH cnam 1o e-mail ¢ mpuiokeHHbIM (Daitsiom, CIIeyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUYETO [IEHHOTO —
yIaIuTh

- CoxpaHuTh npuiioxeHue B napke «Crnam», BBISICHUTB 3aTeM [P-anpec
re’epaTopa cramMa

+ Y 1anute TMCbMO € IPUIIOKEHUEM, HE pAacKpbIBast (HE YUTast) €ero

16) IMpuanun Kupxroda:

- CeKpeTHOCTb KJItoYa OMpe/ie]ieHa CeKPETHOCTHIO OTKPBITOTO
COOOIIIEHNS

- CekpeTHOCTh MH(OPMAIIMHU OTIpeJIeIeHa CKOPOCTHIO Mepelaun JAHHBIX

OIIK-3.3.1




+ CeKpeTHOCTh 3aKPBITOTO COOOIIEHHUSI OIPEIESIeTCs CEKPETHOCTHIO
KITI04a

17) DUII — aT0:

- DIIeKTpOHHO-TIMPOBOI MpeoOpa3oBaTelb

+ DneKTpOHHO-IIM(PPOBask MOAMUCH

- DIIEKTPOHHO-TIU(PPOBOI MPOIIECCOp

18) HanbGomnee pacnpocTpaHeHbl YIpo3bl HH()OPMAIIMOHHOM
0€30MaCHOCTH KOPIIOPATUBHOM CHCTEMBI:

- [Toxynka Henuuen3zuonnoro 110

+ OmuOKM 3KCIUTyaTalliy U HEYMBIIIUICHHOTO U3MEHEHUS PeKUMa
paboThI CUCTEMBI

- CO3HATeNIbHOTO BHE/IPEHUS CETEBBIX BUPYCOB

19) HanbGomnee pacnpocTpaHeHbl yIpo3bl HH)OPMAITMOHHOM OIIK-3.3.2
0€301acHOCTH CETH:

- PacnipenieneHHbIi 1OCTYI KIMEHT, OTKa3 000pYyI0BaHUS

- MopasbHbIi H3HOC CETH, NHCAWIEPCTBO

+ C0oi1 (0TKa3) 000pyIOBaHUS, HEJEraTbHOE KOMMMPOBAHNE JAHHBIX
tect_20) Hamboiee pacipocTpaHeHbI CpeCTBA BO3JCHCTBUS HA CETh
oduca:

- Cnabpr1ii Tpaduk, ”HPOPMALMOHHBI 00MaH, BUPYCHl B HHTEPHET

+ Bupycsl B ceTu, JOTM4eCKUue MUHBI (3aKiIa] 1K1 ), HH(OPMAIIMOHHBbIHI
nepexBar

- KomnbrotepHbie cOou, M3MEHEHNE aIMUHCTPUPOBAHUS, TOMOJIOTUN
21) Yreukoit uHQOpMAIMH B CUCTEME HA3bIBACTCS CUTYAIIHS,
XapakTepusyemasi:

+ [loTepeit JaHHBIX B CUCTEME

- 3menenueM ¢opmbl HHPOpMALIUU

- 3menenuem conepxkanus nHGOpMaluu

22) ColicTBamMH nHpOpMaLMU, HanboIee aKTyalbHBIMU ITPU
obecrieueHnH HHPOPMAITMOHHOMN O€30MaCHOCTH SIBJISIFOTCS:

+ Ile1oCTHOCTh

- JloctynHOCTH

- AKTyanbHOCTB]

23) Yrposa nHpopmMalMoHHON cuctemMe (KOMIBIOTEPHON CETH) — 3TO:
+ BeposiTHOe coObITHE

- JlerepMuHUpPOBaHHOE (BCEr1a ONpeeIeHHOE) COOBITHE

- CoOpITHE, IPOUCXOASIIIEE TEPUOTUYECKU

24) Undopmanus, KOTOPYIO clIeayeT 3aluiarh (o HopMaTuBam,
MpaBWJIaM CETH, CUCTEMbI) Ha3bIBACTCS:

- PermameHnTrpoBaHHOMN

- [IpaBoBoii

+ 3amuniaemon

25) Pa3HoBuaHOCTAMU yrpo3 OezomacHoCTH (ceTH, cuctemsl) sisitorest | OITK-3.V.1

BCE NIEPUYUCIIEHHOE B CIIHUCKE:
+ [IporpaMMHbIe, TEXHUUECKUE, OPTraHU3ALIUOHHBIE, TEXHOJIOTHYECKUE
- CepBepHble, KJIMEHTCKHE, CTyTHUKOBbBIE, HA3€MHbIE

- JInuHble, KOpIIOpaTUBHBIE, COLMATBHBIE, HAIIMOHATIBHBIE

26) OkoHUYATEIHLHO, OTBETCTBEHHOCTH 32 3aIUIIICHHOCTH TAaHHBIX B
KOMIIBIOTEPHOU CETH HECET:

+ Bnanenern cetu

- AIMUHUCTPATOp CETH

- [lonp3oBarens cetn




27) Ilonutrka 6€30MacCHOCTH B CUCTEME (CETH ) — 3TO KOMILUIEKC:

+ PykoBojcTB, TpeboBanmii o0ecrieyeHust HEOOXOIMMOTO YPOBHS
0€e301MacHOCTH

- MHCTpyK1Mii, aIrOPUTMOB ITOBEIECHUS 1I0JI30BATENS B CETH

- Hopmsb! nagopmainmonHoro npasa, cooito1aeMble B CETU

28) Hanbosiee Ba)XHBIM TIPH PEATU3AINN 3AMUTHBIX MEP TOJTUTHKU
0€30MacCHOCTH SABIISETCS:

- Aynut, aHaiu3 3aTpaT Ha [IPOBEICHUE 3alUTHBIX MEp

- Aynut, aHanu3 0€30acHOCTH

+ Aynut, aHanu3 ysI3BUMOCTEN, pUCK-CUTYalluil

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCLUMUIUIMHE OOYYAIOUIMXCS 3a04HON (HOpMBI
00yd4eHus1, IpeIcTaBIeHbI B Ta0ymie 19.

Tabmuna 19 — [lepedeHb KOHTPOIBHBIX PadOT

Ne ni/mn Ilepeuenb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. MeTtoqu4veckre  MaTepUaNbl,  ONPEACISAIONIUE  TPOUESAYPHl  OICHUBAHUS
WHAUKATOPOB, XapaKTEpU3YIOLUX dTanbl (OPMUPOBAHHUS KOMIIETCHLUH, COJIEPXKATCi B
JIOKaJbHBIX HOpPMATUBHBIX akTax [ YAIl, periaMeHTHpyIOUIUX TOPSIOK U MPOLEAYPY
MPOBEJICHUS TEKYIIEr0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEKYTOUHOM aTTeCTallMi O0yJaroluxcs
I'VAIL

11. Mertoauueckue yKazaHus Uit 00YJarOIIUXCsl IO OCBOCHUIO TUCIUTINHBI

11.1. MeTtoauueckre yka3zaHus J7s OOYYAIOIIMXCS 1O OCBOCHHMIO JIEKIIMOHHOTO
Marepuania.

OCHOBHOE Ha3HAaY€HUE JIEKIIMOHHOTO Marepuaja — JOTMYECKH CTPOMHOE, CHCTEMHOE,
rIyOOKOEe W SICHOE€ M3JIOKeHHE ydeOHOro marepuana. HasHaueHue cOBpeMEHHOUN JEKIMH B
paMKax TUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTH BCIO MH(OpPMAIMIO 1O TeMEe, a B OCBOCHUU
byHIaMEHTAIBHBIX MPOOJIEM JAUCIUIUIMHBI, METOJOB HAYYHOTO IIO3HAHUS, HOBEUIINX
JTOCTHIKEHUI HaydyHOUW MbICTU. B yueOHOM mporiecce JIEKIHs BBITOTHSET METOI0JIOTHUYECKYIO,
OpTaHU3AIMOHHYI0 U MHGOPMAIIMOHHYI0 (YHKIMU. JIeKIHs pacKpbiBaeT MOHATUMHBIN arrapaT
KOHKpETHOW o0jacTu 3HaHUA, e€ MpoOIEeMBbl, JaeT IEeNbHOE MPEJCTaBICHHWE O TUCIUILINHE,
MOKAa3bIBACT B3aUMOCBSI3b C IPYTUMU JUCITUTUTHHAMM.

[TnaHupyeMble pe3yIbTaThl IPH OCBOCHUU 00YYAIOIIMMUCS JICKIIMOHHOTO MaTEepUaa.

— TIONYyYEeHHE COBPEMEHHBIX, IIEJIOCTHBIX, B3aWMOCBS3aHHBIX 3HAHWUW, YPOBEHBb
KOTOPBIX OIPEEISIETCS EIEBOW YCTAHOBKOM K KaXK/10M KOHKPETHOU TEME;

— TIONy4YeHHE OMBITa TBOPUYECKOUN pabOThI COBMECTHO C MPEMO/IaBaTEIIEM;

— pasBuTHE TPO(ECCHOHATHHO-IETOBBIX  KadecTB, JIIOOBH K  TIpeAMETy U
CaMOCTOSITEIbHOTO TBOPYECKOTO MBIIIIJICHUS.

— TOsIBIIEHHWE HEOOXOAMMOT0 HHTEpeca, HEOOXOAMMOTO AJIsi CAMOCTOSITENIbLHON paOoTHI;

— TMOJYy4YeHUE 3HAHUW O COBPEMEHHOM YPOBHE pa3BUTHUA HAyKM WU TEXHUKH U O
MPOTHO3€ UX Pa3BUTHS HA ONIMKAKIIINE TOIbL;

— Hay4HdThCS METOJMYECKH 0OpabaThiBaTh MaTepuan (BBIACIATH TJIABHBIE MBICTU W
MOJIOKEHHUSI, TPUXOJAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HMX B  Pa3IMYHBIX
bopmynupoBKax);

—  TIOJy4eHHE TOYHOTO MOHUMAHHUS BCEX HEOOXOIUMBIX TEPMHUHOB U TIOHITHH.

JIeKUMOHHBIA MaTepuall MOXKET COMPOBOXKIATHCS JAEMOHCTpalMed ClIaiioB U
UCIIONIb30BAaHUEM pa3aTOYHOTO MaTepuaja TMpH MPOBEIECHUU KOPOTKHX JHUCKYCCHUH 00
OCOOEHHOCTSIX MPUMEHEHHS OT/ICTBHBIX TEMATHK 110 JUCITUTIIIMHE.




CTpyKTypa NpeIoCcTaBICHHs JIEKIIMOHHOTO MaTepHana;

— H3nokeHue JEKIIMOHHOTO MaTepUaa;

— IlIpencraBneHue TEOPETUYECKOTO MaTepHaia MpernoiaBaTesieM B BUJIE CIAi 0B,
— OcBoeHHE TEOPETHIECKOTO MaTepralia o MPAaKTUIECKUM BOIIPOCaM;

— Cnmcox BOIIPOCOB IO TEME Il CAMOCTOSTENILHOW PadOThI CTYCHTA.

MeTtoauyeckue yka3aHus 10 OCBOEHHIO JIEKIIMOHHOTO MaTepHalia UMEIOTCS B U3JaHHOM
Buze B oubmmorexe I'YAIl CBunapuyk, Anapeit AnexkcanapoBud (KaHz. Te€XH. HayK). OCHOBBI
nH(popManMoHHOW Oe30MmacHOCTH : ydeOHO-MeToaudeckoe nocodbue / A. A. CBunapuyk ; C.-
[TeTepO. roc. yH-T aspokocM. npubopoctpoenus. - Cankr-IlerepOypr : U3n-so I'VAII, 2023. -
94 c. : puc., Tabm. - bubmmorp.: ¢. 90 (12 Ha3g.). - b. 11. - TekcT : HeMOCpPeACTBEHHBIH

11.2. Meroauyeckue ykazaHUs IJIsi OOYYalOIIMXCS IO BBITIOJIHEHHIO J1a00paTOPHBIX
pabor

B xonme BeimonHeHus m1a0opaTOpHBIX pPadOT oOydaroImuiics JOKEH YriayOuTh H
3aKpenuTh 3HAHWS, MPAKTHYECKUE HABBIKH, OBJAJIETh COBPEMEHHOM METOAMKONW M TEXHHKON
JKCIIEPUMEHTa B COOTBETCTBHHM C KBaJU(UKAMOHHON XapaKTepUCTUKON 00ydaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT M3 IKCHEPUMEHTATbHO-IIPAKTUYECKOM, pacueTHO-
AHATUTUYECKON YacTei U KOHTPOJIbHBIX MEPOIIPUSITHIA.

BrimonHenue 11abopaTopHBIX pabOT OO0YyJarOmUMCS SIBJISIETCS HEOTHEMIJIEMOW YacThIO
W3YYEHUS JUCIUILUIMHBI, OMpeNesseMoil y4eOHbIM IUIaHOM, M OTHOCUTCS K CpEelCTBaM,
00eCTIeYNBAIOIINM PEIICHUE CIISTYIOIUX OCHOBHBIX 33/1a4 00yYaroIerocs:

— TnpuoOpeTeHHe HaBBIKOB HCCIEAOBAaHUSA MPOLECCOB, SBIECHUHM U OOBEKTOB,
M3Yy4aeMbIX B paMKax JaHHOW TUCIUILINHBL,

— 3aKpeIUIeHHe, pPa3BUTHE W JIETATM3AIlUs TEOPETHUYECKMX 3HAHWH, TMOJTYYEHHBIX Ha
JCKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUIINHE;

— TIpHOOpeTeHHe  HaBBIKOB  CAMOCTOSITEIbHOM  paboThl ¢ J1abopaTOpHBIM
000pyTI0BaHUEM U TPUOOPAMH.

3aganue u TpeOOBAHUS K NIPOBEICHUIO JJa00PATOPHBIX padoT

— B 3aganum 10mKHO OBITH YeTKO c(hOpMyNIHpoBaHa 3a/1a4a, BeinonHsemas B JIP;

— OmnucaHbl BXOJHBIE U BBIXOJHBIEC JaHHBIE 1115 TpoBeaeHus JIP;

— JIP gomxHa BBIIOJHATHCS HA OCHOBE MOJIYYEHHBIX TEOPETUUECKUX 3HAHMSIX;

— Beoimonnenue JIP 10MKHO OCYHIECTBIATHCS HAa OCHOBE METOAMYECKUX YKa3aHHM,
MPEA0CTABIIIEMbIX MPETOJaBATEIEM;

— JIP nomkHa BBIIOJIHATHCS B CIIEHUATM3UPOBAHHOM KOMIBIOTEPHOM KJIACCE U MOXKET
OBITH TOpaboTaHa CTYJIEHTOM B JJOMAIIIHUX YCIOBUSX, eciu 1mo3Boiiset [10;

— Hrorom BeimosineHHoM JIP sBiIieTcst oTUeT.

Crpykrypa u popma otuera 0 1adopaTropHoii padore

— IlocranoBka 3agauu;

— BxopgHbie U BBIXO/IHBIE TAHHBIE;

— CopepxaHue 3TaroB BINOTHEHUS;

— O0ocHOBaHME MOJYYEHHOTO pe3yibTara (BBIBON);

— CHOucok UCIoJIb3yeMOU JTUTEPATYPHI.

TpebdoBanus k opopMIICHHIO 0TYETA 0 J1A00OPaTOPHOIi padoTe

— Jlabopatopnas pabota (JIP) mpemocraBisieTcsi B me4aTHOM/WIIH SJIEKTPOHHOM BH/IC,

— JIP nomxHa COOTBETCTBOBATH CTPYKTYpE U (JOpME OTUETA IPEACTABICHHOM BHIIIIE;

— JIP pomxna umerh TUTynbHBIM Juct (I'OCT 7.32-2001 wsmanus 2008 roma) c
HA3BaHMEM U TIOJITUCHIO CTYACHTA(0B), KOTOPHIH(bIe) ee crenan(u) u opopmMumi(un);



CTyI[eHT JOJDKCH 3allIMTUTH JIP. OTtmeTKa 0 3alIUTC JOJI’KHA HAXOAUTHCA Ha TUTYJIBHOM
JIMCTE BMECTEC C IMOAIUCHIO IIPEIIOJaBaTCIIA.

11.3. Meroauueckue ykazaHus JUIsi OOYyYarOIIMXCs 10 MPOXOXKIACHUIO CAMOCTOSITEIHHOMN
paboThI

B Xo/1e BBITIOJHEHUSI CaMOCTOSITEIbHON PabOThI, 0OYJAIOUIUICS BBIMOIHICT pabOTy IO
3aJJaHUI0 ¥ TIPU METOJMYECKOM PYKOBOJCTBE IperojaBaTelisi, Ho 0e3 ero HemocpenICTBEHHOTO
YUYaCTHS.

B mporiecce BBIMONTHEHHS CaMOCTOSITENBHONH paboThl y obOydaromerocs (GopMupyercs
nenecooOpa3Hoe IIaHupoBaHUEe paboyero BpeMeHHU, KOTOPOE MO3BOJISIET €My pa3BHBATh YMEHUS
Y HaBBIKM B YCBOGHHWM WM CHCTEMATH3allMU MPUOOPETaeMbIX 3HAHHWH, 00ECIIeUMBAET BBICOKUI
YPOBEHb YCIIEBAEMOCTH B TIEpUOJ OOYUYCHHsI, IOMOTAeT IIOJIyYUTh HABBIKH IOBBIIICHHUS
po(hecCHOHATLHOTO YPOBHSL.

MeroauyeckiMH ~ MaTepuallaMH,  HANpaBJSIONIMMU  CAMOCTOSITENIbHYHO — paboTy
00yJaroUUX CSASBIISIOTCS:

—  y4eOHO-METOJIMYECKUN MaTepHall 1o JTUCIHILIHHE;

— METOAMYECKHE YKA3aHHS IO BBIMOJHEHUIO KOHTPOJIBHBIX PaboT (11 00y4aromuxcs
10 32049HOM (hopMe 00ydeHUs).

11.4. Metoauueckue yKazaHusl JUIsl OOyYaroIIMXCS IO MPOXOXKICHUIO TEKYLIETro
KOHTPOJISI YCIIEBAEMOCTH.

Texkymuil KOHTpPOJIb YCIEBAEMOCTH IIPEIYCMaTpPUBAET KOHTPOJIb KayecTBa 3HAHUU
00y4aroIuxcsl, OCYLIECTBISEMOI0 B TEYEHUE CeMecTpa C LIEeJbI0 OLCHMBAHUS X0Jla OCBOEHUS
JUCIUIIAHBL.

JUis  yCHEUIHOrO TMPOXOXAEHUS TEKYLIEro KOHTPOJs HEOOXOAMMO BBIMOJHUTH
nabopaTopHble padOThI, 3arPy3UTh UX B JUYHbIN KaOMHET U MPOUTH MPOLENYPY 3aIIMUTHI KaX 01
paboThl. O1ieHKH 3a pabOThI BHICTABIISIOTCS 10 MATHOATUIBHON IIKaJIe.

11.5. Metoauueckue yka3zaHus Al OOy4arolIuxcs MO MPOXOXKIACHUIO MPOMEKYTOUHOMN
aTTeCcTalu.

[IpomexyTounas  arTectanus  oOydarolmuxcst — NpeaycMaTpuBaeT  OILICHHWBaHUE
MPOMEKYTOUHBIX U OKOHYATENIbHBIX PE3YJIbTaTOB OOyYeHHs 1O AucCIUIUMHE. OHA BKIIOYAET B
ce0st:

— D9K3aMeH — ¢opMa OIEHKM 3HAaHMM, TOJYYCHHBIX OOy4arolmuMcs B TIpolecce
W3Yy4YEeHUsl BCEHM MMCIUIUIMHBI UM €€ YacTH, HAaBBIKOB CaMOCTOSITEIbHOW pabOThI, CIIOCOOHOCTH
NPUMEHATh MX JJIs pElIeHUsl NMPAKTHUYECKUX 3ajad. JK3aMEH, Kak MpPaBWIO, MPOBOJUTCS B
MeproJ; HK3aMEHAIMOHHOM CECCHMM WM 3aBEPIIACTCS aTTECTAIMOHHOMW OIEHKON «OTIUYHO»,
«XOPOLIOY, KYJOBIETBOPUTEILHOY, «HEYIOBIETBOPUTEIHHO.

JUis  yCHemHOTO NPOXOXACHUS TMPOMEXKYTOYHOM aTTecTallud HeoOXoauMo  3a
3alUIICHHBIE  JTA0OpaTOpHBIE PabOThl MONYYHTh HMHTETPajIbHYIO OLEHKY HE HIKe
«YZIOBJICTBOPUTEITLHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUS
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




