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e
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JOIL K.T.H. 20.02.26 A.A. ®omenkoBa
(HOMKHOCTD, yH. CTENEHb, 38aHHE) (nonnucs! nara) (munuanst, gamumis)



AHHOTaUs

JucuunnuHa «3ammra “HPopMaIn) BXOAUT B 00pa30BaTEeNIbHYIO IPOrPAMMY BBICIIETO
oOpa3oBaHusi — mporpaMmy OakajaBpuaTa IO HANpPaBICHUIO TOATOTOBKM/ CHEIHATBLHOCTH
09.03.04 «IIporpammHas HMHXXCHEpHsS» HampasjieHHocTh/cnenuaiu3anun  «IIpoekTupoBaHue
MPOrpaMMHBIX cUCTeM». Jluciuruimaa peanusyercs kadeapoit «Ne33x.

JucuuninuHa HauejaeHa Ha GOpMUPOBAHKE Y BBIITYCKHUKA CIIEIYIOIINX KOMIIETSHIIUMN |

OIIK-3 «CrocobeH pematb CTaHIapTHBIC 3a7aull MPO(ecCHOHANBHOM JeATEIbHOCTH Ha
OCHOBE MH(OPMAITMOHHOW U OMOIMOTpaPUIECKON KyIbTYphl C TPUMEHEHUEM MH(OPMAITHOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTHH W C YYEeTOM OCHOBHBIX TpeOoBaHWI HH(OPMAIIOHHON
0e30MacHOCTH

ConepxaHue NUCHMIUIMHBI OXBAaTBHIBAET KPYT BOIPOCOB, PACKPHIBAIOIIMX CYIIHOCTb H
3HayeHue WHGOPMAIMOHHONW Oe30MacHOCTH M 3alluThl MH(pOpMAlMM, UX MeCTa B CHUCTEME
Hal[MOHAJIbHOU 0€301acCHOCTH, oIpe/iesieHe TEOPETUYECKHX, KOHIIETITYaJIbHBIX,
METOJIOJIOTUYECKUX U OPraHU3AI[IOHHBIX OCHOB 00ecrieueHus 0e30MacHOCTH.

[IperonaBanre MUCHMIUIMHBI TPEAyCMaTPUBACT cCleAylomue (OpMbl OpraHU3alUU
yueOHOro mpoiiecca: JEKUUHU, J1abopaTopHble pabOThI, camocTosTeNbHas paboTa CTyACHTa,
KOHCYJIbTaI[HH.

[IporpaMMo#i IHUCHUIUIMHBI TPEIYyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAsl aTTecTanus B hopme sk3ameHa (8 cemectp).

OO0mias TpyAOEMKOCTh OCBOEHUS AMCIMILIUHBI COCTaBIseT 3 3aueTHhIX eauHuibl, 108
4acoB.

S3bIK 00yUYeHUs IO TUCIUILTUHE KPYCCKHM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlucumrinHa UMEeT CBOEH Iebl0: 00SCIICUYUTh BBIOJIHCHNUE TPEOOBAHUH, H3JI0KCHHBIX
B (eZiepaibHOM T'OCYIapCTBEHHOM 00pa30BaTeIbHOM CTaHAApTe BBICIIETO MPOo(eccrnoHalIbHOTO
oOpa3oBanus. V3yueHue NUCHUIUIMHBI HApPaBICHO HAa (OPMUPOBAHHE TMEPEUUCICHHBIX HUKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETCHIIUH.

Taxxke UENsIMH OCBOCHHS JWCIHIUIMHBI SBISIOTCS PACKPHITHE CYIIHOCTH W 3HAYCHUS
nH(pOpMallMOHHON 0€30MacHOCTH M 3alIUThl UHPOPMALIMK, UX MECTa B CUCTEME HAlIMOHAIbHOMI
0C30MacCHOCTH, ONpPEICICHHEe TEOPETUYECCKUX, KOHIENTYAIbHBIX, METOJOJIOTHYECKUX U
OpraHM3aI[MOHHBIX OCHOB o0OecreueHus Oe3omacHocTd uUHGOpManuK, Kiaccupukanus u
XapaKTEPUCTUKU COCTABIIIOMNX WHGOPMAIMOHHON O€30MacHOCTH M 3aliuThl WH(pOpMammu,
YCTaHOBJICHHE B3aUMOCBSI3U U JIOTHYECKOM OpraHU3aluu BXOASAIIUX B HUX KOMIIOHEHTOB.

1.2. JlucumninHa BXOIUT B COCTaB 00s3aTENbHON YacTH 00pa30BaTEIbHOM MPOTPaMMEI
BhIcIIeTo oOpasoBanus (nanee — OIT BO).

1.3. TlepeuyeHb IUTAHUPYEMBIX PE3YJILTATOB OOYUEHUS O JUCHIUTUIINHE, COOTHECEHHBIX C
IJIaHUpyeMbIMU pe3ysibTataMu ocBoeHus: OI1 BO.

B pesynbrare M3ydeHus NUCHUILIMHBI OOYYalOUIMicS AODKEH 00JalaTh CIIeTyIOIUMHU
KOMIETSHIMSIMHU WM WX YacTaMu. KoMIeTeHIIMY U MHAWKATOPHI UX JTOCTHXKEHUS MPUBEICHBI B
tabnuue 1.

Tabnuna 1 — [lepeuens KOMIETeHIINI U UHAUKATOPOB UX JTOCTHXKEHUS

Kareropus (rpynna) Kon n Kox n HanMeHoBaHMe HHAMKATOpa
HalMEHOBaHME
KOMIIETEHIIUU JOCTH>KEHUS] KOMIIETECHLIUU
KOMIETEHIIUU

OIIK-3.3.1 3HaeT NpUHILIUIIBI, METOIBI U
Cpe/CTBa PEIICHHUs CTaHIAPTHBIX 3324
po(heCCUOHATTLHOM e TeIbHOCTH Ha
OCHOBE MH(POPMAIIMOHHOH U
6ubanorpaduueckoil KyJabTypsl €
pUMEHEHHEM HH()OPMAaIMOHHO-

OIIK-3 Crnocoben
pelIaTh CTaHIaPTHBIC

3a1a4n .
. | KOMMYHUKAITMOHHBIX TEXHOJIOTUH H C

npodeccuoHaIbHON .

Y4ETOM OCHOBHBIX TpeOOBaHUI
NeSITeTbHOCTH Ha .

MH(POPMaIIMOHHOM 06€301MacHOCTH
OCHOBE

. OIIK-3.V.1 ymeer pemars cTaHAapTHBIE
MH(OPMALIMOHHON U .
. | 3amaun mpodeccuoHaIbHOM NS TeIbHOCTH

oubnuorpaduyeckoit

OobmenpodeccuoHanbHbIe CVIIETVDEL © Ha OCHOBE MH(OPMAIIOHHON U
KOMITETEHIINH YABTYP o6ubnnorpadguueckoil KyabTypsbl €

IIPUMEHEHUEM
MIPUMEHEHHEM MH(OPMAaLIMOHHO-
MH(OpPMaLOHHO- .
KOMMYHHKAIIMOHHBIX TEXHOJIOTHUH U C
KOMMYHHKAIIMOHHBIX

y4€TOM OCHOBHBIX TPEOOBaHHIT
uH(GOPMaIMOHHON 6€30MacHOCTH
OI1K-3.B.1 nMeeT HaBBIKH ITOATOTOBKH

TEXHOJIOTUU U C
YYETOM OCHOBHBIX

TpeOoBaHUI .

. 0030pOB, aHHOTAIIUN, COCTaBICHUS
MH(OPMAIHOHHOH edepaToB, HAYUHbBIX JTOKJIAJI0B
0€e301acHOCTH pedep » HayH i

nyosnukanui u 6udarorpagpuu Mo Hay4Ho-
HCCIIeIOBAaTENBCKOM paboTe ¢ ydeToM
TpeboBaHui MH(OPMAITMOHHON
0e30aCHOCTH

2. Mecro nucuumiauHsl B cTpykType OI1
Hucnurnnuaa MokeT 6a3upoBaThCs Ha 3HAHUSX, PaHee MPUOOPETEHHBIX 00YJarOITUMUCS
[P U3YYEHHUH CIEAYIOIINX AUCLUTIINH:
— MWudopmaruka




— HMudopmanmonHbie TEXHOIOTUN

3HaHI/I$I, IMMOJIYYCHHBIC ITPU U3YUCHUHN MaTEpUajia ,HaHHOP'I JUCHUIIIIMHBI, HUMCHOT CaMOCTOATCIBHOC

3HA4YCHUC.

3. OO0BEM U TPYJOEMKOCTh JUCIUILTAHBI

Jlanubie 00 oOmieM 00beMe AUCIUILUIMHBI, TPYIOEMKOCTH OTIEIbHBIX BHIOB y4eOHOM
paboThI O TUCHMILIUHE (M paclpeie]IeHue 3TOM TPYI0EMKOCTH 110 CEMECTPaM) MPEACTABICHBI B

Tadymue 2.

Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUIITNHBI

TpynoeMKocTh 1o
Bun yueGHO# paboThI Bceero cemMecTpam
No8
1 2 3

Oowan mpyooemKkocmp OUCYUNIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 nux yacoe npakmuyeckoii 0020MoeKu
AyoumopHhuie 3auamus, BCEro 4ac. 20 20
B TOM YHCIIE:

nexmu (JI), (gac) 10 10

npaktudeckue/cemunapckue 3aastus  (I13),

(gac)

naboparopusie padbotsl (JIP), (dac) 10 10

KypcoBoii npoekT (pabdota) (KII, KP), (gac)

9K3aMeH, (4Jac) 54 54
CamocmoamenvHnas paboma, Bcero (4ac) 34 34
Buo npomesicymounoit ammecmayuu: 3ayer, k3 k3
audd. 3auer, sx3amed (3auer, Judd. 3au, Dk3.) " ”

4. ConepxaHue JUCIUTUTHHBI

4.1. Pacnpezenenue TpyI0€MKOCTH TUCIUIUIAHBI TIO pa3/enaM U BUIaM 3aHATHH.

Pa3,[[eJ'IBI, TEMbI TUCHUIIJIMHBI U UX TPYAOCMKOCTD IIPUBCJACHBI B Ta6n1/1ue 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUIIIINHBL, UX TPYAOEMKOCTh

Pa3nensl, TEMBI JUCLUIUINHbI Jexmm | 13 (C3) P K1l CPC
ACTE, et (qac) (qac) (qac) (qac) (qac)
Cemectp 8
Pasgein 1. Beenenne 1 4
Pasmen 2.CymHocTh M TOHATHE HWH(POPMAIIMOHHON 1 4
0€e30MacHOCTH
Paznen 3. 3nadenue nHpOpPMAIMOHHON 0€30IIACHOCTH U 1 4
€€ MECTO B CHCTEME HAIIMOHAILHOH 0€30I1aCHOCTH
Pasnen 4. CynHOCTh ¥ OHATHE 3aIUTHI UHOOPMAITUU 4
Paznen 5. CocraB u xitaccudukaius Hocutenei 1 2 4
3aIuIaeMoi nHpopManum
Pazgen 6. [lonaTne u CTpyKTypa yrpo3 3aiuiaeMon 1 2 4
uHpOpMaIH
Paznen 7. OOBEKTHI 3aUTH HH()OPMAITUH 2 2 4
Paznen 8. Knaccudukanyst BUI0OB, METOZIOB M CPEJICTB 2 6
3alIUThl HHPOPMAITUH
Hroro B cemecTpe: 10 10 34
Hroro 10 0 10 0 34




[IpakThdeckass MOATOTOBKA 3aKIIOYaeTCss B  HEMOCPEICTBEHHOM  BBITIOJHEHUU
oOydJalolmuMuUCs  OMNpelNeleHHbIX  TPYAOBBIX  (YHKIMH,  CBSI3aHHBIX ¢  Oya;yuleit
npodeCCHOHATIBHOMN 1S TETbHOCTBHIO.

4.2. CopnepskaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHSATHA.
Copep:xanne pa3aelioB M TeM JICKIIMOHHBIX 3aHITHIA MIPUBEICHO B Ta0HIIE 4.

Tabmuua 4 — CopeprkaHue pa3esioB U TEM JICKIIMOHHOTO IHUKJIA

Howmep paznena HaszBanue u conep:xkanue pas3iesioB U TEM JICKLIMOHHBIX 3aHATHI

Paszoen 1. Beeoenue.

[Ipenmert u 3aaun Kypca. 3HaU€HHE U MECTO Kypca B, IIOATOTOBKE
CIENMANUCTOB, 10 3auuTe nHhopmanuu. Hayunas u yaebnas
B3aUMOCBSI3b Kypca ¢ APYTHMH TUCUMIUINHAMU. Pa3zensl u TeMsl, ux
pacnpezeneHe 1o BUaM ayAUTOPHBIX 3aHATHI. POpMBI IPOBEACHUS
CeMHHApPCKUX 3aHATHH. COCTaB M METOJUKA CAMOCTOSATEILHON paboThI
CTYZAEHTOB IO U3YYECHHUIO IUCIMIUIMHEL. DOpMBI IPOBEPKH 3HAHUM.
AHanu3 HOPMaTUBHBIX UICTOYHUKOB, HAYYHOH U yd4eOHOM! TUTepaTypHI.
3HaHusg 1 YMCEHUSA CTYACHTOB, KOTOPBIC JOJI’)KHBI OBITH IMOJIYy4YCHBI B
pe3ynbTaTe N3y4eHHs Kypca.

Paszoen 2. Cywpnocmov u nonsmue ungopmayuontol bezonacHocmu
CTaHOBJICHUE U Pa3BUTHE MOHATHA "MH(DOPMAIIMOHHAS O€30MacHOCTE" .
CoBpeMeHHbIe IOAXOBI K OnpeeseHnto oHsATHs. CyIIHOCTh
nH(pOopMaImoHHOM Oe3omacHocTH. OOBEKTH HHPOPMAITHOHHON
6e3omacHocTh. CBs3b HHDOPMAITMOHHOHN 0€30ITaCHOCTH C
uHpopMaTu3zaiuei oduiectsa. CTpykrypa HHGOPMAIMOHHON
6e3onacuoctu. OnpeaeseHne MOHATHS HHPOPMALIMOHHAS
Oe3omacHOCTh".

Paszoen 3. 3navenue ungpopmayuonuoii 6ezonacHocmu u ee Mecmo 8
cucmeme HayuUoOHaIbHOU 6€30MaCHOCTH

3HaueHne nHHOPMAITMOHHOM, OE30MIACHOCTH ISl CYOBEKTOB
MH(POPMALMOHHBIX OTHOLIEHHUH.

3 CBs13b MeXy HH(POPMAIIOHHOHM 6€30MaCHOCTHIO M 0€30MaCHOCTHIO
WHPOPMAITUH.

ITonsiTHE M cOBpeMEeHHAs! KOHLETILHUS HAlIMOHAJIbHON 0€3011acHOCTH.
MecTo uHpOpMaIMOHHON, 0€30aCHOCTH, B CUCTEME HAIIMOHAILHOM
0e30MacHOCTH.

Pasoen 4. Cywynocms u nonsmue 3awjumeol un@opmayuu
CyiecTByroue MoaxoAbl K COAepKaTeIbHONW YaCTH HOHSTHS "3a1uTa
HHPOpMAIUK" 1 CIOCOOBI pealTu3aliiy COAEPKATEIHLHOM YacTu.
MeTtono0rnueckas OCHOBA PACKPBITHS CYIIIHOCTH U OIpeIeIeHUs
MOHATHA 3Tl HHPOpMay. PopMbl BEIPAKECHUS HAPYILIECHHS
craryca uHopmanuu. O0yCIOBIEHHOCTh CTaTyca HHGOPMAIUH e
YSI3BUMOCTBHIO.

IonsTre ya3sumoctu nHGopMauu. PopMbl IPOSBICHUS YSI3BUMOCTH
nHpopMmaruu. Buse! yszsumoctu naopmanuu. [lonstue "yredka
nHpopmarun". CooTHotieHre (OpM U BUIOB YSI3BUMOCTH
nHpopmanun. ConepkarenbHas yacTh HOHATHS "'3alIuTa
uHpopMan".

Crioco6 peanuzanuy coaepKaTelIbHONW 9acTH 3aIIUTH HH(OPMAIHH.
Onpeenenye MOHATUS "3anuTa nHGOpMAIK'', €r0 COOTHOIICHHE C
nonsitueM, cpopmynupoBanasiM B [OCT P 50922-96. "3amuTa
nHpopmaiur. OCHOBHBIE TEPMUHBI U ONIpeieTICHuUs .

Pazoen 5. Cocmas u knaccuguxayus Hocumeneu 3auuuyaemort
ungopmayuu

[NonsiTre HOCcUTEND 3amuinaeMoii nHpopmarwu". COOTHOIICHNE
MEX/1y HOCUTEJIEM M HCTOYHMKOM HHbopMalyu. CocTaB HOCHTEICH




3ammuiaeMoi nHdopmarmu. Ciocoos! pukcupoBanus HHGOpPMAIUN B
HocHTeIsIX. Buabl oToOpaxkeHus nHGOpMAauy B HOCUTENSIX. MeTozpl
BOCIIPOU3BEICHUS OTOOpaKEHHOH MH(POPMALIMU B HOCUTEIISIX
uHpopMmaru. Hocurenu muchbMeHHOH, BUIOBOM, H3ITy4aeMOM
nHpopmaruu. OnocpeT0BaHHBIE HOCUTETH 3aITHIIaeMOiH
nHpopmaruu. CBOMCTBA M 3HAUCHIE THIIOB HOCUTEIICH 3alTUTIIacMOM
WHPOpPMALIUH.

Pasoen 6. [lousmue u cmpykmypa yepo3 3auunujaemou ungopmayuu
CoBpeMeHHbIE TIOAXOJII K IIOHSITHIO YTPO3bI 3AIUIIACMO
nHpopMarun. CBs3b YIPO3bl 3aIUIIAEMON HH(OPMAITHH C
ys3BUMOCTBIO HH(popManuu. [Ipu3Haku U COCTABIISIONINE YTPO3bI:

6 sIBNICHUs1, PAKTOPBI, yCIIoBH. [IoHITHE YTPO3bI 3alUIIAeMOM
uHpopmarun. CTpyKTypa SIBICHHHA KaK CYIIHOCTHOTO BBIPAYKCHHUS
yrpo3sl 3anumaemMoi uHpopmarmu. CTpykTypa GpakTopos,
CO3JIAI0IINX BO3MOKHOCTD IECTA0MIU3UPYIOLIETO BO3ACHCTBHS Ha
HH()OPMAITHIO.

Pazoen 7. Obvexmot 3auumot ungopmayuu

[MonsiTre o0bekTa 3amuTel. HocuTenu nHpopManui Kak KOHEUHbIE
00BbeKTHI 3amUTHl. OCOOCHHOCTH OTAEIBHBIX BHIOB HOCUTEIEH KaKk
00BEKTOB 3aLLUTEHI.

CocTtaB 00BbEKTOB XpaHEHHUS MMCbMEHHBIX U BUIOBBIX HOCUTEIEH
WHPOpMaLUH, ToANeKaKX 3amuTe. CocTaB MOANEKAIINX 3alIUTE
TEXHUYECKUX CPENICTB OTOOpakeHus, 00paboTKH, XpaHEHUS,
BOCIIPOM3BEICHUS nepeaaun nHpopManun. Jpyrue o0beKThl 3aIIUThl
nHpopManuy. Bubl u cmocoOb! JecTabMIM3UPYIOIET0 BO3ACHCTBUS
Ha OOBEKTHI 3aILUTHI.

Paszoen 8. Knaccughuxayus 6udos, memooos u cpedcms 3auumol
unghopmayuu

Buap! 3amutel nHpopmaium, chepsl ux aeictus. Knaccudukamms
METO/IOB 3aIUTHl HH()OPMAIMU. Y HUBEPCAIbHBIE METO/BI 3aIIUTHI

8 nHpOpMaIuK, 00acTb UX npuMeHeHus. O01acTH MpUMEHEHUS
OpraHU3allMOHHBIX, KPUITOTPAQUIECKUX U HHKEHEPHO-TEXHUYCCKUX
MeTOoJ10B 3amuThl HHpopMarmu. [loHsTHE N KITaccU(UKaIHs CPeICTB
3amuThl nHPopManuu. HazHaueHne mporpaMMHBIX,
KpUNTOrpad)MuecKuX U TEXHUUECKUX CPEJICTB 3aIUTHI.

4.3. IlpakTtuyeckue (ceMUHAPCKUE) 3aHATUS
TeMbl MpaKTHYECKUX 3aHATHIA U X TPYAOEMKOCTh IPUBEICHBI B TAOIHIIE 5.

Ta6n1/1ua 5— HpaKTI/I‘leCKI/IC 3aHATHUSA U UX TPYAOCMKOCTDb

N3 nux Ne
Ne | Tewmsbl npaktudeckux | @opmel npakTU4eCKuX | TpyaoeMKOCTh, |MPAKTHUYECKOM |pasnena
n/m 3aHATUN 3aHATUH (gac) MIOATOTOBKH, | AUCIUI

(dac) JIUHBI

Y4eOHBIM MJIaHOM HE MPEAyCMOTPEHO

Bcero

4.4. JlabopatopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHH U UX TPYJOEMKOCTb IPUBEICHBI B TaOIUIIE 6.

Tabmuna 6 — JlabopaTropHble 3aHATHS U UX TPYJOEMKOCTh

Ne TpynoemKocTsb, N3 Hux Ne
HaunmenoBanme nabopaTopHbix paboT .
/11 (dac) MIPAKTHYECKOM | pa3zerna




MOJITOTOBKH, | JIMCITHAT
(dac) JIMHBI
Cemectp 8
1 | HccnemoBanue ys3BUMOCTH WH(GOPMAITUT 2 5
2 | UccrnenoBanue BUIOB ySI3BUMOCTH 2 6
3 | UccnenoBanue ¢opM yI3BEMOCTH 2 7
4 | IlocTpoeHue anropuTMOB COLIMATILHON 4 8
WH)KEHEPUH U CTIOCOOBI 3alUTHI OT HUX
Bcero 10

4.5. BeinoiHeHne KypcoBOrO IPOeKTa/ KypcOBOH pabOThI
VY4eOHbIM MJITaHOM HE IPEAYCMOTPEHO

4.6. CamocrosrenbHas padoTa 00yJaronxcs
Buiel caMoCTOsITENIbHOM pabOThI M €€ TPYAOSMKOCTh ITPUBEICHBI B TAOIHUIIE 7.

Tabmuua 7 — Bugsl caMocTosTenbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 8,
Bua camocrositensHOM paboTh
qac qac
1 2 3
W3ydeHne TeopeTHuecKOro MaTepuania
10 10
nucuuriaHbl (TO)
Kypcosoe npoextuposanue (KI1, KP)
Pacuerno-rpadpuueckue 3ananus (PI'3)
Brimonaenue pedepara (P)
IToaroToBKa K TEKYIIEMY KOHTPOJIIIO 14 14
ycneBaemoctu (TKVY)
Homamnee 3amganne (/13)
KontposbHble pabothl 3a04HHKOB (KP3)
IToaroroBka K mMpoMeXyTOYHOU
10 10
atrectauuu (I1A)
Bcero: 34 34

5. [lepedyenn yueOHO-METOUYECKOTO 00ECTICUCHUS
JUIS CAMOCTOSITENIbHON paboThl 00yUaroImuXcs M0 JUCUUIUIHHE (MOJTYJIIO)
Y4eOHO-MeTOAMYECKE MaTepHalbl Il CaMOCTOSITENIbHON padOThl 00yJaromMXCsl yKa3aHbl B
1.11. pa3aenos 6-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUEOHBIX U3TaHUN
[lepedyeHb MeYaTHBIX U DJEKTPOHHBIX YIeOHBIX M3IaHUH MPUBEIEH B TaOIHUIE 8.
Tabnuua 8— [lepeyeHb Me4aTHBIX U AJIEKTPOHHBIX YUEOHBIX MU3TaHUI

ITudp/ KomuectBo 3x3eMIutsipoB B
oubnmorexe
URL bubnuorpaduueckas ccpiika
(KpoMe AIIEKTPOHHBIX
azpec
9K3EMIUIIPOB)

004 CBuHapuyk, AHapeit AjiekcaHIpoBHUY (KaH/. TEXH. 5)
C24 Hayk). OcHOBBI HH(OPMAITMOHHOW O€30MACHOCTH :




y4aeOHO-MeToanueckoe mocooue / A. A. CBUHApUYK ;
C.-ITetep6. roc. yH-T a3pOKOCM. IPHOOPOCTPOCHHUS. -
Cankr-Ilerepoypr : U3a-so I'YAIIL, 2023. - 94 c. :
puc., Tabn. - bubnuorp.: c. 90 (12 nass.). - b. 11. -
Tekcr : HernmocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IUTHl HHPOPMALIUH: 10
B 75 yaeOHnoe nocodoue/ A. B. Boponos, H. B. Bonommwna.
- CI16.: 'OY BIIO "CIIGI'YAIT", 20009. - 78 c.

004 III | Hagerun, B. ®. 5
22 WNudopmannonnas 6e3onacHocts [ Tekcrt]: HaydHO-
nonysspHas auteparypa / B. @. lllaasrun. - M.:
JMK Ilpecc, 2014. - 702 ¢

X 47 | Sxosen, E. H. IIpaBoBbiec OCHOBBI 00ecriedeHus 5
nHpOopMaMOHHOH Oe3omacHocTH Poccuiickoit
Oenepanuu [ Tekcr] : yauedHoe nocodbue / E. H.
SAxogen. - M. : FOpmuturdopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
Hanbrun, B.®. 3amuTa nadpopmanuu B
KOMITBIOTEPHBIX CUCTEMAX U CETIX [ DIIEKTPOHHBII

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MenbaukoB, B. I1. 5
48 3amuta undopmanuu [ Tekct] : yueonuk / B. I1.
Menbuukos, A. U. Kynpussos, A. I'. Cxuprnanse ;
pen. B. I1. MenbuaukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps0ko, b. 4. 10
98 Kpunrorpadudaeckne MeTO b1 3aIUTHI HH(OOpPMALIAN

[Tekcr] : yue6HOe mocobue / b. S. Psbko, A. H.
®uOoHOB. - 2-€ u31., ctep. - M. : ['opstuas muHMS -
Temexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. UHxkeHepHO-TeXHUYECKas 3aluTa
uHpopmanuu [DneKTpoHHbIH pecypce] : yueOHoe
nocobue. — DnexkTpoH. gaH. — M. : TYCYP
(Tomckuit rocytapcTBEHHBIN YHUBEPCUTET CUCTEM
yIIpaBJICHUS U PaIM0IEKTpoHUKH), 2010. — 195 c.

7. IlepeueHb 2NMEKTPOHHBIX 00pa30BaTENbHBIX PECYPCOB
WH(OPMAITMOHHO-TEJICKOMMYHHKAITHOHHOH ceTn « THTepHEeT)»
[Tepeuens AIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB uH(pOPMaIMOHHO-
TEJICKOMMYHUKAIIMOHHONW ceTn «MHTepHeT», HEOOXOIUMBIX JJII OCBOCHHS JTUCIUILIAHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATEIBHBIX PECYPCOB HH(POPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTn «MHTepHeT»
URL anpec HaumenoBanue
Lms.guap.ru Cucrema aucraniimonroro odyuenus ['YAIT (CO I'YAII)
rsv.ru [TnaTdopma “Poccust — ctpaHa BO3MOKHOCTEH
leader-id.ru [Tnatpopma “Leader-1D”

8. Ilepeuens HHPOPMAITMOHHBIX TEXHOJIOTHI



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

8.1. [lepeyenbp mTpOrpaMMHOr0 OOECHEeUeHUs, HCIOIb3YEeMOT0 IPH OCYIIECTBICHUU
00pa30BaTeNLHOrO MpoIecca MO AUCLUIIUHE.
[lepedeHp UCIONB3yeMOr0 MPOrPaMMHOT0 obecrieueHus npejacrasieH B Taduuie 10.

Ta6ymma 10— [Tepeyersr mporpaMmMHOTO oOecrieueHus

Ne i/t HaumenoBanue

1 DnexTpoHHas HHPOopMaIMOHHO-00pa3oBarenbHas cpeaa ['Y AIl « AaTerpupoBanHas
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyaaukamu I'YAII (BBeneHa B
skcmuryaTarutio npuka3zom ['YAII ot 06.06.2017 Ne 05-215/17), nepedeHs Moayiei u
ux QYHKIIMOHATIBHOE Ha3HAYCHUE M3JI0KEHBI TT0 CChUIKE https://guap.ru/it/system/iso

2 OdunmanbHplii callT 00pa3oBaTebHON OpraHu3aluu B ceTH «HTepHET»
(https://guap.ru/), pazpadoran corpyaaukamu ['Y AT (BBelieH B SKCIUTyaTaIUIO
[Mpukazom ['VAII ot 23.03.2023 Ne 05-145/23)

3 LibreOffice 5 (JIuuensus LGPLv3)

8.2. [lepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMbIX npu
OCYIIECTBIICHHH 00pa30BaTeILHOTO MpoIiecca Mo AUCIHUITITHHE

[lepeyeHbp WCMONB3yeMBIX HWH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEICTABICH B
Tabymue 11.

Tabmuna 11— Ilepedyens HHPOPMATMOHHO-CITPABOYHBIX CHCTEM

Ne i/m HaumenoBanue

1 3BC Znanium (https://znanium.ru/), 1octyn yepe3 TMYHBINA KaOWHET YUTATEIS
oubmmotexku 'Y AIl, a Taxoke no IP -agpecam 'Y AIT

2 OBC «Jlanby (https://e.lanbook.com/), noctyn uepe3 IUYHBINA KAOUHET YUTATENS
oubmuorexu ['YAIL a Taxxe no IP -agpecam 'Y AII

3 OnekTpoHHbIi Katanor oudmmoreku ['YAII ¢ gocTynom k 6a3e moJTHOTEKCTOBBIX
uznanuit (https://lib.guap.ru), toctyn yepe3 TMYHBIA KaOMHET ynTaTeNsd OMOINOTEKH
I'VAII

9. MarepuanpHO-TeXHHYECKast 6a3a
CoctaB  MaTepUaIbHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOW JuIi  OCYIIECTBICHUS
00pa30BaTEIILHOTO TpoIiecca Mo TUCIUTUIHHE, TIPECTaBIeH B TabmuIel 2.

Tabnuna 12 — CoctaB MaTepHallbHO-TEXHIUYECKON 0a3bl

Ne HaumeHoBaHMe cOCTaBHOMN 4acTu Howmep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOHN 0a3bl (pu HEOOXOAMMOCTH)

1 JlexuMOHHAS Ay AUTOPUS

KommnsrorepHslii knace

10. OueHouHbIe cpeACTBA ISl IPOBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CocTaB OIEHOYHBIX CPEIACTBIJIA TPOBEJACHHUS IPOMEKYTOYHOW aTTEeCTaIlluu
oOyJaronuxcs Mo AUCUUIUINHE IPUBEACH B Tadbnuie 13.
Tabmuma 13 — CocTaB OIEHOYHBIX CPEJICTB JIJIS IPOBEACHHSI IPOMEKYTOTHON aTTeCTAIlNN

By mpoMexxyTouHOM aTTecTaruu IlepeueHb OIICHOYHBIX CPENICTB
Cnmcok BOMPOCOB K IK3aMEHY;
DKk3aMeH DK3aMeHaI[MOHHbIE OUIEeThI™;

3agaun;




TecThl.

IIpumedanune: *sK3aMeHAIMOHHbIE OMIIETHI POPMHUPYIOTCS HA OCHOBE BOIIPOCOB U 3a1a4 TabmuIs 15.

10.2. B kayectBe KpUTEpUEB OICHKH YPOBHA C(OPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMHCs MPUMEHseTCsl 5-0ajuipHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIINI, KOTopas mpuBeaeHa B Tabuuie 14. B TeueHne cemMecTpa MOXKET UCIOIB30BAThCS
100-6amtpbHast  mIKajga ~— MOAYJIBHO-PEUTHMHTOBOM  CHCTEMBl  YHHBEpPCUTETa,  IpaBUia
UCTIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATUBHBIM aKTOM
['VAIL
Tabmuna 14 —Kpurepuu onieHKH ypoBHS c(hOPMHUPOBAHHOCTH KOMIETEHITHH

Or1eHKa KOMITETEHITUH

XapakreprcTrka chopMUPOBAHHBIX KOMIIETEHITUI
5-0ayubHas mKana P P (popmipo

OO6yuaromuiicst:

— T1y0OKO ¥ BCECTOPOHHE YCBOWJI MPOTPAMMHBIN MaTepHa,

— YBEpPEHHO, JIOTHYHO, [TOCIIE0BATEIHLHO U TPAMOTHO €T0 M3JIaracr;

— ONUpasCh Ha 3HAHWS OCHOBHOH M JIOTOJHUTEIILHOW JIUTEpPaATYpPHI,
COTIIMYHO» TECHO CBSI3BIBACT YCBOCHHBIC HAYYHBIC TOJOXKCHUS C MPAKTUYCCKON
«GaYTEHO» NESTSIILHOCTHIO HAPABIICHHUS;

— yMes0 000CHOBBIBAET M ApTYMEHTUPYET BBIJBUTACMBIC HM UJICH;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— cBOOOJIHO BII4JIEET CUCTEMOM CIIEIMATM3UPOBAHHBIX OHATHH.

— paBmWIbHO BRIMOJIHWI OT 90% 1m0 100% TecToBBIX 3a1aHui

OO6yuaromuiicst:

— TBEpJI0 YCBOMWJI MPOTPAMMHBIN MaTepuai, rPaMOTHO U MO CYIIECTBY
U3JNaraer ero, ONnupasich Ha 3HaHWS OCHOBHOM JTUTEPaTypHI,

— HE JIONYCKAET CYIIECTBEHHBIX HETOYHOCTEH;

«XOPpOIIIO» — YBSI3BIBAET YCBOGHHBIE 3HAHHUS C MPAKTUYECKOW JeATEIHbHOCTHIO
«3a4TEHO» HaIpaBJICHUS,

— apryMEHTUPYET Hay4YHbIE TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIEHHUS;

— BJIQJICET CUCTEMOM CIIeMAIM3UPOBAHHBIX TTOHSITHIA.

— IpaBUWJIbHO BRIMOJIHUI OT 70% 10 89% TecTOBBIX 3aAaHMI

*x

—06yt1a}01u1/11/1c;1 YCBOUII TOJIBKO OCHOBHOH HpOFpaMMHLII/I MaTcpuall,
o CYWCCTBY H3JIara€Tt €ro, OnupasCb Ha 3HAHHUA TOJIBKO OCHOBHOM

JIUTEPaTypHI;
— JIOMYCKAeT HeCYLIECTBEHHbIE OIIMOKN U HETOYHOCTH;
«YHOBJIETBOPUTENILHO» | — UCTIBITBIBAET 3aTPYJHEHHUS B INPAKTUYECKOM IPUMEHEHUH 3HAHUUN
«BaYTEHO» HaIpaBJICHUS;

— cl1a0o apryMEHTHPYET HAyJHBIC MTOJIOKCHHUS,

— 3aTpyAHsieTcs B (OpMyITUpPOBaHUU BHIBOJOB M 0000IIEHUI;

— YaCTHYHO BJIAJIEET CUCTEMOM CTIENMATM3UPOBAHHBIX OHATHH.
— MPaBUJILHO BBRIMOJIHWI OT 51% 1m0 69% TecToBBIX 3agaHui

— o0ydJaromiics HE YCBOWJ 3HAYUTEIBHOH YacTH MPOTPAMMHOTO
Marepuana;
— JIOTyCKaeT  CYLIECTBEHHblE  OIIMOKM W  HETOYHOCTH  IpHU
«HEYJIOBJIETBOPUTEBLHO» | PACCMOTPEHUH MPOOJIEM B KOHKPETHOM HaIlPaBICHHUM;
«HE 3aUTCHO» — HCTIBITHIBAET TPYTHOCTH B MPAKTHYECKOM IPUMEHEHUN 3HAHHIA;
— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJIOKEHIS,
— He (OpMYIHPYET BHIBOJOB U 0000IICHUH.
— MPaBWJILHO BHINOJHWI MeHee 51% TecTOBbIX 3aJaHHi

*x

10.3. TunoBble KOHTPOJILHBIE 3a/I1aHUS WM UHBIE MaTePHAIIBI.
Bomnpocsr (3agaun) Ass sK3aMeHa mpeIcTaBiIeHb! B Tabiuie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Ne n/mt ‘ IlepeuyeHp BOpocoB (3a7a4) i HK3aMeHa ‘ Kog




WHIUKAaTOpa

[Tonsarue undopmarmonHoit 6ezonacuoctu (Mb) u ocHOoBHbIE
TEPMUHBI (3aIUTA, YIPO3a, YI3BUMOCTH).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HICHIIMATBHOCTb, IIEIOCTHOCTD, IOCTYITHOCTh —
MOHATUE U IPUMEPBI HAPYILICHUH.

[Ipenmnoceiiky 1 nenu odecredeHus: HHPOPMaIMOHHOM
0€30MaCHOCTH.

Bupl nHpOpMAaIMOHHOM 6€30MTaCHOCTH: TIEPCOHATbHAS,
KOpPIIOpaTHBHASA, TOCYAaPCTBEHHASI.

OOBEKTHI M CYOBEKTHI 3alTUTHI HHPOPMAIIHH.

JlokTpuHa nHPOpMamoHHOH 6e3omacHocTH Poccuiickoit
®denepanun (OCHOBHBIC MTOJOKEHUS).

WNudopmannonnas 6€301MacHOCTh YeJIOBEKa U 00IIECTBa.
KomnbroTepHble MPeCcTyIICHUS: ONpeie/icHHE,
KJ1accu(UKalus 1 OCHOBHBIE TEXHOJIOTUN COBEPIICHHUS.
CoBpemenHas kKoHuemnus ooecnieueHus Ub.

Pois uenoBeveckoro axkropa B obecriedeHun
nH(pOpPMaIMOHHOM 0€30MMacCHOCTH.

Krnaccudukanus yrpo3 nHGpOpManmoHHOM O€30TaCHOCTH
(MCTOYHMKHY, LIEJIH, BUJIbI BO3ICHCTBU).

OcHOBHbIE KaHaJIbl YTEUKU UHPOPMALUH.

TexHuUecKue KaHaJbl YTEUKH HHPOPMAIIUU: TIOHATHE U
CTIIOCOOBI 3aIIUTHI.

Bunel cereBbix arak: DoS, DDoS, Man-in-the-Middle
(MITM).

OIIK-3.3.1

CoumanbHas HHXXEHEpUs: METO/IbI U CIIOCOOBI
IIPOTUBOJIECHUCTBHUS.

BpenonocHoe nporpamMmmHoe o0ecriedeHne: BUPYChl, YepBH,
TposiHbl, Ransomware.

VYTpo3bl 0€30MaCHOCTH MEPCOHAIBHBIX TaHHBIX.

YTrpo3sl KOMMEPYECKON TallHbI M HHCAWIEPCTBO.

MeToibl OIIEHKH PUCKOB HH(POPMALIMOHHOM 6€30MacHOCTH.
UYro Takoe ys3BUMOCTh (vulnerability) u yem oHa otnuvaercs
OT yrpo3sl?

[TonuTuka 6e30macHOCTH MHGHOPMAITMOHHOW CHCTEMBI:
Ha3HAYEHHUE U CTPYKTYpa.

MeTtoabl ayTeHTU(DUKAIUY U UACHTU(PUKALIUH 110Ib30BaTeNeH.
Bunsl ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTO(aKTOpHas).

JIMckpelMoHHas U MaHJaTHAsi MOAEIIN YIIPaBJIECHUS JOCTYIIOM.
MexaHu3MBbl 3aLUThI: TEXHUYECKUE, IPABOBBIE,
OpraHMU3aLMOHHBIE.

Kpunrorpaduuecknue MeTo bl 3aiuThl HH(OPMALIUN
(CMMMETPHYHBIE U ACUMMETPUYHBIE).

XemupoBaHHe: MOHATUE U UCIIOJIb30BAHUE Ui TPOBEPKHU
L[EJIOCTHOCTH.

OIIK-3.V.1

Me:xceresble 3kpanbl (Firewalls): dyHKIuuM, TUIIBI (TaKETHBIE,
YPOBHS IIPUIIOKEHUN).
CucremMbl 00HapYKEHUS U MPEAOTBPAILIECHUS BTOPKEHHUI

(IDS/1PS).
AHTUBHpYCHAs 3alUTA: IPUHIUIBI pabOTHI.

OIIK-3.B.1




VPN (BupTyanbHbIC YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBI.
PesepBHoe xonupoBanue (Backup) kak cpenctso
o0ecrniedeHus JOCTYIMTHOCTH IaHHBIX.

be3zonacuocts 6ecripoBoHbIx cereit (Wi-Fi).

3ammTa MOOMJIBHBIX YCTPONCTB.

3amuTa nHGOPMAIUHN B 00JIAYHBIX BBIYUCIICHUSIX

[IpaBoBbie MeTObI 00ecrieueHust UHHOPMALTMOHHON
0€30MaCHOCTH.

3akoHomarenbctBo PO B o6mactu 3amutsl nHpopmarun (D3-
152, ®3-149).

l'ocynapcTBenHast 1 KOMMepueckas TaifHa: TIOHATHE U 3alUTa.
[lepconanbHble JaHHBIE: KJIACCU(UKALINS U IPABOBOM PEKUM
3aIUTHI.

CrangapTsl B 00J1aCTH HHPOPMAIIMOHHON 0€301aCHOCTH
('OCT P UICO/MDBK 27001).

Cuctema 3amuThl HHGOPMALIUK OPTAHU3AIMH: CTPYKTYpPa U
MIPUHIIMIIBI CO3/1aHU.

OneHka pUCKOB: OIIPEEIICHUE, 3TallbI.
busHec-HenpepbIBHOCTH U BOCCTAHOBJIEHUE TIOCTIE
nnuaeHtoB (BCP/DRP).

OOyuenue nepcoHaga OCHOBaM KnOep0Oe30macHOCTH.

Aynut 6e3omacHoCTH HH(OOPMALIMOHHON CUCTEMBI.
[Tpunuuns! padots! [Psec.

MeTto/b1 321U ThI OT CHU(D(PHUHTA TAKETOB.

Metoapl ycrpaneHus yrpo3ssl IP-cnydunra.

ATtaku Ha ypoBHe npuioxenuit (SQL-unbvekuuu, XSS).
@ummHr: onpeneneHue, BuabI (smishing, vishing) n
MIPU3HAKU.

Bompocsr (3amaun) st 3aueta / qudd. 3aueTa npejgacraBieHsl B Tabmuie 16.
Tabnuua 16 — Borpocs! (3a1aun) ams 3adeta / qudd. 3auera

Kon

Ne i/m [Tepeuenn BompocoB (3ama4) A1 3aUera / In . 3a4€Ta
P p ( 8 )I[ A (I)q) HHJUKATOpa

Y4eOHbIM MJIAHOM HE IPETYCMOTPEHO

[lepeuenp Tem Uil BHIOJHEHUS! KypCOBOIO IPOEKTa/ KypcoBO pabOThl MpECTaBIICHBI
B Tabmmie 17.
Tabnuna 17 — IlepeyeHs TeM Uil BHIIOJHEHUS! KYPCOBOTO MPOEKTA / KypCOBOM pabOThI

No /i [TpruMepHBIii epedeHb TeM IS BBIOJIHEHHS KypCOBOTO IPOEKTa/ KypCcOBOM
B paboThI

Y4eOHBIM IIAHOM HE MPEAYCMOTPEHO

Bonpocsl s npoBeneHus NPOMEKYTOYHOM aTTecTalMid B BHUJAE TECTUPOBAHMSA
IpeJICTaBICHBI B Ta0wmIe 18.

Ta6muna 18 — [IpumepHBIil TepedeHb BOITPOCOB ISl TECTOB

o Kon
Ne /m [IpuMepHBIii IepeyeHb BOIPOCOB ISl TECTOB
WHJUKAaTOpa
1 1) K mpaBoBBIM MeTO1aM, 00ECTICUNBAIOIINM HH(GOPMAIIIOHHYIO OIIK-3.3.1

0€301acCHOCTb, OTHOCSTCS:
- PazpaboTka anmapaTHBIX CpeJICTB 00ECTICUCHUSI IIPABOBBIX JTAHHBIX
- Pa3zpaboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX MPABOBBIX CETAX




YKYpHAJIOB yueTa IeUCTBUI

+ Pa3paboTka 1 KOHKpETH3aIHs MPABOBLIX HOPMATHBHBIX AKTOB
obecrnieueHus 6€30MacHOCTH

2) OCHOBHBIMHU HCTOYHUKAMH YTPO3 HH(POPMAIIMOHHOH 0€301acHOCTH
SIBJIIOTCS BCE YKA3aHHOE B CIIHUCKE:

- XUIIIeHUE KECTKHUX JIMCKOB, MOJIKIIOYEHUE K CETH, MHCAIepPCTBO

+ IlepexBar JaHHBIX, XUILEHUE TaHHBIX, I3MEHEHHE apXUTEKTYpPbI
CHCTEMBI

- XulleHne TaHHBIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYILICHUE
pernameHTa paboThbl

3) Buapl undopmanmonHoi 0€301MacHOCTH:

+ IlepconanbHasi, KOpopaTuBHasi, FOCy1apCTBEHHAs

- Kninenrckas, cepBepHasi, cereBast

- JlokanbHas, TI00anbHast, CMEIIaHHAas

4) Ilenu napOpMaITMOHHOM 0€30MACHOCTH — CBOEBPEMEHHOE
oOHapyKeHHE, TPeAYIpeKICHHE:

+ HEeCaHKUIMOHUPOBAHHOTO JJOCTYIA, BO3JCHCTBHS B CETU

- HHCAWIepCTBa B OpraHU3auu

- Upe3BBbIYANHBIX CUTYyallul

5) OcHoBHbIE 00BEKTHI HHGOPMAITMOHHON 0€3011aCHOCTH:

+ KommbroTepHble ceTH, 6a3bl JaHHBIX

- UudopmanoHHbIe CUCTEMBI, IICUXOJIOTUYECKOE COCTOSHUE
I10JIb30BaTENEN

- busnec-opueHTHpOBaHHBIE, KOMMEPUYECKHE CUCTEMBI

6) OCHOBHBIMU pHUCKaMH HH()OPMAIIMOHHON OE30MTACHOCTH SIBIISTFOTCS:
- Uckaxxenue, yMeHblIeHIE 00beMa, IEPEKOANPOBKA HH(DOpMALIUU

- TexHnueckoe BMENIATENbCTBO, BBIBEIEHUE U3 CTPOSI 000pYy10BaHUS
CeTH

+ IoTeps, ucKakeHne, yTeuka HH(opMaIiu

7) K ocHOBHBIM mpuHIIUIIAM oOecrieueHus: THPOPMAITMOHHON
0€30MacCHOCTH OTHOCUTCSI:

+ DkoHOMUYECKO# 3(h(heKTUBHOCTH CUCTEMBI O€30IIaCHOCTH

- MHoromnaropMeHHOH peanu3aui CUCTEMBI

- YcuieHus 3aluieHHOCTH BCEX 3B€HbEB CUCTEMBI

8) OCHOBHBIMH CYObEKTaMH HH(POPMALIMOHHON O€30MMaCHOCTH
SIBIISTFOTCSL:

- PYKOBOJIUTEIN, MEHEDKEPBI, aIMUHUCTPATOPHI KOMIAHHUN

+ oprassl IpaBa, TOCy1apcTBa, Ou3Heca

- ceTeBble 0a3bl TaHHBIX, (PacpBOILIIBI

9) K ocHOBHBIM (DyHKIMSIM CUCTEMBI O€30M1aCHOCTH MO>KHO OTHECTH BCE
MIEPEYUCIIEHHOE:

+ YcTaHoBNIEHUE periaMeHTa, ayAuT CUCTEMBI, BBISIBICHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPHIIOKEHUH, CMEHA XOCTUHT-KOMITAaHUU
- Baenpenue ayrenTudukam, mpoBepKkr KOHTAKTHBIX JaHHBIX
I0JIb30BaTENEN

tect 10) [IpuHIMIOM HHPOPMALIMOHHOM 6€30MaCHOCTH SABISAETCS
TIPUHIIAIT HEJOMYIICHUS:

+ HeompaBnaHHBIX OrpaHUYeHHH MPH paboTe B ceTH (CUCTEME)

- PrckoB 0€301acHOCTH CETH, CHCTEMBI

- [Ipe3ymnimm ceKpeTHOCTH

11) IlpuHuunom noMuTUKU UHMOPMALIMOHHOW O€30MacCHOCTH SIBIISIETCS
ITPUHIINIL

OIIK-3.V.1




+ HeB03M0>XKHOCTH MMHOBATh 3alIUTHBIE CPEICTBA CETU (CUCTEMBI)

- YcuieHust OCHOBHOTO 3BEHA CETH, CUCTEMBbI

- [TonHoro 610KMpOBaHUS JOCTYTA IPU PUCK-CUTYAILUSAX

12) [IpyHIMTIOM NOJAUTUKYA UHPOPMALMOHHON OE30MIACHOCTH SIBIISICTCS
TIPUHIIMII:

+ YcuneHus 3auiMieHHOCTH CaMOT0 HE3alUIIEHHOTO 3B€Ha CEeTH
(cuctemsr)

- [lepexoza B 6e30macHOe cOCTOSTHIE PaOOThI CETH, CUCTEMBI

- [lonnoro goctyma nosb30Baresei Ko BCeM pecypcaM CeTH, CUCTEMBI
13) [IpyHIMTIOM NOAUTUKKA UHPOPMALMOHHON OE30MIACHOCTH SBIISETCS
MIPUHIIMII:

+ Pa3znenenus nocryna (00s13aHHOCTEMN, IPUBUIIETUI) KIIMEHTAaM CETH
(cuctemsr)

- OTHOYPOBHEBOM 3alUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJTHOTHITHBIX TPOrPAMMHO-TEXHUYECKUX CPEJICTB CETH,
CHCTEMBI

14) K ocHOBHBIM THIIaM CPEICTB BO3JICHCTBUS HA KOMITBIOTEPHYIO CETh
OTHOCHUTCS:

- KomnbroTepHslii cooit

+ Jlorndeckue 3aKiagku («MUAHBD)

- ABapHuilHOE OTKJIFOUECHHE ITUTAHUS

15) Koraa monyden cnam no e-mail ¢ mpuiioskeHHbIM (paiiom, cieayer:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUYETO [IECHHOTO —
yIaJIUTh

- CoxpaHuTh npuiioxenue B napke «Cnamy», BBISICHUTD 3aTeM [P-anpec
re’epaTopa cramMa

+ Y 1anute TUCHMO C IPUIIOKEHUEM, HE PACKpPbIBast (HE YUTast) €To

16) Ipuaun Kupxroda:

- CeKpeTHOCTb KIIF0Ya OTpeIeTIeHa CeKPETHOCTHIO OTKPBITOTO
cooOmieHus

- CexkpeTHOCTh HH(OPMAIIMH OTIpeIeIeHa CKOPOCTHIO Mepelaun JaHHBIX
+ CeKpeTHOCTb 3aKPBITOTO COOOIIECHHS ONPEAEIIETCS CEKPETHOCTHIO
KITI04a

17) DUII — aT0:

- DeKTpOHHO-1IM(PPOBOIT TpeoOdpa3zoBaTeIh

+ DeKTpoHHO-LIM(POBast MOANUCH

- DIeKTpOHHO-IM(PPOBOI TIpoIIecCOop

18) Haubounee pacipocTpaHeHsl yrpo3bl HH(GOPMAIMOHHON
0€30MaCHOCTH KOPITOPATHBHON CHCTEMBI:

- [oxynka HenuuensuonHoro 110

+ OmuMOKY KCIUTyaTalliy ¥ HEYMBIIIUIEHHOTO U3MEHEHHUS PeKIMA
paboThI CUCTEMBI

- CO3HATeNbHOTO BHEIPEHHS CETEBBIX BUPYCOB

19) Haubounee pacipocTpaHeHsl yrpo3bl HHOPMAIIMOHHON
0€30MacCHOCTH CETH:

- PacnipenieneHHbIi 10CTyI KIMEHT, 0TKa3 000py10BaHUs

- MopanbHbIil H3HOC CETH, NHCAWIEPCTBO

+ C0oii (0TKa3) 000pyIOBaHUS, HENETaTbHOE KOMMMPOBAHNE JAHHBIX
tect 20) Hambomee pacpocTpaHeHBI CpEACTBA BO3ICUCTBHS Ha CETh
oduca:

- Cnabm1ii Tpaduk, MTHPOPMALIMOHHBIH 00MaH, BUPYChl B UHTEPHET

+ Bupycsl B cetu, Joruueckue MUHBI (3aKIIaJK1 ), HHHOPMAIIMOHHBIN
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nepexsar

- KommbroTepubie cOou, M3MEHEHUE aIMUHCTPUPOBAHHUS, TOTIOJIOTHH
21) Yreukoi nadopmaluu B CHCTEME Ha3bIBACTCS CUTYaIIHSI,
XapakTepusyemast:

+ [loTepeil naHHBIX B CUCTEME

- 3menennem ¢popmbl HHPOpMALTUT

- 3menenuem conepkanus nHGopManuu

22) ColicTBamMH nH(pOpMALIUU, HANOOJIEE aKTYAIbHBIMU TIPU
obecnieueHrnr HH(GOPMALMOHHON OE€30MaCHOCTH SBIISIOTCS:

+ I1e10CTHOCTh

- JloctynHoCTh

- AKTyanbHOCTB]

23) Yrpo3a nHGpOpMaIMOHHON CUCTEME (KOMIIBIOTEPHOM CETH) — ITO:
+ BeposiTHOE coObITHE

- JlerepmunupoBaHHOE (BCETIa ONMPECICHHOE) COOBITHE

- CoOpITHE, IPOUCXOASILEE IEPUOAUYECKU

24) Uudopmarus, KOTOPYIO ClIeayeT 3alUIaTh (110 HOpMaTUBaM,
MIpaBUJIAM CETH, CHCTEMBbI) Ha3bIBACTCS:

- PernamentupoBaHHOM

- [IpaBoBou

+ 3amuniaemMon

[lepeyeHb TeM KOHTPOJBHBIX PaOOT MO AMCUUIUIMHE OOYYAIONIMXCS 3a04HOU (HOPMBI
00ydeHus1, IpeICTaBICHbI B Ta0mie 19.

Ta6ymma 19 — [lepeyeHb KOHTPOJIBHBIX PabOT

Ne /i [lepeyeHb KOHTPOJIBHBIX PabOT

He npenycmotpeno

10.4. Metoauueckue  Marepuainbl,  ONPEACIAIOIIME  HPOLEIypbl  OLIEHUBAHMS
MHAMKATOPOB, XapaKTepU3YIOLUX JTanbl (OPMUPOBAHMUS KOMIIETEHLUH, COJAEpKaTCi B
JOKAJIBHBIX HOpMaTuBHBIX akTax [YAII, pernameHTHpYyOIIUX NOPSAAOK M MPOLEAYPY
IIPOBEJCHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTecTali 00yJaromuxcs
I'VAIL

11. Meroauyeckue ykazaHus i1 00y4JaromUXCs M0 OCBOCHUIO TUCITUTUTMHBI

11.1. Metoauueckne yka3zaHus [ OOYYalOIIMXCS 10 OCBOCHHMIO JIEKIMOHHOT'O
MaTepuana.

OCHOBHOE Ha3HAYEHME JICKIIMOHHOIO MaTepHana — JIOTMYECKH CTPOHHOE, CUCTEMHOE,
riyOOKOe U SICHOE H3JIOKEHHE ydeOHOoro marepuana. Ha3HaueHue COBpEMEHHOH JIEKIMM B
paMKax JTUCUUIUIMHBI HE B TOM, YTOOBI MOJYyYUTh BCIO MH(QOPMAIMIO MO TEME, a B OCBOCHUU
(byHaaMeHTalbHBIX MpoOJeM JUCHMIUIMHBI, METOJOB HAyyHOrO IO3HaHMS, HOBEHUIIMX
JTOCTHKEHUI HayyHOUW MbIcau. B yueOHOM mporiecce JIEKIHs BBIIOIHSAET METO/I0JIOIHMYECKYIO,
OpPraHU3alMOHHYI0 U MH(POPMALMOHHYIO (GYHKUMHU. JIEKIUs pacKpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOW 0o0yiacTH 3HaHuUs, €€ MpoOseMbl, AAeT LEIbHOE NPEACTaBIECHUE O AUCLUILINHE,
MIOKA3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUIIIIMHAMH.

[InaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYAIONIMMHUCS JEKIIMOHHOTO MaTepuaa;

— TIOJYyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBSA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX ONPEAEIAETCS LENEBOM YCTAHOBKON K KaKJJOM KOHKPETHOU TEME;

— TIOJIy4€HHE OIbITa TBOPYECKOI padOThI COBMECTHO € IPENOJaBATEIEM;




— pa3BuTHEe NpOodeEecCHOHATBLHO-IENOBBIX  KAauecTB, JIOOBU K  TpPeaMETy U
CaMOCTOSITEIIbHOTO TBOPYECKOTO MBIIIJICHUS.

— TOSIBJICHHWE HEOOXOAMMOr0 HHTEpeca, HEOOXOAMMOTO JIsSi CAMOCTOSITEIILHON paOOTHI,

— TIONy4YeHWE 3HAHUW O COBPEMEHHOM YpPOBHE pAa3BUTHS HAYKH U TEXHUKU U O
MPOTHO3€E UX Pa3BUTHS HA OJIMKANIINE TOBL;

— Hay4HThCS METOJMYECKH 0OpabaThiBaTh Marepuai (BBIACIATH TIJIaBHBIC MBICIHA H
MOJIOXKEHHUS, TPUXOJUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPATh HMX B  Pa3IMYHBIX
dbopmynHupoBKax);

—  TIOJYy4YEHHE TOYHOTO MOHUMAHUS BCEX HEOOXOAMMBIX TEPMHUHOB M TIOHSTHA.

JIeKuMOHHBIA MaTepuall MOXKET COMPOBOXKIATHCS JEMOHCTpalMed ClIaiioB U
UCIIOJIb30BAaHUEM pa3laTOYHOrO0 MaTepuajga MpH MPOBEICHUU KOPOTKHX JHCKYCCUH 00
OCOOEHHOCTSIX MPUMEHEHHS OTJICTBHBIX TEMATHK 110 JUCITUTIIIMHE.

CTpyKTypa peioCcTaBIeHUs JEKIIMOHHOI0 MaTepHraa:

— HBnoxeHue NEKIMOHHOTO MaTepHaa;

— IlpexacraBneHue TeOpETHUECKOTO MaTepHaia MperoaaBaTeIeM B BUJIE CIIAHJIOB;

— OcBOeHHE TEOPETHYECKOT0 MaTepraa 1o MPaKTHIECKUM BOIIPOCAM;

—  Crnucok BOMPOCOB IO TeME IS CAMOCTOSITEIILHOM pa0OThI CTYICHTA.

MeTtoauyeckue yka3aHHs 10 OCBOSHHIO JICKIIMOHHOTO MaTepHalia UMEIOTCS B U3JaHHOM
Buze B oubmmorexe I'YAIl Cunapuyk, Anapeil AnekcanapoBud (KaH[. TeXH. HayK). OCHOBBI
nH(pOPMaILIMOHHON 0e30MacHOCTH : ydueOHO-MeToauueckoe mocobue / A. A. CBunapuyk ; C.-
[Terep6. roc. yH-T aspokocm. npudopoctpoenus. - Cankr-Ilerepoypr : U3n-so ['VAIIL, 2023. -
94 c. : puc., Tabm. - bubmmorp.: ¢. 90 (12 Ha3B.). - b. 11. - TekcT : HEMOCPEACTBEHHBII

11.2. Metoauueckue yKazaHusi A7 OOYYalOlUXCSl IO BBIMOJIHEHHUIO JIaOOPaTOPHBIX
pabor

B xozme BbIMONHEHHs J1a0OpPAaTOPHBIX paboT oOOy4aroIUiCs [OJDKEH YIIyOuTh U
3aKpenuTh 3HAHWS, MPAKTUYECKWE HABBIKH, OBIAJETh COBPEMEHHON METOIMKOW M TEXHUKOM
9KCHEPUMEHTa B COOTBETCTBUU C KBAIM(UKALMOHHONW XapaKTEpPUCTHUKONW 00ydarolerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT M3 IKCHEPUMEHTATbHO-IIPAKTUYECKOH, pacueTHO-
AHAJTUTUYECKON YacTe U KOHTPOJIBbHBIX MEPOIIPHUITUH.

BoinonHenue n1abopaTOpHBIX pabOT 0O0ydarolUMCS SBJISAETCS HEOTHEMJIEMOM YacThIO
U3y4eHHs] JUCLMIUIMHBI, OIpenesseMoil y4yeOHbIM IUTAaHOM, M OTHOCHTCA K CpEICTBaM,
o0ecreunBaroIMM pPeIIeHNe CIETYIOINX OCHOBHBIX 3a7a4 00y4yaroerocs:

— TIpHOOpeTeHHEe HAaBBIKOB HCCIEIOBaHMS IMPOLECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKax JIaHHOW AUCLUIUINHBL

— 3aKpeIUIeHHE, Pa3BUTHE W JIETAIM3alUs TEOPETHUYECKMX 3HAHWH, TOJTYYEHHBIX Ha
JCKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAIMH 110 N3y4aeMOM IUCIUIINHE;

— TIpHOOpeTeHHe  HaBBIKOB  CAMOCTOSTEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000pyI0BaHUEM U IPUOOPAMHU.

3ananue u TpeOOBaHUSA K NPOBEICHUIO J1a00PATOPHBIX padoT

— B 3aganuu gomxHO OBITH UeTKO chopmMyIupoBaHa 3a1a4a, BeimoaHseMas B JIP;

— Omnucanbl BXOJHBIE U BBIXOJHBIEC JaHHBIE 1715 nipoBeaeHus JIP;

— JIP gomxHa BBINOJHATHCS HA OCHOBE MOJIYYEHHBIX TEOPETUUECKUX 3HAHMSIX;

— Bemonnenune JIP TOMKHO OCYIIECTBIATHCS HA OCHOBE METOAMYECKUX YKa3aHUU,
MPEAOCTABIISIEMBIX IIPEIIOIaBATENEM;

— JIP momxHa BBINOJHATHCS B CHEIUATU3UPOBAHHOM KOMIBIOTEPHOM KJIACCE€ U MOYKET
ObITh JOpaOOTaHa CTYJIEHTOM B JOMAIITHUX YCIOBUSX, eciu 1o3sossiet [10;

— Hrorom BeimosiHeHHoM JIP sBiIsieTcs oTUET.



Crpykrypa u ¢popma oTrdera o 1a0opaTopHOii padore

— IlocranoBka 3amadm;

— BXoJHBIC U BBIXO/HBIC JAHHBIC;

— CopepkaHue 3TaroB BBHINOTHEHUS;

— OOocHOBaHUE MOJYYEHHOTO pe3yibTaTa (BbIBO);

— CHHCOoK HCTIONIb3YeMOH TUTepaTyphbl.

TpebGoBanus k oopMIIEHHIO 0TYETA 0 J1a0opaTOpHOIi padoTe

— Jlaboparopnas pabora (JIP) mpemocTaBisieTcs: B me4aTHOM/WITH 3JIEKTPOHHOM BHJIC;

— JIP momxHa cOOTBETCTBOBAThH CTPYKTYpE U (pOpMe OTUETa MPE/ICTABICHHOM BBIIIIE;

— JIP pomxna umerh tuTynbHBIM Juct (I'OCT 7.32-2001 wsmanust 2008 roma) ¢
HA3BaHHUEM U TIOJITUCKIO CTYACHTA(OB), KOTOPHIH(bIe) ee crenan(u) u ohopMui(u);

Crynent noskeH 3amututh JIP. OTMeTka 0 3amuTe J0JKHA HAXOAUTHCSI HA TUTYJIBHOM
JMCTE BMECTE C MOJIMUCHIO MPETIOAaBaATENS.

11.3. Meroauueckue yKazaHus JUIsi 0OyJarOMIMXCs M0 MPOXO0XKICHHIO CAMOCTOSITEIHHOM
paboThI

B xone BbINOMHEHUS] CaMOCTOSITEILHOM pabOThI, 00yJarouuiics BBITIOJIHAET paboTy 1o
3aJJaHUI0 U TIPU METOAMYECKOM PYKOBOJACTBE IpErojaaBaressi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTusl.

B mporiecce BBINMONMHEHHUS CaMOCTOSITENIBHON paboThl y oOyuaroierocs GhopMupyercs
1enecoo0pa3Hoe MIIaHUPOBaHUE PabOUEro BpeMeHHU, KOTOPOE MO3BOJISIET EMY pa3BUBaTh YMEHUS
¥ HaBBIKM B YCBOGHHMM U CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHHI, 00ECIeurnBaeT BBICOKHUI
YPOBEHb YCIEBAEMOCTH B TIEpUOJ OOyUYEHHs, IOMOTAaeT IIOJIyYUTh HABBIKA TTOBBIIICHHUS
pohecCHOHANBHOTO YPOBHSL.

MeTtoauueckumMl ~ MaTepuaiaMM,  HAlpaBSIIOIIMMH  CaMOCTOSITEJIbHYIO — paboTy
00y4JarOIIUX CASBISIOTCS:

— y4eOHO-METOAMYECKUI MaTepual Mo AUCLUILINHE;

— METOAMYECKHE YKA3aHHS IO BBIMOJHEHUIO KOHTPOJIBHBIX PaboT (11 00y4aromuxcs
10 32049HOM (hopme 0OyUeHHS ).

11.4. Metoauueckre yKazaHusl JUIsl OOyYaroIMXCS IO MPOXOXKICHHUIO TEKYILIETro
KOHTPOJI YCIIEBAEMOCTH.

Texkymuil KOHTPOJIb YCIEBAEMOCTH NIPEIYCMaTpPUBAET KOHTPOJIb KayecTBa 3HAHUU
00yYaroImuxcsi, OCyLIECTBISEMOI0 B TEUEHUE CEeMecTpa C ILIebI0 OLCHMBAHUS XO0Jla OCBOEHUS
JTUCIUIUIAHBI.

JUis  yCHEUIHOTO TMPOXOXAEHUS TEKYLIEro KOHTPOJs HEOOXOAMMO BBIMOJHUTH
nabopaTopHble padOThI, 3arpy3UTh UX B JIUYHBIN KAOMHET U MPOUTH MPOLEAYPY 3aLUTHI KaXKA01
paboThl. O1ieHKH 3a pabOThI BHICTABIISIOTCS M0 MATHOATUIBHON HIKaJIe.

11.5. Metoauueckue yka3zaHus Al O0y4arolIuxcs MO MPOXOXKICHHUIO MPOMEKYTOUHOMN
aTTeCcTalu.

[IpomexyTouHas  artectanus  OOydalOmIUXCs — MpeAycCMaTpUBaeT  OICHHBaHHE
MPOMEKYTOUHBIX U OKOHYATENIbHBIX PE3yJbTaTOB OOy4eHHS 1O AuciuiuinHe. OHa BKITIOYAET B
ceOs:

— D9K3aMeH — ¢opMa OIEHKM 3HAHWM, TOJYYCHHBIX OOy4JalomMUMCS B TIPOIECCEe
W3Yy4EeHUs BCEH MUCITUIUIMHBI UM €€ YacTH, HAaBBIKOB CAMOCTOSITEIFHOW padOThI, CIIOCOOHOCTH
NPUMEHATh MX JJIs pEUIeHUs MPAaKTHUYECKUX 3ajad. JK3aMEH, Kak IpPaBWJIO, MPOBOAMUTCS B
MeproJ; HK3aMEHAIIMOHHOM CECCHMM W 3aBEPIIAETCS aTTECTAIMOHHOMW OIEHKON «OTIUYHOR,
«XOPOLIOY, KYJOBIETBOPUTEIHLHOY, «HEYIOBIECTBOPUTEIHHOY.

JUis  yCHEeIIHOTO NPOXOXKACHUS TMPOMEKYTOYHOM aTTecTallMd HEOOXOAMMO 3a
3alUIICHHBIE JTa0OpaTOpHbIE pabOThl MONYYHTh HMHTETPaJbHYIO OLEHKY HEe HIKe
«YIIOBJICTBOPUTEIILHO.






Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl
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3aB.
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