AHHOTaNINA

Hucuumnuaa «ba3oBoe mpeacTaBieHHEe O MPOTOKOIAX KBAHTOBOTO paclpeesieHuUs
KIIFOYEi» BXOAUT B 00pa3oBaTeNbHYI0 MPOrpamMMy BBICIIETO O0pa3oBaHUS — MPOTrpaMMy
OakanmaBpuata Mo HampamieHuio mnoarotoBku/ crenuansHocTH 10.03.01 «MubopmanmonHas
0€30MacHOCTh» HaIpaBieHHOCTH/criennanu3anud  «be30macHOCTh  KOMITBIOTEPHBIX CHCTEM.
Juctummaa peanu3yercs kadempoii «Ne33».

JucuuninuHa  He  sBIsAETCS  00s3aTENbHOM  MpPU  OCBOGHUU  0OydYaromuMcs
o0pa3oBaTeNbHONW TMPOrpaMMbl W HAaIpaBlieHa HA YriyOneHHOe (OPMHPOBAHUE CIEAYIOLINX
KOMIIETECHIINH .

[MIK-3 «CnocobeH MNpUMEHSTh COBPEMEHHBIC TEOPETUYSCKUE U DIKCIEPHUMEHTAJIbHBIC
METOJbl MCCIEAOBAHUSA C LEJIbI0 CO3JaHUS HOBBIX TEPCHEKTUBHBIX CPEACTB  3aIIUTHI
uH(pOpMaLKH, CITIOCOOEH K MCIIOJIb30BAaHUIO U BHEIPEHUIO PE3YJIbTaTOB UCCIICAOBAHUID)

CopepxaHue UCUUIUIMHBI OXBaThIBAa€T KPYI BOIMPOCOB, CBA3AHHBIX C H3YYCHHEM
(GU3MYECKUX OCHOB KBAHTOBOH MEXAaHWKH, TMPUHIUIOB pabdOThl KPUNTOrpahuuecKux
poTokoJioB (Takux kak BB84 u E91) u obecnieuennem nHGOpMaIIMOHHONW O€301aCHOCTH.

[IperoaBanrie MUCHMIUIMHBI TPEIyCMAaTPUBACT ClieAyIomme (HOpMBI OpraHU3alUN
y4eOHOT0 Mpoliecca: JEKINH, IPAKTUYECKHUE 3aHITHSI, CAMOCTOSTENbHAsS paboTa 00y4aroerocs.

[TporpaMMo#i ITHUCHUTUIMHBI TPETYCMOTPEHBI CIEAYIONUE BHUABI KOHTPOJS: TEKYIIHMA
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAs arTecTanus B opme 3adera (4 cemectp).

OOmas TpyI0EMKOCTh OCBOCHHS IUCIMIUIMHBI COCTaBJISET 2 3a4ETHBIX CJIMHHIBI, 72
qaca.

SA3bIK 00yUYeHHUS 110 AUCHUIUINHE «PYCCKUU »



1. IlepeudeHb MIaHUPYEMBIX PE3YJIHTATOB O0YUEHUS MO AUCLUILITHHE

1.1. [emu npemnomaBaHusi  AWCHUILIMHBL -  (GOPMUPOBaHHWE Y  CTYACHTOB
(byHIaMEHTAIbHBIX TEOPETHUYECKUX 3HAHMM U MPAKTUYECKUX MPEACTABICHUNH O MPUHIUIAX
CO3MaHMSI TAPAaHTUPOBAHHO 3AlUIICHHBIX CHMMETPUYHBIX KIIOUed mupoBaHUs C
MCIOJIb30BaHNEM 3aKOHOB KBAHTOBOU (DH3HKH.

1.2. JucumnnunHa sBisercs (aKyJdbTaTUBHOW AMCUUIUIMHOW TIO  HANpaBlICHHUIO
00pasoBatenbHO MTporpamMMsl Beiciiero oopasoanus (panee — OI1 BO).

1.3. TlepeueHb IUTAHUPYEMBIX PE3YJIBTATOB O0YUEHUS MO JUCHIUILINHE, COOTHECEHHBIX C
IJIaHUpyeMbIMU pe3ysibTaTaMu ocBoeHus: OI1 BO.

B pesynbrare m3ydeHus AMCHUILIMHBI OOYYaIOIIUNACA AOKEH 00J7alaTh CIETYOIIUMU
KOMIETCHIMSIMH WM WX YacTaMU. KoMIeTeHIIMN U MHAMKATOPHI UX JIOCTHXKEHUS MPUBEICHBI B
tabnuue 1.

Tabmuna 1 — [lepeueHp KOMIETEHIMH U UHAUKATOPOB UX JIOCTHXKEHUS

Kareropus (rpynma) | Kon u HaumenoBanue | Koj u HauMeHOBaHWE MHAMKATOPA TOCTHKCHUS
KOMIIETEHIINH KOMIIETEHIIUH KOMIIETEHIIUH
I1K-3 Criocoben
MPUMCHSITh
COBPEMEHHBIC
TEOPETUYECKHE U
P IT1K-3.3.1 3HaeT MeTObI M CPEICTBA
AKCIIEPUMEHTAJILHBIE .
METObI MJIAHUPOBAHUS ¥ OPraHU3alUU UCCIICAOBAHUIN 1
pa3paboTok
HCCJIETOBAaHUS C
[1K-3.Y.1 ymeeT npuMeHsTh aKTyaJbHYIO
LEIBIO CO3IaHHUs
[IpodeccuonanbHbie HOBLLX HOPMAaTUBHYIO JOKYMEHTAILIUIO B
KOMIIETCHIINH COOTBETCTBYIOIIEH 00J1aCTH 3HAHUHA
MEePCIEKTUBHBIX
[1K-3.B.1 BnageeT HaBbIKaMu OpraHU3aluu
CPEJICTB 3aIUThI .
HH(OpMaLH cOopa ¥ U3y4YeHUsI HAyIHO-TEXHUYECKOM
P ’ WH(pOpMaIKHU 10 TEME MCCIICIOBaHUN 1
CHOCO0EH K
pa3zpaboTok
HCIIOJIb30BaHUIO U
BHEJIPECHUIO
Pe3yIbTAaTOB
HCCIIeIOBaHUM

2. Mecro nucuumianssl B ctpyktype OI1

HucnunnuHa MokeT 6a3upoBaThCsl Ha 3HAHUSX, paHee MPUOOPETEHHBIX 00YyYaIOITUMUCS
MIPU U3YUYEHUH CIIETYIOLUX TUCIUILINH:

— «HudopMaTHKay,

— «OCHOBBI IPOrPaMMHUPOBAHUS,

3HaHMs, TIOJyYEHHBbIE NPU U3YUYEHHWU MaTepuana JaHHOW AHUCUUIUIMHBI, MMEIOT Kak
CaMOCTOSTENIbHOE 3HAUYE€HHE, TaK U MOTYT UCIIOIb30BATHCS MPU U3YUEHUHU APYTUX JTUCHUILINH:

— « OCHOBBI KBaHTOBBIX aITOPUTMOB B 3alIUTe HHOOPMALIUNY,

— « MaremaTnueckue MO/Ie/Id KBAHTOBBIX BBIYUCIICHUIN,

3. O0beM U TPyJO0EMKOCTb JUCLIUIUIUHBI
Jlanable 00 o0meM oO0beMe TUCIUIUIMHBI, TPYIOEMKOCTH OTAENbHBIX BHJIOB y4eOHOM
paboThI 10 TUCHUIIMHE (M paclpeielieHne 3TOH TPyA0EMKOCTH TI0 CeMecTpaM) MpeACTaBICHbI B
tabnure 2.

Tabmuua 2 — O6beM U TPYA0EMKOCTh TUCIUIITUHbI

TpynoemMKocTs 1o
Bun yuebHoli paboThl Bcero ceMecTpam
Ne4




1 2 3

Oowan mpyooemkocmp OuUCUUNIUHDL, 2/ 72 2/ 72
3E/ (4ac)
U3 Hux uacoe npakmuueckoii n00Z0MO6KU 17 17
AyoumopHnuie 3anamus, BCETO vac. 34 34
B TOM YHCJIE:

nexru (JI), (gac) 17 17

npaktudyeckue/cemunapckue 3anarus  (113), 17 17

(dac)

naboparopusie padbotsl (JIP), (dac)

KypcoBoii nmpoekT (padota) (KII, KP), (uac)

9K3aMeH, (Jac)
CamocmosamenvHas paboma, Bcero (dac) 38 38
Buo npomescymounoit ammecmayuu:. 3ayer, Sauer, Sauer,

audd. 3auer, sx3amed (3auer, [udd. 3au, Dk3.)

4. CopepxaHue JUCIUTUTHHBI
4.1. PacnpenesneHue TPYI0OEMKOCTH JUCIUIUIMHBI TIO Pa3/ieiaM M BHIAM 3aHSTHH.
Paznensl, TeMBI JUCIUTIIMHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHUIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUILTUHBL, UX TPYAOEMKOCTh

Pazgenbl, TeMbI JUCITUTIIMHEI

Jlekun
(dac)

I3 (C3)
(dac)

JIP
(qac)

KII/KP
(dac)

CP (uac)

Cemectp 4

Paznen 1. ®usuko-maremMaTHyecKUe OCHOBBI
KBaHTOBOH MH()OPMATHKH

Tema 1.1. BBenenue B KBaHTOBbIE T€XHOJIOTUU U
MOCTYJIaThl KBAHTOBOW MEXaHHUKH.

Tema 1.2. Ilonarue kyOuta (q-bit), chepa brnoxa
Y CYIEPIIO3UIUS COCTOSHUM.

Tema 1.3. KBaHTOBBIE H3MeEpeHHs, Teopema O
3anpere KJIOHUPOBAHHS HEH3BECTHOTO
KBAHTOBOT'O COCTOSTHHSL.

Tema 1.4. Marpuna MmJIOTHOCTH W KBaHTOBAas
3anyTadHocTh (DIIP-napsr).

Pasnen 2. ba3oBble MNpPOTOKOJIBI KBaHTOBOT'O
pacripenenenus kmoueit (KPK)

Tema 2.1. YeTbhlpexmo3ULHMOHHBIA IPOTOKOI
BB84: koaupoBanue, cMeHa 0a3HCOB, MepexBaT
(araka Intercept-Resend).

Tema 2.2. JIByXnmO3MLIMOHHBIN NpoTOKOJI B92 u
€ro ysA3BUMOCTH.

Tema 2.3. Ilporokon E91 (Dkxkepra) Ha ocHOBe
KBaHTOBOM 3aIyTaHHOCTHU u MIpOBEpKa
HepaBeHCTB bemna.

Tewma 2.4. JIpyrue Tumnsl KogupoBaHus: ¢a3oBoe,
BpemeHHoe (Time-Bin) u MHOrOypoBHEBbIE
CUCTEMBI.

10




Paznen 3. Dranbl KiIaccu4eckoi MocToOpaboTKU B
KPK

Tema 3.1. OueHka ypoBHS KBaHTOBBIX OIIMOOK B
kanaiie cBsi3u (QBER).

Tema 3.2. Ilpomenmypa wucmpaBiieHUs OIIMOOK 4 4
(mpotoxoubl Cascade, Winnow miau LDPC-koibr).
Tema 3.3. Ycunenue cekpetnocTH (Privacy
Amplification) u cxxatue nHbOpMaIUu C
MTOMOIIBIO XeI-(YHKITHIA.

10

Paznen 4. AnmaparHas peanu3anusi U yrpo3bl
UH(POPMALIMOHHOM 0€30MaCHOCTH

Tema 4.1. Komnonents! cucrem KPK: necrounnku
OJIMHOYHBIX ()OTOHOB, BOJIOKOHHO-ONTUYECKUE
nuHuu, aetekTopsl (SPAD, SNSPD).

Tema 4.2. OrpaHuueHuss 1O  JAJIBHOCTH: 3) S)
3aTyXaHue B ONTUYECKOM BOJIOKHE M KOHIICTIIIHS
KBaHTOBBIX [TOBTOPUTEJICH.

Tema 4.3. Ataku Ha (PU3MYECKYIO pealIU3alIUIO
cucrem KPK (Trojan-horse attack, blinding

10

attack) u METOIbI MPOTUBOACHCTBUSI.

Uroro B cemecTpe:

17 17 38

Hroro 17 17 0 0 38

[IpakTrueckass TOATOTOBKA 3aKJIOYAETCd B  HEMOCPEICTBEHHOM  BBINOJHEHUU
0o0ydJalomMMHUCs  OMNpENeJeHHBIX  TPYIAOBBIX  (YHKUMH,  CBSI3aHHBIX ¢ Oy;ymiei
PO EeCCUOHAIBHON e TEIHHOCTHIO.

4.2. CopnepxaHue pa3/iejoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanue pas3iesoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B TaOuIE 4.

Tab6numa 4 — Conepxanue pas

JCJI0B 1 TEM JICKIITMOHHOTI'O ITHUKJIA

Howmep pasnena

HazBanue u COACPIKaHUC PA3CJIOB U TCM JICKITUMOHHBIX 3aHATUH

Pasmen 1. ®Dusuko-mareMaTH4eCKHME OCHOBBI  KBAaHTOBOM
MH(OPMATUKH

Paznen mocsimeH u3yyeHMI0O ©a30BOr0  MaTeMaTHYeCcKOro
anmapara M (U3NYECKUX 3aKOHOB, HA KOTOPBIX CTPOUTCH
KBaHTOBasg kpumnrtorpadus. CTyIeHTbl OCBaWBalOT KOHLEMIIUIO
KyOuTa Kak (pyHIaMEeHTaIbHOW €IUHUIBI HH(DOPMALIUY, U3YYatOT
reoMeTPUUECKOe MpeACTaBIeHUuEe COCTOSIHMNA Ha cdepe bioxa u
npuHUMN — cynepno3unuu. Oco0oe BHMMAaHHME  yJEsIeTCs
(byHIaMeHTaIbHBIM 3arnperam KBaHTOBOTO MUpa:
HEBO3MO>KHOCTH CKOIMPOBATh HEU3BECTHOE COCTOsIHUE (Teopema
0 3arpeTe KIOHUPOBAHUS) U Pa3pyIICHUIO UCXOIHOTO COCTOSIHUS
IIpU MONBITKE ero u3MepeHus. Taxxe paccmarpuBaercs: (GeHOMEH
KBaHTOBOH 3allyTaHHOCTH U €70 MaTEMaTUYECKOE OMMCAHUE.
Pasnen 2. ba3oBble NPOTOKOJIBI KBAaHTOBOI'O PpACIPECIECHUS
kimoueit (KPK)

B pamkax pazgena getanpHO pa30upaeTcs JIOTUKA pabOoThI
OCHOBHBIX KPUNTOTpapUUECKUX AJITOPUTMOB, HCIOJIB3YIOIIUX
KBaHTOBBIE KaHaibl. M3ydaercs knaccuyeckuili nporokon BB&4,
BKJIIOYAsl 3Tambl KOJIMPOBAHMS COCTOSHUN (DOTOHOB, BBIOOpA




06asucoB otmpaButeneMm (Amucoi) u momyyareneM (bobom), a
TakKe MpoIenypy TMpPOCEUBaHMS KIo4ya. AHaIU3UpyeTcs
aIbTEpHATUBHBIN JIBYXIIO3ULIMOHHBIN 1TpoTOK0J B92 1 npotokon
E91, wucnonp3yrommii 3anmyrannbie OlIP-mapsl u mpoBepky
HepaBeHCTB benna 18  KOHTposiss  LEJIOCTHOCTH — KaHaja.
PaccmatpuBarores pa3JnyHbIe buznueckue CHoco0bI
KoaupoBaHusi uHpopManuu  (HMOJSpU3aMOHHOE,  (a3oBoe,
BPEMEHHOE).

Paznen 3. Dransl kiaccuueckoi moctodpadoTku B KPK

Pa3nen onuceiBaeT 00s3aTeNIbHbIE MaTeMaTHYECKUE MPOLEAYPHI,
KOTOPBIE BBIMOJHSAIOTCS 110 OTKPBITOMY KJIACCHUECKOMY KaHATy
CBA3M TIOCNIE 3aBepUICHHS KBAHTOBOTro ceaHca. CTyleHTHI
M3YYarT METOAMKY pacuera ypoBHs ommbOok (QBER), koTopsbrit
MO3BOJIIET  OOHApYyXuTh  npucyTcTBue  mmuoHa  (EBbI).
PaccmarpuBatoTcss  anropuTMbBl  TIOMCKAa M HCHPABJICHUSA
HEU30eXKHBIX IIYMOB B ONTHYECKOM KaHalle (MHTEPaKTUBHBIM
nporokonn Cascade, LDPC-xonpl). 3axirounTenbHas 4acTb
paszena MOCBsIICHA MpoLeaype ycuiaenus cekperHoctu (Privacy
Amplification), koTopas CXHMaeT KJIOY C ITOMOIIBIO XEIlI-
byHKUMH, CcBOAA K HymMO J100ble  YacTHYHBIC 3HAHUSA
37MOYMBINUICHHUKA O TIOyYE€HHOU MOCIIe0BaTeIbHOCTH.

Paznen 4. AnmapaTHas peanm3anusi U yrpo3sl HH)OpMaIHOHHON
Oe3omacHoCTU

Paznen cBsA3bIBaE€T TEOPETHMUECKHE MOJEINU C IMPAKTUYECKOU
WHXKEHepUel ©  peallbHbIMH  TeXHoJorusiMu. UM3yuaercs
ycTpoiicTBO coBpeMeHHbIX cucteM KPK: nazepHble MCTOYHHKWH,
JaBUHHBIE (POTOAMOABI U CBEPXIPOBOJAHHUKOBBIC JE€TEKTOPHI
OIMHOYHBIX  (POTOHOB. PaccmarpuBatorcss  pusmueckue
OTpaHHYEHUS CHCTEM, TaKUE KaK 3aTyXaHUE CUTHaJIa B BOJIOKHE,
U crnocoObl  yBEIWYEHHs] JWCTAHIMU CBS3M  (KBAaHTOBBIC
MOBTOpPUTENN). BakHOe MecTO 3aHMMaeT aHalIu3 «ysS3BHUMOCTEH
peanm3al» — arak, HANpaBICHHBIX HE Ha MaTeMaTHKy
IPOTOKOJIa, @ HAa HECOBEPIIEHCTBO O0OpYyJIOBaHUA (HAIPHUMED,
OCJICTIICHHE JIETEKTOPOB HIIU 30HAWPOBAHNE TPOSITHCKHUM KOHEM),
Y MTH)KEHEPHBIE METOIbI 3aIIUTHI OT HUX.

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYJOEMKOCTb IPUBE/EHBI B TAOIUIIE 5.

Tabauna 5 — [IpakTuueckue 3aHsITHS U UX TPYJI0EMKOCTh

N3 aux No
Ne | Tems! npaktnueckux | PopMbl MPaKTHUYECKUX | TpPydOEMKOCTb, |IPAKTHYECKOH |pa3zena
n/n 3aHATHN 3aHATUN (gac) NOJATOTOBKH, |IHUCLUI
(dac) JIUHBI
Cemectp 4
1 | Maremaruueckoe CemMuHap-NpakTUKyM 4 1
oInucaHue KyouTa u (aHanUTHYECKOE
pacuer BEpOATHOCTEH | pelleHne 3a1ad y
KBaHTOBBIX JIOCKH, pacueT MaTpuULl
U3MepeHui. IJIOTHOCTU U BEKTOPOB
COCTOSIHUM C




HUCIIOJIB30BAHUEM
JUHEHWHOH anreOpsl).

2 | MonenupoBanue Pabota Ha cumymnsrope 4 2
ceaHca CBS3H 110 (pabota B
nporokosry BB84 u UHTEPaKTUBHOU
aHaJIu3 aTaku IPOrpaMMHOI1 cpejie,
«TepexBar- TJI€ CTYICHTBI
MOBTOpHAs BPYYHYIO HIIU C
MTOCBLITKAY. MTOMOIIBIO CKPUIITOB
UMUTHUPYIOT AEHCTBUS
Amnmucel, bo6a u EBbl,
paccuuThIBast
HUTOTOBBIN
MPOCESHHBIN KJIIOY).
3 | Ouenka mapamerpa [IpakTuueckoe 4 3
QBER wu peanuzauus | 3aHsTHE 11O
QJIITOPUTMOB IPOrPaMMHUPOBAHUIO
UCIIPaBIICHUS (HamucaHue Koja Ha
omu6ok Cascade. Python st
CUMYJIISIIUN
KJIACCUYECKOTO
KaHaJja, MoMcKa
MO3UIUH ¢ OIMOKaMU
Y TIPUMEHEHUS Xell-
byHKUMA 1715
YCHUIICHUS
CEKPETHOCTH).
4 | AnnapaTtHas Keiic-craam / 3ammura 5 4
peayn3ansi ¥ yrpo3bl | MUHHA-TIPOSKTOB
HH(pOPMAITMOHHOM (aHaNM3 peaabHbIX
0€301acHOCTH TEXHUYECKUX
Ha3Banue 3anstust: cnenuuKanui
WNnxenepHslIil pacueT | 000py10BaHUs, pacyeT
ONITUYECKOTO MaKCHUMaJIbHOM
Oro/KeTa KBAHTOBOW | JATbHOCTH CBSI3H C
JTUHUY CBSI3U U y4eTOM 3aTyXaHHs U
aHaJIn3 PU3NYECKUX | pa30op cueHapus
ySI3BUMOCTEH CUCTEM | KOHKPETHOW aTaku Ha
KPK. JIETEKTOPBHI C
MPEJIOKEHUEM Mep
3aILUTHI).
Bcero 17
4.4. JlabopatopHble 3aHATUS
Tembl 1a00opaTOPHBIX 3aHATUHN U UX TPYAOEMKOCTh MPUBEACHBI B TabHIIE .
Tabnuna 6 — JlaBopaTtopHble 3aHSITHS U UX TPYJIOEMKOCTh
N3 Hux No
Ne HaumenoBanue nabopatopHbix paboT TpyHOEMKOCTS, | MPAKTHUECKOH | pasiena
/1 (gac) MMOATOTOBKH, | JUCIIHAI
(gac) JIMHBI




Y4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.5. BeInonHeHne KypcoBOro NpoeKTa/ KypcoBoi paboThI
V4eOHBIM IJIAHOM HE MPELyCMOTPEHO

4.6. CamocrodarenbHas paboTa 00y4aroUIXcs
Buiel camocTosiTennbHOM paboThI U €€ TPYJI0SMKOCTh ITPUBEICHBI B TaOIMIE 7.

Tabnuua 7 — Buasl caMoCTOsITeNIbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 4,
Bun camocrositensHoi paboThl
qac qac
1 2 3
W3ydenne TeoOpeTUIecKoro Marepuasia
20 20
qucuuriaHel (TO)
KypcoBoe npoextuposanue (KII, KP)
PacuetHo-rpaduueckue 3ananus (PI'3)
Brimonnenue pedepara (P)
[ToaroroBka K TEKyIIEMy KOHTPOJIIO 9 9
ycneBaemoctu (TKY)
Jomamnee 3amganue (/13)
KonTponbubie pabotsl 3a04HiKOB (KP3)
IToaroroBka K MpoOMeEXyTOYHOU 9 9
arrectanuu (I1A)
Bcero: 38 38

5. IlepeueHb yueOHO-METOINYECKOTO OOECTIeUeHUs
JUISL CAMOCTOSITENTEHON PabOThl 00YUaOIMIUXCS TT0 AUCIIUTUIMHE (MOIYJTIO)
Y4eOHO-MeTOInYeCKHe MaTepualibl JUIsl CaMOCTOSITENIbHOW paboThl 00ydaromuxcs yKa3aHbl B
IL.11. pa3ennoB 6-11.

6. IlepeueHb MEYATHBIX U ANEKTPOHHBIX YUCOHBIX W3aHUN
[lepedyeHb neyaTHBIX U SJIEKTPOHHBIX YUEOHBIX M3/1aHUI MpHBeieH B Tabaule 8.
Tabmuna 8— [lepeyeHp MevyaTHBIX U DJICKTPOHHBIX YUEOHBIX M3TaHUH

Komuectso
HK3EMILIIPOB B
Wlnp/ bubnuorpaduyeckas ccpuika 6ubmioTeke
URL anpec
(KpoMe BIIEKTPOHHBIX
HK3EMILISIPOB)
https://e.lanbook.com/book/426110 | dunumnmos, ®. B. KBantoBbie
(nara oOpauenus: 12.02.2026). BBIUUCIICHUS : yueOHoe rocodue /
Pexxum goctymna: st aBTOpu3. ®. B. ®uaumnmnos. — CaHkT-

II0JIb30BaTEJIEH. [TetepOypr : CIIGTYT um. MA.

bonu-bpyesuua, 2024. — 83 c. —

TekcT : anexTpoHHbIi // Jlanb :




AIIEKTPOHHO-OMOIMOTEUHAS
cucrema. — URL:
https://e.lanbook.com/book/426110
(mata obpamenus: 03.08.2026). —
Pexum nocryna: ais aBTopus.
MOJIb30BaTENEH.

https://e.lanbook.com/book/499784

(mata obpamenwus: 12.02.2026).
Pexxum JtocTyma: aJis aBTOpH3.
MOJIb30BaTeeH.

®unmurnmos, ©. B. KBanTOoBBEIE
BeIuucieHus Ha Python : yuebnoe
nocooue / @. B. ®ununmnos. —
Bounorga : Uadpa-Umxenepus,
2025. — 108 c. — ISBN 978-5-
9729-2474-5. — Tekcr :
ANEKTPOHHBIN // JIaHs :
AIEKTPOHHO-OMOINOTEUHAS
cucrema. — URL.:
https://e.lanbook.com/book/499784
(mara obpamenus: 03.08.2026). —
Pexxum nocryna: 11 aBTOpHU3.
MOJIb30BaTENEH.

https://e.lanbook.com/book/426116

(mata obpamenwus: 12.02.2026).
Pexxum noctyna: s aBTOpuU3.
[I0JIL30BaTEJIEN.

Kupuntok, M. A. KBanToBble
BBIUMCIICHHUS JIJISl pELIeHHs 3a/1a4
HCKYCCTBEHHOT'O MHTEIIJICKTA :
yueOHoe rmocodue / M. A.
Kupuntok, H. A. bouapoB. —
Mocksa : PTY MUPDA, 2026. —
95 c. — ISBN 978-5-7339-2874-
6. — TekcT : anexTponHsIii // JlaHb
: DJIEKTPOHHO-0MOIMOTEeUHAs
cuctema. — URL:
https://e.lanbook.com/book/523260
(mata obpamenus: 03.08.2026). —
Pexxum noctymna: ans aBTopus.
IIOJIB30BaTENEH.

https://e.lanbook.com/book/432662

(mata obpamenus: 12.02.2026).
Pexxum noctyna: nist aBTopus.
OJIL30BaTENIEH.

Cricoes, C. C. Benenune B
KBAaHTOBBIE BHIYMCIICHUSI.
KBaHTOBbIE arOPUTMBI : yueOHOE
nocobue / C. C. CpicoeB. —
Cankr-IlerepOypr : CIIOI'Y, 2019.
— 144 c. — ISBN 978-5-288-
05933-9. — Teker :

ANIEKTPOHHBIH // JIaHb :
ANIEKTPOHHO-OMOIMOTETHAS
cucrema. — URL:
https://e.lanbook.com/book/505514
(mata ob6pamenus: 03.08.2026). —



https://e.lanbook.com/book/499784
https://e.lanbook.com/book/426116
https://e.lanbook.com/book/432662

PexxuMm nocryna: 1 aBTOpHU3.

MOJIb30BaTENEN.
https://e.lanbook.com/book/505514 | Maciennukos, B. B. Beenenue B
(mata obpamenus: 12.02.2026). KBAHTOBBIC BHIYHCIICHUS : yueOHOE
PexuM 10CTyIa: 11t aBTOPHS. nocobue / B. B. MacneHHuKOB. —
MOTARSOBATEICH. Mockga : PTY MUPDA, 2024. —
74 c. — ISBN 978-5-7339-2254-
6. — TexkcT : anekTpoHHbIH // JlaHb
: DIIEKTPOHHO-OMOIMOTeUHAS
cucrema. — URL:
https://e.lanbook.com/book/432662
(mata obpamenus: 03.08.2026). —
Pexum noctyna: ais aBTopus.
MOJIb30BaTENEH.
https://e.lanbook.com/book/523260 | ®ununmos, . B. KBanrossie
(mara obpamenus: 12.02.2026). BBIYUCIICHUS: TaOOpaTOPHBII
Pexnm AOCTYTIA. JUIA aBTOPHS. MIPAKTUKYM : y4eOHOE 1mocooue /
MOJIb30BaTENICH.

®. B. ®wimunmnos. — CaHKT-
[TeTepOypr : CIIOI'YT um. M.A.
bonu-bpyesuua, 2024. — 42 c. —
Tekcr : anexTpoHHbIH // JIaHs :
AIIEKTPOHHO-OUOIHOTEYHAS
cuctema. — URL:
https://e.lanbook.com/book/426116
(mara obpamenus: 03.08.2026). —
Pexxum nocryna: 1 aBTOpH3.

MOJIL30BAaTEIEH.

7. TlepedeHb 3IEKTPOHHBIX 00Pa30BaTENBHBIX PECYPCOB
MH(}OpPMallMOHHO-TEIEKOMMYHHUKAIIMOHHOM cetn «IHTepHEeT»
Ilepeuenn JJIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB UH(pOPMaIMOHHO-
TEJIEeKOMMYHUKAalIMOHHON cetn «UWHTepHeT», HEOOXOAMMBIX MJii OCBOCHHUS JUCLHUILINHBI
npuBesieH B Tabmuie 9.

Tabmma 9 — IlepedyeHb SIEKTPOHHBIX OOpa30BATEIBHBIX PECYPCOB HH(POPMAMOHHO-
TEJICKOMMYHHUKAIMOHHOU ceTr «HTepHeT»

URL anpec HaumenoBanue
https://pro.guap.ru/ Marepwuabl /s BHITOJHEHUS IPAKTUYECKUX pabOT, HHANBUAYAIbHbIC

BapHaHThI JIS1 UX BBINIOJHEHMS, a TAKXKE DJIEKTPOHHBIN JIEKIIMOHHBIN
MaTepuai 1o aucuuimnie pasmemnarorcs BHyTpu DMOC I'VAIIL
«MHTerpupoBanHas cpeia 00yueHHs» B T€UEHHE YIeOHOTO ceMecTpa

8. Ilepeuenpr nHPOPMAITMOHHBIX TEXHOJIOTHI
8.1. [lepeyenp mporpaMMHOr0 oOecHeueHus, HCIOIb3yEeMOIro MpH OCYIIECTBICHUU
00pa30BaTeNILHOrO MpoIecca MO0 AUCLUIINHE.
[lepedyeHp UCONB3yeMOro MPOrpaMMHOro obecrieueHus npejacranieH B Tadbuuie 10.

Tabmumna 10— [TepeueHs mporpaMMHOTO 00€CIICUCHHS



https://e.lanbook.com/book/505514
https://e.lanbook.com/book/523260

Ne /1 HaunmenoBanue

1 OnexrponHas nHpopMaroHHo-o0pa3oBatenbHas cpena I'Y AIl «MuTerpupoBanHas
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyaaukamu 'Y Al (BBenena B
skcmuryaTaiuto npukazom ['YAII ot 06.06.2017 Ne 05-215/17), nepedeHs Moaysei u
ux QyHKIIMOHATIBLHOE Ha3HAYCHUE M3JI0KEHBI 110 CChUIKE https://guap.ru/it/system/iso

2 OdunmanbHpIii callT 00pa3oBaTeNbHON opraHu3anum B ceTn « THTepHeT»
(https://guap.ru/), pazpaboran corpyaaukamu ['Y Al (BBeneH B dKCIUTyaTaluio
[Mpukazom ['VAII ot 23.03.2023 Ne 05-145/23)

3 LibreOffice 5 (JIunensus LGPLV3)

8.2. IlepeucHb HH()OPMAIMOHHO-CIIPABOYHBIX CHUCTEM,HCITOJIb3YEMBIX pH
OCYIIECTBIIEHUU 00Pa30BaTEIHLHOTO MPOIIecca MO JUCIUILTHHE

[lepeyeHb UCHOIB3yeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM IIPEJICTaBICH B
Tabauie 11.

Tabnuua 11— IlepeyeHb HHPOPMALIMOHHO-CIPABOUHBIX CUCTEM

Ne i/m HaunmenoBanue
1 Oo6pazoBarenbras miatgopma «HOpaiit» (https://urait.ru/), mocTyn depe3 JIMUHBIHA
kabunet unrtatens oudmuoreku ['Y AT a Taxxke o [P -agpecam ['YAII
2 DOnexTpoHHbIi katanor oubmuoreku ['YAII ¢ nocTymnom k 6a3e MmoTHOTEKCTOBBIX
uznanuit (https://lib.guap.ru), noctymn yepe3 THUHBIN KaOUHET YuTaATENSI OUOTNOTEKN
I'VAII

9. MarepuaiabHO-TeXHHYECKas 0a3a
CoctaB MaTepHaTbHO-TEXHHYECKOH 0a3bl, HEOOXOAMMOW M  OCYIIECTBIICHUS
00pa3oBaTeNLHOTO MpoIiecca 10 AUCIHUILTNHE, TPeCcTaBieH B Tabuiel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHIUYECKON 0a3bl

Ne HanmeHnoBaHue cocTaBHON 4acTH Howmep aynuropun
n/m MaTepUaIbHO-TEXHUUECKOM 0a3bl (TIpu HEOOXOMMOCTH)
1 | KomnbroTepHbIit Kacce 52-44 bonpias
Mopckas,67.
2 | Ayaaropud JUTiE CaMOCTOSITEIIbHOM IMOJATOTOBKH 14-34 Bonpias
Mopckast,67
3 | JlekunoHHas ayAuTOpUS

10. Omnenounble cpeacTBa AJs MPOBEIEHUS TPOMEXYTOUHOM aTTecTaluu
10.1. CocTaB OIICHOYHBIX CPEICTB/JIS TPOBEACHUS IPOMEKYTOYHONH aTTeCTalluU
oOyuyaromuxcs o JUCUUIUIMHE IpuBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JIJIS IPOBEACHHSI POMEKYTOTHON aTTeCTaIUN

Bug npoMexyTouHO arTecTaluu [TepedyeHb OLICHOUHBIX CPEACTB
Cnucok BONpocoB;
3auer Tectnr;
3amaun.

10.2. B kadectBe KpUTEpUEB OICHKH YPOBHA C(HOpPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00y4arolUMMHcs MPUMEHseTCsl 5-0ajuibHas IIKajla OLEHKU C(HOPMHUPOBAHHOCTU




KOMITETCHIINM, KOTOpasi MpuBeneHa B Tabimie 14. B Tedenne cemMecTpa MOXKET MCIOJIb30BATHCS
100-0annpHast ~ mKama ~ MOXYJBHO-PEUTHMHTOBOM  CHUCTEMbl ~ YHUBEPCUTETa,  IpaBHUIIa
UCIIOJIb30BaHUSI KOTOPOH, YCTAaHOBJIEHBl COOTBETCTBYIOILUM JIOKAJIbHBIM HOPMATUBHBIM aKTOM
I'VAIL

Tabmuna 14 —Kputepuu ouieHKH YpOoBHS chOPMHPOBAHHOCTH KOMIETEHLIUN

OI11eHKa KOMITETEHITUN

XapakTepucTrka c(hOPMUPOBAHHBIX KOMIIETEHMIA
5-0ayuipHad IIKaIa PAKTEp (op

OOyuarommiics:

— TJIyOOKO M BCECTOPOHHE YCBOMJI MPOTPAaMMHBIA MaTepra;

— YBEPEHHO, JJOTUYHO, ITOCJICIOBATEILHO M TPAMOTHO €r0 U3J1araer;

— ONMUPAsICh HAa 3HAHUS OCHOBHOM W JIONMOJIHUTEIBHON JIUTEpaTyphl,
«OTJIIAYHOY TECHO CBSI3bIBAET YCBOCHHBIC HAYYHbBIC MOJOXKEHHUS C MPAKTUYECKOU
«3a4TEHO» JeATEIbHOCTHIO HAIIPaBJICHUS;

— yMesi0 000OCHOBBIBAET U apTyMEHTUPYET BBIJIBUTAEMbIC UM HJICH,

— JIeJaeT BBIBOJIBI U 0000IIEHHMS;

— CBOOOJIHO BJIAJICET CUCTEMOM CIIeUaTN3UPOBAHHBIX TTOHITUH.

— npaBWIbHO BeIIOJHUI OT 90% 10 100% TecTOBBIX 3ajaHuil .

OO0yuaromuiics:

— TBEPJIO YCBOMJI MPOTrPaMMHBINA MaTepuall, TPAMOTHO U TI0 CYIIECTBY
M3JIaraeT ero, ONMupasiCh Ha 3HAHUS OCHOBHOM JINTEPATYPHI,

— HE JIONYCKAaeT CYIIECTBCHHBIX HETOYHOCTEH;

«XOPOILIO» — YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYCCKOW JCSITEIBHOCTHIO
«3a4TEHO» HaIPaBJICHUS;

— apTYMEHTUPYET Hay4YHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— BJIaJICCT CHCTEMOM CIIeMaIM3UPOBAHHbIX TTOHITHH.

— npaBWIIBHO BEIMOIHII OT 70% 10 89% TecTOBBIX 3aaHui .

— o0yyarouuiicss yCBOMJI TOJbKO OCHOBHOW IPOrpaMMHBIM MaTepual,
IO CYWIECTBY M3JaraeT €ro, ONMpasch HA 3HAHUSA TOJIBKO OCHOBHOMU

JIUTEpaTyphl,
— JIOITyCKaeT HeCYIECTBEHHbIE OIIMOKN U HETOYHOCTH;
«yJIOBJICTBOPUTEIILHO» | — HCIIBITBIBAET 3aTPYJHEHHSI B IPAKTHYECKOM IPUMEHEHMM 3HAHUHN
«3a4TEHO HaIlpaBJICHNUS,

— cnabo apryMeHTUPYET HayYHBIE MOJI0KEHNUS,

— 3aTpyAHseTCs B (OPMYTUPOBAHUU BBIBOJOB U 0000IIIEHUT;

— YaCTUYHO BJIQJICET CUCTEMOM CITEIMATTM3UPOBAHHBIX MOHITHH.
— IIPaBUJIBHO BBIMOIHUI OT 51% 110 69% TeCTOBBIX 33[aHH .

— o0yyarouuiicss He YCBOWJI 3HAYUTENBHOM YacTH MPOTPaAMMHOIO
MaTepuana,
— JIONyCKaeT  CYIIECTBCHHBIE OIMMUOKM W  HETOYHOCTH  TIPH
«HEYJIOBJICTBOPUTEIIHHO» | PACCMOTPEHUH TIPOOJIEM B KOHKPETHOM HAIPaBJICHHH,
«HE 3a4TEHO» — UCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM NMPUMEHEHUH 3HAHMUIA;
— HEe MOKET apryMEHTUPOBATh HAYYHBIE TOJTO0KEHHUS;
— He (popMyIHpPYET BHIBOJAOB U 000OLICHHIA.
— IIPaBUJIGHO BBINOIHUI MeHee 51% TeCTOBHIX 3aIaHUH .

10.3. TunoBble KOHTPOJILHBIC 3a/IaHUS WM WHBIC MaTePHAIIBI.
Bompocs (3amaun) ass 9K3aMeHa mpeIcTaBIeHb! B Tabuie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Kon

Ne /i [Tepeuens BompocoB (3a1a4) AJsl IK3aMeHa
WHAMKATOpa

Y4eOHbIM MJIAHOM HE IPEAYCMOTPEHO

Bompocsr (3amaun) aiist 3ageta / qudd. 3aueTa npejpacraBieHsl B Tadbmuie 16.
Tabnuua 16 — Borpocs! (3a1aun) ass 3aueta / qudd. 3auera

Ne i/t \ [Tepeuenn BompocoB (3a1a4) 1yist 3adeta / nudd. 3aueta \ Kon




WHANKATOpa

B uwem  3akmouaercs — (QyHAAMEHTaNbHOE  OTIMYUE
KJIACCUYECKOTo OMTa OT KBAaHTOBOTO OuTa (KyouTa)?

JaiiTe reomeTprueckoe omnucaHue KyOuTa ¢ MoMouIbio chepbl
bnoxa. Uto npencraBisitor co60il TOUKM Ha €€ TIOBEPXHOCTH U
BHYTpHU Hee?

ChopmynupyiiTe NOpPUHLOUI KBAaHTOBOM CyNEpHO3UIUH U
MIPUBEAUTE IPUMED €TO MPOSIBICHUS.

Cohopmynupyiite u nokaxure (WM 0OOCHYHTE) Teopemy O
3arpeTe KIOHUPOBAHUS HEU3BECTHOI'O KBAHTOBOI'O COCTOSIHHUS.
[Touemy ona BaxkHa Juist Kpunrorpapuu?

Uro Takoe KBaHTOBOE H3MEPEHHE U KakK OHO BIHUSET Ha
U3MEpSEMYIO KBaHTOBYIO CUCTEMY?

Uro  moHMMaeTcs  HoJ  KBAaHTOBOM  3allyTaHHOCTBIO
(cocrossnusamu  OI1P)?  IlpuBenutre mpuMep 3amyTaHHOTO
COCTOSIHUSI JIBYX KYOUTOB.

ITK-3.3.1

OnuimuMre mNoWAaroBbli anroputM padoTel npotokosna BB84
(meticTBust Anucel u bo6a).

Uro Takoe «ImpoceuBaHuE Kioua» B mpoTtokoie BB84 u nHa
KaKOM 3Tare OHO MPOUCXOTUT?

OOBbsACHUTE CYThb aTaKU «IEpEeXBaT — IOBTOpPHAs MOCHUIKA»
(Intercept-Resend). K kakomy ypoBHIO OIIMOOK B MPOTOKOJIE
BB84 npuBoaut 3Ta araka?

B uyem 3akiiouyaercss TNaBHOE OTIMYME JIBYXIO3HIIMOHHOTO
npotokosia B92 ot uersipexno3uninonnoro BB84? B uem ero
ySI3BUMOCTB?

Onummre npunuun padotsl nportokona E91 (Okkepra). Kak B
HEM HCTOJIb3yEeTCs] KBAHTOBAS 3aIllyTAaHHOCTh?

Kakyto pons urparot HepaBeHnctBa bemna B nmporokone E91 u
KaK WX HapylIeHHWEe TapaHTHPYeT OTCYTCTBHE IINMHOHA B
KaHaie?

HazoBute ocHOBHBIE (u3MYECKUE CTENEeHU CBOOOIBI (HOTOHA,
ucrnoibp3yeMble Uit KoaupoBaHusi wuH(popmammum B KPK
(monsipu3aoHHoe, (ha30BO€, BpEMEHHOE KOAUPOBAHHE).

Uro Takoe mapamerp QBER (Quantum Error Bit Rate)? Kaxk
Anuca u bob o11eHHBaIOT €ro BeIUYUHY?

Kakoe moporosoe 3nauenue QBER mnpunsto cuurtarth
KpUTHYECKUM JUIsl mpoTokosna BB84, mocne koroporo kimrou
orOpakoBbiBaeTcs? [Touemy?

3aueM HyxeH dTan ucrpasienus omuook (Error Correction) u
MOYEMY OH BBITNOJHIETCS IO OTKPBITOMY KJIACCHUECKOMY
KaHary?

Onuimre 001IyI0 JJOTUKY pab0oThl HHTEPAKTUBHOTO aJlrOpUTMa
ucnpasienus ommbok Cascade.

UYro Takoe «ycuineHnue cekperHoctn» (Privacy Amplification) u
KaKyIo 33/1auy peliaeT 3TOT ATan nocTtoopadboTku?

Kak nMeHHO mpuMmeHeHue Xem-QyHKIMHA Ha dTare yCUJICHHUs
CEeKPETHOCTH  yMEHBIIAeT 3HAaHUS 3JOYMBIIIJICHHUKAa O
HUTOTOBOM KJItO4e?

[TIK-3.V.1

HazoBuTe OCHOBHBIE KOMIIOHEHTHI (DU3HUYECKOTO YPOBHS
cucteMmsl KPK u nx nHasnauenue.

B yem paznuma mexny naBuHHbIMU dotoauogamu (SPAD) u
CBEPXMPOBOAHUKOBBIMU JETEKTOPAMH OJMHOYHBIX (POTOHOB
(SNSPD)?

[louemy B peanbHbix cucreMax KPK BmecTo wuaeanbHbIx
OJIMHOYHBIX (OTOHOB HYAaCTO HCIONB3YIOT OCITa0JICHHbBIE
nazepHble UMIyJbebl? K KakoW ysS3BUMOCTH 3TO INPUBOJUT
(ataxka PNS)?

[IK-3.B.1




Kakue ¢axTopsl OrpaHHYMBAIOT MaKCUMAIbHYIO JaJbHOCTh U
CKOpPOCTh T€HEpaIH KII04Ya B BOJIOKOHHO-ONTHYECKUX JTMHHIX
CBsA3U?

UYro Takoe KBAaHTOBBIC TIOBTOPUTEIU M MTOYEMY JIJISl YBEIIMUYCHHUS
nampHOCTH KPK HEnb3st MCIOJIb30BaTh OOBIYHBIC ONTHYECKUE
ycuiuTenu?

Uro nmpexacraBnsoT co0OiM  «arakm HAa  (PU3UYECKYIO
peamu3anuio» (Side-Channel Attacks)? IlpuBeaute mnpumep
aTaku  THINA  «TPOSHCKUH  KOHb» WM  «OCIICIUICHUE

JACTCKTOPOB».

[lepedyenp TeM AJIsl BBIOJIHEHUSI KypCOBOTO MPOEKTa/ KYpCOBOM pabOThI IMpEICTaBICHBI
B Ta0auie 17.
Tabmuua 17 — IlepeueHb TeM /sl BBIIOJIHEHUSI KYPCOBOT'O MPOEKTa / KypCOBOM paboThI

[TpumepHBIii TepeueHb TeM ISl BHIIIOJIHEHUS KYyPCOBOTO MPOEKTa/ KypCOBOM

Ne /it
paboThI
Y4eOHBIM IIJIAHOM HE MPEAYCMOTPEHO
Bonpockl s TpoBeneHHS MPOMEXKYTOYHOH aTTeCTallMd B BHIE TECTHPOBAHUS

IpeJICTaBICHBI B Ta0wmie 18.

Tabmuna 18 — IlpuMepHbIi IepeYeHb BOIPOCOB IS TECTOB

. Kon
Ne i/ [TpumepHBIii TIepedeHb BOIIPOCOB ISl TECTOB
WHJIUKATOpa
1 Kakoe ¢ynaameHnTaiprHOE CBOMCTBO KBAHTOBOM MEXaHUKHU JENAeT T11K-3.3.1

2.
3.
4

2.
3.
4

2.
3.
4

HCBO3MOXXHBIM HC3aMCTHOC KOIMMPOBAHNEC KBAHTOBOI'O KJIHOYa
3.]'[0yMBII_HJ'IeHHI/IKOM?
1.

3aKOH COXpaHEHUS SHEPTUU
Teopema o 3anpere KIOHUPOBAHUS
[IpuHOAII OTHOCUTEIBHOCTH
O¢dext Homnepa

Bepnriit otBeT: 2

Yro MPOUCXOJUT C KBAHTOBBIM COCTOSITHUEM (bOTOHa ITIPpH IIOIIBITKE
3JIOYMBIIUJICHHUKA U3MEPUTH €T0 B ITPOLIECCE nepez[aqn?
1.

CocTosHre yHHUTOXKaeTcsi 0€3 BO3MOXHOCTH (pUKCcalnun
CocrosiHME KOMUPYETCs B UIEaTbHYI0 TOYHOCTb
CocTosiHrEe HEM30€KHO UCKakaeTcsl (M3MEHIeTCs)
CocTrosiHME yCUIIMBAETCS 110 MOIIHOCTH

BepHbiii oTBeT: 3

Kak Ha3piBaeTcs MUHUMAaNbHAs €IUHUIIA KBAaHTOBOW MH(pOpMaIuHy,
UCHoJb3yeMas B IPOTOKOJIaX KBAHTOBOM kpunrorpapuu?
1.

but

Kybur

baiit

Tpurrep
Bepnbiit otet: 2

B xakom u3 NEPCUUCIICHHBIX ITPOTOKOJIOB KBAHTOBOI'O paCpEaACICHUA
KJII04el 0e30MacHOCTh, OCHOBAaHA Ha MCIIOJIb30BaHUH KBAHTOBOM

3aIlyTaHHOCTHU U IPOBEpKe HepaBeHCTB bemia?
1.

BB84




2. B92
3. B9l
4. COW
Bepnblii otert: 3
Uro menaroT otnpaBuTelns (Anuca) u noy4darens (bo0) Ha aTame [IK-3.V¥.1
«IIPOCEMBaHUS» KIto4a B IpoTokosic BB84?
1. CpaBHHBaIOT caMy 3HaYEHUS OTIPABJICHHBIX U MOITYYEHHbBIX
OuTOB
2. CpaBHHMBAIOT TUIIBI UCIIOJIb30BAaHHBIX 0a3MCOB IS KaXK0T0 OUTa
3. HcnpaBiastoT ommOKu € MOMOIIBIO0 KOJOB
4. IlpoBozdT XeIMpPOBAHNE NOJYUYEHHOU CTPOKH
Bepnbiii otet: 2
K kaxomy pe3ynpTaTy IpUBOJUT aTaka «IepexBaT — IIOBTOpHAs
noceutkay (Intercept-Resend) co cropons! mmuona B npotokose BB84?
1. K mosHOM He3aMeTHOM Kpake Kilroua
2. K G1oxupoBKe KIacCHYeCKOTo KaHajla CBS3H
3. K nosBrnenuto Hen30€XHOTO YPOBHS OLIMOOK B MIPOCESTHHOM
KJIIOYe
4. K yckopeHuIo nepeaadn JaHHBIX
BepHbiii oTBeT: 3
Urto uzmepsier napametrp QBER B cucreMax KBaHTOBOTO pacIpeesiCHUs
KJIIO4eit?
1. CxopocTb reHepanuu cblporo Kiroua
2. YpoBeHb KBAaHTOBBIX OIIMOOK B KIIOYE
3. JnuHY BOJIHBI JTa3epHOTO H3ITyICHUS
4. Bpewms 3a1epKKU UMITYJIbCa B BOJIOKHE
Bepnriit otBeT: 2
[To xkakoMy KaHaJy CBSI3U BBIITOJIHSIFOTCS 3TAIlbl HCIIPABIICHUS OIIMOOK U
YCHIICHUSI CEKPETHOCTH (KJIaccuueckas mocToopadboTka)?
1. Ilo KkBaHTOBOMY ONTHYECKOMY KaHaITy
2. Tlo OTKpBITOMY KJIaCCHUYECKOMY KaHay CBS3HU
3. Tlo 3akpbITOMYy CIIyTHUKOBOMY KaHAITy
4. DTH 3Tanbl BBITOJHAIOTCS 0€3 CBA3U MEXKIY JETUTUMHBIMU
I10JIb30BATEISIMU
Bepnriit oTBeT: 2
Kakas nponenypa noctodpaboTKH UCIIOJIb3YETCS ISl TOTO, [IK-3.B.1

YTOOBI CBECTH K HYJIIO JIFOObIE YACTHUYHBIE 3HAHUS 3JI0yMBIIIEHHUKA O
c(hOopMUPOBAHHOM KJTtOUE?
1. TIpoceuBanue kitoua
2. Wcnpasnenne ommbok (Cascade)
3. VYcunenue cekperHoctu (Privacy Amplification)
4. KanuOpoBKa JI€TeKTOPOB
BepHbiii oTBeT: 3

[Touemy 1u1st yBeIMU€HHUS TaTbHOCTH KBAHTOBOM CBSA3U HENb3
WCIIOIK30BaTh CTAHIAPTHBIC ONTHYECKUE YCHIIUTENH, TPUMEHSIEMbIC B
OOBIYHBIX JIMHUSX CBSI3U?

1. Vcwnmmrenu CIUIIKOM CHIIBHO 3aMEJISTIOT CUTHAI

2. YCHIUTEIIN MEHSIOT IBET (JUTMHY BOJHBI) ()OTOHOB




3. Ycunutenu pa3pymiaroT KBAHTOBBIE COCTOSIHHSI U3-3a
KJIOHHPOBaHUS/IITyMa

4. VYcunurtenu paboTarOT TOJIBKO ¢ MEAHBIMU TIPOBOIAMHU
Bepnbiii oter: 3

K kakoMmy Ty yA3BUMOCTEN OTHOCATCS aTaKU THIIA «TPOSHCKUI KOHBY
U «OCIIETIICHHE JIETEKTOPOB» ?

1. K mareMaTH4ecKuM ysA3BHUMOCTSIM CaMHMX IPOTOKOJIOB

2. K arakam Ha ¢pU3MUECKyIO pearn3aluio (anmapaTHoe
obecrieueHue)
K ysI3BUMOCTSIM aITrOpUTMOB KIACCHYECKOTO MU(PPOBAHHS
4. K arakam Ha nporpaMMHOe 0OecrieueHHe CEpPBEPOB

Bepurliit otBeT: 2

w

Kakoe Texanueckoe perienue pazpadaTbiBacTCs AJisl IPEOI0TICHHS
OrpaHUYEHUS MO JATLHOCTHU Mepelayy KJIoua B paJuaIbHbIX KBAHTOBBIX
ceTsax 0e3 PacKpBITUS CEKPETHOCTH Ha MPOMEKYTOYHBIX y31ax?

1. Onruyeckue pa3BeTBUTEIU

2. KBaHTOBBIC MOBTOPHUTENHN (PETTUTEPHI)

3. Bonee MomiHbIe KITaCCHYECKHE Ja3ephl

4. Tlonspu3alliOHHBIC PUIBTPHI

Bepnriit otBeT: 2

[lepeyeHb TeM KOHTPOJIBHBIX PaOOT MO JMCIUIUIMHE OOYYAIONIMXCS 3a0YHOU (OPMBI
00ydeHus1, IpeICTaBICHbI B Ta0mie 19.

Tabmuna 19 — IlepeyeHb KOHTPOJIBHBIX PaOOT

Ne /i [TepeyeHb KOHTPOJIBHBIX PAOOT

He npeaycmotpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEACNSAIOIIMEe  HpPOLEIyphl  OLIEHUBAHHS
MHAMKATOPOB, XapaKTEpU3YIOIUX JTanbl (HOPMUPOBAHMS KOMIETEHLIMH, COAEpXKaTcs B
JOKAJIBHBIX HOPMaTuBHBIX akTax ['YAII, pernameHTHpYHOIIMX NOPSAAOK MU MPOLEAYPY
IIPOBEJICHUS TEKYILEr0 KOHTPOJIS yCIIEBAEMOCTH U MPOMEXYTOUYHOHN aTTecTalli 00y4aronuxcs
I'VAIL

11. Meroauyeckue yKa3aHus A1 00YUYaIOIIUXCs IO OCBOSHUIO TUCIIUTLIMHBI

11.1. Metoauueckue yka3zaHus s OOYyYarOmMXCS 10 OCBOCHMIO JIEKI[MOHHOTO
MaTepuaia.

OCHOBHOE Ha3HAYEHME JICKIIMOHHOIO MaTepuana — JIOTHYECKH CTPOHHOE, CUCTEMHOE,
riyOoKoe M sCHOE H3JIoKeHHe ydeOHoro marepuana. HasHaueHue cOBpEeMEHHOM JieKIuu B
paMKax TUCLUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(POpPMALMIO MO TEME, & B OCBOCHHUH
(GyHIaMEHTaJIBbHBIX MpoOJeM JUCHMIUIMHBI, METOJOB HAayYyHOrO I103HAHMs, HOBEHMIINX
JOCTHKEHUI HaydyHOM MbIciu. B yueOHOM mporiecce JEKIHsS BBIIOIHSAET METO/I0JIOIHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (YHKUMHU. JIEKIUs packpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOW o0ylacTH 3HaHusA, €€ MpoOseMbl, AAaeT LEeIbHOE NPEACTaBICHUE O AUCLUILINHE,
MOKA3bIBAET B3aUMOCBS3b C IPYTUMHU AUCLUIIIIMHAMH.

[InaHupyemMble pe3yibTaThl IPU OCBOEHUHU 00YYaIOUIMMUCS JIEKIIMOHHOTO MaTepuana;

— TIIOJIyYEHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HAHWH, YPOBEHb
KOTOPBIX ONPEAEIAETCS 1IEIEBOM YCTAHOBKOM K Ka)KJJOM KOHKPETHOU TEME;

— TOJIyu€HHE OIbITa TBOPUECKOI paboThl COBMECTHO € MpENoJaBaTeseM;




— pa3BuTHE TOPOPECCHOHANBHO-NENOBBIX  KayecTB, JIOOBH K TpEAMETYy H
CaMOCTOATEIBHOIO TBOPYECKOTO MBIIIIJICHUS.

— TOsBJIEHHE HEOOXOIMMOro HHTEpeca, HEOOXO0AUMOTO I CAMOCTOSTEILHOW PadOTHI;

— IIOJIyYEHUE 3HAHUU O COBPEMEHHOM YPOBHE pa3BUTUS HAYKM U TEXHUKUM U O
IIPOTHO3€ UX Pa3BUTH Ha OJMIKaMIINeE TO/bl;

— HayuduThCsl METOAUYEcCKH oOpabaThiBaTh MaTepuas (BbIACIATH TJIABHBIE MBICIU U
IIOJIOKEHUSA, TPUXOJUTh K KOHKPETHBIM BbIBOJAM, IIOBTOPSATH MX B  Pa3jIMYHBIX
bopMyITUPOBKax);

— IOJIy4€HHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U IOHATHH.

JIeKuMOHHBI MaTepUall MOXET COIPOBOXKIAATbCA JEMOHCTpalued CIaiJoB H
UCIOJIb30BAHUEM DA3/laTOYHOIO MaTepuajla IpU IPOBEIEHUM KOPOTKMX JUCKycCUH 00
OCOOEHHOCTSX IPUMEHEHUSI OT/AEIbHBIX TEMATHUK 110 IUCLHUIUIMHE.

CrpyKTypa npenocraBiacHus JEKIHOHHOIO MaTepuara:

Kypc nexuuii pa3duBaeTcst Ha TpY NOCIEOBATEIBHBIX JIOTHYECKUX MOJTYJIS:

1. OynpamenTanbHbiid (ekiun 1-5): [TepeBoa NOHATHI KiIacCHYECKON HHPOPMATHKH Ha
SI3BIK KBAHTOBOW MEXaHUKH M TMHCHHOU alreOphi.
2. Aunroputmuyeckuii / Kpunroananuruueckuit (iekipn 6—12): M3ydyeHue KBaHTOBBIX

CX€M, IPUHLIKIIA PAa0OTHI 0a30BbIX AITOPUTMOB U MEXAHU3MOB B3JIOMa KJIACCUYECKUX
mudpos (Ilopa, ['posepa).
3. SamutHbli / UHxenepHbiid (iekuuu 13—18): M3yueHne KBaHTOBOH KOMMYHHKALIUH
(QKD), moCTKBaHTOBBIX KPUIITOCUCTEM U CTaHJAPTOB OE30MaCHOCTH.
Tunosast ctpykrypa oano siekuuu (ITnan nomgaun marepuana)
Kaxxnoe nekimonnoe 3aHsaTre (CTaHAapTHBIE 2 akageMudeckux yaca / 90 MUHYT) )KeCTKO
CTPYKTYPHPOBAHO I 00ecTieYeHnss MaKCUMallbHOU scannability (4MTaeMOCTH) U YCBOSIEMOCTH:
1. Beognas yacts (5—10 MunyT)
Tema n man nexuuu: O3By4rBaHUE KIIFOUEBBIX BOIIPOCOB.
Cs3b ¢ npeasiayuM Matepuaiom: Kparkoe nmoBropenue (Hapumep, nepea pazdoopom
anroputMma Illopa kpaTko oBTOpsiETCS KBaHTOBOE IIpeoOpa3oBanue Pypre).
MotuBannoHHbIi 0510K: OOBsICHEHHE, KaKyl0 KOHKPETHYIO poliemMy HHGOPMAITMOHHON
0€30MacHOCTH pelaeT JaHHas Tema.
2. Teopetnueckoe / Maremarudeckoe obocHoBanue (25-30 MUHYT)
BBenenne matemMaTuyeckoro ammapata (BEKTOPbI, MaTPHUIIbl, OIIEPATOPHI).
®opmynnpoBKa GU3NYECKUX OIPaHMUYCHUN WM MOCTYJIaTOB KBAHTOBOW MEXaHHKH,
NPUMEHHUMBIX K TEME.
AnropurMmudeckas / CxemoTexHuueckas yactb (30 MUHYT)
[TocTpoenue kBaHTOBOI cxeMbl: Pa306op BeHTHIIEH, NX MTOCIEI0BATEILHOCTH U MPUHIIAIIA
TpaHchopMaluy KBAaHTOBBIX COCTOSTHUIA.
[TomaroBas Tpaccupoka: Paz6op paboThl aJiropuT™Ma Ha IPOCTOM TIpUMEpE (HarpuMmep,
ISt 2-3 KyOUTOB).
Kpunrorpaduueckuii ananus u npumerenue (15 Munyr)
Onenka 3amumeHHocTH: Kak TaHHbII aaropuT™ BiauseT Ha cToMkocTh H@poB (RSA,
AES) nnn kak npoToOKOJI 3alUIIaeT OT epexBaTa.
Pecypcublif ananun3: CKoiabKo KyOUTOB U BpeMEHU TpeOyeTcs JUIsl peau3aiu (Teopus vs
peasibHasi IPAKTHKA).
3akrounTenbHas 4acTh (5 MUHYT)
Pestome (BriBogbn): Kpatkas dukcaiys rimaBHbIX TE3UCOB JICKITHH.
AnoHc: CBsI3b ¢ TEMOH cleyrolel KU 1 1a0opaTopHOil paboThI.
dopma 1 MeToInYecKoe obecrieyeHre JeKIHOHHOro MaTepraia
JIeKMOHHBIN MaTepuall IPEJOCTABIAETCS CTYACHTAM B MYJIbTUMEIUIHOM U TEKCTOBOM
BUJIE:



[Ipesenranmonnsie MmaTepuansl (Cnaiiasr): OCHOBHOW BU3yalIbHBIN siKOopb. Comeprkar
MUHUMYM CIUIOLTHOTO TEKCTa, aKI[EHT JIeIaeTCs HAa KBAHTOBBIE CXEMbI, apXUTCKTYpPHBIC
nuarpammbl ceteid QKD u rpadukm.

Koncnekr nexnuii (Ckpunt): TekcToBoe mocodue, BKIIOYAIOIIEe CTPOTHE
MaTeMaTUYECKUE BbIBOJIbI, KOTOPbIE TSXKEJIO BOCIPUHUMATH CO CJIalJIOB.

WNuTepakTuBHBIC AeMOHCTpanuu: Vcroib30BaHNe PErnoaaBaTesieM B IMPOoIecce JCKIUN
BU3yan3aTopoB (Hampumep, cpeasl Quirk mwmm IBM Quantum Composer) mjist IeMOHCTpaIiiu
«OKHUBOTO» U3MEHEHHsI COCTOSIHUN KyOuTOB Ha cepe broxa.

11.2. Metoau4ieckue yka3zaHUs Uisi OOYyYalOIMIUXCS MO TPOXOKACHHIO MPAKTHUYSCKUX
3aHATUH

[IpakTHdeckoe 3aHSATHE SBISCTCS OJHOW M3 OCHOBHBIX (DOpM OpraHm3anuu y4eOHOTO
mpoliecca, 3aKJIFOYArOIIasCs B BBIIOJIHSHUH O0YYarOIIMMUCS T10JT PYKOBOJACTBOM IPETIOIaBaTeIs
KOMIUIEKCa YYEeOHBIX 3aJaHUil C IENbI0 YCBOSHUS HAYYHO-TEOPETHYECKHX OCHOB Yy4eOHOM
JTUCIUTIIIMHBI, PUOOPETEHNS YMEHUN U HABBIKOB, OTIBITA TBOPYECKOM NESITEIbHOCTH.

[enpro MPaKTUYECKOTO 3aHITHSI JIsl 00YJArOIIETOCs SBISETCS MPUBUTUE O0YUAOIIIMCS
YMEHHH U HaBBIKOB MPAKTUYECKON NESTEIBHOCTH 110 U3y4aeMOi JUCIHUILINHE.

[Tnaaupyemplie pe3yabTaThl IPU OCBOCHUN 00YYAONUMCS IPAKTHYSCKUX 3aHSATHI:

— 3aKperuvieHue, yriayOJeHue, paclIMpeHHe W JeTalu3alus 3HAHUM TpPH PEIICHUU
KOHKPETHBIX 33714,

— Ppa3BUTHE IIO3HABATCIIBHBIX CIIOCOOHOCTEH, CaMOCTOSTEIBHOCTH  MBIILICHUS,
TBOPYECKON aKTHUBHOCTH;

— OBIIQJICHHE HOBBIMH METOJaMH ¥ METOJUKaMU H3Y4YeHHs] KOHKPETHOH yueOHOM
JIUCILHUILIMHEL,

— BbIpabOTKa CIOCOOHOCTH JIOTHUYECKOTO OCMBICIICHHS TIOJYYEHHBIX 3HAHUM JJIs
BBIIOJIHEHUS 3aJaHMIL;

— ofecrieueHue palMOHAIBLHOTO COYETaHUsl KOJJICKTUBHOM M WHAMBHIyalbHON (Gopm
00y4eHUsI.

TpeboBaHusl K MPOBEACHUIO PAKTUYECKUX 3aHITUN

TpebGoBaHust K MPOBEACHUIO NPAKTUYECKUX 3aHITUN
1. Uu¢pacTpyKTypHBIE U IPOrpaMMHBIE TPEOOBaHUS

TexHnYeCKOe OCHAILIEHUE: HAIMYUE NTEPCOHATIBHOIO KOMITBIOTEPA C JOCTYIIOM B
MHTEPHET JJIs1 KaXA0ro CcTyJeHTa. KBaHTOBbIE BHIYMCIEHUS MOJIEIUPYIOTCS JIOKAIBHO WK Yepe3
00J1aYyHbIE CEPBUCHI.

[IporpammHas cpena: mpeaycTaHoBIeHHbIN nHTepnperaTop Python 3.10+ u cpena
paspabotku Jupyter Notebook mwiu VS Code.

KBaHTOBBIC OMOMHMOTEKH: 00s3aTEIbHOE HATMYKE aKTyaIbHBIX Bepcuit Oudiamnorek Qiskit
(IBM) mu Cirq (Google) mis Hanucanus Koja.

OO6ayHbIil JOCTYII: 3apEerUCTPUPOBAaHHbIE yueOHbIe aKKayHThI Ha Tuiatdopme IBM
Quantum Platform amnst noctyma kK peaqbHBIM KBAHTOBBIM IIpoLieccopaM (10 BO3MOXKHOCTH) U
rpaduueckomy KoHCTpykTopy Composer.

WHCTpYMEHTBI BU3yaln3aluu: JOCTYI K BeO-cumysstopy QUuirk mis OsicTpoit
MPOTOTUITUYHON TPOBEPKHU cXeM Oe3 HalMcaHus Koja.

2. Meronndeckue TpeOOBaHUS K CTPYKTYpE 3aHITUS
Kaxxgoe npakTrueckoe 3aHATHE IITUTENBHOCTHIO 2 aKaJeMUUECKUX Yaca J0JKHO COCTOATD U3
Tpex 00s3aTeIbHBIX ITAIOB:

BxonHo#t xonTposnb u Teopus (15-20 MUHYT): SKCIpecc-ompoc WIM aHATUTHYECKHM
pa3bop maremarnyeckoi 6a3pl Ha Jocke. CTyAEHTHl JOJDKHBI JI0Ka3aTh MOHUMAHHE JIMHEHHOM
anredpsl (MaTpHll, BEKTOPOB, TEH30PHBIX IPOU3BECHHI) 10 Havyana pabotsl Ha [1K.




CamocrositensHoe mporpamMmmupoBanue (50—60 MHHYT): BBITTOJIHEHHE MPAKTHYECKOTO
3aJaHMs 110 HAMMCAHUIO KBAHTOBOTO ajropuTMa Wi coopke cxemsbl. [IpernomaBarens BICTyHaeT
B POJIM MEHTOpA, IOMOTas C OTIaJAKOW KBAaHTOBOM JIOTUKH.

3amuta pe3ynbratoB (10—-15 MuHYT): AeMOHCTpalus padOTaIIEro Koaa, OObsICHCHHE
TUCTOTPaMM pacIipe/iesICHUs] BEPOSTHOCTEN WIIM PACUETHBIX MATPHI] INIOTHOCTH.

TpeboBanus k opopmienuro u pesynsratam (KPI ctynenra)

[To uroram Ka>k0ro 3aHATHS CTYACHT 00s3aH NMPEIOCTaBUTH OTUET, COJEPKALIHI:

MareMaTHueCKuil pacyer: aHATUTHYECKHI BBIBOA (DOPMYJ, BEKTOPOB COCTOSHUUN WIH
MaTpHIl OTIEpaTOPOB, UCIIOJIL30BAHHBIX B paboTe.

@aiin koma: pabortatommii ckpunt B (Gopmare .ipynb (Jupyter) ¢ moapoOHBIMHU
KOMMEHTApUAMHU K KaKJIOMY KBAaHTOBOMY PETHUCTPY U BEHTHUJIIO.

I'papuueckuii anamm3: CKpUHIIOTHL uiau Tpaduku (chepa broxa, rucTorpammsl
U3MEpEHMil, CXeMBbl 1IeTei) ¢ HHTepIpeTalueil MoIyYeHHBIX Pe3yIbTaToB.

AnHanu3 ommOOK: TPH MOJCIMPOBAHUM HIYMOB — pacueT merpuku Fidelity (BepHocTH
COCTOSIHUS) JIO U MOCJI€ IPUMEHEHUS KOJ0B KOPPEKIIHH.

Kpurepuu onieHuBanus

[IpakTuueckue paboOThI OIICHUBAIOTCS IO MHOTO(AKTOPHOM IIKaJje:

KoppekTHOCTh MaTeMaTH4eCKON MOJENN: MPaBUIbHOCTh AHAJTUTUUECKUX BBIYMCICHUN U
MOHMMaHUe ocTynaToB (kpurepuii: 30% oneHkn).

PaboTocrnocoOHOCTh KOAA/CXeMbI: OTCYTCTBHE CHHTAKCHYECKUX M JIOTHYECKUX OMIMOOK B
KBaHTOBBIX Hensax (kputepuit: 40% OIeHKH).

I'myOuna aHanm3a: yMeHHE OOBACHUTH, IOYEMY aJITOPUTM JaeT HWMEHHO TaKoe
pacnpeziefieHue BeposTHOCTE! pu u3MepeHuu (kpurepuii: 20% oueHkn).

3amuTa paboThl: YCTHBIE OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI 10 TEME 3aHATHS (KPUTEPUIA:
10% oneHKwm).

11.3. Metoauueckue yka3aHus JUIsi 00YYaroIIUXCs MO MPOXO0KACHUIO CAaMOCTOATEIbHON
paboTsl

B xoze BBIIOTHEHUS CaMOCTOSATENbHONU pabOThI, OOYUYAIOLIUICS BBIMOIHSAET paboTy MO
32JIaHUI0 M TIPH METOJUYECKOM PYKOBOJICTBE IMPEIOJAaBaTeNsl, HO 0€3 ero HernocpeCTBCHHOTO
y4acTusl.

B mporecce BBITIOJNIHEHHS] CaMOCTOSATEIBHON padoOThl y oOydvaromierocs (GpopMupyercs
1enecoo0pa3Hoe MIaHUPOBaHUE PaboUero BpeMeHu, KOTOPOE MO3BOJSET €My pa3BUBAaTh YMEHUS
W HaBBIKA B YCBOCHHWW WM CHCTEMAaTH3alMH MPUOOPETaeMBbIX 3HAHUH, 00ECIeUYMBACT BBICOKHU
YPOBEHb YCIEBAEMOCTH B TMEPHOJ OOY4YEHHs, MOMOTaeT NOJYyYUTh HAaBBIKA TOBBIIICHUS
po(hecCHOHATBHOTO YPOBHS.

MetoauyeckumMi ~ MaTepuaiaMH,  HAMpaBJSIONIMMH  CaMOCTOSITENbHYIO  paboTy
00yYarOUXCASBISIOTCS:

—  y4eOHO-METOAMYCCKHIA MaTepHall 10 JUCIUILIHHE;

— METOAMYECKHE yKa3aHHs MO BBIMOJHEHUIO KOHTPOIBHBIX paboT ()11 00ydaromuxcs
1o 3a04HOU (hopme 0OydeHus).

11.4. Meroauueckue ykazaHus JUIsi OOy4arOIIMXCS MO MPOXOXKICHHIO TEKYILEro
KOHTPOJISI YCIIEBa€MOCTH.

Texkymmii KOHTpPOJIb YCIIEBAEMOCTH MpeayCMaTpUBAET KOHTPOJb KayecTBAa 3HAHUH
00yJaroIMXcs, OCYIIECTBISIEMOr0 B TE€UYEHHE CEMECTpa C IENbI0 OICHUBAHUS XOJa OCBOCHHS
JUCLUTUIMHBL.

Boinonnenue mpaktudeckux pabotr (40%): Pa3paboTka KBAaHTOBBIX CXeM U
IPOTPaMMHOTO KOfa, 0(popMIIeHHE U CBOEBPEMEHHAS 3aIlIUTa OTYETOB.

Kontponbusie pabotsl / Tectuposanue (30%): Cnaya npoMeKyTOUYHBIX TECTOB IO
TEOPHH KBAHTOBOM MH(POPMATHKU U KBAHTOBOT'O KPUIITOAHAIIN3A.



CamocrosiTenbHast paboTa U aKTUBHOCTh Ha ceMuHapax (20%): Pemenue npakTudeckux
3aJa4 y JOCKHM, pa30op KeHCOB, MOATOTOBKA JOKJIAZAOB IO COBPEMEHHBIM CTaHJapTam
MOCTKBaHTOBOM KpUNITOTpapuH.

[Tocemaemocts u Benenue KoHcnekToB (10%): PerynspHoe mnpucyrctBue Ha
JICKITMOHHBIX U TIPAKTUYECKUX 3aHATHUSIX.

@DopMBbI KOHTPOJISI U METOJIMYECKIE PEKOMEH/IALIUM 110 cjaue

3amura 1ab0paTopHbIX padboT

Cpoku: Paborta momxHa ObITH cAaHa B TeueHHe 1—2 HeJelb Mociie €€ MPOBEISHUs Mo
rpaduky. 3a HECBOEBPEMEHHYIO ciady (06e3 yBaXUTEIbHON MPUYMHBI) PEHTHHT CHIDKAeTCs Ha
20-50%.

[Tponenypa: CTyneHT HIEMOHCTpUpYET NpemnojaBarenio padoTaromuil kox (B cpene
Qiskit/Jupyter) umm cxemy, MpeaOCTaBISET OTYET M YCTHO OTBEUaeT Ha 2—3 KOHTPOJBHBIX
BOIIpOCA.

Coger obyuatomemycs: [lepen 3ammroit moBTopute GU3NYECKUN CMBICI UCIOJIB3YEMBIX
BEHTWJICH (HAmpuMep, 3a4eM HYKCH BEHTWIb AjaMapa B Balllell cxeMe) U yMeHTe OOBsSCHUTH
KKIYI0 CTPOYKY CBOETO KOJa.

[Tpomexxyrounoe TectupoBanue (Texyiine TecTo)

®opmar: KomnploTepHOE WM MHCBMEHHOE TECTUPOBAHHE IO 3aBEPIICHUH KPYITHBIX
pasnenoB (Hanpumep, ocie Moayns 3 « KBaHTOBBIN KpUTITOAHAIH3Y ).

YcnoBus: Tect comepxut 10—-15 BompocoB ¢ orpaHMueHHeM IO BpeMEHH (B CpelHEM
1.5-2 munytsl Ha Bompoc). IIoBTOpHbBIE MOMNBITKH JUIsl HOBBILIEHHUS OLIEHKHM OOBIYHO HE
MPEIOCTABIISIOTCS.

Coger oOyuaromemycs: OOparute BHUMaHHEe Ha 0a30Bble MOHATHUS (CBOMCTBA KyOHUTOB,
ornuuust anroputma Illopa or I'poBepa, MareMaTHyecKMe OCHOBBI ITOCTKBAHTOBOM
kpunrorpadun). TecTbl MPOBEPSIOT MOHUMAHHUE CYTH IPOLECCOB, a HE 3ayYMBAHUE CIIOMKHBIX
dbopmy.

KonTponbnas padota (Pemenue 3anauq)

@®opwmar: [lucemMeHHOE pelleHHe MPaKTUYeCKUX 3adad (HampuMep, pacyeT BBIXOJHOTO
COCTOSIHUSI KBAaHTOBOWM CXEMBI IOCTEe MPOXOXKIeHHWs BeHTwiel llaymm, mnam pacder ypoBHS
ook B npotokoiie BB84 npu onpeneneHHOM TUIle aTaku).

CoBer oOyuatomemycs: TmatenbHo pacnuceiBaiite xon pemeHus. llpernonasarens
OLIGHUBAET JIOTUKY pacCyKIeHHUH, Jaxe eciau B (QUHAIBHOM apu(METHUECKOM pacuere
JIOTyIIIeHa OIIHOKa.

[IIxana oneHMBaHUA U yCIOBUA JOIYCKa K 3a4€Ty

ITo uToram Texymero KOHTpoJIs (POPMUPYETCS CEMECTPOBBIN PEUTHHT CTyI€HTA:

or 85 mo 100 GamnoB — oueHka «OTAUYHO» (BBICOKUH YPOBEHb KOMIETEHIIMH,
BO3MOYKEH aBTOMAaTHYECKUI 3a4eT).

or 71 no 84 GawmoB — oreHKa «Xopoiio» (CpeIHuil ypoBeHb, cTabuiibHas paboTa B
cemecTpe).

or 51 no 70 OGamioB — oOIEeHKa «YJOBJIETBOPUTEIbHO» (MUHHUMAJIBHO JOIYCTHUMBIN
YPOBEHb 3HaHUI).

MeHee 51 Oanna — ouenka «HeyoBneTBopuTensHO» (CTYAEHT HE OCBOMII IIPOTPAMMY).

11.5. Meroauyeckue ykazaHusi aJisi 0OyYaroONIUXCsl MO MPOXO0XKICHHUIO TPOMEKYTOUHOM
aTTeCTalUU.

[IpomexxyTounast ~ aTTecTarsi  OOy4alOIMUXCS  TMPEAYyCMaTpUBAaeT  OIICHUBAHUE
MPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3yJIbTaTOB OOy4YeHHs Mo nuciuruiiHe. OHa BKIIIOYAET B
ceost:

— 3adeT — 9T0 (hopma OIEHKH 3HAHUU, MOTYUYEHHBIX OOYYArOIIMMCS B XOJI€ U3yUCHUS
y4eOHOM TUCIUTUTMHEI B [IEJIOM WJIM IPOMEXYTOUHas (TI0 OKOHYaHUU CEMECTpa) OLIEHKa 3HAHUU



0o0ydaromuMcs 1Mo OTIENbHBIM pa3fieliaM TUCIUIUIMHBI C aTTECTAllMOHHON OLIEHKOW «3aYTeHO»
WIH «HE 3a4TEHOY.
VYcnoBus gomycka K 3a4eTy
e Jlns nomydeHus 10IyCKa K MPOMEXKYTOYHOU aTTeCTAllUU CTYACHT JIOJKEH BBIIIOJIHUTD
00s3aTeNbHBIM MUHUMYM Y4eOHOM MPOrpaMMbl B CEMECTpE:
e JlaGopaTopHBIiil IPaKTUKyM: BBIMOIHUTH, OOPMUTH U YCHEIIHO 3aIIUTUTE BCE 5
n1abopaTopHbIX paboT.
e Tekymuii koHTpOB: HabpaTh 1o pe3ynabTataM TEKyIIEro KOHTPOJIS YCIIeBaeMOCTH
(6ampHO-PEHTHHTOBOM cUCTEMBI) HE MeHee 51 Oaia.
e [Ipu HanMuMu aKaJeMHUYECKUX 3aJ0DKEHHOCTEH 1Mo 1JabopaTOpHBIM padoTaM CTYIEHT
00s13aH JIJMKBUIMPOBATh UX JI0 Hayajla 3a4€THOM CECCUU B JTHU KOHCYJIbTAllUI
MIPENo1aBaTelIs.

dopmar u npoueaypa npoBeIeHHs 3a4eTa

3a4yeT NpPOBOJIUTCS B yCTHO-MUCHbMEHHOW MIJIM TECTOBOM ()OpPME MO yTBEPKICHHBIM BOIIPOCAM

(Obuneram):

1. Tlonyuenue 3aganus: CTyAEHT NOSy4YaeT 3a4€THBIA OUJIET, KOTOPBINA CTaHAAPTHO BKIIIOYAECT
JIBa TEOPETUYECKUX BOIpOCa (U3 pa3HbIX Pa3/eloB Kypca) U OJHO MPAKTUYECKOE 3aJaHue
(HarpuMmep, pacyeT COCTOSHUS KyOuTa 10CIIe BEHTUIISI U AHATIU3 CXEMBI).

2. Bpewms Ha noaroroBky: Ha HamucaHue pa3BepHYTOro IIaHa OTBETa M peEIIEHUE 3ajaud
CTYJEHTY IpenocTaBisercs 45 MUHYT.

3. Hcnonbs3zoBanue marepuanoB: Bo BpeMms 3aueTa KaTeropu4ecky 3ampelieHo UCIOIb30BaHue
MOOWJIBHBIX Tele()OHOB, INMAPrajioK, KOHCHEKTOB u cetd MutepHer. Jlomyckaercs
UCIIOJIb30BaHUE NTPOCTON KaHIIENAPUH.

4. CobecenoBanue: [IpenogaBarens BHICIYIINBACT OTBET CTYICHTA MO OMIIETY U MOXKET 33/1aTh
710 2—3 JONOJHUTENbHBIX WK YTOYHSIOIIKX BOIPOCOB B paMKaxX IpOrpaMMbl JUCLIUITIMHBIL.

Kpurtepuu onieHMBaHus OTBETa CTYJICHTA

[lo pe3ynbrataM NpoMeXyTOUHOM aTTECTallMM BHICTABIISIETCS OMHApHAs OLICHKA!
«3a4TE€HO» WM «HE 3a4TECHOM.

Onenka «3a4uTeH0» BBICTABISETCS, €CIIN CTYIEHT:

JleMoHCTpUpYeT 3HaHHEe (PU3NKO-MAaTEMAaTHYECKUX OCHOB KBAHTOBON MH()OPMATHUKH.

[Tonumaer npuHuMnsl pabotel anroputMmoB Illopa u I'poBepa, MOXeT OOBICHUTH
xapakTep ux yrpo3 ans RSA, ECC u AES.

CBOOOJHO OpHUEHTUpPYETCS B MEXaHM3Max KBAHTOBOIO pacHpeleieHus] Kirouel
(mpotokonsl BB84, E91) u MeTo1ax MOCTKBAaHTOBOM 3aIlIUTHI.

VYcmemrHo pemm  MpaKTUYECKYH0 3ajadyy W3 Ouiera WM JONYyCTWI B HEl
HE3HAUUTENIbHYIO BBIUMCIIUTENBHYIO OIMOKY, HE HApYILIUB JIOTUKY KBAaHTOBBIX MTPEOOpa30BaHUM.

Onenka «He 3auTeHO» BBICTABISAETCS, €CIU CTY/ACHT:

He moxer nath onpezeneHus 0a30BbIM MOHATUSAM (KyOWUT, CyHepHoO3ULUs, KBAaHTOBBIN
BEHTUJIb).

He mnonumaer pa3HHIBI MEXIy KBAHTOBBIM pacrpejaeieHueM Kiarouel (usnueckas
3alllMTa) U MOCTKBAHTOBOM KpunTorpaduei (MaTeMaTuyecKkas 3auura).

He cripaBuiicst ¢ TeOpeTHUECKMMH BOIPOCaMU OUJIeTa M HE CMOT OTBETHTh Ha HaBOSILUE
BOIPOCHI ITpenoaBaTels.

Hapymun npaBuia mpoBeleHHs] aTTecTaluM (MCHOJIb30Ball CKPBIThIE IIMAPrajlkd HIN
TEXHUYECKUE CPEJICTBA).

PCKOMGHHaHI/II/I 110 MOATOTOBKE K 3a4YCTy
CucremaTtu3zanus marepuana: Pa3menuTe BOMpOCH K 3aueTy Ha 4 CMBICIOBBIX OJIOKa
(6a3a, cxeMbl, Yrpo3bl, 3alMTa) U TTOBTOPSANUTE WX MOCIEA0BATEIBHO.



AKIIeHT Ha cyTh anroputmoB: He 3a3yOpuBaiiTe CII0)KHBIE MHOTOMEPHBIC MaTpPHIIBI.
['opa3no BakHEe NMOHMMATH JIOTUKY: KaKOM BEHTHJIb CO3/a€T Cyleprno3uuuio (Anamap), Kakon
cesa3biBaeT Kyoutsl (CNOT), u mouemy anroputm Illopa paboraer ObicTpee KIaCCHYECKOTO
nepebopa (3a cyet moucka nepuosia GyHKIUHU Yepe3 KBaHTOBOE MpeodpazoBanue Oypoe).

[ToBTOpenue nabopatopHeix: [IpocMoTpUTe CBOM OTYETHI IO JIAOOPATOPHBIM paboTaM —
IIpaKTHYECKas 3ajadya B Owiere 4acTo IyOaupyeT 3JIEMEHThl IPOrpaMMHOrO KOJAa WU
pacueTHble TabJIUIBI U3 BalllUX padoT.



Jluct BHeceHUs U3MEHEHUH B pabouyto IporpaMMy JTUCIUILINHBI

JlaTta BHECeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
W3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOJIA
3aceaHus
Kadeapsl

Iommuce
3aB.

kadempoit




