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AHHOTaUs

JucuunnuHa «3ammra “HPopMaIn) BXOAUT B 00pa30BaTEeNIbHYIO IPOrPAMMY BBICIIETO
oOpa3oBaHusi — mporpaMmy OakajaBpuaTa IO HANpPaBICHUIO TOATOTOBKM/ CHEIHATBLHOCTH
09.03.02 «MHpOpMaLMOHHBIE CHCTEMbI W TEXHOJOTHH » HAIPaBICHHOCTH/CIICIHATH3AIIH
«MHpOpMAIIOHHBIE CUCTEMBI U TEXHOJIOTHH B Ou3Hece». JlucuuminHa peanusyercs kadeapoi
«Ne33y.

JucuuminHa HameneHa Ha (GOPMHUPOBAHKE Y BHITYCKHUKA CIICIYIOIIUX KOMIICTCHITUN |

ITIK-1 «CrniocoGeH BBIMOIHATH pabOThI MO CO3AaHMIO (MOIUMUKAIIMN) U COITPOBOXKICHUIO
UH(OPMAITMOHHBIX CUCTEM

[TIK-7 «MHTEepHeT Beei»

Conepxkanuve JUCHUIUIMHBI OXBAaTBHIBAET KPYr BOIPOCOB, PACKPBIBAIOIIMX CYHUHOCTh U
3HayeHne WHGOPMAIMOHHONW 0e30MacHOCTH U 3alMThl MH(OpMALUM, UX MECTa B CHUCTEME
Hal[MOHAJIbHOU 0€30MacHOCTH, olpezeseHue TEOPETHUUECKUX, KOHIENTYaIbHBIX,
METOJIOJIOTUYECKUX U OPraHU3AI[IOHHBIX OCHOB 00ecrieueHus 0e30MacHOCTH.

[IpenogaBanue AUCHUILIMHBI MPEAYCMATPUBACT CICAYIOIIHE (OPMBI OpPraHU3AINUU
yueOHOro mporiecca: JEKLUHU, J1adopaTopHble pabOThl, caMOCTOsTelbHas paboTa CTyJeHTa,
KOHCYJIbTAIINH.

[IporpaMMo#i IHUCHUIUIMHBI TPEIYyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAsl aTTecTanus B hopme sk3ameHa (8 cemectp).

OO0mias TpyAOEMKOCTh OCBOEHUS AMCLMILIMHBI COCTaBNseT 3 3aueTHhIX eauHuibl, 108
4acoB.

S3bIK 00yUYeHUs IO TUCIUILTUHE KPYCCKHM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (ezepaibHOM T'OCYIapCTBEHHOM 00pa30BaTeIbHOM CTaHAAPTE BBICHIETO MPOPECCHOHATHHOIO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETCHIIUH.

Taxoke 1ensiMU OCBOCHUS NUCIMILIMHBI «3aliuTa MHPOPMALUN») SBISIOTCS PACKPBITHE
CYIIHOCTU U 3Ha4eHHs] MH(GOPMAIMOHHON 0€30MacHOCTH U 3aIIUThl MHPOpPMAIMHU, UX MECTa B
CHCTEME HaIlMOHAIBbHOM OE30MacHOCTH, OIpeJeNieHHEe TEOPETUYECKUX, KOHIENTYalbHbIX,
METOJIOJIOTUYECKUX M OpraHu3allMOHHBIX OCHOB oOecredeHus Oe3omacHOCTH HHGOpMaluy,
KJIAaCCU(UKALIUS U XapPAKTEPUCTUKU COCTABIISIOMINX MHPOPMAITMOHHON 0€30MaCHOCTH U 3aIUTHI
uH(pOpMalliK, YCTaHOBJICHHE B3aUMOCBSI3M M JIOTUYECKOW OpraHM3alMyd BXOISIIMX B HUX
KOMITOHEHTOB.

1.2. JlucuuniauHa BXOOUT B  COCTaB  4acTd, (GOPMUPYEMOHl  y4yaCTHHUKaMHU
00pa30BaTeNIbHBIX OTHOIIEHUH, 00pa30BaTENIbHON MpOrpaMMbl BhICILIETO 00pa3oBaHus (nanee —
OI1 BO).

1.3. TlepeueHsp mIaHUPYEMBIX PE3yJIbTATOB O0YyUEHHUS 110 AUCIUILINHE, COOTHECEHHBIX C
IIaHUpyeMbIMH pesynbratamu ocBoenust OIT BO.

B pesynprare M3ydeHus MUCHUILIMHBI OOYYalOUIMiCS AODKEH 00JaiaTh CIeTyIOIIMHE
KOMIETSHIMSIMHU WM WX YacTaMu. KoMIeTeHIIMy U HHAWKATOPHI UX JOCTHXKEHUS MPUBEICHBI B
tabnuue 1.

Tabnuna 1 — [lepeuens KOMIETeHIINN U UHAUKATOPOB UX JTOCTHXKEHUS

Kareropus (rpynna) Kon n Kon v HanMeHoBaHNE HHIUKATOPA JOCTHKECHUS
HalMEHOBaHUE
KOMIIETEHIH KOMIIETEeHIIUU
KOMIETEHIINU
[1K-1.3.1 3HaTh apXUTEKTYpY, YCTPOICTBO U
KLIMOHUPOBAaHUE UH(OPMALIUOHHBIX CUCTEM;
ITK-1 Cnocoben (ymxn P (bopman ’
CETEBbIE IIPOTOKOJIbI; OCHOBBI COBPEMEHHBIX
BBINOJIHAT PabOThI
OIIEPALIMOHHBIX CUCTEM; OCHOBBI COBPEMEHHBIX
10 CO3/IaHUI0
[TpodeccuonanbHble CUCTEM yNpaBlieHUs! 6a3aMH JJTaHHBIX; METO/bI U

(MonuduKkaumn) u
KOMITETEHIINH MHCTPYMEHTBHI JIIsl cOOpa U OpraHu3aliu

COIPOBOXKJACHUIO
XpaHeHus OO0JIBIINX TaHHBIX
MH(POPMALMOHHBIX
CHCTEM [1K-1.3.4 3HaTh MTHCTPYMEHTBI 1 METO/IbI OLIEHKH
KauecTBa 1 3 PeKTUBHOCTH NH(OPMALIMOHHBIX
CUCTEM
[Ipodeccuonansusie | [1IK-7 Untepuer [IK-7.Y.1 ymeTb 00eCIeYUTh CBS3h MEXKTY
KOMIIETEHLINU Beller ycTpoiictBamu U matdopmoit MnTepHeTa Beren

2. Mecro nucuumaussl B ctpykType OI1
IIPU U3YYECHHH CIICYIOUIUX TACIHIUINH:
— Hudopmaruka
— HMHudopmanmoHnHble TEXHOIOTUN
3HaHMUs, IOJIyYEHHBIE IPU U3YyUEHUH MaTepHalla 1aHHOM IMCUUIUIMHBIL, UMEIOT CaMOCTOSITENIEHOE
3HAYCHHE.

3. O0beM U TPYJ0EeMKOCTb JUCHIUIUIUHBI
Jlanable 00 o0meM oObeMe TUCIUIUIMHBI, TPYJOEMKOCTH OTAENbHBIX BHUJIOB yueOHOMU
paboThI 1O TUCHUIIMHE (M paclpeielieHue 3TOH TPYA0EMKOCTH 110 CeMecTpaM) MpeACTaBICHbI B
tabnure 2.

Tabmuua 2 — O6beM U TPYLOEMKOCTh TUCIUITITUHbI




TpynoeMKocTh 1o

Bun yuebHo# paboThI Bcero ceMecTpam
Nog
1 2 3
Oobwan mpyooemKocmp OuCyuUnIUHLL, 3/ 108 3/ 108
3E/ (uac)
U3 nux yacoe npakmuyeckoii 0020MoeKu 6 6
AyoumopHhuie 3anamus, BCETO vac. 12 12
B TOM YHCIJIE:
nexuun (JI), (gac) 6 6
npaktuyeckue/cemunapckue 3aastus  (113),
(gac)
naboparopusie padbotsl (JIP), (dac) 6 6
KypcoBoii poekT (padota) (KII, KP), (uac)
9K3aMeH, (Jac) 9 9
CamocmoamenvHnas paboma, Bcero (4ac) 87 87
Buo npomesxcymounoi ammecmayuu: 3auer, 3., K3,

audd. 3auer, sx3amed (3auer, Judd. 3au, Dk3.)

4. ConepxaHue JUCITUTUTMHBI
4.1. Pacnpeznenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUAaM 3aHATUMN.
Pa3nensbl, TeMbl AUCHUILIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuua 3 — Paznesnsl, TeMbl TUCIUILINHBI, UX TPYAOEMKOCTh

Paznensl, TeMbI AUCIUITIMHBI Jlexwm | 113 (C3)) - JIP LN CP (uac)
ACIEL, et (dac) (dac) (uac) (dac)
Cemectp 8
Pasnen 1. Beenenue 0,5 4
Pazpmen 2.CymHocTs W TOHATHE WHGOPMAITMOHHOW 0,5 8
0e30IacHOCTH
Pasnen 3. 3Hauenue nHGHOPMAIMOHHOM OE30MMaCHOCTH 0,5 8
1 €€ MECTO B CUCTEME HAI[MOHAIBHOM 0€301aCHOCTH
Paznen 4. CynrHoCTh ¥ TOHATHE 3aIIUTHI HH()OPMAITUU 0,5 8
Paznen 5. CocraB u xitaccudukaius Hocutenei 1 1 11
3ammIiaeMon HHGopMaIu
Paznen 6. [TousTre u CTpyKTypa yrpo3 3amuiaeMon 1 1 16
nHpOpMAITUN
Paznen 7. O0BeKTHI 3aUTH HH()OPMAITUT 2 16
Pasnen 8. Knaccudukaius BU10B, METOJIOB M CPEICTB 2 16
3alKThl HHQOpMAIHH
Hroro B cemectpe: 6 6 87
Utoro 6 0 6 0 87
[IpakTueckass MNOATOTOBKA 3aKJIIOYA€TCd B  HEMNOCPEACTBEHHOM  BBIIIOJHEHHH
OoOydJaromMMHUCS  OMpENeJeHHBIX  TPYAOBBIX  (YHKIWH,  CBSI3aHHBIX ¢ Oy;ymlen

po(heCCHOHATBHOMN eI TeTbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanne pas3/iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B Ta0IuIE 4.

Ta6muma 4 — ConepxaHue pa3zesioB U TeM JIEKIIMOHHOTO IUKJIa




Howmep pasznena

HaszBanue u conep:xkanue pa3iesioB U TEM JIEKLIMOHHBIX 3aHATHI

Pasoen 1. Beeoenue.

[Ipenmer u 3amaun Kypca. 3HaUCHHE U MECTO Kypca B, TOATOTOBKE
CIEIMATMCTOB, IO 3amuTe HHpopmarn. Hayunas u yueOnas
B3aMMOCBSI3b Kypca ¢ APYTMMH TUCHUTUIMHAMH. Pa3ziensl u TeMsbl, ux
pacrpeneneHue 0 BUIaM ayJUTOPHBIX 3aHsATHH. DopMbl poBeaeHUS
ceMUHapCKuX 3aHATHH. COCTaB M METOMKA CAaMOCTOSTEIIEHON PabOTHI
CTYZICHTOB TI0 H3YYCHHUIO TUCIUILTHHBI. POPMBI IPOBEPKU 3HAHHH.
AHanm3 HOPMaTHUBHBIX HICTOYHUKOB, HAYYHOH H y4eOHOH JINTEpaTypHI.
3HaHMSA U YMEHUS CTY/ICHTOB, KOTOPBIE JOJDKHBI OBITH MOTYyYCHEI B
pe3ysbTaTe N3ydeHus Kypca.

Pazoen 2. Cywynocms u nonsmue ungopmayuonHou 6e3onacnocmu
CraHOBJIEHHE U pa3BUTHE MOHATHA "MH(OpMAMOHHAS 0€30MacHOCTh" .
CoBpeMeHHBIE TTOIXO/IBI K OTIpeeNIeHUIO MOHATH. CyITHOCTh
nHpopmarmorHoi 6e3omacHoCcTH. OOBEKTHI HH()OPMATMOHHOM
6e3onacHoctu. CBsi3b HHPOPMALMOHHON 0€30MaCHOCTH C
nHpopMaTH3ammei odmectsa. CTpykTypa nH()OpMATMOHHON
6e3omacHocTr. OnpeneneHre MOHITHS HHPOPMAITOHHAS
Oe3omacHocTh".

Paszoen 3. 3uauenue unghopmayuonnou besonacnocmu u ee mecmo 6
cucmeme HayuUOHAIbHOU OE30TACHOCTH

3HaueHne nHHOPMAITMOHHOM, OE30IIACHOCTH TSl CYOBEKTOB
WHPOPMAITMOHHBIX OTHOLICHUH.

CBs13p Mex Ty HHPOPMAITMOHHONW 0€301MaCHOCTHIO U O€30MTaCHOCTHIO
WH(OPMAITIHL.

[NoHsiTHE ¥ cOBpeMEeHHAs! KOHIICTIUS HAIIMOHATILHOHN 0e30MacHOCTH.
MecTo uHpOpMaIMOHHON, 0€30aCHOCTH, B CUCTEME HAIIMOHAILHOM
0e30macHOCTH.

Paszoen 4. Cywpnocmo u nonamue 3awumot ungopmayuu
CymecTByOIIUE MOIXOABI K COAEPKATEILHON YaCTH TOHATHS "3a1uTa
nHpOpMaIH" U CIIOCOOBI peau3aliy COEPKATeIbHOW YacTH.
Metononoruueckasi OCHOBA PACKPBITHSI CYLIHOCTU U ONPEEIICHUS
MOHATHS 3aUTHI HHPOopMary. DopMbl BBIPaKECHUS HAPYILICHHS
craryca uHdopmanuu. O0yCIOBIEHHOCTh CTaTyca HH(GOPMAIUY e
YSI3BUMOCTBIO.

[onsTre ysa3suMocTn nHGopMauu. PopMbl IPOSIBICHUS YI3BUMOCTH
uHpopmarun. Buasl ys3Bumoctr uadopmanmu. [Tonstue "yreuka
uHpopmanun". CooTHoieHne GOpM U BUAOB YSI3BUMOCTH
nHpopmarun. ConepkaresbHas YacTh MOHATHS "3a1uTa
uHpopMarmn".

Crioco6 peanuzanuu coaepKaTeIbHONH YacTH 3aIIUThl HHQOpMAaIHH.
Omnpenenenre MOHATHS "3an1uTa HHGOPMAIUH'', €T0 COOTHOIICHHE C
nonsitueM, copmynupoBanusM B [OCT P 50922-96. "3amuTa
nHpopmaimr. OCHOBHBIE TEPMHUHBI U ONIpeieieHus " .

Paszoen 5. Cocmag u knaccugpuxayus nocumeneil 3auuuiaemo
unghopmayuu

[Tonsitne HOCcHTENs 3anuiaemMon nHbopmarmu''. COOTHOIICHE
MEXIy HOCHTEIEM M UCTOUHUKOM HH(popManuu. CocTaB HOCUTENEH
3amumaeMoi nHpopmanuu. CrnocoOsl PUKCHpOBaHHUS UHPOPMALIIH B
HoOcUTeNsIX. Buel oroOpaxkenus: mHGOpMAIUK B HOCUTENSIX. MeTo bl
BOCIIPOU3BE/ICHUS OTOOPAKEHHON MHPOPMAITUK B HOCHTEISIX
uHpopMmaru. Hocurenu muchbMeHHOH, BUIOBOM, H3ITy4aeMOi
nHpopmarun. Onocpe10BaHHBIE HOCUTENH 3aIIHAIIAEMON
nHpopmarun. CBOWMCTBA U 3HAUCHHUE THIIOB HOCUTEIIEH 3aluiaeMon
UHPOpPMALIUH.

Pasoen 6. [lousmue u cmpykmypa yepo3 3auunaemou uHgopmayuu
CoBpeMeHHbIE TOIX0IbI K TOHATHIO YTPO36I 3alIHAIIAeMOI




nHpopMaruu. CBs3b YIPO3bl 3alIUIIAEMON HHPOPMAITUH C
VSI3BUMOCTBIO HHpOpMaIun. [Ipu3HaKy U COCTABISIONINE YTPO3bI:
saBNeHus1, PakTopsl, ycioBus. [loHsITHE YyTpO3bl 3alIUIae MO
uHpopMmaruu. CTpyKTypa SBJICHHUIA KaK CYIIIHOCTHOTO BBIPKEHUS
yrpo3sl 3ammmaemor nHpopmarmu. CTpykTypa GpakTopos,
CO3JIAIOIINX BO3MOXKHOCTD JIECTA0MITU3UPYIOIIETO BO3ICHCTBHS HA
WHPOPMAILHIO.

Paszoen 7. Obvexmul 3auyumol ungopmayuu

IMousTre o6bekTa 3amuThl. HocuTenu nHpopManun Kak KOHCUHbIE
00BeKTHI 3anuThl. OCOOEHHOCTH OTIENBHBIX BUAOB HOCUTENEH KaK
00BEKTOB 3aIlUTHI.

CocTtaB 00bEKTOB XpaHECHHUS MMCbMEHHBIX U BUJIOBBIX HOCHUTEICH
HHpOpMAITUY, TIoIeKamMX 3amuTe. CoCTaB MOANEKAIINX 3alIUTE
TEXHUYECKUX CPEJICTB OTOOpaKeHUs, 00pabOTKHU, XpaHEHUS,
BOCTIPOU3BEACHUS Tiepeaun HHpopManuu. J[pyrue oObeKThI 3aIUThl
nH(popMarui. BHIIBI 1 cCIOCOOBI JecTa0MIIN3UPYIOMIETO BO3IECHCTBUS
Ha OOBEKTHI 3aIIUTHL

Pazoen 8. Knaccugpuxayus 6udos, memooos u cpedcmes 3auunol
ungopmayuu

Buper 3amute! napopmannu, cepsr ux aeiicteus. Knaccudukamnms
METO/IOB 3aIUTHl HHPOPMAIIUH. Y HUBEPCAIbHBIE METO/IbI 3AIIUTHI
uHpOpMaIuu, 06acTb uX npuMeHeHus. O01acTH MpUMEHEHUS
OpraHM3aIlMOHHBIX, KPUNITOrPAaQUIECKUX U HHKEHEPHO-TEXHIIECKUX
METO/OB 3auThl nHpopManun. [loHsTHE U KIaccuUKaMst CPEACTB
3amuThl HHPopManyu. Ha3HaueHue mporpaMMHBIX,
KpHNTOTpahUUECKUX U TEXHUIECKUX CPEJICTB 3aIHTHI.

4.3. Tlpaktuyeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTb IPUBEECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuyeckue 3aHATHS U UX TPYIOEMKOCTb

Ne
/o

Templ mpakTH4EeCKUX
3aHATUI

3 aux No
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTbh, |IpPaKTUYECKOH |pa3zeria
3aHATHI (dac) MMOATOTOBKH, | AUCIIHAIL
(gac) JIUHBI

VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.4. JlaGopaTopHble 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTh ITPUBECHBI B TAOIHUIIE 6.

Tabnuua 6 — JIabopaTopHble 3aHATHUS U UX TPYJOEMKOCTb

N3 Hux Ne
Ne HaunmenoBanue nabopaTopHbix paboT Tpynoemkocts, | npakTHieckoi | pasiena
/1 (dac) IMOATOTOBKH, | JUCITUI
(gac) JINHBI
Cemectp 8
1 | UccnenoBanue ysi3BUMOCTH HHGOPMAITUH 1 5
2 | UccrnenoBanue BUIIOB ys3BUMOCTH 1 6
3 | UccnenoBanue GhopM yAa3BUMOCTH 2 7
4 | IlocTpoeHue anropuTMOB COLIMATILHON 2 8
WHKCHEPUH U CIIOCOOBI 3aIIUTHI OT HUX




Beero | 6 |

4.5. BBITIOJIHEHUE KYPCOBOTO MPOEKTa/ KypCOBOM pabOThI
VY4eOHBIM MJIaHOM HE IPESYCMOTPEHO

4.6. CamocrosTenpHas paboTa 00yJaronuxcs
Buner camocTosiTenbHON paboTHI M €€ TPYAOEMKOCTh IPUBEJICHBI B TaOIUIIE 7.

Ta6mmma 7 — Bugsl caMOCTOSTENBHOM pabOTHI M €€ TPYAO0EMKOCTh

. Bcero, | Cemectp 8,
Bun camocrosiTensHO#M paboThI
qac qac
1 2 3
H3ydeHne TeopeTHuecKoro MmaTepuania 70 70
nucuurnael (TO)
KypcoBoe npoextuposanue (KI1, KP)
Pacuetno-rpadpuueckue 3ananus (PI'3)
Brimonaenue pedepara (P)
[ToaroroBka K TeKyIieMy KOHTPOJIIO 8 8
ycneBaemoctu (TKVY)
Jowmamrnee 3ananue (J13)
KonTponbubie pabotel 3a0uHNKOB (KP3)
IToaroroBka K MpoOMeEXyTOUHOU 9 9
atrecrauuu (I1A)
Bcero: 87 87

5. [lepedyenn yueOHO-METOIUYECKOTO 00ECTICUCHUS
JUIS CAMOCTOSITENIbHON paboThl 00yYaromuXxcs Mo JUCUUIUIHHE (MOJTYJIIO)
Y4eOHO-MeTOAMYECKE MaTepHalbl Il CaMOCTOSITENIbHON padOThl 00yJaromMXCsl yKa3aHbl B
I.I1. pa3zenoB 6-11.

6. IlepeueHb MEeYaTHBIX U ANEKTPOHHBIX YU€OHBIX U3TaHUN
[lepedyeHb neYaTHBIX U DJIEKTPOHHBIX YYeOHBIX M3IaHUH MPUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeueHp Me4aTHBIX U AJIEKTPOHHBIX YUEOHBIX M3AaHUMN

KomuecTso 3K3eMIuIsIpoB B

Iudp/
Oubmoreke
URL bubnuorpapuyeckas ccpuika
(KpoMe AIIEKTPOHHBIX
anpec
9K3EMIULIPOB)

004 CuHapuyk, AHapeit AleKkcaHIpoBUY (KaH/. TEXH. 5)
C24 HayK). OcHOBBI HH(POPMAITMOHHOW OE30MACHOCTH :

yueOHOo-MeToinyeckoe rmocodue / A. A. CBUHapUyK ;
C.-ITerep6. roc. yH-T a3pOKOCM. IPHOOPOCTPOSHHUS. -
Cankr-IlerepOypr : U3a-Bo I'YAII, 2023. - 94 c. :
puc., Tabmn. - bubauorp.: c. 90 (12 Ha3s.). - b. 11. -
TekcT : HermocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IUThl HTHPOPMALIUH: 10
B 75 yuebHoe rmocobue/ A. B. Boponos, H. B. Bonommuna.
- CII6.: 'OY BIIO "CII6I'YAIT", 2009. - 78 c.

004 11 | lHagerun, B. ®. 5




22 Nudopmanmonnas 6e3onacHocTs [ TekcT]: HayuHO-
nomnyinsipHas nureparypa / B. @. lllanprun. - M.:
JIMK Tlpecc, 2014. - 702 ¢

X 5147 | Skosen, E. H. IIpaBoBbie OCHOBBI 0OecTieueHHS 5)
nHpopMannoHHo# 6e3omacHocTr Poccuiickoit
Oenepanun [Teker] : yaebHOE mocodue / E. H.
Axosern. - M. : IOpmuruadopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
[Hanprun, B.®. 3amura nadopmanuu B
KOMITHIOTEPHBIX CUCTEMAX U CETSIX [ DJIEKTPOHHBII

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MeasHukos, B. I1. 5
48 3amuta napopmanun [ Teker] : yaeOnuk / B. I1.
MenbnukoB, A. 1. Kynpusanos, A. I'. Cxuptianze ;
pen. B. I1. MensaukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6xo, b. 4. 10
98 Kpunrorpadgudeckne MeToapl 3aIUThl HHGOPMAITTH

[Texcr] : yae6HOE mocobue / b. S. Psioko, A. H.
®uoHOB. - 2-¢ u3., cTep. - M. : ['opsvast TuHUS -
Tenexom, 2014. - 229 c.

7. IlepeyeHb AIMEKTPOHHBIX 00pPa30BaATEIBHBIX PECYPCOB
nH(}OPMaLIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[Tepeuenn AJIIEKTPOHHBIX o0pa3oBaTeNbHBIX pecypcoB nH(pOpMaIIUOHHO-
TEJICKOMMYHUKAIIMOHHOW ceTH «HTepHeT», HEeOOXOAMMBIX Jii OCBOCHHS JIUCIMIUIAHBI
npuBe/ieH B Tadymie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX OOpPa30BATEIBHBIX PECYPCOB HH(POPMALMOHHO-
TEJICKOMMYHHUKAIIMOHHOHN ceTH «/HTepHeT»
URL anpec HaumenoBanue

He npenycmoTrpeno

8. Ilepedenr MHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mnporpaMMHOro oOecreueHus, HCHOJIb3YEeMOro IpPH OCYIIECTBICHUU
00pa30BaTEILHOrO Mpolecca M0 AUCLHUIINHE.
[lepeueHp uConb3yeMOro NporpaMMHOro obecnedeHus npejacranieH B Tadbuuue 10.

Tabmumna 10— [TepeueHsr mporpaMMHOT0 00€CIICUCHIS

No /1t HanmenoBanue

He npenycmorpeno

8.2. IlepeucHb MH()OPMAITMOHHO-CIIPABOYHBIX CUCTEM,HCITOJIb3yEeMBIX pu
OCYIIECTBIIEHUU 00pa30BaTEIHLHOTO MPOIIecca MO AUCIUILTUHE

[Tepeuens WMCHONB3YeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM TIPEJICTaBICH B
Tabmmuie 11.

Tabmuna 11— Ilepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne /1t Haunmenosanue

He npenycmotpeno



http://e.lanbook.com/books/element.php?pl1_id=3032

9. MarepuanbHO-TeXHUYECKast 6a3a
CocraB MaTepualbHO-TEXHUYECKOHW 0a3bl, HEOOXOAUMOW U1  OCYIICCTBIICHHS
00pa30BaTeNLHOTO MpoIiecca Mo TUCIUTUIMHE, IPEICTaBIeH B Tabmuiel 2.

Ta6ymmma 12 — CoctaB MaTepualibHO-TEXHHUECKOM 0a3bl

Ne HanmenoBanue cocTaBHOM 4acTu Howmep aynuropun
/T MaTepuaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH)

1 | JleknmonHas ayuTopus

2 | KoMmbroTepHbIi Kilace

10. Omnenounble CpencTBa s MPOBEACHUS IPOMEKYTOUHOM aTTeCTaIlN
10.1. CocTaB OIICHOYHBIX CPEIACTBAJS MPOBEACHUS TMPOMEKYTOYHOM aTTECTAI[UH
00ydJaronuxcs mo IMCUUILIMHE TpUBeeH B Tabnwuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JJIsl IPOBEACHHSI POMEKYTOYHON aTTeCTaIlluN

Bup HpOMG)KyTO‘IHOﬁ aTTeCTalnu Hepequb OICHOYHBIX CPCACTB

Crrcok BONpPOCOB K 3K3aMEHY;
DK3aMeHalMOHHbIE OUIETHI;
3amayu;

TecThl.

DK3aMeH

[Ipumeuanne: *sx3aMeHaIIOHHBIE OMIIETHI (POPMHUPYIOTCS HA OCHOBE BOIIPOCOB M 33/1a4 TaOJIuIbI 15.

10.2. B xayecTBe KpUTEPHUEB OICHKH YPOBHA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIMI OOYJaloUIMMHCS MPUMEHSETCS S5-0ajuibHasi MIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIICTEHIIHIA, KOTopas puBecHa B Tadumie 14. B TeueHne cemMecTpa MOXKET MCIOIb30BaThCS
100-6amnpHast ~ mKaja ~ MOAYJIBHO-PEUTHHTOBOW  CHCTEMBI ~ YHHUBEPCUTETa,  IpaBHIIA
UCTIOJIB30BaHUSI KOTOPOM, YCTAHOBJICHBI COOTBETCTBYIOIIUM JIOKAJILHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu olieHKH YpoBHS c(hOPMHUPOBAHHOCTH KOMIETEHIUH

Or11eHKa KOMITETEHIUI

Xapaxrepructuka chOpMUPOBAHHBIX KOMITIETEHIINI
5-0ayutpHad mIKama P P (opmpo

OO0yyaromuiics:

— ry0OKO U BCECTOPOHHE YCBOWJI MPOTPaMMHBIN MaTepua;

— YBEPEHHO, JIOTUYHO, MTOCJIEIOBATEILHO U TPAMOTHO €r0 U3J1araer;

— ONMUPAsICh HAa 3HAHUSI OCHOBHOM W JIOMOJIHUTEIBHOW JIUTEpaTypHI,
«OTIIMYHO) TECHO CBSI3bIBAET YCBOCHHBIE HAYYHBIC MOJOXKEHHS C MPAKTUYECKOU
«3a4TCHOY JeSATEIbHOCTBIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET U apTyMEHTUPYET BBIJBUTAEMbIE UM HUJICH;

— JIeJIaeT BBIBOJIBI M 0000IICHHUS;

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEMATN3MPOBAHHBIX TIOHATHH.

— npaBuWiIbHO BRIMOIHUI OT 90% 10 100% TecToBBIX 3aaHUl

OO6yuaromuiicst:

— TBEPJI0 YCBOWJI MPOTPAMMHBIN MaTepual, TPAaMOTHO H IO CYIIECTBY
W3Naraet ero, ONnupasich Ha 3HaHWS OCHOBHOM JTUTEPATYpHI,

— He JIOMYCKaeT CYIIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C TPAKTHYECKOW JIEATEITBHOCTHIO
«GaYTEHO» HaIpaBJICHUS;

— apTYMEHTUPYET HayYHbIE TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 00O0OIIEHHS;

— BJIQJICET CHCTEMOM CITeIINaTM3UPOBAHHBIX TIOHITHH. "

— IpaBUWJILHO BRIMOTHWI OT 70% 10 89% TeCTOBBIX 3aIaHHUI .




Or11eHKa KOMITETEHITUHN

XapakTeprcTrka chOpMUPOBAHHBIX KOMITCTEHITUIA
5-0aiubHas mKana PaKIep (op

— o0yyarouuiicss yCBOWJI TOJIbKO OCHOBHOW IPOrpaMMHBIA MaTepual,
II0 CYWIECTBY M3J1araeT €ro, ONUpasch Ha 3HAHUSA TOJBKO OCHOBHOMU

JIUTEPATYPHI;
— JIOITyCKaeT HECYILECTBEHHbIE OIMOKN U HETOYHOCTH;
«yHOBJICTBOPUTENILHO» | — UCIBITBIBAET 3aTPyJHEHHS B IIPAKTUYECKOM IIPUMEHEHUM 3HAHUU
«GAYTCHO» HaIIPABJICHUS;

— cmabo apryMeHTUPYET HayYHbIC MTOJIOKEHHS,;

— 3aTpyAHsieTcs B (OPMYITHMPOBAHUU BBIBOJIOB U 0000IIECHUT;

— YaCTUYHO BJIAJICET CUCTEMOM CIENUATU3UPOBAHHBIX OHATHH.
— MPaBWIbHO BBIMOJIHWI OT 51% 10 69% TecTOBBIX 3a1aHMil

— O0y4JaroIMiics HE YCBOWJ 3HAYUTEIBHOH YacTH MPOTPAMMHOTO
MaTepuaa,
— JIONyCKAaeT  CYIIECTBCHHBIE  OIMMOKM W  HETOYHOCTH  MpHU
«HEYIOBJICTBOPUTEIIHHO» | PACCMOTPEHUH IIPOOJIEM B KOHKPETHOM HAIpPaBICHUH,
«HE 324YTCHO» — HCIIBITHIBAET TPYTHOCTH B MMPAKTHYECKOM IPUMEHEHUN 3HAHMIA;
— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKEHHUS,
— He GopMyITHpYeT BEIBOJOB U 00OOIICHHIA. n
— MPaBUIIBHO BBIMOJHWI MeHee 51% TecTOBbIX 3aJaHul .

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK HHBIE MAaTePUAIIBI.
Bomnpocs! (3agaun) as sK3aMeHa IpeIcTaBieHbl B Ta0auie 15.

Tabmuna 15 — Bompocs! (3a1a4umn) s 9K3aMeHa

Ko
Ne /it [Tepedyens BonpocoB (3a1a4) 1 IK3aMeHa A
WHAMKATOpa
1 [Tonsarue nnpopmarmonnoit 6ezonacuoctu (Ub) n ocnosueie | I1K-1.3.1

TEPMUHBI (3alUTa, Yrpo3a, YSI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIIMATIbHOCTb, LIEIOCTHOCTD, IOCTYITHOCTh —
MOHATUE U IPUMEPHI HAPYIICHUH.

[Ipennoceiaky 1 enu odecrneyeHuss HHPOPMaIMOHHON
0€301MacCHOCTH.

Buns! nHpOpManmonHoi 6€30MacCHOCTH: NEPCOHATbHAS,
KOPIIOpaTHBHASA, TOCY/IaPCTBEHHASI.

OOBeKTHI U CYyOBEKTHI 3aIIUTHI HHPOPMALIHH.

JlokTpuHa nHpopMamonHoi 0ezonacHoctu Poccuiickoit
®enepanyy (OCHOBHBIE MTOJIOKEHUS).

NupopmannonHas 0e30macHOCTb YelI0BeKa U 00I1eCTBa.
KomnbroTepHble pecTymieHus: onpeeneHue,
KJ1accu()UKaIus 1 OCHOBHBIE TEXHOJIOTUN COBEPIICHHUS.
CoBpemenHas koHuemnius oobecneuenus 1b.

Ponw uenoBedeckoro akTopa B obecrieueHun
MH(POPMALMOHHOM 6€30MacHOCTH.

Knaccudukanms yrpo3 nHpopManmoHHONH 0€301aCHOCTH
(MCTOYHMKHY, LIEJIH, BUJIBI BO3ICHCTBUS).

OcCHOBHBIE KaHAITBI YTEYKH HH(POPMAITUH.

TexHnueckue KaHajbl yTeUKd HHPOPMALIUU: TIOHATHE U
CIIOCOOBI 3aIUTEL

Buns! cereBrix arak: DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHas HHXXEHEPUs: METO/IbI U CIIOCOOBI
MIPOTUBOJICUCTBHS.

BpenonocHoe nporpamMmmHoe oOecriedeHne: BUPYCHI, YePBH,




Tposiibl, Ransomware.

YTpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX.

Yrpo3bl KOMMEPUECKON TalHbl U HHCANEPCTBO.

MeTo/1b1 OIICHKH pUCKOB HH(OPMAIIMOHHON 0€3011acHOCTH.
Uro Takoe ysa3BuMOCTh (vulnerability) 1 uem oHa oTIHUYaeTCs
OT yrpo3bl?

[TonuTtuka 6Ge30macHOCTH HHPOPMAITHOHHONW CHCTEMBI:
Ha3HAYEHHUE U CTPYKTYypa.

Meroas! ayreHTH(GUKAMH U HACHTH()HUKAINH OJIb30BaTeIeH.
Bunsl ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTO(aKTOpHAas).

JIucKkpenoHHast 1 MaHATHASI MOJICIIA YIIPABIICHUS JOCTYIIOM.

MexaHHU3MBbl 3aLUTH: TEXHUYECKUE, IIPABOBBIE,
OpraHu3aIOHHBIE.

Kpunrorpaduueckue MeTo/ sl 3a1IUTHl HH(OPMALIUN
(CMMMETPHUYHBIE U ACUMMETPUYHBIE).

XemupoBaHUe: MOHATUE U UCTIONIBb30BAHKE IS IPOBEPKU
[IEJIOCTHOCTH.

Mesxceresbie 3kpanbl (Firewalls): dyHKuu, TUIHI (TaKETHEIE,
YPOBHS IPUIJIOKEHUH).

Cucrembl 0OHapY>KEHUS U MPEJOTBPAIICHUS BTOPKEHUI
(IDS/1PS).

AHTUBUpYCHAS 3alIUTAa: IPUHIUIIBI PaOOTHI.

VPN (BupTyanbHbIC YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBI.
PezepBHoe konupoBanue (Backup) kak cpenctro
o0ecreYeHust JOCTYITHOCTH JaHHBIX.

beszonacuocts GecripoBoanbix cereit (Wi-Fi).

3amuTa MOOMIIbHBIX YCTPOMUCTB.

3amuTa uHGOpMAIMK B 00JAYHBIX BHIYMCICHUSIX

[IpaBoBble MeTObI 00ecniedeHnst UHHOPMALTMOHHON
0€30MaCHOCTH.

3axonogarensctBo PD B obnacTu 3amutel nHpopmanuu (O3-

152, ®3-149).

l'ocynapcTBeHHas 1 KOMMepYecKas TaliHa: IIOHATHE U 3allUTA.

[lepconanbHbIe NaHHBIE: KIacCU(UKAIIHS U TTPABOBON PEKUM
3aIUTHI.

CrannapTsl B 001acTH HHPOPMAIIMOHHON 0€301aCHOCTH
('OCT P UICO/MDBK 27001).

I1K-1.3.4

Cuctema 3amuThl HHGOPMALIUU OPTaHU3ALMU: CTPYKTYpa U
MPUHLIMIIBI CO3/1aHUS.

OneHka pUCKOB: ONIPEJEIICHUE, 3TallbI.
busHec-HenpepbIBHOCTH U BOCCTAHOBJIEHHE MTOCTIE
nHuaeHtoB (BCP/DRP).

OO6yuenue nepcoHana OCHOBaM KrOepOe301acHOCTH.
Aynut 6e30macHOCTH MH(POPMAITMOHHONW CUCTEMBI.
[Tpunuumns! padots! [Psec.

Mertoap! 3aUThl OT CHU(()UHTA TAKETOB.

MeTtoas! ycrpaneHus yrpo3ssl IP-cnydunra.

Artaku Ha ypoBHe npuioxeHuit (SQL-unbexun, XSS).
dumuHT: onpeaenenue, Buabl (smishing, vishing) u
ITPU3HAKU.

[IK-7.¥.1




Bomnpocs! (3agaun) muis 3adera / nug¢. 3auera npencrapieHs! B Tabnuie 16.
Ta6mmma 16 — Boripocs! (3amaun) nist 3aueta / audd. 3adera

Kon

Ne i/ Ilepeuens Bompocos (3anav) s 3auera / nudd. 3adera
p p (3ana9) 1 aupd VHIUKATOPa

Y4eOHbIM MJIaHOM HE IPEyCMOTPEHO

[lepeuens Tem ISl BHITOTHEHHUSI KypCOBOIO MPOEKTa/ KypCcOBOM pabOThl MpEeCTaBIICHBI
B TabauIte 17.
Ta6ymma 17 — [lepedeHp TeM I BBITTOJIHEHHS KYPCOBOTO IMPOEKTa / KYpCOBOM pabOThI

No /i [TpuMepHBIii TepedeHb TeM TSI BBITOJIHEHUS KYPCOBOTO MPOEKTa/ KypCOBOU
B paboTHI

Y4eOHBIM IIIAHOM HE TPEAYCMOTPEHO

Bompocer st mpoBeneHUsT TPOMEXKYTOYHOM aTTECTAllMM B BHJE TECTUPOBAHHUS
MpeACTaBICHBI B Tabnwuie 18.

Tabnuna 18 — [IpumepHbIil nepeyeHb BOPOCOB JJIs TECTOB

y Koz
Ne n/mt IIpuMepHBIii IepeYeHb BOIIPOCOB IS TECTOB
WHAMKATOpa
1 1) K mpaBoBbIM MeTO1aM, 00€CTIeYNBAIOLIIM HHPOPMAIIHOHHYIO IK-1.3.1

0e30IMacHOCTh, OTHOCSITCS

- Pa3pabotka anmapaTHbIX cpecTB 00ecredeHUs IPaBOBBIX TaHHBIX
- Pa3paboTka u ycTaHOBKA BO BCEX KOMITBIOTEPHBIX IMPABOBBIX CETSIX
KYpHAJIOB y4yeTa JIeHCTBUN

+ Pa3paboTka u KOHKpETH3aIHs IPABOBBIX HOPMAaTHBHBIX aKTOB
obecrnieueHus 6€30MacHOCTH

2) OCHOBHBIMHU HCTOYHUKAMH YTPO3 HH(POPMAIIMOHHOH 0€301TacHOCTH
SIBJIIOTCS BCE YKA3aHHOE B CIIHCKE:

- XUIIeHUE KECTKHUX JMCKOB, MOJIKIIOYEHUE K CETH, NHCANIEPCTBO
+ IlepexBar JaHHBIX, XUILIEHUE TaHHBIX, I3MEHEHHE apPXUTEKTYpPhI
CHCTEMBI

- XulleHne TaHHBIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYIIIEHUE
pernameHTa paboThl

3) Bunsl undopmannoHHoN 6€30MacHOCTH:

+ IlepcoHanbHasi, KOPIOPAaTUBHAS, TOCYIapPCTBEHHAS

- Kitnenrckasi, cepBepHas, cereBas

- JlokanbHas, rmobanbpHasi, CMEIIaHHAS

4) llenu naopMannoHHOM 6€30MaCHOCTH — CBOEBPEMEHHOE
oOHapyKeHHe, TpeayNpexIeHHE:

+ HECaHKIIMOHUPOBAHHOTO JOCTYTIA, BO3JACHUCTBUS B CETH

- HHCalJIepCcTBa B OpraHU3aIiH

- Upe3BBIYANHBIX CUTYyallul

5) OcHoBHBIE 00BEKTHI HH(OPMAIIMOHHON 0€30MacHOCTH:

+ KommbroTepHble ceTH, 0a3bl TaHHBIX

- UndopmanimoHHbIe CUCTEMBI, ICUXOJIOTHYECKOE COCTOSIHUE
I0JIb30BaTENEN

- busHec-opreHTUpOBaHHbIE, KOMMEPUYECKHUE CUCTEMBI

6) OCHOBHBIMHU PUCKaMH HH(POPMAIIMOHHON 0€30MaCHOCTH SIBIISIFOTCS
- UckaxeHue, yMeHbllIeHHE 00beMa, IIEPeKOIUPOBKa HHPOPMALIUT

- TexHUYeCKOE BMEIIATEBCTBO, BEIBEJICHHE U3 CTPOSI 000PYIOBaHUS
ceTu

+ IoTeps, MckakeHNe, yTeuka HH(QOopMaIiu




7) K ocHOBHBIM mipuHITUTIaM oOecrieueHrst HHPOPMaIMOHHON
0€30IacCHOCTH OTHOCHUTCSL:

+ DkoHOMUYECKOH 3(h(hEeKTUBHOCTU CUCTEMBI 0€30IIaCHOCTH

- MHororuathopMeHHOH pearu3aiy CUCTEMBI

- YcuiieHus 3alUIleHHOCTH BCEX 3BEHbEB CUCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HH(POPMALMOHHOM O€30M1aCHOCTH
SBJISIOTCSL:

- PYKOBOJUTEIHN, MEHEKEPhI, aIMUHUCTPATOPHI KOMIAHUN

+ oprasl IIpaBa, rocy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JAHHBIX, (PaePBOIIIBI

9) K ocHOBHBIM (DyHKIMSIM CUCTEMBI O€3011aCHOCTH MO>KHO OTHECTH BCE
MIEPEUYHCICHHOE:

+ YcraHOBIIEHHE PErVIaMEHTa, ayAUT CUCTEMBI, BBISIBICHUE PUCKOB
- YcTaHOBKa HOBBIX O()MCHBIX MPHUIIOKEHUN, CMEHA XOCTUHT-KOMITAHUU
- BHenpenue ayreHTHQUKALUY, TIPOBEPKU KOHTAKTHBIX JaHHBIX
II0JIb30BaTENIEeH

tect 10) [IpuHuKnoM nHGOpMALIMOHHOM 6€30M1aCHOCTH SBISAETCS
MPUHIUN HEAOMYIICHUS:

+ HeonpaBaaHHBIX OrpaHU4eHUi pu paboTe B CeTH (CUcTEMe)

- PuckoB Oe3zonacHOCTH CEeTH, CUCTEMBbI

- [Ipe3yMnumu CeKpeTHOCTH

11) [IpuHIMTIOM NOAUTUKKA UH(POPMALTMOHHON O€30MaCHOCTH SBIISETCS
HPUHLUIL:

+ HeBO3MO>KHOCTH MHUHOBATh 3aIIUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuiieHust OCHOBHOTO 3BE€HA CETH, CUCTEMBbI

- [TorHOTO GIIOKMPOBAHMUS AOCTYNA MTPH PUCK-CUTYAIHSIX

12) I[IpyHIMIIOM NOJIUTUKU MHMOPMALIMOHHON OE€301IaCHOCTH SIBIISIETCS
TPUHIAI:

+ YcuneHus 3auiMIeHHOCTH CaMOro HE3alUILEHHOTO 3B€Ha CeTH
(cucremsr)

- [lepexoza B 6e30macHOe COCTOSTHHE PAOOTHI CETH, CUCTEMBI

- [TomHOTO HOCTYNA MOJIB30BATENIEH KO BCEM pecypcaM CETH, CHCTEMBI
13) [IpyHIMIIOM NOAUTHUKHA HH(POPMALIMOHHON 6€30MacCHOCTH SIBIISETCS
TIPUHITATL:

+ Paznenenus nocryna (00s3aHHOCTEH, IPUBUIIETUI ) KITMEHTAM CETH
(cuctemsr)

- OTHOYPOBHEBOM 3aIIUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX MPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CHCTEMBI

14) K 0CHOBHBIM THIIaM CpPE/ICTB BO3/AEHUCTBHS Ha KOMITBIOTEPHYIO CETh
OTHOCHUTCS:

- KomnbroTephslit cOoi

+ Jlornueckue 3aKknagku («MUHBI»)

- ABapuiiHO€ OTKIIFOUCHHE TUTAHUS

15) Korma monydeH cnam 1o e-mail ¢ mpuiokeHHbIM (aitsiom, CIIeyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUYETO LIEHHOTO —
yAAIUTh

- CoxpanuTh npuiioxeHue B napke «Crnam», BBIICHUTD 3aTteM [P-anpec
re’epaTopa cramMa

+ Y ianute TMCbMO € IPUIIOKEHUEM, HE pACKpPbIBast (HE YUTast) €ero

16) Ipunnun Kupxroda:

- CeKpeTHOCTh KJI0Ya ONpesie]IeHa CeKPETHOCTHIO OTKPBITOTO

[IK-1.3.4




COOOIIIEHNSA

- CekpeTHOCTh H(OpPMAIIMU OTIpeIeNIeHa CKOPOCTHIO Mepelaun JaHHBIX
+ CeKpeTHOCTb 3aKPBHITOTO COOOIICHHSI OMPEIESIeTCsS CEKPETHOCTHIO
KITI04a

17) DUII — aT0:

- DIIeKTpOHHO-TIPOBOI MpeoOpa3oBaTelb

+ DneKTpOHHO-IIM(PPOBask MOAMUCH

- DIIEKTPOHHO-TIU(PPOBOIA MPoIIECCOp

18) HanbGomnee pacnpocTpaHeHbl yIpo3bl HH(OOPMAITMOHHOM
0€30MaCHOCTH KOPIIOPATUBHOM CUCTEMBI:

- [Toxynka Henuuen3zuonnoro 110

+ OmunOKY 3KCIUTyaTalliy ¥ HEYMBIIIUIEHHOTO U3MEHEHHUS PeXKIMA
paboThI CUCTEMBI

- CO3HATeNIbHOTO BHE/IPEHUS CETEBBIX BUPYCOB

3 19) HaubGomnee pacnpocTpaHeHbl yIpo3bl HH()OPMAITMOHHOM [K-7.V¥.1
0€30MaCHOCTH CEeTH:

- PacnipeneneHHblil 1oCTyI KJIMEHT, 0TKa3 000py10BaHUs

- MopasbHbIil H3HOC CETH, NHCAWIEPCTBO

+ C0oi1 (0TKa3) 000pyIOBaHUS, HENEraTbHOE KOMMMPOBAHNE JAHHBIX
tect_20) Hauboiee pacipocTpaHeHbI CpeCTBA BO3JCHCTBUS HA CETh
oduca:

- Cnabpr1ii Tpaduk, HPOPMALMOHHBIA 00MaH, BUPYCHl B HHTEPHET

+ Bupycsl B ceTu, JIOTH4ecKrue MUHBI (3aKJIa/IK1), HH(OPMAIIMOHHBbIIH
nepexsar

- KomnbroTepHbie cOou, M3MEHEHNE aIMUHCTPUPOBAHUS, TOMOJIOTUU
21) Yreukoit uHQOpMAIMK B CUCTEME HA3bIBACTCS CUTYAIIHS,
XapakTepusyemasi:

+ [lorepeit JaHHBIX B CUCTEME

- Iamenennem ¢GopMbl nHDOpMAIUU

- I3menenuem conepxanus nHGOpMaLUu

22) ColicTBamMH nHpOpMaLMU, HanboIee aKTyalbHBIMU ITPU
obecrieueHnH HHPOPMAITMOHHOMN O€30MaCHOCTH SIBJISIFOTCS:

+ Ile1oCTHOCTh

- JloctynHOCTH

- AKTyanbHOCTB]

23) Yrpo3a nHpopMaIMoHHOH cucTeMe (KOMITbIOTEPHOM CEeTH) — 3TO:
+ BeposiTHOE coObITHE

- JlerepMuHUpPOBaHHOE (BCEr1a ONpeAeICHHOE) COOBITHE

- CoObITHE, TPOUCXO/ISIIEE TIEPUOTUIECKHI

24) Undopmanus, KOTOPYIO clenyeT 3aluiarh (o HopMaTuBawm,
MIpaBHUJIAM CETH, CHCTEMBI) Ha3bIBACTCS:

- PermameHnTupoBaHHOMI

- [IpaBoBoi

+ 3amuniaemMon

[lepeueHb TeM KOHTPOJIBHBIX PabOT MO MUCHUIUIMHE OOydYaroluXcsl 3a04HOH (OPMBI
oOydeHus1, IpeCcTaBIeHbl B Ta0muie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

No i/t ITepeueHb KOHTPOJIBHBIX PabOT
1. CtpykTypa uHopMaImoHHoi 6e3omnacHoctu. OnpeencHre NoHITHs HHHOPMAIIMOHHAS
0e30macHOCTh".
2. CBs13b MEKIY HH(MOPMAIIMOHHON 0€30MaCHOCTHIO U 0€301aCHOCThIO HH(POPMALIUN




Ilonsarue n COBPCMCHHA KOHIICTIINA HaHHOHaﬂLHOﬁ 0e30IMacHOCTH

@DopMbI BEIpKEHHS HAPYIICHUS cTaTyca WHPOPMaITUH

OOyCIIOBIEHHOCTP CTaTyca HH(PpOPMANIHH ee YSI3BUMOCTEIO.

[onsTre "yreuka nndpopmManuu

CooTHoueHne (GopM U BUJIOB YSI3BUMOCTH HH(pOpMamu

3
4
5
6. @DopMebl posiBIICHHS YA3BUMOCTH HH(GopManyu. Buasl ysa3BUMOCTH HHPOPMALTUH
7
8
9

ConeprkarenabHast 9acTh IMOHATHS "3ammTa HH)OpMAaIu

10. | Cnoco0 peanu3aliiy COAEP/KATSIbHON YaCTH 3aliThl HHOOPMAaLUU

11. | Onpenenenue noHATHs "3amuTa HHGOpPMAMK", €Tr0 COOTHOILICHHE C MTOHATHEM,
chopmynupoBanabiM B 'OCT P 50922-96

12. | CocraB HOCHUTEIIEH 3aIInIaeMoi HHpOpMauu

13. | CnocoObl hukcupoBaHus HHGOPMAIIMKM B HOCHTEISIX

14. | Metopl BocIipon3BeIcHH 0TOOpaXEHHOH HH(POPMAIMK B HOCHTENSAX

15. | Hocurtenu nucbMeHHOM, BUIOBOH, H3My4aeMol HH(opmamu

16. | OnmocpeoBaHHBIC HOCUTEIH 3alMIAEMON HH(POPMAIUU

17. | Css3pb yrpo3sl 3amuinaemMoii nHpopManuu ¢ ya3BUMOCThIO nH(popManuu. [IpuzHaku u
COCTABIISIIOIINE YTPO3bI: ABJICHUS, (PAKTOPBI, YCIOBHSI.

18. | Ctpykrypa siBIeHHH KaK CYHIHOCTHOT'O BBIPAXKCHHUS YTPO3bI 3alIUIIaeMOi HHPOPMAIUH.

19. | CrpykTypa (hakTOpOB, CO3AIOIIMX BO3MOXKHOCTh ISCTAOMIM3UPYIOIIETO BO3ACHCTBUS Ha
nH(OPMAITHIO.

20. | Hocurenu na(pOpManny Kak KOHEYHbIE OOBEKTHI 3alTUTHI

21. | OcobGeHHOCTH OTAEIBHBIX BUAOB HOCUTEIEH KaK OOBEKTOB 3aIUThI

22. | CocraB MoANeKaIINX 3alIUTe TEXHUIECKUX CPEICTB OTOOpakeHus1, 00pabOTKH, XpaHEeHUS,
BOCIIPOM3BEICHHS TIepeaadn HH(OPMaIHH.

23. | YHuBepcalbHBIe METOIBI 3aIIUTH HH)OPMAIIUK 00JIACTh UX PUMEHEHHS

24. | Obnacty MPUMEHEHHsI OPTaHU3alMOHHBIX, KPUNITOIPAPUUECKUX I WHKEHEPHO-TEXHUICCKUX
METOOB 3aIIUTHl HH(OPMALIUH.

10.4. Meroauueckue  Marepuaibl,  ONpPEAENSAIONIME  HPOLEeIypbl  OLIEHUBAHUS
WH/IMKATOPOB, XapaKTEPU3YIOMIUX dSTanbl (HOPMUPOBAHMS KOMIIETCHIIMH, COAEp)KaTcs B
JOKAJIBHBIX HOpMaTuBHBIX akTax [YAII, pernameHTUpYyOIIMX NOPSAAOK M IPOLEAYPY
IIPOBEJCHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTecTaly 00yJaromuxcs
I'VAIL

11. Mertoauueckue yKazaHus Uit 00YJarOIIUXCs IO OCBOCHUIO TUCITUTINHBI

11.1. MeTtoauueckre yka3zaHus [ OOYYAIOIIUXCS 1O OCBOCHHMIO JIEKIIMOHHOTO
Marepuana.

OcHOBHOE Ha3zHauYeHWE JICKIIMOHHOTO MaTepuajga — JOTHYECKH CTPOWHOE, CHUCTEMHOE,
rIyOOKoe W SCHOE HU3NOKEeHHE ydeOHOro marepuana. Ha3sHaueHune COBPEMEHHOHN JEeKIUU B
paMKax TUCIHUIUIUHBI HE B TOM, YTOOBI MOJYYUTh BCIO MHGOPMAIMIO TIO T€MEe, a B OCBOCHUHU
dbyHIaMeHTaNbHbIX Mpo0JeM AWCHUILIAHBI, METOJOB HAy4YHOTO TMO3HAHUS, HOBEHIINX
JOCTHKEHUI HaydyHOU MbIciu. B yueOHOM mporecce JEKIUs BBINOIHSIET METOO0JOTHYECKYIO,
OpPraHU3aIMOHHYI0 U MHpOopMaMoHHYI0 (GyHKIUU. JIeKus packpbpiBaeT MOHATHHHBIN ammapat
KOHKPETHOM 00siacT 3HaHUs, €€ MpoOJeMBbl, JaeT IEbHOE MPEACTaBICHUE O IUCIUILIAHE,
MOKAa3bIBAET B3aUMOCBSI3b C APYTUMU AUCIUIUIMHAMM.

IrapupyeMble pe3yJabTaThl IPH OCBOCHUHU 00YYAIOIIMMUCS JIEKIIMOHHOIO MaTepUaa.;

— TIOJIYYEHHUE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBS3aHHBIX 3HAHUW, YPOBEHb
KOTOPBIX OINPEIEIISIETCS EIEBOW YCTAHOBKOM K KaXK/10M KOHKPETHOU TEME;

— TOTy4YeHHE OMBITa TBOPUYECKOUN pabOThI COBMECTHO C MPEIOIaBaTelIeM;

— pa3BuUTHE MNPOQPECCHOHAIBHO-IEIOBBIX  KAauecTB, JOOBU K TpeaMeTy U
CaMOCTOSITEJIbHOTO TBOPUYECKOTO MBIIIJICHUSI.

— TIOSIBJIEHHWE HEOOXOAMMOTro HHTEpeca, HEOOXOAMMOTO JIJIsi CAMOCTOSITEIIbHONW PabOTHI;




— IOJIy4eHUE 3HAHUU O COBPEMEHHOM YPOBHE pa3BUTUS HAYKM M TEXHUKM U O
IIPOTHO3€ UX Pa3BUTH Ha OJMDKalIINe TO/bI;

— Hay4yuTbCSd METOJMYECKH oOpadarbiBaTh MaTepuan (BBIACIATH TJIABHBIC MBICITH H
MIOJIOKEHUSA, TPUXOJUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATH HMX B  Pa3iIU4HBIX
(bopMyITUPOBKax);

— TOJIyueHHE TOYHOT'O TOHUMAaHHUS BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSTHH.

JlekuMOHHBI MaTepuan MOXET COIPOBOXKIATbCA JEMOHCTpalUued CIaiJoB U
UCIOJIb30BAaHUEM Da3JaTOYHOIO MaTepuajlia IpU IPOBEIEHUH KOPOTKMX JTUCKYCCH 00
OCOOEHHOCTSX IPUMEHEHUSI OT/AEIbHBIX TEMATUK 110 IUCLHUIUIMHE.

CrpyKTypa npefocTaBieHys JEKIHOHHOIO MaTepuara:

— N3noxeHue NEeKIUOHHOTO MaTepHala;

— IlpexncraBnenue TeopeTHYECKOro MaTepuaa InpernogaBaTeieM B BUE CIANI0B;

— OcBoeHHE TEOPETUUECKOI0 MaTepraa 1o NPakTUYECKUM BOIIPOCAM;

— Crucox BOMpOCOB IO TEME AJIsl CAMOCTOSITENIbHOM paOOThI CTyIEHTA.

MeToaudeckie yKa3aHHs 10 OCBOCHHIO JICKIIMOHHOTO MaTepHalia HMEIOTCS B U3JaHHOM
Buae B 6ubmmoreke ['YAII CBunapuyk, Anapeit AnekcanapoBuu (KaHz. TexH. HayK). OCHOBBI
WH(OPMAIIMOHHON 0€30MacHOCTH : y4eOHO-MeToamueckoe mocobue / A. A. Ceunapuyk ; C.-
[Tetep6. roc. yH-T aspokocM. npudopoctpoenus. - Cankt-IlerepOypr : U3n-so I'VAII, 2023. -
94 c. : puc., Tabn. - budmmorp.: c. 90 (12 Ha3s.). - b. 1. - Tekct : HemocpeACTBEHHBII

11.2. Meroauueckue yKazaHusi Jsi OOYYalOIUXCsS IO BBIMOJHEHHIO JIAOOPaTOPHBIX
pabor

B xone BeimonHeHus 1a0OpaTOpHBIX pabOT oOyyaroluMics AOKEH YINIyOUTh U
3aKpeNUTh 3HAHMA, NPAKTUUECKUE HABBIKHM, OBJAJETh COBPEMEHHOM METOAMKOH M TEXHMKOH
9KCHEPUMEHTa B COOTBETCTBUU C KBAIM(UKALMOHHONW XapaKTEpPUCTHKONW 00ydarolerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT U3 IKCHEPUMEHTATbHO-IIPAKTUYECKOM, pacueTHO-
AHAJIUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPUATHH.

Brimonaenue 11abopaTopHBIX paboOT OO0YyJarOmUMCS SIBJISIETCS HEOTHEMIJIEMOW YacThIO
U3y4eHHs] JTUCHMIUIMHBI, OIpenesiseMoi y4yeOHbIM IUTAaHOM, M OTHOCHTCA K CpEICTBaM,
00ecreyrBaroIUM PEIIEHUE CIETYIOIUX OCHOBHBIX 33Ja4 00y4aromerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMsS MPOLECCOB, SBICHUH M  OOBEKTOB,
M3Yy4aeMbIX B paMKax JJAaHHOW JUCIUIINHBI,

— 3aKpeIUICHHE, PAa3BUTHE U JETAIN3aldsg TEOPETUYECKHX 3HAHUMN, TOJYYEHHBIX Ha
JEKLUSX;

— TOJy4YeHHe HOBOM MH(OpMAaLMU 110 U3ydaeMON AUCIUILIMHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboTel ¢ 1a00paTOpHBIM
000pyTI0BaHUEM U TPUOOPAMH.

3aganue u TpeOOBAHUS K NPOBEJCHUIO JJa00PATOPHBIX padoT

— B 3ananuu nomxHO ObITH 4eTKO cOpPMYIMPOBaHA 33/1a4a, BelnoyHsemas B JIP;

— Omnwucanbl BXOJHBIE U BBIXOIHBIE JaHHbIE AJ1s IpoBeacHUs JIP;

— JIP nomxkHa BBINIOJIHATHCSA HA OCHOBE MOJTYYEHHBIX TEOPETUUECKUX 3HAHMSIX;

— Bemonnenune JIP 10MDKHO OCYIIECTBIATBCA HAa OCHOBE METOAMYECKUX YKa3aHHM,
MIPEIOCTABIIIEMBIX IIPETIOAABATEIIEM;

— JIP nomxHa BBIIOIHATHCS B CHIEHUAIM3UPOBAHHOM KOMIIBIOTEPHOM KJIACCE U MOXKET
ObITH TopaboTaHa CTYIEHTOM B IOMAILITHUX YCIOBUSX, e€ciiu no3BoiisieT 110;

— HWrorom BeimonnenHo JIP sBisercs oryer.

Ctpykrypa u ¢popma oT4eTa 0 1a00paATOPHOIi padoTe

— llocranoBka 3anaun;

— BXoJHBIE U BBIXO/IHBIE JaHHBIE;



— Copep:kaHue TAOB BHITIOTHEHHUS;

— OO6ocHOBaHHUE TIOJYYCHHOTO pe3yibTaTa (BBIBOI);

— CHHCOK HCIIOJIb3YeMOH JTUTepaTyphl.

TpebdoBanus kK 0(p)OpMIIEHHIO 0TYETA 0 JIADOPATOPHOI padoTe

— JlaGoparopnas pabota (JIP) mpenocraBiseTcst B me4aTHOM/UITU SJIEKTPOHHOM BHJIC;

— JIP momxHa COOTBETCTBOBAThH CTPYKTYpE M POpME OTUETa MIPEICTABICHHON BBIIIIE;

— JIP pomxna umerh tUTynbHBIM Juct (I'OCT 7.32-2001 wsmanus 2008 roma) ¢
HA3BaHHMEM U TIOJITUCKIO CTYACHTA(OB), KOTOPHIH(bIe) ee crenan(u) u opopmMumi(u);

Crynent pomkeH 3amutuTh JIP. OTMeTKa 0O 3aIuTe JOJDKHA HAXOIUTHCS HA TUTYJIBHOM
JIMCTE BMECTE C MOIMUCHIO MPETIOAaBATES.

11.3. Meroauueckue yKazaHus JUIsi 0OyJarOMIMXCs M0 MPOXO0XKICHHIO CAMOCTOSITEIHHON
paboThI

B Xoje BBIIOTHEHUS CaMOCTOSATENBHON pa0OThI, OOYUYAIOIIHIICS BBIOTHSIET paboTy Mo
3aJJaHUI0 U TIPU METOAMYECKOM PYKOBOJCTBE IpErojaaBaressi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTusl.

s oOydaromuxcsi mo 3a04Hoil opme OOy4deHHs BBIIOJIHEHHUE KOHTPOJBHBIX padoT
SIBIISICTCS DJIEMEHTOM TEKYILEro KOHTPOJISI YCIIEBAEMOCTH M CAaMOCTOSTENIbHOM paboTHI.

B mpoliecce BBINMONMHEHHUS CaMOCTOSITENIBHON paboThl y oOyuaroierocs GhopMupyercs
renecooOpasHoe IIaHupoBaHue pabouero BpeMeHHu, KOTOPOE MO3BOJISIET €My pa3BHBATh YMEHUS
Y HaBBIKM B YCBOGHHUU U CHCTEMAaTH3allMU NMPUOOpETaeMbIX 3HAaHUM, oOecreyrBaeT BBICOKUUN
YPOBEHb YCIEBAEMOCTH B TNIepUOJ OOyUYEHHs, IOMOTAaeT IIOJyYUTh HABBIKA TTOBBIIICHUS
pohecCHOHANBLHOTO YPOBHSL.

MeroauyeckuMH ~ MaTepUallaMH,  HANpaBJSIIOIIMMU  CAMOCTOSITENIBHYIO — paboTy
00y4JarOIIUX CASBISIOTCS:

—  y4e0HO-METOINYECKUN MaTepHal 1o TUCIHUILINHE;

— METOAMYECKHE YKA3aHHS IO BBIMOJHEHUIO KOHTPOJIBHBIX PaboT (11 00y4aromuxcs
1o 3a04HO (hopme oOyueHus).

11.4. Metoauueckre yKazaHusl [UIsl OOYYarOIIMXCS IO MPOXOXKICHHIO TEKYIIETro
KOHTPOJISI YCTIEBAaeMOCTH.

Texymuii KOHTPONb YCIEBAaEMOCTH TMpEeAyCMaTpUBAaeT KOHTPOIb KadecTBa 3HAHUU
00yJaroIUXCsl, OCYIIECTBIIEMOTO B TEUCHHE CEMECTpa C IEJbI0 OICHUBAHMS X0Jla OCBOCHUS
TUCIHTIINHEL

JUIs  yCcrenrHoro MPOXOXKICHHSI TEKYIIero KOHTPOJS HEOOXOJMMO BBITOJHHUTH
nabopaTopHbIe pabOThI, 3arPY3UTh MX B JTUYHBIN KaOMHET U IPOUTH MPOIEYpPY 3AIIUTHI KaXI0H
paboTel. OneHKH 3a pabOThI BBICTABISIOTCS MO MATHOAIIIBHON LIKaJe.

11.5. Meroauyeckue ykazaHus JJsi OOYYArOIIMXCS MO MPOXOXKIECHUIO MPOMEXYTOUHON
aTTeCTalUu.

[Ipomexxyrounast ~ aTrecTamusi  OOy4alOmUXCS  TMPEAYyCMaTpUBaeT  OIEHUBAHUE
MPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3yIbTaTOB 00y4YeHMs MO AucUUIUIMHE. OHa BKIIOYAET B
ceost:

— D9JK3aMeH — (opma OLIEHKM 3HaHWH, MONYYEHHBIX OOYYaIOIIUMCA B IMPOLECCE
W3YYEHUS BCEW MUCIUIUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOSATEIHHOU paboThl, CIOCOOHOCTH
MPUMEHATh WX JJIs pPEeHIeHUs MPaKTHUYEeCKUX 3a7ad. JK3aMeH, KakK TMpPaBWIO, MPOBOJHUTCS B
NepuoJl HK3aMEHAIMOHHOM CECCHMM W 3aBEpIIAETCS aTTECTAMOHHOM OLEHKOW «OTIUYHOY,
«XOpOILIO», «YAOBIETBOPUTEIHHOY, «HEYAOBIECTBOPUTEIHHOY.

JUis  yCHemIHOTO TPOXOXACHUS MPOMEKYTOYHOW aTTeCTallud HEeoOXoauMo  3a
3alUIEHHbIE  JabopaTopHble pPaOOThl  TOJYYHTh HWHTETPATBHYIO OICHKY HE HIDKE
«YZOBJIETBOPUTEILHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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