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AHHOTaNMsA

Jucnunmaa «Beenenne B DevOps» BXOAUT B 00pa30BaTeIbHYIO MPOTrPaMMYy BBICIIETO
oOpa3zoBaHMs — TNporpaMMmy OakajaBpuaTa IO HANpPaBICHUIO IOATOTOBKH/ CHEIUAIbLHOCTH
09.03.02 «MH(bOpMALOHHBIE CHUCTEMBI M TEXHOJOTMH » HAIPaBICHHOCTH/CIICIHATU3AINN
«VH(opManOHHBIE TEXHOIOIHH B Au3aiiHe». Jlucuuminna peanusyercs kadenpoin «Ned2y.

JlucuumiavHa — He  SBIAETCS  00sA3aTeNbHOW  HPM  OCBOGHHMH  OOydaromumcs
00pa3oBaTeNbHOM MPOTrpaMMbl M HAIpaBlieHa Ha yriyOieHHOe (OpMHpPOBaHHE CIIEIYIOIINX
KOMITIETEHITHIA:

VYK-3 «CrnocobeH OCyIIeCTBISITh COLMAIbHOE B3aUMOJICHCTBIE U PEa30BbIBATH CBOIO
POJIb B KOMaHIE»

IK-1 «CriocobeH BBIIONHATH PaOOTHI 10 CO3JAHUIO (MOIU(UKAIINK) H COIPOBOXICHHIO
MH(OPMALUOHHBIX CUCTEM»

IK-4 «CriocobeH BBIIONHATH PaOOTHI 10 CO3JAHUIO (MOIU(UKAIINK) H COIPOBOXICHHIO
HMH(OPMALIMOHHBIX PECYPCOB, CO3/1aBaTh 00BEKThI BU3YalIbHOM HH(pOpMALIUIY

CognepxaHue IUCLUIUIMHBI OXBAaTBIBAET KPYI' BOIPOCOB, CBSA3aHHBIX C METOIOJOTMEeH
DevOps, coBpeMeHHBIME IToaxonamu K ynpasinenuto UT-undpacrpykrypoit (Infrastructure as
Code) m aBroMaTH3alMedl MOJHOTO IMKJIAa Pa3pabOTKH MPOrpaMMHOro olecreueHuss — OT
koHteitHepu3auuu (Docker) n opkectpaunu (Kubernetes) 10 mocTpoeHHs: 0TKa30yCTOWYHMBBIX
cucteM (PostgreSQL Patroni, etcd/Consul), CI/CD-koHBeiiepoB ¥ ILEHTPaIN30BaHHOTO
MOHHTOPHHTA.

[IpenogaBanne IUCHUIDIMHBL TIpeIyCMaTpUBAeT clegylomue (OpMbl OpraHH3ALNH
y4e6GHOro Impouecca: JEKLIHH, IPAKTHYECKHE 3aHITHUS.

[IporpamMmoli IUCHMIUIMHBI MPEIyCMOTPEHBI CIEAYIOLIHE BUIBI KOHTPOJS: TEKYIIMH
KOHTPOIIb YCIIEBAEMOCTH, IPOMEXYTOYHAs aTTecTalus B popMe 3auera (5 cemectp).

OOuiasi TpyI0OEMKOCTh OCBOCHHSI JUCUHMIUIMHBI COCTABJISAET 2 3aUETHBIX CIUHUIIBI, 72
Jaca.

S13bIK 00YUCHHUS IO TUCIUIIINHE «PYCCKHI

1. IlepeueHb IUIAHUPYEMBIX PE3YJIBTATOB 00YUESHUS MO JUCLIMIUIHHE

1.1. Uenu mnpenopaBaHus IUCLUIUIMHBI (OPMHPOBAHHE Yy CTYACHTOB CHCTEMHOIO
noHuMaHus Meroposornn DevOps M IpakTHYeCKHX HABBIKOB aBTOMAaTH3AIlMH IIPOLECCOB
pa3paboOTKu, TECTUPOBAHMS, Pa3BEPTHIBAHMS W DKCIUIyaTallMH IPOIPAMMHOIO OOecreyeHwUs.
Kypc HampaBieH Ha OCBOCHHE CTE€Ka TEXHOJOTHH IS MOCTPOSHHs OTKa3oycToiumsoii WUT-
uHppacTpykTypsl, yrnpasinenus koHduryparmsamu (IaC) u koHTeHHepHU3auy TPHIOKESHHH.

1.2. MucuunnuHa siBasietcss  (axky/lIbTaTUBHOM JAWCIMIUIMHOM 0  HAmpaBIICHHIO
o0pa3oBaTebHOI NIporpaMMsl BeIcIero oopasosanus (gaiee — OI1 BO).

1.3. Tlepeuyenb IulaHUPYEMBIX PE3yJIbTATOB OOYUYEHHMS 110 JUCLUILIMHE, COOTHECEHHBIX C
MJIaHUpYyeMbIMU pe3yabratamu ocBoeHust OI1 BO.

B pesynbrate m3y4eHUs ANCHMIUIMHBI OOYYaIOIIMICSA TOJDKEH 00JafaTh CIETYyIOINMU
KOMIETECHIMSAMHU WM UX YacTAMHU. KOMIETeHINH M MHIUKATOPbI UX JOCTHKEHUS IIPUBE/ICHBI B
Tabmuie 1.

Tabmuua | — IlepedeHb KOMIIETEHIMI ¥ MHAUKATOPOB UX JOCTIKCHHUS

Kon u
Kareropus (rpymma) Kox 1 HauMeHOBaHUE UHMKATOPA JOCTHKCHUS
HaMMEHOBaHHUE

KOMIICTCHIHUHU KOMIICTCHIIUNA
KOMIICTCHIIUHN

YK-3.3.1 3HaTh OCHOBBI COIIHAILHOTO
B3aUMOJICHCTBUS
VK-3.Y.1 yMeTb NIpUMEHSATh HOPMBI COLIUAIBHOTO
B3aMMOACHUCTBHSI IS pealn3aluy CBOSH POy B
KOMaH/Ie, B TOM YHCJIE HCIIOJIb30BATh TEXHOJIOTHH
UU(PPOBOI KOMMYHHKALIHH
VYK-3.B.1 Biagers HaBbIKaM# 3()(HEKTHBHOTO
COLHUAIILHOTO B3aUMOICHCTBHSI
YK-3./1.1 onpenensier cBOIO MO3ULHIO 110
colraabHOE .
YHuBepcaibHbIe o OTHOILICHUIO K ITOCTABJICHHOH B IPOEKTE
B3aMMOJICHCTBHE U
KOMIIETCHIHH mpobiieMe, OCO3HaAHHO BBIOMPAET CBOIO POJIb B
peann30BbIBaTh
CBOIO POJIb B KoMaHAe
KOMaHp N YK-3./1.2 nposiBiIsieT B CBOEM ITOBEJICHUH
. CHOCOOHOCTH K COBMECTHOM MPOEKTHOM
JIeITENLHOCTH Ha 0J1aro 0011IecTBa, OTASIBHBIX
C000IIECTB U rpaskaaH
YK-3./1.3 yuuThIBaeT B paMKax peaau3anuu
MIPOEKTAa COLMATILHBIN KOHTEKCT U IEHCTBYET C
Y4ETOM CBOEH POJI B KOMaH/E AJIsl JOCTHIKCHHS
1eseil 00IECTBEHHOTO Pa3BUTHUS

VK-3 Cnocoben
OCYILECTBISITh

[IK-1.3.1 3HaTh apXUTEKTYpPY, YCTPOICTBO U
(yHKIHOHUPOBaHHE HH)OPMALMOHHBIX CHCTEM;
CEeTEBBIE IPOTOKOJIbI; OCHOBEI COBPEMEHHBIX
OIEPaLMOHHBIX CUCTEM; OCHOBBI COBPEMEHHBIX
[IK-1 Cnocoben CHCTEM yIIpaBlieHHs 0a3aMy JaHHBIX; METOIbI U
BBINOJIHATH PA0OTHl | MHCTPYMEHTSI JUTsi cOopa U OpraHu3aliu

10 CO3JJaHHIO XpaHeHus OOJbIINX JaHHBIX

(MoxuduKanum) u [1K-1.3.3 3HaTh HHCTPYMEHTHI U METOABI OLICHKH
COIPOBOXKICHUIO KadyecTBa U 3PEKTUBHOCTH MHPOPMAIIMOHHBIX
NH(OPMALMOHHBIX cucTeM

CUCTEM IK-1.Y.1 ymeTb oNTUMHU3HPOBATH PabOTY
nH(OPMALIMOHHBIX CHCTEM HA OCHOBE aHAJIM3a
IIPOM3BOANTEIHHOCTH 3aIIPOCOB K 06a3aM JaHHBIX
1 c1I0oco00B €€ TOBBIIICHHS

[1IK-1.Y.2 ymeTh peaqn3oBbIBaTh OCHOBHBIE

[podeccuonanbHbie
KOMIETCHIIUU




9Tanbl HOCTPOCHUS MOJEINEH HH(POPMALIMOHHBIX
CHCTEM

IIK-1.B.2 BnageTs HaBbIKAMU IPUMEHEHHS
(hyHKIIHOHATIbHO-OPUEHTUPOBAHHBIX 1 OOBEKTHO-
OPHEHTHPOBAHHBIX METO/IOB pa3paboTKu
MH(OPMALMOHHBIX CUCTEM

nexuuu (JI), (vac) 17 17
npaktuyeckue/cemunapekue 3anstus  (113), 17 17
(gac)

naboparopasie padots! (JIP), (vac)

KypcoBoii npoekT (pabota) (KII, KP), (1ac)

I1K-4 Cniocoben
BBITIOJIHATH PaOOTHI
10 CO3JJAHUIO
(Monudukaum) u

TIK-4.3.1 3HaTh apXUTEKTYpY, yCTPOHCTBO U

9K3aMeH, (Jac)

Camocmoamenvhas paboma, Bcero (dac) 38 38

Buo npomesicymounoii ammecmayuu: 3auer,

ager ayer
nudd. 3auer, sxk3amed (3auer, Judd. 3a4, Dk3.) 3aser, 3aser,

IIpodeccronanbHbIe | COMPOBOKACHUIO MPUHLUI (PyHKIMOHUPOBAHUS BEIYUCIUTEIbHBIX
KOMIIETEHLIUH MH(POPMALMOHHBIX CHCTEM; OCHOBBI COBPEMEHHBIX CHCTEM
pecypcoB, Co3/1aBaTh | yIpaBieHHs 0a3aMu JaHHBIX
00BEKTHI
BHU3YaJIbHON
uHpopmaruu

4. Conep:kaHHE TUCIUTLINHBI
4.1. PacnpeneneHue TpyJOEMKOCTH AUCLUIUIMHBI 10 pa3esaM U BUAaM 3aHSATHH.
Paznensl, TeMbI ANCIUIUIMHEL U X TPYJOSMKOCTB IIPUBECHBI B TabiuIe 3.

Tabnuia 3 — Pa3zensl, TeMbl JUCHHUIUIMHBI, UX TPYAOEMKOCTh

2. Mecto aucuumiuHsl B crpykrype OI1

JucuuninHa MoXeT 0a3MpOBaThCsl HA 3HAHUSX, paHEe MPUOOPETEHHBIX 00YYAOIIUMHUCS
MIPU U3YYCHUH CIICTYIOLUIUX AUCLIHUILIINH:

- OCHOBBI IPOrPaMMHPOBAHUS;

- TexHOIOrHU POrPaMMHUPOBAHUS;

- AJTOPUTMBI ¥ CTPYKTYPBI IAHHBIX;

- Apxutekrypa HHOOPMALMOHHBIX CHCTEM;

- VipasieHue 1aHHbIMHY;

- VH(}OKOMMYHHKALMOHHBIE CUCTEMBI U CETH;

- Apxutexrypa OBM;

- Web-texHonoruu.

3HaHUs, NOJIyYCHHBIC NPU H3YYCHHUHM MarepHaia JAHHON JUCLMIUIMHBI, MMEIOT Kak
CaMOCTOSITEIbHOE 3HAYEHHE, TAK U MOTYT HCHOJIL30BAThCS MIPU U3YYEHUH APYTHX JUCLMUIIINH:

- MeTo/bl M CpPeACTBa MPOSKTHPOBAHUS HH)OPMALIMOHHBIX CUCTEM M TEXHOJIOTHif;

- [Tpou3sBoacTBEHHAS NPEAJMIUIOMHAs PAKTHKA;

- [Tpou3BoaCTBEHHAsE TEXHOJIOTHYECKAs IPAKTUKA;

- TectupoBaHue MPOrpaMMHOTO 00ECIICUCHNUS;

- Pa3paboTka MOOHIIBHBIX MPUIIOKEHHUIA;

- VHTerpiupoBaHHbIC CUCTEMBI U TEXHOJIOTHH.

3. OOBeM U TPYJOEMKOCTb AUCIUILIIHBI
JlanHble 00 00IIEeM 0OBEME JUCLHUILIHHBI, TPYAOEMKOCTH OTICIbHBIX BHIOB y4EOHOI
paboTBhI 110 JUCLUHUILIMHE (M PaCIpeaeeHue ITON TPYAOEMKOCTH [0 CEMECTpaM) MPEACTABIICHBI B
Tabuie 2.

Tabmuua 2 — O6BbEM U TPYIOEMKOCTb JMCIUIIIMHbL

TpyRoeMKoCTh 1o
Bupn yue6Hoii paGoThI Bcero ceMecTpam
Ne5

1 2 3
Oowan mpyooemkocmp OUCHUNIUHDL, 272 272
3E/ (4ac)
U3 Hux uacoe npakmuyeckoi n0020MmoeKu 11 11
Ayoumopnuie 3auamus, BCEro 4ac. 34 34
B TOM YHCIIE!

Pazieinnl, TeMbI JTUCIIUIUTHHEL Jexum | 13 (C3) JIP ‘ KIVKP CP (4ac)
> (gac) (gac) (uac) (uac)
Cemectp 5
Pasznen 1. ®unocodust DevOps 1 apXUTEKTypHBIE
OCHOBBI
Tema 1.1. Beenenne B DevOps. OCHOBHbIE MOHSATHS, 4 5
3aJ1a41, HHCTPYMEHTBI
Tewma 1.2. YnpaBieHue oKpy>KeHHIMH,
KOHQUIYpalMsIMU U apXUTEKTYPHbIC CTHIN
Paznen 2. dyngamenT: Linux u aBToMaTH3anus
HHOPACTPYKTYPBL.
Tema 2.1. Onepaunonsslie cucremsl Linux. Mcropust, 4 6 6
JUCTPUOYTHBBI, UMIIOPTO3aMEILICHHE
Tema 2.2 Ocuossl padotsl ¢ OC Linux u Infrastructure
as Code
Pasnen 3. KonTeiiHepu3anus 1 OpKeCTpaLys Ha ypOBHE
xocTa
Tema 3.1. Buptyanuzanus u KoHTeitHepu3anus 3 3 6
pTY: I pu3aLl
Tema 3.2. Docker. OCHOBBI 1 IPUMEPBI
Paznen 4. ABTOMaTH3aLsl, CBI3HOCTD U JaHHBIE
Tema 4.1. Ansible u ero mpumeHenne
4 2 6
Tema 4.2. banancupoBka
Tema 4.3 MOHUTOPHHT, JIOTHPOBAHUE M KIIACTEPU3ALIUS
Paznen 5. ba3bl faHHBIX U OpKeCTpalys KOHTEHEepoB 2 4 6
Hroro B cemectpe: 17 17 38
Hroro 17 17 0 0 38

IlpakTnueckass MOArOTOBKA 3aKJIIOYAETCS B HEMOCPEACTBEHHOM  BBIIOJHEHUH
o0yJalomMMUCS ~ ONpPENCICHHBIX  TPYNOBBIX  (YHKIMIL, CBA3aHHBIX ¢  Oyxymeit
Ipo(ecCHOHATBHON AeSATENbHOCTHIO.

4.2. CopepxaHue pa3JeioB U TEM JCKINOHHBIX 3aHATHH.
CozeprxaHue pa3esioB U TeM JICKIMOHHBIX 3aHSATHII IPHBEICHO B TabmuLe 4.

Ta6nnua 4— COIIep)KaHI/IC pa3zcyioB U TEM JICKIIMOHHOT'O IUKJIA

Homep .
Hazanue u copepkaHue pa3/ieioB U TEM JICKIIMOHHBIX 3aHATHI
paszena
1 Pazgen 1. ®unocodus DevOps 1 apXUTEKTypHBIE OCHOBBI




Tema 1.1. Beenenue B DevOps. OCHOBHBIE TIOHATHS, 33]1a41, HHCTPyMEHTHI: McTopus
Bo3uukHOBeHus, Manupect DevOps. Konneniwst CALMS. XKusuennsrit muki [10 (SDLC) B
napaaurme DevOps.

Tema 1.2. YpasieHue oKpyKeHUsIMH, KOHQUTYpAIMsIMHU U apXUTEKTypHbIe cTiun. [Ipobaema
«apeiida konpurypaumity. OKpyxeHus pa3paboTKu, TECTUPOBAHMUS, CTSHDKIUHTA U
npopaxuieHa. MOHOJNUTHAS U MUKPOCEPBHCHAS apXUTEKTYpa (CpaBHEHHE, TPAHMUIIBI
IIPHMEHUMOCTH, CIO)KHOCTH MEXCEPBUCHOTO B3aUMOJICHCTBYS, paclpeieiCHHbIe TPAaH3aKIIH)

Paznen 2. @ynpament: Linux u aBromatusauust HHQpacTpyKTyphI.

Tewma 2.1. OnepaunonHsie cucteMsbl Linux.

HUctopust, auctpuOyrussl, uMnoprosamerierue: Mctopust UNIX u Linux. SIapo, yTuauTh,
muctpubytiBbl  (Debian/Ubuntu, RHEL/CentOS, ALT Linux, Astra Linux). Peectpst
JIOBEpeHHBIX 00pa3oB M oreuecTBeHHbie OC B KOHTEKCTe TpeOOBaHMI K OE30MaCHOCTH H
HMMITOPTO3aMEIICHHSL.

Tema 2.2 OcHoBbl pabotsl ¢ OC Linux u Infrastructure as Code.

daiinoBas nepapxus, MoJib30BATENH, IPaBa AOCTYIA, TOTOKH BBOJIA-BbIBO/IA, IPOLIECCHI,
systemd. Konnenuus Infrastructure as Code (IaC). UMnepaTuBHblii (CKpUITHI) 1
nexnapatuBHblid (Ansible, Terraform) moaxomsr.

Pa3znen 3. KonTeliHepu3zaius 1 OpKeCTpaIys Ha ypOBHE XOCTa

Tema 3.1. Bupryanu3zauus 1 KOHTEHHEpHU3ALHMS.

Bupryanmzanus (runepsuzops! 1 u 2 Tuna) vs KoHTeiiHepu3anus. MexaHu3Mbl H30JSIUT
(namespaces, cgroups).

Tema 3.2. Docker. OCHOBBI ¥ TIPUMEBI.

Apxutektypa Docker (kineHT, 1eMOH, 00pa3sbl, ciiow, registry). @opmar Dockerfile. Cetn
(bridge, host, overlay) u xpanuiuia (volumes, bind mounts).

4 |Ansible u ero npuMeHeHHe peueHne 3 2 2
KelcoB
5 |banmancuposka pemenne 2 2 4
KelcoB
6 |CYBA PostgreSQL. VYcraHnoBka, perieHue 4 2 5
HACTpO¥iKa, TIOHHHT, Kiactep Patroni KelicoB
Bcero 17 17
4.4. JlaGopatopHbie 3aHATHS
TeMmbl 1a60paTOPHBIX 3aHATHI U UX TPYAOEMKOCTh ITPUBE/ICHBI B Ta0IHIIE 6.
Tabauna 6 — JlabopaTopHble 3aHATUS U UX TPYIOEMKOCTh
W3 Hux Ne
Ne HaumMeHnoBaHue 1a00paTOpHBIX paboT Tpynoemxocts, | mpaxTiieckoi | pasnena
n/n (gac) TOATOTOBKH, | JHCLUII
(gac) JIMHBI

Y4eOGHBIM MIaHOM HE MPEYyCMOTPEHO

Bcero

Paznen 4. ABromarusanus, CBI3HOCTb U JJaHHbIC

Tema 4.1. Ansible u ero npumeHeHue.

Apxurekrtypa (YmpaBJsIOIUN y3€iI, HHBEHTaph, INIEHOYKH, MOAY/IN, HEPEMEHHBIE).

N aeMIoTEeHTHOCTb.

Tema 4.2. banancupoBka.

3ayem HyxHa OanancupoBka. Yposau L4 u L7. Anropurmsl (Round Robin, Least Connections),
Hucrpymentsl (Nginx, HAProxy).

Tema 4.3 MOHUTOPHHT, JTOTHPOBAHUE U KJIACTEPH3ALIHS.

3osoteie curnansl Mouutopunra (Latency, Traffic, Errors, Saturation). Prometheus (pullq
mozens) U Grafana. IlenrpammsoBanHoe norupoBanune (ELK/EFK crek). Kiacrepuzauus
nprtoxeHuil. CepBUCH KOOpAMHAINH U XpaHeHus cocrosHus: Consul 1 eted.

4.5. BrlnonHeHHe KypcOBOTrO MPOEKTa/ KypCOBO# paboThl
V4eOHBIM [IIAHOM HE TPEAYCMOTPEHO

4.6. CamocrosTenbHas paboTa 00y4arouxcst
Buisl caMocTosITeNIbHON paboThl U €€ TPYJI0EMKOCTb PUBEICHBI B TAdIMIE 7.

Tabmuna 7 — Bunsl camocTosiTenbHON paboTHL U €€ TPYIOEeMKOCTh

Paznen 5. ba3bl JaHHBIX U OpKeCTparysl KOHTEHHEPOB.

VYcranoBka, 6a3oBblii TIoHUHT PostgreSQL (shared buffers, work mem). Knacrep Patroni mis
obecrieuenus Boicokoil nocrynHoct (HA). Opkecrpanus. OcHoBbl Kubernetes: apxutektypa|
(Control Plane, Worker Nodes), oobextsl (Pod, Service, Deployment, ConfigMap). Munu-

0630p Helm.

4.3. Tlpaktuyeckue (CeMUHApPCKHE) 3aHATUS
TeMbl IPaKTHYECKUX 3aHATHH M UX TPYIOEMKOCTb IIPUBEJICHBI B TA0IHIIE 5.

Tabuuua 5 — [IpakTuueckue 3aHATHS U UX TPYAOEMKOCTh

Bun camocrosTensHOM paboTh Beero, | Cemectp 3,
Jac qac
1 2 3
H3ydeHne TeopeTHIECKOro MaTepuaa
20 20
nucuumnssel (TO)
Kypcosoe npoektuposanue (KI1, KP)
PacuetHo-rpaduueckue 3amauus (PI'3)
Brinonuenue pedepara (P)
IMoaroroBka K TeKyIeMy KOHTPOIIO 10 10
ycneBaemoctr (TKVY)
Jlomamaee 3aganue (13)
KonTposnbnble paboTs! 3a0uHuKoB (KP3)
IloaroroBka x MpoMexKyTOUHOM ] ]
arrectaiu (ITA)
Bcero: 38 38

5. TlepedeHb y4eOHO-METOTUUECKOTO 00ECTICUCHNUS

DopMEL N3 Hux No
Ne . P TpynoeMKkocTb, [IpakTHUeCKOMpasena
TeMbl MpaKTUYECKUX 3aHATUH | IPAKTUYECKUX
n/n L (gac) MOJATrOTOBKH, |[TMCLIMII
3aHATHH
(gac) JIUHBI
Cemectp 5
1 |OcHOBBI pabOTHI C OMEPALIMOHHBIMHU|  PELICHHE 3 2 2
cucteMamu Linux KeHCcoB
2 |Bupryanu3auus ¥ KOHTeHHepHU3alus| pelleHue 2 1 3
KeiicoB
3 |Docker. OCHOBBI ¥ IpEMEPHI pemeHne 3 2 3
KeiicoB

JUTS CAMOCTOSITEIbHON pabOThl 00YUYAIOIIUXCS [0 TUCHUILTHHE (MOIYIIIO)
V4yeOHO-METOMYECKHE MaTepUasbl [Jisl CaMOCTOSATEIbHON paboThl 00yYaIONIMXCsl YKa3aHbI B

I.I. pa3zenoB 6-11.

6. HepequL TICYATHBIX U JJICKTPOHHBIX y'-IC6HLIX M3JJaHUI

IepeyeHb nevyaTHBIX M MEKTPOHHBIX YUSOHBIX U3JIAHUH NPUBEEH B TabuLe 8.




Ta6nuua 8— [lepeueHp ne4aTHBIX U 3JICKTPOHHBIX YYEOHBIX H3JIaHUI

Kommaectso
9K3EMIULIPOB
udp/ B OuOMoTEKE
URL azpec Bubnnorpaduueckas ccbuika (kpome
IEKTPOHHBIX

9K3EMIULIPOB)

JKypHaIIbl, MaTepHajIbl KOH(PEPEHLHH 10 PaAnOTEXHUKE, HIIEKTPOHUKE,
MH(OPMALMOHHBIM TEXHOJIOTUSIM

URL: bananos, A. H. DevOps: unterpauust u
https://e.lanbook.com/book/509963 | aromMaTu3anus : yae6HOE HOCOOHE ML
— Pexxum pocryna: mis aBropus. | By3oB / A. H. bananos. — 3-e u3n., crep.
M0JIb30BaTeNeH — Cankr-IlerepOypr : Jlanb, 2026. — 240
c. — ISBN 978-5-507-54640-4. — Texkcr :
3NEKTPOHHBIH // JIaHb : 371€KTpOHHO-
OuOaMOTEYHAsI CHCTEMA..

8. IepeueHp MHGHOPMALIOHHBIX TEXHOIOTHHA
8.1. Ilepeyenb mnporpaMMHOro OOECHEUCHHUS, HCIOIb3YEeMOTo TPH OCYLIECTBICHUU
00pa3oBaTeNIbHOTO Mpolecca 1Mo AUCIHUIUINHE.
[lepedens ucnoap3yeMoro NporpaMMHOTo obecrieueHns npeacTasieH B Tadbmume 10.

Tabauna 10— ITepeueHs mporpaMMHOro o0ecreueHust

Ne i/ HaumenoBanue

He npeaycmotpeno

URL: https://urait.ru/bcode/561885 | JlaBpumesa, E. M. IIporpammHuas
UHXCHEPHS U TEXHOIOTHU
HPOrPaMMUPOBAHHUS CIIOXKHBIX CHCTEM :
yueOHuk Juist By3oB / E. M. JlaBpuiieBa. —
2-e u3A., ucp. ¥ gon. — Mocksa :
WznatensctBo FOpaiit, 2025. — 432 ¢c. —
(Bsicuiee obpazoBanue). — ISBN 978-5-
534-07604-2. — TekcT : 2IeKTPOHHbI //
OopaszoBarenbHas miargopma IOpaiit

8.2. IlepeueHn MH()OPMaNOHHO-CIPABOYHBIX CHCTEM,UCTIONB3YEMBIX npu
OCYIIECTBICHHN 00Pa30BaTEILHOIO MPOIIecca M0 JUCIUITHHE

IlepedeHp HCHONB3yeMBbIX HMH(POPMAIMOHHO-CIIPABOYHBIX CHCTEM IMPEACTAaBICH B
Tabue 11.

Tabmuna 11— IlepedeHs HHPOPMALIOHHO-CIPABOYHBIX CHCTEM

Ne i/ HaumenoBanue

He npexycmotpeno

[caiir].
URL: I'pysep, I'. 3anyck u MacutabupoBanue
https://znanium.ru/catalog/product/ | DevOps Ha npeAnpUsATHH | IPAKTUIECKOE
2259723— Pexxum foctyma: mno pyxoBozcteo / I'. I'pyBep. - Mocksa : JIMK
TIOJIIHCKE. Ipecc, 2018. - 81 c. - ISBN 978-5-97060-

704-6. - TekcCT : AEeKTPOHHBIH. -

9. MatepuanbHo-TexHIHYeCKas Oa3a
CoctaB  MaTepUaIbHO-TEXHHYECKOW 0a3bl, HEOOXOMUMOW sl  OCYLICCTBICHHS
00pa3oBaTesIbHOTO Mpolecca 1Mo AUCLHUIUINHE, MPe/CTaBIeH B Tadmumel2.

Tabnuia 12 — CoctaB MaTepuaibHO-TEXHUYECKOH 0a3bl

Ne HaumenoBanue cocTaBHOM yacTu Howmep aynutopuu
n/n MaTepHaIbHO-TEXHMYECKOH 0a3bl (1pr HEOOXOIMMOCTH)

1 MynsTuMenuiiHas JIeKHUOHHAs ayIUTOPHS

7. TlepedeHb NIEKTPOHHBIX 00pa30BaTEIbHBIX PECYPCOB
“H(OPMAIMOHHO-TEICKOMMYHUKAIIMOHHOI cetu «HTepHeT»
[Mepeuens NEKTPOHHBIX o0pa3oBaTeIbHbIX pecypcoB UH(OPMALUOHHO-
TENEKOMMYHUKALMOHHOI cet «VHTepHeT», HEOOXOOUMBIX JUIi OCBOEHMS JHCLUIUIMHBI
npuBejieH B Tadnuue 9.

10. Ouenounsle cpeacTBa 711 MPOBEACHUS MPOMEKYTOUHOH aTTeCTalli
10.1. CoctaB OLEHOYHBIX CPEACTBAIA IPOBEICHHUS IPOMEXKYTOYHOH aTTeCTalluH
00y4arouuxcs M0 JUCHUIIMHE PUBEIeH B Tadmue 13.
Tabnuia 13 — CoctaB OLICHOYHBIX CPEJICTB ISl TPOBECHUS IPOMEKYTOYHOH aTTeCTaliu

Buj npoMexxyTo4Holl aTTecTaluu ITepeueHb OLIEHOUHBIX CPEJCTB

Cnrcok BONpOCOB;

3auer
Tectbl

Tabmuua 9 — IlepeyeHb SJIEKTPOHHBIX 00pPA30BATEIbHBIX PECYPCOB HMH(POPMAIIMOHHO-
TEIeKOMMYHUKAIIMOHHOU cetu «HTepHeT»

URL agpec Hanmenosanue
https://lib.guap.ru/ Hayunas 6u6anorexa I'Y AIL: anekTpoHHBIH KaTajor, 0CTYI K

DJICKTPOHHBIM OMOJMOTEUHBIM CHCTEMAaM U TOJHOTEKCTOBBIM pecypcam

https://e.]lanbook.com/ | anekTpoHHO-OMOIHOTEUHAs cUcTeMa «JIaHb»: ydeOHbIe U3JaHus 110
PanUOTEXHUKE, PaIUONIOKAIIH, ICKTPOHUKE, (PH3UKE, MATEMaTUKE U
POrpaMMUPOBAHUIO

https://znanium.ru/ DNeKTPOHHO-0UOIHOTeYHAas cCcTeMa Znanium: yueOHas ¥ Hay4dHas
JHTEpaTypa 10 HHKCHEPHBIM, €CTECTBCHHO-HAYYHBIM U
MH(OPMALOHHBIM HAIPaBICHUIM

10.2. B kauecTBe KpHUTEpPUEB OLEHKH YPOBHA C(HOPMHPOBAHHOCTH (OCBOEHUS)
KOMIIETCHIMH OOY4YarOIIMMHUCS TMPUMEHSETCs 5-0auibHasi IIKana OLEHKH CHOPMHUPOBAHHOCTH
KOMIICTCHIINH, KOTopast puBeJicHa B Tabnune 14. B TedeHue cemecTpa MOXKET UCHOIB30BAThCSA
100-6amipHas  mKajza ~ MOJYJIBHO-DCHTHHTOBOM  CHCTEMBI ~ YHHUBEPCUTETa,  HpaBHIA
UCTIONB30BAaHUSl KOTOPOH, YCTAHOBJIEHbI COOTBETCTBYIOIINM JIOKAJIBHBIM HOPMATHBHBIM aKTOM
I'VAIL
Tabnuua 14 —Kpurepuu onieHKH ypoBHsI COPMHUPOBAHHOCTH KOMIICTCHIMI

OHCHKa KOMIICTCHIUH

XapakTepucTika chOpMHUPOBaHHBIX KOMITETCHIIUI

5-0asuibHas IIKaa

https://elibrary.ru/ Hayunas snexrponnas 6udianoreka eLIBRARY.RU: HayuHble cTaThy,




Or1eHKa KOMITETEHIIN

5-OayuTbHas IIKasa

XapakrepucTrKa c(hOpMUPOBAHHBIX KOMIICTCHIUIA

«COTJIIMIHO»
<«Ga4TCHO»

OOyuaronuiics:

JACATCIIbHOCTBIO HAIIPABJICHUS

— JIeNaeT BBIBOBI 1 0000IICHNUS;

— nIyOOKO U BCECTOPOHHE YCBOWJI IPOTrPAMMHBIIT MaTepuall;

— YBEPEHHO, JIOTHYHO, IIOCJIEI0BATEIILHO U TPAMOTHO €r0 U3/1araeT;

— OnMpasch Ha 3HAHWA OCHOBHOW M JIONOJHUTEIHHOW JIUTEpaTypBl,
TECHO CBS3bIBACT YCBOCHHBIC HAy4HBIE MOJOXKEHUS C MPAKTHYECKON

— yMeJ10 000CHOBBIBACT M apTYMEHTHPYET BBIIBUIA€MbIE UM UJIEH;

— cBOOOJIHO BJIaJIEET CUCTEMOM ClIEeLMaIM3UPOBAHHBIX OHATHH.
oy
— NpaBWIbHO BHINONHUI 0T 90% 10 100% TeCTOBBIX 3alaHUM .

«XOpPOLLIO»
<«GaA4YTCHO»

OOyuaronuiics:

— HE JOIMYCKACT CYIIECTBEHHBIX HeTOHHOCTeﬁ;

HAaIpaBJICHUS;

— apTyMEHTUPYET HayYHBIE TTOJIOKEHUS;

— JIeTaeT BBIBOBI 1 0000IICHNUS;

— BJIQJIECT CHCTEMOM CIIeNNaIN3UPOBAHHBIX TOHATHH.

— TBEPZI0 YCBOMJI IMPOrPaMMHBIH MaTepuall, IpaMOTHO U IO CYIIECTBY
U3JIaraeT ero, Onupasch Ha 3HAHUSI OCHOBHOM JIMTEPATYPHI;

— YBA3BIBACT YCBOCHHBIC 3HaHUA C HpaKTI/I‘leCKOﬁ JACATCIIBHOCTBIO

ok
— npaBWIbHO BRINONHUI OT 70% 110 89% TecToBbIX 3aMaHui .

«YAOBJICTBOPUTEIIbHO»
«GaA4YTCHO»

JIUTEPaTypHI;
— JIOMyCKAaeT HeCYIECTBEHHbIE OIIMOKH M HETOUHOCTH;

HarnpaBJICHUSA
— cnabo ApryMEHTUPYCT HAY4YHBIC I1I0JIOKCHUS;

— 00yuaroIuiicss YCBOMJI TOJBKO OCHOBHOM MPOTPaMMHBIA MaTepuall,
110 CYIIECTBY HM3JIaraeT €ro, ONMpasch Ha 3HAHMS TOJBKO OCHOBHOW

— UCHBITBIBACT 3aTPYAHCHHSA B IIPAKTHYCCKOM I[PUMCHCHUHN 3HAHUNA

— 3aTpyAHseTcs B GOPMYTHPOBAHHHU BBIBOJOB U 0000IICHHI;

— YaCTHYHO BJIAJICET CUCTEMOH CIELMAIM3UPOBAHHBIX TOHITHH.
o

— IPaBHJIBHO BBHITOITHII OT 51% 10 69% TecTOBBIX 3alaHmid .

Marepuaa;
— JIONYCKAeT  CYLIECTBEHHBbIE  OLIMOKH |

«HCYIOBJICTBOPUTEIBHO» | PACCMOTPEHHHU MPOOIIEM B KOHKPETHOM HAIPABICHUH;

«HE 3a4YTCHO»

— He MOJXXET apTyMEHTHPOBATh HAYYHBIE TTOJIOXKEHHS;
— He (OpPMYIUPYET BBIBOJOB U 0000LIEHHI.

ok
— IIPaBUWJIBHO BBITTIOJIHWJI MEHEC 51% TeCcTOBBIX 3aJlaHun .

— oOyuaroluiicss He YCBOMJI 3HAYMTENBHOH YacTH MPOrPaMMHOIO
HETOYHOCTH  IIPU

— UCHBITBIBACT TPYAHOCTHU B IPAKTUICCKOM IIPUMCEHCHUUN 3HaHHﬁ;

10.3. TunoBble KOHTPOJIbHBIE 3aJaHUS WIIK HHbIE MaTepHaIbl.
Bomnpocs! (3aaun) 1u1s 9K3aMeHa Mpe/cTaBliieHsl B Tadmuie 15.

Tabnuua 15 — Bonpocs! (3aaun) Asst s9K3aMeHa

Ne n/n [epeuens BompocoB (3a1a4) [is IK3aMeHa Kon
HHJUKATOpa
V4eOHBIM IJIAHOM HE IIPEyCMOTPEHO
Bomnpocs! (3agaun) s 3adera / audd. 3auera npeacTasieHsl B Tabnuie 16.
Tabnuua 16 — Borpocs! (3aaun) ans 3adera / nudd. 3auera
Ne | Tlepeuens BompocoB (3axa4) s 3adera / audd. 3auera Kon
n/n HHJUKaTopa
1 @unocopus DevOps. Kornnemus CALMS (Kynbsrypa, ABTOMaTH3aIN, VK331
N3mepenne, OOMeH 3HaHUsIMH, JIMIEpCTBO) U ee 3HAYCHHE. o
2 OcHoBzble 3anaun DevOps-unkenepa. Ilpeogonenne konduukra mexay | YK-3.3.1,

komaHaamu pazpabotku (Dev) u skcrutyatanuu (Ops). VK-3.V.1,
YK-3.1.1

3 MoHonuTHasE apXUTEKTypa: OIlpeselieHue, peuMyInecTsa, Hepocratku u | I1K-1.3.1,
CLIEHAPUH TPUMEHEHHUS. [K-1.¥.2

4 MuxkpocepBucHast apXUTEKTypa: ompeeneHue, MATTEPHBI | e | 3
B3aMMOJICHCTBHS ~ CEPBHUCOB, NPEUMYIIECTBA U  TEXHOJOTHYECKast A

IK-1.Y.2
CJIOXHOCTB.

5 | Yopasnenue OkpyXeHUsIMH (pa3paboTka, TECTUPOBAHUE, CTEHIDKHHT,
npoxakien). Ilpobmema «apeiipa xoHdurypaumity u cnocodsr ee | [TK-1.3.1
pelieHusl.

6 OnepaloHHbIE CHCTEMBI LinuX B KOHTEKCTE MMIIOPTO3aMELICHHs: 0030p

. . MK-1.3.1,
OTEYeCTBEHHBIX AUCTpUOYTHBOB (Astra Linux, ALT Linux) u wux
IK-4.3.1
0COOEHHOCTH.

7 OcHOBBI pabOTBl B KOMaH/AHOW cTpoke Linux: ympasieHue npoleccaMu,

IK-4.3.1
npasa gocryna (chmod/chown), moToku BBOAa-BhIBOAA.

8 Infrastructure as Code (IaC): nexnapaTiBHBINH U UMOepaTuBHbIi moaxoasl. | [1K-1.3.1,
[IpeumyniecTBa XpaHeHus: KOHGHUTYPALIMU B CUCTEME KOHTPOJIsSI BEPCHI. [K-1.¥.2

9 | Ansible: apxurekTypa (yNmpaBISIIOIMA y3es, yIpaBisieMble  Y3JIbl, MK-13.1
MHBEHTaph). [IpyHIND HAEMIOTEHTHOCTH IIIEHOYKOB. o

10 | bazoBeie Moxynu Ansible (komupoBanue ¢aiinoB, paboTa ¢ HmakeTamH,

.. MK-1.Y.2
urabnonusanust Jinja2).

11 | Bupryanuzauusi (THIEpBH30pPBI) M KOHTEHHEpW3alMs: CpaBHEHHE MK-43.1
APXUTEKTYP, HAKJIAJAHBIX PACXOAOB M INIOTHOCTU Pa3MELICHHUSI. -

12 | Apxurtekrypa Docker: KIHEHT, JeMOH, 00pa3bl, CJIOHM, KOHTEHHEpHI. MK-43.1
Pa3Huna mMexxy 00pa3oM U KOHTEHHEpOM. -

13 | ®opmar Dockerfile: nasnauenme uncTpykumii FROM, COPY, RUN, MK-1.Y .2
CMD, EXPOSE. o

14 | CereBbie pexxumbl Docker (bridge, host, none) u croco0Osr opranusanuu | I1K-1.3.1,
CBSI3M M@Ky KOHTeHHEepaMH. [1K-4.3.1

15 | Xpanenne nanueix B Docker: omiimunst ToMoB (volumes) U MOHTHPOBaHHS MK-13.1
karasoroB xocrta (bind mounts). o

16 | bamancupoBka Harpy3ku: ypoBHU L4 u L7. Anropurmel pacnpenenenus | [1K-1.3.1,
tpaduka (Round Robin, Least Connections, IP Hash). I1K-4.3.1

17 | Poms Nginx u HAProxy B oOecneuenun otkasoycrodumsoctd u |IIK-1.3.1,
MacIITabupoBaHuUsl BEO-NPUIIOKEHUI. IK-4.3.1

18 | Monutopunr: «3onotsie curnansy» (Latency, Traffic, Errors, Saturation). | I1K-1.3.3,
Pasnuna mexay white-box u black-box MOHUTOpHUHIOM. 11K-4.3.1

19 | Llentpann3oBaHHoe JsorupoBaHue: cxema pabotel creka EFK/ELK
(Elasticsearch/OpenSearch,  Fluentd/Fluent Bit, Kibana/OpenSearch | IT1K-1.3.1
Dashboards).

20 | CuctemMbl KOOPIMHALMH M XPAHEHHSI COCTOSIHUSL: Ha3HAYCHHUE U TPHUHLIUIIBI

MK-1.3.1
pabotst Consul u eted.

21 | CYBJ] PostgreSQL: xmoveBbie mapaMeTpbl 0azoBoii Hactpoiiku u | [1K-1.3.1,
tionuHra (shared_buffers, work mem, max_connections). MK-1.V.1

22 | O6ecnieuenue Boicokoit goctynHoctu (HA) CYB/I: apxurekrypa kiactepa MK-13.1
Patroni u ero B3auMOJICHCTBHE C pAacCIpEICICHHBIM XPaHWIUIIEM o

MK-1.Y.2
(etcd/Consul).

23 | Opkecrtpaiysi KOHTEHHEPOB: MpobiieMa YIpaBiIeHHUs] MHOXKECTBOM XOCTOB.

o MK-1.3.1
Mecto Kubernetes B coBpeMeHHO# HHOPACTPYKTYpE.

24 | Apxutektypa Kubernetes: Hasnauenue Control Plane (API Server, | [IK-1.3.1,

Scheduler, Controller Manager) u Worker Nodes (kubelet, kube-proxy). IK-4.3.1




25 | OcuoBuble 00bekThl Kubernetes: Pod, Service (Cluster]P, NodePort, | ITIK-1.3.1, WHCTpyKuuMs: TPOYUTANTE TEKCT, BHIOGPUTE MPAaBUIIbHbIC BapHAHTBl OTBETA M 3aIHIIMTE
LoadBalancer), Deployment. Haznauenue ConfigMap u Secret. IK-1.V.2 apryMeHTbl, 000CHOBBIBAIOLIME BEIOOP OTBETOB

26 | Komseiiep CI/CD: stamsl oT KOMMHUTa 0 HpojakimeHa. Pasauma mexny | IIK-1.3.1, 4 Kakue mnpakTMKM @OMOraloT MMHMMH3UpOBaTh KOHGIUKTE 1pu | YK-3
HenpepbiBHO# uHTerpanuei (CI) u HenpepsiBHOI# noctaBkoii (CD). TIK-1.V.2 nepenade  apredakra  Mexay ~— otamamu  «Paspabotkay  u

27 | Ponp Git B DevOps-npouieccax. GitOps kak pa3BUTHE KOHLEMLUH MK-13.1 «TectupoBanue»?
Infrastructure as Code. - [l Hcnonp3oBanue HICHTHYHBIX 0a30BbIX 00pazoB OC B Docker

28 |3amaum M UMHCTPYMEHTHI aBTOMaTH3amuu TectupoBanus B CI/CD- MK-1323 [J Pyunmas HacTpoilka TECTOBOIO cepBepa IO  3alHCKaM
naiinaine. o pa3paboTunka

29 | Cxanuposanue ysssumocteil B koge (SAST) u B Docker-obpazax (SCA) K-13.3 [l XpaHenue KOHDHUrypaluii OKpYXeHHs B CHCTEME KOHTPOJIS
KaK 2Tan obecnedeHus 6e30MacCHOCTH 11eMOYKU MOCTABOK. - Bepeuii (Git)

30 | KommiekcHas 3ajada: OIUIINTE TIOCIIENI0BATENBHOCTD JedcTBUI Uit MK-1.B.2 [ TIpenocTaBieHHE TECTHPOBIIUKAM MPAB CYNEPHIOIb30BATENS LIS
ABTOMATHUECKOrO Pa3BEPTHIBAHMNS OTKA30YCTOHIMBOIO MUKPOCEPBHCHOIO | /e ﬂ.Z’ OBICTPOI NPaBKH KOH(PUIOB
npunoxenus (Ha 6ase Docker, Ansible, 6ananCHpOBIIMKA W KIACTEPHOH VK-3.11 3’ 5 Kakue koMaHIbl MIM MEXaHU3Mbl MCIOJIb3yIOTCA Juisi ynpasienus | [TK-1
CYBL). M (OHOBBIMH TIpOIIECCaMH (JIEMOHAMHU) B COBPEMEHHBIX Linux-cucremax?

[ systemctl

IepeyeHs TeM /I BBINOIHEHUS KYPCOBOTO IPOEKTa/ KypcOBOH pabOThl NpPEACTaBIEHBI fdisk

B Tabymne 17.

. journalctl (us mpocMoTpa JIOTOB CITYKObI)
Tabmuua 17 — IlepeyeHb TeM ISl BBIIOJHEHHS! KYPCOBOTO MPOEKTa / KypcoBOH paboThl

Unit-¢aiinsl B qupekropuu /etc/systemd/system/

No /i ITpumepHSIil HepedeHb TeM I BEIIOIHEHHS KypCOBOTO IIPOEKTa/ KYPCOBOIt 6

6 Kaxkne unctpyments! u3 creka ELK/EFK orseuaror 3a Busyanusammio | [TIK-4
paboTl

JIAHHBIX U CO3/[aHKe HH)OPMALMOHHBIX MaHeNel (1amoopaos)?

Y4eOHbIM ILIAHOM HE NIPENYCMOTPEHO Kibana (nmu OpenSearch Dashboards) — Bepao

Elasticsearch (xpaHeHHE U TOUCK)
Filebeat (cOop naHHBIX)
Grafana (yHuBepcasbHasi BU3yajiu3aius MeTpuk) — BepHo

Bompocel [1si  TIpOBeACHHS TMPOMEXKYTOYHOM aTTecTalldd B BHAE TECTHPOBAHHS
TIpecTaBIICHbI B Tabmune 18.

. MHCTpYKIMS: TPOYUTANTE TEKCT M YCTAHOBUTE COOTBETCTBHE. K KaXK10# MO3ULIMU, JAHHOH B
Tabnuua 18 — [puMepHsbIii iepedeHb BOIPOCOB ISl TECTOB TPYKIL p y ol 11U, 1T

JICBOM CTOJIOLIE, TOJOEPHUTE COOTBETCTBYIOIIYIO MO3UIIMIO B TIPABOM CTOJIOLE

. Kon =
Ne i/mt [IpuMepHBIii TepedeHb BOIPOCOB AJIs TECTOB HEHJHKATODS 7 VYCTaHOBUTE COOTBETCTBHE MEXKILY POJIBIO B KOMAH/E U €€ KIII0UeBOH YVK-3
= ” 3apaueii B DevOps-npoexTe:
WHcTpyKums: Mpo4yMTaiiTe TEKCT, BBIOCPUTE MPABWIBHBIA OTBET W 3alMIINTE apryMEHTBI,
000CHOBBIBAIOIIIE BBIOOp OTBETA
1 Yro sBnsercs (yHIAMEHTOM KyibTyphl DevOps, nosponstomum | YK-3 Poxn 3anaua
pa3paboT4MKaM M CHCTEMHBIM  aJAMHHMCTpatopaM  3(pQpeKTHBHO 1. Developer A. Hanucanue nneiibykoB Ansible ast
COTpYAHUYATH? (Pa3paboTunk) HACTPOWKH HHPPACTPYKTYPHI
A) Hcnonp30BaHKe €JHHOTO sI3bIKA TPOTPAMMHUPOBAHHUS 2. SRE / DevOps B.H 6 Unit
B) CoBmecTHast OTBETCTBEHHOCTh 32 PabOTOCIIOCOOHOCTH MPOIYKTa Engineer - HAITHCAHHC DUIHEC-IIOTHKI 1 LnIl-TeCTOB
Ha BCCX STarlax MHU3HCHHOTO [HHKIa 3. QA Engineer C. HacTpoiika MOHHTOPHHTA U aePTHHTA B
C) ITonHast 3amMeHa aAIMUHUCTPATOPOB CKPHUIITAMH aBTOMATHU3ALINI . g Grafana/Prometheus
D) PasneneHue KOMaHI [0 MPUHIMIY «KTO HalWcal, TOT H .
D. ®opmanu3auus TpeGOBaHMil U ONKHCaHKE
MO JIICPIKUBACT 4. System Analyst
CLICHAPUEB HCIIOIb30BAHHS
2 Kakxas wunctpykuus Dockerfile rapantupoBanHo Bbimonnurcs mpu | IIK-1
Kak/10il cOopke 06pasa, co3jaBas HOBbIA CIOH, M HCHOIB3yeTes s 8 VYcranoBure coorBercTBHE Mexay oObektom Kubernetes u  ero | ITK-1
YCTaHOBKH 3aBUCHMOCTEH? OIHCAHUEM:
. A) CMD O0beKT Onucanue
. B) RUN — Bepho 1. Pod A. AOGcTpakuust Uil XpaHEHHS CEKpeToB (Taposiei,
. C) ENTRYPOINT ’ TOKEHOB)
° _ D) VOLUME 2. B. MunuManpHas eAMHULA 3alycka, oOepTKa Haj
3 Kakoii Tun HaHHL{X SIBJISICTCSI OCHOBHBIM TSI ccTeMbl Prometheus, T1IK-4 Deployment  KOHTeHHEpOM
OPUCHTUPOBAHHOM HA MOHHTOPHHI? C. Konrpomte ABJISIFOLIMI KOJMYECTBOM PEILIHK
e A) TexcToBble 10TU COOBITHIA 3. Secret ) P P, ymp P
NPHII0KEHUS
o B) Bpemennsle psijibl (METPUKH)
o C) bunapusie daitner 6a3 TaHHBIX 4. Service D. CrabunpHas Touka Bxoma (IP/DNS) mis moctyma x
e D) Cratuueckue HTML-cTpanuiis! noaam




9 YcTaHOBUTE COOTBETCTBUE MEXKIY «30J0THIM CUTHaIOM» MoHUTOpuHra | [1K-4
U €rO0 OIPe/IeNICHHEM:

Curnanu Onpenesenne

A. YpoBeHb HachleHus pecypcos (3arpy3ka CPU,
1. Latency HaMﬂI”)FI/I) pecypeos (sarpy

2. Traffic ~ B. Bpems oTkiuka cepBuca Ha 3apoc
3. Errors C. Konun4ecTBo 3ampocoB B CeKyHy (Harpyska)

4.

. D. Yacrora HeyaauHbIX 3anpocoB (SXX, TakMayThl
Saturation yA P (5xx, yThI)

MHC’I’pyKI_II/IHZ HpO‘II/ITaI‘/‘ITC TEKCT u YCTaHOBUTEC IOCJICA0BATCIIBHOCTD. 3anuimre
COOTBCTCTBYIONIYIO ITOCJICAOBATCIIbHOCTH 6yKB CJICBA HaIllpaBo

10 VcTaHOBHUTE IPABUIILHYIO M10CIIEN0BATENBHOCTD 3TAOB PabOTHI HaJl VK-3
¢uueii B mapagurme DevOps:
1. ABTOMAaTU3HPOBaHHOE TECTHPOBAHUE B H30JIUPOBAHHOM
OKPYXXCHHU
2. Hanucanue xona u Unit-recToB
3. ABToMaTH4ecKHil eIuIoif Ha MPOAAKIICH (IIOCIIC TIPOXOKICHUSL
BCEX MPOBEPOK)
4. Coopka apredakra (Docker-oOpasa) u 3amyck HHTETPaIlMOHHBIX
TECTOB

11 VYcTaHOBUTE MOPALOK paboThl Ansible Ipy BHIIOTHEHHUY 3aJa4y Ha IK-1
yJaleHHOM XOCTe:
1. KomnupoBanue Moaysst Ha yaaneHHbIH xocT no SSH
2. Brmonnenue Moy u BozBpat JSON-pe3ynbraTa
3. UYreHue UHBEHTaps U IUICHOyKa YIPABISIOMIUM y37I0M
4. VYcranoBnenue SSH-coeqnHeHus

12 VceraHoBUTE IyTh IPOXOXIEHHMs Jora B KiaccudeckoMm creke | IIK-4
LEHTPAIM30BaHHOTO JIOTHPOBAHMSI:
1. XpaHeHue U WHAEKCALHsl JaHHBIX /I OBICTPOTO IMOKUCKA
2. Coop noros ¢ KoHTeifHepoB wiH (aiinos (Agent)
3. Busyanusauus 1aHHBIX B BeO-HHTEpdeiice
4. TlapcuHr, oboraiieHue u GUIbTPALHs JaHHBIX

Wuctpykuus: [IpounTaiiTe TEKCT M 3aMMIINTE Pa3BEPHYTHI 000CHOBaHHBIN OTBET

13 Omnumure couManbHbll KOHQIUKT, BO3HUKawoIui npu npodneme | YK-3
«apeitda KoHPHUTYpalyid», U MPEUIOKHUTE CHOCOO ero pelieHus yepes
U3MEHEHHE KOMaHIHOTO B3aHMMO/ICHCTBHSL.

14 B uem 3axmowaercss npeumymecTBo ucnonab3oBaHus Helm mnpu | [IK-1
COIIPOBOXICHHUN CIOXKHOH HH(pOpManuoHHOHU cucteMsl B Kubernetes mo
CPaBHEHHUIO C IPUMEHEHHEM «4UCThIX» Y AML-manudecton?

15 TTouemy GanancupoBka Ha ypoBHe L7 (mpukinagHoM ypoBHe) cumnrtaercs | [IK-4
Oonee THOKOM Ui BU3yalM3allMM W YIOPaBICHUS TpaduKoOM, UYeM
OanaHcupoBka Ha ypoBHe L4 (tpancmoptHom)? IlpuBemure mnpumep
HACTPOMKH

[lepedyeHb TeM KOHTPOJIBHBIX Pa0OT MO MUCUUIUIMHE OOYYAIOLIIMXCS 3a0YHOH (HOpMBI
o0yueHHs, pecTaBieHbl B Tabnuie 19.

Tabauna 19 — IlepeyeHb KOHTPOJIBHBIX pabOT

Ne i/ IlepeyeHb KOHTPOJIbHBIX paboOT

baswl naHHBIX U OpKeCTpanust KOHTCﬁHCpOB

10.4. Meroguueckue  MaTepuasbl,  ONPEICISAIONIME  MPOLEAYpPHl  OICHHBAHUSA
MHIUKaTOpOB, XapaKTEPHU3YIONIMX STambl (OPMUPOBAHMS KOMIICTEHIHMI, CoOJepkarcs B
JIOKaJIbHBIX HOpMAaTHBHBIX akTax [ YAII, pernmaMmeHTHpYIOIIMX TOPSJOK M MPOLERypy
MIPOBEJCHUS TEKYIEr0 KOHTPOJSI yCIEBAEMOCTH M IPOMEKYTOYHON aTTeCTaluy 00YyJarOIIUXCs
I'YAIL

11. Meroauueckue yka3aHus Uil 00y4aroliXcsi O OCBOCHUIO TUCLUILIHHBI

11.1. Meroauueckue ykazaHusi [Jisi OOY4YaroOIIMXCS IO OCBOCHUIO JICKI[MOHHOTO
Marepuaa.

OCHOBHOE Ha3HAuYCHHE JICKIMOHHOTO MaTepuayia — JIOTHYECKH CTPOHHOE, CHCTEMHOE,
riy0OKOoe M SICHOE H3JIOKEeHHE ydeOHOro Mmarepuana. Ha3zHaueHHe COBPEMEHHOI JIGKIMH B
paMKax AMCIHMIUIMHBI HE B TOM, YTOOBI MOJYYHTh BCIO MH(POPMAIMIO [0 TEME, 2 B OCBOCHHU
(yHIaMeHTaJIbHBIX MPOOJEM JHMCUHUIUIMHBI, METOJOB HAyYHOI'O MO3HAHHS, HOBEHIINX
JIOCTHOKCHUM Hay4yHOW MbICIU. B yueOHOM mpouecce JeKIHs BBIIOIHAET METO0IOIHYECKYIO,
OpraHU3alHOHHYI0 U MH(GOPMAIOHHYI0 (GYyHKIMHU. JIeKIns pacKkpbIBaeT MOHATHHHBII anmapat
KOHKPETHOM 001acTu 3HaHus, e€ MpOOJIEeMbI, JaeT LENbHOE MPEACTaBICHHE O AWCLHILINHE,
TOKa3bIBAET B3aUMOCBSI3b C JPYTUMH TUCLUILTMHAMHU.

[lnaHupyeMble pe3yabTaThl IPH OCBOCHHH 00YYAIOIIUMHUCS JEKIIMOHHOTO MaTepHaa;

— T[OJy4YeHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBS3aHHBIX 3HAHHUH, YPOBEHb
KOTOPBIX OIPeeIIsIeTCs LIeJICBON YCTAHOBKOM K Ka)K/I0M KOHKPETHOH TeMme;

— TOJyYeHHE OIbITAa TBOPUECKOM pabOThl COBMECTHO C MPENOAaBaTeIeM;

— pa3BuTHE TPO(ECCHOHANBHO-JACIOBBIX  KAa4ecTB, JIOOBH K  MNpeaMETy |
CaMOCTOSTEIBHOTIO TBOPYECKOTO MBIIIUICHHS.

— MOsBJIEHHE HEOOXOJMMOT0 HHTEpeca, HEOOXOAUMOrO AJIsl CAMOCTOSTENILHOM PaboThI;

— TMOJNydYyeHHWEe 3HAHUH O COBPEMEHHOM YPOBHE DAa3BUTHS HAYKH W TEXHUKH H O
MPOTHO3€ UX Pa3BUTHS Ha OJrKaiiiine roapr;

— HAYYUThCS METOAMYECKH 00pabaThiBaTh MaTepuai (BBIICIATH IJIaBHBIC MBICIH H
MOJIOXKEHHs, TIPUXOJUTh K KOHKPETHBIM BBIBOAAM, MOBTOPSITH HMX B  Pa3IMYHBIX
(opmynupoBkax);

— TOJy4YeHHE TOYHOTO MOHMMAHHS BCEX HEOOXOIMMBIX TEPMUHOB U MOHSTHIA.

JIekMOHHBIM  MaTepuan MOXET CONPOBOXKIAThCSA JEMOHCTpaLueil ciaiiioB U
HCIIONIb30BaHUEM pA3JaTOYHOr0 MarepHana IpU IMPOBEACHHH KOPOTKUX AHUCKyCCHH 00
0COOEHHOCTSIX MPUMEHEHHS OTACIBHBIX TEMATHK 110 TUCIHUIIIINHE.

CrpyKTypa IpeaoCcTaBICHHs JEKIMOHHOIO MaTEpUAa:

— H3noxeHne TeopeTHYECKUX BOMPOCOB.

— OnucaHue METOJ0B, AITOPUTMOB, MOJXOJ0B U CIIOCOOOB K PELICHHIO KOHKPETHBIX

3a/1ad.

—  JlemoHctparnus npuMepoB. OLeHKa pe3yabTaTOB BbIIIOJIHEHHUS IPUMEPOB.

— OO0o0IeHne HW3JI0KEHHOTO MaTepHania, [aollee LEeJIOCTHOE IPEICTaBICHHE O
HpeaMeTe U U3y4aeMoii Hayke.

— OTBeThI Ha BO3HUKIIKE BOIPOCHI 10 TEME JICKIIHH.

11.2. Meroguueckne yka3zaHHsA Uil OOY4YaroONIMXCS 10 IPOXOXKICHUIO MPAKTHYECKUX
3aHATHI

IIpakTHueckoe 3aHATHE SBJISETCS OJHOW M3 OCHOBHBIX (DOPM OpraHm3alMu y4eOHOTO
IIpoIiecca, 3aKII0YA0IIAsACs B BBIMOJHEHUH 00yJalOIIUMICS MO/ PYKOBOICTBOM IIPETIOaBaTEIs
KOMIUIEKCa y4eOHBIX 3aJaHUil C LENbI0 YCBOCHHUS HAayYHO-TEOPETHYECKUX OCHOB YyueOHOI
JUCLHUIUIHHBI, TPHOOPETCHUsSI yMEHUH M HABBIKOB, OIbITA TBOPYECKOH JAEATEIBHOCTH.

Llespro MPaKTHYECKOTo 3aHATHS UL O0YYArOIIEeToCs ABIAETCS NPUBUTHE 00yJarONUMCs
YMEHHUH M HAaBBIKOB MPAKTHUECKOM JESITeIbHOCTH O U3ydaeMOi TUCLIUIUINHE.



[TnanupyemMsle pe3ynbTaThl P OCBOSHUH 00YUYaIOIINMCS IPAKTHYECKUX 3aHATHH:

— 3aKpeIuleHHe, YIIyOleHHe, paclUIMpeHHe W JeTalu3alys 3HAaHWM INpH pPEleHUU
KOHKPETHBIX 33/1a4;

— pa3BHUTHE TII03HABATEIBHBIX CIIOCOOHOCTEH, CaMOCTOSTEIBHOCTH  MBIILICHHS,
TBOPYECKON aKTUBHOCTH;

— OBIAJCHHE HOBBHIMH METOAAMH M METOIMKAMH H3y4EHHs KOHKPETHOH YydeOHOM
JHCIUILIMHBI,

— BbIpabOTKa CIIOCOOHOCTH JIOTMYECKOTO OCMBICJICHHS TMOJIyYCHHBIX 3HAHMI Ui
BBITIOJIHEHUS 3a/IaHHH;

— olecrieyeHne palMOHAIBHOTO COYETAHUs KOJUIEKTUBHOW W MHIMBHIYaJIbHOH (opM
o0y4eHwus.

TpeboBaHus K IPOBEICHUIO TPAKTHICCKHUX 3aHATHI
IIpoBeneHne NpakTUUECKUX 3aHATHHA TpeOyeT OT CTyAeHTa o00s3aTenbHON padoThl C

KOHCIICKTOM JIeKIMH. B KOHIlE 3aHATHSA NpeayCMOTPEHO IOABEICHHE HMTOTOB: YKa3bIBAIOTCS
HEJIOCTaTKH M JIOCTUTHYTHIE YCIIEXH, OTBETHI Ha BOIPOCHI CTYJICHTOB, IyTH AaJbHEHIIEro
COBEpPLICHCTBOBAHHs YMEHUH.

11.3. Meronuueckue yka3aHus Uil 00y4aroLUIMXCs 10 MPOXOXKICHUIO CaMOCTOSATEIbHOM
paboTsI

B xo/ie BBINOJHEHUS CaMOCTOATEIBHON paboThl, 00Y4YaIOIIUICs BBINOJHACT PaboTy IO
3aJaHMIO M NIPU METOIMYECKOM PYKOBOZICTBE IpenojaBareis, HO 0€3 ero HenocpeaCTBEHHOrO
ydacTusl.

Jlnst oOyvaromuxcss 1mo 3a04HON (hopMe OOydeHHsS BBINOJHEHHE KOHTPOJBHBIX paboT
SIBJISICTCS DJIEMEHTOM TEKYILEro KOHTPOJIS YCIIeBAeMOCTH M CaMOCTOSITENIbHOH paboThl

Jlnst oOyvaromuxcst 1mo 3a04HON (hopMe 0OydeHHS! BBINOJHEHHE KOHTPOJBHBIX paboT
SIBJISICTCS] QIIEMEHTOM TEKYILETO KOHTPOJISL YCIIEBaeMOCTH M CaMOCTOSITEIILHON pabOThlI.

B mporiecce BBINOMHEHHS CAMOCTOSTEIBHONH paboOThl y oOydaromierocs (popMHUpyeTcs
Lenecoo0pa3Hoe MIaHWPOBaHUE PaboYero BPeMeHH, KOTOPOE MO3BOJISIET MY Pa3BUBATH YMEHUS
Y HaBbIKM B YCBOGHMM M CHCTEMATH3allMH NPUOOPETaeMbIX 3HAHWH, 00EcreyrBaeT BBICOKUMH
YPOBEHb YCHEBAEMOCTH B MEPHOJ OOYYeHHMS, I[OMOraeT IOJYyYUTb HABBIKHM IIOBBILICHUS
poecCHOHANBHOTO YPOBHSI.

MeTonMueCKUMH  MaTepUalaMM,  HANpaBISIONMMH  CaMOCTOSTENbHYI0 — padory
00YYarOLINXCSSBIISIOTCS

—  y4eOHO-MEeTOAMYEeCKuil MaTepuall 1o JUCLMIUIHHE;

—  METOIUYECKHE YKa3aHHs I10 BBIINOJHEHUIO KOHTPOJBHBIX paboT (i 00ydaromuxcs
110 3204HOM (opMe 00yueHus).

11.4. Meronuueckue yKa3aHus A OOYYarOIUXCS [0 MPOXOXKICHUIO TEKYIEero
KOHTPOJISL YCTIEBAEMOCTH.

Texynuii KOHTPOJNb YCHEBAa€MOCTH IpeIycCMaTpUBAeT KOHTPOJb KauecTBa 3HAHUHN
00y4aromuXcs, OCYHIECTBISIEMOr0 B TEUCHHE CEMECTPa C IIEbI0 OIICHUBAHUS XO/a OCBOCHUS
JICLUITIMHBL.

VYUHuTBHIBAIOTCS CIEAYIOIIME MO3MLMU: IOCELICHHE JIeKIMH M BEJCHHE KOHCIEKTa,
AKTHBHOE YJacCTHE Ha MPAKTHYECKUX 3aHATUSIX, BEIITOJHEHHIE TECTOB.

11.5. Meronuueckue yka3aHusi AJsi 00y4YarolmuXcsi M0 MPOXO0XKICHUIO MPOMEXYTOYHOM
aTTeCTallWN.

[Mpomexyrounast — arrecraumst — OOy4alOIMXCS  NpPEAYyCMaTPUBAEeT  OLICHUBAHHE
HNPOMEXYTOUHBIX ¥ OKOHYATENbHBIX PE3y/IbTaTOB 00ydeHMs 1o aucuumuinHe. OHa BKIIOYAeT B
ceOst:

— 3a4er — 9T0 (OopMa OLEHKU 3HAHMH, IOJIYYCHHBIX O0YYAIOIMMCS B XOJ€ M3y4eHHs
y4eOHO! ANUCIMIUIMHEI B IIEJIOM WM IIPOMEKYTOYHast (110 OKOHYaHUH CEMECTpa) OLICHKA 3HAHWI
00y4aromuMest 110 OTAENBHBIM pa3/ielaM JUCLMIUIMHBI C aTTECTALMOHHON OLEHKOH «3a4TeHO»
WIN «HE 3aYTEHOY.

Cucrema OIICHOK IpH IPOBEICHUU IPOMEKYTOYHOW aTTECTAL[MH OCYIIECTBIISICTCS B
cooTBeTcTBUM ¢ TpeboBaHusmu [lomokenuin «O TeKylleM KOHTPOJE YCHEBAEMOCTH U
IIPOMEXYTOUHOI arrectanmu cTyneHToB ['YAII, oOydaromuxcsi IO IporpaMMBl BBICIIETO
obpazoBanus» U «O MOAYIBHO-PEHTHHIOBOI CHCTEME OIIEHKM KadecTBa ydeOHOH paboThI
ctyneHToB B 'YAID».



Jluct BHeCeHHS N3MEHEHUH B pab0odyIo IIPOrpaMMy JTUCIUIIIHHBL

JlaTa BHECEHHS
M3MEHEHHUH U
JIOTIOJTHEHHH.

TToxmuck BHECIIETO
U3MCHCHUA

ConeprxkaHne U3MEHEHUH U JIOTIOIHeHUH

Jlata n Ne

MIPOTOKOJIA
3acelaHus
Kadeapst

Tloanucs
3aB.
kadenpoii




