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AHHOTaUs

JucuunnuHa «3ammra “HPopMaIn) BXOAUT B 00pa30BaTEeNIbHYIO IPOrPAMMY BBICIIETO
oOpa3oBaHusl — MporpaMMy OakangaBpuara IO HAIPABJICHUIO TOJATOTOBKU/ CHEIHMATBLHOCTH
09.03.02 «MHubOpMALIMOHHBIC CHUCTEMbI W TEXHOJOTHH » HAIPaBICHHOCTH/CIICIHATH3AIIH
«MHpopManoHHbIC TEXHOJIOTHH B Tu3aitHey». luciurumna peanusyercs kadenpoit «Ne33».

JucuuninuHa HauejaeHa Ha GOpMUPOBAHKE Y BBIITYCKHUKA CIIEIYIOIINX KOMIIETSHIIUMN |

[MK-1 «CriocoOeH BBHIMOTHATH PabOTHI 10 CO3MaHUI0 (MOIU(MUKAIINK) H COMTPOBOXKICHUIO
MH(OPMALIMOHHBIX CUCTEM

[MK-4 «CriocoOeH BBIMOMHATH PabOTHI 1O CO3AAHUIO (MOIUGDUKALINN) U COITPOBOXKICHUIO
MH(OPMALIMOHHBIX PECYPCOB, CO3AaBaTh 0OBEKTHI BU3YAIIbHON MH(MOPMAITUN

[IK-6 «uTepHeT Bemein»

CopepxaHue AMCUUIUIMHBI OXBATHIBAET KPYT BOIMPOCOB, PACKPBHIBAIOIIMX CYIIHOCTh U
3HaueHue WH(OPMANMOHHOW O0€30MacHOCTH W 3aluThl MHPOpPMAIMH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNneHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METOJ0JIOTUYECKUX M OPraHU3alMOHHBIX OCHOB 00eCTIeYeHUsI O€30IaCHOCTH.

[IpenogaBanue AMCHUILIUHBI TpeAycMaTpuBaeT cieaytonpe ¢GopMbl OpraHU3aINH
y4eOHOro mporecca: JEKIUH, JIa0OpaTopHbIe padOTHI, CaMOCTOSITeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[TporpaMMo#i ITUCHUTUIMHBI TPEIYCMOTPEHBI CICAYIONINE BHIBI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAs aTTecTanus B hopme 3K3aMeHa (8 cemectp).

OO0mast TpyA0eMKOCTh OCBOSHUS JAMCIMILIMHBI COCTaBIsET 3 3adeTHBIX eawHmibl, 108
YacoB.

SA3bIK 00yUYeHUs 10 AUCIHUIUINHE «PYCCKUH »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcuuIuinHa UMEET CBOEH LeJbi0: 00eCIIeYnTh BBIMOJHEHHE TPEOOBAaHUH, N3T0KEHHBIX
B (eZiepaibHOM T'OCYIapCTBEHHOM 00pa30BaTeIbHOM CTaHAApTe BBICIIETO MPOo(eccrnoHalIbHOTO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETEHIIUH.

Taxoke 1ensiMU OCBOCHUS NUCIMILIMHBI «3aliuTa MHPOPMALUN») SBISIOTCS PACKPBITHE
CYIIHOCTH U 3Ha4eHHs] MHGOPMAIMOHHON 0€30MacHOCTH U 3alllUThl HHPOpPMAIMH, UX MECTa B
CHCTEME HaIlMOHAIBbHOM OE30MacHOCTH, OIpeJeNieHHEe TEOPETUYECKUX, KOHIENTYalbHbIX,
METOJIOJIOTUYECKUX M OPraHU3allMOHHBIX OCHOB obecriedeHusi Oe3onacHocTH HHpopmanuu,
KIIAaCCU(UKALIUS U XapPAKTEPUCTUKU COCTABIISIONINX MH(POPMAITMOHHON OE€30MaCHOCTH | 3aIIUTHI
uH(pOpMalliK, YCTaHOBJICHHE B3aUMOCBSI3M M JIOTUYECKOW OpraHM3alMyd BXOISIIMX B HUX
KOMITOHEHTOB.

1.2. JlucuumiuHa BXOOUT B  COCTaB  4YacTd, (OpMUPYEeMOHl  ydyaCTHHUKaMU
00pa30BaTeNIbHBIX OTHOIIEHUH, 00pa30BaTENIbHON MpOrpaMMbl BhICILIETO 00pa3oBaHus (nanee —
OI1 BO).

1.3. TlepeueHsp mIaHUPYEMBIX PE3yJIbTATOB O0YyUEHHUS 110 AUCIUILINHE, COOTHECEHHBIX C
IIaHUpyeMbIMH pesynbratamu ocBoenust OIT BO.

B pesynbrare M3ydeHUs AUCHUILUTAHBI OOYYAIOUIUICS JODKEH 00J1aaTh CIeIYIOIUMHU
KOMIETSHIMSIMHU WM WX YacTaMu. KoMIeTeHIIMN U MHAWKATOPHI UX JIOCTHXKEHUS MPUBEICHBI B
tabnuue 1.

Tabnuna 1 — [lepeuens KOMIETeHIINN U UHAUKATOPOB UX JTOCTHXKEHUS

Kareropus (rpynna) Kon n Kon v HanMeHoBaHNE HHIUKATOPA JOCTHKECHUS
HalMEHOBaHUE
KOMIIETEHIH KOMIIETEeHIIUU
KOMIETEHIINU
[1K-1.3.1 3HaTh apXUTEKTYpY, YCTPOICTBO U
KLIMOHUPOBAaHUE UH(OPMAILIMOHHBIX CUCTEM;
ITK-1 Cnocoben (ymxn P (opman ’
CETEBbIE IIPOTOKOJIbI; OCHOBBI COBPEMEHHBIX
BBINOJIHATH PaObOThI
OIIEPALIMOHHBIX CUCTEM; OCHOBBI COBPEMEHHBIX
10 CO3/IaHUI0
[TpodeccuonanbHble CHCTEM yMpaBiieHUs 0a3aMH JaHHBIX; METObI U

(MonuduKkaumn) u
KOMITETEHIINH MHCTPYMEHTBHI JIIsl cOOpa U OpraHu3aliu

COIIPOBOXKJICHHIO
XpaHeHus OO0JIBIINX TaHHBIX

MH(POPMALMOHHBIX

CHCTOM I1K-1.3.3 3HaTh HHCTPYMEHTBI U METO/BI OLICHKH

KauecTBa 1 3 (PpeKTUBHOCTH MHPOPMAIITMOHHBIX
CUCTEM

[1K-4.3.1 3HaTh apXUTEKTYpY, YCTPOICTBO U
NPUHIUT (PYHKIIMOHUPOBAHMS BEIUMCIIUTEIBHBIX
CHCTEM; OCHOBBI COBPEMEHHBIX CUCTEM
yTipaBiieHUs 0a3aMu JTaHHBIX

[1K-4.Y.1 ymeTs npou3BOAUTH aHATIHU3
UCIIOJHEHUs TpeOOBaHMiA; BEIpabaThIBaTh

[1K-4 Cniocoben
BBITNIOJHATH PabOThI
10 CO3JJaHUI0
(MoguduKkanun) u
[TpodeccrnonanbHbIE | COMPOBOKICHUIO

KOMITETCHIIH WH(pOpPMaAITMOHHBIX .
BapHaHThI peajan3aluu TpeOOBaHU; BEIOUPATh
peCypcoB, CO31aBaTh .
OGLOKTEL CpeICTBa peanu3alui TpeOoBaHUHN K
. MH(OPMALIMOHHBIM pecypcaM; IPOU3BOIUTh
BU3YyaJIbHOU (bopwa pecypeamt; Tip g
OLIEHKY U 00OCHOBAaHUE PEKOMEHYEMBIX
uH(popManun .
peleHni
[Tpodeccuonanwvusie | [TK-6 MaTepuer [TIK-6.Y.1 yMeTs 00ecneqnuTh CBIA3b MEKIY
KOMIIETEHITUA BeIICH ycTporicTBamu H tuiatdopmoit laTepHeTa Bemei

2. Mecro nuctuIuIHHEL B cTpykType OI1
[IPY U3YYECHUH CIEAYIOIUX AUCLUUIUINH:
— MWudopmaruka




— HMudopmanmonHbie TEXHOIOTUN

3HaHI/I$I, IMMOJIYYCHHBIC ITPU U3YUCHUHN MaTEpUajia ,HaHHOP'I JUCHUIIIIMHBI, HUMCHOT CaMOCTOATCIBHOC

3HA4YCHUC.

3. O0BeM U TPYIOEMKOCTh AUCIUILIAHBI
Janaple 00 00meM oO0beMe TUCIUILUIMHBI, TPYJOEMKOCTH OTACIBHBIX BHJIOB y4eOHOU
paboThI MO TUCHUIUIHHE (K paclpeeeHUe STOH TPYA0EMKOCTH 110 CEMECTpaM) MPECTABICHBI B

Tabnuiie 2.

Ta6ymma 2 — O06beM U TPYJ0EMKOCTh JUCITUTIINHBI

TpynoemMKocTs 1o
Bun yuebnoit pabotbl Bcero ceMecTpam
Ne8
1 2 3

Oowan mpyooemKkocma OuCUUNIUHDL, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npaxmuyeckoil n0020moeKu 10 10
AyoumopHuie 3aHamus, BCEro vac. 30 30
B TOM YHCIIC:

nekiuu (JI), (dac) 20 20

npakTudeckue/cemunapckue 3anatus (I13),

(dac)

nabopaTtopHbie paboTs (JIP), (uac) 10 10

KypcoBoii mpoekT (padota) (KII, KP), (gac)

9K3aMeH, (Jac) 36 36
Camocmoamenvnan paboma, Bcero (4ac) 42 42
Buo npomesxcymounoit ammecmayuu:. 3a4er, K3 K3
. 3auer, sx3amen (3ader, Audd. 3au, Dk3.) ’ ”

4. ConepxaHue JUCITUTUTHHBI
4.1. PacnpeneneHue TPyJIOEMKOCTH JUCIUILTHHBI MO pa3jesiaM U BUAAM 3aHITHIA.
Paznensl, TeMBI TUCIUTIINHBI U MX TPYJAOEMKOCTh TIPUBEICHBI B TAOIHUIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCIUILINHBL, UX TPYAOEMKOCTh

Pasznessl, TeMBI TUCITAIIIINHEI Hexumm | 113 (C3) 1P KIVKP CP (gac)
’ (dac) (dac) (uac) (dac)
Cewmectp 8
Paznen 1. Beenenune 2 2
Paznen 2.CymHocTs W TOHATHE WHGOPMAITMOHHOM 2 4
0e3omacHOCTH
Pasnen 3. 3Hauenue nHGHOPMAIMOHHOM OE301MaCHOCTH 2 4
Y ee MEeCTO B CHCTEME HAI[MOHAIBHOI 0€3011aCHOCTH
Paznen 4. CyuiHocTh ¥ MOHATHE 3aIMThI HH(QOPMAIIUU 4
Paznen 5. Cocras u kitaccudukaius HocUuTeeh 2 2 4
3amuIaeMoi nHhopmanuu
Pa3znen 6. IlonsaTHe 1 CTPYKTYypa yrpo3 3alUIIaeMoi 2 2 8
uHQOpMAaIH
Paznen 7. O0BeKTHI 3a1UTHI HHOOPMATTIH 4 2 8
Paznen 8. Kiaccudukanust BuIoB, METOAOB U CPEACTB 4 8
3aIuThl HHGOPMAIIH
HUroro B cemectpe: 20 10 42




Htoro 20 0 10 0 42

IIpakTnyeckass NOATOTOBKA 3aKIIOYACTCS B HENOCPEICTBEHHOM  BBIIOJHEHUU
Oo0y4yaromMMHUCS  OMNpPENEeNeHHBIX  TPYIOBBIX  (YHKUMH, CBSA3aHHBIX C  Oya;ymei
npoeCCHOHATIBHON 1€ TEIbHOCTBIO.

4.2. CopnepxaHue pa3/iejoB U TEM JICKIIMOHHBIX 3aHSATHI.
ConepxaHue pa3ieiioB M TeM JICKIIMOHHBIX 3aHITHI IPUBEICHO B Ta0MIIC 4.

Ta6mmma 4 — ComepxaHue pa3AesioB U TEM JIEKIIMOHHOTO UK

HOMep pasaciia Hazsanwne u COACPpIKAHUE PA3CIIOB U TEM JICKIIMOHHBIX 3aHATUH

Pasoen 1. Beeoenue.

IIpeamer u 3amaun Kypca. 3Ha4eHNE U MECTO Kypca B, IOATOTOBKE
CIIEIAIMCTOB, IO 3amuTe HHpopmarwn. HayuHas n yueObHas
B3aMMOCBSI3b Kypca ¢ APYTMMH TUCHUTUIMHAMH. Pa3ziensl u TeMbl, uxX
pacrpenencHue o BUIaM ayJUTOPHBIX 3aHATHH. DopMbl poBeaeHNS
ceMuHapcKuX 3aHATHiA. COCTaB M METOAMKA CAMOCTOSTENTLHONU PabOTHI
CTYZICHTOB I10 U3YyUYEHUIO JUCLHUIUIMHBI. POPMBI IPOBEPKU 3HAHUM.
AHanm3 HOPMaTHUBHBIX HICTOYHUKOB, HAYYHOH H y4eOHOH JINTEpaTypHI.
3HaHUs U YMCHHUS CTYAEHTOB, KOTOPBIC JOKHBI ObITH IOITY4EHBI B
pe3ynbpTaTe U3y4eHus Kypcea.

Paszoen 2. Cywynocmb u nonamue uH@opmayuoHHou bezonacnocmu
CraHOBIIEHUE U pa3BUTHE MOHATHA "HHPOpPMAIIMOHHAS 0€30TacHOCTE" .
CoBpeMeHHBIE TTOIXO0/IBI K OTIpeeNIeHUIO MOHATH. CyITHOCTh
uHPOpMaMoHHOH 6e3omacHocTH. OOBbEKTH HHPOPMAIIMOHHOM
oe3omacHocTU. CBsi3b HH()OPMAIMOHHOM 0€30MaCHOCTH C
nH(popMaTH3amuei odmectsa. CTpykTypa HH()OpPMATMOHHON
6e3omacHocTr. OnpeneneHre MOHITHS HHPOPMAITIOHHAS
0e3omacHoCTh".

Paszoen 3. 3uauenue unghopmayuonnou besonacnocmu u ee mecmo 6
cucmeme HayUOHAIbHOU O30TACHOCTH

3HaueHre UH(HOPMAITUOHHOM, O€30IIACHOCTH JIJIsl CYOBEKTOB
WHQOPMAITMOHHBIX OTHOIICHUH.

3 CBs13bp MeX 1y HH(POPMAILIMOHHOHN 0€3011aCHOCTBIO M 0€3011aCHOCTHIO
WH(pOPMAITHH.

[NoHsTHE ¥ COBpEeMEHHAs! KOHIICTIIUS HAITMOHATILHOM 0e30MacHOCTH.
MecTo HHpOPMAIMOHHOH, 0€30MTaCHOCTH, B CUCTEME HAIIHOHAIBEHON
0e301MacHOCTH.

Paszoen 4. Cywnocms u nonamue 3awumol uH@Gopmayuu
CymiecTByromye IoaX0 bl K COAepKaTeIbHON YacTH MOHATHA "'3aIuTa
uHpOpMauKu" U COCO0BI peau3aliy COAECP)KaTeIbHOM YacTu.
MeTononoruyeckasi OCHOBa PACKPBITHSI CYLIHOCTH U ONPEIEIICHUS
MOHATHS 3aUTHI HHPOpMaIu. PopMbl BEIpaKESHUS HAPYIICHUS
craryca naHopmaruu. OO0yCIIOBIEHHOCTD CTaTyca HH(OpMAaLUH ee
YSI3BUMOCTBIO.

[onsTre ya3sumoctu nHpopMannu. OopMbl IPOSIBIEHUS YI3BUMOCTH
uHpopmarun. Buasl ys3Bumoctr uadopmarmu. [Tonstue "yreuka
uHpopmarun". CooTHoieHne GopM U BUAOB YSI3BUMOCTH
nHpopmarun. ColiepkaresbHas 4acTh MOHITHS "3aluTa
uHpopmMarmn'.

Crioco6 peanuzanuu coJep KaTesIbHON YacTy 3aIlUThl HHOpMAaIry.
Onpenenenue MoHATHS "3aminTa HHGOPMALUK'", €F0 COOTHOLICHHUE C
nousTueM, copmymupoanabiM B [OCT P 50922-96. "3amura
nHpopmarr. OCHOBHbBIE TEPMHUHBI U ONpeaeieHus .




Paszoen 5. Cocmas u kraccugpuxayus Hocumeneil 3auuuiaemot
ungopmayuu

[NonsiTue HOCUTEND 3amuinaecMoi nHpopmaruu". COOTHOIIEHUE
MEXTy HOCUTEJIEM H UCTOYHHKOM HH(popMmaru. COCTaB HOCUTEICH
3ammmaeMoit uHpopmanun. Crroco0b! GUKCHPOBaHUS HHGOPMAITHH B
HOCHUTEIISIX. BUIel oToOpaskeHmsI HHPOPMAIIUK B HOCUTEISIX. MeTO b
BOCTIPOU3BEACHUS OTOOPAKCHHOUM MH(OPMAITUU B HOCUTEIISX
uHpopMmari. Hocurenu muchbMeHHOH, BUIOBOM, H3JTy4aeMOM
nHpopmaruu. OmocpeT0BaHHBIE HOCUTETH 3aITHIIaeMOH
uHpopMmarui. CBONCTBA M 3HAYCHHUE TUIIOB HOCUTENICH 3allUIaeMON
WHPOpPMALIUH.

Paszoen 6. [lonamue u cmpyxmypa yepo3 sawuujaemoni ungopmayuu
CoBpeMeHHbIE TOAXO0BI K TOHATHIO YTPO3bI 3aIIHIIAeMOI
uHpopMaruu. CBsI3b YIpo3bl 3alIUIIAEMON HHOPMAITUH C
ys3BUMOCTBIO HH(popManuu. [Ipu3HaKu U COCTABIISIONINE YTPO3bI:
saBieHus, (pakTopsl, ycnoBus. [loHsTHE YTrpo3bl 3amuaeMoit
uHpopmaruu. CTpyKTypa SBJICHHIA KaK CYIIIHOCTHOTO BBIPKEHUS
yrpo3sl 3anuiaemMon uapopmaruu. CTpykTypa GakTopos,
CO3AIOIINX BO3MOXKHOCTb JIECTA0MIN3HPYIOIETO BO3ICHCTBHUS Ha
WH(GOPMAITHIO.

Pazoen 7. Obvexmol 3auumeol ungopmayuu

[MonsiTre o6bekTa 3amuTel. HocuTenn nHpopManum Kak KOHEYHbBIE
00BbeKTHI 3amUTHl. OCOOCHHOCTH OTAEIBHBIX BUIOB HOCHTEINCH KaK
00BEKTOB 3aIUTEHI.

Cocrasn O6’beKTOB XpaHCHHUA MMCbMCHHBIX U BUAOBBIX HOCHUTENeHn
uH(popMauH, moIeKamux 3ammre. CocTaB MOUISKAIINX 3AIUTE
TEXHHYECKUX CPENICTB OTOOpakeHus, 00paboTKH, XpaHEHUS,
BOCIIPOU3BEICHUS nepeaaun nHpopManun. Jpyrue o0beKThl 3aIIUThl
nHpopMarui. BHIIBI 1 cCIOCOOBI JecTa0MIN3UPYIOMIETO BO3ISHCTBUS
Ha OOBEKTHI 3aILUTHI.

Pazoen 8. Knaccugpuxayus 6udos, memooos u cpedcmes 3auunol
unghopmayuu

Bupl 3ammutel nHpopmaium, chepsl ux aeictus. Knaccupukars
METOJIOB 3aIUThI UHPOPMAITUK. Y HUBEPCATBHBIC METO/IBI 3AIIUTHI
nHpOpMaIuK, 00acTb UX npuMeHeHus. O01acTH MpUMEHEHUs
OpraHU3aIMOHHBIX, KPUITOrPAQUISCKUX U HHIKCHEPHO-TEXHUISCKUX
METOIOB 3aruThl nHpopMaiuu. [ToHsaTHe U KiaccuBUKaIHs CPECTB
3amuThl nHpopManuu. HazHaueHne nporpaMMHBIX,
KpUNTOrpadMuecKuX U TEXHUIECKUX CPEJICTB 3aIHTHI.

4.3. Tlpaktudeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuueckue 3aHsATHS U UX TPYJOEMKOCTh

Ne
/o

Templ mpakTH4YEeCKUX
3aHATHI

N3 nux Ne
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTh, |IpPaKTUYECKOH |pa3zerna
3aHATUH (uac) MMOATOTOBKH, | AUCIUI
(dac) JIUHBI

Y4eOHbIM MJIaHOM He MPEAYyCMOTPEHO

Bcero

4.4. JlabopaTopHble 3aHATHS
Tembr 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTb TPUBEICHBI B TaOIHIIE 6.




Tabnuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYJOEMKOCTb

N3 Hux Ne
Ne HaunmenoBanne 1abopaTopHbIX padoT TpynoeMKOCTS, | MPaKTHUCCKOH | pasiena
/1 (gac) MOJATOTOBKH, | JUCIIHII
(dac) JINHBI
Cemectp 8
1 | UccnenoBanue ys3BUMOCTH HHPOPMAITH 2 5
2 | UccnenoBanue BUIOB YSI3BUMOCTH 2 6
3 | HccnenoBanue ¢hopM ysI3BUMOCTH 2 7
4 | IlocTpoeHne aITOPUTMOB COITHATHHOM 4 8
MHKCHEPUH U CIIOCOOBI 3aIUTHI OT HUX
Bcero 10

4.5. BBITIOJIHEHUE KYPCOBOTO MPOEKTa/ KypCOBOM pabOThI

VY4eOHBIM MJIaHOM HE IPESYCMOTPEHO

4.6. CamocrosTenbHas paboTa 00y4aromuxcs
Buner caMmocTosTennbHON pabOTHI B €€ TPYA0EMKOCTh IPUBEICHBI B Ta0IHIIE 7.

Tabnuna 7 — Bunbel caMmocTosTenbHON paboThl M €€ TPYAOEMKOCTh

N Bcero, | Cemectp 8,
Bun camocrositensHOl paboTh
qac yac
1 2 3
M3yueHne TeopeTHyecKoro Marepuasia
30 30
nucuuruael (TO)
KypcoBoe npoextuposanue (KII, KP)
PacuetHo-rpaduueckue 3aganus (PI'3)
BrinonHenue pedepara (P)
[ToaroToBka K TEKyLieMy KOHTPOJIIO 6 6
ycneBaemoctu (TKVY)
Jowmamrnee 3ananue (J13)
KonTponbubie pabotel 3a0uHNKOB (KP3)
IToaroToBka K MpOMEKyTOYHOU 6 6
attecranuu (ITA)
Bcero: 42 42

5. Ilepedenp yueOHO-METOANYECKOTO OOECTIEUEHUS
JUISL CAMOCTOSTEIEHOM PabOThl 00YUYAIOIIUXCS TT0 AUCIUTUIMHE (MOIYJTIO)
Y4eOHO-MeTOIMYeCKHe MaTepualibl JUIsl CaMOCTOSITENbHOW paboThl 00y4aromuxcs yKa3aHbl B

IL.I1. pa3ennoB 6-11.

6. IlepeueHb MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN
[lepedyeHpb neyaTHBIX U SJIEKTPOHHBIX Y4eOHBIX M3/IaHUH MpHUBeieH B Tabaulle 8.

Tabmuna 8— [lepedeHb MEYaTHBIX U MJICKTPOHHBIX YUCOHBIX M3IaHHMA

Iudp/

URL bubnuorpapuyeckas ccpuika

azpec

KomiuecTBo 3K3eMIUIsipoB B
Oubmoreke
(KpoMe AIIeKTPOHHBIX
IK3EMIUTSIPOB)




004 CBunapuyk, Auapeit AnekcanapoBud (KaH[I. TEXH. 5
C24 Hayk). OcHOBBI HH(POPMALIMOHHOM OE30MTaCHOCTH :
y4ueOHO-MeToanueckoe mocooue / A. A. CBUHApUYK ;
C.-lletepb. roc. yH-T a3pOKOCM. IPUOOPOCTPOECHHUSL. -
Cankr-Ilerepoypr : U3a-so I'YAIIL, 2023. - 94 c. :
puc., Tabn. - bubnuorp.: c. 90 (12 nass.). - b. 11. -
Tekcr : HenocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IUTHl HHPOPMALIUH: 10
B 75 yueOHoe nocodue/ A. B. Boponos, H. B. Bonommwna.
- CI16.: 'OY BIIO "CIIGI'YAIT", 2009. - 78 c.

004 III | Hagerus, B. ®. 5
22 WNudopmannonnas 6e3onacHocts [ Tekcr]: HaydHo-
nonyssipHas auteparypa / B. @. lllaasrun. - M.:
JMK Ilpecc, 2014. - 702 ¢

X 47 | Sxosen, E. H. IIpaBoBbiec OCHOBBI 00ecriedeHuUs 5
nHpOopMaMOHHOM Oe3omacHocTH Poccuiickoit
Oenepannu [Teket] : yuebHoe mocobue / E. H.
SAxogen. - M. : FOpmuturdopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
Hanerun, B.®. 3amuTa nadpopmanuu B
KOMITBIOTEPHBIX CUCTEMAX U CETSIX [ DIIEKTPOHHBII

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MenbaukoB, B. I1. 5
48 3amuta undopmanuu [ Tekcr] : yue6nuk / B. I1.
Menbuukos, A. U. Kynpusisos, A. I'. Cxuprnanse ;
pen. B. I1. MenbuaukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps0ko, b. 4. 10
98 Kpunrorpadudaeckne MeTO 6! 3aIUTHI HH()OPMAITAN

[Tekcr] : yue6HOE mocobue / b. S. Psbxko, A. H.
®HOHOB. - 2-€ u31., ctep. - M. : ['opstuas muHMS -
TemexomMm, 2014. - 229 c.

7. TlepeueHb 2MEKTPOHHBIX 00pa30BaTENbHBIX PECYPCOB
WH(OPMAITMOHHO-TEIICKOMMYHHKAITMOHHOH ceTn « THTepHEeT)
[Tepeuens AIIEKTPOHHBIX 00pa3oBaTeNbHBIX pecypcoB nH(pOPMaIMOHHO-
TEJICKOMMYHUKAIMOHHONW ceTn «MHTepHeT», HEOOXOIMMBIX JJII OCBOCHHS JTUCIUILIAHBI
npuBeseH B Tabmuie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX OOpa30BATEIBHBIX PECYPCOB HH(POPMAIMOHHO-
TEJIEKOMMYHUKAMOHHOM ceTH «HTepHeT»
URL anpec HaumenoBanue

He npenycmorpeno

8. Ilepeuens MHGOPMAITMOHHBIX TEXHOIOTHIA
8.1. [lepevyeHp MPOrpaMMHOTO OOECIICUCHHSI, HCIIOIB3YeMOT0 TIPH OCYIIECTBICHUH
00pa30BaTeNbHOTO MpoIiecca MO TUCIUTUIUHE.
[TepedeHs UCTIOIB3YEeMOT0 TPOTPAMMHOTO OOECTICUeHHs TIpeicTaBieH B Tadsmie 10.

Tabmuua 10— Ilepedens nporpaMMHOro o0ecrieyeH s

‘ Ne i/ ‘ HaumeHnoBanue



http://e.lanbook.com/books/element.php?pl1_id=3032

‘ He mpenycmorpeno

8.2. IlepeucHb HH()OPMAIMOHHO-CIIPABOYHBIX CHUCTEM,HCITOJIb3yEeMBIX pH
OCYIIECTBIIEHUU 00pa30BaTEIHLHOTO MPOIIecca MO UCIUILTUHE

[lepeueHb UCHOIB3yeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM IIPEJICTaBICH B
Tabauie 11.

Tabmuna 11— [lepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne /i1 Haumenosanue

He npenycmorpeno

9. MarepuanbpHO-TeXHUYECKast 6a3a
CoctaB  MaTepUAILHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa30BaTeNLHOTO MpoIiecca MO TUCIUTUIMHE, IPEICTaBIeH B Tabmuiel 2.

Ta6smmma 12 — CoctaB MaTepuaibHO-TEXHHUECKOM 0a3bl

Ne HanmeHnoBaHue cocTaBHOH YacTu Howmep aynuropun
n/n MaTepHATbHO-TEXHUYECKO 0a3bl (1pu HEOOXOAMMOCTH)

JlexuMoHHas ayguTOpUs

KommnsrorepHslii kinace

10. Onenounsle cpeacTBa AJs NPOBEIEHUS IPOMEXKYTOUHOM aTTecTaluu
10.1. CocTaB OIICHOYHBIX CPEICTB/IJIS TPOBEACHUS IPOMEKYTOUYHOH aTTECTalluu
00yJaromuxcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuua 13 — CocTaB OLIEHOUYHBIX CPEACTB I IPOBEICHHsI IPOMEXYTOUYHOM aTTecTaluu

Bun HpOMC)KYTOQHOﬁ aTTeCTalnu Hepequb OICHOYHBIX CPCACTB

Crrcok BONpOCOB K 3K3aMEHY;
DK3aMeHAIIMOHHBIC OMIIETHI™;
3amauu;

TecThl.

DK3aMeH

[Ipumeuanne: *sx3aMeHaIOHHBIE OMIIETHI (POPMHUPYIOTCS HA OCHOBE BOIIPOCOB M 33/1a4 TaOJIUIIbI 15.

10.2. B kayecTBe KpuUTEpUEB OIEHKH YpPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMITETCHIIMN 00YyJaronuMucs NMpUMEHSIETCsl S-0auibHasi 1IKajga OIEeHKU CHOPMHPOBAHHOCTH
KOMIIETEeHIIMH, KoTopas MmpuBeeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCS
100-6annpHast ~ mKajma ~ MOXYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIa
UCIIOJIb30BaHUSI KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOIIUM JIOKAJbHBIM HOPMATHUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu oLeHKH YpOBHSI CQOPMHUPOBAHHOCTH KOMITETEHLIUH

Or11eHKa KOMITETEHIUI

XapakrepucTrka chOpPMUPOBAHHBIX KOMIIETEHLIMA
5-0aiubHas mKana P P (popwirpo

OOyyaromumiics:

— TIIyOOKO M BCECTOPOHHE YCBOMJI IPOTPAMMHBIN MaTepHalT,

— YBEpPEHHO, JIOTHYHO, ITOCIIEA0BATEIHFHO U TPAMOTHO €T0 M3JIaracr;

— ONHUpasiCh Ha 3HAHHS OCHOBHOW W JOMOJHUTEIHHOU IUTEPATYpPHI,
TECHO CBSI3BIBAET YCBOCHHBIC HAyYHBIE MMOJIOKEHHUS C MPAKTHYECKON
NESATSIILHOCTHIO HAIPABJICHHUS;

— yMeJ10 000CHOBBIBAET M apTYMEHTUPYET BBIJIBUTACMBIC HM HJICH;

— JIeJIaeT BBIBOIBI M 00OOIIEHHS;

— CBOOOJIHO BJIAJICET CUCTEMOM CIIelIMaTN3UPOBAHHBIX TTOHITHUH.

«OTIIMYHO»
(Ga4uTCHO»




Or11eHKa KOMITETEHITUHN

XapakTeprcTrka chOpMUPOBAHHBIX KOMITCTEHITUIA
5-0aiubHas mKana PaKIep (op

— npaBUIIbHO BbIOJHUI OT 90% 110 100% TecTOBBIX 3a1aHUi

OOyyJarommiics:

— TBEPAO YCBOWJI IPOrPAaMMHBIN MaTepHall, IPaMOTHO U IO CYIIECTBY
W3JIaraeT €ro, ONMMPasCh Ha 3HAHUS OCHOBHOM JINTEPATYPHI,

— HE JIONYCKAET CYIIECTBEHHBIX HETOYHOCTEHH;

«XOpOIIIO» — YBSI3BIBAET YCBOCHHBIE 3HAHHUS C MPAKTUYECKOM JeATEIbHOCTHIO
«3aUTEHO» HaIpaBJICHUS,

— apryMEHTUPYET HayYHBIC MTOJIOKEHNS,

— [IeJIaeT BBIBOABI M 00OOIIEHHS;

— BJIAJICET CHCTEMOM CIICIIMAIM3UPOBAHHBIX TIOHITH.

— NpaBWIbHO BBIOIHWI OT 70% 110 89% TeCcTOBBIX 3az[aHI/m

— o0yyarouuiicss yCBOWJI TOJBKO OCHOBHOW IPOrpaMMHBIN MaTepual,
[0 CYLIECTBY M3JaraeT €ro, ONUpasch Ha 3HAHUS TOJIBKO OCHOBHOM

JUTEPATYpPhL;
— JIOITyCKAeT HECYILECTBEHHbIE OIMOKU U HETOYHOCTH;
«YJIOBJIETBOPUTEIBHO» | — UCTIBITHIBAET 3aTPYAHEHUS B NPAKTUYECKOM HPUMEHEHMH 3HaHUN
<«BAYTEHO» HaIlpaBJICHUS;

— c51a0o apryMEHTHPYET HAyYHBIC MTOJIOKCHHUS,

— 3aTpyJHsCTCs B (POPMYITMPOBAHUH BBIBOJIOB M 0000IIICHNUH;

— YaCTHYHO BJIAJIEET CUCTEMOMN CMICHMATM3UPOBAHHBIX TTOHATHH.
— IPaBUJILHO BBRIMOJIHWI OT 51% 110 69% TecToBbIX 3agaHui

— o0ydJarouiics HE YCBOWJ 3HAYUTEIBHOH YacTH MPOTPAMMHOTO
Marepuana;
— JONyCKaeT  CYIIECTBEHHBbIE  OMMOKM W  HETOYHOCTH  IIpU
«HEYJIOBJIETBOPUTEILHOY» | PACCMOTPEHUH MPOOIIEM B KOHKPETHOM HAIPABIICHHUM;
«HE 3a4YTEHO» — HCIIBITHIBAET TPYTHOCTH B MPAKTHYECKOM IPUMEHEHNUHN 3HAHUI;
— HE MOXET apryMEeHTHPOBATh Hay4YHbIE MTOJIOKEHMUS,;
— He (OpMYJIHMPYET BHIBOJOB U 0000IICHUH.
— IPaBUJILHO BBIMOJHWI MeHee S 1% TecTOBBIX sajaHuil

10.3. TunoBble KOHTPOJIbHBIE 3a/1aHUS WM UHbIE MaTEPHAIIBI.
Bomnpocsr (3agaun) Ans sK3aMeHa mpecTaBieHbl B Tabmauie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Ko
No /it [Tepedyens BompocoB (3a1au) 115 IK3aMeHa A
UHIMKaTopa
1 [Tonstue nndopmannonnoi 6esonacuoctu (Ub) u ocvousle | [1K-1.3.1

TEePMUHBI (3aIUTa, Yrpo3a, YSI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIIMATIBHOCTbD, LIEIOCTHOCTD, IOCTYITHOCTh —
MIOHATHE U TPUMEPHI HAPYIICHHH.

[Ipennoceiiky 1 1enu odecrnedeHus: HHPOPMaIMOHHON
0€30I1aCHOCTH.

Busl nHpOpMamoHHOM 6€30MaCHOCTH: MEPCOHATIbHAS,
KOPITOpaTHBHAS, TOCYIaPCTBEHHASI.

OOBeKTHI U CYOBEKTHI 3aIUTHI HH(OPMAIIHH.

JlokTpuHa nHpopMmaimonHoii 6ezonacHoctu Poccuiickoit
denepary (OCHOBHBIE MTOJIOKEHHUS).

Nudopmannonnas 06e30macHOCTb YeloBeKa M 00I1ecTBa.
KomnbroTepHble NpecTyIIeHNs: ONpeaeIeHHUE,




KJ1acCU(UKALKA U OCHOBHBIE TEXHOJIOTHH COBEPILIEHUSI.
CoBpemenHas koHuernius odecnieuenus Ub.

Pounb yenoBeveckoro pakTopa B obecrieueHUU
MH(POPMAIIMOHHON 0€30MaCHOCTH.

Knaccudukanus yrpo3 nHGOpMaIMOHHONH 0€3011aCHOCTH
(MCTOYHUKH, 1IEJTH, BUJIBI BO3JICHCTBHS).

OcHOBHbIE KaHAJIbl YTEYKU HHPOPMAIUH.

TexHu4yeckue KaHAIBI YTEYKH HHPOPMAIIHH: IOHSATHE U
CHOCOOBI 3aIIUTHI.

Bunel cereBbix atak. DoS, DDoS, Man-in-the-Middle
(MITM).

I1K-1.3.3

CoumanbHas MHXEHEPUS: METOJIbI U CIIOCOOBI
IIPOTUBOJEHCTBUS.

BpenonocHoe nporpamMmmHoe o0ecriedeHre: BUPYChl, YepBH,
TposiHbl, Ransomware.

YTpo3bl 0€30MaCHOCTH MEPCOHABHBIX JTAHHBIX.

YTpo3bsl KOMMEpPUYECKOHN TallHbl U UHCANIEPCTBO.

MeTobl OIIEHKH PUCKOB HH(POPMAIIMOHHON O€30MacHOCTH.
Uro Takoe ysa3BUMOCTH (vulnerability) u yem oHa otnuvaercs
OT yrpo3bl?

[1IK-4.3.1

[Tonutuka 6e30macHOCTH UHPOPMAILIHOHHOM CUCTEMBI:
HAa3HAYEHHE U CTPYKTYpaA.

MeTtoabl aYTeHTI/I(I)I/IKaHI/II/I nu I/II[CHTI/I(l)I/IKaI_[I/II/I I10JIb30BaTEIICH.

Buns ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTO(aKTOpHas).

JluckpenmoHHast 1 MaHJaTHASI MOJICIIA YIIPABIICHUS JOCTYIIOM.

MexaHU3MBbl 3aIIUThL: TEXHUYECKUE, IPABOBBIE,
OpraHU3aIOHHBIE.

Kpunrorpaduueckue MeTob! 3aIIUThl HHPOPMALIUU
(cUMMETpHYHbIE U ACUMMETPUYHBIE).

XemupoBaHHe: MOHIATHE U UCIIOIb30BAHUE JIJIsl TIPOBEPKH
LIEJIOCTHOCTH.

Mesxcereble skpanbl (Firewalls): ¢pyHkmu, THIBI (TaKETHBIE,
YPOBHSI IPUJIOKEHUH).

[IK-4.Y.1

CucteMbl 0OHapY)KEHUS U MPeIOTBPAILIEHHs BTOPKEHU I
(IDS/1PS).

AHTHBHpYCHAs 3alllUTa: MPUHLIUIBI PAaOOTHI.

VPN (BupTyanbHbI€ YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBI.
PesepBHoe konupoBanue (Backup) kak cpenctBo
o0ecrnieuyeHus JOCTYTHOCTH JIaHHBIX.

BesomacHocts 6ecnipoBoaubiX ceteit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMCTB.

3ammra nHGOpPMaLUU B 00JAUHBIX BBIYMCICHUIX
[IpaBoBble MeTOBI 0OecniedeHnst UHHOPMALTMOHHON
0€30MacCHOCTH.

3axonogarensctBo PD B obnactu 3amutel nuapopmanuu (O3-

152, ®3-149).

l'ocynapcTBeHHas 1 KOMMepUecKas TaliHa: IIOHATHE U 3allNTA.

[lepconanbHbIe NaHHBIE: KIacCU(UKAINS U TTPABOBON PEKUM
3aIUTEL.

Cranpaptsl B 001acT HHPOPMAITMOHHON 6€30MaCHOCTH
(T'OCT P UICO/MDK 27001).

[IK-6.Y.1




Cucrema 3amuThl HHGOPMALIMN OPTaHU3ALMU: CTPYKTYpa U
MIPUHIUIIBI CO3JJAHMUS.

O1eHKa PUCKOB: ONPENIEIEHUE, ITAIIBI.
bu3Hec-HenpepbIBHOCTD U BOCCTAHOBJICHHUE TTOCIIE
nnmaeHtos (BCP/DRP).

OOyuenue nepcoHanga 0CHOBaM KuOepOe30nacHOCTH.
Aymut 6e30macHOCTH UH(YOPMAIIMIOHHON CUCTEMBI.
[Tpununst padots [Psec.

Mertoab! 3auThl OT CHU((HUHTA TAKETOB.

Mertoab! ycrpanenus yrpo3sl [P-crydunra.

ATtaku Ha ypoBHe npmiokeHu# (SQL-unbekunm, XSS).
@ummHr: onpeaeneHue, Buabl (smishing, vishing) u
IIPU3HAKH.

Bormpocsr (3amaun) nis 3avera / qud . 3adera npeacTaBieHsl B Taduie 16.
Tabmuna 16 — Bonpocs! (3agaun) nns 3adera / qudd. 3ayera

Kon

No i/t Ilepeuens Bompocos (3amay) s 3auera / nudd. 3adera
p P (sana) 1 pd HHIUKATOpa

V4eOHBIM IIAaHOM HE MMpeaAyCMOTPCHO

[lepeuens Tem ISl BHITOTHEHUSI KypCOBOTO MPOEKTa/ KypCcOBOil pabOThl MpEeCTaBICHBI
B TaOauIe 17.
Tabnuna 17 — IlepeyeHb TeM Ui BHITOJHEHUS! KYPCOBOTO MPOEKTA / KYpCOBOM pabOThI

No 11/t [TpumepHBIii TepeueHb TEM TSI BBITTOJIHEHUS KYPCOBOTO IMPOEKTa/ KypCOBOU
- paboThI

Y4eOHBIM IITAaHOM HE MPEAYCMOTPEHO

Bompocel st mpoBelneHuss TPOMEXYTOYHOM aTTeCTallud B BHJE TECTUPOBAHUS
IpeJICTaBICHBI B Ta0nwmie 18.

Tabmmna 18 — [IpumepHBbIii IepedeHb BOITPOCOB JJIsI TECTOB

. Kon
Ne n/n IIpuMepHBIii IepedeHb BOIIPOCOB ISl TECTOB
WHIMKaTopa
1 1) K npaBoBbIM MeTO/1aM, 00€CTIeUnBAIOIMM HH(POPMALIMOHHYIO IK-1.3.1

0€301aCHOCTh, OTHOCSITCS:

- PazpaboTka anmnapaTHBIX CpeJCTB 0OecreueH sl TPaBOBbIX JaHHBIX

- Pa3paboTka u ycTaHOBKA BO BCEX KOMITBIOTEPHBIX IMPABOBBIX CETIX
JKYpHAJIOB y4yeTa JCHCTBUN

+ Pa3paboTka u KOHKpETH3aIHs IPaBOBBIX HOPMAaTHBHBIX aKTOB
obecrieyeHus: 6€30MaCHOCTH

2) OCHOBHBIMU UCTOYHUKAMU yrpo3 HH()OPMALIMOHHON O€30MMaCHOCTH
SBJISIIOTCS] BCE YKa3aHHOE B CITUCKE:!

- XUIIeHUE KECTKHX JIUCKOB, MOJKIIOYCHNE K CETH, HHCAIepPCTBO

+ IlepexBar JaHHBIX, XUILEHUE JAHHBIX, N3MEHEHUE apXUTEKTYPhI
CHCTEMBI

- XuIleHue JaHHbIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYIIEHUE
pernameHTa paboThbl

3) Buabl nnopMaioHHON 0€30MacHOCTH:

+ IlepcoHanbHasi, KOPIOPAaTUBHAS, TOCYIApPCTBEHHAS

- Kimuenrckas, cepBepHasi, ceteBast

- JlokanbHast, TI00abHas, CMETIaHHAs

4) Lenu nHOpMaIMOHHON 6E30MTACHOCTH — CBOEBPEMEHHOE




oOHapyXeHHe, MPeayNPekKICHUE:

+ HEeCaHKIMOHUPOBAHHOTO JIOCTYIIA, BO3JCHCTBHUS B CETU

- HHCalJIepcTBa B OpraHU3aliu

- Upe3BBIYANHBIX CUTYyalUl

5) OcHoBHBIE 00BEKTHI HH(DOPMAITMOHHOM 0€301TaCHOCTH:

+ KoMmmbroTepHbIe ceTH, 0a3bl TaHHBIX

- UudopmanioHHbie CUCTEMBI, IICUXOJIOTUYECKOE COCTOSHUE
II0JIb30BaTEIECH

- busnec-opueHTHpOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI

6) OcHOBHBIMU pUCKaMH UH()OPMAIIMOHHOW OE30MaCHOCTH SIBIISTFOTCS:
- Uckaxxenue, yMeHblIeHHEe 00beMa, epeKOANPOBKa HH(OpMALIUN

- TexHn4eckoe BMEIIATEIbCTBO, BEIBEICHUE U3 CTPOSI 000PYIOBaHHSA
CeTH

+ IoTeps, uckaxkeHue, yreuka nHhopManuu

7) K ocHOBHBIM nipuHITUTIaM o0OecrieueHrst HHPOPMaIuOHHON
0€30MacCHOCTH OTHOCHUTCSI:

+ DxoHoMu4ecKkor 3((HEKTUBHOCTH CUCTEMbI 0€30IaCHOCTH

- MHororathopMeHHOH pearnu3aiy CUCTEMBI

- Ycusenus 3aliUIIEHHOCTH BCEX 3BEHbEB CUCTEMBI

8) OcHOBHBIMH CYObEeKTaMH HUH(POPMALIMOHHOW OE30MaCHOCTH
SIBIISTIOTCSI:

- PYKOBOJUTENHN, MEHEKEPbI, aIMUHIUCTPATOPI KOMITAHUI

+ oprassl IpaBa, rocy1apcTBa, Ou3Heca

- ceTeBble 0a3bl TaHHBIX, (PacPBOILIBI

9) K ocHOBHBIM (DYHKIHSIM CUCTEMBI O€30MTACHOCTH MOKHO OTHECTH BCE
MIEPEYUCIICHHOE:

+ YcTaHOBIIEHHE PETJIaMEHTa, AyAUT CHCTEMBI, BBISIBJICHHE PUCKOB

- YcraHoBKa HOBBIX O(MCHBIX IPUTIOKEHUH, CMEHA XOCTUHT-KOMITAHUU
- Baenpenue ayreHTH()HUKAIINN, TPOBEPKH KOHTAKTHBIX JTAHHBIX
M0JIb30BaTENEN

tect 10) [Mpunnunom nadopMamoHHOM 0€30MMaCHOCTH SBIISIETCS
TIPUHIIMI HEJAOMYIEHUSI:

+ HeonpaBnaHHbIX OrpaHuYeHH pH paboTe B CETH (CUCTEME)

- PuckoB 6e3omacHOCTH CETH, CUCTEMBI

- [Ipe3yMnumm CeKpeTHOCTH

11) [IpyHIKMDIOM NOAUTHUKUA HHPOPMALIMOHHON 6€30MaCHOCTH SIBIISETCS
TIPUHITATL:

+ HeBO3MOXKHOCTH MHUHOBATh 3aIlUTHBIE CPEJICTBA CETH (CUCTEMBI)

- YcuieHust OCHOBHOTO 3BEHA CETH, CHCTEMBI

- [TonmHOTO GJIOKMPOBAHMUS AOCTYNA IPU PUCK-CUTYALHIX

12) IlpuHIMIOM MONUTUKHA HHOOPMALIMOHHON O€30MaCHOCTH SIBJIIETCS
TIPUHIINII:

+ YcuneHus 3aluIeHHOCTH caMOro HEe3allUIIEHHOTO 3BeHa CeTH
(cuctemsl)

- [lepexoma B 6e30MmacHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [lonHOTO HOCTYNA MOJIB30BaTENEH KO BCEM pecypcaM CETH, CUCTEMBbI
13) IlpuHuMnoM noiIuTUKU HHOOPMALIMOHHON OE30MACHOCTH SIBJIIETCS
MPUHIUI:

+ Paznenenus nocryna (00sS3aHHOCTEH, TPUBUJIETHI ) KIIMEHTAM CETH
(cuctemsl)

- OIHOYPOBHEBOM 3alIUTHI CETH, CHCTEMBI

- COBMECTHUMBIX, OJTHOTHITHBIX POTPAMMHO-TEXHUUECKUX CPEJCTB CETH,

IIK-1.3.3




CUCTEMBbI

14) K oCHOBHBIM THIIaM CPEJICTB BO3JACUCTBUSI HA KOMITBIOTEPHYIO CETh
OTHOCHTCS:

- Komnbrotepnsiii cOoit

+ Jlornueckwue 3aKknaaku («KMUHBD)

- ABapuiiHO€ OTKJIIOUCHHE TUTAHUS

15) Korma moiydyeH cnaM 1o e-mail ¢ mpuiiokeHHbIM (haitsiom, ClieyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUYETO [IECHHOTO —
yAAIUTh

- CoxpaHuTh npuiIokeHue B napke «Cnam», BBISICHUTH 3aTeM [P-aapec
re’epaTopa cramMa

+ ¥V aanuTe NMCbMO C IPUIIOKEHUEM, HE PACKPBIBAs (HE UUTas) €T0

16) Ipuanun Kupxroda:

- CeKpeTHOCTh KJIt0Ya OMpe/IeTIeHa CeKPETHOCTHIO OTKPBITOTO
COOOIIIEHNSA

- CekpeTHOCTh HH(OpPMAIIMU OTIpeIeNIeHa CKOPOCTHIO Mepelaun JaHHBIX
+ CeKpeTHOCTh 3aKPBITOTO COOOIICHHSI OMPEIEISIETCS CEKPETHOCTHIO
KITI04a

17) OUII — aTo0:

- DneKTpoHHO-1IPOBOI MpeoOpazoBaTenb

+ DnekTpoHHO-IM(POBAs MOANNCH

- DIIeKTPOHHO-IIU(PPOBOIL TpoLIeccop

18) Haubouee pacripocTpaHeHbI YIpo3bl HHPOPMAIIHOHHOM
0€30MacHOCTH KOPIOPATUBHON CUCTEMBI:

- [loxynka HenuuensuonHoro [10

+ OmuOKM 3KCIUTyaTallid U HEYMBIIIUIEHHOTO U3MEHEHUS PeKUMa
pabOThI CUCTEMBI

- CO3HATENBHOr0 BHEJIPEHHSI CETEBBIX BUPYCOB

19) Haunbonee pacnipocTpaneHsl yrpo3bl HHPOPMALMOHHOM
0€30MMacHOCTH CETH:

- PacnipenieneHHbIi 1OCTYI KIMEHT, OTKa3 000pYyI0BaHUS

- MopanbHbIi H3HOC CETH, NHCAWIEPCTBO

+ C0oii (0TKa3) 000pynIOBaHUSs, HENEralTbHOE KOMMMPOBAHNUE JAHHBIX
tect 20) Haubosnee pacnpocTpaHeHbl CpeCTBA BO3ICUCTBHS Ha CETh
oduca:

- CnaOb1if Tpaduk, ”HPOPMALMOHHBIA 00MaH, BUPYCHl B UHTEPHET

+ Bupycsl B ceTu, Joruueckue MuHbI (3aKJ1aJKu ), UHHOpMallMOHHBIN
nepexsar

- KomnbroTepabie cOon, M3MEHEHNE aIMUHCTPHPOBAHUS, TOTIOJIOTHA
21) Yreukoit uHGOpMAIK B CUCTEME HA3bIBACTCS CUTYaIMs,
XapakTepusyemasi:

+ Ilorepeit naHHBIX B CUCTEME

- Usmenenuem popmbl HHPOpMATUU

- 3mMenenuneM cojiepkanus HHPOpMALUU

22) CpoiicTBamMu HHpOpMAIINH, HanuboJee akTyalIbHbIMU ITPU
obecriedyeHnn MHPOPMALTMOHHON OE30MaCHOCTH SIBISIFOTCSA:

+ I{emocTHOCTD

- JloctyniHOCTH

- AKTyanbHOCTB!

23) Yrpo3a nHpopMaMoHHOH cucTeMe (KOMITBIOTEPHOM CEeTH) — ITO:
+ BeposiTHOE cOoOBITHE

- JlerepMuHUpOBaHHOE (BCEr1a ONpeAeICHHOE) COOBITHE

I1K-4.3.1




- CoObITHE, TPOUCXOAILEE TEPUOAUYECKH

24) Undopmanus, KOTOPYIO CIeayeT 3aluiarh (o HOpMaTuBam,
[IpaBUJIaM CETH, CUCTEMBbI) Ha3bIBACTCA:

- PernamentupoBaHHOM

- [TpaBoBoii

+ 3amuniaemMon

4 25) PaznoBugHOCTSIMU yrpo3 O6e3omacHOCTH (ceTH, cucTemsl) sBisiroTest | [IK-4.V.1
BCE TIEPUYUCIICHHOE B CIIHCKE:

+ IIporpaMMHBbIe, TEXHHUYECKUE, OPTaHU3aIUOHHBIC, TEXHOJIOTUICCKHE
- CepBepHbIe, KJIMEHTCKHUE, CITyTHUKOBBIE, HA3EMHBIE

- JInuHble, KOPIIOPATUBHBIC, COIIMATILHBIC, HAITHOHAILHBIC

26) OkoHYaTEIbHO, OTBETCTBEHHOCTD 32 3aIUIIICHHOCTh IaHHBIX B
KOMITBIOTEPHOMN CETH HECeT:

+ Buagenen cetu

- AIMHHHCTpPATOpP CETH

- [lonp30Bareins cetn

5 27) llonuTrka 6€30MacHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC: [IK-6.VY.1
+ PykoBojcTB, TpeOoBanmii o0ecTiedeHrss HEOOXOIMMOTO YPOBHS
0€e30MacHOCTH

- MHCTpyK1Mii, aIrOpUTMOB ITOBEIECHUS IT0JIB30BATENS B CETH

- Hopmbl nHpOpMaLinoHHOro0 1pasa, Co0JI0JaeMble B CETH

28) Hamnbostee BaXXHBIM IIPH PEATU3AIMN 3AMUTHBIX MEP TOJTUTHKU
0€30I1aCHOCTH SIBJISIETCA:

- AynuTt, aHaJIM3 3aTpaT Ha IIPOBEICHUE 3aIUTHBIX MEP

- AynuT, aHaiu3 6€30M1aCHOCTH

+ Aynut, aHanu3 ysI3BUMOCTEH, pUCK-CUTYyalluil

[lepeueHb TeM KOHTPOIBHBIX PabOT MO MUCHUIUITMHE OOYYAIOIIUXCS 3a09HOU (hOPMBI
oOy4eHus1, mpeacTaBieHbl B Tabnuie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. Meroguueckue  Marepuaibl,  ONPEACHSAIONIME  TPOIEIyphl  OLICHUBAHHS
UH/IMKATOPOB, XapaKTEpU3YIOIIUX d3Tanmbl (HOPMUPOBAHMS KOMIIETEHLUH, COAEpKarcs B
JOKAJIbHBIX HOpMaTuBHBIX akTax [YAIL, pernameHTUpYyOIIUX TOPSAOK M MPOLEAYpPY
NPOBEIECHUS TEKYILEro KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUYHON aTTecTaluy 00y4aroIuxcs
I'VAIL

11. Meroauveckue ykazaHus s 00y4JarOIIUXCs 0 OCBOCHUIO TUCITUTUIMHBI

11.1. Metoauueckue yka3zaHus [ OOYYalOIIMXCS 10 OCBOCHMIO JIEKIMOHHOI'O
MaTepuaia.

OcHOBHOE Ha3HA4Y€HUE JIEKIIMOHHOTO MaTepuana — JIOTUYECKH CTPOHMHOE, CHCTEMHOE,
riyOOKOe U sICHOE H3JIoKeHHe ydeOHoro marepuana. Ha3HaueHue COBpEMEHHOH JEKIMM B
paMKax JIUCIMIIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(POPMALMIO 1O TEME, a B OCBOCHUU
dbyHIaMeHTalbHbIX MpoOJjeM AMCHUILIMHBI, METOJOB HAy4yHOTO MO3HAHUS, HOBEHUIINX
JOCTIDKEHUI HaydHOH MbIciau. B yueOHOM mporecce JEKIUs BBIMOIHAET METOJ0JIOIMUYECKYIO,
OpraHU3alMOHHYI0 U MHGOpMalMOHHYIO0 (GyHKUMHU. JIEKIHs pacKpbhIBaeT MOHATHIHBIN anmapat
KOHKPETHOU o0yacTH 3HaHus, €€ MpoOseMbl, AaeT LEeIbHOE NPEACTaBICHUE O AUCIHILIMHE,
IMMOKAa3bIBACT B3aMMOCBA3b C APYIrUMU JUCHUIIIIMHAMMU.




[InanupyemMble pe3yabTaThl IPH OCBOSHUH 00YYarOMKUMUCS JEKIIMOHHOTO MaTepuana;

— TOJTy4eHHE COBPEMEHHBIX, IEIOCTHBIX, B3aMMOCBS3aHHBIX 3HAHUH, YPOBEHb
KOTOPBIX OIPEIEIISIETCS LEIEBOM YCTAHOBKOM K KaXK10M KOHKPETHOU TEME;

— TOJy4YEHHE OIbITa TBOPUECKON pabOThl COBMECTHO C IPEIO/IaBaTEIIEM;

— pasBuTHE TNPO(ECCHOHAIBHO-/ENOBBIX  KayecTB, JIIOOBHM K TpeaIMery W
CaMOCTOSATENIFHOTO TBOPYECKOTO MBIIUICHHS.

— TOosBJIEHHE HEOOXOAMMOT0 HHTEpEeca, HEOOXOAUMOTO Il CAMOCTOSTENILHON PabOThI;

— TMOJlyueHHE 3HAaHUW O COBPEMEHHOM YpPOBHE pa3BUTHS HAYKH U TEXHUKH U O
IIPOTHO3€E UX Pa3BUTH Ha OJIIKaNIINE TOJIbI;

— HAYYUTHhCS METOJIUYECKH 00padarhiBaTh MaTepual (BBIACIATH TJIABHBIE MBICIU H
NOJOXKEHHsI, TPUXOJUTh K KOHKPETHBIM BBIBOJIaM, MOBTOPSATH HMX B  Pa3IMYHBIX
dbopmynHupoBKax);

— MOJyYeHHE TOYHOTO MOHMMAaHHs BCEX HEOOXOANMBIX TEPMHHOB U TIOHATHH.

JIeKIIMOHHBI  MaTepual MOXKET CONpPOBOXKAATHCA JAEMOHCTpalMed CclaiiioB
UCIIOJIb30BAHUEM PAa3/aTOYHOrO MaTepHaia IpPH TPOBEAECHHUH KOPOTKHX JHUCKYCCHH 00
0COOEHHOCTSIX TPUMEHEHHS OTJENIbHBIX TEMATHK 0 JUCIUTUIMHE.

CTpyKTypa peoCcTaBIeHuUs JECKIIMOHHOTO MaTepuaa:

— H3noxeHue JEKIMOHHOTO MaTepUaa;

— IlpencraBneHue TeOPETUYECKOTO MaTepHaia MperoaaBaTesieM B BHJIE CIAiI0B;

— OcBoeHHE TEOPETUIECKOTO MaTepralia o MPAKTUIECKUM BOIIPOCAM;

— CHmcox BOIIPOCOB IO TEME IS CAMOCTOSITENIbHOW PadOTHI CTYCHTA.

MeTtoauyeckue yka3aHus 10 OCBOSHHIO JICKIIMOHHOTO MaTepHalia UMEIOTCS B H3JaHHOM
Buze B oubmmorexe I'YAIl Cunapuyk, AHapeil AnekcanapoBud (KaH[. TeXH. HayK). OCHOBBI
nH(pOPMaIIMOHHON 0e30MacHOCTH : ydueOHO-MeToauueckoe mocobue / A. A. CBunapuyk ; C.-
[Terep6. roc. yH-T aspokocm. npudopoctpoenus. - Cankr-Ilerepoypr : U3n-so ['VAIIL, 2023. -
94 c. : puc., Tabm. - bubmmorp.: ¢. 90 (12 Ha3B.). - b. 11. - TekcT : HEMOCPEACTBEHHBII

11.2. Metoauueckue YyKa3aHusi A7 OOy4YaroOlUXCsl IO BBIMOJIHEHHUIO JIaOOPaTOPHBIX
pabot

B xozme BbIMONHEHMsS J1a0OpPAaTOPHBIX paboT oOy4aromuiCs JOJDKEH YIIyOuTh U
3aKpenuTh 3HAHWS, MPAKTHYECKWE HABBIKH, OBIAJIETh COBPEMEHHON METOIMKOW M TEXHUKOM
HKCIEPUMEHTAa B COOTBETCTBUHM C KBAJU(PHUKAIMOHHON XapaKTEepUCTHKOM 0Oydaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT M3 IKCHEPUMEHTATbHO-IIPAKTUYECKOH, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIBbHBIX MEPOIIPHUITUH.

BoinonHenue n1abopaTOpHBIX pabOT OOydaroluMCs SBJISETCS HEOTHEMJIEMOW YacThIO
U3y4eHHs] JTUCLHMIUIMHBI, OIpenesiseMoi y4yeOHbIM IUTAaHOM, M OTHOCHTCA K CpEICTBaM,
00eCTIeYMBAIOIINM PEIICHUE CIETYIONUX OCHOBHBIX 33/1a4 00yJaromIerocs:

— TIpHOOpeTeHHEe HAaBBIKOB HCCIEIOBaHMS IMPOLECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKax JIaHHOW AUCHUIUINHBL;

— 3aKpeIUIeHHE, Pa3BUTHE W JIETATM3alUs TEOPETHUYECKMX 3HAHWH, TMOJTYYEHHBIX Ha
JCKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUIIUHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboThl ¢ J1a00paTOPHBIM
000pyI0BaHUEM U TPUOOPAMH.

3aganue U TpeOOBaHUA K NIPOBEACHHUIO J1a00PATOPHBIX padoT

— B 3amanum nomxHO ObITh YeTKO cOpMYIMPOBaHA 33/1a4a, BeinoHsemas B JIP;
— Omnwucanbl BXOJHBIE U BBIXOJHBIE JaHHbIE AJ1s IpoBeacHUs JIP;

— JIP momxHa BBINOJIHATHCSA HA OCHOBE MOJYYEHHBIX TEOPETUUECKUX 3HAHUSAX;



— Bemonnenune JIP TOMKHO OCYIIECTBISATHCS HA OCHOBE METOAMYECKUX YKa3aHUU,
MIPEIOCTABIISIEMBIX IIPETIOAABATEIIEM;

— JIP pgomxHa BBIMOJIHATHCSA B CIEHUATM3UPOBAHHOM KOMITBIOTEPHOM KJIACCE U MOKET
ObITh JOpabOTaHa CTYJIEHTOM B JOMAIIHUX YCIOBUSX, eciu 1o3Bossiet [10;

— MHWrorom BeinonnenHoi JIP sBisercs oryer.

Crpykrypa u popma oTuera 0 1adbopaTopHoii padore

— IlocranoBka 3ama4u;

— BXoJHBIC U BBIXO/HBIC JaHHBIC;

— CopepkaHue 3TaroB BBINOTHEHUS;

— OOocHOBaHUE MOJYYEHHOTO pe3yibTaTa (BbIBOJ);

— Crnucok UCcroiab3yeMol JIUTepaTypshl.

TpebdoBanusi K 0(p)OpMIIEHUIO OTYETA 0 JIA0OPATOPHOIT padoTe

— JlaGoparopnas pabora (JIP) mpenocraBnsieTcs: B meuaTHOM/HITH 3JIEKTPOHHOM BUJIC;

— JIP momxHa COOTBETCTBOBAThH CTPYKTYpE M POpME OTUETa IIPEICTABICHHOH BBIIIIE;

— JIP pomxna umerh tuTynbHBIM Juct (I'OCT 7.32-2001 wsmanust 2008 roma) ¢
Ha3BaHMEM U IOJIHUCHIO CTYAEHTA(0B), KOTOPHIH(bIe) ee crenan(u) u opopMui(u);

Crynent noskeH 3amutuTh JIP. OTMeTka 0 3amuTe J0MKHA HAXOAUTHCS HA TUTYJIBHOM
JIUCTE BMECTE C MOAMKUCHIO MTPENO1aBaTelIs.

11.3. Meroauueckue yKazaHus JUIsi 0OYyJaIOMIMXCS MO MPOXO0XKICHUIO CAMOCTOSITEIHLHOM
paboThI

B xone BbINOMHEHUS] CaMOCTOSITEILHOM pabOThI, 00yJaromUics BHITIOJIHAET PaboTy 1o
3aJJaHUI0 U TIPU METOAMYECKOM PYKOBOJACTBE IpErojaaBaressi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTusl.

s oOydaromuxcsi mo 3a04Hoil Gopme OOy4deHHs BBIOJIHEHUE KOHTPOJBHBIX padoT
ABJIIETCS JIEMEHTOM TEKYILET0 KOHTPOJIS YCIIEBAEMOCTH U CaMOCTOSITENIbHON pabOTBHI.

B mpoliecce BBINMONMHEHHUS CaMOCTOSITENIBHON paboThl y oOyuaroierocs GhopMupyercs
1esnecoo0pa3Hoe MIaHUPOBaHUE PabOUEro BpeMEHHU, KOTOPOE MO3BOJISIET EMY pPa3BUBAaTh YMEHMUS
Y HaBBIKM B YCBOGHHMM U CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHHI, 00ECIeurnBaeT BBICOKUI
YPOBEHb YCIEBAEMOCTH B MEpPHOJ OOY4YEHMs, MOMOIaeT TMOJIYYUTh HABBIKM ITOBBIILIEHUS
npo¢eCcCHOHATBHOIO YPOBHS.

MetoauyeckumMi ~ MaTepuaiaMM,  HalpaB/SIIOIIMMH  CAMOCTOSATEIBHYIO  paloTy
00y4aroIUX CSSIBIISIOTCS:

— y4eOHO-METOAMYECKUI MaTepual Mo AUCIUILIMHE;

— METOAMYECKHE YKa3aHHS IO BBIMOJHEHUIO KOHTPOJIBHBIX padboT (1l 00ydarommxcs
10 3a04HOU (hopme 0OyueHus).

11.4. Metoauueckre yKazaHusl JUIsl OOyYaroIMXCS IO MPOXOXKICHHUIO TEKYILIEro
KOHTPOJI YCIIEBAEMOCTH.

Texkymuil KOHTPOJIb YCIEBAEMOCTH NIPEIyCMaTpPUBAET KOHTPOJIb KayecTBa 3HAHUU
00yYaroImuxcsi, OCYLIECTBISEMOIO B TEUEHUE CEMEeCTpa C IIeJIbI0 OLEHUBAHUS XO/a OCBOCHUS
JTUCIUIUIAHBI.

JUis  yCHEUIHOTO TMPOXOXAEHUS TEKYLIEro KOHTPOJs HEOOXOAMMO BBINOJHUTH
nabopaTopHble pabOThI, 3arPY3UTh UX B JTUYHBIN KAOMHET U MPOUTH MPOLENYPY 3aIUTHI KaX 01
paboThl. O1IeHKH 3a pabOoThl BHICTABIISIOTCS MO MATUOATUIBHON IIKAaIe.

11.5. Mertoauueckue yka3zaHHs Ui OOYYarOIIUXCs 1O MPOXOXICHUIO MPOMEKYTOUHOM
aTTeCTallnun.

[TpomexxyTounass  arrecranus  OoOydyarOIIUXCS — MpPEAyCMaTpUBAaeT  OICHUBAHUE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/bTaTOB 00y4YeHMs MO JucHuIuinHe. OHa BKIIOYAET B
ce0s:



— D9K3aMeH — ¢opMma OIEHKM 3HAHWH, MONYyYEeHHBIX OOydYalomMMcs B Ipolecce
U3y4YCHHUS BCEH JMCIMIUIMHBI WM €€ YacTH, HaBBIKOB CAMOCTOSATENILHOI pabOoThI, CIIOCOOHOCTH
OPUMEHATh MX JJIS PEHICHUS NPAaKTUYEeCKUX 3a/1ad. DK3aMeH, KaK IMpaBWIIO, MPOBOAUTCS B
Heproj SK3aMEHAIIMOHHON CECCHM M 3aBEpIIaeTCs AaTTECTAllMOHHOW OIIEHKOH «OTJIMYHOY,
«XOPOIIO», «YIOBIECTBOPUTEILHOY, KHEYIOBIECTBOPUTEIHLHOY.

JIns  yCIemHOro TMPOXOXKIACHUS TMPOMEKYTOYHOM aTTeCTallMM HEoOXoauMo  3a
3alUIIeHHbIe  JTabopaTopHblE  pabOTHl  MONYYUTh HMHTETPAIbHYIO OIGHKY HE HIXKE
«yJIOBIICTBOPUTEIHHOY.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit
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