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AHHOTaUs

JucuunnuHa «3ammra “HPopMaIn) BXOAUT B 00pa30BaTEeNIbHYIO IPOrPAMMY BBICIIETO
oOpa3oBaHusi — mporpaMmy OakajaBpuaTa IO HANpPaBICHUIO TOATOTOBKM/ CHEIHATBLHOCTH
09.03.02 «MHupOopMalIMOHHBIC CHUCTEMbI W TEXHOJOTHH » HAIPaBICHHOCTH/CIICIHATH3AIIH
«MHpOpMAIIOHHBIE CUCTEMBI U TEXHOJIOTHH B Ou3Hece». JlucuuminHa peanusyercs kadeapoi
«Ne33y.

JucuuminHa HameneHa Ha (GOPMHUPOBAHKE Y BHITYCKHUKA CIICIYIOIIUX KOMIICTCHITUN |

ITIK-1 «CrniocoGeH BBIMOIHATH pabOTHI MO CO3AaHMI0 (MOIUMUKAIINN) U COITPOBOXKICHUIO
UH(OPMAITMOHHBIX CUCTEM

[TIK-7 «MHTEepHeT Beei»

Conepxkanuve JUCHUIUIMHBI OXBAaTBHIBAET KPYr BOIPOCOB, PACKPBIBAIOIIMX CYHUHOCTh U
3HayeHne WHGOPMAIMOHHONW 0e30MacHOCTH U 3alMThl MH(OpMALUM, UX MECTa B CHUCTEME
Hal[MOHAJIbHOU 0€30MacHOCTH, olpezeseHue TEOPETHUUECKUX, KOHIENTYaIbHBIX,
METOJIOJIOTUYECKUX U OPraHU3AI[IOHHBIX OCHOB 00ecrieueHus 0e30MacHOCTH.

[IpenogaBanue AUCHUILIMHBI MPEAYCMATPUBACT CICAYIOIIHE (OPMBI OpPraHU3AINUU
yueOHOro mporiecca: JEKLUHU, J1adopaTopHble pabOThl, caMOCTOsITelbHas paboTa CTyJeHTa,
KOHCYJIbTAIINH.

[IporpaMMo#i IHUCHUIUIMHBI TPEIYyCMOTPEHBI CIEAYIOUINE BHIbI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUHAsl aTTecTanus B hopme sk3ameHa (8 cemectp).

OO0mias TpyAOEMKOCTh OCBOEHUS AMCLMILIMHBI COCTaBNseT 3 3aueTHhIX eauHuibl, 108
4acoB.

SI3pIK 00yUYeHUs IO TUCIUILIUHE KPYCCKHM »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (ezepaibHOM T'OCYIapCTBEHHOM 00pa30BaTeIbHOM CTaHAAPTE BBICHIETO MPOPECCHOHATBHOIO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETCHIIUH.

Taxoke 1ensiMU OCBOCHUS NUCIMILIMHBI «3aliuTa MHPOPMALUN») SBISIOTCS PACKPBITHE
CYIIHOCTU U 3Ha4eHHs] MH(GOPMAIMOHHON 0€30MacHOCTH U 3alIUThl MHPOpPMAIMHU, UX MECTa B
CHCTEME HaIlMOHAIBbHOM OE30MacHOCTH, OIpeJeNieHHEe TEOPETUYECKUX, KOHIENTYalbHbIX,
METOJIOJIOTUYECKUX M OpraHu3allMOHHBIX OCHOB oOecredeHus Oe3omacHOCTH HHGOpMaluy,
KJIAaCCU(UKALIUS U XapPAKTEPUCTUKU COCTABIISIOMINX MHPOPMAITMOHHON O€30IaCHOCTH U 3aIUTHI
uH(pOpMalliK, YCTaHOBJICHHE B3aUMOCBSI3M M JIOTUYECKOW OpraHM3alMyd BXOISIIMX B HUX
KOMITOHEHTOB.

1.2. JlucuuniauHa BXOOUT B  COCTaB  4acTd, (GOPMUPYEMOHl  y4yaCTHHUKaMHU
00pa30BaTeNIbHBIX OTHOIIEHUH, 00pa30BaTENIbHON MpOrpaMMbl BhICILIETO 00pa3oBaHus (nanee —
OIl BO).

1.3. TlepeueHsp mIaHUPYEMBIX PE3yJIbTATOB O0YyUEHHUS 110 AUCIUILINHE, COOTHECEHHBIX C
IIaHUpyeMbIMH pesynbratamu ocBoenust OIT BO.

B pesynprare M3ydeHus MUCHUILIMHBI OOYYalOUIMiCS AODKEH 00JaiaTh CIeTyIOIIMHE
KOMIETSHIMSIMU WM UX YacTaMu. KOMIeTeHIINN U HHAUKATOPhI X JOCTH)KEHUS TPUBEICHBI B
tabnuue 1.

Tabnuna 1 — [lepeuens KOMIETeHIINN U UHAUKATOPOB UX JTOCTHXKEHUS

Kareropus (rpynna) Kon n Kon v HanMeHoBaHNE HHIUKATOPA JOCTHKECHUS
HalMEHOBaHUE
KOMIIETEHIH KOMIIETEeHIIUU
KOMIETEHIINU
[1K-1.3.1 3HaTh apXUTEKTYpY, YCTPOICTBO U
KLIMOHUPOBAaHUE UH(OPMALIUOHHBIX CUCTEM;
ITK-1 Cnocoben (ymxn P (bopman ’
CETEBbIE IIPOTOKOJIbI; OCHOBBI COBPEMEHHBIX
BBINOJIHATH PabOThI
OIIEPALIMOHHBIX CUCTEM; OCHOBBI COBPEMEHHBIX
10 CO3/IaHUI0
[TpodeccuonanbHble CHUCTEM yNpaBlieHUs! 6a3aMH JTaHHBIX; METOJbI U

(MonuduKkaumn) u
KOMITETEHIINH MHCTPYMEHTBHI JIIsl cOOpa U OpraHu3aliu

COIPOBOXKJACHUIO
XpaHeHus OO0JIBIINX TaHHBIX
MH(POPMALMOHHBIX
CHCTEM [1K-1.3.4 3HaTh MTHCTPYMEHTBI 1 METO/IbI OLIEHKH
KauecTBa 1 3 PeKTUBHOCTH NH(OPMALIMOHHBIX
CUCTEM
[Ipodeccuonansusie | [1IK-7 Untepuer [IK-7.Y.1 ymeTb 00eCIeYUTh CBS3h MEXKTY
KOMIIETEHLINU Beller ycTpoiictBamu U matdopmoit MnTepHeTa Bemen

2. Mecro nucuumaussl B ctpykType OI1
IIPU U3YYECHHH CIICYIOUIUX TACIHIUINH:
— Hudopmaruka
— HMHudopmanmoHnHble TEXHOIOTUN
3HaHMUs, IOJIyYEHHBIE IPU U3YyUEHUH MaTepHalla 1aHHOM IMCUUIUIMHBIL, UMEIOT CaMOCTOSITENIEHOE
3HAYCHHE.

3. O0beM U TPYJ0EeMKOCTb JUCHIUIUIUHBI
Jlanable 00 o0meM oObeMe TUCIUIUIMHBI, TPYJOEMKOCTH OTAENbHBIX BHUJIOB yueOHOMU
paboThI 1O TUCHUIIMHE (M paclpeielieHue 3TOH TPYA0EMKOCTH 110 CeMecTpaM) MpeACTaBICHbI B
tabnure 2.

Tabmuua 2 — O6beM U TPYLOEMKOCTh TUCIUITITUHbI




TpynoeMKocTh 1o
Bun yuebHo# paboThI Bcero ceMecTpam
Nog
1 2 3

Oobwan mpyooemKocmp OuCyuUnIUHLL, 3/ 108 3/ 108
3E/ (uac)
U3 Hux uacoe npakmuueckoi no020moeKu 10 10
AyoumopHhuie 3anamus, BCETO vac. 30 30
B TOM YHCIJIE:

nexuun (JI), (gac) 20 20

npaktuyeckue/cemunapckue 3aastus  (113),

(gac)

naboparopusie padbotsl (JIP), (dac) 10 10

KypcoBoii poekT (padota) (KII, KP), (uac)

9K3aMeH, (4Jac) 36 36
CamocmoamenvHnas paboma, Bcero (4ac) 42 42
Buo npomesxcymounoi ammecmayuu: 3auer, s 33
audd. 3auer, sx3amed (3auer, Judd. 3au, Dk3.) " ”

4. ConepxaHue JUCITUTUTHHBI
4.1. Pacnpeznenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUAaM 3aHATUMN.
Pa3nensbl, TeMbl AUCHUILIMHBL U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuua 3 — Paznesnsl, TeMbl TUCIUILINHBI, UX TPYAOEMKOCTh

Paznensl, TeMbI AUCIUITIMHBI Jlexwmn | 113 (C3)) - JIP LN CP (uac)
ACIEL, et (dac) (dac) (uac) (dac)
Cemectp 8

Paznen 1. Brenenue 2 2

Pazpmen 2.CymHocTs W TOHATHE WHGOPMAITMOHHOW 2 4

0e30IacHOCTH

Pasnen 3. 3Hauenue nHGHOPMAIMOHHOM OE30MMaCHOCTH 2 4

1 €€ MECTO B CUCTEME HAI[MOHAIBHOM 0€301aCHOCTH

Paznen 4. CynrHoCTh ¥ TOHATHE 3aIIUTHI HH()OPMAITUU 2 4

Paznen 5. CocraB u xitaccudukaius Hocutenei 2 2 4

3ammIiaeMon HHGopMaIu

Paznen 6. [TousTre u CTpyKTypa yrpo3 3amuiaeMon 2 2 8

nHpOpMAITUN

Paznen 7. O0BeKTHI 3aUTH HH()OPMAITUT 4 2 8

Pasnen 8. Knaccudukarius BUI0B, METOJIOB M CPEJICTB 4 4 8

3alKThl HHQOpMAIHH

HUroro B cemectpe: 20 10 42
Htoro 20 0 10 0 42

[IpakTiyeckass MOATOTOBKA 3aKJIOYaeTCsl B  HEMOCPEICTBEHHOM  BBIIIOJHEHUU
Oo0y4arolMMHUCST  OMNpENEeNeHHBIX  TPYIOBBIX  (YHKUMH,  CBA3aHHBIX C  Oy;ymei
npoQeCCHOHATBHOM 1€ TENbHOCTBIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanne pas3/iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B Ta0IuIE 4.

Ta6muma 4 — ConepxaHue pa3zesioB U TeM JIEKIIMOHHOTO IUKJIa




Howmep pasznena

HaszBanue u conep:xkanue pa3iesioB U TEM JIEKLIMOHHBIX 3aHATHI

Pasoen 1. Beeoenue.

[Ipenmer u 3amaun Kypca. 3HaUCHHE U MECTO Kypca B, TOATOTOBKE
CIEIMATMCTOB, IO 3amuTe HHpopmarn. Hayunas u yueOnas
B3aMMOCBSI3b Kypca ¢ APYTMMH TUCHUTUIMHAMH. Pa3ziensl u TeMsbl, ux
pacrpeneneHue 0 BUIaM ayJUTOPHBIX 3aHsATHH. DopMbl poBeIeHNUS
ceMUHapCKuX 3aHATHH. COCTaB M METOMKA CAaMOCTOSTEIIEHON PabOTHI
CTYZICHTOB TI0 H3YYCHHUIO TUCIUILTHHBI. POPMBI IPOBEPKU 3HAHHH.
AHanm3 HOPMaTHUBHBIX HICTOYHUKOB, HAYYHOH H y4eOHOH JINTEpaTypHI.
3HaHMSA U YMEHUS CTY/ICHTOB, KOTOPBIE JOJDKHBI OBITH MOTYyYCHEI B
pe3ysbTaTe n3ydeHus Kypca.

Pazoen 2. Cywynocms u nonsmue ungopmayuonHou 6e3onacnocmu
CraHOBJIEHHE U pa3BUTHE MOHATHA "MH(OpMAMOHHAS 0€30MacHOCTh" .
CoBpeMeHHBIE TTOIXO/IBI K OTIpeeNIeHUIO MOHATH. CyITHOCTh
nHpopmarmorHoi 6e3omacHoCcTH. OOBEKTHI HH()OPMATMOHHOM
6e3onacuoctu. CBsi3b HHPOPMALMOHHON 0€30IaCHOCTH C
nHpopMaTH3ammei odmectsa. CTpykTypa nH()OpMATMOHHON
6e3omacHocTr. OnpeneneHre MOHITHS HHPOPMAITOHHAS
Oe3omacHocTh".

Paszoen 3. 3uauenue unghopmayuonnou besonacnocmu u ee mecmo 6
cucmeme HayuUOHAIbHOU OE30TACHOCTH

3HaueHne nHHOPMAITMOHHOM, OE30ITACHOCTH ISl CYOBEKTOB
WHPOPMAITMOHHBIX OTHOLICHUH.

CBs13p Mex Ty HHPOPMAITMOHHONW 0€301MaCHOCTHIO U O€30MTaCHOCTHIO
WH(OPMAITIHL.

[NoHsiTHE ¥ cOBpeMEeHHAs! KOHIICTIUS HAIIMOHATILHOHN 0e30MacHOCTH.
MecTo uHpOpMaIMOHHON, 0€30aCHOCTH, B CUCTEME HAIIMOHAILHOM
0e30macHOCTH.

Paszoen 4. Cywpnocmo u nonamue 3awumot ungopmayuu
CymecTByOIIUE MOIXOABI K COAEPKATEILHON YaCTH TOHATHS "3a1uTa
nHpOpMaIH" U CIIOCOOBI peau3aliy COEPKATeIbHOW YacTH.
Metononoruueckasi OCHOBA PACKPBITHSI CYLIHOCTU U ONPEEIICHUS
MOHATHS 3aUTHI HHPOopMary. DopMbl BBIpaKECHUS HAPYIICHHS
craryca uHdopmanuu. O0yCIOBIEHHOCTh CTaTyca HH(GOPMAIUY e
YSI3BUMOCTBIO.

[onsTre ysa3suMocTn nHGopMauu. PopMbl IPOSIBICHUS YI3BUMOCTH
uHpopmarun. Buasl ys3Bumoctr uadopmanmu. [Tonstue "yreuka
uHpopmarnun". CooTHoieHne GopM U BUAOB YSI3BUMOCTH
nHpopmarun. ConepkaresbHas YacTh MOHATHS "3a1uTa
uHpopMarmn".

Crioco6 peanuzanuu coaepKaTeIbHONH YacTH 3aIIUThl HHQOpMAaIHH.
Omnpenenenre MOHATHS "3an1uTa HHGOPMAIUH'', €T0 COOTHOIICHHE C
nonsitueM, copmynupoBanusM B [OCT P 50922-96. "3amuTa
nHpopmair. OCHOBHBIE TEPMUHBI U ONpeeIcHus .

Paszoen 5. Cocmag u knaccugpuxayus nocumeneil 3auuuiaemo
unghopmayuu

[Tonsitne HOCcHTENs 3anuiaemMon nHbopmarmu''. COOTHOIICHE
MEXIy HOCHTEIEM M UCTOUHUKOM HH(popManuu. CocTaB HOCUTENEH
3amumaeMoi nHpopmanuu. CrnocoOsl PUKcHpoBaHUS HHPOPMALIH B
HoOcUTeNsIX. Buel oroOpaxkenus: mHGOpMAIUK B HOCUTENSIX. MeTo bl
BOCIIPOU3BE/ICHUS OTOOPAKEHHON MHPOPMAITUK B HOCHTEISIX
uHpopMmaru. Hocurenu muchbMeHHOH, BUIOBOM, H3ITy4aeMOi
nHpopmarun. Onocpe10BaHHBIE HOCUTENH 3aIIHAIIAEMON
uHpopmarun. CBOWCTBA U 3HAUCHHUE THIIOB HOCUTEIIEH 3aluiiaeMon
UHPOpPMALIUH.

Pasoen 6. [lousmue u cmpykmypa yepo3 3auunaemou uHgopmayuu
CoBpeMeHHbIE TOIX0IbI K TOHATHIO YTPO36I 3alIHAIIAeMOI




nHpopMaruu. CBs3b YIPO3bl 3alIUIIAEMON HHPOPMAITUH C
VSI3BUMOCTBIO HHpOpMaIun. [Ipu3HaKy U COCTABISIONINE YTPO3bI:
aBeHus1, PakTopsl, ycioBus. [loHsITHE yrpo3bl 3alIUIaeMOM
uHpopMmaruu. CTpyKTypa SBJICHHUIA KaK CYIIIHOCTHOTO BBIPKEHUS
yrpo3sl 3ammmaemor nHpopmarmu. CTpykTypa GpakTopos,
CO3JIAIOIINX BO3MOXKHOCTD JIECTA0MITU3UPYIOIIETO BO3ICHCTBHS HA
WHPOPMAILHIO.

Paszoen 7. Obvexmul 3auyumol ungopmayuu

IMousTre o6bekTa 3amuThl. HocuTenu nHpopManun Kak KOHCUHbIE
00BeKTHI 3anuThl. OCOOEHHOCTH OTIENBHBIX BUAOB HOCUTENEH KaK
00BEKTOB 3aIlUTHI.

CocTtaB 00bEKTOB XpaHECHHUS MMCbMEHHBIX U BUJIOBBIX HOCHUTEICH
HHpOpMAITUY, TIoIeKamMX 3amuTe. CoCTaB MOANEKAIINX 3alIUTE
TEXHUYECKUX CPEIICTB OTOOpakeHUs, 00pabOTKHU, XpaHEHUS,
BOCTIPOU3BEACHUS Tiepeaun HHpopManuu. J[pyrue oObeKThI 3aIUThl
nH(popMarui. BHIIBI 1 cCIOCOOBI JecTa0MIIN3UPYIOMIETO BO3IECHCTBUS
Ha OOBEKTHI 3aIIUTHL

Pazoen 8. Knaccugpuxayus 6udos, memooos u cpedcmes 3auunol
ungopmayuu

Buper 3amute! napopMannu, chepsr ux aeiicteus. Knaccudukamnms
METO/IOB 3aIUTHl HHPOPMAIIUH. Y HUBEPCAIbHBIE METO/IbI 3AIIUTHI
uHpOpMaIuu, 06acTb uX npuMeHeHus. O01acTH MpUMEHEHUS
OpraHM3aIlMOHHBIX, KPUNITOrPAaQUIECKUX U HHKEHEPHO-TEXHIIECKUX
METO/OB 3auThl nHpopManun. [loHsTHE U KIaccuUKaIMst CPEACTB
3amuThl HHPopManyu. Ha3HaueHue mporpaMMHBIX,
KpHNTOTpahUUECKUX U TEXHUIECKUX CPEJICTB 3aIHTHI.

4.3. Tlpaktuyeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTb IPUBEECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuyeckue 3aHATHS U UX TPYIOEMKOCTb

Ne
/o

Templ mpakTH4EeCKUX
3aHATUI

3 aux No
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTbh, |IpPaKTUYECKOH |pa3zeria
3aHATHI (dac) MMOATOTOBKH, | AUCIIHAIL
(gac) JIUHBI

VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.4. JlaGopaTopHble 3aHATHS
Tembl 1a00paTOPHBIX 3aHATHIA U X TPYJOEMKOCTh ITPUBEICHBI B TAOIHUIIE 6.

Tabnuua 6 — JIabopaTopHble 3aHATHUS U UX TPYJOEMKOCTb

N3 Hux Ne
Ne HaunmenoBanue nabopaTopHbix paboT Tpynoemkocts, | npakTHieckoi | pasiena
/1 (dac) IMOATOTOBKH, | JUCITUI
(gac) JINHBI
Cemectp 8
1 | UccnenoBanue ysi3BUMOCTH HHGOPMAITUH 2 5
2 | UccrnenoBanue BUIIOB ys3BUMOCTH 2 6
3 | UccnenoBanue GhopM yAa3BUMOCTH 2 7
4 | IlocTpoeHue anropuTMOB COLIMATILHON 4 8
WHKCHEPUH U CIIOCOOBI 3aIIUTHI OT HUX




Beero | 10 |

4.5. BBITIOJIHEHUE KYPCOBOTO MPOEKTa/ KypCOBOM pabOThI
VY4eOHBIM MJIaHOM HE IPESYCMOTPEHO

4.6. CamocrosiTenbHas padoTa 00yJarouuxcs
Buner camocTosiTenbHON paboTHI M €€ TPYAOEMKOCTh IPUBEJICHBI B TaOIUIIE 7.

Ta6mmma 7 — Bugsl caMOCTOSTENBHOM pabOTHI M €€ TPYAO0EMKOCTh

. Bcero, | Cemectp 8,
Bun camocrosiTensHO#M paboThI
qac qac
1 2 3
H3ydeHne TeopeTHuecKoro MmaTepuania 30 30
nucuurnael (TO)
KypcoBoe npoextuposanue (KI1, KP)
Pacuetno-rpadpuueckue 3ananus (PI'3)
Brimonaenue pedepara (P)
[ToaroroBka K TeKyIieMy KOHTPOJIIO 6 6
ycneBaemoctu (TKVY)
Jowmamrnee 3ananue (J13)
KonTponbubie pabotel 3a0uHNKOB (KP3)
IToaroroBka K MpoOMeEXyTOUHOU 6 6
atrecrauuu (I1A)
Bcero: 42 42

5. [lepedyenn yueOHO-METOIUYECKOTO 00ECTICUCHUS
JUIS CAMOCTOSITENIbHON paboThl 00yYaromuXxcs Mo JUCUUIUIHHE (MOJTYJIIO)
Y4eOHO-MeTOAMYECKE MaTepHalbl Il CaMOCTOSITENIbHON padOThl 00yJaromMXCsl yKa3aHbl B
I.I1. pa3zenoB 6-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUE€OHBIX U3TaHUN
[lepedyeHb neYaTHBIX U DJIEKTPOHHBIX YYeOHBIX M3IaHUH MPUBEIEH B TaOIUIE 8.
Tabnuua 8— [lepeueHp Me4aTHBIX U AJIEKTPOHHBIX YUEOHBIX M3AaHUMN

KomuecTso 3K3eMIuIsIpoB B

Iudp/
Oubmoreke
URL bubnuorpapuyeckas ccpuika
(KpoMe AIIEKTPOHHBIX
anpec
9K3EMIULIPOB)

004 CuHapuyk, AHapeit AleKkcaHIpoBUY (KaH/. TEXH. 5)
C24 HayK). OcHOBBI HH(POPMAITMOHHOW OE30MACHOCTH :

yueOHOo-MeToinyeckoe rmocodue / A. A. CBUHapUyK ;
C.-ITerep6. roc. yH-T a3pOKOCM. IPHOOPOCTPOSHHUS. -
Cankr-IlerepOypr : U3a-Bo I'YAII, 2023. - 94 c. :
puc., Tabmn. - bubauorp.: c. 90 (12 Ha3s.). - b. 11. -
TekcT : HermocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IUThl HTHPOPMALIUH: 10
B 75 yuebHoe rmocobue/ A. B. Boponos, H. B. Bonommuna.
- CII6.: 'OY BIIO "CII6I'YAIT", 2009. - 78 c.

004 1II | lHagerun, B. ®. 5




22 Nudopmanmonnas 6e3onacHocTs [ TekcT]: HayuHO-
nomnyinsipHas nureparypa / B. @. lllanprun. - M.:
JIMK Tlpecc, 2014. - 702 ¢

X 5147 | Skosen, E. H. IIpaBoBbie OCHOBBI 0OecTieueHHS 5)
nHpopMannoHHo# 6e3omacHocTr Poccuiickoit
Oenepanun [Teker] : yaebHOE mocodue / E. H.
Axosern. - M. : IOpmuruadopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
[Hanprun, B.®. 3amura nadopmanuu B
KOMITHIOTEPHBIX CUCTEMAX U CETSIX [ DJIEKTPOHHBII

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MeasHukos, B. I1. 5
48 3amuta napopmanun [ Teker] : yaeOnuk / B. I1.
MenbnukoB, A. 1. Kynpusanos, A. I'. Cxuptianze ;
pen. B. I1. MensaukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6xo, b. 4. 10
98 Kpunrorpadgudeckne MeToapl 3aIUThl HHGOPMAITTH

[Texcr] : yae6HOE mocobue / b. S. Psioko, A. H.
®uoHOB. - 2-¢ u3., cTep. - M. : ['opsvast TuHUS -
Tenexom, 2014. - 229 c.

7. IlepeyeHb AIMEKTPOHHBIX 00pPa30BaATEIBHBIX PECYPCOB
nH(OPMAaLIMOHHO-TEIIEKOMMYHUKAITUOHHON ceTu «IHTepHeT»
[Tepeuenn AJIIEKTPOHHBIX o0pa3oBaTeNbHBIX pecypcoB nH(pOpMaIIUOHHO-
TEJICKOMMYHUKAIIMOHHOW ceTH «HTepHeT», HEeOOXOAMMBIX Jii OCBOCHHS JIUCIMIUIAHBI
npuBe/ieH B Tadymie 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX OOpPa30BATEIBHBIX PECYPCOB HH(POPMALMOHHO-
TEJICKOMMYHHUKAIIMOHHOHU ceTH «/HTepHeT»
URL anpec HaumenoBanue

He npenycmoTrpeno

8. Ilepedenr MHPOPMAITMOHHBIX TEXHOJIOTUI
8.1. [lepeyenp mnporpaMMHOro oOecreueHus, HCHOJIb3YEeMOro IpPH OCYIIECTBICHUU
00pa30BaTEILHOrO Mpolecca M0 AUCLHUIINHE.
[lepeuyeHp uConbp3yeMoOro NporpaMMHOro odecredeHus npejacranieH B Taduuue 10.

Tabmumna 10— [TepeueHsr mporpaMMHOT0 00€CIICUCHIS

No /1t HanmenoBanue

He npenycmorpeno

8.2. IlepeucHb MH()OPMAITMOHHO-CIIPABOYHBIX CUCTEM,HCITOJIb3yEeMBIX pu
OCYIIECTBIIEHUU 00pa30BaTEIHLHOTO MPOIIecca MO AUCIUILTUHE

[Tepeuens WCHONB3yeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM TIPEJICTABICH B
Tabmmuie 11.

Tabmuna 11— Ilepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne /1t Haunmenosanue

He npenycmotpeno



http://e.lanbook.com/books/element.php?pl1_id=3032

9. MarepuanbHO-TeXHUYECKast 6a3a
CocraB MaTepualbHO-TEXHUYECKOHW 0a3bl, HEOOXOAUMOW U1  OCYIICCTBIICHHS
00pa30BaTeNBLHOTO MpoIiecca Mo TUCIUIUIMHE, IPECTaBIeH B Tabmuiel 2.

Ta6ymmma 12 — CoctaB MaTepualibHO-TEXHHUECKOM 0a3bl

Ne HanmenoBanue cocTaBHOM 4acTu Howmep aynuropun
/T MaTepuaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH)

1 | JleknmonHas ayuTopus

2 | KoMmbroTepHbIi Kilace

10. Omnenounble CpencTBa s MPOBEACHUS IPOMEKYTOUHOM aTTeCTaIlN
10.1. CocTaB OIICHOYHBIX CPEIACTBAJS MPOBEACHUS TMPOMEKYTOYHOM aTTECTAI[UH
00ydJaronuxcs mo IMCUUILIMHE TpUBeeH B Tabnwuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JJIsl IPOBEACHHSI POMEKYTOYHON aTTeCTaIlluN

Bup HpOMG)KyTO‘IHOﬁ aTTeCTalnu Hepequb OICHOYHBIX CPCACTB

Crrcok BONpPOCOB K 3K3aMEHY;
DK3aMeHalMOHHbIE OUIETHI;
3amayu;

TecThl.

DK3aMeH

[Ipumeuanne: *sx3aMeHaIIOHHBIE OMIIETHI (POPMHUPYIOTCS HA OCHOBE BOIIPOCOB M 33/1a4 TaOJIuIbI 15.

10.2. B xayecTBe KpUTEPHUEB OICHKH YPOBHA C(HOPMUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIMI OOYJaloUIMMHCS MPUMEHSETCS S5-0ajuibHasi MIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIICTEHIIHIA, KOTopas puBecHa B Tadumie 14. B TeueHne cemMecTpa MOXKET MCIOIb30BaThCS
100-6amnpHast ~ mKaja ~ MOAYJIBHO-PEUTHHTOBOW  CHCTEMBI ~ YHHUBEPCUTETa,  IpaBHIIA
UCTIOJIB30BaHUSI KOTOPOM, YCTAHOBJICHBI COOTBETCTBYIOIIUM JIOKAJILHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu olieHKH YpoBHS c(hOPMHUPOBAHHOCTH KOMIETEHIUH

Or11eHKa KOMITETEHIUI

Xapaxrepructuka chOpMUPOBAHHBIX KOMITIETEHIINI
5-0ayutpHad mIKama P P (opmpo

OO0yyarommiics:

— ry0OKO U BCECTOPOHHE YCBOWJI MPOTPaMMHBIN MaTepua;

— YBEPEHHO, JIOTUYHO, MTOCJIEIOBATEILHO U TPAMOTHO €r0 U3J1araer;

— ONMUPAsICh HAa 3HAHUSI OCHOBHOM W JIOMOJIHUTEIBHOW JIUTEpaTypHI,
«OTIIMYHO) TECHO CBSI3bIBAET YCBOCHHBIE HAYYHBIC MOJOXKEHHS C MPAKTUYECKOU
«3a4TCHOY JeSATEIbHOCTBIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET U apTyMEHTUPYET BBIJBUTAEMbIE UM HUJICH;

— JIeJIaeT BBIBOJIBI M 0000IICHHUS;

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEMATN3MPOBAHHBIX TIOHATHH.

— npaBuWiIbHO BRIMOIHUI OT 90% 10 100% TecToBBIX 3aaHUl

OO6yuaromuiicst:

— TBEPJI0 YCBOWJI MPOTPAMMHBIN MaTepual, TPaMOTHO H IO CYIIECTBY
W3Naraet ero, ONnupasich Ha 3HaHWS OCHOBHOM JTUTEPATYpHI,

— He JIOMYCKaeT CYIIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C TPAKTHYECKOW JIEATEITBHOCTHIO
«GaYTEHO» HaIpaBJICHUS;

— apTYMEHTUPYET HayYHbIE TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 00O0OIIEHHS;

— BJIQJICET CHCTEMOM CITeIINaTM3UPOBAHHBIX TIOHITHH. "

— IpaBUWJILHO BRIMOTHWI OT 70% 10 89% TeCTOBBIX 3aIaHHUI .




Or11eHKa KOMITETEHITUHN

XapakTeprcTrka chOpMUPOBAHHBIX KOMITCTEHITUIA
5-0aiubHas mKana PaKIep (op

— o0yyarouuiicss yCBOWJI TOJIbKO OCHOBHOW IPOrpaMMHBIA MaTepual,
II0 CYWIECTBY M3J1araeT €ro, ONUpasch HAa 3HAHUSA TOJBKO OCHOBHOU

JIUTEPATYPHI;
— JIOITyCKaeT HECYILECTBEHHbIE OIMOKN U HETOYHOCTH;
«yHOBJICTBOPUTENILHO» | — UCIBITBIBAET 3aTPyJHEHHS B IIPAKTUYECKOM IIPUMEHEHUM 3HAHUU
«GAYTCHO» HaIIPABJICHUS;

— cmabo apryMeHTUPYET HayYHbIC MTOJIOKEHHS,;

— 3aTpyAHsieTcs B (OPMYITHMPOBAHUU BBIBOJIOB U 0000IIECHUT;

— YaCTUYHO BJIAJICET CUCTEMOM CIENUATU3UPOBAHHBIX OHATH.
— MPaBWIbHO BBIMOJIHWI OT 51% 10 69% TecTOBBIX 3a1aHMil

— O0y4JaroIMiics HE YCBOWJ 3HAYUTEIBHOH YacTH MPOTPAMMHOTO
MaTepuaa,
— JIONyCKAaeT  CYIIECTBCHHBIE  OIMUOKM W  HETOYHOCTH  MIpH
«HEYIOBJICTBOPUTEIIHHO» | PACCMOTPEHUH IIPOOJIEM B KOHKPETHOM HAIpPaBICHUH,
«HE 324YTCHO» — HCIIBITHIBAET TPYTHOCTH B MMPAKTHYECKOM IPUMEHEHUN 3HAHMIA;
— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKEHHUS,
— He GopMyITHpYeT BEIBOJOB U 00OOIICHHIA. n
— MPaBUIIBHO BBIMOJHWI MeHee 51% TecTOBbIX 3aJaHul .

10.3. TunoBbie KOHTPOJIBHBIC 33aHUS WIIK HHBIE MAaTePUAIIBI.
Bomnpocs! (3agaun) as sK3aMeHa IpeIcTaBieHbl B Ta0auie 15.

Tabmuna 15 — Bompocs! (3a1a4umn) s 9K3aMeHa

Ko
Ne /it [Tepedyens BonpocoB (3a1a4) 1 IK3aMeHa A
WHAMKATOpa
1 [Tonsarue nnpopmarmonnoi 6ezonacuoctu (Ub) m ocrosusie | I1K-1.3.1

TEPMUHBI (3a11UTa, YTPo3a, YSI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIIMATIbHOCTb, LIEIOCTHOCTD, IOCTYITHOCTh —
MOHATUE U IPUMEPHI HAPYIICHUH.

[Ipennoceiaky 1 enu odecrneyeHuss HHPOPMaIMOHHON
0€301MacCHOCTH.

Bus! nHpopManmonHoi 6€30MacHOCTH: MEePCOHATbHAS,
KOPIIOpaTHBHASA, TOCY/IaPCTBEHHASI.

OOBeKTHI U CYyOBEKTHI 3aIIUTHI HHPOPMALIHH.

JlokTpuHa nHpopMamonHoi 0ezonacHoctu Poccuiickoit
®enepanyy (OCHOBHBIE MTOJIOKEHUS).

NupopmannonHas 0e30macHOCTb YelI0BeKa U 00I1eCTBa.
KomnbroTepHble pecTymiieHus: onpeaeaeHue,
KJ1accu(UKaIus 1 OCHOBHBIE TEXHOJIOTUN COBEPIICHHUS.
CoBpemenHas koHuemnius oobecneuenus 1b.

Ponw uenoBedeckoro akTopa B obecrieueHun
MH(POPMALMOHHOM 6€30MacHOCTH.

Knaccudukanms yrpo3 nHpopManmoHHONH 0€301aCHOCTH
(MCTOYHMKHY, LIEJIH, BUJIBI BO3ICHCTBUS).

OcHOBHBIE KaHAITBI YTEYKN HH(POPMAITUH.

TexHnueckue KaHajbl yTeUKd HHPOPMALIUU: TIOHATHE U
CIIOCOOBI 3aIUTEL

Buns! cereBrix arak: DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHas HHXXEHEPUs: METO/IbI U CIIOCOOBI
MIPOTUBOJICUCTBHS.

BpenonocHoe nmporpamMmmHoe oOecriedeHne: BUPYCHI, YepBH,




Tposinbl, Ransomware.

YTpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX.

Yrpo3bl KOMMEPUECKON TalHbl U HHCANEPCTBO.

MeTo/1b1 OIICHKH pUCKOB HH(OPMAIIMOHHON 0€3011acHOCTH.
Uro Takoe ysa3BuMOCTh (vulnerability) 1 uem oHa oTIHUYaeTCs
OT yrpo3bl?

[TonuTtuka 6Ge30macHOCTH HHPOPMAITMOHHON CHCTEMBI:
Ha3HAYEHHUE U CTPYKTYypa.

Meroas! ayreHTH(GUKAMH U HACHTH()HUKAINH OJIb30BaTeIeH.
Bunsl ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTO(aKTOpHAas).

JIucKkpenoHHast 1 MaHATHASI MOJICIIA YIIPABIICHUS JOCTYIIOM.

MexaHU3MBbl 3aLUTHI: TEXHUYECKUE, IPABOBBIE,
OpraHu3aIOHHBIE.

Kpunrorpaduueckue MeTo/ sl 3a1IUTHl HH(OPMALIUN
(CMMMETPHUYHBIE U ACUMMETPUYHBIE).

XemupoBaHUe: MOHATUE U UCTIONIBb30BAHKE IS IPOBEPKU
[IEJIOCTHOCTH.

Mesxceresbie 3kpanbl (Firewalls): dyHKuu, TUIHI (TaKETHEIE,
YPOBHS IPUIJIOKEHUH).

Cucrembl 0OHapYKEHUS U MPEAOTBPAIICHUS BTOPKEHUN
(IDS/1PS).

AHTUBUpYCHAS 3alIUTAa: IPUHIUIIBI PaOOTHI.

VPN (BupTyanbHbIC YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBI.
PezepBHoe konupoBanue (Backup) kak cpenctro
o0ecreYeHust JOCTYITHOCTH JaHHBIX.

beszonacuocts GecripoBoanbix cereit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMCTB.

3amuTa uHGOpMAIMK B 00JAYHBIX BHIYMCICHUSIX

[IpaBoBble MeTObI 00ecniedeHnst UHHOPMALTMOHHON
0€30MaCHOCTH.

3axonogarensctBo PD B obnacTu 3amutel nHpopmanuu (O3-

152, ®3-149).

l'ocynapcTBeHHas 1 KOMMepYecKas TaliHa: IIOHATHE U 3allUTA.

[lepconanbHbIe NaHHBIE: KIacCU(UKAIIHS U TPABOBON PEKUM
3aIUTHI.

CrannapTsl B 001acTH HHPOPMAIIMOHHON 0€301aCHOCTH
('OCT P UICO/MDBK 27001).

I1K-1.3.4

Cuctema 3amuThl HHGOPMALIUU OPTaHU3ALMU: CTPYKTYpa U
MPUHLIMIIBI CO3/1aHUS.

OneHka pUCKOB: ONIPEJEIICHUE, 3TallbI.
busHec-HenpepbIBHOCTH U BOCCTAHOBJIEHUE MTOCIIE
nHuaeHtoB (BCP/DRP).

OO6yuenue nepcoHana OCHOBaM KrOepOe301acHOCTH.
Aynut 6e30macHOCTH MH(POPMAITMOHHONW CUCTEMBI.
[Tpunuumns! padots! [Psec.

Mertoap! 3aUThl OT CHU(()UHTA TAKETOB.

MeTtoas! ycrpaneHus yrpo3ssl IP-cnydunra.

Artaku Ha ypoBHe npunoxeHui (SQL-unbeknun, XSS).
dumuHT: onpeaenenue, Buabl (smishing, vishing) u
ITPU3HAKU.

[IK-7.¥.1




Bomnpocs! (3agaun) muis 3adera / nug¢. 3auera npencrapieHs! B Tabnuie 16.
Ta6mmma 16 — Boripocs! (3amaun) nist 3aueta / audd. 3adera

Kon

Ne i/ Ilepeuens Bonpocos (3anau) s 3auera / nudd. 3adera
p p (3ana9) 1 aupd VHIUKATOPa

Y4eOHbIM MJIaHOM HE IPEyCMOTPEHO

[lepeuens Tem ISl BHITOTHEHHUSI KypCOBOIO MPOEKTa/ KypCcOBOM pabOThl MpEeCTaBIICHBI
B TabauIte 17.
Ta6ymma 17 — [lepedeHp TeM I BBITTOJIHEHHS KYPCOBOTO IMPOEKTa / KYpCOBOM pabOThI

No /i [TpuMepHBIii TepedeHb TeM TSI BBIITOJIHEHUSI KYPCOBOTO IMPOEKTa/ KypCOBOU
B paboTHI

Y4eOHBIM IIIAHOM HE TPEAYCMOTPEHO

Bompocer st mpoBeneHUsT TPOMEXKYTOYHOM aTTECTAllMM B BHJE TECTUPOBAHHUS
MpeACTaBICHBI B Tabnwuie 18.

Tabnuna 18 — [IpumepHbIil nepeyeHb BOPOCOB JJIs TECTOB

y Koz
Ne /i IIpuMepHBIii IepeYeHb BOIIPOCOB ISl TECTOB
WHAMKATOpa
1 1) K mpaBoBbIM MeTO1aM, 00€CTIeYNBAIOLIIM HHPOPMAIIHOHHYIO IK-1.3.1

0e30IMacHOCTh, OTHOCSITCS

- Pa3pabotka anmapaTHbIX cpecTB 00ecredeHUs IPaBOBBIX TaHHBIX
- PazpaboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX MPABOBBIX CETAX
KYpHaJIOB yueTa JeHCTBUM

+ Pa3paboTka u KOHKpETH3aIHs IPABOBBIX HOPMAaTHBHBIX aKTOB
obecrnieueHus 6€30MacHOCTH

2) OCHOBHBIMHU HCTOYHUKAMH YTPO3 HH(POPMAIIMOHHOH 0€301TacHOCTH
SIBJIIOTCS BCE YKA3aHHOE B CIIHCKE:

- XUIIeHUE KECTKHUX JIUCKOB, MOJKIIOYCHUE K CETH, HHCAIePCTBO

+ IlepexBar JaHHBIX, XUILEHUE JAHHBIX, N3MEHECHUE apXUTEKTYphI
CHCTEMBI

- XulleHue JaHHbIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HApYIIEHUE
pernameHTa paboThl

3) Bunsl undopmannoHHoN 6€30MacHOCTH:

+ IlepcoHanbHasi, KOPIOPAaTUBHAS, TOCYIapPCTBEHHAS

- Kitnenrckas, cepBepHas, cereBas

- JlokanbHas, T00abHast, CMEIaHHAas

4) llenu naopMannoHHOM 6€30MaCHOCTH — CBOEBPEMEHHOE
oOHapyKeHHe, TpeayNpexIeHHE:

+ HECaHKIIMOHUPOBAHHOTO JOCTYTIA, BO3JACHUCTBUS B CETH

- HHCaiilepcTBa B OpraHu3anuu

- Upe3BBIYANHBIX CUTYyallul

5) OcHoBHBIE 00BEKTHI HH(OPMAIIMOHHON 0€30MacCHOCTH:

+ KommbroTepHble ceTH, 0a3bl TaHHBIX

- UndopmanimoHHbIe CUCTEMBI, ICUXOJIOTHYECKOE COCTOSIHUE
I0JIb30BaTENEN

- busHec-opreHTUpOBaHHbIE, KOMMEPUYECKHUE CUCTEMBI

6) OCHOBHBIMHU PUCKaMH HH(POPMAIIMOHHON 0€30MaCHOCTH SIBIISIFOTCS
- UckaxeHue, yMeHblIeHHE 00beMa, MepeKoJUPOBKa HHPOPMALIUU

- TexHUYeCKOE BMEIIATEBCTBO, BEIBEJICHHE U3 CTPOSI 000PYIOBaHUS
ceTu

+ IoTeps, MckakeHNe, yTeuka HH(QOopMaIiu




7) K ocHOBHBIM mipuHITUTIaM oOecrieueHrst HHPOPMaIMOHHON
0€30IacCHOCTH OTHOCHUTCSL:

+ DkoHOMUYECKOH 3(h(hEeKTUBHOCTU CUCTEMBI 0€30MACHOCTH

- MHorormiarhopMeHHOH peanu3aiui CUCTEMbI

- YcuiieHus 3alUIleHHOCTH BCEX 3BEHbEB CUCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HH(POPMALMOHHOM O€30M1aCHOCTH
SBJISIOTCSL:

- PYKOBOJUTEIHN, MEHEKEPhI, aIMUHUCTPATOPHI KOMIAHUN

+ oprasl IIpaBa, rocy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JAHHBIX, (PaePBOILIBI

9) K ocHOBHBIM (DyHKIMSIM CUCTEMBI O€3011aCHOCTH MO>KHO OTHECTH BCE
MIEPEUYHCICHHOE:

+ YcraHOBIIEHHE PErVIaMEHTa, ayAUT CUCTEMBI, BBISIBICHUE PUCKOB
- YcTaHOBKa HOBBIX O()MCHBIX MPHUIIOKEHUN, CMEHA XOCTUHT-KOMITAHUU
- BHenpenue ayreHTH(QHUKALMY, TPOBEPKU KOHTAKTHBIX JaHHBIX
II0JIb30BaTEIECH

tect 10) [IpuHuKnoM nHGOpMALIMOHHOM 6€30M1aCHOCTH SBISAETCS
MPUHIUN HEAOMYIICHUS:

+ HeonpaBaaHHBIX OrpaHU4eHUi pu paboTe B CeTH (CUcTEMe)

- PuckoB Oe3zonacHOCTH CEeTH, CUCTEMBbI

- [Ipe3yMnumu CeKpeTHOCTH

11) [IpuHIMTIOM NOAUTUKHA UHPOPMALMOHHOW OE30MTaCHOCTH SIBIISCTCS
HPUHLUIL:

+ HeBO3MO>KHOCTH MHUHOBATh 3aIIUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuiieHust OCHOBHOTO 3BE€HA CETH, CUCTEMBbI

- [TorHOTO GIIOKMPOBAHMUS AOCTYNA MTPH PUCK-CUTYAIHSIX

12) I[IpyHIMIIOM NOJIUTUKU MHMOPMALIMOHHON OE€301IaCHOCTH SIBIISIETCS
TPUHITAIL:

+ YcuneHus 3aliMIeHHOCTH CaMOro HE3alUILIEHHOTO 3B€Ha CEeTH
(cucremsr)

- [lepexoza B 6e30macHOe COCTOSTHHE PAOOTHI CETH, CUCTEMBI

- [TomHOTO HOCTYNA MOJIB30BATENIEH KO BCEM pecypcaM CETH, CHCTEMBI
13) [IpyHIMIIOM NOAUTHUKHA HH(POPMALIMOHHON 6€30MacCHOCTH SIBIISETCS
TIPUHITATL:

+ Paznenenus nocryna (00s3aHHOCTEH, IPUBHUIIETUI ) KIIMEHTAM CETH
(cuctemsr)

- OTHOYPOBHEBOM 3aIIUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX MPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CHCTEMBI

14) K 0CHOBHBIM THIIaM CpPE/ICTB BO3/AEHUCTBHS Ha KOMITBIOTEPHYIO CETh
OTHOCHUTCS:

- KomnbroTephslit cOoit

+ Jlornueckue 3aKknagku («MUHBI»)

- ABapuiiHO€ OTKIIFOUCHHE TUTAHUS

15) Korma monydeH cnam 1o e-mail ¢ mpuiokeHHbIM (aitsiom, CIIeyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUYETO LIEHHOTO —
yAAIUTh

- CoxpaHuTh npuiioxenue B napke «Cram», BBISICHUTB 3aTeM |IP-anpec
re’epaTopa cramMa

+ Y ianute TMCbMO € IPUIIOKEHUEM, HE pACKpPbIBast (HE YUTast) €ero

16) Ipunnun Kupxroda:

- CeKpeTHOCTh KJI0Ya ONpesie]IeHa CeKPETHOCTHIO OTKPBITOTO

[IK-1.3.4




COOOIIIEHNSA

- CekpeTHOCTh H(OpPMAIIMU OTIpeIeNIeHa CKOPOCTHIO Mepelaun JaHHBIX
+ CeKpeTHOCTb 3aKPBITOTO COOOIICHHS OMPeIEsIeTCs] CEKPETHOCTHIO
KITI04a

17) DUII — aT0:

- DIIeKTpOHHO-TIPOBOI MpeoOpa3oBaTelb

+ DneKTpOHHO-IIM(PPOBask MOAMUCH

- DIIEKTPOHHO-TIU(PPOBOIA MPoIIECCOp

18) HanbGomnee pacnpocTpaHeHbl yIpo3bl HH(OOPMAITMOHHOM
0€30MaCHOCTH KOPIIOPATUBHOM CHCTEMBI:

- [Toxynka Henuuenzuonnoro 110

+ OmuOKM 3KCIUTyaTalliy U HEYMBIIIUICHHOTO U3MEHEHUS PeKUMa
paboThI CUCTEMBI

- CO3HATeNIbHOTO BHE/IPEHUS CETEBBIX BUPYCOB

3 19) HaubGomnee pacnpocTpaHeHbl yIpo3bl HH()OPMAITMOHHOM [K-7.V¥.1
0€30MaCHOCTH CEeTH:

- PacnipeneneHHbIil 1oCTyI KJIMEHT, 0TKa3 000pyJOBaHUs

- MopasbHbIil H3HOC CETH, NHCAWIEPCTBO

+ C0oi1 (0TKa3) 000pyIOBaHUS, HENEraTbHOE KOMMMPOBAHNE JAHHBIX
tect_20) Hauboiee pacipocTpaHeHbI CpeCTBA BO3JCHCTBUS HA CETh
oduca:

- Cnabpr1ii Tpaduk, HPOPMALMOHHBIA 00MaH, BUPYCHl B HHTEPHET

+ Bupycsl B ceTu, JOrH4ecKue MUHBI (3aKJIaik1), UH(HOPMAIIMOHHBII
nepexsar

- KomnbroTepHbie cOou, M3MEHEHNE aIMUHCTPUPOBAHUS, TOMOJIOTUU
21) Yreukoit uHQOpMAIMK B CUCTEME HA3bIBACTCS CUTYAIIHS,
XapakTepusyemasi:

+ [lorepeit JaHHBIX B CUCTEME

- Iamenennem ¢GopMbl nHDOpMAIUU

- 3menenueMm conepxkanus nHGopmanuu

22) ColicTBamMH nHpOpMaLMU, HanboIee aKTyalbHBIMU ITPU
obecrieueHnH HHPOPMAITMOHHOMN O€30MaCHOCTH SIBJISIFOTCS:

+ Ile1oCTHOCTh

- JloctynHOCTH

- AKTyanbHOCTB]

23) Yrpo3a nHpopMaIMoHHOH cucTeMe (KOMITbIOTEPHOM CEeTH) — 3TO:
+ BeposiTHOE coObITHE

- JlerepMuHUpPOBaHHOE (BCEra ONpeieeHHOe) COObITHE

- CoObITHE, TPOUCXO/ISIIEE TIEPUOTUIECKHI

24) Undopmanus, KOTOPYIO clenyeT 3aluiarh (o HopMaTuBawm,
MIpaBHUJIAM CETH, CHCTEMBI) Ha3bIBACTCS:

- PermameHnTupoBaHHOMI

- [IpaBoBoi

+ 3amuniaemMon

[lepeueHb TeM KOHTPOJIBHBIX PabOT MO NUCHUIUIMHE OOydYarolUXCsl 3a04HOH (OPMBI
oOydeHus1, IpeCcTaBIeHbl B Ta0muie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno




10.4. MeTtoauveckre  MaTepUaibl,  ONPEACNSIONUE  MPOLUEAYPHl  OICHUBAHUS
WHAUKATOPOB, XapaKTEpU3YIOUUX dTanbl (HOpMHpPOBaHHUS KOMIETEHIMH, coaepxkarcs B
JOKaJbHBIX HOpPMATUBHBIX akTax [ YAIIl, periaMeHTHpyIOUIUX TOPSJIOK U MPOLEAYPY
MIPOBEJICHUS TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTeCTalli O00yJaroluxcs
I'VAIL

11. Meroaudeckue yKazaHus Uit 00YJarOIIUXCS TI0 OCBOSHHUIO JUCITUILTHHEI

11.1. Meroauueckue ykasaHHs A OOy4arOIIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
MaTepuaia.

OCHOBHOE Ha3HAYCHME JICKIUOHHOIO MaTepuana — JIOTMYECKH CTPOHMHOE, CUCTEMHOE,
riyOOKoe U sICHOE WU3JIOKEeHHMe yueOHoro marepuana. Ha3HaueHune cOBpEeMEHHOM JieKLuu B
paMKax IUCIHMIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(POPMALMIO MO TEME, 2 B OCBOCHHH
(GyHAaMEHTaJIbHBIX NpoOJEeM JUCHMIUIMHBI, METOJOB HAy4yHOrO IIO3HaHMS, HOBEHUIIMX
JOCTIDKEHUI Hay4HOH MbIciu. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JIOTHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (YHKUUU. JIEKIUs pacKpbIBaeT MOHATUHHBINA amnmapar
KOHKPETHOW 0o0yiacTH 3HaHuUsA, €€ MpoOJeMbl, AA€T LEIbHOE NPEACTaBICHUE O AUCLUILIMHE,
IIOKa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUIIIIMHAMM.

[InaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYarONIMMUCS JEKIIMOHHOIO MaTepuana;

— TIOJYy4YEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HAHUH, YPOBEHb
KOTOPBIX OIPEAEIAETCS LIEJIEBOM YCTAHOBKON K KaKJJOM KOHKPETHOU TEME;

— IIOJIy4€HHE OIIbITa TBOPYECKOH padOThI COBMECTHO C IPENOJABATEIEM;

— pasBuTHe TPOPECCHOHATHHO-IENOBBIX  KAauyecTB, JIIOOBM K TIPEAMETYy W
CaMOCTOATEIBHOIO TBOPYECKOTO MBIIIJICHUS.

— MOsBJIEHUE HEOOXOAMMOro HHTEpeca, HE0OX0AUMOTO Il CAMOCTOSITEIbHON pabOThI;

— TIOJy4Y€HHE 3HAaHUU O COBPEMEHHOM YPOBHE pAa3BUTHS HAyKM U TEXHUKH U O
IPOTHO3€ UX pa3BUTHs Ha OJMIKaMIINe TO/Ibl;

— Hay4YyuTbhCI METOJMYECKH 00padarbiBaTh MaTepuall (BBIACHSATH TJIABHBIC MBICITH H
IIOJIOKEHUS, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3jIM4YHBIX
bopMynupoBKax);

— TOJIyueHHE TOYHOT'O TOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TIOHSATHH.

JlekunoHHBI MaTepua’d MOJXKET COINPOBOXKAATHCS JIEMOHCTpalMed CIalIoB U
MCIIOJIb30BaHUEM pa3aTOYHOrO MaTepuaja IpU MPOBENCHUU KOPOTKUX JUCKYycCUM 00
0COOEHHOCTSX MPUMEHEHHUS OTJENIbHBIX TEMAaTHK M0 JUCLUIUINHE.

CrpykTypa npe1ocTaBiIeHUs JIEKIIMOHHOTO MaTepuaIa;

— H3noxxeHue IEKIMOHHOTO MaTepHaa;

— llpencraBieHne TEOPETUUECKOrO MaTepraa IpenoJaBaTesIeM B BUJIE CIIANIOB;

— OcCBO€HHE TEOPETUUECKOTO MaTepraa 1o NPakTUYECKUM BOIIPOCAM;

— Cnmcok BOIIPOCOB IO TEME Il CAMOCTOSTENIbHOW PabOThI CTYCHTA.

Metoanyeckre yKa3zaHHs 10 OCBOSHHIO JISKIIMOHHOTO MaTepHaja UMEIOTCS B W3JJaHHOM
Buze B oudbmnorexe I'YAIl Cunapuyk, AHapelt AnekcanapoBud (KaH[. TeXH. Hayk). OCHOBBI
nH(popManMoHHOW Oe30MmacHOCTH @ ydeOHO-MeToaudeckoe nmocobue / A. A. CBunapuyk ; C.-
[Terep®6. roc. yH-T aspokocM. npubopoctpoenus. - Cankr-IlerepOypr : U3a-so I'VAIL, 2023. -
94 c. : puc., Tabmn. - bubmmorp.: ¢. 90 (12 Ha3g.). - b. 11. - TekcT : HEMOCPEACTBEHHBII

11.2. Meroaudueckue yKa3aHUs sl OOYYarOIIUXCS MO BBHIOJIHEHUIO JIAOOPATOPHBIX
pabor

B xone BeimonHeHus 1a0oOpaTOpHBIX pabOT oOydaromuics AOKEH YIIIyOUTh U
3aKpENUTh 3HAHUS, NPAKTUYECKUE HABBIKM, OBJAJETh COBPEMEHHOW METOJUKON M TEXHUKOHN
HKCIIEPUMEHTa B COOTBETCTBMM C KBaIM(PHUKAUOHHON XapaKTEpUCTHKON 00ydaromerocs.



Brimonnenue 1ab0opaTOpHBIX pabOT COCTOMT U3 3KCIEPHUMEHTAIbHO-TIPAKTUYECKOH, pacyeTHO-
AHAJIMTHYECKOM YacTel U KOHTPOJIbHBIX MEPOIPUATHIA.

Brimonnenue 51abopaTopHBIX pabOT OO0YyYarOIIUMCS SIBJISETCS HEOTHEMJIEMOM YacThIO
U3y4eHMs] JUCLMIUIMHBI, OIpelessseMoi y4yeOHbIM IUIAHOM, M OTHOCHTCA K CpPEICTBaM,
00eCTIeYNBAIOIIUM PEIICHUE CIETYIONUX OCHOBHBIX 334 00y4aromerocs:

— T[pHOOpeTeHHEe HAaBBIKOB HCCIEIOBaHMs IPOLIECCOB, SBIEHUH U  OOBEKTOB,
M3Y4aeMbIX B paMKax JJAHHOW JUCIUILIMHBL,

— 3aKpeIUIeHue, pa3BUTHE U JETaln3alus TEOPEeTHMYECKUX 3HAHHUM, MOJIY4YEHHBIX Ha
JEKIMX;

— TOoJIyueHHe HOBOM MH(OpMAINH 10 U3Y4aeMOH TUCIUILIIHE;

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITEIBHOM  paboThl ¢ J1a0OpaTOpHBIM
o0opyoBaHrEeM U pudopamu.

3ananue u TpeOOBaHUSA K NPOBEAECHHUIO J1a00PATOPHBIX padoT

— B 3aganum 1omKHO OBITH YeTKO c(hopMylIHpoBaHa 3a/1a4a, BeinoiHsiemas B JIP;

— Omnucanbl BXOJHBIE U BBIXOJHBIEC JaHHbIE 1J1s TpoBeaeHus JIP;

— JIP gomxHa BBIIOJHATHCS HA OCHOBE MOJIYYEHHBIX TEOPETUUYECKUX 3HAHMSIX;

— Bemonnenue JIP TOMKHO OCYIIECTBIATHCS HA OCHOBE METOAMYECKHMX YKa3aHHI,
MIPEI0CTABIIIEMBIX MPETIOaBATEIIEM;

— JIP pomxHa BBINOJIHATHCA B CHIEUUATM3UPOBAHHOM KOMIIBIOTEPHOM KJIACCE U MOKET
OBITH JOpabOTaHa CTYJIEHTOM B JOMAIITHUX YCIOBUSX, eciu 1no3Bossier [10;

— Hrorom BeimosiHeHHOM JIP siBiIseTcst OTUET.

Ctpykrypa u ¢opma oT4eTa 0 J1a00PaTOPHOIi padoTe

— IlocranoBka 3agauu;

— BxopgHble 1 BBIXOJIHBIE TAHHBIE;

— CopuepxaHue 3TarnoB BbIIOIHEHUS;

— O0ocHOBaHME MTOJIYYEHHOTO pe3yibTara (BbIBON);

—  CHOmucok UCIoJIb3yeMOt JTUTEPATYPHI.

TpebdoBanusi k oopMIIeHHIO 0TYETA 0 J1aGopaTopHOIi padoTe

— Jlaboparopnas pa6orta (JIP) mpenocraBnsieTcst B meyaTHOM/HIIN JIEKTPOHHOM BUJIE;

— JIP momxHa cOOTBETCTBOBAThH CTPYKTYpE U OpMe OTUETa MPEICTABICHHON BBIIIIE;

— JIP pgomxna umeth TuUTynapHBIM guct ('OCT 7.32-2001 wuzmanus 2008 roma) c
Ha3BaHMEM U TIOJIMTUCHIO CTYACHTA(0B), KOTOPHIH(bIe) ee caenan(u) u opopMui(u);

Cryaent nowkeH 3amututh JIP. OTMeTKa 0 3ammTe J0KHA HAXOAUTHCSA HA TUTYJIHHOM
JUCTE BMECTE C MOAMKCHIO MTPENOIaBaTes.

11.3. MeToauueckue yKazaHus sl OOYJArOIIUXCS O MPOXOKACHUIO CAMOCTOSATEIHHON
paboTsl

B xoze BBIMOTHEHHUS CaMOCTOSATENBHON pabOThI, OOYYAIOIIHIiCS BBHIOTHAET paboTy MO
3aJJaHUI0 ¥ TIPU METOJMYECKOM PYKOBOJCTBE IpErojaBaTelisi, Ho 0e3 ero HermocpeICTBEHHOTO
y4acTusl.

g oOydaromuxcsi Mo 3a04HOil Gopme 00ydeHMsI BBIIIOJIHEHHUE KOHTPOJBHBIX padoT
SBIISIETCS DIIEMEHTOM TEKYILEro KOHTPOJIS YCIIEBAEMOCTH U CaMOCTOSTENIbHOM paboTHI.

B mporecce BBIOMHEHHS] CaMOCTOATENBRHON PabOTHI y oOydaromierocss GopMUpPYETCs
resnecooOpa3Hoe IIaHupoBaHUe pabouero BpeMeHHu, KOTOPOe MO3BOJISIET €My pa3BUBATh YMEHUS
W HaBBIKM B YCBOCHHMU W CHCTCMATH3allUH HpI/IO6peTaeMBIX 3HaHHI>i, oOecrieunBaeT BBICOKHI
YPOBEHb YCIEBAEMOCTH B TMEPHOJ OOYYECHHs, TOMOTaeT TNOJYyYUTh HABBIKA TOBBIIICHUS
poeCCHOHAIBHOTO YPOBHSI.

MeTtoaudyeckuMi ~ MaTepualiaMH,  HAMNpaBJSIONIMMH  CaAMOCTOSITENIbHYIO  paboTy
00yJarONUX CSSBIISIOTCS:

—  y4eOHO-METOAMYECKH MaTepHal Mo AUCIHILTNHE;



— METOJUYECKHE YKa3aHUS MO BBINOJHEHHIO KOHTPOJIBHBIX paboT (1 00y4arommxcs
1o 3a049HOU (popme oOydeHwHs ).

11.4. Meroauyeckue yKazaHUsA Ui OOYYAIOIIMXCS IO MPOXOXKACHHUIO TEKYIIETO
KOHTPOJISI YCTIEBAaeMOCTH.

Tekymuid KOHTPOJb YCIEBAEMOCTH IPEAyCMATPUBAECT KOHTPOJb KadyecTBa 3HAHUI
00yJaromuXxCcsi, OCYIIECTBIIEMOTO B TEYCHHE CEMECTpa C IIENbI0 OICHUBAHMS XOJa OCBOCHUS
JIACITUIIINHEI.

JUis  ycrenrHoro MPOXOXKICHHSI TEKYIIEro KOHTPOJS HEOOXOAMMO BBINIOJHUTH
71a00paTOpHBIC padOTHI, 3arPY3UTh MX B JTUYHBIH KAOMHET U MIPONTH MPOLEIYPY 3AIIUTHI KaXI0H
paboTbl. O1ieHKH 3a pabOThI BEICTABIISIOTCS M0 MATHOATUIBHON HIKAJIE.

11.5. Metoauveckue yKazaHus A OOyYaIOMUXCS MO MPOXOKICHHIO MPOMEKYTOTHON
aTTeCTallUU.

[Ipomexyrounas  arrecranus  OOydalomUXCsl — MPEeAycMaTpuBaeT  OILICHUBAHUE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/bTaTOB 00y4YeHMs MO AucHumuinHe. OHa BKIIOYAeT B
ceost:

— D9K3aMeH — (opma OLEHKH 3HaHUM, MONYyYEHHBIX OOYYalOIIMMCA B IMPOLIECCE
W3YYEHHUS BCEW MUCIUIUIMHBI WM €€ YaCTH, HAaBBIKOB CAMOCTOSATEIbHOU paboThl, CHOCOOHOCTH
MPUMEHATh MX JJIs pEHICHUs MPAKTHUYECKUX 3ajad. JK3aMEH, Kak MpaBWIO, MPOBOJUTCS B
nepuoj, SK3aMEHAIIMOHHOW CECCHMM U 3aBEPIIAETCS AaTTECTAIlMOHHOM OIICHKOM «OTIMYHOY,
«XOPOIIOY, «YTOBICTBOPUTEILHOY, «HEYIOBIECTBOPUTEIHHOY.

JUis  yCHemHOTO TPOXOXKACHHUS MPOMEXKYTOYHOW aTTeCTallid HEOOXOAUMO 32
3allMIICHHbIE  JA0OpaTOpHbIE pPabOThl MOJYYUTh HHTETPAIBHYIO OIICHKY HE HIXKE
«YAOBIETBOPUTEIHHOY.



Jluct BHeceHUs U3MEHEHUH B pabouyio MporpaMMy IUCIUTUIMHbI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit
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