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AHHOTaUs

Jucuumnuzaa «OcHOBBI MHPOPMAIIMOHHOM 0€30MacHOCTH» BXOAMUT B 00pa30BaTEIbHYIO
IpoTrpaMMy BBICIIET0 00pa3oBaHUsl — MPOrpaMMy OakallaBpHara 10 HalpaBICHUIO MOJATOTOBKH/
CIIELINATILHOCTHU 42.03.01 «Pexnama " CBSI3U C 00ILIIECTBEHHOCTHIO
HanpasjieHHocTH/criennanu3anun «PekiiamMa W CBSI3U C OOIIECTBEHHOCTHIO B KOMMEPYECKOU
cheper. ducnumnuna peanusyercs kadeapoit «Ne33y.

JucuuminHa HameneHa Ha (GOPMHUPOBAHKE Y BBIITYCKHUKA CIICIYIOIIUX KOMIIETCHITHIA:

OIIK-6 «CrocobeH MOHMMATh MPUHIHUIBI PAOOTHI COBPEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI U UCIIOJIb30BaTh UX IS PEIICHUS 3a/1a4 PO ecCHOHAIBHON eATeTbHOCTHY

CopepxaHue AMCUUIUIMHBI OXBATHIBAE€T KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaueHue HMH()OPMAIMOHHONW OE30MaCHOCTH W 3alUThl MHPOpPMAIUH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNeHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METOJIOJIOTUYECKUX U OPTaHU3AI[MOHHBIX OCHOB 00eCTIeUeHUsT OC30MacHOCTH.

[IpenogaBanne AMCHUIUIMHBI MpEeAyCMAaTpUBaeT cienyromue (GopMbl OpraHu3aluu
y4eOHOro mpolecca: JEKIMH, JIa0opaTopHbIe padOTHI, CaMOCTOsITEeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[IporpamMmmMoit AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONINE BHUIbI KOHTPOJIS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, MPOMEKYTOUHAsI arTecTanus B opme 3adera (3 cemectp).

OO0mast TpyA0eMKOCTh OCBOSHUS AWCIMILIUHBI COCTABISCT 3 3adeTHBIX eawHmibl, 108
YacoB.

SA3bIK 00y4YeHUs 10 AUCIHUILUINHE «PYCCKUH »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTMHBI

JlucumiinHa UMEeT CBOEH IeTbl0: 00SCIIEUYUTh BBIOJIHCHNUE TPEOOBAHMIMA, W3JI0KCHHBIX
B (eiepaIbHOM roCcyIapcTBEHHOM 00pa3oBaTeIbHOM CTAaHAAPTE BBICHIETO MPOPECCHOHATHLHOTO
oOpa3oBanus. V3yueHue NUCHUIUIMHBI HApPaBICHO HAa (OPMUPOBAHHE TMEPEUUCICHHBIX HUKE
AJIEMEHTOB MPO(PECCUOHATBHBIX KOMITCTECHIIHH.

Takxke mensIMU OCBOSHUS JUCHUIUIMHBI «3ammTa WHOOPMAIUNY» SIBISTFOTCS PACKPBITHE
CYIIHOCTH M 3HA4YEHUS WH(POPMAIMOHHOW 0€30MacHOCTH M 3aIUThl HHPOPMAIIUU, UX MeCTa B
CUCTEME HaI[MOHAJILHOW O€30MacHOCTH, ONpPEICIICHHE TEOPETHUECKHUX, KOHIICTITYaIbHBIX,
METOJOJIOTUYECKHX W OpraHU3allMOHHBIX OCHOB OOECIe4YeHUs1 0e30MacHOCTH HH(OpMaIuy,
KIIAaCCU(UKALIUS U XapPAKTEPUCTUKU COCTABIISIONINX MH(POPMAITMOHHON OE€30MaCHOCTH | 3aIIUTHI
UHPOPMAIINY, YCTAHOBJICHHUE B3aUMOCBS3M M JIOTHYECKOW OpraHW3aldd BXOJSIIMX B HHX
KOMITOHCHTOB.

1.2. JlucuMiimHa BXOJUT B COCTaB 00s3aTEILHON YacTH 00pa30BaTEIbHOM MPOTPaMMEI
BeIciero oOpasoBanus (nanee — OIT BO).

1.3. TlepeueHb mIaHUPYEMBIX PE3yJIbTATOB O0OYUEHUS 110 AUCIUILUINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pesynbrare M3ydeHus NDUCIMILIUHBI OOYYaIOUIUICS JAODKEH 00JalaTh CICTYHOIUMU
KOMIICTCHIIMSIMY WJIH WX 9acTaMu. KOMIETCHIINK U WHIUKATOPHI MX JIOCTHXKECHUS TIPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeueHb KOMIETCHIMI ¥ UHAUKATOPOB UX JTOCTHKCHUS

Konu
Kareropus (rpymnna) Kon n HanMeHOBaHME HHIUKATOPA
HaNMEHOBaHUE
KOMIIETEHIINHU ITOCTHIKEHUS KOMIIETEHIIUN
KOMIIETEHIUHA

OIIK-6.3.1 3HaTh NepCIEKTUBHBIE METO/IbI
MH(POPMAITMOHHBIX TEXHOJOTUN U
MPOrPaMMHOTO OOecTIeueHus st
OCYIIECTBIIEHUS MPOECCHOHATHHOU
JIeSITeIIbHOCTH, B TOM YHCIIE C
HCIIOJIb30BaHUEM TEXHOJIOT M
MCKYCCTBEHHOTO MHTEJIJIEKTa

OIIK-6.Y.1 ymeTb NpuMEHSTh

OIIK-6 Cnocoben .
COBpPEMEHHBIC ITU(PPOBBIC YCTPOKCTBA,

IIOHUMAThb
m1aTdhOpMBbI U TPOrpaMMHOE OOecTieYeHIE
MIPUHITUITBI PAOOTHI
Ha BCEX JTalax CO3/IaHHs TEKCTOB PEKIIaMBI
COBPEMEHHBIX .
U CBSI3€H ¢ OOIIECTBEHHOCTHIO U (MJIH) UHBIX
ObmenpodeccruoHanbHble | HHGOPMAIIMOHHBIX
o KOMMYHUKAIIUOHHBIX ITPOAYKTOB, B TOM
KOMIICTCHIINU TEXHOJIOTUU U

YHCJIE C UCIIOJIb30BAHUEM TEXHOJIOTHM
HCKYCCTBEHHOI'O MHTEIIJIEKTa U
MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI HOBOTO MOKOJICHUS
OIIK-6.B.1 BnaneTs akTyaabHbIMU
TEXHUYECKHUMHU UHCTPYMEHTAMH U
pOTrpaMMHBIM OOeCTIeYeHHEM IIpU
pa3paboTKe Meara CTpaTeTuH, B TOM YHCTIe
C MCIOJIb30BAaHUEM TEXHOJIOTUI
HCKYCCTBEHHOI'O MHTEIIJIEKTa 1
UH(POPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUI HOBOI'O TIOKOJICHUS

UCTIOJIB30BaTh X
JUTSL PEIICHUs 3a71a4
npodeccuoHaNBHOMI
JCSITETbHOCTH

2. Mecro nucuumianHsl B cTpykType OI1




JucuumnirHa MokeT 0a3upoBaThCs HA 3HAHUSAX, paHee MPUOOPETECHHBIX 00YJarOIIUMHUCS

IPY U3YYEHHUH CIICTYIOUINX TUCIUTUINH:
— Hudopmaruka
— HWudopmanoHHbie TEXHOIOTHH

3HaHI/I${, IMOJIYYCHHBIC ITPU U3YUCHUHN MaT€puUaja HaHHOﬁ JUCHUIIIIMHBI, UMCHOT CaMOCTOATCIIBHOC

3HA4YCHUC.

3. OO0BEM H TPYJOEMKOCTh JUCIUILTAHBI
JlanHbie 00 00IIeM 00beMe MUCHHUILUIMHBI, TPYIOEMKOCTH OTACIbHBIX BHJIOB Yy4eOHOM
paboTHI MO TUCHHUIUIMHE (M pacipeieieHUue ITOM TPYI0EMKOCTH 110 CEMECTPaM) MPECTABICHBI B

Tadymue 2.
Tabmuna 2 — O0beM U TPYAOEMKOCTh JUCIUIIITUHBI
TpynoemkocTs Mo
Bun yuebHoit paboTbl Bcero ceMecTpam
Ne3
1 2 3

Oowan mpyooemKkocmp oucyunIuHsl, 3/ 108 3/ 108
3E/ (uac)
U3 nux yacoe npakmuyeckoii 0020MoeKu
AyoumopHhuie 3auamus, BCEro 4ac. 34 34
B TOM YHCIIE:

nexmun (JI), (gac) 17 17

npaktudeckue/cemunapckue 3aastus  (I13),

(gac)

nabopaTtopHubie padoTs (JIP), (uac) 17 17

KypcoBoii npoekT (padota) (KII, KP), (yac)

HK3aMeH, (4Jac)
CamocmosamenvHnas paboma, Bcero (dac) 74 74
Buo npomesxcymounoit ammecmayuu: 3auer, 3auer 3auer
audd. 3auer, sx3amed (3auer, [udd. 3au, Ik3.) ’ ’

4. CoaepskaHue TUCHUTUTHHBI
4.1. Pacnpezenenue TPyI0€MKOCTH TUCHUIUIMHEI 110 pa3/ieiaM U BUaM 3aHITHIH.
Pa3nensl, TeMbl AUCHUIIIMHBI U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Ta6mmma 3 — Pa3nensl, TeMbl TUCIUIUIAHBI, KX TPYT0EMKOCTh

Jlexruu | 113 (C3) JIP KII/KP
Pa3nensl, TeMbI JUCLIMIIIAHBI (ac) (ac) (aac) (uac) CP (gac)
Cemectp 3
Paspnen 1. Beengenne 1 8
Pazgen 2.CymHOCT, W TOHATHE HWHPOPMAITMOHHOU 2 8
0€e3011aCHOCTH
Paznen 3. 3navenue nHpOpPMAIMOHHON 0€30MACHOCTH 2 8
M €€ MECTO B CUCTEME HAIlMOHAJILHOM 0€30I1aCHOCTH
Paznen 4. CyuiHocTh ¥ MOHATHE 3aIMThI HH(QOPMAIIUU 2 8
Paznen 5. Cocras u kitaccudukaius Hocutenei 2 4 8
3aIuIaeMoi nHbpopManum
Paznen 6. [lousaTHE U CTPYKTYpa yrpo3 3alUiaeMoi 2 4 10
MHPOpMaINH
Paznen 7. O6beKTHI 3a1UTH HHpOpMAUN 2 4 12




Paznen 8. Kitaccudukarust BUIOB, METOJIOB U CPEJICTB 4 5 12
3aIIATH HH)OPMAITHH

Hroro B cemectpe: 17 17 74

Hroro 17 0 17 0 74

[IpakTuyeckas MOArOTOBKA 3aKIIOYAETCS B  HEMOCPEICTBEHHOM  BBINOJIHEHUH
OoOy4JalolmMMHUCS  OMNpelNeJeHHbIX  TPYAOBBIX  (YHKIUH,  CBSI3aHHBIX ¢  Oya;yulei
npodeCcCHOHATIBHOMN 1S TETbHOCTBIO.

4.2. CopnepskaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
Copep:xanne pa3esioB U TeM JICKIIMOHHBIX 3aHITHIA MIPUBEICHO B Ta0HIIE 4.

Tabmuna 4 — ConeprkaHue pa3esioB U TEM JICKIIMOHHOTO ITUKJIA

Howmep paznena HasBanue u conep:xkanue pas3iesioB U TEM JICKLIMOHHBIX 3aHATHI

Pasoen 1. Beeoenue.

[Ipenmer u 3aaun Kypca. 3Ha4eHHE U MECTO Kypca B, IIOJATOTOBKE
cnenuanucToB. Hayunas u yueOHas B3aMMOCBSI3b Kypca ¢ JPyTUMH
JTUCIHUITMHAMU. Pazfienbl ¥ TeMBbI, UX pacipeesieHue 1Mo BUaaM
ayIUTOPHBIX 3aHATUN. DOPMBI IPOBEACHUS CEMUHAPCKUX 3aHITUM.
CocTtaB 1 METOAMKA CAMOCTOSITEIIBHOM Pa0OTHI CTYICHTOB T10
M3Y4YEHUIO AUCHUIUTUHBL. DOpMBI IPOBEPKH 3HAHUUN. AHAN3
HOPMATUBHBIX UCTOYHUKOB, HAYYHOU M yueOHOM IUTepaTyphbl. 3HAHUS
Y YMEHUS CTYZIEHTOB, KOTOPbIE JOJKHBI OBITh TIOTY4€HBI B Pe3yiIbTaTe
W3y4YEHUs Kypca.

Pasoen 2. Cywnocms u nowsimue ungopmayuoHnol 6e30nacHocmu
CTaHOBJICHUE U Pa3BUTHE MOHATHS "MH(DOPMaIIMOHHAs O€301MacHOCTh" .
CoBpeMeHHbIC IOAXOIBI K onpeseneHuto oHsaTHs. CyIIHOCTh
nHpOpMaMOHHOH 6e3omacHOCTH. OObEKTH HHPOPMALIMOHHOM
oe3omacHocTh. CBsi3b HH(DOPMAIIMOHHOM 0€30MaCHOCTH C
uHpopMmaTuzaiueit odniecrsa. Ctpykrypa HHOOPMAIMOHHON
6e3onacHocty. OnpesiesieHue MOHATUS HHPOPMAIHOHHAS
0e3omacHocTh".

Pazoen 3. 3nauenue ungpopmayuonnoil 6ezonacHocmu u ee Mecmo 8
cucmeme HayUoHanbHoU 6E30MaCHOCTH

3HavyeHne nHHOPMAIMOHHOMN, 6€30MACHOCTH IJIsl CYyOHEKTOB
WH(POPMAITMOHHBIX OTHOLICHUH.

3 CBs13b MeXy HHPOPMAIIIOHHOM 6€30MaCHOCTHIO U 0€30MaCHOCTBIO
WHPOPMALIUH.

[MoHsTHE ¥ COBpEMEHHAs! KOHIICTIIUS HAITMOHATILHOM 0e301aCHOCTH.
MecTo uHpOpMaIMOHHON, 0€30IIaCHOCTH, B CUCTEME HAIIMOHAIbHOM
0e30MacHOCTH.

Pasoen 4. Cywnocms u nonsamue 3awjumol uH@opmayuu
CyIecTByOIIUE MOIXOIbI K COJIEPKATENLHON YaCTH OHATHS "'3alI1Ta
HHPOpMAIUK" B CIOCOOBI pealTu3aliy COAepPIKaATEILHOM YacTu.
MeToponoruueckasi OCHOBA PACKPBITHS CYLIHOCTU U ONPEIEIICHUS
TOHATHS 3alUTHI HHPOpMary. DopMbl BRIpaKECHUS HAPYIICHUS
craryca uHpopmanuu. O0yCI0BIEHHOCTh CTaTyca HHGOPMAIUK e

4 YSI3BUMOCTBIO.

[NonsTre ya3sumoctu nHGopManuu. PopMbl IPOSBICHUS YSI3BUMOCTH
uadopmarmu. Buns! ysssumoctn nadopmaryn. [lonstue "yreuxa
nHpopmanun". CooTHomeHne GopM U BUAOB YSI3BUMOCTH
nHpopmanun. ConepikarenbHas YacTh MOHATHSA "3auTa
uHpopMmaiuu”.

Crioco6 peanu3aliiy coep KaTebHON YacTH 3alTuThl HH(DOpMAaITiy.




OmnpeneneHre NOHATUS "3anIuTa HPOPMAIUH'', €TO COOTHOIICHHE C
noasTreM, copmymupoanHbiM B [OCT P 50922-96. "3amura
nHpopmair. OCHOBHBIE TEPMHUHBI U ONpeAeIeHus .

Paszoen 5. Cocmas u knaccughuxayus nocumernetl 3auunjaemotl
ungopmayuu

[TonsTie HOCcHUTEN® 3anuImaeMol nHbopMarwu'"'. COOTHOIICHHE
MEXTy HOCUTEJIEM H UCTOYHHKOM WH(popMmaryu. COCTaB HOCUTEICH
3ammuiaeMoi nadopmarmu. CrocoOs! pukcupoBanus HHGOpMAIUK B
HOcHTEISIX. Bubl oToOpaykeHus nHQOpMAauy B HOCUTEISIX. MeToapl
BOCITPOM3BEACHUS OTOOPAKEHHON HH(POPMAITNN B HOCHTEIIX
uHpopMmari. Hocutenu muchbMeHHOH, BUIOBOM, H3ITy4aeMOM
nHpopmaruu. OmocpeT0BaHHBIE HOCUTETH 3aIHIIIaeMOiH
nHpopmaruu. CBOMCTBA M 3HAUCHIE THIIOB HOCUTEIICH 3alUTIIacMOM
WHPOpPMALIUH.

Paszoen 6. [lonamue u cmpykmypa y2po3 3awuujaemott ungopmayuu
CoBpeMeHHBIE TTOIXO0/IBI K MTOHATHIO YTPO3bI 3AIUIAeMOI
nHpopMarun. CBs3b YIpO3bl 3aIUIIAEMON HH(POPMAITIH C
VSI3BUMOCTBIO HH(popManun. [Ipu3HaKy v COCTABISIONINE YTPO3BI:
sBIIeHH, pakTopbl, ycioBus. [loHsTHE Yrpo36! 3amKIIaeMOi
uadopmarun. CTpyKTypa SBICHUH KaK CyITHOCTHOTO BBIPAKECHUS
yrpo3sl 3anumaemMoi uHpopmaruu. CTpykTypa GpakTopos,
CO3JIAIOIIMX BO3MOKHOCTD JIECTA0MITU3UPYIOIIETO BO3ACHCTBHS Ha
WH(OPMAITHIO.

Paszoen 7. Obvexmul 3auumel ungopmayuu

[MonsiTrie o6bekTa 3amuTel. HocuTenn nHpopManun Kak KOHEUHbBIE
00BbeKTHI 3aIUTHl. OCOOEHHOCTH OTAETBHBIX BUIOB HOCHTEICH KaK
00BEKTOB 3aLLUTHI.

CocTtaB 00bEKTOB XpaHEHHUS MIMCbMEHHBIX U BUJIOBBIX HOCUTEJIEH
WHPOpMAIUH, TIoAIeKamuX 3amuTte. CocTaB MOANEKAIINX 3alIUTe
TEXHHYECKUX CPEJICTB OTOOpaKeHUsI, 00pabOTKH, XpaHEHUS,
BOCIIPOU3BEICHUS Nepeaaun nHpopMaiun. J[pyrue o0beKThl 3aInThI
uHpopMaiui. Buel U ClIOCOOBI JeCTa0MIN3UPYIONIETO BO3ICHCTBUS
Ha 00BEKTHI 3aLIUTHI.

Paszoen 8. Knaccughuxayus 6udos, memooos u cpedcms 3auumol
unghopmayuu

Bupp! 3amutel nHpopmaium, chepsl ux aeicteus. Knaccudukanus
METO/IOB 3aIUTHl HH()OPMAIMU. Y HUBEPCATIbHBIE METOIbI 3aIIUTHI
nHpOpMaIuK, 00acTb uX npuMmeHeHus. O0IacTH MpUMEHEHUs
OpraHU3alMOHHBIX, KPUITOTPaQUIECKUX U HHKEHEPHO-TEXHHYCCKHX
METO0B 3auThl HHpopManun. [lonsTre 1 KaccuuKanys CpeacTs
3amuThl nHGopManuu. HasHauenue mporpaMMHBIX,
KpUNTOrpaduuecKuX U TEXHUIECKUX CPEJICTB 3aIUTHI.

4.3. Tlpaktuyeckue (ceMUHAPCKUE) 3aHATUSL
Tembl mpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEIEHBI B TAOJIHNILIE 5.

Ta6ﬂnua 5— HpaKTI/I‘-ICCKI/IC 3aHATUSA U UX TPYAOCMKOCTD

Ne | Temsbl npakTHYeCKHX
n/m 3aHATHI

N3 Hux No
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTh, |IpPaKTUYECKOH |pa3zaerna
3aHATHI (dac) MOJATOTOBKH, | AUCITHIT
(dac) JIUHBI

VY4eOHBIM MJIaHOM HE MPEAyCMOTPEHO

Bcero




4.4. JlaGopaTopHbIE 3aHATHS

Tembl 1a00paTOPHBIX 3aHATUHN U UX TPYIOEMKOCTb IIPUBEACHBI B Ta0HIIE .

Tabnuna 6 — JIabopaTopHbIe 3aHATHS U UX TPYJIOEMKOCTh

N3 Hux Ne
Ne HaunmenoBanne 1abopaTopHbIX padboT TpynoeMKOCTS, | MPAKTHUECKOH | pasnena
/1 (gac) MOJATOTOBKH, | JUCIIHII
(dac) JINHBI
Cemectp 3
1 | UccnenoBanue ysi3BUMOCTH UHGOPMAITUH 4 5
2 | UccnenoBanue BUIOB YSI3BUMOCTH 4 6
3 | HccnenoBanue ¢hopM ysI3BUMOCTH 4 7
4 | IlocTpoeHuEe aaropuTMOB COLUATBHON 5 8
MHKCHEPUH U CIIOCOOBI 3aIIUTHI OT HUX
Bcero 17

4.5. BpinonHeHHe KypcoBOro MpoeKTa/ KypcoBoil paboThl

VY4eOHbIM MJIaHOM HE IPESYyCMOTPEHO

4.6. CamocrosTenbHas padboTa 00y4aromuxcs
Bunel camocTosiTenbHON paboThl U €€ TPYAOEMKOCTh IIPUBEIEHBI B Ta0IULE /.

Tabnuna 7 — Bunbel caMmocTosTenbHON pabOThI M €€ TPYAO0EMKOCTh

. Bceero, | Cemectp 3,
Bun camocrositensHOI paboThl
qac qac
1 2 3
M3y4eHne TeopeTHUECcKOro MaTepuana
50 50
nucuuruHel (TO)
KypcoBoe npoextuposanue (KII, KP)
PacuetHo-rpaduueckue 3aganus (PI'3)
Brinonnenue pedepara (P)
ITonroroBka K TeKyIeMy KOHTPOJIO 12 12
ycneBaemoctu (TKVY)
Jomamrnee 3ananue (/J13)
KonTponbusie pabotsl 3a0uHnKoB (KP3)
IToaroToBka K MpOMEKYTOYHOU 12 12
arrectanuu (I1A)
Bceero: 74 74

5. IlepeueHb yueOHO-METOANYECKOTO 0OeCTIeUeHUs
JUISL CAMOCTOSITETTEHOM PabOThI 00YYAIONINXCS IO TUCIUIUIMHE (MOJTYITIO)
Y4eOHO-MeTOIMYeCKHe MaTepualibl JUIsl CaMOCTOSITENbHOW paboThl O00y4aromuxcs yKa3aHbl B

IL.I1. pa3enoB 6-11.

6. IlepeueHb MeUaTHBIX U AITEKTPOHHBIX YUEOHBIX U3TAHUI

[lepeuyeHb nevaTHBIX U 3JEKTPOHHBIX Y4eOHBIX M3/1aHUI MpHUBeieH B TadmuIe 8.

Ta6muia 8— IlepeueHp MeYaTHBIX W AIEKTPOHHBIX YUCOHBIX U3JaHUN




[udp/ KommuecTBo 3K3eMIUIsIpoB B

URL bubnuorpaduueckas ccplika OubmoTexe
(KpoMe AIIeKTPOHHBIX
azpec
IK3EMILISIPOB)
004 CBunHapuyk, AHapeit AynekcanapoBud (KaH[I. TEXH. 5
C24 Hayk). OcHOBBI HH(POPMAITMOHHOW OE30MACHOCTH :

y4ueOHO-MeToanueckoe mocooue / A. A. CBUHApUYK ;
C.-lletepb. roc. yH-T a3pOKOCM. IPUOOPOCTPOEHHUSL. -
Cankr-Ilerepoypr : U3a-so I'YAIIL, 2023. - 94 c. :
puc., Tabmn. - bubnuorp.: c. 90 (12 nass.). - b. 11. -
TeKcT : HenocpeCTBEHHBIIN

004.05 | Boponos, A. B. OcHOBBI 3a1IuTHl HHPOPMALIUH: 10
B 75 yaeOHoe nocodue/ A. B. Boponos, H. B. Bonommwna.
- CI16.: TOY BIIO "CIIGI'YAIT", 20009. - 78 c.

004 III | Hagerun, B. ®. 5
22 WNudopmannonnas 6e3omnacHocTs [ Tekcr]: HaydHO-

nonynspHas aureparypa / B. @. Hlansrus. - M.:
JMK Ilpecc, 2014. - 702 ¢

X A47 | Sxosen, E. H. IIpaBoBbiec OCHOBBI 00ecriedeHuUs 5
nHpOopMaMOHHOH Oe3omacHocTH Poccuiickoit
Oenepannu [Teket] : yuebHoe mocobue / E. H.
SAxogen. - M. : FOpmuturdopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
Hanbrun, B.®. 3amura nadpopmanuu B
KOMITIBIOTCPHBIX CUCTCMAX U CCTAX [QHCKTpOHHHﬁ

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MeasHuKOB, B. I1. 5
48 3ammra uHpopmanuu [Tekct] : yaeOnuk / B. I1.
Menbuukos, A. U. Kynpussos, A. I'. Cxuptnanse ;
pen. B. I1. MensuukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6xko, b. 4. 10
98 Kpunrorpadguueckue MeTop! 3alIUThl HHPOPMALIUT

[Tekct] : yaeOHnoe nocobue / b. 5. Psoko, A. H.
®uOHOB. - 2-¢ u31., crep. - M. : ['opsiuas JTuHAS -
Tenexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
TutoB, A.A. UHxeHepHO-TEXHUUYECKAs 3aluTa
uHpopmanuu [ INeKTPOHHBIN pecypce] : yueOHoe
nocobue. — DnekTpoH. gaH. — M. : TYCYP
(Tomckuii rocy1apCTBEHHBIN YHUBEPCUTET CUCTEM
yrpaBieHus U paauodnekTponukn), 2010. — 195 c.

7. TlepedeHb 2IEKTPOHHBIX 00Pa30BaTENBHBIX PECYPCOB
MH(}OPMaLIMOHHO-TEIEKOMMYHUKAIIMOHHOH ceTu «HTepHeT»

Ilepeuens AIIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB UH(pOPMAaIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTH «MHTepHeT», HEOOXOOUMBIX JUIsl OCBOCHHUS JTUCLMILIMHBI
npuBezieH B Tabnuue 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O0pa30BATENBHBIX PECypcoB HH(OOpPMAIMOHHO-
TEJICKOMMYHUKAILMOHHOU ceTu «HTEepHET»

URL anpec HaumenoBanue



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

Lms.guap.ru Cucrema gucranimonroro odyuenus ['YAIT (CAO I'YAID)

rsv.ru [Tnardopma “Poccust — ctpana BO3MOKHOCTEH

leader-id.ru [Tnarpopma “Leader-1D”

8. Ilepeuenp HHPOPMALTMOHHBIX TEXHOJIOTUI
8.1. IlepeyeHp mpOrpaMMHOTO OOECHEYCHHMS, HCHOIB3YeMOTO MpPU OCYIIECTBICHUN
00pa30BaTENILHOTO MpOoIEcca 10 JUCIUIIIHHE.
[Tepeuens nCmosIb3yeMoro NporpaMMHOTO oOectieueHus npeacTasieH B Taduuie 10.

Tabmuna 10— [lepeueHr mporpaMMHOTo 00€CIICUCHIS

Ne /1 HaunmenoBanue

1 DnekTpoHHas nHGopManmoHHO-o0pa3oBatenbHas cpena ['Y AIl «MHTerppoBaHHas
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyauukamu I'Y Al (BBenena B
skcrryatauio mpukazom ['YAII ot 06.06.2017 Ne 05-215/17), nepedern Moayseit u
ux GYHKIIHOHATbHOE HA3HAYCHUE U3JI0KEHBI 110 cChUIke https://guap.ru/it/system/iso

2 OdunmanbHbIi callT 00pa3oBaTeNbHON Oprann3anuu B ceTH «HTepHeT»
(https://guap.ru/), pazpabotan corpyaaukamu I'YAII (BBeA€H B dKCILTyaTaIHIO
[Mpuxazom ['VAIT ot 23.03.2023 Ne 05-145/23)

3 LibreOftice 5 (JIunensus LGPLv3)

8.2. [lepeuenn MH(POPMAIOHHO-CITPABOYHBIX CUCTEM,UCII0JIb3yEMbIX npu
OCYIIECTBIICHHH 00pa30BaTEILHOTO MpoIiecca Mo AUCIHUITITHHE

[lepeyeHp WCMONB3YeMBIX WH(POPMAMOHHO-CIIPABOYHBIX CHCTEM TMPEJCTABICH B
tabmure 11.

Tabmuna 11— [lepeuens nHGPOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne n/n HanmenoBanue

1 OBC Znanium (https://znanium.ru/), 1ocTyn yepe3 TUYHBINA KaOUHET YUTATEINs
oubmmorexku ['YAIL a taioke mo IP -agpecam I'VAIIL

2 OBC «Jlanby (https://e.lanbook.com/), nocTymn uepe3 TUUHBIA KAOMHET YUTATEIS
oubmmorexu ['YAIL a taxxe no IP -anpecam I'VAIIL

3 OnexTpoHHbIN Katanor oubnuorexku ['YAII ¢ nocTynom k 6a3e MoIHOTEKCTOBBIX
w3mannit (https://lib.guap.ru), noctymn yepes JIUUHBIN KaOWHET YUTATENsI ONOIHMOTEKH
I'VAII

9. MarepuanbHO-TeXHUYeCKast 6a3a
CocrtaB MaTepuHaTbHO-TEXHUYECKONW 0a3pl, HEOOXOAMMOW ISl  OCYIIECTBIICHUS
00pa3oBaTeNbHOTO Mpoliecca Mo IUCIUIUTHHE, IPeCTaBiIeH B Tabmuiel 2.

Tabmuma 12 — CocTaB MaTepHaIbHO-TEXHIUYECKON 0a3hl

Ne HanmMeHoBaHME cOCTaBHON 4acTH Howmep aynutopun
/1 MaTepUaTbHO-TEXHHUUECKOH 0a3bl (TIpu HEOOXOMMOCTH )

1 | JlekimoHHas ayIuTOpUs

KomMmnbroTepHslii Kacce

10. Omnenounble cpeacTBa AJIsl MPOBEICHUS IPOMEKYTOUHOM aTTeCTaIlH




10.1. CocTaB OLICHOYHBIX CPEIACTBAJS MPOBEACHUS INPOMEKYTOYHOM aTTeCTaIlUH
00ydJaronuxcs mo IMCUUILTMHE TTpUBeIeH B Tadbnwuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JJIsl IPOBEACHHSI POMEKYTOYHON aTTeCTaIllun

Buza npomexyTo4Hoi arrectanyuu IlepedyeHb OLICHOUHBIX CPEACTB
Crnncok BOnpocos;
3auer TecTor;
3amaun.

10.2. B kauecTBe KpUTEpPHUEB OIICHKH YPOBHSI CHOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETCHIIMA OO0y4YarONIUMUCS TPUMEHSETCS S-0a/ThbHas MIKaia OIEHKH cPOpMHUpPOBAHHOCTU
KOMIIETEHIIHI, KOTopas puBeeHa B Tadumie 14. B TeueHne cemMecTpa MOXKET HCIOIB30BaThCS
100-0annpHast ~ mKajma ~ MOIYJBHO-PEUTHHTOBOM  CHUCTEMbl ~ YHUBEPCUTETa,  IpaBHIIa
UCIIOJIB30BaHUSI KOTOPOM, YCTAHOBJICHBI COOTBETCTBYIOIIUM JIOKAJIILHBIM HOPMATUBHBIM aKTOM
'YAIL
Tabnuna 14 —Kpurepun olleHKH ypoBHSI CPOPMUPOBAHHOCTH KOMITETCHIIUH

Or11eHKa KOMITETEHIUI

XapaxkreprucTuka cdhhoOpMUPOBAHHBIX KOMIIETEHIINI
5-0ayupHad mIKama P P (opmpo

OO0yuaromuiics:

— r1y0OKO U BCECTOPOHHE YCBOWJI MMPOTPaMMHBIN MaTepual;

— YBEPEHHO, JJOTUYHO, MTOCJIEI0BATEILHO U TPAMOTHO €r0 U3J1araer;

— OMUPAasICh HAa 3HAHMUS OCHOBHOW W JIOMOJHUTEIBHOW JIUTEpaTypHI,
«OTIIMYHOY TECHO CBSI3bIBAET YCBOCHHBIC HAay4YHBIC MOJIOKEHHUS C MPAKTHYECKOU
«3aUTEHO» NeATEIbHOCTHIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET U apTyMEHTUPYET BBIJBUTAEMbIE UM UJICH;

— JIeJIaeT BBIBOJBI M 000OIICHHUS;

— CBOOOJIHO BIIJIEET CUCTEMOM CIIEMATU3MPOBAHHBIX OHATHH.

— npaBuWiIbHO BRIMOIHUI OT 90% 10 100% TecToBBIX 3aJaHUl

OO6yuaromuiicst:

— TBEPJI0 YCBOWJI MPOTPAMMHBIN MaTepual, TPaMOTHO H IO CYIIECTBY
W3JNaraer ero, Onupasich Ha 3HaHWS OCHOBHOM JTUTEPaTypHI;

— He JIOMYCKaeT CYIIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C TPAKTHYECKOW JIEATEITHHOCTHIO
(BAYTCHO HaIPaBJICHUS;

— apryMEHTUPYET HayYHbIE TIOJIOKEHUS;

— JIeTIaeT BBIBOJIBI 1 0000IICHNUS;

— BJIQJICET CHCTEMOMU CIIeIINaTN3UPOBAHHBIX TTOHSTHH.

— npaBUIIbHO BbINOJHUI OT 70% 10 89% TecToBBIX sajaHuil

—06yqa10mm/1c;1 YCBOUII TOJIBKO OCHOBHOM HpOTpaMMHLII/I Marcpuall,
o CYHICCTBY H3JIara€T €ro, OMupasiCb Ha 3HAHHUA TOJIBKO OCHOBHOI1

JUTEPaTypHI;
— JIOMYCKaeT HeCYLIECTBEHHbIE OIIMOKN U HETOYHOCTH;
«YHOBJIETBOPUTENILHO» | — UCTIBITBIBAET 3aTPYJHEHUS] B TMPAKTHUYECKOM IMPUMEHEHMHM 3HAHUU
«GAYTEHO» HaIpaBIICHUS;

— cmabo apryMeHTHUPYET HayYHBIC TTOJIOKEHNS,;

— 3aTpyAHsieTcsa B (OpMYIMPOBAHUU BBIBOJOB U 0000IIEHUN;

— YaCTUYHO BJIAJIEET CUCTEMOM CIENUATU3UPOBAHHBIX OHATH.
— IPaBUWJIBHO BRIMOJIHMI OT 51% 10 69% TecToBBIX 3aAaHMil

— O0yJaronuiicss He YCBOWI 3HAYUTEIHLHOM YaCcTH IMPOTPAMMHOIO
MaTepHana,
— IONyCKAaeT  CYIIECTBEHHbIE  OIMUOKM W  HETOYHOCTH  TIpH
«HEYIOBJICTBOPUTEIIHHO» | PACCMOTPEHUH TIPOOJIEM B KOHKPETHOM HAlpaBICHUH,
«HE 324YTCHO» — HCIIBITHIBACT TPYTHOCTH B MPAKTHYECKOM IPUMEHEHNUN 3HAHHIA;
— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKCHHS,
— He popMyIHpYyeT BHIBOJOB U O0OOIICHHIA.
— IPABHIIGHO BBIIIONHII MeHee 51% TecTOBBIX 3ajaHuil




10.3. TunoBble KOHTPOJIbHBIC 33aHUS WK HHBIE MAaTEPUAIIBI.
Bormpocs! (3agaun) nmst sKk3ameHa npeicTaBiieHbl B Tadnumie 15.

Tab6muia 15 — Borpocs! (3agaun) 115 2K3aMeHa

Ne /i1

[lepeuens BompocoB (3aa4) AJsl IK3aMeHa

Kon
WHIUKaTOpa

Y4eOHBIM IIIAHOM HE MPEAYCMOTPEHO

Bompocsr (3agaun) s 3aueta / qudd. 3auera npepcraBieHsl B Tabnuie 16.

Ta6mmma 16 — Boripocs! (3amaun) mist 3aueta / audd. 3adera

Ne i/

[epeuens BompocoB (3agay) i 3auera / audd. 3agera

Kon
WHIUKAaTOpa

1

[Tonsarue nudopmannonnoit 6e3omacuoctu (Mb) 1 ocHOBHBIE
TEPMUHBI (3aIIUTa, YTPO3a, YI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIINATIBHOCTb, IIEIOCTHOCTH, IOCTYITHOCTD —
MOHSTHE ¥ IPUMEPHI HAPYILICHUH.

[Mpeanockuiky 1 1enu obdecnedeHns NHGOpManOHHON
0€30MacHOCTH.

Buzbl nHGOpMaIOHHOI 0€301MacHOCTH: TIEPCOHATbHAS,
KOpPIIOpaTHBHASA, TOCYAaPCTBEHHASI.

OOBeKTHI U CyOBEKTHI 3alIUTH HHPOPMAIIH.

JlokTprHa HHPOpPMaMOHHOM Oe3omacHocTH Poccuiickoit
denepanuy (OCHOBHBIE MTOJIOKECHHUA).

NupopmanronHas 0e30macHOCTb YelI0BeKa U 00I1ecTBa.
KomnbroTepHble npecTymiieHus: onpeaeaeHue,

KJ1accu (UKl ¥ OCHOBHBIE TEXHOJIOTUN COBEPIICHHUS.
CoBpemenHas koHuemnius oobecrneuenus 1b.

Ponb yenoeueckoro paktopa B odecnieueHun
MH(POPMALMOHHOM 6€30MacCHOCTH.

OIIK-6.3.1

Knaccudukanus yrpo3 napopMaoHHoH 0e30MacHOCTH
(MCTOYHUKH, 1I€JTH, BUJIBI BO3ACHCTBUA).

OcHOBHBIE KaHAJIBI YTEYKH UHPOPMAITUH.

TexHUYeCKUE KaHAIBI YTEYKU HHPOPMAIUH: TIOHATUE U
CITOCOOBI 3aITUTHI.

Bunel cereBbix atak: DoS, DDoS, Man-in-the-Middle
(MITM).

OIIK-6.Y.1

ConuanibHasi HHKEHEPUS: METOJbI U CIIOCOObI
IIPOTUBOAECUCTBHSI.

BpenonocHoe nporpammHoe obecriedeHne: BUPYyChl, YEPBH,
TposiHbl, Ransomware.

VYrpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JIaHHBIX.

YTrpo3sl KOMMEPYECKON TallHbI U HHCAWIEPCTBO.

MeTo1b1 OIIEHKH PUCKOB HH(OPMALIMOHHON 0€30MacCHOCTH.
Uro Takoe ysa3BUMOCTH (vulnerability) u yem oHa oTnuvaercs
OT yrpo3bl?

OIIK-6.B.1

[lepeuens Tem Il BHIOJHEHUS! KypCOBOIO MPOEKTa/ KypcoBOil pabOThl MpECTaBICHBI

B Tabimie 17.

Ta6mmma 17 — [lepedyenn TeM 15 BBITTOJIHEHHS KYPCOBOTO MPOEKTA / KYpCOBOM pabOThI

Ne i/t

[TpuMepHBIii TepedeHb TeM ISl BBITOJIHEHHS KYPCOBOTO IPOEKTa/ KypCOBOM

paboThHI




‘ Y4eOHbIM MJIaHOM HE IPEIYCMOTPEHO

Bonpockl s npoBeneHHs IMPOMEXYTOUYHOM aTTecTallud B BHJAE TECTHUPOBAHUSA
npezcTaBieHsl B Tadmuie 18.
Tabmuua 18 — [IpumepHbIii epeueHb BOIIPOCOB ISl TECTOB
y Koz
Ne n/mt IIpuMepHBIii IIepeYeHb BOIIPOCOB ISl TECTOB
UHIMKaTOpa
1 1) K npaBoBBIM MeTO1aM, 00ECIICUYNBAOIINM HH(POPMAIIMOHHYIO OIIK-6.3.1

0e30IMacHOCTh, OTHOCSITCS:

- Pazpabotka annapaTHbIX CpeCTB 00ecreueH sl TPABOBBIX JIaHHBIX
- PazpaboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX MPABOBBIX CETAX
YKYpHAJIOB y4yeTa IeUCTBUI

+ Pa3paboTka u KOHKpETH3aIHs IPABOBBIX HOPMAaTHBHBIX aKTOB
obecrnieueHus 6€30MacHOCTH

2) OCHOBHBIMHU HCTOYHUKAMH YTPO3 HH(POPMAIIMOHHOH 0€3011acHOCTH
SIBJISIIOTCS BCE YKa3aHHOE B CIIUCKE:!

- XUIIIeHUE KECTKHUX JMCKOB, MOJIKIIOYEHUE K CETH, HHCAIIePCTBO
+ IlepexBar JaHHBIX, XUILEHUE JAHHBIX, U3MEHECHUE apXUTEKTYphI
CHCTEMBI

- XullleHue JaHHbIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HApYIIEHUE
pernameHTa paboThl

3) Buapl undopmanmonHoi 0€301MacHOCTH:

+ IlepconanbHasi, KOpopaTuBHasi, FOCy1apCTBEHHAs

- Knmuenrckasi, cepBepHasi, ceteBast

- JlokanbHas, rno0OanbHast, CMEIIaHHAS

4) Llenu nHOpMaIMOHHON 6€30MTaCHOCTH — CBOEBPEMEHHOE
oOHapyXeHHE, IPETyNPEKICHUE:

+ HEeCaHKIIMOHUPOBAHHOIO AOCTYIa, BO3AECUCTBUS B CETH

- MHCAWIepCTBA B OpraHU3aIuu

- Upe3BBbIYAaNHBIX CUTyalul

5) OcHoBHBIE 00BEKTHI MHPOPMAITMOHHOM 0€30MaCHOCTH:

+ KommnbrotepHble ceTH, 6a3bl JaHHBIX

- UndopmanimoHHbIE CUCTEMBI, ICHXOJIOTHYECKOE COCTOSTHHE
I0JIb30BaTENICH

- busHec-opreHTHPOBaHHBIE, KOMMEPYECKHUE CHCTEMBI

6) OCHOBHBIMH pUCKaMH WH(OPMAIIMOHHOM 0€30MacHOCTH SBIISIOTCS:
- Uckaxxenue, ymeHblIeHHEe 00beMa, IEPEKOANPOBKA HH(OpMALIUN

- TexHn4eckoe BMEIIATEIbCTBO, BEIBEJICHHE U3 CTPOst 000py10BaHHUs
ceTu

+ IoTteps, uckakeHue, yreuka HH(opMaIuu

7) K ocHOBHBIM npuHIIUIaM obecriedyeHuss THPOPMaIMOHHON
0€30MaCHOCTH OTHOCHUTCS:

+ DxoHoMu4eckon 3¢ (HEKTUBHOCTH CUCTEMbI 0€30M1aCHOCTH

- MHororuathopMeHHOH pearnu3aiy CUCTEMBI

- Ycusenus 3alIMIIEHHOCTH BCEX 3BEHbEB CHUCTEMBI

8) OcHOBHBIMH CYOBbEKTaMU HH(POPMALIMOHHOM 6€3011aCHOCTH
SIBIISTEOTCSI:

- PYKOBOJUTENHN, MEHEKEePhI, aIMUHUCTPATOPbI KOMIAHUN

+ opraHsl IIpaBa, rocy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JAHHBIX, (PaepPBOIIIBI

9) K ocHOBHBIM (hyHKIIHSIM CUCTEMBI 0€30ITaCHOCTH MOKHO OTHECTH BCE




MIEPEYUCIIEHHOE:

+ YcTaHOBIIECHHE PETJIAMEHTA, AyAUT CHCTEMBI, BBISIBJICHUE PUCKOB

- YcraHoBKa HOBBIX O(MCHBIX IPUIIOKEHUH, CMEHA XOCTUHT-KOMITAHUU
- BHenpenue ayreHTH(QHUKAINY, TPOBEPKU KOHTAKTHBIX JAHHBIX
0JIb30BaTeNe

tecT 10) [TpuHIEIIOM MHPOPMAITMOHHON 06€30MTACHOCTH SBISETCS
MIPUHIIMIT HEAOMYIEHUSI:

+ HeonpaBaaHHbBIX OrpaHu4eHuil npu paboTe B ceTu (cucTeme)

- PuckoB 0e30macHOCTH CeTH, CUCTEMBI

- [Ipe3yMnumu CeKpeTHOCTH

11) IIpuHIIUTIOM TOJUTUKY MHGOPMAIIMOHHON O€30ITaCHOCTH SIBJISIETCS
MPUHIUI:

+ HeBO3MOXKHOCTH MHUHOBATh 3alUTHBIE CPEJICTBA CETH (CUCTEMBI)

- YcuseHust OCHOBHOI'O 3BEHA CETH, CUCTEMBI

- [TonmHOTO G6JI0KMPOBAHMUS AOCTYNA IPU PUCK-CUTYALHSIX

12) [IpuHIMTIOM OJIUTUKHA UHPOPMALMOHHONW O€301TaCHOCTH SIBIISICTCS
HPUHLUI:

+ Ycunenus 3aluIeHHOCTH caMOro HEe3allUIIEHHOIO 3BeHa CETU
(cuctemnr)

- [lepexona B 6e30macHOe COCTOSIHUE pabOTHI CETH, CUCTEMBI

- [lonHOTO HOCTYNA MOJIB30BaTENEH KO BCEM pecypcaM CETH, CUCTEMBbI
13) [IpuHIMTIOM OAUTUKHA UHPOPMALMOHHOW OE30MTACHOCTH SIBIISICTCS
HPUHLUIL:

+ Pa3znenenus nocryna (00s13aHHOCTEN, IPUBUIIETUI) KIMEHTaM CETH
(cuctemsr)

- OTHOYPOBHEBOM 3aIIUTHI CETH, CUCTEMBI

- COBMECTHUMBIX, OJHOTHITHBIX MPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CUCTEMBbI

14) K 0CHOBHBIM THIIaM CpPE/CTB BO3/AEUCTBHS Ha KOMIIBIOTEPHYIO CETh
OTHOCHTCSL:

- Komnbrotephslit cOoif

+ Jlornueckue 3aKknagku («MUHBI»)

- ABapuiiHO€ OTKIIFOUEHHE TUTAHUS

15) Koria monyyeH cnam 1o e-mail ¢ mpusiokeHHbIM (aitsiom, CleyeT:
- [IpounTaTh NpUIOKEHNUE, ECIIN OHO HE COACPKUT HUUYETO LIEHHOTO —
YIAJINTh

- CoxpaHuTh npuiioxeHue B napke «Cramy», BBISICHUATB 3aTeM [P-anpec
reHeparopa crama

+ Y aanuTe TUCHbMO € IPUIIOKEHUEM, HE PACKPbIBas (HE YUTasl) €ro

16) lpunuun Kupxroda:

- CeKpeTHOCTh KJII04a ONpeiesieHa CEeKPETHOCTHIO OTKPBITOIO
cooOmIeHus

- CekpeTHOCTh UH(POPMAIIIH OIPEIeIeHa CKOPOCTHIO NEpeladk JaHHBIX
+ CeKpeTHOCTb 3aKPBITOTO COOOIIECHHS ONPEAEISIETCS CEKPETHOCTHIO
KJIFo4ya

17) DUII — aT0:

- DneKTpoHHO-IM(PPOBOIT IpeoOdpazoBaTeIh

+ DneKTpoHHO-M(POBas MOANUCH

- DnexTpoHHO-1IM(PPOBOIT TIpoIIecCcop

18) Haubouee pacipocTpaneHsl yrpo3bl HHOPMAIIMOHHOK
0€30I1aCHOCTH KOPITOPATUBHON CUCTEMBI:

- [Toxynka Henuuen3noxnHoro 10

OIIK-6.VY.1




+ OmKOKH 3KCIUTyaTallui ¥ HEYMBIIUICHHOTO H3MEHEHHUS PEKUMa
paboThI CUCTEMBI
- Co3HATEILHOTO BHEJPCHHUS CETEBBIX BUPYCOB

3 19) Haubonee pacripocTpaHeHbl YIpo3bl HHPOPMAITHOHHOM OIIK-6.B.1
0€30MacHOCTH CETH:

- PacnipeneneHHsblil 4OCTYI KJIIMEHT, OTKa3 000PYJOBaHUS

- MopaiibHbI U3HOC CETH, HHCANUIEPCTBO

+ C0oii (0TKa3) 000pyIOBaHUS, HEJETATbHOE KOMMMPOBAHUE JAHHBIX
tect 20) Haubosee pacpocTpaHeHbl CpeCTBA BO3ICUCTBHS Ha CETh
oduca:

- Cnabb1ii Tpaduk, nHGOPMAITMOHHBIN OOMaH, BUPYCHl B UHTEPHET

+ Bupycsl B ceTH, JOTHYECKUE MUHBI (3aKJIa]IK1 ), WH(OPMAIIMOHHBIH
nepexsar

- KomnsroTepabie cOon, N3MEHEHNE aIMUHCTPHPOBAHUS, TOTIOJIOTUN
21) Yreukoit uHpOpMAIK B CUCTEME HA3bIBACTCS CUTYaLIUA,
XapakTepusyemast:

+ IloTepeit naHHBIX B CUCTEME

- 3menennem ¢popmbl HHPOpMALTUT

- I3menenuem conepkanus nHGOpMaluu

22) ColicTBamu nHpOpPMALIUU, HANOOJIEE aKTYAIbHBIMH TIPU
oOecrnieueHnr HH(HOPMALIMOHHON OE€30MaCHOCTH SBISIOTCS:

+ I{es0CcTHOCTD

- JloctynHOCTh

- AKTyanbHOCTB]

23) Yrpo3a nH(popMaIMoHHOH cucTeMe (KOMITBIOTEPHOM CeTH) — 3TO:
+ BeposiTHOE coObITHE

- JlerepMuHUpPOBaHHOE (BCEra ONpeeIeHHOE) COObITHE

- CoObITHE, TPOUCXOISIIEE TIEPUOTUIECKHI

24) Undopmanus, KOTOPYIO clenyeT 3aluiarh (o HopMaTuBawm,
MIpaBHUJIAM CETH, CHCTEMBI) Ha3bIBACTCS:

- PermamenTupoBaHHOM

- [IpaBoBoi

+ 3ammmaemon

[lepeueHb TeM KOHTPOJBHBIX PabOT MO MUCHUIUIMHE OOYYaIOIIUXCS 3a09HOU (hOPMBI
o0ydeHus1, Ipe/ICTaBICHbI B Ta0mie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboOT

No /it [TepeyeHb KOHTPOJIBHBIX PaOOT

He npenycmorpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEAENSIONIMe  HPOIexyphl  OLIEHWBAHUS
MHAMKATOPOB, XapaKTEpU3YIOLUX dTanbl (OPMUPOBAHMUS KOMIETEHLUH, COJIEpKarcs B
JOKAJIBHBIX HOpMaTuBHbIX akTax [YAIIL, pernameHTUpyOIIMX NOPSAAOK M MPOLEAYPY
MIPOBEJICHUS TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTecTali 00yJaromuxcs
I'VAIL

11. Meroauveckue ykazaHus i 00y4JarOIIUXCs 0 OCBOCHUIO TUCITUTUTHHBI
11.1. Meroauueckue ykazaHus A OOy4aroIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
Marepuana.
OcHOBHOE Ha3HAaY€HUE JIEKIIMOHHOTO MaTepuaia — JOTHYECKH CTPOMHOE, CHCTEMHOE,
rIyOOKOEe W SICHOE€ M3JIOKEHHE ydeOHOro marepuana. HasHaueHWe COBpEeMEHHOMW JICKIIMU B




paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(YOPMALMIO 1O TEME, a B OCBOCHUU
(GyHAaMEHTaIbHBIX NpoOJeM JUCHMIUIMHBI, METOJOB HAy4yHOrO IIO3HaHMS, HOBEHUIIMX
JOCTIDKEHUI Hay4HOH MbIciu. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JIOTHYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKUMU. JIeKIus packpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOW 00sacTé 3HaHUs, €€ HpoOJIeMbl, AaeT LEJIbHOE INPEACTaBIEHUE O AUCIUILUIMHE,
IIOKa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUAIIIIMHAMM.

[InaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYaroNIMMHKCS JEKIIMOHHOIO MaTepuaa;

— TIOJYy4YEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBA3aHHBIX 3HAaHUN, YPOBECHb
KOTOPBIX OIPEIEIISIETCS LEIEBOM YCTAHOBKOM K Ka)K10M KOHKPETHOM TEME;

— TOJIy4€HHE OIbITa TBOPYECKOI pabOThl COBMECTHO C IPENOJaBaTEIEM;

— pa3BuUTHE HIPOPECCHOHANBHO-JENOBBIX  KAayecTB, JIOOBM K MpeAMETy H
CaMOCTOSITEJIBHOTO TBOPYECKOI'O MBIIITICHHUS.

— MOSBJIECHUE HEOOXOJMMOTro HHTEpeca, HEOOXOANMOTro JUIl CAaMOCTOSATENILHOM padoThI;

— IIOJIy4YCHUE 3HAHUM O COBPEMEHHOM YPOBHE pPa3BUTUS HAYKHM M TEXHUKM U O
IIPOrHO3€ UX Pa3BUTHsI HA OJIMKalIlIne Tofbl;

— HayyuTbCsd METOJMYECKH oOpabarbiBaTh MaTepuasl (BBIACIATH TJIaBHBIE MBICIH U
IIOJIOKEHUSA, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3jIM4YHBIX
(bopMynupoBKax);

— TOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TOHATHH.

JlekuMOHHBI MaTepuan MOXKET COIPOBOXKAATbCA  JIEMOHCTpAalMed CIajioB U
UCIOJIb30BAaHUEM DPA3JaTOYHOIO MaTepuallia IpU IPOBEIEHUM KOPOTKHX JTUCKYCCHH 00
O0COOEHHOCTSIX IPUMEHEHUSI OT/IEIbHBIX TEMATUK 110 IUCHUIUINHE.

CrpyKTypa npefocTaBieHusl JEKIHMOHHOIO MaTepuara:

— H3noxxeHue JIEKIMOHHOTO MaTepHaa;

— lIpencrasieHne TEOPETHUECKOTO MaTepUaa MPENoJaBaTelIeM B BUIE CIIANIOB;

— OcBo€HHE TEOPETUUECKOT0 MaTepralla o MPaKTUIECKUM BOIIPOCaM;

— CnHcok BOIIPOCOB IO TEME Ul CAMOCTOSTENIbHOW PabOThI CTYECHTA.

Metoanyeckue yka3zaHHs [0 OCBOEHHIO JISKIIMOHHOIO MaTepHajga UMEITCsS B U3JaHHOM
Buae B oubmmoreke I'YAII CBunapuyk, Anapeit AnekcanapoBud (KaH[. TeXH. HayK). OCHOBBI
UHPOPMALIMOHHOM Ge30macHOCTH : yueOHo-meroandeckoe mocobue / A. A. Ceunapuyk ; C.-
[Terep6. roc. yH-T aspokocm. npudopoctpoenus. - Cankr-Ilerepoypr : U3n-so ['VAII, 2023. -
94 c. : puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. 11. - Tekct : HemocpeACTBEHHBII

11.2. Metoauueckue ykazaHusi A OOYYalOIUXCS IO BBINOJHEHHIO J1TAOOpaTOPHBIX
pabor

B xozme BbIMONHEHHS J1a0OpAaTOPHBIX paboT OOyYaromMiCS JOJDKEH YIIyOuTh U
3aKpEeNHTh 3HAHMSA, MPAKTHUYECKUE HABBIKH, OBJAJETh COBPEMEHHOW METOJMKOW M TEXHHKOU
HKCIIEPUMEHTAa B COOTBETCTBUHM C KBAJU(PHUKAIMOHHON XapaKTEepUCTUKOM 00ydaromerocs.
BrimonHenune mabopaTopHbIX pabOT COCTOUT M3 3KCIEPUMEHTAIbHO-TIPAKTUYECKOM, pacueTHO-
AQHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPHUITUH.

Breinonnenue n1abopaTopHBIX pabOT 0O0ydarolUMCs SBISETCS HEOTHEMJIEMOW YacCThIO
U3yYeHHs] JTUCHMIUIMHBI, OIpenesiseMoi y4yeOHbIM IUTAHOM, M OTHOCHTCA K CpEICTBaM,
o0ecreunBaroIMM pelIeHre CIETYIOINX OCHOBHBIX 3a7a4 00y4Yarouerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMS IMPOIECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKax JIaHHOW JUCHUIUINHBL;

— 3aKpeIuvleHHe, Pa3BUTHE U JeTalln3alls TEOPETUUYECKHX 3HAHUU, TMOJYyYEHHBIX Ha
JEKIMX;

— ToJIyueHHe HOBOM MH(OpMAINH [0 N3Y4aeMOH TUCIUIINHE;

— TmpuoOpeTeHrne  HaBBIKOB  CAMOCTOSATEIBLHONH  pabOTl ¢ JTaOOpaTOPHBIM
000opyI0BaHUEM U TPUOOPAMH.



3ananue U TPeOOBAHUSA K NPOBEAECHUIO JIA0OPATOPHBIX padoT

— B 3aganum 10mKHO OBITH YeTKO c(hOpMyIIMpOBaHa 3a/1a4a, BeimoHsiemas B JIP;

— Onwucanbl BXOJHBIE U BBIXOJIHBIE JaHHBIE AJisl IpoBeaeHus JIP;

— JIP momxHa BBITIOJIHATHCS HA OCHOBE MOJYYEHHBIX TEOPETUUECKUX 3HAHUSX;

— Bemmonnenne JIP 1omKHO OCYHIECTBIATHCS HA OCHOBE METOJUYECKHX YKa3aHUM,
MPEIOCTABIISIEMBIX IIPETIOAABATEIIEM;

— JIP pgomxHa BBIMOJIHATHCSA B CIIEHUATM3UPOBAHHOM KOMITBIOTEPHOM KJIACCE U MOKET
ObITh JOpabOTaHa CTYJIEHTOM B JOMAIIHUX YCIOBUSX, eciu 1o3Bossiet [10;

— HWrorowm BeinonnenHoi JIP sBisercs oryer.

Crpykrypa u popma oTuera 0 1adbopaTopHoii padore

— IlocTaHoBKa 337249,

— BxoaHbI€ U BBIXO/HBIE JaHHBIE;

— Copnep:kaHue TaroB BHIIOTHEHHUS;

— O0ocHOBaHMeE MMOJIYYEHHOTO pe3yibTara (BBIBON);

— Crnucok UCToab3yeMOol JIUTepaTyphl.

TpebdoBanusi K 0(p)OpMIIEHUIO OTHYETA 0 JIA0OPATOPHOIT padoTe

— JlaGoparopnas pabora (JIP) mpenocraBnsieTcsi B meuaTHOM/HITH 3JIEKTPOHHOM BUJIC;

— JIP momxHa COOTBETCTBOBAThH CTPYKTYpE M (POpME OTUETa IIPEICTABICHHOH BBIIIIE;

— JIP pomxna umetrs TUTynapHBIM duct (I'OCT 7.32-2001 wuzpmanus 2008 roma) c
HA3BaHMEM U TOJIUCHIO CTYACHTa(0B), KOTOPHIH(bIe) ee crenan(u) u opopMui(u);

Cryaent noswken 3amututh JIP. OTMeTKa 0 3amuTe AOMKHA HAXOAUTHCS HA TUTYJIBHOM
JIUCTE BMECTE C MOIMUCHIO IPEroaaBaTers.

11.3. MeToauueckue yKazaHus sl OOYJArOIIUXCS O TMPOXO0KACHUIO CaMOCTOSATEIHHON
paboTsl

B xoze BBIMOTHEHHUS CaMOCTOSATENbHON pabOThI, OOyUYaIOUIUIiCS BBHIONHSAET paboTy Mo
3aJJaHUI0 ¥ TIPU METOJMYECKOM PYKOBOJCTBE IpErojaBaTelisi, Ho 0e3 ero HermocpeICTBEHHOTO
y4acTusl.

B mporecce BBIONHEHMS] CaMOCTOSATEIBLHON pabOThl y oOydarorierocs (GopMupyercs
1enecoo0pa3Hoe MIaHUPOBaHUE PaboUuero BpeMeHu, KOTOPOe MO3BOJISET €My pa3BUBAaTh YMEHUS
N HABBIKM B YCBOCHHMU W CHCTCMATHU3AlIUH HpI/IO6pCTaeMI)IX 3HaHHI>'I, oOecrieunBaeT BBICOKHI
YPOBEHb YCIEBAEMOCTH B TMEPHOJ OOYYEeHHs, TOMOTaeT TOJYYUTh HABBIKM TOBBIIICHUS
MpoEeCCHOHAIBHOTO YPOBHSI.

MeTtoauyeckumMi ~ MaTepuaiaMH,  HANpaBJSIIONIMMH  CaMOCTOSITENIbBHYIO — paboTy
00yJarONTUX CSASBIISIOTCS:

—  y4eOHO-METOAMYECKH MaTepHal Mo AUCIHUILTNHE;

—  METOJMYECKHE YKa3aHHS IO BBHIMOJTHEHUIO KOHTPOJIBHBIX pa0oT (A1 00ydaromuxcs
10 3204HON (hopMe 0OyUeHUs).

11.4. Metoauueckre yKazaHusl [UIsl OOYYArOIIMXCS TIO TMPOXOXKICHHUIO TEKYIIETO
KOHTPOJISI YCTIEBAaeMOCTH.

Texymuit KOHTPONb YCIEBAEMOCTH MpEeAyCMaTpUBAaeT KOHTPOIb KadyecTBa 3HAHUI
00yJarOIIXCsl, OCYIIECTBIIEMOTO B TEUCHHE CEMECTpa C IEJbI0 OICHUBAHMS X0JIa OCBOCHUS
JUACIUILINHEL.

JUIs  yCHenrHoro  MPOXOKJCHHS TEKYIIero KOHTPOJS HEOOXOJMMO BBITOJIHHUTH
nabopaTopHbIe pabOThI, 3arPY3UTh UX B TUYHBIN KAOMHET U MIPOUTHU MPOIEAYPY 3aUTHI KaXKI0H
paboThl. O1ieHKH 32 pabOTHI BHICTABJISIOTCS 10 MATHOATUTHHON IITKAJIE.

11.5. Metoauyeckue ykazaHus Jjisi OOYYarONIUXCs MO MPOXO0KICHHUIO MPOMEXYTOYHOM
arrecraquu.



[IpomexxyTounass  arrectanusi  OOyyaroIIMXCsl — NpeoycCMaTpuBaeT  OLIGHUBaHHE
MIPOMEXKYTOUHBIX U OKOHYATEIBHBIX PE3y/IbTaTOB O0Y4YeHMs 1O auciuiuimHe. OHa BKIIIOYAET B
cebs:

— 3a4eT — 3TO (popMa OLICHKH 3HAHUH, MOJYYCHHBIX OOYYAIOIIUMCS B XOJ€ M3yUYCHHS
y4eOHOM UCUUIUTMHBI B LIEJIOM WJIM MIPOMEKYTOUHAs (110 OKOHYAHUU CEMECTpa) OLICHKa 3HAHUMN
00yJaroIMMCs 110 OTJCIBHBIM pa3jieiiaM JUCIUILUIMHBI C aTTECTAllMOHHON OIICHKOM «3aYTCHO)
W «HE 3a4TEHOY.

JUIs  YCHCIIHOTO MHPOXOXKIACHHS TMPOMEKYTOYHOW aTTeCTallMd HEOOXOJAMMO 32
3aIIUIICHABIE JIA0OpaTOpHBIE PabOThI TMONYYHTh HMHTETPAIbHYIO OIEHKY HE HIKE
«YIOBJICTBOPUTEIIBHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




