AHHOTaUs

JucuunnuHa «3amura HHPOopMaIui» BXOAUT B 00pa30BaTENIbHYIO IPOrPAMMY BBICIIETO
o0pa3oBaHUs — TPOrpaMMy CHCIHAIUTETa IO HAMPABICHHUIO MOATOTOBKH/ CIEIHMATBLHOCTH
09.05.01 «IIpumenenne W HSKCIUTyaTalMs aBTOMATU3UPOBAHHBIX CHUCTEM CIEIUAIBLHOIO
HA3HAUCHUS»  HaIlpaBlieHHOCTH/Crienuanu3aiun  «MaremMatudeckoe,  MpPOrpaMMHOE U
nH(OPMaLIMOHHOE OOECTeueHUEe BBIYMCIUTEIBHON TEXHUKU U aBTOMATH3WPOBAHHBIX CHUCTEM.
Juctummaa peanu3yercs kadempoid «Ne33».

JucuuninuHa HauejaeHa Ha GOpPMHUPOBAHKE Y BHIITYCKHUKA CIEIYIOIINX KOMIIETSHIIUN

OIIK-3 «CrocobeH MpUMEHSTh METOJABI TOWCKA, XpaHEeHHs, 00pabOTKW, aHamu3a u
npencTaBieHus B TpeOyemMoM popmare HHPOpMAIMKU U3 Pa3IMYHbIX UCTOYHUKOB U 0a3 TaHHBIX,
co0uIr0/1as IPU 3TOM OCHOBHBIE TpeOOBaHUsI HHPOPMALMOHHON O€30MaCHOCTH

CopepxaHue AMCUUIUIMHBI OXBATHIBAE€T KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaueHue WH(OPMAIMOHHONW Oe30MacHOCTH W 3alIUThl HHPOpPMAIUH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNneHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METO0JIOTUYECKUX M OPraHU3alMOHHBIX OCHOB 00ECTIeYeHUsI OE30MTaCHOCTH.

[IpenogaBanne AMCHUIUIMHBI MpEAyCMATpUBaeT Cienyromue QopMbl OpraHu3aluu
yueOHOro mporecca: JEKIHU, J1abopaTopHble pabOThI, CaMOCTOSTENIbHAs paboTa CTYACHTA,
KOHCYJIbTAIIHH.

[TporpaMMo#i ITUCHUTUIMHBI TPEIYCMOTPEHBI CICAYIONINE BHIBI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAs aTTecTanus B opme 3x3ameHa (7 cemectp).

OO0mmast TpyA0eMKOCTh OCBOSHUS JAMCIMILIMHBI COCTABIIsACT 3 3adeTHBIX eawHmibl, 108
YacoB.

SA3bIK 00yUYeHUs 10 AUCIHUIUINHE «PYCCKUH »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (esiepajIbHOM roCy1apCTBEHHOM 00pa30oBaTEeIbHOM CTAHAAPTE BBICLIETO MPOPECCHOHATBHOIO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
3JIEMEHTOB NPO(PECCUOHATBHBIX KOMIIETEHIIUH.

Taxoke 1ensiMi OCBOCHUS NUCIMILIMHBI «3aluTa WHPOPMALUN») SBISIOTCS PACKPBITHE
CYLIHOCTH M 3Hau€HUs MHPOPMALMOHHOM 0€30IacHOCTU M 3alUThl MHPOPMALMU, UX MECTa B
CHCTEME HaIlMOHAIBbHOM OE30MacHOCTH, OIpeJeNieHHEe TEOPETUYECKUX, KOHIENTYalbHbIX,
METOAOJIOTUYECKMX M OpraHU3allMOHHBIX OCHOB oOecredyeHus 0e30MacHOCTH HH(opMauu,
KJaccu(uKalus U XapaKTePUCTUKU COCTABIISIOMUX HH()OPMAIIMOHHON O€30MTaCHOCTH U 3aIUThHI
UH(pOPMALIMY, YCTAaHOBJIIEHHWE B3aUMOCBA3M M JIOTMUECKOW OpraHM3allid BXOJSIIUMX B HHX
KOMITOHEHTOB.

1.2. JlucumnivHa BXOIUT B COCTaB 00s3aTeIbHON YacTU 00pa30BaTeIbHOIN MPOrpaMMBI
BEICIIero oopazosanus (nanee — OIT BO).

1.3. TIlepeueHb mIaHUPYEMBIX Pe3yJIbTATOB O0OYyUEHHS MO AUCLUILUINHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pe3ynbrare M3ydyeHus AUCLMILIMHBI 0OydaroUuiics AODKEH 00janaTh CieIyHOLUMU
KOMIIETEHIIMSIMU WJTH WX 9acTsMH. KoMIeTeHIMu 1 WHAMKATOPHI UX JOCTHKCHHS TPUBEICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMIA U HHINKATOPOB MX JOCTHXKCHHS

Konu
Kareropus (rpymnna) Kon n HaumMeHoBaHre HHIUKATOpa
HanMEHOBaHUE
KOMIIETEHIINHU IOCTHIKEHUS KOMIIETEHIIUN
KOMIIETEHIINHU

OIIK-3 Coocoben

O6menpodeccruoHanbHbIE
KOMIIETEHITHH

MPUMEHSITh METOJIbI
MOKCKA, XPAHEHUS,
00paboTKH, aHATHM3a
U TIPEJICTABIICHUS B
TpedyeMoM
dopmare
uH(pOpMaLIUU U3
pa3INMYHBIX
HMCTOYHHUKOB U 0a3
IaHHBIX, COOII0mast
IIPH STOM OCHOBHBIE
TpeOOBaHUS
UH(POPMALIMOHHOM
0€e301acHOCTH

OIIK-3.3.1 3HaTh IPUHILIMIIBI, METOBI U
Cpe/CTBa aHaJN3a U CTPYKTYPUPOBAHUS
npodeccroHanibHON HHPOpPMaLIUK
OIIK-3.V.] ymeTs aHanmu3upoBaTh
npodeccCuoHaNIbHYI0 HHPOPMAIIHIO,
BBIJICJIATH B HEH TJIaBHOE, CTPYKTYPHPOBATh,
o(QOpMIIATH U IPEJCTABIATH B TpeOyeMOM
¢dopmare; pemarth 3aa4u 00pabOTKH
JTAaHHBIX C TOMOUILI0 COBPEMEHHBIX CPEJICTB
aBTOMaTHU3alluu

OIIK-3.B.1 BmageTs HaBBIKAMU
oOecnieueHns nH(HOPMaLMOHHON
0e30macHOCTH

2. Mecro nucuumianHsl B cTpykType OI1

Hucnurnnuaa MoxkeT 6a3upoBaThCs Ha 3HAHUSIX, paHEe TPUOOPETEHHBIX 00YJaIOITUMUCS
MIPU U3YYECHHUH CIIETYIOUIUX TUCIUIUINH:

— MWudopmaruka

— HudopManmoHHble TEXHOIOTUN

3HaHI/I$I, IMMOJIYYCHHBIC ITPU U3YUCHUHN MaT€pHajia JIaHHOﬁ JUCHUIIIIMHBI, HUMCHOT CaMOCTOATCIIbHOC
3HA4YCHUC.

3. O0beM U TPYJI0EeMKOCTb JUCIUTUIUHBI
Jlanable 00 o0meM oO6beMe TUCIUIUIMHBI, TPYJOEMKOCTH OTAENbHBIX BHUJIOB yueOHOMU
paboThI 10 TUCIUIINHE (M paclpeielieHue 3TOH TPYJ0eMKOCTH IO ceMecTpaM) IpeACTaBICHbI B
tabnure 2.



Tabmuna 2 — O6beM U TPYIOEMKOCTh TUCIUIITUHbI

TpynoeMKkocTs 1o
Bun yuebnoit pabotsl Bcero ceMecTpam
Ne7
1 2 3

Oowan mpyooemKocma OuUCUUNIUHDL, 3/ 108 3/ 108
3E/ (4ac)
U3 Hux uacoe npakmuyecKkoil no020moeKu
AyoumopHnuie 3anamus, BCEro vac. ol ol
B TOM YHCIIE:

nexiuu (JI), (dac) 34 34

npaktuueckue/cemunapckue 3anarus (113),

(dac)

nabopaTtopHbie paboTs (JIP), (uac) 17 17

KypcoBoii nmpoekT (padota) (KII, KP), (gac)

9K3aMeH, (Jac) 45 45
Camocmoamenvnan paboma, Bcero (4ac) 12 12
Buo npomesxxcymounoit ammecmayuu:. 3a4er, K3 K3
. 3auer, sx3amen (3ader, Audd. 3a4, Dk3.) ’ ”

4. CopepxaHue JUCIUTUTHHBI
4.1. PacnpenesneHue TPyJOEMKOCTH JUCIUIUIMHBI TIO Pa3/ieiaM M BHAM 3aHATHH.
Paznensl, TeMBI JUCIUTIIMHBI U MX TPYAOEMKOCTh TIPUBEICHBI B TAOIHUIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCHUILIUHBL, UX TPYAOEMKOCTh

Pasnensl, TEMbI JUCLIUIIINHEI Hexumm | 113 (C3) 1P KII CPC
’ (dac) (qac) (dac) (dac) (gac)
Cemectp 7
Paznen 1. Beenenune 2
Pasnmen 2.CymHOCTh W TOHSATHE HWH(POPMAIMOHHON 4
0e30MacHOCTH
Paznen 3. 3nauenue nHpOpPMaIMOHHON O€30NMAaCHOCTH 4 1
U €€ MECTO B CUCTEME HAIMOHAILHOM 0€30I1aCHOCTH
Pasnen 4. CynHOCTh ¥ OHATHE 3aIUThI UHOOPMAITUU 4
Paznen 5. CoctaB u knaccuukanusi HOCUTENeH 4 4
3anUIaeMoi HHPOpPMaIH
Paznen 6. [lonsTHE U CTPYKTYpa yrpo3 3amuiiaeMoit 4 4 2
UHQOpMAaIH
Pasnen 7. O0beKTHI 3aIIUTHI HHGOPMAITUH 4 4 2
Paznen 8. Kitaccudukariust BUIOB, METO/IOB M CPEJICTB 8 5
3aMUThl HGOPMAIIH
Hroro B cemecTpe: 34 17 12
Htoro 34 17 0 12

IIpakTnueckass MOATOTOBKA 3aKJIIOYAETCSl B HEMOCPEICTBEHHOM  BBIIIOJHEHUU
oOy4JalolMMHUCS  OMNpeNeJIeHHbIX  TPYAOBBIX  (YHKIMH,  CBSI3aHHBIX ¢  Oyayule
npodecCHOHATIBHOMN 1S TeTbHOCTBIO.

4.2. CopneprxaHue pa3/ieioB U TeM JICKIIMOHHBIX 3aHITHH.
ConeprkaHue pa3/ienoB U TeM JIEKLIMOHHBIX 3aHATHI MPUBECHO B TabauIe 4.




Tabmuna 4 — ConeprkaHue pa3JesioB U TEM JEKIIMOHHOTO ITUKIIa

Howmep paznena HaszBanue u congepkanue pas3iesioB U TEM JICKIIMOHHBIX 3aHATHI

Paszoen 1. Beeoenue.

[Ipenmer u 3aaun Kypca. 3HaU€HNE U MECTO Kypca B, IOATOTOBKE
CIENMANUCTOB, 10 3auuTe nHhopmanuu. Hayunas u yaebnas
B3aMMOCBSI3b Kypca ¢ APYTHMH TUCUMIUIMHAMU. Pa3nensl u TeMsl, ux
pacripeneneHue o BUIaM ayJUTOPHBIX 3aHATHH. DopMbl poBeeHNs
CceMHHApCKUX 3aHATHH. COCTaB M METOJUKA CAMOCTOSATEIILHON paboThI
CTYJEHTOB I10 U3YYEHHUIO AUCHUIUIMHBL. POpMBI TPOBEPKHU 3HAHUM.
AHann3 HOPMAaTUBHBIX UICTOYHUKOB, HAYYHOH U y4eOHOM TNTepaTypHI.
3HaHUs U YMEHHS CTYAIEHTOB, KOTOPBIE JOKHBI OBITH TOTY4EHBI B
pe3yapTaTe U3y4eHus Kypcea.

Paszoen 2. Cywpnocmo u nonsamue ungopmayuonuoi bezonachocmu
CraHOBIIEHHE U pa3BUTHE OHATHA "HH(GOPMAIOHHAS 0€30T1acCHOCTh'.
CoBpeMeHHbIe TOAXObI K OnpeeseHnto NoHsATHA. CyIIHOCTh
nHPOpMaMoHHOH 6e3omacHoCTH. OOBbEKTH HHPOPMAIIHOHHOM
6e3omacHocTr. CBs3b HHDOPMAITMOHHOHN 0€30MaCHOCTH C
uHpopMaTu3zaiuei odniecrsa. CTpykrypa HHOOPMAIMOHHON
6e3onacHoctu. OnpeaeseHne MOHATHS HHPOPMALIMOHHAS
0e301macHOCTh" .

Paszoen 3. 3navenue ungpopmayuonuoii bezonacHocmu u ee Mecmo 8
cucmeme HayUOHAanIbHOU 6€30MaCHOCTH

3HaueHue UH(HOPMAITUOHHOM, O€30IIACHOCTH /ISl CYOBEKTOB
MH()OPMATMOHHBIX OTHOIICHHH.

3 CBs13b MeX 1y HH(POPMAIIOHHOM 6€30MaCHOCTHIO U 0€30MaCHOCTHIO
WHPOPMALUH.

[TonsiTHe 1 coBpeMeHHAs! KOHLSTIIUS HAIMOHAIILHOM 0€301TaCHOCTH.
MecTo nHpOpMaIMOHHON, 0€30IaCHOCTH, B CUCTEME HAIIMOHATEHOM
0e30MacHOCTH.

Paszoen 4. Cywynocms u nonamue 3awumol UH@Gopmayuu
Cy1ecTByroIue MoaX0Abl K COAepKaTeIbHON YaCTH HOHSTHS "3a1uTa
HHPOpMAaIUK" B CIOCO0BI pealln3alliy COACPIKaTeILHOM YacTu.
MeTtonooruueckas OCHOBa PACKPBITHS CYIIIHOCTH U OIpeIeIeHUs
MOHATHA 3aMThI HHPOpMay. PopMbl BEIPAKEHUS HAPYILICHHS
craryca naopmauu. OO0yCIIOBIEHHOCTD CTaTyca HH(OpMAaLUH ee
YSI3BUMOCTBHIO.

IonsTre ya3sumoctu nHGopMauu. PopMbl IPOSBICHUS YSI3BUMOCTH
nHpopMmaruu. Buse! ys3sumocty nagopmanuu. [lonstue "yredka
nHpopmaiun”. CooTHotieHre (OpM U BUIOB YSI3BUMOCTH
nHpopmarun. ConepkaresbHas 4acTh MOHATHS "3aluTa
nHpopMaru'”.

Crioco6 peanuzaiuu coepKaTeIbHON YaCTH 3alIUThl HH)OpMAIIHH.
Onpeenenye MOHATUS "3anuTa nHGOPMAIK'', €r0 COOTHOILICHHUE C
nonstueM, copmynuposanasM B [OCT P 50922-96. "3amuTa
nHpopmair. OCHOBHBIE TEPMHUHBI U ONpeaesieHus .

Pazoen 5. Cocmas u kraccugurxayus Hocumeneu 3auuuyaemort
ungopmayuu

[Nonsitue HOocuTeENb 3amumaeMon nHpopmarmu". COOTHOIICHUE
MEX/1y HOCUTEJIEM M HCTOYHHKOM HHpopmaruu. CocTaB HOCHTEICH
3ammmiaeMoi uadopmarmu. CriocoOs! pukcupoBanus HHGOpMAIHK B
5 HOcHTeIsIX. Bubl oToOpaxkeHust nHQOpMAauu B HOCUTENSIX. MeToabl
BOCTIPOU3BEACHUS 0TOOPaKEHHOU MH(OPMAITUU B HOCHTEISIX
uHpopmarun. Hocurenn nucbkMeHHOM, BUIOBOH, N3Ty4aeMon
uHpopmarun. Onocpe0BaHHbIE HOCUTENH 3alIAIIAeMON
nHpopMmaruu. CBONCTBA M 3HAYCHHUE TUIIOB HOCHUTENEH 3alUIaeMOn
WHPOPMAITUH.




Paszoen 6. [lonamue u cmpykmypa yepos sauuuaemoii ungopmayuu
CoBpeMeHHbIE TIOAXOIbI K MIOHITHIO YTPO3bI 3aIUIIAeMO
uHpopMaruu. CBsI3b YIpo3bl 3alIUIIAEMON HHOPMAITUY C
ys3BUMOCTBIO MH(popManuu. [Ipu3HaKu U COCTABIISIONINE YTPO3bI:
sIBNICHUs1, PAKTOPBI, yCIIoBH. [IOHITHE YTPO3bI 3alUIIAeMOM
nHpopmarun. CTpyKTypa SIBICHHH KaK CYIIHOCTHOTO BBIPAYKCHHUS
yrpo3sl 3anumaemMoi uHpopmaruu. CTpykrypa GhakTopos,
CO3JIAIOIIMX BO3MOKHOCTD IECTA0MIU3UPYIOLIETO BO3ACHCTBHS Ha
HH()OPMAITHIO.

Pazoen 7. Obvexmot 3auumol ungopmayuu

[Nonsitue oObekTa 3amuThl. HocuTenu nHpopManmy kak KOHEYHBIC
00BbeKTHI 3aluThl. OCOOEHHOCTH OTIEIBbHBIX BUIOB HOCUTEIIEH KaK
00BEKTOB 3alUTHI.

CocTaB 00BbEKTOB XpaHCHHSI TUCHbMEHHBIX U BUJIOBBIX HOCUTEIICH
nH(pOpMAIUH, TToIekKaIHX 3aimuTe. COCTaB MOJICKAIUX 3aLTUTE
TEXHUICCKUX CPEACTB OTOOpaKEHHUs, 00pabOTKH, XpaHEHH,
BOCIIPOM3BEACHUS Tiepeaaun HHpopMamuu. Jpyrue o0beKThl 3alUThI
uHpopMaIi. BUIIBI 1 CIIOCOOBI JeCTa0MIN3UPYIONIETO BO3ICHCTBUS
Ha 0OBEKTHI 3aIHUTEI.

Paszoen 8. Knaccughuxayus 6udos, memooos u cpedcms 3auumol
unghopmayuu

Buzp! 3amutel nHpopMaium, chepsl ux aeictus. Knaccudukanus
METO/IOB 3aIUTHl HH()OPMAIHU. Y HUBEPCAIbHBIE METOBI 3aIIUTHI
uHpOpMauu, 00acTb uX npuMeHeHus. O01acTH MpUMEHEHUS
OpraHU3alMOHHBIX, KPUITOTPAQUIECKUX U HHKEHEPHO-TEXHUYCCKUX
MEeTO/I0B 3amuThl HHpopMarmu. [loHsTHE N KITacCUUKAIHs CPEICTB
3amuThl nHpopManuy. HazHaueHne mporpaMMHBIX,

KpUNTOrpad)uuecKuX U TEXHUUECKUX CPEICTB 3aIUTHI.

4.3. IlpakTtuyeckue (ceMUHApPCKUE) 3aHATUSA
TeMbl MpaKTHYECKUX 3aHATHIA U X TPYAOEMKOCTh IPUBEICHBI B TAOIHIIE 5.

Ta6n1/1ua 5— HpaKTI/I‘leCKI/IC 3aHATHUSA U UX TPYAOCMKOCTDb

Ne

o/

Templ mpakTHYEeCKUX
3aHATHI

N3 Hux No
@opMBI IPAKTUYECKUX | TpyrnOEeMKOCTh, |IPAaKTUYECKOH |pa3zera
3aHSTHN (gac) MMOATOTOBKH, | JTUCITHIT
(dac) JIUHBI

Y4eOHbIM MJIaHOM HE MPEAYyCMOTPEHO

Bcero

4.4. JlabopaTtopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHH U UX TPYJOEMKOCTb IPUBEICHBI B TaOIUIIE 6.

Tabmuna 6 — JlabopaTropHble 3aHATHS U UX TPYJOEMKOCTh

N3 Hux No
Ne HaumenoBanne 1abopatopHbIX paboT TpynOeMKOCTS, | MPaKTHUECKOIH | pasaena
/1 (gac) MMOATOTOBKH, | JUCIIHAI
(gac) JIMHBI
Cemectp 7
1 | UccrnenoBanue ysa3BUMOCTH HHPOpPMAIIH 4 5
2 | UccnenoBanue BUIOB YI3BUMOCTH 4 6
3 | HUccnenoBanue ¢popM ysI3BUMOCTH 4 7




4 | IlocTpoeHue anropuTMOB COLIMATIEHON 5 8
WHKCHEPUH U CIIOCOOBI 3aIIUTHI OT HUX

Bcero 17

4.5. BeInonHeHne KypcoBOro IpoeKTa/ KypcoBOW paboOThI
VY4eOHbIM MJITaHOM HE IPEAYCMOTPEHO

4.6. CamocrodrenbHas paboTa 00yJarouIxcs
Bunel camocTosiTennbHOM paboThI U €€ TPYAOSMKOCTh ITPUBEICHBI B TAOIHUIIE 7.

Tabnuua 7 — Bugsl caMocTosTeNNbHON PabOTHI U €€ TPYI0EMKOCTh

. Bcero, | Cemectp 7,
Bun camocrositensHoi paboTh
qac qac
1 2 3
M3y4eHne TeopeTHIecKoro MaTepuana
4 4
nucuuriaHbl (TO)
KypcoBoe npoextupoanue (KII, KP)
PacuerHo-rpaduueckue 3ananus (PI'3)
Bremonaenue pedeparta (P)
[ToaroroBka Kk TEKymeMy KOHTPOJIIO 4 4
ycneBaemoctu (TKVY)
Jomamnee 3amganue (/13)
KonTponbusie pabotsl 3a0unnkoB (KP3)
[ToaroroBka Kk MpOMEKYTOUHOM 4 4
atrecranuu (ITA)
Bcero: 12 12

5. IlepeueHb yueOHO-METOINYECKOTO OOECTIeUeHUS
JUISL CAMOCTOSITENTEHON PabOThI 00YUYAIOIIUXCS IO AUCIIUTUIMHE (MOTYJTIO)
Y4eOHO-MEeTOIMYECKHEe MaTepHalbl JUII CaMOCTOSTEIbHOW padOThl OOyYaromIMXCsl yKa3aHbI B
IL.11. pa3ennoB 6-11.

6. IlepeueHb MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN
[lepedyeHb neyaTHBIX U 3JIEKTPOHHBIX Y4eOHBIX M3/IaHUM MpHBeieH B Tabaule 8.
Tabmmna 8— [lepeyeHp MeYaTHBIX U AJIEKTPOHHBIX YUEOHBIX U3TaHUH

Kommaecto 9K3EMILEAIPOB B

HIudp/
oubmiorexe
URL bubnuorpaduueckas ccpiika
(KpoMe AIIeKTPOHHBIX
azpec
IK3EMIUISIPOB)

004 Cunapuyk, AHIpel AnekcanapoBHuy (KaH[. TEXH. 5
C24 Hayk). OcHOBBI HH(OPMALIMOHHOW OE30MACHOCTH :

yuebHO-MeToanueckoe nmocooue / A. A. CBUHapUyK ;
C.-Iletepb. roc. yH-T a3pOKOCM. TPUOOPOCTPOECHHUSL. -
Cankr-IlerepOypr : M3a-so 'VAIL 2023.-94 c. :
puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. . -
Tekct : HemocpeACTBEHHBIN

004.05 | Boponos, A. B. OcHOBEI 3amuTsl HHpOpMAITUH: 10
B 75 yuebHoe ocobne/ A. B. Boponos, H. B. BonommuHa.




- CI16.: TOY BIIO "CIIGI'YAIT", 2009. - 78 c.

004 III | IHagerun, B. ®.

22 Nudopmannonnas 6e3onacHocTs [ TekcT]: HayuHO-
nomnyisipHas aureparypa / B. @. llansrun. - M.:

JIMK Ilpecc, 2014. - 702 ¢

X 5147 | Skosen, E. H. IlpaBoBbie OCHOBBI 0OecnieueHust 5)

nHpopMannoHHo# 6e3omacHocTr Poccuiickoii
Oenepanuu [Teket] : yuebHOe mocooue / E. H.
Axosen. - M. : IOpmuruadopm, 2010. - 336 c.

M. : IMK Ilpecc, 2012. — 592 ¢

http://e.lanbook.com/books/element.php?pll_id=3032
[Hanprun, B.®. 3amura nuadopmanuu B
KOMITBIOTEPHBIX CUCTEMAX U CETSIX [ DJIEKTPOHHBII
pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —

004 M | MenpHuukos, B. I1.

48 3amura napopmarun [ Texer] : yueOnuk / B. I1.
MenbHukos, A. U. Kynpusinos, A.
pen. B. I1. MensaukoB. - M. : Akagemus, 2014. - 304

Cc

I'. Cxuptnanse ;

004 p Ps6xo, b. 4.

98 Kpunrorpadgudeckrne MeToapl 3aIUThl HHGOPMAITH
[Tekcr] : yae6HOE mocobue / b. S. Psioko, A. H.
®uoHOB. - 2-¢ u3a., crep. - M. : ['opsvast TuHUS -

Temexom, 2014. - 229 c.

10

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. UHXkeHepHO-TeXHUYECKas 3alluTa
uHpopmanuu [ INeKTpOHHBIN pecypce] : yueOHoe
nocobue. — DnexTpoH. gaH. — M. : TYCYP
(Tomckwii rocyJapCTBEHHBIN YHUBEPCUTET CUCTEM
yrpaBieHus ¥ paauodnekTponukn), 2010. — 195 c.

7. IlepeueHb 37IEKTPOHHBIX 00pPa30BaTENbHBIX PECYPCOB
MH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHOHN ceTn « HTepHeT»
Ilepeuenn 9JIEKTPOHHBIX o0pa30BaTeNbHbIX pecypcoB MH(pOpPMaLOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTn «MHTepHeT», HEOOXOMUMBIX JUIsI OCBOCHHUS JTUCIMILIMHBI

npuBezieH B Tabnmue 9.

Tabmuua 9 — IlepedyeHb 3IEKTPOHHBIX OOpa30BaTEIbHBIX PECYpPCcOB HH(POPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHON ceTh «HTepHEeT»
URL anpec HaumenoBanue

He npenycmotpeno

8. Ilepedenr MHPOPMAITMOHHBIX TEXHOJIOTHUI
8.1. [lepeyenp mporpaMMHOr0 oOecHeueHus, HCIOIb3YEeMOro TMpH OCYIIECTBICHUU
00pa30BaTeILHOTrO MpoIiecca MO0 AUCLUIINHE.
[lepedeHp UCONB3yeMOro MPOrpaMMHOr0 obecrieueHus npejacranieH B Taduuie 10.

Tabmumna 10— [TepeueHs mporpaMMHOTO 00€CIICUCHHS

Ne /1t

Haunmenosanue

He npenycmotpeno



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

8.2. Ilepeuenn MH(POPMALOHHO-CITPABOYHBIX CUCTEM,HCII0NIb3yEMBIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpOoIiecca Mo AUCIUIIITHHE

[lepeyeHp HCMONB3yeMbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEJCTABICH B
Tabymue 11.

Tabmuua 11— Ilepedyens HHPOPMALIMOHHO-CITPABOYHBIX CHCTEM

Ne i/t Haumenosanue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKas 0a3a
CoctaB  MaTepUAIIbHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOW Ui  OCYIIECTBICHUS
00pa3oBaTeNBFHOTO MpoIiecca Mo AUCLUIINHE, TPEACTaBIcH B Tabuuiel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHHYECKON 0a3bl

Ne HanmeHnoBaHue cOCTaBHON 4acTH Howmep aynuropun
/T MaTepuaIbHO-TEXHUYECKON Oa3bl (Ipr HEOOXOTUMOCTH )

1 JlexurOHHAs Ay AUTOPHUS

KomnbroTepHslii kitacce

10. OueHo4HBIE CpeACTBA ISl POBEICHUS TPOMEKYTOUHOUN aTTECTAIINH
10.1. CoctaB OLEHOYHBIX CPEACTBAJII MPOBEIACHHUS MPOMEKYTOUHONW AaTTeCcTalluu
00yJaromuXxcs 1Mo JUCIUTUINHE MPUBEACH B Tadymie 13.
Tabnuna 13 — CoctaB OIEHOYHBIX CPEACTB ISk IPOBEICHHSI TPOMEKYTOYHOM aTTeCTaIlUH

Buza npomexyTo4HON arTecTanuu IlepedyeHp OLICHOUYHBIX CPEACTB

Crucok BOMPOCOB K 9K3aMEHY;
DK3aMeHaIMOHHbIC OUJIETHI™;
3agauu;

TecThl.

DK3aMeH

[Tpumevanue: *sK3aMEeHAIIMOHHBIE OMIIETHI (POPMHUPYIOTCSI HA OCHOBE BOIIPOCOB U 3aj1a4 Tabiauis 15.

10.2. B kadyecTBe KpUTEpUEB OICHKH YpOBHSA C(HOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJarouMMucs MpUMEHseTcsl 5-0ajuipHas IIKajla OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETEHIIMM, KOTopas npuBeaeHa B Tabnuie 14. B TeyeHune cemectpa MOXKET MCIOJIB30BATHCS
100-0annpHast ~ mKajga ~ MOJAYJIBHO-PEUTHMHTOBOM  CHUCTEMbl  YHUBEpPCUTETa,  IpaBHIIa
UCIIOJIb30BaHUsl KOTOPOW, YCTAHOBJIEHBI COOTBETCTBYIOIIMM JIOKAJIbHBIM HOPMAaTUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurtepuu onieHKH ypoBHS c()OPMHUPOBAHHOCTH KOMITETEHIIUI

Or11eHKa KOMITETEHITUH

XapakreprcTrka chOpMUPOBAHHBIX KOMIIETEHIIHIA
5-0ayupHas mIKana P p (popmpo

OO6yuaromuiicst:

— TIIyOOKO M BCECTOPOHHE YCBOMJI IPOTPAMMHBIN MaTepHalr,

— YBEpPEHHO, JIOTHYHO, MTOCIIE0BATEIHLHO U TPAMOTHO €T0 M3JIaraer;

— ONHUpasiCh Ha 3HAHHUS OCHOBHOW W JOMOJHUTEIHHOU IUTEPATYpPHI,
«OTJIMYHOY TECHO CBS3BIBACT YCBOCHHBIC HAYYHBIC IOJIOKCHUS C MPAKTHYCCKON
«3aUTEHOY NESATEIILHOCTHIO HAIPABJICHHUS;

— yMeso 000CHOBBIBAET U apTYMEHTUPYET BBIIBUTAEMBIE UM HJIEH;

— JIeJIaeT BBIBOABI M 00OOIIEHHUS;

— CBODOOJIHO BIAJIEET CUCTEMOH CIIEMATIN3UPOBAHHBIX TOHSTHH.

— paBuIIBLHO BRIMOJTHWI OT 90% 1o 100% TecTOBBIX 3a1aHui




Or11eHKa KOMITETEHITUHN

5-0aiubHas mKana

XapakTepucTuka chopMUPOBAHHBIX KOMIIETEHIUMA

(XOPOLIO»
(Ga4uTCHO»

OOyyJarommiics:

— TBEPAO YCBOWJI IPOrPAaMMHBIN MaTepHall, TPaMOTHO U IO CYIIECTBY
W3JIaraeT €ro, ONMMPasCh Ha 3HAHUS OCHOBHOM JINTEPATYPHI,

— HE JIONYCKAET CYIIECTBEHHBIX HETOYHOCTEHH;

— YBSI3BIBAET YCBOCHHBIE 3HAHHUS C MPAKTUYECKOM JeATEIbHOCTHIO
HaIpaBJICHUS,

— apryMEHTUPYET Hay4YHBIC MTOJIOKEHNS,

— [IeJIaeT BBIBOABI M 00OOIIEHHUS;

— BJIQJICET CUCTEMOMN CIEeMAIU3UPOBAHHBIX TOHITHIA.

— npaBWIbHO BBIMOIHWI OT 70% 110 89% TeCcTOBBIX 3az[aHI/m

«YAOBJICTBOPUTCIIEHO»
<(Ga4YTCHO»

— 00yYaroNMics YCBOWJI TOJBKO OCHOBHOW IPOrpaMMHBIA MaTepual,
[0 CYIISCTBY M3JIaracT €ro, ONMUpascCh Ha 3HAHUSA TOJILKO OCHOBHOM
JUTEPaTypPHL;

— JIOTMYCKaeT HECYNIECTBEHHBIC OMMOKN M HETOYHOCTH,

— HCIIBITHIBACT 3aTPYJHCHHUS B IMPAKTHUYECKOM TPUMCHCHUU 3HAHUH
HaIPaBJICHUS;

— cl1abo apryMEHTHPYET HAyYHBIC MTOJIOKCHHUS,

— 3aTpyJHsCTCs B (POPMYITMPOBAHUHU BBIBOJIOB M 000OIIICHNUH;

— YaCTHYHO BJIAJIEET CUCTEMOMN CTIENHMATN3UPOBAHHBIX TIOHATH.

— IPaBUJILHO BBRIMOJIHMWI OT 51% 1m0 69% TecToBBIX 3agaHui

HCYIAOBJIICTBOPUTCIILHO»
HEC 3a4YTCHO»

— Oo0y4aronuiicss He YCBOWI 3HAYUTEIHHOW YaCcTH IMPOTPAMMHOIO
MaTepuana,

— JIOTYCKAeT  CYHNIECTBCHHbIC  OIMUOKM W HETOYHOCTH  TIPU
paccMOTpeHHH MTPOOJIEM B KOHKPETHOM HAIPaBJICHUY;

— UCTIBITBIBACT TPYAHOCTH B IIPAKTHYECKOM IPUMEHEHUH 3HAHHIA,

— HE MOKET apryMEHTHPOBATh HAYYHBIC ITOJOXKCHUS;

— He (popMyIHpYeT BHIBOJOB U O0OOIICHHIA.

— MPaBUIIBHO BBIMOJHUI MeHee 51% TecTOBBIX 3a1aHuil

*%

10.3. TunoBble KOHTPOJIbHBIE 33/1aHUS WM UHbIE MaTEPHAIIBI.
Bomnpocsr (3agaun) ans sK3aMeHa mpeIcTaBiIeHbl B Tabuie 15.

Tabnuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Ko
No /it [Tepedyens BompocoB (3a1a4) 115 IK3aMeHa A
WHIMKaTopa
1 ITonsarue undopmanuonHoit 6ezonacuoctu (Mb) u ocHoBueie | OITK-3.3.1

TEPMUHBI (3aIIUTA, YTPO3a, YSI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIINATBHOCTb, IIEIOCTHOCTD, IOCTYITHOCTD —
MOHATUE U IPUMEPBI HAPYILICHUH.

[Ipeanoceunku U 1ieau odecnedeHus: HHOOPMAITMOHHOM
0€30MaCHOCTH.

Bunel nadopmanonHoi 6€30MacHOCTH: IEpCOHaIbHas,
KOpPIIOpaTHBHASA, TOCYAAPCTBEHHASI.

OOBeKTHl M CyOBEKTHI 3alUTH HHPOPMAIIH.

JlokTpuHa HHpOpMaLmoHHOM 6e3omacHocTH Poccuiickoii
®denepanyun (OCHOBHBIE MTOTOKEHUS).

WNudopmanronHas 6€30macHOCTb YeJI0BeKa U 00IeCTBa.
KommnbroTepHble pecTyIieH s : onpeeieHIe,
KJ1accu(UKaLus 1 OCHOBHBIE TEXHOJIOTMH COBEPILICHHUS.
CoBpemenHas konuenuus odecneuenus Ub.

Posnb yenoBeveckoro axkropa B obecriedeHun
MH(OPMALIMOHHON OE€30MaCHOCTH.

Knaccugukanus yrpo3 nHhopMaiioHHOH 0€301acHOCTH




(MCTOYHUWKH, 1I€JTH, BUJBI BO3IACHCTBUA).

OCHOBHbBIC KaHAJIbl YTEYKU HH(DOPMAITUH.
TexHUYECKUE KaHAIBI YTEYKH HHPOPMAIIMH: IIOHATHE H
CIIOCOOBI 3aAIUTHI.

Bunel cereBbix arak: DoS, DDoS, Man-in-the-Middle
(MITM).

ConnanibHas HHKEHEPUS: METOJIbI U CIIOCOOBI
IIPOTUBOJICHUCTBHUS.

Bpenonocnoe nporpammHoe obecriedeHue: BUPYChl, YEPBH,
TposiHbl, Ransomware.

Yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JIaHHBIX.

YTrpo3sl KOMMEPYECKON TalHbI U HHCAUIEPCTBO.

MeTo/1b1 OIIEHKH PUCKOB HH(OPMALIMOHHON 0€30M1aCHOCTH.
Uro Takoe ysa3BUMOCTH (Vulnerability) u yem oHa oTmuvaercs
OT yrpo3bl?

[TonuTuka 6e30macHOCTH HHGHOPMAITMOHHOW CUCTEMBI:
Ha3HA4YEHHE U CTPYKTYpa.

Metopl ayTeHTUDUKAINH U HISHTH()UKALINY TTOJIb30BaTENeH.
Bunet ayrentudukanum (onHodakTopHas, AByXhaKkTopHas,
MHOTO(aKTOpHAs).

JluckpenoHHas 1 MaHJaTHAsI MOJAETHU YIIPABJICHUS TOCTYIIOM.
MexaHU3MBI 3aIUTHL: TEXHUYECKUE, TPABOBBIC,
OpraHHU3aIOHHBIE.

Kpunrorpaduueckue MeTo bl 3aIUTH HHPOPMALUT
(cMMMETpHYHBIE U ACUMMETPUYHBIE).

XemupoBaHHe: MOHIATHE U UCIIOIb30BAHNE JIJIsl IPOBEPKH
L[EJIOCTHOCTH.

Me:xceresble 3kpanbl (Firewalls): ¢yHkuu, TUIBI (TaKeTHBIE,
YPOBHS IPUJIOKEHU).

CucteMbl 0OHapYKEHUS U MPEIOTBPAIECHHS BTOPKESHUN
(IDS/1PS).

AHTHBHpYCHAs 3aIUTa: MPUHIUIIBI PaOOTHI.

VPN (BupTyaJibHbIE YaCTHBIE CETH) — Ha3HAuU€HHE U BUJIBI.
PesepBHoe xonnpoBanue (Backup) kak cpeactso
o0ecredyeHns: JOCTYIHOCTH JaHHbIX.

BesomacHocts 6ecnipoBoaHbiX ceteit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMCTB.

3anra nHGOpMalKUU B 00JAYHBIX BRIYMCICHUSIX

OIIK-3.V.1

IIpaBoBBIE MeTO/BI OOEcTIeueHUsT HH(POPMAITMOHHON
0€301MacCHOCTH.

3akoHonaTenscTBO PO B 001acTu 3amuTsl HHGpopMaruu (P3-
152, ®3-149).

I'ocynapcTBeHHas 1 KOMMepUecKast TaiiHa: MOHATUE U 3alHUTA.
[lepconanbHble NaHHbIE: KiIaccU(UKALMS U TPAaBOBON PEKUM
3aIIUTBHI.

CrannmapTsl B 001acTH HHGOPMAIIMOHHON 0€301aCHOCTH
(I'OCT P UCO/MDBK 27001).

Cucrema 3amMThl HHGOPMAIMN OPraHU3alnn: CTPYKTypa U
MIPUHITUIIBI CO3/JaHMUS.

OrneHka pUCKOB: OIPEIENIEHUE, STallbI.
busHec-HenpepbIBHOCTE U BOCCTAHOBJIEHHE TIOCIIE
uniuaeHtos (BCP/DRP).

OIIK-3.B.1




OO6yueHnue nepcoHaia OCHOBaM KuOepOe30macHOCTH.
Aynut 6e30macHOCTH HHPOPMAITMOHHONW CUCTEMBI.
[Tpunnumner padotsr IPsec.

Metoab! 3amuThl OT CHU((HUHTA TAKETOB.

Meroap! ycrpanenust yrpo3ssl [IP-ciiydunra.

Artaku Ha ypoBHe npuioxeHudt (SQL-unbexkuun, XSS).
dumuHT: onpeaesienne, BUabI (smishing, vishing) u
TIPU3HAKH.

Bompocsr (3agaun) s 3aueta / qudd. 3auera npepcraBieHsl B Tabnuie 16.

Ta6mmma 16 — Boripocs! (3amaun) mist 3aueta / audd. 3adera

No /it [Tepedyens BonpocoB (3a1av) myist 3adeta / nudd. 3auera

Kon
WHIUKAaTOpa

Y4eOHBIM IJIJAHOM HE IPESYCMOTPEHO

[lepedyeHp Tem AJIsi BBIOJTHEHUST KypCOBOTO MPOEKTa/ KYpCOBOW pabOThl TPEICTaBICHBI
B Tabauie 17.
Tabmuua 17 — IlepeueHn TeM /1715 BRINOJTHEHUSI KYPCOBOTO MPOEKTa / KypCOBOM paboThHI

Ne i/t

paboThI

[TpumepHBIii TepeueHb TeM ISl BBIIIOJIHEHUS KYPCOBOTO MPOEKTa/ KypCOBOM

Y4eOHBIM IUTAHOM HE IIPEAYCMOTPCHO

Bompocer st mpoBeneHUsT TPOMEXKYTOYHOW aTTECTAllMM B BHJE TECTUPOBAHHUS
MpeACTaBICHBI B TaOnwuie 18.

Tabnuna 18 — [IpumepHbIil epeyeHb BOPOCOB JJIs TECTOB

. Kon
Ne ni/m [TpumepHBIii TepeueHb BOMPOCOB ISl TECTOB
WHANKATOpa
1 1) K npaBoBbIM MeTO1aM, 00€CTIEUNBAIOIINM HH(GOPMAITIOHHYIO OIIK-3.3.1

0e30IMacHOCTh, OTHOCSITCS:

- PazpaboTka anmapaTHBIX CpEJICTB 00ECTICUCHUSI IIPABOBBIX JTAHHBIX
- PazpaboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX NPABOBBIX CETAX
KYPHAJIOB y4yeTa JEHCTBUN

+ Pa3zpa0boTka u KOHKpeTH3alMs IPAaBOBBIX HOPMAaTHUBHBIX aKTOB
oOecnieueHus 6€30MacHOCTH

2) OCHOBHBIMU HCTOYHUKAMH YTPpO3 HH(POPMAIIMOHHOH 0€301MacHOCTH
SIBJIIOTCS BCE YKA3aHHOE B CIIUCKE:

- XHIIEHUE JKECTKUX TUCKOB, TIOJKIOYEHUE K CETH, HHCAWIEPCTBO
+ IlepexBar JaHHBIX, XUILEHUE TaHHBIX, U3MEHEHHE apXUTEKTYPbI
CUCTEMBI

- XulleHne TaHHBIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYILLIEHUE
periaMeHTa paboThI

3) Bunsl undopmanioHHoN 6€30MacHOCTH:

+ IlepconanbHas, KOpopaTuBHasi, FOCy1apCTBEHHAs

- Kituenrtckas, cepBepHas, cereBas

- JlokanbHas, T00anbHast, CMeIaHHas

4) llenu naGOpMAITMOHHOM 0€30MACHOCTH — CBOEBPEMEHHOE
oOHapyXeHHe, TpeayNpexKIeHHE:

+ HEeCaHKLIMOHUPOBAHHOTO JIOCTYIIA, BO3JCHCTBHS B CETU

- NHCAlJIepCTBa B OpraHU3aliH

- Ype3BBIYANHBIX CUTYyallui

5) OcHoBHBIE 00BEKTHI HH(OPMAIIMOHHON 0€30MaCHOCTH:




+ KoMmnbtotepHbie ceTH, 6a3bl TaHHBIX

- UndopmanmoHHbIe CUCTEMBI, ICHXOJIOTHYECKOE COCTOSIHUE
0JIb30BaTeNe

- busHec-opreHTHPOBaHHbBIE, KOMMEPYECKHUE CUCTEMBI

6) OcHOBHBIMU pUCKaMH HH(DOPMALIMOHHON OE30MaCHOCTHU SBIISIOTCS:
- Uckaxenue, yMeHblLIeHHE 00bEMa, IEPEKOJUPOBKA HH(POpMaITHH

- TexHuueckoe BMEIIATEIbCTBO, BBIBEICHUE U3 CTPOSI 000PYI0BaHUS
ceTu

+ IloTeps, uckaxkenue, yreuka nHpopMaluu

7) K ocHOBHBIM IpuHIIMTIaM oOecrieueHust nH(OPMAITMOHHON
0€30MacCHOCTH OTHOCUTCSI:

+ DKoHOMUYECKO# 3(h(heKTUBHOCTH CUCTEMBI 0€30TaCHOCTH

- MHuoromnarhopMeHHOI peann3aiy CUCTEMBI

- YcuieHus 3alUIIeHHOCTH BCEX 3BEHbEB CUCTEMBI

8) OcHOBHBIMU CyOBEeKTaMU HH()OPMAITMOHHONW 0€301TaCHOCTH
SIBIISTIOTCSL:

- PYKOBOJUTENN, MEHEKEPbI, aIMUHIUCTPATOPHI KOMITAHUI

+ opraHsl IpaBa, rocy1apcTBa, Ou3Heca

- ceTeBble 0a3bl JaHHBIX, (PaePBOIIIBI

9) K 0CHOBHBIM (YHKIIMSIM CUCTEMBI 0€30ITaCHOCTH MOYKHO OTHECTHU BCE
MIEPEUYHCICHHOE:

+ YcTaHoBIEeHUE periiaMeHTa, ayAuT CUCTEMBbI, BBISIBICHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPHIIOKEHUN, CMEHA XOCTUHT-KOMITAHUU
- Baenpenue ayrentudukaim, npoBepku KOHTAKTHBIX JaHHBIX
II0JIb30BaTENEH

tect 10) [IpuniunoM nHbopMamoHHON 6€30M1aCHOCTHU SBISETCS
MPUHIUN HEAOMYIICHUS:

+ HeonpaBaaHHbBIX orpaHudeHuil npu paboTe B ceTu (cucteme)

- PrckoB 0€3011aCHOCTH CETH, CHCTEMBI

- [Ipe3ymnimm ceKpeTHOCTH

11) [IpyHIMDIOM NOAUTHUKUA HHPOPMALIMOHHON 6€30MaCHOCTH SIBIISETCS
MIPUHIIMIIL:

+ HeBO3MO>XKHOCTH MHUHOBATh 3alllUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuseHust OCHOBHOI'O 3BEHA CETH, CHUCTEMBI

- [TonmHOTO GJIOKMPOBAHMUS AOCTYNA IPU PUCK-CUTYALHIX

12) [IpyHIMNIOM NOAUTHUKHA HHPOPMALIMOHHON 6€30MacCHOCTH SIBIISETCS
MIPUHIINIIL:

+ YcuneHns 3aluIeHHOCTH CaMOT0 HE3AIMILEHHOTO 3B€HA CETU
(cucremsr)

- [lepexoza B 6e30macHOe COCTOSTHUE PAOOTHI CETH, CUCTEMBI

- [TomHOTO HOCTYNA MOJIB30BAaTENIEH KO BCEM pecypcam CETH, CHCTEMBI
13) [IpuHIKMIIOM NOIUTHUKUA HHPOPMALIMOHHON 6€30MacCHOCTH SIBIISETCS
TIPUHIINII:

+ Paznenenus nocryna (00s13aHHOCTEH, MPUBUWIETUI) KIIMEHTaM CeTH
(cucremsr)

- OTHOYPOBHEBOH 3alUTHI CETH, CUCTEMBI

- COBMECTHMBIX, OJTHOTHITHBIX TPOrPAMMHO-TEXHUYECKUX CPEJICTB CETH,
CHUCTEMBI

14) K oCHOBHBIM THIIaM CPEZCTB BO3/IEUCTBUS HA KOMIIBIOTEPHYIO CETh
OTHOCHTCSL:

- KommnbroTepHslii co6oit

+ Jlorndeckue 3aKina ik («MUHBD)

OIIK-3.V.1




- ABapuifHO€ OTKJIIOUYECHHE MTUTAHUS

15) Korna monyden cram 1o e-mail ¢ mpuiIoKeHHBIM (aiiiom, claeayeT:
- [IpounTaTh NpuIOKEHHUE, ECIIU OHO HE COACPKHUT HUYETO [IEHHOTO —
yJaJIUTh

- CoxpanuThb npuiioxkeHue B napke «Crnam», BbIICHUTH 3aTeM [P-anpec
re’epaTopa cramMa

+ Y 1anuTe TUCHbMO € IPUIIOKEHUEM, HE PACKPBIBAs (HE YUTAsl) €ro

16) [punuun Kupxroda:

- CeKpeTHOCTh KJII04a OMpeiesieHa CeKPETHOCTHIO OTKPBITOIO
cooOmieHus

- CekpeTHOCTh HHPOPMAIIIH OIPEIeIeHa CKOPOCThIO NIepeIaun JaHHbBIX
+ CeKpeTHOCTb 3aKPBITOTO COOOIICHHS OTPEACISIETCS CEKPETHOCTHIO
KJIFo4Ya

17) DUII — sTo0:

- DneKTpoHHO-1IM(POBOI MpeoOpa3zoBaTeb

+ DnekTpoHHO-IM(POBAs MOANNCH

- DIIeKTPOHHO-IIU(PPOBOIL MpoLeccop

18) Haubouee pacripocTpaHeHbI YIpo3bl HHPOPMAIIHOHHOM
0€30MaCHOCTH KOPIIOPATHBHOM CUCTEMBI:

- [Toxynka HenmuensunonHoro 10

+ OmuMOKY 3KCIUTyaTalliy ¥ HEYMBIIIUIEHHOTO U3MEHEHHUS PeKIMA
paboThI CUCTEMBI

- CO3HATEIbHOr0 BHEJIPEHMSI CETEBBIX BUPYCOB

19) Hauboiee pacripocTpaHeHbI YIpo3bl HHPOPMAITHOHHOM
0€30I1aCHOCTH CEeTHU:

- PacnipeneneHHbiit AOCTYI KJIIMEHT, OTKa3 000PYJOBaHUS

- MopaibHbIi U3HOC CeTH, HHCANAEPCTBO

+ CoOoii (0TKa3) 000pyI0BaHUsI, HEJIETAIbHOE KOMMUPOBAHUE JaHHBIX
tect_20) Haubosee pacipocTpaHeHbl CpeicTBa BO3JICHCTBUS HA CETh
oduca:

- Cna0b1if Tpaduk, ”HPOPMALMOHHBIA 00MaH, BUPYCHl B UHTEPHET

+ Bupycsl B ceTu, 10ruueckue MuHbI (3aKJ1aJku ), UHQOpPMaIMOHHBIN
nepexsar

- KomnproTepabie cOon, M3MEHEHNE aIMUHCTPHPOBAHUS, TOTIOJIOTUN
21) Yreukoit uHpOpMAIK B CUCTEME HA3bIBACTCS CUTYalMs,
XapakTepusyemasi:

+ [loTepeit JaHHBIX B CUCTEME

- 3menenneM ¢popmbl HHPOpMALIUU

- I3menenuem conepxkanus nHGOpMaluu

22) ColicTBamMH HH(pOpMaLIUU, HanOoIee aKTyalbHBIMU ITPU
obecrieueHnH HHPOPMAITMOHHOMN O€30MaCHOCTH SIBJISTFOTCS:

+ Ile10CTHOCTh

- JloctyniHOCTH

- AKTyanbHOCTB]

23) Yrpo3a nuapopMaIMOHHON cCUCTEME (KOMITBIOTEPHOM CETH) — ITO:
+ BeposiTHOE coOBITHE

- JlerepmunupoBaHHOE (BCETIa OMPEEICHHOE) COOBITHE

- CoObITHE, TPOUCXOJISIIEE TEPUOANYECKH

24) Nudopmarius, KOTOPYIO CleAyeT 3aluinaTh (o HopMaTHuBam,
[IpaBUJIAM CETH, CUCTEMBbI) Ha3bIBACTCA:

- PermamenTrpoBaHHON

- [IpaBoBoii

OIIK-3.B.1




+ 3amuniaeMon

4 25) Pa3HOBUAHOCTSIMU YIpo3 O€30MaCHOCTH (CETH, CUCTEMBI) SBISIOTCS
BCE NIEPUYUCIIEHHOE B CIIHCKE:

+ IlporpamMMHBbIe, TEXHHYECKUE, OPTaHU3AIMOHHBIC, TEXHOJIOTUYECKHE
- CepBepHble, KJIMEHTCKHE, CITyTHUKOBbBIE, HA36MHbIE

- JInuHble, KOPIIOPATUBHBIE, COIIMATILHBIC, HAI[HOHAJIbHBIC

26) OxoHYATENbHO, OTBETCTBEHHOCTD 3a 3aIlMIIIEHHOCTh IaHHBIX B
KOMIIBIOTEPHOU CETH HECET:

+ Bnanenern cetu

- AIMUHUCTPATOp CETH

- [Tonb3oBarens ceTu

27) lonuTrka 06€30MacHOCTH B CUCTEME (CETH) — 3TO KOMILIEKC:

+ PykoBojicTB, TpeboBaHmii obecriedeHrsi HEOOXOIUMOTO YPOBHS
0e30macHOCTH

- UHCTpyKIMiA, aTrOpUTMOB MOBEEHUS MOJIb30BaTENs B CETU

- Hopmbl nH(pOpMAIIMOHHOTO TIpaBa, COOJII01aeMbIC B CETH

28) Haunbosiee Ba)KHBIM IIPU peaIM3alUU 3aIUTHBIX MEP MOJUTHKU
0€30MaCHOCTH SIBJISICTCS:

- Ayaut, aHanu3 3aTpaT Ha MPOBEICHUE 3alTUTHBIX MEp

- AynuT, aHaim3 6€301acHOCTH

+ AyuT, aHaJIu3 yA3BUMOCTEH, PUCK-CUTYyalluid

[lepeyeHb TeM KOHTPOJBHBIX PabOT MO AMCHUIUIMHE OOYYAIONIMXCS 3a04HOU (HOPMBI
o0ydeHus1, IpeICTaBICHbI B Ta0mie 19.

Ta6mmma 19 — [lepeyeHb KOHTPOJIBHBIX PadboOT

Ne /i [lepeyeHb KOHTPOJIBHBIX PabOT

He npenycmotpeno

10.4. Meroauueckue  Marepuaibl,  ONpPEAENSIONMe  HPOLEeayphl  OLIEHUBAHUS
MHAMKATOPOB, XapaKTepU3YIOLUX dTanbl (OPMUPOBAHUS KOMIETEHLUH, COJIEp)Karcsi B
JOKAJIBHBIX HOpMaTuBHBIX akTax [YAII, pernameHTHpYyOIIMX NOPSAAOK M MPOLEAYPY
IIPOBEJCHUS TEKYIIETr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHOM aTTecTali 00yJarommxcs
I'VAIL

11. Meroauveckue ykazaHus i 00y4YaIOIIUXCs IO OCBOCHUIO TUCIUTUIMHBI

11.1. Metoauueckue yka3zaHus [ OOYYalOIIMXCS 10 OCBOGHMIO JIEKIMOHHOIO
MaTepuania.

OCHOBHOE Ha3HAYEHME JICKIIMOHHOIO MaTepHana — JIOTHYECKH CTPOHHOE, CUCTEMHOE,
ri1yOOKOe U SICHOE H3JIoKeHHe ydeOHoro marepuana. Ha3HaueHue cOBpeMEHHOW JEKIMH B
pamMKax JUCIUIUIMHBI HE B TOM, YTOOBI MOJYYUTh BCIO MH(QOPMAIMIO 10 TEME, a B OCBOCHUU
(byHaaMeHTaNbHBIX MpoOJeM JUCHUMIUIMHBL, METOJOB HAyYHOrO TMO3HAHMS, HOBEHIINX
JOCTHKEHUI HayyHOUW MbIcau. B yueOHOM mporiecce JIEKIHs BBIIOIHSAET METO/I0JIOIMYECKYIO,
OpPraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIEKIMs pacKkpbIBaeT MOHATUHHBIN anmapar
KOHKPETHOW o0ylacTH 3HaHus, €€ MpoOsieMbl, AAaeT LEeIbHOE NPEACTaBICHUE O AUCLUILINHE,
MIOKA3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUIIIIMHAMH.

[InaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYaAIONIMMHUCS JEKIIMOHHOTO MaTepuana;

— TIOJYyYEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aMMOCBA3aHHBIX 3HAaHUH, YpPOBEHb
KOTOPBIX ONPEAEIAETCS LIEIEBOM YCTAHOBKON K KaKJJOM KOHKPETHOU TEME;

— TIOJIy4€HHE OIbITa TBOPUECKOI padOThI COBMECTHO € IPENOJaBATEIEM;




— pa3BuTHEe TNpOo(ecCHOHATBLHO-IEIOBBIX  KAauecTB, JIOOBU K  TpeaMeTy |
CaMOCTOSITEIIbHOTO TBOPYECKOTO MBIIIJICHUS.

— TOSIBJICHHWE HEOOXOAMMOr0 HHTEpeca, HEOOXOAMMOTO JIsSi CAMOCTOSITEIILHON paOOTHI,

— TIONy4YeHWE 3HAHUW O COBPEMEHHOM YpPOBHE pAa3BUTHS HAYKH U TEXHUKU U O
MPOTHO3€E UX Pa3BUTHS HA OJIMKANIINE TOBL;

— Hay4HThCS METOJMYECKH 00pabaThiBaTh Marepuai (BBIACIATH TIJIaBHBIC MBICIHA H
MOJIOXKEHHUS, TPUXOJUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPATh HMX B  Pa3IMYHBIX
dbopmynHupoBKax);

—  TIOJYy4YEHHE TOYHOTO MOHUMAHUS BCEX HEOOXOAMMBIX TEPMHUHOB M TIOHSTHA.

JIeKUMOHHBIA MaTepuall MOXKET COMPOBOXKIATHCSA JAEMOHCTpallUe CclaijoB H
UCIIOJIb30BAaHUEM pa3aTOYHOTO MaTepuajga MpH MPOBEICHUU KOPOTKHX JHUCKYCCHUH 00
OCOOEHHOCTSIX MPUMEHEHHS OTJICTBHBIX TEMATHK 110 JUCITUTIIIMHE.

CTpyKTypa peioCcTaBIeHUs JEKIIMOHHOI0 MaTepHraa:

— HBnoxeHue NEKIMOHHOTO MaTepHaa;

— IlpencraBneHue TEOPETHUSCKOTO MaTepHaia MperogaBaTeieM B BUJIE CIIAHJIOB;

— OcBOeHHE TEOPETHYECKOT0 MaTepraa 1o MPaKTHIECKUM BOIIPOCAM;

—  Crnucok BOMPOCOB IO TeME IS CAMOCTOSITEIILHOM pa0OThI CTYICHTA.

MeTtoauyeckue yka3aHHs 10 OCBOSHHIO JICKIIMOHHOTO MaTepHalia UMEIOTCS B U3JaHHOM
Buze B oubmmorexe I'YAIl Ceunapuyk, AHapeit AnekcanapoBud (KaH[. TeXH. HayK). OCHOBBI
nH(pOPMaILIMOHHON 0e30MacHOCTH : ydueOHO-MeToauueckoe mocobue / A. A. CBunapuyk ; C.-
[Terep6. roc. yH-T aspokocm. npudopoctpoenus. - Cankr-Ilerepoypr : U3n-so ['VAIIL, 2023. -
94 c. : puc., Tabi. - bubmmorp.: ¢. 90 (12 Ha3B.). - b. 11. - TekcT : HEMOCPEACTBEHHBII

11.2. Metoauueckue yKazaHusi A7 OOYYalOlUXCSl IO BBIMOJIHEHHUIO JIaOOPaTOPHBIX
pabor

B xozme BbIMONHEHHs J1a0OpPAaTOPHBIX paboT oOOy4aroIUiCs [OJDKEH YIIyOuTh U
3aKpenuTh 3HAHWS, MPAKTHYECKHWE HABBIKH, OBIAJIETh COBPEMEHHON METOIUKOM M TEXHUKOU
HKCIEPUMEHTAa B COOTBETCTBUHM C KBAJU(PHUKAIMOHHON XapaKTEepUCTHKOM 0Oydaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOUT M3 IKCHEPUMEHTATbHO-IIPAKTUYECKOH, pacueTHO-
AHAJTUTUYECKON YacTe U KOHTPOJIBbHBIX MEPOIIPHUITUH.

BoinonHenue n1abopaTOpHBIX pabOT 00ydaroIMMCS SBISETCS HEOTHEMJIEMOW YacCThIO
U3y4eHHs] JUCLMIUIMHBI, OIpenesseMoil y4yeOHbIM IUTAaHOM, M OTHOCHTCA K CpEICTBaM,
o0ecreunBaroIMM pPeIIeHNe CIETYIOINX OCHOBHBIX 3a7a4 00y4yaroerocs:

— TIpHOOpeTeHHEe HAaBBIKOB HCCIEIOBaHMS IMPOLECCOB, SBIEHUH U  OOBEKTOB,
U3y4aeMbIX B PAMKax JaHHOW JUCIUILIUHBI;

— 3aKpeIUIeHHE, Pa3BUTHE W JIETAIM3alUs TEOPETHUYECKMX 3HAHWH, TOJTYYEHHBIX Ha
JCKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAIMH 110 N3y4aeMOM IUCIUIINHE;

— TIpHOOpeTeHHe  HaBBIKOB  CAMOCTOSTEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000pyI0BaHUEM U IPUOOPAMHU.

3ananue u TpeOOBaHUSA K NPOBEACHUIO J1a00PATOPHBIX padoT

— B 3aganuu gomxHO OBITH UeTKO chopmMyIupoBaHa 3a1a4a, BeimoaHseMas B JIP;

— Omnucanbl BXOJHBIE U BBIXOJHBIEC JaHHBIE 1715 nipoBeaeHus JIP;

— JIP gomxHa BBINOJHATHCS HA OCHOBE MOJIYYEHHBIX TEOPETUUECKUX 3HAHMSIX;

— Bemonnenune JIP TOMKHO OCYIIECTBISATHCS HA OCHOBE METOAMYECKHX YKa3aHUU,
MPEAOCTABIISIEMBIX IIPEIIOIaBATENEM;

— JIP momxHa BBINOJHATHCS B CHEIUATU3UPOBAHHOM KOMIBIOTEPHOM KJIACCE€ U MOYKET
ObITh JOpaOOTaHa CTYJIEHTOM B JOMAIITHUX YCIOBUSX, eciu 1o3sossiet [10;

— Hrorom BeimosiHeHHoM JIP sBiIsieTcs oTUET.



Crpykrypa u ¢popma oryera 0 1a0opaTopHoii padore

— IlocranoBka 3amadm;

— BxoxHbIe U BBIXOHBIE JaHHEIC,

— CopepkaHue 3TaroB BBHINOTHEHUS;

— OOocHOBaHUE MOJYYEHHOTO pe3yibTaTa (BbIBO);

— CHHCOoK HCTIONIb3YeMOH TUTepaTyphbl.

TpebGoBanus k oopMIIEHHIO 0TYETA 0 J1a0opaTOpHOIi padoTe

— Jlaboparopnas pabora (JIP) mpemocraBisieTcss B me4aTHOM/WIIH SJIEKTPOHHOM BH/IC,

— JIP momxHa cOOTBETCTBOBAThH CTPYKTYpE U (pOpMe OTUETa MPE/ICTABICHHOM BBIIIIE;

— JIP pomxna umerh tuTynbHBIM Juct (I'OCT 7.32-2001 wsmanust 2008 roma) ¢
Ha3BaHUEM U TOAMMUCKHIO CTyIeHTa(0B), KOTOPHIH(bIe) ee caenan(u) u opopMui(u);

Crynent noskeH 3amututh JIP. OTMeTka 0 3amuTe J0JKHA HAXOAUTHCSI HA TUTYJIBHOM
JMCTE BMECTE C MOJIMUCHIO MPETIOAaBaATENS.

11.3. Meroauueckue yKazaHus JUIsi OOYyJaIOMIMXCS MO MPOXO0KICHUIO CAMOCTOSITEIHHOM
paboThI

B xone BbINOMHEHUSI CaMOCTOSITEILHOM pabOThI, 00yJarOUUiCs BBITOJIHAET PaboTy 1o
3aJJaHUI0 U TIPU METOAMYECKOM PYKOBOJACTBE IpErojaaBaressi, HO 0e3 ero HemocpeICTBEHHOTO
y4acTusl.

B mporiecce BBINMONMHEHHUS CaMOCTOSITENIBHON paboThl y oOyuaroierocs GhopMupyercs
1esnecoo0pa3Hoe MIIaHUPOBaHUE PabOUEro BpeMeHHu, KOTOPOE M03BOJISIET EMY pa3BUBaTh YMEHUS
¥ HaBBIKM B YCBOGHHMM U CHCTEMAaTH3allMU MPUOOpETaeMbIX 3HAHHI, 00ECIeurnBaeT BBICOKHUI
YPOBEHb YCIEBAEMOCTH B TIEpUOJ OOyUYEHHs, IOMOTAaeT IIOJIyYUTh HABBIKA TTOBBIIICHHUS
pohecCHOHANBHOTO YPOBHSL.

MeroauyeckuMH ~ MaTepuallaMH,  HAmpaBJSIONIMMU  CAMOCTOSITENIBHYIO — paboTy
00y4JarOIIUX CASBISIOTCS:

— y4eOHO-METOAMYECKUI MaTepual Mo AUCLUILINHE;

— METOAMYECKHE YKA3aHHs IO BBIMOJHEHUIO KOHTPOJBHBIX PaboT (11 00ydaromuxcs
10 3a04HOU (hopme 0OyueHus).

11.4. Metoauueckre yKazaHusl JUIsl OOyYaroIMXCS IO MPOXOXKICHHUIO TEKYILIETro
KOHTPOJI YCIIEBAEMOCTH.

Texkymuil KOHTPOJIb YCIEBAEMOCTH NIPEIYCMaTpPUBAET KOHTPOJIb KayecTBa 3HAHUU
00yYaroImuxcsi, OCyLIECTBISEMOI0 B TEUEHUE CEeMecTpa C ILIebI0 OLCHMBAHUS XO0Jla OCBOEHUS
JTUCIUIUIAHBI.

JUis  yCHEUIHOTO TMPOXOXAEHUS TEKYLIEro KOHTPOJs HEOOXOAMMO BBIMOJHUTH
nabopaTopHble padOThI, 3arPy3UTh UX B JTUYHBIN KAOMHET U MPOUTH MPOLEAYPY 3aIUTHI KaX 01
paboThl. O1ieHKH 3a pabOThI BHICTABIISIOTCS M0 MATHOATUIBHON HIKaJIe.

11.5. Metoauueckue ykazaHus Al OOy4YaroUuXcs MO MPOXOXKIACHUIO MPOMEKYTOUHOM
aTTeCTalu.

[IpomexyTouHas  arrectanus  OOydYalONMIMXCS ~ MPEAyCMaTpUBAeT  OIICHUBAHHE
MPOMEKYTOUHBIX U OKOHYATENIbHBIX PE3YJIbTaTOB OOydeHHs 1o AucIuIuimHe. OHa BKIIOYACT B
ce0st:

— »9K3aMeH — ¢opMa OIEHKM 3HAaHWM, TOJYYCHHBIX OOyJaromuMcs B TIpollecce
W3Yy4EeHUs BCEH MUCITUIUIMHBI UM €€ YacTH, HAaBBIKOB CAMOCTOSITEIFHOW padOThI, CIIOCOOHOCTH
NPUMEHATh MX JJis pEUIeHUsl MPAKTHUYECKUX 3ajad. JK3aMEH, Kak MpaBWIIO, MPOBOJUTCS B
MeproJ; HK3aMEHAIIMOHHOM CECCHMM W 3aBEPIIAETCS aTTECTAIMOHHOMW OIEHKON «OTIUYHOR,
«XOPOLIOY, KYJOBIETBOPUTEIHLHOY, «HEYIOBIECTBOPUTEIHHOY.

JUis  yCHeImIHOTO NPOXOXACHUS TMPOMEXKYTOYHOM aTTecTalliM HEoOXOAMMO 32
3alUIICHHBIE JTa0OpaTOpHbIE pabOThl MONYYHTh HMHTETPaJbHYIO OLEHKY HEe HIKe
«YIIOBJICTBOPUTEIILHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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