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AHHOTaUs

Jucuumnunaa «OcHOBBI MH(QOPMAIIMOHHOM 0€30MacHOCTH» BXOAMUT B 00pa30BaTEIbHYIO
poTrpaMMy BBICIIET0 00pa3oBaHUs — MPOrpaMMy OakallaBpHara 10 HaIpaBICHUIO MOJATOTOBKH/
cnenuanpHocTH  27.03.02  «YmpaBieHHE — KauyeCTBOM»  HAIPaBICHHOCTH/CIICIHATU3AIHH
«IudpoBoe KavyecTBO W MPOCKTHPOBAHHE MPOMYKIUW». JucrurumHa peanusyercs kadempoi
«Ne33y.

JucuuminHa HameneHa Ha (GOPMHUPOBAHKE Y BHITYCKHUKA CIICIYIOIIUX KOMIICTCHITUN |

OIIK-6 «CnocobGeH pa3pabarpiBaTh alrOPUTMBI M KOMITBIOTEPHBIE IPOTPaMMBI,
MPUTOIHBIC JIJISI TPAKTUYECKOTO TPUMEHEHUS

OIIK-7 «CrocobeH MOHMMATh MPUHIHUIBI PAaOOTHI COBPEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI U UCIIOJIb30BaTh UX ISl PEIICHUS 3a/1a4 MPo(ecCHOHAIBHOMN 1eATEeTbHOCTIY

CopepxaHue AMCUUIUIMHBI OXBATHIBA€T KPYT BOMPOCOB, PACKPBIBAIOIIUX CYIIHOCTh U
3HaueHue WH(OPMANMOHHOW O0€30MacHOCTH W 3aluThl MHPOpPMAIMH, UX MECTa B CHCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNneHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METOJ0JIOTUYECKUX M OPraHU3alMOHHBIX OCHOB 00eCTIeYeHUsI O€30IaCHOCTH.

[IpenogaBanne AMCHUIUIMHBI MpEAyCMATpUBaeT Cienyromue QopMbl OpraHu3aluu
y4eOHOro mporecca: JEKIUH, JIa0OpaTopHbIe padOTHI, CaMOCTOSITeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[IporpamMmmMoit AMCHUIUIMHBI MPEAYCMOTPEHBI CIEAYIONIME BHUIbI KOHTPOJIS: TEKYIIHI
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEXKYTOUHAs arTecTanus B opme 3x3ameHa (7 cemectp).

OO0mast TpyA0eMKOCTh OCBOSHUS JAMCIMILIMHBI COCTaBIsET 3 3adeTHBIX eawHmibl, 108
YacoB.

SA3bIK 00yUYeHUs 10 AUCIHUIUINHE «PYCCKUH »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenogaBaHus TUCITUATITUHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (esiepaIbHOM rocy1apCTBEHHOM 00pa30oBaTeIbHOM CTAHAAPTE BBICLIETO MPOPECCHOHATBLHOIO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
3JIEMEHTOB NPO(PECCUOHATBHBIX KOMIIETEHIIUH.

Taxoke nensiMu OCBOEHHUS TUCHMIUIMHBI «OCHOBBI WH(MOPMAIIMOHHON OE30MaCHOCTH
ABJISIIOTCSL PAcKpPbITHE CYIIHOCTM W 3HA4€HUs HMH()OPMAIMOHHOW O€30MacHOCTH U 3allUThI
uHpOpPMaLINH, UX MECTa B CUCTEME HALIMOHAIBHOI 0€30I1aCHOCTH, OTIPE/IeIEHUE TEOPETHUECKUX,
KOHIIENITyaIbHbIX, METOI0JIOTHYECKUX M OPraHU3allMOHHBIX OCHOB obOecneueHusi 0€30MacHOCTH
uHpopManuy, KiIacCupuKanuMs W  XapaKTEPUCTHKH  COCTABISIOMIMX  HMH(OPMAIMOHHON
0€30I1aCHOCTM ¥ 3alUThl MH(POPMALIMK, YCTAHOBJICHME B3aUMOCBSA3M M  JIOTMYECKOH
OpraHu3alluy BXOSIINX B HUX KOMIIOHEHTOB.

1.2. JlucumnivHa BXOIUT B COCTaB 00s3aTeIbHON YacTU 00pa30BaTeIbHOIN MPOrpaMMBI
BhICIIero oopazosanus (naiee — OIT BO).

1.3. TIlepeueHb mIaHUPYEMBIX Pe3yJIbTATOB O0OyUEHHs M0 AUCLUILUINHE, COOTHECEHHBIX C
IaHupyeMbIiMu pesyibratramu ocBoenust Ol BO.

B pe3ynbrare M3ydyeHus AUCLMILIMHBI 0OydaroUuiics AODKEH 00janaTh CieIyHOLUMU
KOMIIETEHIIMSIMUA WJTH WX 9acTsMH. KoMIeTeHInu M WHAMKATOPHI UX JOCTHKCHHS TPUBE/ICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMIA U HHINKATOPOB MX JOCTHKEHHS

Koxn u
Kareropus (rpymnna) Kon n HanMeHOBaHME HHIUKATOPA
HaNMEHOBaHUE
KOMIIETEHIINHU OCTHIKEHUS KOMIIETEHIINU
KOMIIETEHIUHA

OIIK-6.3.1 3HaTh OCHOBHBIE AIITOPUTMBI U
KOMITBIOTEPHBIE TTPOTPaAMMBI, IPUTOJTHBIE
JUTSL TIPAKTUYECKOTO IPUMEHEHUS TTPU
pelIeHUN TPAKTUYECKUX 3a]1a4
nudpoBu3auu B 00JaCTH
npo¢eCCUOHANTBHON IEATETLHOCTH
OIIK-6.B.1 BnageTh NpakTHYECKUMHU

OIIK-6 Cnocoben
pa3pabarbIBaTh
aJrOpUTMBI U
ObmenpodeccnoHanbHbIe | KOMIIBIOTEPHBIE

KOMITETEHIINU IIPOrpamMMBl,
HaBbIKaMU pa3padOTKU U IPUMEHEHHUS
MIPUTOJHBIE IS
AJITOPUTMOB Y KOMIIBIOTEPHBIX IIPOrpamMm,
IIPAaKTHYECKOTO
MIPUTOJIHBIX JUISl IPAKTUYECKOTO
IIPUMEHEHUS

NPUMEHEHUS TIPH PEIICHUU MTPAKTHUECKUX
3a1a4 nudpoBU3alny B 001acTU
poheCCHOHATBHON IEATETbHOCTH

OIIK-7 Cnocoben OI1IK-7.3.2 3HaTh BO3MOKHOCTH

IIOHMMATh
MIPUMEHEHUSI HH()OPMALIMOHHBIX CUCTEM B
MPUHLIMIIBI paOOTHI <
npodeccuoHaIbHOM e TeTbHOCTH
COBPEMEHHBIX
OIIK-7.Y.1 ymeTh NpUMEHSAThH aKeThI
O61enpodeccnonanbHble | THPOPMATMOHHBIX
o IPUKJIAHBIX IPOTpaMM JUIs pELICHUs 3a1a4
KOMIIETEHIINH TEXHOJIOTHH U

npo¢eCCHOHATBHON IEATETLHOCTH
OIIK-7.B.1 BnageTh HaBBIKAaMU PaOOTHI €
TEXHUYECKUMHU U MPOTPaMMHBIMU
cpeAcTBaMu MH(POPMALIMOHHBIX CUCTEM

HCIIOJIb30BaTh UX
JUTSI pEIICHUS 33129
po¢eCCHOHATBHON
JIESITEIIbHOCTH

2. Mecro nucuumianHsl B cTpykType OI1
Hucnunmuaa MoxkeT 6a3upoBaThCs HAa 3HAHUSIX, paHee TPUOOPETEHHBIX 00YJarOITUMUCS
[P U3YYEHHUH CIEAYIOIMIMNX AUCLUTIINH:
— Hudopmaruxa




— HWudopmannoHHble TEXHOJIOTUU

3HaHI/I$I, IMMOJIYYCHHBIC ITPU U3YUCHUHN MaTEpUajia ,HaHHOP'I JUCHUIIIIMHBI, HUMCHOT CaMOCTOATCIBHOC

3HA4YCHUC.

3. O0BeM U TPYIOEMKOCTh JAUCIUILIAHBI
Janaple 00 00meM oO0beMe TUCIUIUIMHBI, TPYJOSMKOCTH OTACIBHBIX BHJIOB y4eOHOU
paboThI MO TUCHHUIUIHHE (M pactpeieieHUue ITO TPYT0EMKOCTH TI0 CeMECTpaM) MPeICTaBICHBI B

Tabnuie 2.
Ta6ymma 2 — O6beM U TPYJ0EMKOCTh JUCITUTIITNHBI
TpynoemMKocTs 110
Bun yuebnoit pabotsl Bcero ceMecTpam
Ne7
1 2 3

Oowan mpyooemKocma OuUCUUNIUHDL, 3/ 108 3/ 108
3E/ (4ac)
U3 Hux uacoe npakmuyecKkoil no020moeKu
AyoumopHuie 3anamus, BCETo vac. 34 34
B TOM YHCIIC:

nexuuu (J1), (gac) 17 17

npakTudeckue/cemunapckue 3anatus (I13),

(dac)

nabopaTtopHbie paboTsl (JIP), (uac) 17 17

KypcoBoii mpoekT (padota) (KII, KP), (gac)

9K3aMeH, (Jac) 36 36
Camocmoamenvnas paboma, Bcero (dac) 38 38
Buo npomesxcymounoit ammecmayuu:. 3a4er, K3 K3
. 3auer, sx3amen (3ader, Audd. 3a4, Dk3.) ’ ”

4. CopepxaHue JUCIUTUTHHBI
4.1. PacnpeneneHue TPyJI0EMKOCTH JUCIHUILTHHBI MO pa3JesiaM U BUAAM 3aHITHIA.
Paznensl, TeMBI TUCIUTIINHBI U MX TPYJAOEMKOCTh TIPUBEICHBI B TAOIHIIE 3.

Tabnuna 3 — Pa3aensl, TeMbl AUCIUILIUHBL, UX TPYAOEMKOCTh

Pasznessl, TeMBI TUCIIAIIIINHEI Hexumm | 113 (C3) 1P KIVKP CP (gac)
’ (dac) (dac) (uac) (dac)
Cewmectp 7

Paznen 1. Beenenue B kypc «OCHOBBI 1 2

WH(GOPMAITMOHHOHW 0€30ITaCHOCTIY

Pasnen 2. CymHocTh 1 oHATHE HHPOPMAIIMOHHON 1 2

0e30MacHOCTH

Paznen 3. 3nauenue nHpOpPMAIMOHHON O0€30MACHOCTH 2 4 )

U €€ MECTO B CUCTEME HAIIHOHAILHOM O€30I1aCHOCTH

Pasnen 4. CynHoOCTh ¥ MOHATHE 3aIUTHI HHOOPMAITUU 2 4 4

Paznen 5. Cocras u xitaccudukaius Hocutenei ) 4 4

3amuIaeMoi nHhopMaIun

Paznen 6. [loHarne u CTpyKTypa yrpo3 3aifuiiaeMon 2 5 8

uHQOpMAaIH

Paznen 7. O6bekTHI 3a1IUTHl HHpOpMaAIUN 3 8

Paznen 8. Kitaccudukaiust BUIOB, METO/IOB U CPEJICTB 4 8

3alIUThl HHPOPMAITUH

HUroro B cemectpe: 17 17 38
Hroro 17 0 17 0 38




[IpakTuyeckas MOArOTOBKAa 3aKIIOYAETCS B  HEMOCPEJICTBEHHOM  BBINOJIHEHUH
OoOy4JalolmMMUCS  OMNpeNeJeHHbIX  TPYAOBBIX  (YHKUIUH,  CBSI3aHHBIX ¢ Oya;yulei
npodeCCHOHATIBHOMN 1S TETbHOCTBIO.

4.2. CopnepskaHue pa3/ieloB U TeM JICKIIMOHHBIX 3aHITHH.
Copep:xanue pa3aesioB U TeM JICKIIMOHHBIX 3aHITHIA MIPUBEICHO B Ta0HIIC 4.

Tabmuua 4 — CopeprkaHue pa3esoB U TEM JICKIIMOHHOTO IHUKJIA

Howmep paznena HaszBanue u conep:xanue pas3iesioB U TEM JICKLIMOHHBIX 3aHATHI

Pasnen 1. Beenenue.

[Ipeamer u 3agauu Kypca. 3Ha4YeHUE U MECTO Kypca B, IOJATOTOBKE
CIEIMAIMCTOB, IO 3amuTe nHpopmarn. HayuHas u yuebHas
B3aUMOCBSI3b Kypca ¢ APYTHMH TUCUMIUINHAMU. Pa3zensl u TeMsl, ux
pacrpenencHue 0 BUIaM ayJUTOPHBIX 3aHATHH. DopMbl IpoBeaeHNUS
ceMuHapCcKuX 3aHsaTHiA. COCTaB M METOAMKA CAMOCTOSTENTLHONU PabOTHI
CTYAEHTOB IO U3YYECHHUIO TUCIMIUTMHEL. DOpMBI IPOBEPKH 3HAHU.
AHanm3 HOPMaTHUBHBIX ICTOYHUKOB, HAYYHOH H y4eOHOH JINTEpaTypHlI.
3HaHusg 1 YMEHUSA CTYACHTOB, KOTOPBIC JOJI’)KHbBI OBITH IMOJIy4YCHbI B
pe3ynbTaTe u3yyeHUs Kypca.

Paznen 2. CymHOCTh 1 OHATHE HH(POPMAIMOHHON 0€30TTaCHOCTH
CTaHOBJICHUE ¥ Pa3BUTHE MOHATHA "MHPOPMAIIMOHHAs OE30MacHOCTh" .
CoBpeMeHHbIC IOAXOIBI K onpeeneHuto noHsaTHs. CyIIHOCTh
nH(popMaImoHHoM Oe3omacHocTH. OOBEKTH HHPOPMAITHOHHON
oe3omacHocTh. CBsi3b HH(DOPMAIMOHHOM 0€30MaCHOCTH C
uHpopMaTu3zaiuei odniecrsa. CTpykrypa HHOOPMAIMOHHON
6e3omacHocTr. OnpeneneHre MOHITH HHPOPMAITHOHHAS
Oe3omacHOCTE".

Pasnen 3. 3Hauenue nHOOPMAIMOHHOM 0E30MACHOCTH U €€ MECTO B
cUCTEMe HaI[OHATBLHOMN 0€30MacHOCTH

3HavyeHne nHGOPMAIMOHHOMN, 6€30MACHOCTH ISl CYyOHEKTOB
WHQOPMAITMOHHBIX OTHOIICHUH.

3 CBs13b MeX1y HH(POPMAIIIOHHOM 6€30MaCHOCTHIO U 0€30MaCHOCTBIO
WH(pOPMAITIH.

IToHsATHE U COBpEMEHHAs KOHIICTIIUS HAIIMOHAILHOMN O€30MacHOCTH.
MecTo uHpOpMaIMOHHON, 0€30aCHOCTH, B CUCTEME HAIIMOHAILHOM
0e301macHOCTH.

Paznen 4. CymHOCTh ¥ TOHATHE 3AIUTH HH)OPMAITUU
CymiecTByomye NoaX0AbI K COAepKaTeIbHON 4acTH MOHATHS "3aluTa
HHPOpMAIUK" B CIOCOOBI pealTu3aliy COAEPKATEIHLHOM YacTu.
MeTononoruueckasi OCHOBa PACKPBITHSI CYLIHOCTH U ONPEIEIICHUS
MOHATHA 3aUThl HHPOpMay. PopMbl BBIPAXKEHUS HAPYILICHHS
craryca uHpopmanuu. O0yCIOBIEHHOCTh CTaTyca HH(GOPMAIUK e
YSI3BUMOCTBIO.

IonsTre ya3sumoctu nHGopMauu. PopMbl POSBICHUS YSI3BUMOCTH
uHpopmarun. Buasl ysi3Bumoctr uadopmarmu. [Tonstue "yreuka
uHpopmarun". CooTHoteHre GopM U BUJIOB YSI3BUMOCTH
nHpopmarun. ConepikaresbHas YacTh MOHATHS "3auTa
uHpopmMarmn'.

Crioco0 peanuzanuy coaep aTeIbHONW 9acTH 3aIIUTHl HH(OPMAITHH.
Onpenenenne MoHATHUS "3aminTa HHPOPMALUK'", €T0 COOTHOIICHHUE C
nonsitueM, cpopmynupoBanasiM B [OCT P 50922-96. "3amuTa
nHpopmaiur. OCHOBHBIE TEPMUHBI U ONpeieTIcHuUs .

Pasnen 5. CocTaB u Ki1acCU(PUKAIMS HOCUTEICH 3aluiaeMoi
MHPOPMaINH




[NonsiTrie HOCUTEINB 3amuInaeMoi nHpopmarmu". COOTHOIICHNE
MEXIy HOCUTENIEM U UCTOYHUKOM MHpopmarwn. CocTaB HOCHTENEH
3ammuiaeMoi nadopmarmu. CiocoOs! pukcupoBanus HHGOpMAIUK B
HocuTeNsiX. Bunpl oroOpaxkenus: nHpopManry B HOCUTENSIX. MeTobl
BOCITPOM3BEACHUS OTOOPAKESHHON HH(POPMAIIUN B HOCUTEIISIX
nHpopMmarn. Hocurenn michMeHHOH, BUIOBOH, H3ITydaeMOM
nHpopmanun. OnocpeoBaHHbIC HOCUTENH 3aIIAIIAEMOR
nHpopmaruu. CBOWCTBa U 3HAUYCHHUE THIIOB HOCUTEIICH 3alIuIIaeMon
nH)OpMAaITIH.

Paznen 6. [lonsTHe 1 CTPYKTYpa yrpo3 3amuinaeMor nHhopMaIun
CoBpeMEHHBIE MTOIX0/IbI K TOHATHIO YTPO3bI 3aIUIIACMON
nHpopMarun. CBs3b YIPO3bI 3aIUIIAEMON HH(OPMAITHH C
VSI3BUMOCTBIO HHpOpMaIun. [Ipu3HaKH U COCTABISIONINE YTPO3bI:
siBIieHUs, (pakTopkl, ycioBus. [loHsITHE Yrpo3kl 3aIIUIIIaeMO
uHpopMmaruu. CTpyKTypa SBJICHHIA KaK CYIIIHOCTHOTO BBIPKEHUS
yrpo3sl 3ammmaemMor nHpopmarmn. CTpykTypa GpakTopos,
CO3JIAI0IINX BO3MOKHOCTD IECTa0MIU3UPYIOLIETO BO3ACHCTBHS Ha
WHPOPMAITHIO.

Paznen 7. O0BEKTHI 3aUTH HH()OPMAITUT

[Tonsitne oobexTa 3amuThl. Hocntenn nadopMariy Kak KOHSYHbIE
00beKTHI 3aluThl. OCOOEHHOCTH OTAENBHBIX BUIOB HOCUTENIEH KaK
00BEKTOB 3aIUTHI.

CocraB 00bEKTOB XpaHEHHUSI MICHMEHHBIX M BUIOBBIX HOCUTENIEH
WHPOpMaLUH, ToANeKaKX 3amuTe. CocTaB MOANEKAIINX 3alIUTE
TEXHHYECKUX CPEIICTB OTOOpaKeHUs, 00pabOTKHU, XpaHEHUS,
BOCIPOW3BE/ICHHS TIepenadn HHpopManuu. [{pyrue 00bEeKThI 3aIUThI
nHpopMarui. BHIIBI 1 cCIOCOOBI JecTa0MIIN3UPYIOMIETO BO3ISHCTBUS
Ha 00BEKTHI 3aIUTHL.

Paznen 8. Knaccudukanus BUIOB, METOIOB M CPEICTB 3aIUTHI
nH(pOpMaITUH

Buap! 3amutel nHpopmaium, chepsl ux aeicteus. Knaccudukanus
METO/IOB 3aIIUTHI HHPOPMAIIUH. Y HUBEPCAIbHBIE METO/IBI 3aIIUTHI
nHpOpMaLuK, 001acTb UX npuMeHeHus. O01acTH MpUMEHEHUs
OpraHM3aIlMOHHBIX, KPUNITOrPaQUIECKUX U HHKEHEPHO-TEXHUIECKUX
METO/IOB 3aIuThl nHpopManun. [loHsTHE U KIaccuUKanyst CpeaCcTB
3amuThl nHQopManuy. HazHaueHne nmporpaMMHBIX,
KpHNTOTrpahUUECKUX U TEXHUIECKUX CPEJICTB 3aIHTHI.

4.3. Tlpaktudeckue (cCeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTh IPUBECHBI B TAOIUIIE 5.

Tabnuna 5 — [IpakTuueckue 3aHsATHS U UX TPYJOEMKOCTh

No
/o

TeMbl TpakKTUYECKUX
3aHATUN

3 aux Ne
@opMbI TPaKTHUECKUX | TPYydOeMKOCTh, |MpaKTHYECKOH |pasnena
3aHATHI (dac) MMOATOTOBKH, | AUCIIHAIL

(gac) JIMHBI

VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.4. JlabopatopHble 3aHATUS
Tembl 1a00paTOPHBIX 3aHATHH U X TPYJOEMKOCTb IPUBEICHBI B TaOIUIIE 6.

Tabnuna 6 — JlabopaTtopHble 3aHATHS U UX TPYJOEMKOCTh




W3 gux Ne

Ne HaumenoBanue nabopatopHbix padboT TpynoeMKoCTS, | MPakTHIECKOR | pasiena
/o (dac) MOJATOTOBKH, | JMCIIHII
(4ac) JIMHBI
Cemectp 7
1. | UccrnenoBanune ysa3BUMOCTH HH()OPMALIUN 4 3
2. | UccnenoBanue BUIOB ysI3BUMOCTH 4 4
3. | UccnenoBanue GopM ysa3BUMOCTH 4 5
4. | IocTpoeHue aJITOPUTMOB COIIMAIBHOM 5 6
WHKCHEPUH U CIIOCOOBI 3aIUTHI OT HUX
Bcero 17

4.5. BeinoiHeHne KypcoBOrO MPOeKTa/ KypcOBOH pabOThI

Y4eOHbIM MJIaHOM HE IPETyCMOTPEHO

4.6. CamocrosrenbHas padoTa 00yJaronxcs
Buiel caMocTosITeNbHOM pabOThI U €€ TPYAOSMKOCTh ITPUBEICHBI B TAOIHUIIE 7.

Tabmmua 7 — Bugsl caMocTosTeNnbHON PabOTHI M €€ TPYIOEMKOCTb

. Bcero, | Cemectp 7,
Bua camocrositensHOM paboTh
qac qac
1 2 3
W3yueHne TeOpeTHIecKoro Marepuasia
24 24
nucuuraHbl (TO)
KypcoBoe npoextuposanue (KII, KP)
Pacuetno-rpadpuueckue 3ananus (PI'3)
Beinonnenue pedepara (P)
[ToaroroBka K TEKyIeMy KOHTPOIIIO 6 6
ycneBaemoctu (TKVY)
Homamnee 3amganue (/13)
KontposbHble paboTsl 3a04HHKOB (KP3)
IToaroToBKa K MpOMEKYTOYHOU 8 8
attecranuu (ITA)
Bcero: 38 38

Tabmuna 8— [lepedeHb NMEYaTHBIX U MJICKTPOHHBIX YUCOHBIX M3IaHHIMA

5. Ilepedenp yueOHO-METOANYECKOTO OOECTIEUEHUS
JUISL CAMOCTOSTENTEHON PabOThI 00YUAIOIIUXCS TT0 TUCIUIUIMHE (MOIYJTIO)
Y4eOHO-MEeTOIMYECKHEe MaTepHalbl JUII CaMOCTOSTEIbHOW padOThl OOyYaromMXCsl yKa3aHbl B
IL.11. pa3ennoB 6-11.

6. IlepeueHp MEYATHBIX M ANEKTPOHHBIX YUCOHBIX U3TaHUN
[lepedyeHpb neyaTHBIX U SJEKTPOHHBIX Y4eOHBIX M3/IaHUH MpHUBeieH B Tabaulle 8.

Mndp/ KomiyecTBo 9K3eMIUTSIpOB B
Oubmorexe
URL bubnuorpaduueckas ccpiika
(KpOMe 2ITeKTPOHHBIX
azpec
IK3EMIUTSIPOB)
004 CBuHapuyk, AHapeit AjieKcaHIpoBHY (KaHJI. TEXH. 5)




C24 Hayk). OCHOBBI HH(OPMAIIMOHHON OE30TTaCHOCTH :
yuebHO-MeToanueckoe mocooue / A. A. CBHHapUyK ;
C.-TTerepO. roc. yH-T a3pOKOCM. MPHUOOPOCTPOCHHUSI. -
Cankr-IlerepOypr : U3n-so I'VAIL 2023. - 94 c. :
puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. 1. -
TekcT : HenocpeICTBEHHBIN

004.05 | Boponog, A. B. OcHOBBI 3a1uThl HH(POPMAIIUHU: 10
B75 yuebnoe mocodue/ A. B. Boponos, H. B. Bonommuna.
- CI16.: TOY BIIO "CII6I'YAIT", 20009. - 78 c.

004 III | IHagerun, B. ®. 5
22 Nudopmannonnas 6e3onacHocTs [ TekcT]: HayuHO-
nomnyisipHas aureparypa / B. @. lansrun. - M.:
JIMK Tlpecc, 2014. - 702 ¢

X 5147 | Skosen, E. H. IIpaBoBbie OCHOBBI 0OecTieueHHs 5)
nHpopMannoHHo# 6e3omacHocTr Poccuiickoii
Oenepanuu [Teket] : yuebHOe mocooue / E. H.
SAxogen. - M. : Opmutundopwm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
[[Tanprun, B.®. 3amura napopmanuu B
KOMITHIOTEPHBIX CUCTEMAX M CETSIX [ DJIEKTPOHHBII

pecypc] : yuebHOe nocobue. — DJIEKTPOH. J1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | Measnukos, B. I1. 5
48 3amura napopmaruu [ Teker] : yaeOnuk / B. I1.
MenbsHukoB, A. U. Kynpusinos, A. I'. Cxuptnanse ;
pen. B. I1. MensaukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6xko, b. 4. 10
98 Kpunrorpadgudeckrne MeToapl 3aIUThl HHGOPMAITH

[Tekct] : yaeOHnoe nocobue / b. 5. Psoko, A. H.
®UOHOB. - 2-€ u31., cTep. - M. : ['opsiuas muHUS -
Tenexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. HXeHEpHO-TEXHUYECKAs 3allUTa
nH(popManuu [ DNeKTpoHHBIN pecypc] : yueOHoe
nocobue. — DnexTpoH. gaH. — M. : TYCYP
(Tomckwii rocyJapCTBEHHBIN YHUBEPCUTET CUCTEM
yHIpaBieHus ¥ paauodiekTponukn), 2010. — 195 c.

7. TlepedyeHb AIMEKTPOHHBIX 00pa30BaATEIBHBIX PECYPCOB
nH(OPMaIIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu « IHTepHeT»
[Tepeuenn AJIIEKTPOHHBIX o0pa3oBaTeNbHbIX pecypcoB nH(pOpMaIIMOHHO-
TEJIeKOMMYHUKAaIMOHHONW ceTu «HTepHeT», HEOOXOOMMBIX i OCBOCHHS TUCIUILIAHBI
npuBeieH B Tabmuie 9.

Tabmuma 9 - IlepedyeHbp DJIEKTPOHHBIX O0pa30BaTENbHBIX PECYpPCOB HMH(POPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTh «HTepHeT»
URL anpec HaumenoBanue

He npenycmoTtpeno

8. Ilepedenr MHPOPMAITMOHHBIX TEXHOJIOTUI



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

8.1. [lepeyenbp mTpOrpaMMHOr0 OOECHEeUeHUs, HCIOIb3YEeMOT0 IPH OCYIIECTBICHUU
00pa30BaTeNLHOrO MpoIecca MO AUCLUIIUHE.
[lepedeHp UCIONB3yeMOr0 MPOrPaMMHOT0 obecrieueHus npejacrasieH B Taduuie 10.

Ta6ymma 10— [Tepeyersr mporpaMmMHOTO oOecrieueHus

Ne i/t HaumenoBanue

He npenycmorpeno

8.2. Ilepeuenn MH(POPMALMOHHO-CITPABOYHBIX CUCTEM,HCII0JIb3yEMBbIX pu
OCYIIECTBJICHUH 00pa30BaTEILHOTO MpoIiecca Mo AUCIUITITHHE

[lepeyeHp HCMONB3YeMBbIX HH(POPMALMOHHO-CIIPABOYHBIX CHCTEM MPEJCTAaBICH B
Tabymue 11.

Tabmuua 11— Ilepedyens HHPOPMALMOHHO-CITPABOYHBIX CHCTEM

Ne /1 HaumenoBanue

He npenycmorpeno

9. MarepuaiabHO-TeXHHUYECKast 0a3a
CoctaB MaTepHaTbHO-TEXHHYECKOH 0a3bl, HEOOXOAUMOW M  OCYIICCTBIICHUS
00pa30oBaTeNLHOTO MpoIiecca M0 AUCIUILINHE, IPeCTaBieH B Tabuiel 2.

Tabmuna 12 — CoctaB MaTeprallbHO-TEXHUYECKON 0a3bl

Ne HanmenoBanue cocTaBHOM 4acTu Howmep aynuropun
/T MaTepuaIbHO-TEXHUYECKON Oa3bl (Ipu HEOOXOTUMOCTH )

1 | JlexuuoHHas ayIuTopus

KommnsrorepHslii kinace

10. Onenounble cpeacTBa AJs MPOBEIEHUS IPOMEXKYTOUHOM aTTecTallu
10.1. CocTaB OIICHOYHBIX CPEICTBAJS TPOBEACHUS TPOMEKYTOYHOH aTTeCTAI[UH
o0yyaromuxcst o JUCUUIUIMHE IpuBeAeH B Tabnuue 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEACTB ISl IPOBEICHHS POMEKYTOYHOH aTTeCTAIluN

Bug HpOMe)KYTOQHOﬁ aTTeCTallun Hepequb OICHOYHBIX CPCACTB

Crircok BOMPOCOB K 9K3aMEHY;
DK3aMeHAIIMOHHBIC OMIIETHI™;
3amaunu;

TecThl.

DK3aMeH

[Ipumeuanne: *sx3ameHaOHHBIE OMIIETHI (POPMHUPYIOTCS HA OCHOBE BOIIPOCOB M 33/1a4 TaOJIMIIbI 15.

10.2. B kayecTBe KpuUTEpUEB OIEHKH YpPOBHSA C(HOPMUPOBAHHOCTH (OCBOEHUS)
KOMITETCHIIMN 00YyJaronuMucsa TMPUMEHSETCs S-0ajuibHasi MIKajga OIEHKU CHOPMHPOBAHHOCTH
KOMIIETEHIIN, KoTopas mpuBejeHa B Tabuune 14. B TeueHne cemecTpa MOXKET UCIOIb30BaThCS
100-6annpHast ~ mKala ~ MOIYJBHO-PEUTHHTOBOW  CHCTEMBl ~ YHUBEPCUTETa,  IpaBHIA
UCTIOJIb30BaHUSI KOTOPOW, YCTAaHOBJIEHBI COOTBETCTBYIOIUM JIOKAJIbHBIM HOPMATUBHBIM aKTOM
['YAIL
Tabmuua 14 —Kpurepuu onieHKH YpoBHS c(hOPMHUPOBAHHOCTH KOMIETEHITHH

OrreHKa KOMITETEHITUHN

XapakreprcTika chOpMUPOBAHHBIX KOMIIETEHIHI
5-0aiupHas mKana P P (popmpo




Or11eHKa KOMITETEHITUHN

XapakTeprcTrka chOpMUPOBAHHBIX KOMITCTEHITUIA
5-0aiubHas mKana PaKIep (op

OOyyJarommiics:

— TJIyOOKO U BCECTOPOHHE YCBOMJI MPOTPaMMHBIA MaTepra;

— YBEPEHHO, JIOTUYHO, ITOCJICIOBATEILHO M TPAMOTHO €TI0 U3J1araeT;

— ONMUPAsICh HAa 3HAHUS OCHOBHOM W JIONMOJIHUTEIBHON JIUTEpaTyphl,
«OTJIMYHO) TECHO CBSI3bIBAET YCBOCHHBIC HAYUYHBIC MOJOXKEHHS C MPAKTUUYECKOU
«3aUTEHO» NeATEILHOCTHIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET U apTyMEHTUPYET BBIBUTAEMbIC UM HJICH,

— JIeJaeT BBIBOJIBI U 0000IIEHMS;

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEUMATN3MPOBAHHBIX IOHATHH.

— npaBWIbHO BBIMOJIHWI OT 90% 10 100% TecTOBBIX 3aaHUi

OO0yuaromuiicst:

— TBEP/IO YCBOMJI MPOTPAMMHBIA MaTepHall, TPAMOTHO U TI0 CYIIECTBY
M3JIaraeT ero, ONMupasich Ha 3HAHUS OCHOBHOU JIUTEPATYPHI,

— HE JIOMYCKAaeT CYNIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C MPAKTHYECKOW JESTEIBHOCTHIO
«3aYTCHO» HaIpaBJICHUS;

— apTYMEHTUPYET HAYIHBIC TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 000OIIEHHS;

— BJIQJICET CUCTEMOM CIIeUAIN3UPOBAHHBIX MTOHITHH.

— IpaBWJILHO BRIMOJIHWI OT 70% 10 89% TecTOBBIX 3agaHui

*%

— o0yyarouuiicss yCBOWJI TOJIbKO OCHOBHOW IPOrpaMMHBIA MaTepua,
[0 CYLIECTBY M3JaraeT €ro, ONMpasch Ha 3HAHUS TOJIBKO OCHOBHOM

JIUTEPaTyphl;
— JIOITyCKAeT HECYILECTBEHHbIE OIMOKN U HETOUHOCTH;
«yHOBJIETBOPUTENIBHO» | — UCMIBITBIBAET 3aTPyJHEHHUS B IPAKTUYECKOM IPUMEHEHUM 3HAHUHN
«GaYTEHO» HaIlpaBJICHNUS,

— cnabo apryMeHTHPYET HayYHBIE MOJI0KEHHUS,

— 3aTpyAHsieTcsa B (OpMyIMpPOBAHUU BBIBOJOB U 0000IIECHUI;

— YaCTUYHO BJIAJICET CUCTEMOM CIIELIMATU3UPOBAHHBIX HOH;IT*I;Iﬁ.
— IPaBUJILHO BBRIMOJIHMWI OT 51% 10 69% TecToBBIX 3aAaHMi

— o0yyarouuiicss He YCBOWJI 3HAYUTENBHOM YacTH MPOTPaAMMHOIO
MaTepuana,
— JIONyCKaeT  CYIIECTBCHHBIE  OIMMUOKM W  HETOYHOCTH  TIPH
«HEYJIOBJICTBOPUTEILHOY» | PACCMOTPEHUH MPOOJIEM B KOHKPETHOM HaIPABIICHUM;
«HE 3aUTCHO» — UCTIBITHIBAET TPYAHOCTH B MPAKTUYECKOM MPUMEHEHUH 3HAHHIA;
— HEe MOKET apryMEHTHPOBATh HAYYHBIE TTOJTOXKEHUS;
— He GOpMYITUPYET BHIBOJAOB M 0000IIEHUH.
— IPaBUJILHO BBIMOJIHWI MeHee 51% TeCTOBBIX 3a/laHUM

*%

10.3. TunoBbie KOHTPOJIbHBIC 33aHUS WIIK MHBIE MaTePUAIIbI.
Bormpocs! (3agaun) nmst sKk3amMeHa mpeicTaBlieHbl B Tadumie 15.

Tabnuma 15 — Borpocs! (3amaun) 115 9K3aMeHa

Ko
Ne n/mt Ilepeuenb BonpocoB (3a7au) i FK3aMeHa A
MHAMKATOpa
1 [Tonsitue nndopmannonnoit 6ezonacuoctu (Mb) u ocnoBusie | OIIK-6.3.1

TEPMUHBI (3aIUTa, YTPo3a, YI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIIMATIBHOCTb, LIEIOCTHOCTD, IOCTYITHOCTh —
MOHATHUE W TPUMEPHI HAPYIIICHUH.

[Ipennoceiiky 1 1enu odecrneyeHus: HHPOPMaIMOHHON
0€30I1aCHOCTH.

Busl nHpOpManoHHOM 6€30MaCHOCTH: MEPCOHATIbHAS,
KOPITOpaTHBHAS, TOCYAapCTBEHHASI.

OOBEKTHI U CYOBEKTHI 3aIIUTHl HHPOPMALIUH.




JloxTpuHa nHGOpMAIIMOHHON Oe30macHOCTH Poccuiickoi
®denepanuu (OCHOBHBIC MTOJIOKCHHS).

NudopmanronHas 6€301macHOCTh YeJI0BEKa U OOIIECTRA.
KomMIbroTepHbIe IPeCTyIUICHUS: ONpeeiiCHuE,
KJ1acCU(UKALIUA U OCHOBHBIE TEXHOJIOTHH COBEPILICHUS.
CoBpemenHas koHrenius ooecneuenus Ub.

Pounb yenoBeveckoro pakTopa B obecrieueHUU
MH(POPMALIMOHHOM 0€30MaCHOCTH.

Kiaccudukanus yrpo3 nHGOpMaIMOHHONH 0€3011aCHOCTH
(MCTOYHUKH, 1IEJTH, BUJIBI BO3ICHCTBHS).

OcHOBHbIE KaHAJIbI YTEYKU HHPOPMAIUH.

TexHu4yeckue KaHAIBI YTEYKU HHPOPMAIIUH: TIOHSATHE U
CHOCOOBI 3aIIUTHI.

Bunel cereBbix atak. DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHasi MHXXEHEPUS: METOJIbI U CIIOCOOBI
IIPOTUBOJCHCTBUS.

BpenonocHoe nporpamMmmHoe o0ecriedeHue: BUPYChl, YUEPBH,
TposiHbl, Ransomware.

Yrpo3bl 6€301aCHOCTH NEPCOHATIBHBIX JAHHBIX.

YTpo3bl KOMMEpPYECKON TallHbl U UHCAUIEPCTBO.

MeTobI OIIEHKH PUCKOB HH(POPMAIIMOHHON 0€30MacHOCTH.
Uro Takoe ysa3BUMOCTH (vulnerability) u yem ona otnuvaercs
OT yrpo3bl?

[TonmuTrka 6e30macHOCTH UH()OPMAILIMIOHHON CUCTEMBI:
Ha3HA4YeHHUE U CTPYKTYpa.

Mertobl ayTeHTUDUKAIMY U UISHTU()UKALMY 110JIb30BaTeNei.
Bunsr ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTO(aKTOpHas).

JluckpeMoHHas U MaHJaTHast MOJIENU YIIPaBJICHUSI JOCTYIIOM.
MexaHU3MBbl 3aIIUThL: TEXHUYECKUE, TPABOBBIE,
OpraHMU3aIOHHBIE.

Kpunrorpadguueckue MeTo bl 3a1IUThl HHPOPMALUU
(cMUMMETpHYHbIE U ACUMMETPUYHBIE).

XemupoBaHHe: MOHIATHE U UCIIOIb30BAHUE JIJIsl TPOBEPKH
LIEJIOCTHOCTH.

Me:xceresble 3kpanbl (Firewalls): ¢yHkiuu, TUnbI (akeTHbIE,
YPOBHS IPUJIOKEHHUI).

OIIK-6.B.1

CucteMbl 0OHapY)XeHUS U MPeIOTBPAILEHHs BTOPKEHUN
(IDS/1PS).

AHTHBHpYCHAs 3allUTa: MPUHLHUIBI paOOTHI.

VPN (BupTyanbHbIC YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBI.
PezepBHoe konupoBanue (Backup) kak cpenctso
o0ecrniedeHus JOCTYITHOCTH JIaHHBIX.

be3zonacuocth GecripoBoHbIX cereit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMCTB.

3amura nHGOpMAaLUU B 00JAUHBIX BBIYMCICHUIX
[IpaBoBble MeTOBI 00ecniedeHnst UHHOPMALTMOHHON
0€30MacCHOCTH.

3akonogarensctBo PO B obnacTu 3amutel napopmanuu (O3-
152, ©3-149).

['ocypapcTBeHHas 1 KOMMepYecKas TaliHa: IIOHATHE W 3allNTA.

OIIK-7.3.2




[TepconasnbHBIC JaHHBIC: KJIAaCCU(MUKAIUS U TPABOBOM PEKUM
3aIIUTHI.

Crangaptsl B 0611aCcTH HHPOPMAIIMOHHOM 0€30MaCHOCTH
(I'OCT P UICO/M3K 27001).

Cucrema 3amuThl HTHOOPMALIUN OPraHU3alNH: CTPYKTypa U
NPUHIIKAIBI CO3AaHUSL.

OmeHKa pUCKOB: ONpE/IEICHHE, STallbI.
busHec-HenpepbhIBHOCT U BOCCTAHOBJICHHE TIOCIIE
nnuaeHtos (BCP/DRP).

OOyuenue nepcoHanga OCHOBaM KnOepOe30macHOCTH.
Ayaut 6e30macHOCTH HHYOPMALMOHHON CHCTEMBI.

OIIK-7.Y.1

[Tpununst padots [Psec.

Mertoab! 3auThl OT CHU(()UHTA TAKETOB.

Mertoab! ycrpanenus yrpo3sl [P-crydunra.

ATtaku Ha ypoBHe npmiokeHu# (SQL-unbekmmn, XSS).
@ummHr: onpeneneHue, Buabl (smishing, vishing) u
IIPU3HAKH.

OIIK-7.B.1

Bormpocsr (3amaun) nis 3avera / qudd. 3auera npeacTaBieHsl B Tadauie 16.

Tabmuna 16 — Bonpocs! (3agaun) mis 3adera / qudd. 3adera

Ne i/t

[Tepedyens BonpocoB (3a1av) 11t 3adeta / nudd. 3auera

Kon
WHJUKATOpa

V4eOHBIM IJIAHOM HE MpeaAyCMOTPCHO

HepequL TEM JIA BBIIIOJIHCHUSA KYPCOBOI'O HpOCKTa/ KprOBOﬁ pa6OTBI npeaAcCTaBJICHBI

B TabauIe 17.

Tabnuna 17 — IlepeyeHb TeM Ui BHITOTHEHUS! KYPCOBOTO MPOEKTA / KYpCOBOM pabOThI

[TpumepHBIii TepeueHb TeM ISl BHIITOJIIHEHUSI KYpPCOBOTO MPOEKTa/ KypCOBOU

Ne i/t
paboThI
Y4eOHBIM MIIaHOM HE IPEIYyCMOTPEHO
Bompocer myist  mpoBeneHusT TPOMEXYTOYHOM aTTeCTallud B BHJE TECTUPOBAHUS

IpeJICTaBICHBI B Ta0wmie 18.

Tabmmma 18 — [IpumepHBIii IepedeHb BOITPOCOB JJIsi TECTOB

. Kon
Ne n/n IIpuMepHBIii IepedeHb BOIIPOCOB ISl TECTOB
WHIMKaTopa
1 1) K npaBoBbIM MeTO/1aM, 00€CTIeUnBAIOIMM HH(POPMALIMOHHYIO OIIK-6.3.1

0€301aCHOCTb, OTHOCSITCS:

- PazpaboTka anmnapaTHBIX CpeJCTB 0OecreueH sl IPaBOBbIX JaHHBIX

- Pa3paboTka 1 ycTaHOBKA BO BCEX KOMITBIOTEPHBIX IPABOBBIX CETSIX
JKYpHAJIOB y4eTa JCHCTBUN

+ Pa3paboTka u KOHKpETH3aIHs TPABOBBIX HOPMAaTHBHBIX aKTOB
obecrieyeHus: 6€30MaCHOCTH

2) OCHOBHBIMU UCTOYHUKAMHU yrpo3 HH()OPMALIMOHHON O€30MMaCHOCTH
SBJISIIOTCS BCE YKa3aHHOE B CITUCKE:!

- XUIIeHUE KECTKHX JINCKOB, MOJIKIIOYCHUE K CETH, HHCAIePCTBO

+ IlepexBar JaHHBIX, XUILEHUE JAHHBIX, N3MEHEHUE apXUTEKTYPHI
CHCTEMBI

- XuIleHue JaHHbIX, MOAKYI CUCTEMHBIX 3 IMUHUCTPATOPOB, HAPYIIEHUE
perinameHTa paboThl

3) Buabl uHopMaioHHOH 0€301acHOCTH:




+ IlepconanbHasi, KOpopaTuBHasi, FOCy1apCTBEHHAs

- Kiinenrckas, cepBepHas, cereBast

- JlokanbHas, rno0anbHasi, CMEIIaHHAS

4) lHenn napOpMAIIMOHHOW OE30TTACHOCTH — CBOCBPEMEHHOE
oOHapyKeHHe, IPeTyIpexKICHUE:

+ HECaHKLIMOHUPOBAHHOIO JJOCTYIIA, BO3JACHCTBUS B CETU

- HHCaliJIepcTBa B OpraHU3aliu

- Upe3BBIYANHBIX CUTyalUl

5) OcHoBHBIE 00BEKTHI HH(DOPMAITMOHHON 0€30MMaCHOCTH

+ KommbrotepHble ceTH, 6a3bl JaHHBIX

- UudopmanioHHbIe CUCTEMBI, IICUXOJIOTUYECKOE COCTOSHUE
II0JIb30BaTENIECH

- busnec-opueHTHpOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI

6) OcHOBHBIMU pUCKaMH UH()OPMAIIMOHHON OE30MACHOCTH SIBIISTFOTCS:
- Uckaxxenue, ymeHblIeHHE 00beMa, IEPEKOAUPOBKA HH(OpMALIUN

- TexHuueckoe BMEIIATENbCTBO, BBIBEIEHUE U3 CTPOSI 000pYy10BaHUS
CeTH

+ IloTeps, uckaxkeHue, yreuka uHpopMaluuu

7) K ocHOBHBIM npuHIMIAM oOecreuyeHuss THPOPMaMOHHON
0€30MacHOCTH OTHOCUTCSI:

+ DKoHOMUYECKOH 3(h(HEeKTUBHOCTH CUCTEMBI 0€30TTaCHOCTH

- MHoromnathopMeHHOI peanu3aiy CUCTEMBI

- Ycusenus 3aliMIIEHHOCTH BCEX 3BEHbEB CHUCTEMBI

8) OCHOBHBIMH CYObEeKTaMH HUH(POPMALIMOHHON OE30MaCHOCTH
SIBJIFOTCSL:

- PYKOBOJUTENHN, MEHEKEPbI, aIMUHIUCTPATOPI KOMITAHUI

+ oprassl IpaBa, rocy1apcTBa, Ou3Heca

- ceTeBble 0a3bl IaHHBIX, (PAaCPBOILITBI

9) K ocHOBHBIM (DYHKIHSIM CUCTEMBI O€301IaCHOCTH MO>KHO OTHECTH BCE
IIEPEUUCIIEHHOE:

+ YcTaHoBieHUE periiaMeHTa, ayIuT CUCTEMBI, BBISIBIEHUE PUCKOB

- YcTaHOBKa HOBBIX O()MCHBIX MPUIIOKEHUH, CMEHA XOCTUHT-KOMITAHUU
- Baenpenue ayreHTHpUKAIINHN, TPOBEPKU KOHTAKTHBIX JTaHHBIX
M0JIb30BaTENEN

tect 10) [Mpunnunom nuabopMaImoHHOM 0€30MTaCHOCTH SBIISETCS
MPUHIUI HEAOMYIICHUS:

+ HeonpaBnaHHbIX OrpaHuYeHH pH paboTe B CETH (CUCTEME)

- PuckoB 6e3onacHOCTH CETH, CUCTEMBbI

- [Ipe3yMnumu CeKpeTHOCTH

11) [IpyHIMIIOM NOAUTUKKA UHPOPMALMOHHOW O€30MaCHOCTH SIBIISETCS
TIPUHITATL:

+ HeBO3MOXHOCTH MHUHOBATh 3alllUTHBIE CPEJICTBA CETH (CHCTEMBI)

- YcuseHust OCHOBHOI'O 3B€HA CETH, CUCTEMBI

- [TomHOTO G6IIOKMPOBAHMUS AOCTYMA IPU PUCK-CUTYAIHIX

12) IlpuHIMnIOM MoJUTUKA HHOOPMALIMOHHON O€30MaCHOCTH SIBJIETCS
MPUHIUI:

+ YcuneHus 3aluIeHHOCTH caMOro He3allUIEHHOTO 3BeHa CeTH
(cuctemsl)

- [lepexoma B 6e30MmacHOe COCTOSIHUE PAOOTHI CETH, CUCTEMBI

- [TonHoro gocrymna noyp30Bareae KO BCEM pecypcaM CETH, CUCTEMBI
13) IlpuHIMIOM MONUTUKHA HHOOPMALIMOHHON OE30MaCHOCTH SIBJIIETCS
PUHIUI:

OIIK-6.B.1




+ Paznenenus nocryna (00sS3aHHOCTEH, TPUBUIICTHI ) KIIMEHTAM CETH
(cuctemsl)

- OTHOYPOBHEBOH 3alUTHI CETH, CUCTEMBI

- COBMECTUMBIX, OJHOTHITHBIX IPOTPAMMHO-TEXHUUECKUX CPEJCTB CETH,
CUCTEMBI

14) K 0CHOBHBIM TUIIaM CPECTB BO3/IEHCTBUS HA KOMIIBIOTEPHYIO CETh
OTHOCHTCS:

- Komnbrotepnsiii cOoit

+ Jlornueckwue 3akaaaku («KMUHBD)

- ABapuiiHO€ OTKIIFOYCHHUE TTUTAHUS

15) Korma moiydyeH cnam 1o e-mail ¢ mpuiokeHHbIM (haiisiom, ClIeyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUYETO [IECHHOTO —
yAaIUTh

- CoxpaHuTh npuiokeHue B napke «Cnam», BBIEICHUTH 3aTeM [P-aapec
re’epaTopa cramMa

+ ¥V aanuTe NUCbMO € IPUIIOKEHUEM, HE PACKPBIBAs (HE YUTAsl) €ro

16) Ipuaun Kupxroda:

- CeKpeTHOCTh KJIH04a ONPE/IEsIEHAa CEKPETHOCTHIO OTKPHITOIO
cooOmieHus

- CekpeTHOCTh HH(POPMAIIIH OIPEIeIeHa CKOPOCTHIO NIepeaun JaHHBIX
+ CeKpeTHOCTb 3aKPBITOr0 COOOLIEHUS OIIPENIEISIETCS] CEKPETHOCTBIO
KJIF04ua

17) OUII - aTo0:

- DneKTpoHHO-1IPOBOI MpeoOpazoBaTenb

+ DnekTpoHHO-IM(POBAs MOANUCH

- DIIeKTPOHHO-TIIU(PPOBOIL MpoLeccop

18) Haubouee pacripocTpaHeHbI YIpo3bl HHPOPMAITHOHHOM
0€30MacHOCTH KOPIOPATUBHON CUCTEMBI:

- [loxynka HenuuensuonHoro 10

+ OmuoOKy 3KCIUTyaTalliy U HEYMBIIIUIEHHOTO U3MEHEHHUS PeXUMa
paboOTHI CUCTEMBI

- Co3HaTeNbHOTO BHE/IPEHUS CETEBBIX BUPYCOB

19) Haubounee pacpocTpaHeHsl yrpo3bl HH(GOPMAIMOHHON
0€30I1aCHOCTH CETH:

- PacnipenieneHHbIi 10CTyI KIMEHT, OTKa3 000py10BaHUs

- MopasibHBI U3HOC CETH, HHCANUIEPCTBO

+ CoOoii (0TKa3) 000pyI0BaHUsI, HEJIETAIBHOE KOMMUPOBAHUE JaHHBIX
tect_20) Haubosee pacipocTpaHeHbl CpeicTBa BO3JCHCTBUS HA CETh
oduca:

- CnaObl1if Tpaduk, ”HPOPMALMOHHBIA 00MaH, BUPYCHl B UHTEPHET

+ Bupycsl B ceTu, 10ruueckre MUHbI (3aKJI1a K1), THPOPMAIIMOHHBIH
nepexBar

- KommnbroTepHbie cOou, H13MEHEHUE aIMUHCTPUPOBAHHUS, TOTIOJIOTHH
21) Yreukoit uHGOpMAIMK B CUCTEME HA3bIBACTCS CUTYAIHs,
XapakTepusyemasi:

+ IloTepelt naHHBIX B CUCTEME

- U3smenenuem popmbl HHPOpMAITUU

- 3mMenenuneMm coaepxanus nHGopMaluu

22) CpoiicTBamMH HH(QOpMAIMH, HanuboJee akTyalbHBIMU IPU
obecriedyeHnr MHPOPMALMOHHONW OE30MaCHOCTH SIBIISIFOTCS:

+ I{emocTHOCTD

- JloctynHOCTH
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- AxTyasibHOCTB]

23) Yrpo3a nuH(popMaIMOHHOH cucTeMe (KOMITBIOTEPHOM CETH) — ITO:
+ BeposiTHOe coObITHE

- lerepmMuHupOBaHHOE (BCErIa ONpeeeHHOE) COOBITHE

- CoObITHE, TPOUCXOAILEE TEPUOANYECKH

24) Undopmanus, KOTOPYIO CIeayeT 3aluiarh (110 HOpMaTuBam,
IIpaBUJIaAM CETH, CUCTEMBbI) Ha3bIBACTCA:

- PernamentupoBaHHOM

- [TpaBoBoii

+ 3amumaemMon

4 25) Pa3znoBugHOCTSIME yrpo3 O6e3omacHocTH (ceTd, cuctemsl) sBisirotest | OITK-7.B.1
BCE MEPUUCIICHHOE B CITHCKE:

+ [IporpaMMHbIe, TEXHUUECKHUE, OPTraHU3aIlIOHHBIE, TEXHOJIOTMUECKHE
- CepBepHbIe, KIIMEHTCKHE, CITyTHUKOBBIC, HA3€MHbIC

- JInunble, KOpropaTUBHBIE, COLIMATbHbIE, HALIMOHAIbHbBIE

26) OkoHYATEIHHO, OTBETCTBEHHOCTD 32 3aIUIIEHHOCTh JAHHBIX B
KOMITBIOTEPHOM CETH HECET:

+ Bianenen cetu

- AIMUHUCTPATOp CETH

- [Ionp30Bareins cetn

27) Ilonutrka 6€301MaCHOCTH B CUCTEME (CETH ) — 3TO KOMILICKC:

+ PykoBocTB, TpeOoBaHmii o0ecTiedeHnst HEOOXOIMMOTO YPOBHS
0€e30MacHOCTH

- MHCTpyK1IMii, aIrOpUTMOB IIOBEIAECHUS T0JI30BATENS B CETH

- Hopmsb! nadopmaimonHoro npasa, co0t01aeMble B CETH

28) Hamnbostee BaXXHBIM IIPH PEATU3AIMN 3AMUTHBIX MEP TOJTUTHKU
0€30MacCHOCTH SABIIACTCS:

- AyIuT, aHaIM3 3aTPaT Ha MIPOBEICHUE 3AIIUTHBIX MEP

- Aynut, aHanu3 0€301acHOCTH

+ Aynut, aHanu3 ysI3BUMOCTEH, pUCK-CUTYallui

[lepeueHp TeM KOHTPOJIBHBIX PabOT MO NUCHUIUIMHE OOYYaroIUXCsl 3a09HOH (OPMBI
oOydeHus1, IpecTaBIeHbl B Tabmuie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. MeTtoquveckre  Marepuaibl,  ONPEACISAIONIAE  MPOLEAYPHl  OICHUBAHUS
WHAUKATOPOB, XapaKTEpU3YIOUIUX dTanbl (OPMUPOBAHHUS KOMIETECHIIUN, COJIEpKaTcs B
JIOKaJbHBIX HOPMATUBHBIX akTax [ YAIl, periaMeHTHpyIONUX TOPSIOK U MPOIEAYPY
MPOBEJICHUS TEKYIIEr0 KOHTPOIIS yCIIEBAEMOCTH U MPOMEKYTOUHOM aTTECTAIlMH O0YyJaroIIuXcs
I'VAIL

11. Mertoaudeckue yKazaHus Uit 00YJarOIIUXCS IO OCBOCHUIO TUCITUTLIAHBI

11.1. Meroauueckue ykazaHMs A OOy4aroIUXcs 10 OCBOEHHIO JIEKIIHOHHOTO
Marepuaa.

OcHOBHOE Ha3HAYeHME JEKIIMOHHOTO MaTepuaia — JIOTHYECKH CTPOWHOE, CUCTEMHOE,
rmy0oKoe W SICHOE M3JIOKEeHHEe y4eOHOro MaTtepuana. Ha3sHaueHnme COBpEMEHHOW JIEKIWH B
paMKax JIUCIHMIIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(POPMALMIO 1O TEME, a B OCBOCHUU
byHIaMEHTATBFHBIX TPOOJIEeM TUCHHIUIMHBI, METOJOB HAyJHOTO ITO3HAHHS, HOBEUIIHX




JOCTHIKEHUI HaydyHOW MBICTU. B yueOHOM mporiecce JIEKIUsS BBIMONHIET METOJOJOTHIECKYIO,
OpraHU3AIMOHHYI0 ¥ MHGOPMAIMOHHYI0 (YHKIMU. JIEKIHs pacKpbiBaeT MOHATUMHBIN arrmapaT
KOHKpPETHOW o0jacTu 3HaHUSA, €€ MPOOJEMBI, JaeT IENbHOE MPEJCTABICHHUE O TUCIUILINHE,
MOKa3bIBAECT B3aUMOCBSI3b C IPYTUMU JUCHUIUIMHAMU.

[TnanupyeMble pe3yJIbTaThl IPH OCBOCHUN 00YYAIOIIUMHUCS JIEKIIMOHHOTO MaTepraa;

— TMOJIyYEHHE COBPEMEHHBIX, LIEJIOCTHBIX, B3aMMOCBS3aHHBIX 3HAHUW, YpPOBEHb
KOTOPBIX OIPEIEISIETCS LEIEBOM YCTAHOBKOM K KaK10M KOHKPETHOU TEME;

—  TIOJIyYEHHE OIbITa TBOPUECKON pabOThl COBMECTHO C MPEIOaBaTeIeM;

— pasBuTHE TPO(PECCHOHATBLHO-IEIOBBIX  KadecTB, JIIOOBM K  TpPeAMETY U
CaMOCTOATEJIbHOTO TBOPYECKOTO MBIIIICHUS.

— TOSIBJICHHWE HEOOXOAMMOr0 HHTEpeca, HEOOXOAMMOTO JIsi CAMOCTOSITEIILHON paOoTHI,

— TIOJy4eHHE 3HAHUW O COBPEMEHHOM YPOBHE pPa3BUTHSI HAYKHM M TEXHUKH U O
MPOTHO3€E UX Pa3BUTHS HA OJIMKAMIIINAE TOJIBL;

— Hay4HMThCS METOJMYECKH OOpabaThiBaTh MaTepuan (BBIACIATH TJIABHBIE MBICIU W
MOJIOKEHUSA, TPUXOJUTh K KOHKPETHBIM  BBIBOJAM, TOBTOPATh HX B  Pa3IUYHBIX
(bopMynupoBKax);

— TOJy4YeHHE TOYHOTO MOHUMAaHUS BCEX HEOOXOAUMBIX TEPMUHOB U TIOHSATHH.

JIekuMOHHBI MaTepHall MOXET COIPOBOXKIAATHCA JEMOHCTpalUued CIaiJoB H
UCIIOJIb30BAaHMEM pa3JaTOYHOrO0 MaTepuaja IMpH MPOBEIECHUU KOPOTKHX JHUCKYCCUH 00
OCOOEHHOCTSIX MPUMEHEHHS OTIETbHBIX TEMATHK 110 JUCIUTIIIMHE.

CTpyKTypa OpeiocTaBICHUS JSKIIMOHHOTO MaTepHaa:

— UBnoxenue NEKIMOHHOTO MaTepHana;

— IlpeacraBnenue TeopeTHYECKOro MaTepuaa mpernojgaBaTeieM B BUJIE CIIAIOB;

— OcBoeHHE TEOPETUUECKOTO MaTepuaa Mo MPakKTHIECKUM BOIIPOCaM;

— Cromcok BOIpPOCOB IO TEME JIJIsi CAMOCTOSTENIbHON pabOThI CTYEHTA.

MeTtoauyeckue yka3aHHs 10 OCBOCHHIO JICKIIMOHHOTO MaTepHalia UMEIOTCS B U3JaHHOM
Buze B oubmmorexe I'YAIl CBunapuyk, AHapeit AnekcanapoBud (KaH[. TeXH. HayK). OCHOBBI
nH(GOPMaIIMOHHON Oe30MacHOCTH : ydueOHO-MeToauueckoe mocobue / A. A. CBunapuyk ; C.-
[Terep6. roc. yH-T a’spokocm. npudopoctpoenus. - Cankr-Ilerepoypr : U3n-so ['VAII, 2023. -
94 c. : puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. 1. - Tekct : HemocpeACTBEHHBII

11.2. Meroauueckue ykazaHus A OOYyYaroIUXCs IO BBIIOJIHEHUIO J1a00pPaTOPHBIX
pabot

B xozme BbIMONHEHHsS J1a0OpaTOpHBIX paboT oOyyaromMics JOJKEeH YriyOuTh H
3aKpenuTh 3HAHUS, NMPAKTUYECKUE HABBIKH, OBIIAJIETh COBPEMEHHOW METOIUKOW M TEXHUKOU
HKCIEPUMEHTAa B COOTBETCTBUM C KBAJU(HUKAIMOHHON XapaKTEepPUCTHKONW OO0YyJaromerocs.
Boinonnenue nabopaTopHbIX pabOT COCTOMT U3 AKCHEPUMEHTAIbHO-IIPAKTUYECKOH, pacueTHO-
AHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOTIPUATHH.

BoinonHenue nabopaToOpHbIX pabOT 00ydaroIMMCS SIBJISETCS HEOTHEMJIEMOW YacThIO
U3y4eHHs] JTUCLMIUIMHBI, OIpenenseMoil ydyeOHbIM IUITAaHOM, U OTHOCHUTCS K CpEICTBaM,
o0ecIeunBarONINM PELICHUE CIEAYIONINX OCHOBHBIX 33124 00yJaromerocs:

— TIpHOOpeTeHHe HaBBIKOB HCCIENOBaHMsS MPOIECCOB, SBICHUH M  OOBEKTOB,
U3y4aeMbIX B PaMKax JTaHHOW JUCIUIUTHHBI;

— 3aKpeIUIeHHe, Pa3BUTHE W JIETAM3aIlUs TEOPETHYECKMX 3HAHWM, TOJTYYCHHBIX Ha
JEKITHSIX;

— ToJIyueHHe HOBOM MH(OpMAIMH [0 N3y4aeMOH TUCIUIIUHE;

— TnpuoOpeTeHHe  HaBBIKOB  CAMOCTOATEIbHOW  paboThl ¢ 1a00paTOpHBIM
000pyI0BaHUEM U TPUOOPAMH.

3agaHue u TpeOOBAHUS K NPOBEJECHUIO J1a00PATOPHBIX padoT



— B 3amanum nomxHO OBITH YeTKO c(OPMYIMPOBaHA 33/1a4a, BeinoHsemas B JIP;

— Onucanbl BXOJHBIE U BBIXOAHBIC TaHHBIE 1)1 npoBeaeHus JIP;

— JIP momxHa BBITIOJIHATHCS HA OCHOBE MOTYYEHHBIX TEOPETUUECKUX 3HAHMSIX;

— Bemonnenune JIP nomKHO OCYIIECTBIATHCS Ha OCHOBE METOAMYECKHUX YyKa3aHUH,
MIPEIOCTABIISIEMBIX IIPETIOAABATEIIEM;

— JIP gomxHa BBIMOJIHATHCSA B CIIEHUATM3UPOBAHHOM KOMITBIOTEPHOM KJIACCE U MOKET
ObITH JOpabOTaHa CTYJIEHTOM B JOMAIIHUX YCIOBUSX, eciu 1o3sossiet [10;

— HWrorom BeinonnenHoi JIP sBisercs oryer.

Crpykrypa u popma oTuera 0 1adopaTopHOii padoTe

— IlocTaHoBKa 3a71a49H;

— BxoaHbIe U BBIXO/HBIE JaHHBIE;

— Copep:kaHue TaroB BHIOJHEHHUS;

— OOocHOBaHHUE TOJYYCHHOTO pe3yibTaTa (BBIBOI);

— Crnucok UCcnoab3yeMol JIUTepaTypshl.

TpebdoBanusi kK 0()OpMIIEHHNIO 0TYETA 0 JIADOPATOPHOI1 padoTe

— JlaGoparopnas pabota (JIP) mpenocraBiseTcs B me4aTHOM/HITU 3JIEKTPOHHOM BHJIC;

— JIP momxHa COOTBETCTBOBAThH CTPYKTYpE M POpME OTUETa IIPEICTABICHHOH BBIIIIE;

— JIP pomxna umetrh TuUTynapHBIM auct (I'OCT 7.32-2001 wuzmanus 2008 roga) c
HA3BaHMEM U TOJITUCHIO CTYACHTA(0B), KOTOPHIH(bIe) ee crenan(u) u opopmMui(un);

Cryaent noswken 3amututh JIP. OTMeTKa 0 3amuTe AOMKHA HAXOAUTHCS HA TUTYJIBHOM
JIUCTE BMECTE C MOIMUCHIO IPEeroaaBaTers.

11.3. Mertoauueckue ykazaHus JUIsl OOYYaIONIMXCS MO MPOXO0XKICHUIO CAMOCTOSITEIHHOMN
paboTsl

B Xo/ie BBITIOJHEHUSI CaMOCTOSITEIIBHON PabOThI, O0YYAIONIUIICS BBIMOJIHACT PadOTy O
3aJ]aHUI0 U TIPU METOJIUYECKOM PYKOBOJICTBE IpErojaBareis, Ho 0e3 ero HermocpeaCTBEHHOTO
YUYaCTHS.

B mporiecce BBIMONHEHHS CaMOCTOSATEIBHON PabOThl y oOyuaromerocs (popMupyercs
1iesIecooOpasHoe IMIaHNPOBaHUE pabouero BpeMeHH, KOTOPOe MO3BOJISIET €My pa3BUBATh YMEHHS
N HABBIKM B YCBOCHHMU W CHCTCMATHU3ALIUH HpI/IO6p€TaeMI)IX 3HaHI/II>'I, oOecrieunBaeT BBICOKHUH
YPOBEHb YCIIEBaEMOCTH B TMEpUOJ OOYYEHUs, IIOMOTaeT IIOJyYHTh HABBIKM MOBBIIICHUS
MpoeCCHOHAIBHOTO YPOBHSI.

MeroauueckuMyu ~ MaTepHajiaMd,  HANpaBISIOIMIMMH  CaMOCTOSATENBHYIO — paboTy
00yJaroUX CSASBIISIOTCS:

— y4eOHO-METOMYECKUI MaTepuall 1o JUCHIUILIHHE;

— METOJIMYECKHE yKa3aHUs 10 BBITOJIHEHHIO KOHTPOJIBHBIX PaboT (s 00ydaromuxcs
10 3204HON (hopMe 0OyUeHHs ).

11.4. MeTtoauueckre yKazaHus [UIsi OOYYarOIIMXCS MO TMPOXOXKICHHUIO TEKYIIETro
KOHTPOJISI YCTIEBAaeMOCTH.

Texymuit KOHTPONb YCIEBAaEMOCTH MpeAycMaTpUBaeT KOHTPOIb KadyecTBa 3HAHUI
00yJaroIUXCsl, OCYIICCTBIIEMOTO B TEYCHHE CEMECTpa C IEJbI0 OICHUBAHMS X0Jla OCBOCHUS
IUCIUATIINHEL

JUIs  yCHIemTHOrOo  MPOXOKJCHHS TEKYIIero KOHTPOJS HEOOXOIUMO  BBIOJIHHTH
nabopaTopHbIe pabOThI, 3arPy3UTh MX B JTUYHBIN KAOMHET U IPOUTH MPOIEAYPY 3aIIUTH KaXXI0H
paboTel. O1ieHKH 32 pabOTHI BHICTABIISIOTCS 10 MATUOATUTHHOM IITKAJIE.

11.5. Metoauyeckue ykKazaHus Jjisi OOYYArONIUXCS MO MPOXO0KICHUIO MPOMEXYTOTHOM
aTTeCTalUU.



[IpomexxyTounass  arrectansi  OOy4aromIMXCsl — NpeIyCMaTpuBaeT  OLIGHUBaHHE
IIPOMEKYTOUHBIX M OKOHYATENIbHBIX PE3yJbTaTOB 00ydeHus no aucuuiuinHe. OHa BKIJIIOYAET B
ceos:

— D9K3aMeH — (¢opMa OLEHKM 3HaHHMH, IOJYyYEHHbIX OOydarolmMMcs B Ipoliecce
U3y4eHHs BCeH AMCUUIUIMHBI WIKM €€ YacTH, HAaBBIKOB CaMOCTOATENBbHOM paboThl, CIOCOOHOCTH
IPUMEHATh MX U1 PELICHHs NPAKTUYECKUX 3aJad. ODK3aMEH, Kak IPaBUJIO, MPOBOIUTCS B
NIEPUOJ HK3aMEHALlMOHHOM CECCHMM M 3aBEpPIIACTCA aTTECTAllMOHHOM OLEHKOW «OTIUYHOM,
«XOpOILOY», YAOBIETBOPUTEIBHO», «HEYAOBIECTBOPUTEIBHOY.

JUisi  yCHEemHOro MpOXOXKJIEHHs TMPOMEXYTOYHOH arTecTanud HEOoOXOOuMO  3a
3alMIIEHHblEe  Ja0opaTopHble pabOThl IMOJyYUTb MHTETPAIbHYIO OLIEHKY HE  HMKe
«YIOBJIETBOPUTEIILHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpamMmy JUCIHUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.
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