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AHHOTaUs

Jucuumnuzaa «OcHOBBI MHPOPMAIIMOHHOM 0€30MacHOCTH» BXOAMUT B 00pa30BaTEIbHYIO
poTrpaMMy BBICIIET0 00pa3oBaHUs — MPOrpaMMy OakallaBpHara 10 HaIpaBICHUIO MOJATOTOBKH/
CIIELINATILHOCTHU 43.03.03 «["ocTuHNYHOE TETI0» HaIpaBJIeHHOCTH/CIICIIMATH3AIN
«Opraau3anus TOCTHHHYHBIX yenyry. JucuuminHa peanusyercs kadempoin «No33».

JucuuninuHa HauejaeHa Ha GOpMUPOBAHKE Y BBIITYCKHUKA CIIEIYIOIINX KOMIIETSHIIUMN |

YK-10 «CmocobeH ¢opMupoBaTh HETEPIUMOE OTHOIICHWE K  IPOSIBICHUSIM
9KCTpEMH3Ma, TeppopU3Ma, KOPPYNIHMOHHOMY TIOBEJCHHUI0 M MPOTUBOACHCTBOBATH UM B
po(heCcCHOHATILHOM 1A TEIILHOCTI

OIIK-8 «CrocobeH MOHMMATh MPUHIHUIBI PAaOOTBI COBPEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI U UCIIOJIb30BaTh UX ISl PEIICHUS 3a/1a4 MPo(ecCHOHAIBHOMN 1eATEeTbHOCTIY

CopepxaHue AMCUUILIMHBI OXBAaTbIBAET KPYT BOMPOCOB, PACKPBIBAIOIIMUX CYIIHOCTh U
3HaueHUe WH(OPMAIMOHHOW Oe30MacHOCTH W 3aluThl HMH(POpPMAIMH, MX MECTa B CHCTEME
HAI[MOHAJIHHOU 0e30MacHOCTH, orpezeneHue TEOPETUYECKHX, KOHIIENTYyaIbHbIX,
METOJIOJIOTUYECKUX U OPTaHU3AI[MOHHBIX OCHOB 00ECTIeUeHU s 0€30TIaCHOCTH.

[IpenogaBanne AMCHUIUIMHBI MpEAyCMATpUBaeT Cienyromue QopMbl OpraHu3aluu
y4eOHOro mporecca: JEKIUH, JIa0OpaTopHbIe padOTHI, CaMOCTOSITeNIbHas paboTa CTYyACHTA,
KOHCYJIbTAIIHH.

[TporpaMMo#i ITUCHUTUIMHBI TPEIYCMOTPEHBI CICAYIONINE BHIBI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, MPOMEXKYTOUHAs arTecTanus B opme 3adera (3 cemectp).

OO0mast TpyA0eMKOCTh OCBOSHUS JAMCIMILIMHBI COCTaBIsET 3 3adeTHBIX eawHmibl, 108
YacoB.

SA3bIK 00yUYeHUs 10 AUCIHUIUINHE «PYCCKUH »



1. TlepedeHb IIAHUPYEMBIX PE3YJILTATOB O0YUYCHHS MO JUCIUTUINHE

1.1. Tlenu npenogaBaHus JUCITUTUTMHBI

JlMcIUIUIMHA UMEET CBOEH LIeNbI0: 00ECIEeUNTh BBHIOJHEHUE TPEOOBAHMM, N3T0KEHHBIX
B (eZiepaibHOM T'OCYIapCTBEHHOM 00pa30BaTeIbHOM CTaHAApTe BBICIIETO MPOo(eccrnoHalIbHOTO
oOpa3zoBanus. VM3ydyeHue TUCHMILIMHBI HANpPaBICHO Ha (HOPMUPOBAHHE MEPEUUCICHHBIX HIKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETCHIIUH.

Taxoke 1ensiMU OCBOCHUS NUCIMILIMHBI «3aliuTa MHPOPMALUN») SBISIOTCS PACKPBITHE
CYIIHOCTH U 3Ha4eHHs] MHGOPMAIMOHHON 0€30MacHOCTH U 3alllUThl HHPOpPMAIMH, UX MECTa B
CHUCTEME HAIlMOHAIBHOM OE30MaCHOCTH, OIpeJe/ieHHEe TEOPETUYECKUX, KOHIENTYalbHBIX,
METOJIOJIOTUYECKUX M OpraHu3allMOHHBIX OCHOB oOecredeHus Oe3omacHOCTH HHGOpMaluy,
KIIAaCCU(UKALIUS U XapPAKTEPUCTUKU COCTABIISIONINX MH(POPMAITMOHHON OE€30MaCHOCTH | 3aIIUTHI
uH(pOpMalliK, YCTaHOBJICHHE B3aUMOCBSI3M M JIOTUYECKOW OpraHM3alMyd BXOISIIMX B HUX
KOMITOHEHTOB.

1.2. JlucuumiuHa BXOJIUT B COCTaB 0053aTeIbHON YacTH 00pa3oBaTEIbHON MPOTrPAMMBbI
BeIcIero oOpasoBanus (nanee — OIT BO).

1.3. IlepeueHb IIAHUPYEMBIX PE3YJILTATOB OOYUEHUS MO AUCLUUIIIMHE, COOTHECEHHBIX C
IUTaHUpYyeMbIMH pe3ynbTratamu ocBoeHust OIT BO.

B pesynbrate u3yueHus AMCHMILTAHBI OOydarOIUICSA JOKEH 00dalaTh CleAyIOIUMU
KOMIIETEHIIMSIMUA WJTH WX 9acTsMH. KoMIeTeHInu M WHAMKATOPHI UX JOCTHKCHHS TPUBE/ICHBI B
Tabimue 1.

Tabmuna 1 — [lepeyeHp KOMIIETEHIIMNA U HHINKATOPOB MX JOCTHKEHHS

Kareropus (rpymnmna) Ko u HauMmeHnoBaHue Kon n HaumMeHoBaHue HHIUKATOpa
KOMIIETEHIINHU KOMIIETEHIINHU TOCTHIKEHUS KOMIIETEHIIUN
VK-10 Crocoben .
VYK-10.3.1 3HaTh aeicTBYIOLIME TPABOBbIE
dbopmupoBaTh
HOPMBI, 00€CTICUNBAIOIITNE
HETEPIMMOE MIPOTUBOAEUCTBUE KOPPYIIIIHH
OTHOILIEHUE K P PPy ’
MPOSIBJICHUSIM SKCTPEMU3MA U TeppOpU3Ma
MIPOSIBJICHUSIM
B PA3IMYHBIX 00JIACTAX
AKCTpEMHU3MA,
YHuBepcaibHbIe TeDDODIEMA KU3ZHEACSTEIIBHOCTH; MEPHI 110
KOMIIETEHIIUHU PPop ’ npodUIaKTUKE KOPPYIIIHH, YKCTPEMHU3MA,
KOPPYINLUHUOHHOMY
TeppopU3Ma
MMOBEIEHHIO U
. YK-10.VY.1 ymers onpenensirs CBOK
MIPOTUBOIEUCTBOBATh
UM B TPKIAHCKYIO MO3UIUIO U (HOPMUPOBATH
. HETEPIUMOE OTHOIIEHHUE K TIPOSBICHUIM
TpodeccHORANEROH KO MU, SKCTPEMHU3MA U TEPPOPHU3MaA
JeITEeIbHOCTU ppynt ’ B PPop

OIIK-8.3.1 3HaTh NepCIEKTUBHBIE METOAbI
MH()OPMAIMOHHBIX TEXHOJIOTHI 1
HCKYCCTBEHHOT'O MHTEIJIEKTA,
HaIPaBJICHHBIX Ha pa3pab0TKy HOBBIX

OIIK-8 Criocoben
IIOHUMAaTh HpI/IHHI/IHI)I

paboThI .
HAYYHO-TEXHHYECKUX PELICHUH
COBPEMEHHBIX
OIIK-8.Y.l ymers NpuMeHATH
ObmenpodeccronanbHble | HHPOPMAIIMOHHBIX
N COBpEMeHHbIe MH(POpMaIMOHHBIE
KOMITETCHITUH TEXHOJIOTUH U

TEXHOJIOTUH U TIEPCTICKTHBHBIE METOTBI
MCKYCCTBEHHOT'O MHTEJIEKTA JUISl PELICHUS
3a/1a4 TPo(PEeCCHOHAIBHON JESTETHhHOCTH
OIIK-8.B.1 B1ageTh HaBBIKAMU pa3pabOTKH
AITOPUTMOB PEIICHUS 32124 B
npoecCHOHAIBHOI e TEHHOCTH

UCTIOJIb30BATh MX JIJIS
pelicHus 3a1a4
npodeccuoHaNBHOMI
JCSITETbHOCTH

2. Mecro nucuuminHsl B cTpykType OI1




JucuumnirHa MokeT 0a3upoBaThCs HA 3HAHUSAX, paHee MPUOOPETEHHBIX 00YJarOIIUMHCS

IPY U3YYEHHUH CIICTYIOUINX TUCIUTUINH:
— Hudopmaruka
— HWudopmanoHHbie TEXHOIOTHH

3HaHI/I${, IMOJIYYCHHBIC ITPU U3YUCHUHN MaT€puUaja HaHHOﬁ JUCHUIIIIMHBI, UMCHOT CaMOCTOATCIIBHOC

3HA4YCHUC.

3. OO0BEM H TPYJOEMKOCTh JUCIUILTAHBI
JlanHbie 00 00IIeM 00beMe MUCHHUILUIMHBI, TPYIAOSMKOCTH OTACIBbHBIX BHIOB YyueOHOMU
paboTHI MO TUCHHUIUIMHE (M pacipeieieHUue ITOM TPYI0EMKOCTH 110 CEMECTPaM) MPECTABICHBI B

Tadymue 2.
Tabmuna 2 — O0beM U TPYAOEMKOCTh JUCIUIIITUHBI
TpynoemkocTs Mo
Bun yuebHoit paboTbl Bcero ceMecTpam
Ne3
1 2 3

Oowan mpyooemKkocmsp oucCyunIuHbl, 3/ 108 3/ 108
3E/ (uac)
U3 nux yacoe npakmuyeckoii 0020MoeKu
AyoumopHhuie 3auamus, BCEro 4ac. 51 51
B TOM YHCIIE:

nexmun (JI), (gac) 34 34

npaktudeckue/cemunapckue 3aastus  (I13),

(gac)

nabopaTtopHubie padoTs (JIP), (uac) 17 17

KypcoBoii npoekT (padota) (KII, KP), (yac)

HK3aMeH, (4Jac)
CamocmosamenvHnas paboma, Bcero (dac) 57 57
Buo npomesxcymounoit ammecmayuu: 3auer, 3auer 3auer
audd. 3auer, sx3amed (3auer, [udd. 3au, Ik3.) ’ ’

4. CoaepskaHue TUCHUTUTHHBI
4.1. Pacnpezenenue TpyI0€MKOCTH TUCIUILIAHBI TIO pa3/ieiaM U BUIaM 3aHITHIM.
Pa3nensl, TeMbl AUCHUIIIMHBI U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Ta6mmma 3 — Pa3nensl, TeMbl TUCIUIUIAHBI, KX TPYT0EMKOCTh

Paznensl, TeMbI AUCIUITIIMHBI Jlexwma | 113 (C3)) - JIP KIVKP CP (uac)
JICTEL, et (qac) (qac) (qac) (qac)
Cemectp 3
Paznen 1. Beenenne 2 4
Pazmen 2.CymHocTs W TOHATHE WH(GOPMAITMOHHOW 4 )
0e3omacHOCTH
Paznen 3. 3nauenne nHGOPMAIMOHHON O€30MaCHOCTH 4 8
U €€ MECTO B CHCTEME HAIIMOHAIBHOM 0€3011aCHOCTH
Paznen 4. CyuiHocTh ¥ MOHATHE 3aIMThI HH(QOPMAIIUU 4 8
Paznen 5. CocraB u xitaccudukaius Hocutenei 4 4 8
3amuIiaeMoil nHopmauu
Paznen 6. [loHaTre 1 CTPyKTypa yrpo3 3aiiuiaeMon 4 4 8
MHPOpMaINH
Paznen 7. O6beKTHI 3a1UTH HHpOpMAUN 4 4 8




Paznen 8. Kitaccudukarust BUIOB, METOJIOB U CPEJICTB 8 5 8
3aIIATH HH)OPMAITHH

HUroro B cemectpe: 34 17 S7

Hroro 34 0 17 0 57

[IpakTuyeckas MOArOTOBKA 3aKIIOYAETCS B  HEMOCPEICTBEHHOM  BBINOJIHEHUH
OoOy4JalolmMMHUCS  OMNpelNeJeHHbIX  TPYAOBBIX  (YHKIUH,  CBSI3aHHBIX ¢  Oya;yulei
npodeCcCHOHATIBHOMN 1S TETbHOCTBIO.

4.2. CopnepskaHue pa3/ieloB U TeM JICKIIMOHHBIX 3aHSITHIA.
Copep:xanne pa3aesioB U TeM JICKIIMOHHBIX 3aHITHI MIPUBEICHO B Ta0HIIC 4.

Tabmuna 4 — ConeprkaHue pa3esioB U TEM JICKIIMOHHOTO ITUKJIA

Howmep paznena HasBanue u conep:xkanue pas3iesioB U TEM JICKLIMOHHBIX 3aHATHI

Pasoen 1. Beeoenue.

[Ipenmer u 3aaun Kypca. 3Ha4eHHE U MECTO Kypca B, IIOJATOTOBKE
cnenuanucToB. Hayunas u yueOHas B3aMMOCBSI3b Kypca ¢ JPyTUMH
JTUCIHUITMHAMU. Pazfienbl ¥ TeMBbI, UX pacipeesieHue 1Mo BUaaM
ayIUTOPHBIX 3aHATUN. DOPMBI IPOBEACHUS CEMUHAPCKUX 3aHITUM.
CocTtaB 1 METOAMKA CAMOCTOSITEIIBHOM Pa0OTHI CTYICHTOB T10
M3Y4YEHUIO AUCHUILUIUHBL. DOpMBI IPOBEPKH 3HAHUHN. AHAIN3
HOPMATUBHBIX UCTOYHUKOB, HAYYHOU M yueOHOM IUTepaTyphbl. 3HAHUS
Y YMEHUS CTYZIEHTOB, KOTOPbIE JOJKHBI OBITh TIOTY4€HBI B Pe3yiIbTaTe
W3y4YEHUs Kypca.

Pasoen 2. Cywnocms u nowsimue ungopmayuoHnol 6e30nacHocmu
CTaHOBJICHUE U Pa3BUTHE MOHATHS "MH(DOPMAIIMOHHAS O€301MacHOCTh" .
CoBpeMeHHbIC IOAXOIBI K onpeseneHuto oHsaTHs. CyIIHOCTh
nHpOpMaMOHHOH 6e3omacHOCTH. OObEKTH HHPOPMALIMOHHOM
oe3omacHocTh. CBsi3b HH(DOPMAIIMOHHOM 0€30MaCHOCTH C
uHpopMmaTu3zaiueit odniecrsa. Ctpykrypa HHOOPMAIMOHHOH
6e3onacHocty. OnpesiesieHue MOHATUS HHPOPMAIMOHHAS
0e3omacHocTh".

Pazoen 3. 3nauenue ungpopmayuonnoil 6ezonacHocmu u ee Mecmo 8
cucmeme HayUoHanbHoU 6E30MaCHOCTH

3HavyeHne nHHOPMAIMOHHOMN, 6€30MACHOCTH IJIsl CYyOHEKTOB
WH(POPMAITMOHHBIX OTHOLICHUH.

3 CBs13b MeXy HHPOPMAIIIOHHOM 6€30MaCHOCTHIO U 0€30MaCHOCTHIO
WHPOPMALIUH.

[MoHsTHE ¥ COBpEMEHHAs! KOHIICTIIUS HAITMOHATILHOM 0e301aCHOCTH.
MecTo uHpOpMaIMOHHON, 0€30IIaCHOCTH, B CUCTEME HAIIMOHAIbHOM
0e30MacHOCTH.

Pasoen 4. Cywnocms u nonsamue 3awjumol uH@opmayuu
CyIecTByOIIUE MOIXOABI K COJIEPKATENLHON YaCTH OHATHS "'3a111Ta
HHPOpMAIUK" B CIOCOOBI pealTu3aliy COAepPIKaATEILHOM YacTu.
MeToponoruueckasi OCHOBA PACKPBITHS CYLIHOCTU U ONPEIEIICHUS
TOHATHS 3alUTHI HHPOpMary. DopMbl BRIpaKECHUS HAPYIICHUS
craryca uHpopmanuu. O0yCI0BIEHHOCTh CTaTyca HHGOPMAIUH e

4 YSI3BUMOCTBIO.

[NonsTre ya3sumoctu nHGopManuu. PopMbl IPOSBICHUS YSI3BUMOCTH
uadopmarmu. Buns! ysssumoctn nadopmaryn. [lonstue "yreuxa
nHpopmanun". CooTHomeHne GopM U BUAOB YSI3BUMOCTH
nHpopmanun. ConepikarenbHas YacTh MOHATHSA "3auTa
uHpopMmaiuu”.

Crioco6 peanu3aliuy coep KaTeIbHON YacTH 3alTuThl HH()OpMAaITiy.




OmnpeneneHre NOHATUS "3anIuTa HPOPMAIUH'', €TO COOTHOIICHHE C
noasTreM, copmymupoanHbiM B [OCT P 50922-96. "3amura
nHpopmair. OCHOBHBIE TEPMHUHBI U ONpeAeIeHus .

Paszoen 5. Cocmas u knaccughuxayus nocumernetl 3auwuuyaemotl
ungopmayuu

[TonsTie HOCcHUTEN® 3anuImaeMol nHbopMarwu'"'. COOTHOIICHHE
MEXTy HOCUTEJIEM H UCTOYHHKOM WH(popMmaryu. COCTaB HOCUTEICH
3ammuiaeMoi nadopmarmu. CrocoOs! pukcupoBanus HHGOpMAIUK B
HOcHTEISIX. Bubl oToOpaykeHus nHQOpMAauy B HOCUTEISIX. MeToapl
BOCITPOM3BEACHUS OTOOPaKEHHON HHPOPMAITUN B HOCHTEIIAX
uHpopMmari. Hocutenu muchbMeHHOH, BUIOBOM, H3ITy4aeMOM
nHpopmaruu. OmocpeT0BaHHBIE HOCUTETH 3aIHIIIaeMOiH
nHpopmaruu. CBOMCTBA M 3HAUCHIE THIIOB HOCUTEIICH 3alUTIIacMOM
WHPOpPMALIUH.

Paszoen 6. [lonamue u cmpykmypa y2po3 3auwuujaemot; ungopmayuu
CoBpeMeHHBIE TTOIXO0/IBI K MTOHATHIO YTPO3bI 3AIUIAeMOI
nHpopMarun. CBs3b YIpO3bl 3aIUIIAEMON HH(POPMAITIH C
VSI3BUMOCTBIO HH(popManun. [Ipu3HaKy v COCTABISIONINE YTPO3BI:
sBIIeHH, pakTopbl, ycioBus. [loHsTHE Yrpo36! 3amKIIaeMOi
uadopmanuu. CTpyKTypa SBICHUH KaK CyITHOCTHOTO BBIPAKECHUS
yrpo3sl 3anumaemMoi uHpopmaruu. CTpykTypa GpakTopos,
CO3JIAIOIIMX BO3MOKHOCTD JIECTA0MITU3UPYIOIIETO BO3ACHCTBHS Ha
WH(OPMAITHIO.

Paszoen 7. Obvexmul 3auumel ungopmayuu

[MonsiTrie o6bekTa 3amuTel. HocuTenn nHpopManun Kak KOHEUHbBIE
00BbeKTHI 3amUThl. OCOOEHHOCTH OTAETBHBIX BUIOB HOCHTEINECH KaK
00BEKTOB 3aLLUTHI.

CocTtaB 00bEKTOB XpaHEHHUS MIMCbMEHHBIX U BUJIOBBIX HOCUTEJIEH
WHPOpMAIUH, TIoAIeKamuX 3amuTte. CocTaB MOANEKAIINX 3alIUTe
TEXHHYECKUX CPEJICTB OTOOpaKeHUsI, 00pabOTKH, XpaHEHUS,
BOCIIPOU3BEICHUS Nepeaaun nHpopManun. J[pyrue o0beKThl 3alInThI
uHpopMaiui. Buel U ClIOCOOBI JeCTa0MIN3UPYIONIETO BO3ICHCTBUS
Ha 00BEKTHI 3aLIUTHI.

Paszoen 8. Knaccughuxayus 6udos, memooos u cpedcms 3auumol
unghopmayuu

Bupp! 3amutel nHpopmaium, chepsl ux aeicteus. Knaccudukanus
METO/IOB 3aIUTHl HH()OPMAIMU. Y HUBEPCAIbHBIE METO/bI 3aIIUTHI
nHpOpMaIuK, 00acTb uX npuMmeHeHus. O0IacTH MpUMEHEHUs
OpraHU3alMOHHBIX, KPUITOTPaQUIECKUX U HHKEHEPHO-TEXHHYCCKHX
METO0B 3auThl HHpopManun. [lonsTre 1 KaccuuKanys CpeacTs
3amuThl nHGopManuu. HasHauenue mporpaMMHBIX,
KpUNTorpadu4ecKuX U TEXHUUECKUX CPEJICTB 3aIUTHI.

4.3. Tlpaktuyeckue (ceMUHAPCKUE) 3aHATUSL
Tembl mpakTUUECKUX 3aHATHI U UX TPYJOEMKOCTh IPUBEIEHBI B TAOJIHNILIE 5.

Ta6ﬂnua 5— HpaKTI/I‘-ICCKI/IC 3aHATUSA U UX TPYAOCMKOCTD

Ne | Temsbl npakTHYeCKHX
n/m 3aHATHI

N3 Hux No
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTh, |IpPaKTUYECKOH |pa3zaerna
3aHATHI (dac) MOJATOTOBKH, | AUCITHIT
(dac) JIUHBI

VY4eOHBIM MJIaHOM HE MPEAyCMOTPEHO

Bcero




4.4. JlaGopaTopHbIE 3aHATHS

Tembl 1a00paTOPHBIX 3aHATUHN U UX TPYIOEMKOCTb IIPUBEACHBI B Ta0HIIE .

Tabnuua 6 — JIabopaTopHbIe 3aHATHS U UX TPYIOEMKOCTb

N3 Hux Ne
Ne HaunmenoBanne 1abopaTopHbIX padboT TpynoeMKOCTS, | MPAKTHUECKOH | pasnena
/1 (gac) MOJATOTOBKH, | JUCIIHII
(dac) JINHBI
Cemectp 3
1 | UccnenoBanue ysi3BUMOCTH UHGOPMAITUH 4 5
2 | UccnenoBanue BUIOB YSI3BUMOCTH 4 6
3 | HccnenoBanue ¢hopM ysI3BUMOCTH 4 7
4 | IlocTpoeHue aIropuTMOB COLUATBHON 5 8
MHKCHEPUH U CIIOCOOBI 3aIIUTHI OT HUX
Bcero 17

4.5. BpinonHeHHe KypcoBOro MpoeKTa/ KypcoBoil paboThl

VY4eOHbIM MJIaHOM HE IPESYyCMOTPEHO

4.6. CamocrosTenbHas padboTa 00y4aromuxcs
Bunel camocTosiTenbHON paboThl U €€ TPYAOEMKOCTh IPUBEIEHBI B Ta0IuLE /.

Tabnuna 7 — Bunbel caMmocTosTenbHON pabOThI M €€ TPYAO0EMKOCTh

. Bceero, | Cemectp 3,
Bun camocrositensHOI paboThl
qac qac
1 2 3
M3y4eHne TeopeTHUECcKOro MaTepuana 20 20
nucuuruHel (TO)
KypcoBoe npoextuposanue (KII, KP)
PacuetHo-rpaduueckue 3ananus (PI'3)
Brinonnenue pedepara (P)
[ToaroToBka K TEKyLieMy KOHTPOJIIO 20 20
ycneBaemoctu (TKVY)
Jomamrnee 3ananue (/J13)
KonTponbusie pabotsl 3a0uHnKoB (KP3)
IToaroToBka K MpOMEKYTOYHOU 17 17
arrectanuu (I1A)
Bcero: 57 o7

5. IlepeueHb yueOHO-METOINYECKOTO OOECTICUeHUS
JUISL CAMOCTOSITETTEHOM PabOThI 00YYAIONINXCS IO TUCIUIUIMHE (MOJTYITIO)
Y4eOHO-MeTOIMYeCKHe MaTepualibl JUIsl CaMOCTOSITENbHOW paboThl O00y4aromuxcs yKa3aHbl B

IL.I1. pa3enoB 6-11.

6. IlepeueHb MeUaTHBIX U AITEKTPOHHBIX YUEOHBIX U3TAHUI

[lepeueHb nevaTHBIX U 3JEKTPOHHBIX y4eOHBIX M3IaHUI MpHUBeieH B TadmuIe 8.

Ta6muia 8— IlepeueHp MeYaTHBIX W AIEKTPOHHBIX YUCOHBIX U3JaHUN




[udp/ KommuecTBo 3K3eMIUIsIpoB B

URL bubnuorpaduueckas ccplika OubmoTexe
(KpoMe AIIeKTPOHHBIX
azpec
IK3EMILISIPOB)
004 CBunHapuyk, AHapeit AnekcanapoBud (KaHI. TEXH. 5
C24 Hayk). OcHOBBI HH(POPMAITMOHHOW OE30MACHOCTH :

y4ueOHO-MeToanueckoe mocooue / A. A. CBUHApUYK ;
C.-lletepb. roc. yH-T a3pOKOCM. IPUOOPOCTPOEHHUSL. -
Cankr-Ilerepoypr : U3a-so I'YAIIL, 2023. - 94 c. :
puc., Tabmn. - bubnuorp.: c. 90 (12 nass.). - b. 11. -
Tekcr : HernmocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IuTHl HHPOPMALIUH: 10
B 75 yaeOHoe nocodue/ A. B. Boponos, H. B. Bonommwna.
- CI16.: TOY BIIO "CIIGI'YAIT", 20009. - 78 c.

004 III | Hagerun, B. ®. 5
22 WNudopmannonnas 6e3omnacHocTs [ Tekcr]: HaydHO-

nonynspHas aurepatypa / B. @. Hlanbrus. - M.:
JMK Ilpecc, 2014. - 702 ¢

X A47 | Sxosen, E. H. IIpaBoBbiec OCHOBBI 00ecriedeHuUs 5
nHpOopMaMOHHOH Oe3omacHocTH Poccuiickoit
Oenepannu [Teket] : yuebHoe mocobue / E. H.
SAxogen. - M. : FOpmuturdopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
Hanbrun, B.®. 3amura nadpopmanuu B
KOMITIBIOTCPHBIX CUCTCMAX U CCTAX [QHCKTpOHHHﬁ

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MeasauKOB, B. I1. 5
48 3ammra uHpopmanuu [Tekct] : yaeOnuk / B. I1.
Menbuukos, A. U. Kynpussos, A. I'. Cxuptnanse ;
pen. B. I1. MensuukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6xko, b. 4. 10
98 Kpunrorpadguueckue MeTop! 3alIUThl HHPOPMALIUT

[Tekct] : yaeOnoe mocobue / b. 5. Psoko, A. H.
®uOHOB. - 2-¢ u31., crep. - M. : ['opsiuas JTuHAS -
Tenexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
TutoB, A.A. UHmxeHepHO-TEXHUUYECKAs 3aluTa
uHpopmanuu [ INeKTPOHHBIN pecypce] : yueOHoe
nocobue. — DnekTpoH. gaH. — M. : TYCYP
(Tomckuii rocy1apCTBEHHBIN YHUBEPCUTET CUCTEM
yrpaBieHus U paauodnekTponukn), 2010. — 195 c.

7. TlepedeHb 2IEKTPOHHBIX 00Pa30BaTENBHBIX PECYPCOB
MH(}OPMaLMOHHO-TEJIEKOMMYHUKAIIMOHHOH ceTn « IHTepHeT»

Ilepeuens AIIEKTPOHHBIX 00pa3zoBaTeNbHBIX pecypcoB UH(pOPMAaIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTH «MHTepHeT», HEOOXOOUMBIX JUIsl OCBOCHHUS JTUCLMILIMHBI
npuBezieH B Tabnuue 9.

Tabmuma 9 — IlepedyeHb SIEKTPOHHBIX O00pa30BATENBHBIX PECYpcoB HWH(OOPMAIMOHHO-
TEJICKOMMYHUKAMOHHOU ceTu «HTepHET»

URL anpec HaumenoBanue



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

Lms.guap.ru Cucrema gucranimonroro odyuenus ['YAIT (CAO I'YAID)

rsv.ru [Tnardopma “Poccust — ctpana BO3MOKHOCTEH

leader-id.ru [Tnarpopma “Leader-1D”

8. Ilepeuenp HHPOPMALTMOHHBIX TEXHOJIOTUI
8.1. IlepeyeHp mPOrpaMMHOTO OOECHEYCHHS, HCHOIB3YeMOTO MpPU OCYIIECTBICHUU
00pa30BaTENILHOTO MpOoIEcca 10 JUCIUIIIHHE.
[Tepeuens nCmosIb3yeMoro NporpaMMHOTO oOectieueHus npeacTasieH B Taduuie 10.

Tabmuna 10— [lepeueHr mporpaMMHOTo 00€CIICUCHIS

Ne /1 HaunmenoBanue

1 DnekTpoHHas nHGopManmoHHO-o0pa3oBatenbHas cpena ['Y AIl «MHTerppoBaHHas
cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyauukamu I'Y Al (BBenena B
skcrryatauio mpukazom ['YAII ot 06.06.2017 Ne 05-215/17), nepedern Moayseit u
ux GYHKIIHOHATbHOE HA3HAYCHUE U3JI0KEHBI 110 cchuike https://guap.ru/it/system/iso

2 OdunmanbHbIi callT 00pa3oBaTeNbHON Oprann3anuu B ceTH «HTepHeT»
(https://guap.ru/), pazpabotan corpyaaukamu I'YAII (BBeA€H B dKCILTyaTaIHIO
[Mpuxazom ['VAIT ot 23.03.2023 Ne 05-145/23)

3 LibreOftice 5 (JIunensus LGPLv3)

8.2. [lepeuenn MH(POPMAIMOHHO-CITPABOYHBIX CUCTEM,UCII0JIb3yEMbIX npu
OCYIIECTBIICHHH 00pa30BaTEILHOTO MpoIiecca Mo AUCIHUITITHHE

[lepeyeHp WCMONB3YeMBIX WH(POPMAMOHHO-CIIPABOYHBIX CHCTEM TMPEJCTABICH B
tabmure 11.

Tabmuna 11— [lepeuens nHGPOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne n/n HanmenoBanue

1 OBC Znanium (https://znanium.ru/), 1ocTyn yepe3 TUYHBINA KaOUHET YUTaTEINs
oubmmorexku ['YAIL a taioke mo IP -agpecam I'VAIIL

2 OBC «Jlanby (https://e.lanbook.com/), nocTymn uepe3 TUUHBIA KAOMHET YUTATEIS
oubmmorexu ['YAIL a taxxe no IP -anpecam I'VAIIL

3 OnexTpoHHbIN Katanor oubnuoreku ['YAII ¢ noctynom k 6a3e MoIHOTEKCTOBBIX
w3mannit (https://lib.guap.ru), noctymn yepes JIUUHBIN KaOWHET YUTATENsI ONOIHMOTEKH
I'VAII

9. MarepuanbHO-TeXHUYeCKast 6a3a
CocrtaB MaTepuHaTbHO-TEXHUYECKONW 0a3pl, HEOOXOAMMOW ISl  OCYIIECTBIICHUS
00pa3oBaTeNbHOTO Mpoliecca Mo TUCIUIUIMHE, IPeCTaBiIeH B Tabmuiel 2.

Tabmuma 12 — CocTaB MaTepHaIbHO-TEXHIUYECKON 0a3hl

Ne HanmMeHoBaHME cOCTaBHON 4acTH Howmep aynutopun
/1 MaTepUaTbHO-TEXHHUUECKOH 0a3bl (TIpu HEOOXOMMOCTH )

1 | JlekimoHHas ayIuTOpUs

KomMmnbroTepHslii Kacce

10. Omnenounble cpeacTBa AJIsl MPOBEICHUS IPOMEKYTOUHOM aTTeCTaIllH




10.1. CocTaB OLICHOYHBIX CPEIACTBAJS MPOBEACHUS INPOMEKYTOYHOM aTTeCTaIlUH
00ydJaronuxcs mo IMCUUILTMHE TTpUBeIeH B Tadbnwuie 13.
Tabmuna 13 — CocTaB OIEHOYHBIX CPEJCTB JJIsl IPOBEACHHSI POMEKYTOYHON aTTeCTaIllun

Bua npomexyTo4HoM arrecTanuu IlepedyeHb OLICHOUHBIX CPEACTB
Crnncok BOnpocos;
3auer TecTor;
3amaun.

10.2. B kauecTBe KpUTEpPHUEB OIICHKH YPOBHSI CHOPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETCHIIMA OO0y4YarONIUMUCS TPUMEHSETCS S-0a/ThbHas MIKaia OIEHKH cPOpMHUpPOBAHHOCTU
KOMIIETEHIIHI, KOTopas puBeeHa B Tadumie 14. B TeueHne cemMecTpa MOXKET HCIOIB30BaThCS
100-0annpHast ~ mKajma ~ MOIYJBHO-PEUTHHTOBOM  CHUCTEMbl ~ YHUBEPCUTETa,  IpaBHIIa
UCIIOJIB30BaHUSI KOTOPOM, YCTAHOBJICHBI COOTBETCTBYIOIIUM JIOKAJIILHBIM HOPMATUBHBIM aKTOM
'YAIL
Tabmuna 14 —Kpurepuu onieHKH ypoBHS chOPMUPOBAHHOCTH KOMIETCHITHIA

Or11eHKa KOMITETEHIUI

XapaxkreprucTuka cdhhoOpMUPOBAHHBIX KOMIIETEHIINI
5-0ayupHad mIKama P P (opmpo

OO0yuaromuiics:

— r1y0OKO U BCECTOPOHHE YCBOWJI MMPOTPaMMHBIN MaTepual;

— YBEPEHHO, JIOTUYHO, TTOCJIEIOBATEIBLHO U TPAMOTHO €TI0 U3JIaraeT;

— OMUPasICh Ha 3HAHMUSI OCHOBHOM W JOMOJIHUTEIBHOW JIUTEpaTyphl,
«OTIIMYHOY TECHO CBSI3bIBAET YCBOCHHBIC HAay4YHBIC MOJIOKEHHUS C MPAKTHYECKOU
«3aUTEHO» NeATEIbHOCTHIO HAIIPaBJICHUS;

— yMeJi0 00OCHOBBIBAET U apTyMEHTUPYET BBIJBUTAEMbIE UM UJICH;

— JIeJIaeT BBIBOJBI M 00OOIICHHUS;

— CBOOOJIHO BIAJIEET CUCTEMOM CIIEMATN3MPOBAHHBIX TIOHATHH.

— npaBuWiIbHO BRIMOIHUI OT 90% 10 100% TecToBBIX 3aJaHUl

OO6yuaromuiicst:

— TBEPJI0 YCBOWJI MPOTPAMMHBIN MaTepual, TPaMOTHO H IO CYIIECTBY
W3Naraet ero, ONnupasich Ha 3HAHWS OCHOBHOM JIUTEPATYPHI;

— He JIOMYCKaeT CYIIECTBEHHBIX HETOYHOCTEH;

«XOPOIIIOY — YBSI3BIBACT YCBOCHHBIC 3HAHUS C TPAKTHYECKOW JIEATEITHHOCTHIO
(BAYTCHO HaIPaBJICHUS;

— apryMEHTUPYET HayYHbIE TIOJIOKEHUS;

— JIeTIaeT BBIBOJIBI 1 0000IICHNUS;

— BJIQJICET CHCTEMOMU CIIeIINaTN3UPOBAHHBIX TTOHSTHH.

— IpaBUIIbHO BBINOJHUI OT 70% 110 89% TecToBBIX sajaHuil

—06yqa10mm/1c;1 YCBOUII TOJIBKO OCHOBHOM HpOTpaMMHLII/I Marcpuall,
o CYHICCTBY H3JIara€T €ro, OMupasiCb Ha 3HAHHUA TOJIBKO OCHOBHOI1

JUTEPaTypHI;
— JIOMYCKaeT HeCYLIECTBEHHbIE OIIMOKN U HETOYHOCTH;
«YIOBJIETBOPUTENLHO» | — UCTIBITBIBAET 3aTPYIHEHHUS B TMPAKTUYECKOM TNPUMEHEHUH 3HAHUU
«GAYTEHO» HaIpaBIICHUS;

— cmabo apryMeHTHUPYET HayYHBIC TTOJIOKEHNS,;

— 3aTpyAHsieTcsa B (OpMYIMPOBAHUU BBIBOJOB U 0000IIEHUN;

— YaCTUYHO BJIAJIEET CUCTEMOM CIENUATU3UPOBAHHBIX OHATHA.
— IPaBUWJIbHO BBHIMOIHMI OT 51% 10 69% TecToBBIX 3a1aHMt

— O0yJaronuiicss He YCBOWI 3HAYUTEIHLHOM YaCcTH IMPOTPAMMHOIO
MaTepHana,
— IONyCKAaeT  CYIIECTBEHHbIE  OIMUOKM W  HETOYHOCTH  TIpH
«HEYIOBJICTBOPUTEIIHHO» | PACCMOTPEHUH TIPOOJIEM B KOHKPETHOM HAlpaBICHUH,
«HE 324YTCHO» — HCTIBITHIBAET TPYTHOCTH B MPAKTHYECKOM IIPUMEHEHUH 3HAHMIA;
— HE MOXET apryMEHTHPOBATh HAYYHBIC MTOJIOKEHHS,
— He popMyIHpYyeT BHIBOJOB U O0OOIICHHIA.
— IPABHIIGHO BBIIIONHII MeHee 51% TecTOBBIX 3ajaHuil




10.3. TunoBble KOHTPOJIbHBIC 33aHUS WK HHBIE MAaTEPUAIIBI.
Bormpocs! (3agaun) nmst sKk3ameHa npeicTaBiieHbl B Tadnumie 15.

Tab6muia 15 — Borpocs! (3agaun) 115 2K3aMeHa

Ne i/t

[lepeuens BompocoB (3aa4) AJsl IK3aMeHa

Kon
WHIUKaTOpa

Y4eOHBIM IIIAHOM HE MPEAYCMOTPEHO

Bompocsr (3agaun) s 3aueta / qudd. 3auera npepcraBieHsl B Tabnuie 16.

Ta6mmma 16 — Boripocs! (3amaun) mist 3auerta / audd. 3adera

Ne i/

[epeuens BompocoB (3agay) i 3ayera / qudd. 3agera

Kon
WHIUKAaTOpa

1

[Tonsarue nudopmannonnoit 6e3omacuoctu (Mb) 1 ocHOBHBIE
TEPMUHBI (3aIIUTa, YTPO3a, YI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIEHIINATIBHOCTb, [IEIOCTHOCTD, TIOCTYITHOCTD —
MOHSTHE M IPUMEPHI HAPYILICHUH.

[Mpeanockuiky 1 1enu obdecnedeHns NHGOpManOHHON
0€30MacHOCTH.

Buzbl nHGOpMaIOHHOI 0€301MacHOCTH: TIEPCOHATbHAS,
KOpPIIOpaTHBHASA, TOCYAaPCTBEHHASI.

OOBeKTHI U CyOBEKTHI 3alIUTH HHPOPMAIIH.

JlokTprHa HHPOPMaMOHHOH Oe3omacHocTH Poccuiickoit
denepanuy (OCHOBHBIC MTOJIOKEHUS).

NupopmanronHas 0e30macHOCTb YelI0BeKa U 00I1ecTBa.
KomnbroTepHble npecTymiieHus: onpeaeaeHue,

KJ1accu (UKl ¥ OCHOBHBIE TEXHOJIOTUN COBEPIICHHUS.
CoBpemenHas koHuemnius oobecrneuenus 1b.

Ponb yenoBeueckoro akTopa B obecrieueHUn
MH(POPMALMOHHOM 6€30MacCHOCTH.

YK-10.3.1

Knaccudukanus yrpo3 napopMaoHHoH 0e30MacHOCTH
(MCTOYHUKH, 1I€JTH, BUJIBI BO3ACHCTBUA).

OcHOBHBIE KaHAJIBI YTEYKH UHPOPMAITUH.

TexHUYeCKUE KaHAIBI YTEYKU HHPOPMAIUH: TIOHATUE U
CITOCOOBI 3aITUTHI.

Bunel cereBbix atak: DoS, DDoS, Man-in-the-Middle
(MITM).

YK-10.V.1

ConuanibHasi HHKEHEPUS: METOJbI U CIIOCOObI
IIPOTUBOAECUCTBHSI.

BpenonocHoe nporpammHoe obecriedeHne: BUPYyChl, YEPBH,
TposHbI, Ransomware.

VYrpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JIaHHBIX.

YTrpo3sl KOMMEPYECKON TallHbI U HHCAWIEPCTBO.

MeTo1b1 OIIEHKH pUCKOB MH(OPMallMOHHON 0€30M1aCHOCTH.
Uro Takoe ysa3BUMOCTH (vulnerability) u yem oHa oTnuvaercs
OT yrpo3bl?

OIIK-8.3.1

[TonmuTrka 6e30macHOCTH UH()OPMAIIIOHHON CUCTEMBI:
Ha3HAYCHUE U CTPYKTYypa.

MeTtosl ayTeHTU(DHUKAITNY U UACHTH(DUKAIIUY TTOTh30BaTEICH.
Bunpl ayreatudukanum (ogHodgakTopHas, 1ByxXhakTopHasi,
MHOTO(aKTOpHAas).

JIMCcKpenroHHast 1 MaHIaTHAs MOJICNTN YIIPABICHHS JOCTYIIOM.

OIIK-8.Y.1




MexaHu3MBbl 3aLUTHI: TEXHUYECKUE, IPABOBBIE,
OpraHU3aIOHHBIE.

Kpunrorpaduuecknue MeTo bl 3a1IUTHl HH(DOPMALIUN
(CMMMETPHUYHBIE U ACUMMETPUYHBIE).

XemupoBaHue: MOHATUE U UCTIOIBb30BAHKE ISl IPOBEPKU
L[E€JIOCTHOCTH.

MexceteBbie 3kpansbl (Firewalls): dyakmuu, Tunel (makeTHbIE,
YPOBHS IPUJIOKEHUN ).

Cucrembl 00HapYKEHUS U MPEAOTBPAILEHUS BTOPKEHHIH
(IDS/IPS).

AHTUBHpYCHAS 3alIUTa: IPUHIUIIBI paOOTHI.

VPN (BupTyanbHbI€ YaCTHBIE CETH) — Ha3HAYCHUE U BUJIBL.
PezepBHoe konupoBanue (Backup) kak cpeactBo obecniedeHus
JTOCTYITHOCTH JTAaHHBIX.

beszonacuocts GecripoBoanbix cereit (Wi-Fi).

3amuTa MOOMIIBHBIX YCTPOMUCTB.

3amuTa uHGOpMAIMK B 00JAYHBIX BHIYHCICHUSIX

OIIK-8.B.1

HepequL TEM JIA BBIIIOJIHCHUS KYPCOBOI'O HpOCKTa/ KprOBOﬁ pa6OTBI npeaACTaBJICHbI

B TabauIe 17.

Tabnuna 17 — IlepeyeHb TeM Ui BHITOTHEHUS! KYPCOBOTO MPOEKTA / KYpCOBOM pabOThI

[TpumepHBIii TepedeHb TeM TSI BBITOJIHEHUS KYPCOBOTO IMPOEKTa/ KypCOBOU

Ne i/m
paboThI
Y4eOHBIM IIIAaHOM HE MPEIYCMOTPEHO
Bonpockl s mpoBeneHHS MPOMEXKYTOYHOW aTTECTAllMd B BHIE TECTHPOBAHUS

npeJcTaBiIeHbl B Tabnuie 18.

Tabnuua 18 — IIpumepHbIii epeueHb BOIIPOCOB JJIsl TECTOB

y Kon
Ne n/n IIpuMepHBIii IepedeHb BOIIPOCOB ISl TECTOB
UHIMKaTopa
1 1) K npaBoBbIM MeTO/1aM, 00€CTIEUNBAIOLINM HH(POPMALIUOHHYIO YK-10.V.1

0€301aCHOCTh, OTHOCSITCS:

- Pa3paboTka anmapaTHbIX cpecTB 00ecredeHns MPaBOBBIX TaHHBIX

- Pa3paboTka n ycTaHOBKA BO BCEX KOMITBIOTEPHBIX IMPABOBBIX CETIX
JKYpPHAJIOB y4yeTa JeHCTBUN

+ Pa3paboTka 1 KOHKpETH3aIHs MPAaBOBBIX HOPMATHBHBIX aKTOB
oOecnieueHus 6€30MacHOCTH

2) OCHOBHBIMU HCTOUYHUKAMH YTPO3 HH(POPMAIIMOHHOH 0€301MacHOCTH
SIBIISTIOTCS] BCE YKa3aHHOE B CITUCKE:!

- XUIlIeHUE KECTKHUX JUCKOB, MMOJIKIIOYEHUE K CETH, MHCAI1epCTBO

+ IlepexBar JaHHBIX, XUIICHUE JAHHBIX, N3MEHEHHE apXUTEKTYPHI
CHCTEMBI

- XuIlIeHue TaHHbBIX, TIOAKYI CHCTEMHBIX aJJMHHUACTPATOPOB, HAPYIIICHNE
pernamenTa paboTsl

3) Bunsl undopmannonHol 6€30MacHOCTH:

+ IlepconanbHasi, KOpmopaTUuBHasl, TOCYIapCTBEHHAS

- Kninenrckas, cepBepHasi, cereBas

- JlokanbHas, rmobanpHasl, CMEIIaHHAS

4) llenu naPOpMaITMOHHOM 0€30MACHOCTH — CBOEBPEMEHHOE
oOHapyKeHHE, TPeAyIpeKICHHUE:

+ HECaHKIMOHUPOBAHHOTO JIOCTYIA, BO3JCHCTBHS B CETU




- MHCAWIepCTBa B OPraHU3aIuu

- Upe3BBIYANHBIX CUTYyalUl

5) OcHoBHBIE 00BEKTHI HH(DOPMAITMOHHOM 0€301TaCHOCTH:

+ KommbroTepHble ceTH, 6a3bl JaHHBIX

- UudopmanoHHbie CUCTEMBI, IICUXOJIOTHYECKOE COCTOSHUE
II0JIb30BaTENIECH

- busnec-opueHTHpOBaHHbBIE, KOMMEPUYECKHE CUCTEMBI

6) OcHOBHBIMU prUCKaMH UH()OPMAIIMOHHON OE30MMACHOCTH SIBIISTFOTCS:
- Uckaxxenue, yMeHblIeHHEe 00beMa, epeKOANPOBKa HH(OpMALIUN

- TexHuueckoe BMEIIATENbCTBO, BBIBEIEHUE U3 CTPOSI 000pYy10BaHUS
CeTH

+ IoTreps, NcKakeHUe, yTeuka HH(OpMaIH

7) K ocHOBHBIM nipuHITUTIaM oOecrieueHrst HHPOPMaluOHHON
0€30MaCHOCTH OTHOCHUTCSI:

+ DxoHoMu4ecKkor 3((HEeKTUBHOCTH CUCTEMbI 0€30I1aCHOCTH

- MHororiathopMeHHOH pearu3aiy CUCTEMBI

- Ycusenus 3alIUIIEHHOCTH BCEX 3BEHbEB CHUCTEMBI

8) OcHOBHBIME CyObeKTaMH MH(POPMAIIMOHHON 0€30MaCHOCTH
SIBJISFOTCSL:

- PYKOBOJUTENHN, MEHEKEPbI, aIMUHIUCTPATOPBI KOMITAHUI

+ oprassl IpaBa, rocy1apcTBa, Ou3Heca

- ceTeBble 0a3bl IaHHBIX, (PaCPBOILIBI

9) K ocHOBHBIM (DYHKIHSIM CUCTEMBI O€30MIaCHOCTH MO>KHO OTHECTH BCE
MIEPEYUCIICHHOE !

+ YcTaHoBNeHUE periiaMeHTa, ayIuT CUCTEMBI, BBISIBIEHUE PUCKOB

- YcraHOBKa HOBBIX O()MCHBIX IPUTIOKEHUH, CMEHA XOCTUHT-KOMITAaHUU
- BHenpenue ayTeHTH(HUKAIMN, TPOBEPKH KOHTAKTHBIX TAHHBIX
M0JIb30BaTENEN

tect 10) [Mpunnunom nuabopMaImoOHHOM 0€30MTaCHOCTH SBIISETCS
TIPUHIIMIT HEJOMYIEHUS:

+ HeonpaBnaHHbIX OrpaHuYeHH pu paboTe B CeTH (CUCTEME)

- PuckoB 6e3onacHOCTH CETH, CUCTEMBbI

- [Ipe3yMnumu CeKpeTHOCTH

11) IlpuHuunoM noiMuTUKU HHOOPMALIMOHHON OE30MACHOCTH SIBJIIETCS
TIPUHIINII:

+ HeBO3MOXKHOCTH MHUHOBATh 3alllUTHBIE CPEJICTBA CETH (CUCTEMBI)

- YcuseHust OCHOBHOIO 3B€HA CETH, CHUCTEMBI

- [TomHOTO G6IIOKMPOBAHMUS AOCTYMA IPU PUCK-CUTYAIHIX

12) IlpuHIMnIOM MoJUTUKA HHOOPMALIMOHHON O€30MaCHOCTH SIBJIETCS
TIPUHIINIL:

+ YcuneHus 3aluIeHHOCTH caMOro HEe3allUIIEHHOTO 3BeHa CeTH
(cuctemsl)

- [lepexoma B 6e30MmacHOe COCTOSIHHE PaOOTHI CETH, CUCTEMBI

- [TonHoro gocrymna noyp30Bareae KO BCEM pecypcaM CETH, CUCTEMBI
13) IlpuHuMnoM nNoiIuTUKU HHOOPMALIMOHHON O€30MaCHOCTH SIBJIIETCS
TIPUHIINIL:

+ Paznenenus nocryna (00sS3aHHOCTEH, TPUBUJIETHI ) KIIMEHTAM CETH
(cuctemsl)

- OQHOYpPOBHEBOM 3alIUTHI CETH, CUCTEMBI

- COBMECTUMBIX, OTHOTHITHBIX IPOrPAMMHO-TEXHUYECKUX CPEJICTB CETH,
CUCTEMBbI

14) K 0CHOBHBIM THIIaM CPEJICTB BO3ICHCTBUSI HA KOMIIBIOTEPHYIO CETh

OIIK-8.3.1




OTHOCHTCS:

- Komnbrotepnsiii cOoit

+ Jlornueckwue 3akaaaku («KMUHBD)

- ABapuiiHO€ OTKIIFOYCHHUE TTUTAHUS

15) Korma moiydyeH cnaM 1o e-mail ¢ mpuiiokeHHbIM (haiisiom, ClIeyeT:
- [IpounTaTh NpHUIIOKEHHE, €CITH OHO HE COJIEPIKUT HUYETO [IECHHOTO —
yAaIUTh

- CoxpaHuTh npuiIokeHue B napke «Cnam», BBISICHUTH 3aTeM [P-aapec
re’epaTopa cramMa

+ ¥V aanuTe NMCbMO C IPUIOKEHUEM, HE PACKpbIBasi (HE YUTasl) €r0

16) Ipuanun Kupxroda:

- CeKpeTHOCTh KJIF0Ya ONpeIeTieHa CeKPETHOCTHIO OTKPBITOTO
COOOIIIEHNSA

- CexpeTHOCTh HH(OPMAIIMH OTIPEIeIeHa CKOPOCTHIO TIepelaun JaHHBIX
+ CeKpeTHOCTh 3aKPBITOTO COOOIICHHSI OMPEIEISIeTCS CEKPETHOCTHIO
KITI04a

17) OUII - s7o:

- DeKTpOoHHO-1IM(PPOBOIT TpeoOdpazoBaTeIh

+ DnekTpoHHO-IM(POBAs MOANUCH

- DIIeKTPOHHO-TIIU(PPOBOIL TpoLIeccop

18) Haubouee pacripocTpaHeHbI YIpo3bl HHPOPMAITHOHHOM
0€30MacHOCTH KOPIOPATUBHON CUCTEMBI:

- [loxynka HenuuensuonHoro [10

+ OmuOKM 3KCIITyaTalliid U HEYMBIIIUIEHHOTO U3MEHEHUS PeKuMa
pabOTHI CUCTEMBI

- Co3HaTeNbHOTO BHEIPEHUS CETEBBIX BUPYCOB

19) Haubounee pacpocTpaHeHsl yrpo3bl HH(GOPMAIMOHHON
0€30I1aCHOCTH CETH:

- PacnipenieneHHbIi 1OCTYI KIMEHT, OTKa3 000pYyI0BaHUS

- MopanbHbIi H3HOC CETH, NHCAWIEPCTBO

+ C0oii (0TKa3) 000pynOBaHUs, HEllETaIbHOE KOIUPOBAHHUE JAHHBIX
tect 20) Haubonee pacnpocTpaHeHbl cpeicTBa BO3IEHCTBUS Ha CETh
oduca:

- CnaGp1ii Tpaduk, HTHPOPMAIIMOHHBIM 00MaH, BUPYChl B UHTEPHET

+ Bupycsl B ceTu, JOrHUeCKUe MUHBI (3aKiIa]IK1 ), HH(OPMAIIMOHHBIH
nepexsar

- KommnbroTepHbie c6ou, M3MEHEHUE aIMUHCTPUPOBAHMUS, TOTIOJIOTHH
21) Yreukoit uHGOpMAIMK B CUCTEME HA3bIBACTCS CUTYAIHs,
XapakTepusyemasi:

+ IloTepeii JaHHBIX B CUCTEME

- U3smenenuem popmbl HHPOpMAITUU

- I3mMenenuneM cojiepkanust HHPOpMALUU

22) CpoiicTBamMH HHQOpMAIINH, HanuboJee akTyalbHbIMU IPU
obecriedyeHnr NHPOPMALMOHHON O€30MaCHOCTH SIBIISIOTCS:

+ I{emocTHOCTD

- JloctynHOCTH

- AKTyanbHOCThI

23) Yrpo3a nuHpopMaIMOHHOH cucTeMe (KOMITBIOTEPHOM CEeTH) — 3TO:
+ BeposiTHOE coOBITHE

- lerepMuHupOBaHHOE (BCEr1a ONpEACICHHOE) COOBITHE

- CoObITHE, TPOUCXOAILEE TEPUOANYECKH

24) Undopmanusi, KOTOPYIO CIelyeT 3aluiarh (1o HOpMaTuBam,

OIIK-8.V.1




MpaBWJIaM CETH, CUCTEMbI) Ha3bIBACTCSA:
- PernamentupoBaHHOM

- [TpaBoBoii

+ 3amuniaemon

4 25) Pa3znoBugHOCTSIME yrpo3 6e3omacHocTH (ceTH, cuctemsl) sBisroTest | OITK-8.B.1
BCE MEPUUCIICHHOE B CITHCKE:

+ [IporpaMMHbIe, TEXHUUECKHUE, OPraHU3aI[IOHHBIE, TEXHOJIOTHUECKHE
- CepBepHbIe, KIMEHTCKHE, CITyTHUKOBBIC, HA3€MHbIC

- JInunble, KOpropaTUBHBIE, COLIMATbHbIE, HALIMOHAIbHbBIE

26) OkoHYaTEIbHO, OTBETCTBEHHOCTD 32 3aIUIIICHHOCTh IaHHBIX B
KOMITBIOTEPHOM CETH HECET:

+ Buanenen cetu

- AIIMUHUCTPATOp CETH

- [Tonp30Bareins cetn

27) Ilonutrka 6€301MaCHOCTH B CUCTEME (CETH ) — 3TO KOMILICKC:

+ PykoBojcTB, TpeOoBaHmii o0ecTiedeHrsI HEOOXOIMMOTO YPOBHS
0€e30MacHOCTH

- MHCTpyKIMii, aIrOpUTMOB ITOBEIECHUS IT0JIB30BATENS B CETH

- Hopmsb! nadopmamonHoro npasa, co0Ito1aeMble B CETU

28) Hamnbostee BaXXHBIM IIPH PEATU3AIMN 3AMUTHBIX MEP TOJTUTHKN
0€30MacHOCTH SABIIACTCS:

- AyIuT, aHaJIM3 3aTPaT Ha MIPOBEICHUE 3AIUTHBIX MEP

- Aynut, aHanu3 0€301acHOCTH

+ Aynut, aHaiu3 ysI3BUMOCTEH, pUCK-CUTYalluil

[lepeueHp TeM KOHTPOJIBHBIX PabOT MO NUCUUIUVIMHE OOYdYarolUXCsl 3a09HON (OPMBI
oOydeHus, IpeacTaBieHbl B Tabmuie 19.

Tabmuna 19 — [lepedeHb KOHTPOJIBHBIX PadOT

Ne n/mt IlepeyeHb KOHTPOJIBHBIX PadOT

He npenycmorpeno

10.4. Meroguueckue  Marepuaibl,  ONPEACHSAIONIME  TPOIEIyphl  OLICHUBAHUS
UH/IMKATOPOB, XapaKTepU3YIOIIMX d3Tanbl (HOpMUPOBAaHMS KOMIIETEHLUH, COAep)Karcs B
JOKaJIbHBIX HOpMaTuBHBIX akTax [YAIL, pernameHTUpyOIMX TOPSAOK M TPOLEAYPY
IPOBE/ICHUS TEKYILEro KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUHON aTTecTalluy 00y4aroIuxcs
I'VAIL

11. Meroaudeckue yKazaHus Uit 00YJarOIIUXCs IO OCBOSHHUIO JUCITUILTAHBI

11.1. Meroauueckue ykazaHMs A OOy4aroIUXcs 10 OCBOEHHIO JIEKIIHOHHOTO
Marepuaa.

OcHOBHOE Ha3HAYeHME JEKIIMOHHOTO MaTepuaia — JIOTHYECKH CTPOWHOE, CUCTEMHOE,
rmy0oKoe M SICHOE H3JIOKEeHHEe y4eOHOro Martepuana. HasHaueHne COBpEMEHHOW JIEKIWH B
paMKax JIUCIMIUIMHBI HE B TOM, YTOOBI MOJIYYUTh BCIO MH(POPMALIMIO MO TEME, a B OCBOCHHU
byHIaMEeHTANFHBIX TPOOJEeM IUCHUIUIMHBI, METOJOB HAayYyHOTO IO3HAHHS, HOBEWUIIHX
JOCTIDKEHUI HaydHOH MbIciau. B yueOHOM mporiecce JEKIUs BBIMOIHAET METO0JIOIMUYECKYIO,
OpPraHU3aIMOHHYI0 U WHPOPMAIMOHHYIO (YHKIWHU. JIEKIUsS pacKphIBaeT MOHATHUHBINA ammmapar
KOHKPETHOU oO0yacTH 3HaHuUs, €€ MpoOJieMbl, AaeT IEeIbHOE MPEACTaBICHUE O AUCIHILIMHE,
MIOKa3bIBAET B3aMMOCBSA3b C JPYTUMHU TUCIUIUINHAMH.

[InanupyemMble pe3yabTaThl IPH OCBOSHUH 00YYarOIKUMUCS JEKIIMOHHOTO MaTepHana;




— TIONy4YeHHE COBPEMEHHBIX, IEJIOCTHBIX, B3aMMOCBS3aHHBIX 3HAHUU, YpPOBEHBb
KOTOPBIX OINPEENISICTCs 1EJICBON YCTAHOBKOM K KaXK/10i KOHKPETHOH TeMe,

— TIOJIyYEHHE OTIBITa TBOPUECKOI pabOThl COBMECTHO € MPENOaBaATEIEM;

— pa3BuTHE NPO(PECCHOHANBHO-IEIOBBIX  KAuecTB, JIIOOBU K  TpeaIMeTy U
CaMOCTOSITEIILHOTO TBOPYECKOT'O MBIIIIJICHHUS.

— MOsIBJICHUE HEOOXOIMMOr0 HHTEpeca, HE0OXO0AUMOTO Il CAMOCTOSTEIILHON pabOThI;

— T[OJIyueHHE 3HAaHWKW O COBPEMEHHOM YpPOBHE pa3BUTHS HAYKM U TEXHUKH U O
MIPOTHO3€ UX Pa3BUTHS Ha OJMDKaNIINE TOJIbI,

— HAYYUTHCS METOAMYECKH 00padaThiBaTh MaTepuai (BBIACIATH TJIABHBIE MBICIU U
MOJIOKEHHUS, TPHUXOJAUTh K KOHKPETHBIM BBIBOJIaM, TMOBTOPSATH WX B Pa3IMYHBIX
(bopMyITUPOBKax);

—  TOTy4YeHHE TOYHOTO OHUMAaHUS BCEX HEOOXOIUMBIX TEPMHHOB U TIOHSATHH.

JIeKIIMOHHBIH  MaTepuajl MOXKET CONpPOBOXKAATHCSA JCMOHCTpAlMEH CIAiIoB |
UCIIOJIb30BAaHUEM pa3JlaTOYHOrO MaTepuaja IPU MPOBEACHUU KOPOTKUX JUCKYyCCHH 00
0COOEHHOCTSIX TPUMEHEHHS OTJCIIbHBIX TEMATHK IO JTUCIUTUIUHE.

CTpyKTypa Mpe1ocTaBiIeHus JICKIIMOHHOTO MaTepraa:

— H3nokeHue JEKIIMOHHOTO MaTEpUAIa;

— IlIpencraBieHue TEOPETUYESCKOTO MaTepHaa MperoiaBaTesieM B BUJIE CIIa 0B,

— OcBoeHHE TEOPETHUECKOT0 MaTepuraa 1o NpakTUYECKUM BOIIPOCaM;

— Crnucox BOMPOCOB IO TeME AJIsi CAMOCTOSITENIbHOM paboThI CTyIEHTA.

MeToaudeckie yKa3aHusl 10 OCBOSHHIO JICKIIMOHHOTO MaTepHalia UMEIOTCS B M3IaHHOM
Bune B 6ubmmoreke I'YAII CBunapuyk, Anapeit AnekcanapoBud (KaH[. TexH. HayK). OCHOBBI
WH(OPMAIIMOHHON 0€30MacHOCTH : y4eOHO-MeToamueckoe mocobue / A. A. Ceunapuyk ; C.-
[TetepO. roc. yH-T aspokocM. mpudopoctpoenus. - Cankt-IlerepOypr : U3n-so I'VAII, 2023. -
94 c. : puc., Tabmn. - bubmumorp.: ¢. 90 (12 Ha3B.). - b. 11. - TekcT : HEMOCPEACTBEHHBII

11.2. Meroauueckue yKkazaHusi sl OOYYarOmUXCs MO BBIMOJHEHHIO JIAOOPaTOPHBIX
pabot

B xone BeimonHeHus 1a0OpaTOpHBIX pabOT oOyyaroluics AOKEH YINIyOUTh U
3aKpENNUTh 3HAHUS, NPAKTUYECKUE HABBIKM, OBJAJETh COBPEMEHHOW METOJUKON M TEXHUKON
JKCIIEPUMEHTa B COOTBETCTBMM C KBaIM(PHUKAUOHHON XapaKTEpUCTHUKOM 00ydaromerocs.
Beinonnenue 1abopaTopHbIX paboOT COCTOMT M3 SKCIEPUMEHTAIbHO-IPAKTUYECKOM, pacyeTHo-
AQHAJIMTUYECKON YaCTeW U KOHTPOJIBHBIX MEPOITPUATHUI.

Beinmonnenue 51abopaTopHBIX pabOT OO0yYaromUMCs SIBJISETCS HEOThEMJIEMOM YacTbhiO
W3YYEHUS JUCLUIUIMHBI, ONpeNesseMoil y4eOHbIM IUIaHOM, M OTHOCUTCS K CpelCTBaM,
00ecreyrBaroIUM pelIeHUe CIeTyIOIUX OCHOBHBIX 33/a4 00y4aromerocs:

— TnpuoOpeTeHHe HaBBIKOB MCCIEAOBAaHHSA MPOLECCOB, SBIEHUH U OOBEKTOB,
M3Yy4aeMbIX B paMKax JJaHHOM TUCIUIINHBI,

— 3aKpeIUICHHEe, PA3BUTHE M JeTAlIM3alMsl TEOPETUYECKUX 3HAHWN, IOJYyYEHHBIX Ha
JEKLUSAX;

— TOJy4YyeHHe HOBOM MH(OpMAaLMK 110 U3y4aeMON AUCIUILIUHE;

— T[pHOOpeTeHHe  HaBBIKOB  CAMOCTOSITEIbHOM  paboThl ¢ J1abOpaTOpHBIM
000pyI0BaHUEM U IPUOOPAMHU.

3ananue u TpeOOBaHUSA K NPOBEACHHUIO J1a00PATOPHBIX padoT

— B 3aganuu gomxHO OBITH UeTKO chopmMyIupoBaHa 3aaqa, BeimoaHseMas B JIP;

— Onucanbl BXOJHBIE U BBIXOAHBIC TaHHBIE 1J14 npoBeaeHus JIP;

— JIP nomxHa BBIMOJHITHCS Ha OCHOBE MOJYYEHHBIX TEOPETUUECKUX 3HAHUSX

— Bemonnenue JIP 10MKHO OCYIIECTBIATHCS HA OCHOBE METOAMYECKHX YKa3aHU,
MPEOCTABIIAEMBIX MPENO/IaBaTENIEM;



— JIP momxHa BBIOTHATHCS B CHEIUATH3UPOBAHHOM KOMIBIOTEPHOM KJIACCE U MOXKET
OBITH JOpabOTaHa CTYJIEHTOM B JOMAIITHUX YCIOBUSX, eciu 1no3Bossier [10;

— Hrorom BeimosiHeHHOM JIP siBiIgseTcs OTUET.

Crpykrypa u ¢popma oryera o 1adopaTopHoii padote

— IlocranoBka 3anauu;

— BxoaHbIe U BBIXO/IHBIE JaHHBIE;

— CopepkaHue TaroB BHIOJHEHUS;

— OO0ocHOBaHHUE TOJYYCHHOTO pe3yibTaTa (BBIBOI);

— Crnucok UCoab3yeMoi JIUTepaTypshl.

TpebGoBanus k oopMIIEHHIO 0TYETA 0 J1a0opaTOpHOIi padoTe

— Jlabopatopnas pabora (JIP) mpemocTaBisieTcss B me4aTHOM/UIIH 3JIEKTPOHHOM BHU/IE;

— JIP momxHa cOOTBETCTBOBAThH CTPYKTYpE U (pOpMe OTUETa MPE/ICTABICHHOM BBIIIIE;

— JIP pomxna umetrh TuUTynapHBIM guct (I'OCT 7.32-2001 wuzpmanus 2008 roma) c
HA3BaHMEM U MOJIUCHIO CTYACHTa(0B), KOTOPHIH(bIe) ee crenan(u) u opopmMui(un);

Crynent mospkeH 3ammtuTh JIP. OTMeTKa 0 3amuTe TOKHA HAXOJUTHCS HA THTYJIBHOM
JIUCTE BMECTE C MOIMUCHIO IPEeroaaBaTers.

11.3. Mertoauueckue ykazaHus JUIsl OOYYaAIOIIMXCS MO MPOXO0XKICHUIO CAMOCTOSITEIHHOMN
paboTsl

B Xo/ie BBITIOJIHEHUSI CaMOCTOSITEIBHON PabOThI, 00YYAIOUIHIICS BBIOJIHICT PabOTy IO
3aJ]aHUI0 U TIPU METOJIUYECKOM PYKOBOJICTBE IMpeErojaBareis, Ho 0e3 ero HemocpeaCTBEHHOTO
YUYaCTHS.

B mporiecce BBIMONHEHHS CaMOCTOSATEIBHON PabOThl y oOyuaromerocs (GpopMupyercs
1enecoo0pa3Hoe IIaHupOBaHHEe pabouero BpeMeHHU, KOTOPOE MO3BOJISIET €My pPa3BHBATh YMEHUS
N HaBBIKM B YCBOCHHMHU W CHCTCMATHU3allUU HpI/IO6p€Ta€MBIX 3HaHPII>i, obecrieunBaeT BBICOKUH
YPOBEHb YCIIEBAEMOCTH B TMeEpuoJ OOy4YEeHHs, IOMOTAeT IOJYYHTh HABBIKM TOBBIIICHUS
MpoeCCHOHAIBHOTO YPOBHSI.

MeroauueckuMu ~ MaTepuajiaMd, — HANpaBISIONIMMH  CaMOCTOSITENBHYIO  PaboTy
00yJaroUX CSASBIISIOTCS:

— y4eOHO-METOMYECKUH MaTepHra 1o JUCIUILIIHHE;

— METOJIMYECKHE yKa3aHWUs IO BBIMOJHEHHUIO KOHTPOJIBHBIX paboT (st 00ydaronuxcst
10 3204HOU (hopMe 0OyUeHUs).

11.4. MeTtoauueckre yKazaHusl [UIsl OOYYarOIIMXCS TIO TMPOXOXKICHHUIO TEKYIIETro
KOHTPOJISI YCTIEBAaeMOCTH.

Texymuit KOHTPOIb YCIEBAEMOCTH MpEAyCMaTpPUBAeT KOHTPOJIb KadecTBa 3HAHUU
00yJarOIIUXCsl, OCYIIECTBIIEMOTO B TEUCHHE CEMECTpa C IIEJIbI0 OICHUBAHMS X0JIa OCBOCHUS
IUCIHATIINHEL

JUIs  yCHenrHOro  MPOXOKJCHHS TEKYIIero KOHTPOJS HEOOXOJMMO BBITOJIHHUTH
nabopaTopHbie padOThI, 3arPy3UTh UX B JMYHBIN KaOWHET U IPOUTH MPOIEAYPY 3alUTHI KaXKI0H
paboTel. O1ieHKH 32 pabOTHI BHICTABIISIOTCS 110 MATUOATUTHHON IITKAJIE.

11.5. Metoauueckue yka3zaHus Al 00y4arouuxcs MO MPOXOKICHUIO MPOMEKYTOUHOMN
aTTECTALIUH.

[Ipomexyrounas  artectanus  OoOydaloIIUXCsl — MpeAycMaTpUBaeT  OICHUBaHHE
IPOMEXYTOUHBIX M OKOHYATEJIbHBIX PE3yJIbTaTOB 00ydeHUs mo aucuuiuiiHe. OHa BKIIIOYAeT B
ceos:

— 3aueT — 3To (hopMa OLEHKU 3HAHUH, MMOTYYEHHBIX OOYYaIOUIMMCS B XOJI€ U3yUCHHS
y4eOHOI IUCIUIUIMHBI B IIEJIOM MJIH IPOMEXYTOUYHas (10 OKOHYAHHM CEMECTpa) OIIeHKA 3HAHUI
00y4aroImuMcsl 0 OTAEIbHBIM pa3jesiaM AUCLUIUIMHBI ¢ aTTECTAl[MOHHON OLIEHKOM «3a4TeHO»
WIH «HE 3aU4TEHOY.



JUisi  yCHemHOro MpOXOXKIEHHs TMPOMEXYTOUHOM arTecTaliu  HEOoOXOIuMO  3a
3alllMIICHHbIE  JIabopaTopHble PabOTHl MOJYYHUTh HWHTETPANbHYIO OICHKY HE  HUXKE
«YAOBJIETBOPUTEIBHOY.



Jluct BHeceHUs U3MEHEHUH B pabouyio MporpaMMy JUCIUTUIMHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit




