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AHHOTaUs

Hucuumnuna «WupopmannonHas 0e30MacHOCTh» BXOAUT B 00pa3oBaTEIbHYIO
IpoTrpaMMy BBICIIET0 00pa3oBaHUsl — MPOrpaMMy OakallaBpHara 10 HalpaBICHUIO MOArOTOBKH/
CIEeLMATbHOCTH 01.03.02 «[Ipuknagnas MaremaTukKa u uHopMaTHKa
HarnpaBieHHocTH/crienmanu3anyn «lIpukinagHas Marematuka U MHGOPMATHKAa B HAYKOEMKOM
pou3BOACTBeY. (ucnummuna peanmsyercs kadeapoit «Ne33».

JlucuuiuinHa HaresieHa Ha (P OPMHUPOBAHUE Y BBIITYCKHHUKA CIETYIOIIUX KOMITETECHIIHHA:

OIIK-4 «CrocobeH MOHMMATh MPUHIHUIBI PAOOTBI COBPEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTUH U UCTIONB30BaTh UX JUIS PEIICHHs 3a1a4 IPOPeCcCCHOHATBHOM eI TETbHOCTI

CopepxaHue AMCUUIUIMHBI OXBATHIBAE€T KPYT BOIPOCOB, PACKPBIBAIOIIMX CYIIHOCTb U
3HaYeHHe HH(GOPMAIMOHHONW OE30MacHOCTH M 3alUThl MH(POPMALUH, UX MECTa B CHUCTEME
HAI[MOHAJIHHON 0e30MacHOCTH, orpezeNeHue TEOPETUUECKHX, KOHIENTYalbHbIX,
METO0JIOTUYECKUX M OPraHU3alMOHHBIX OCHOB 00€CTIeYeHUsI OE30MIaCHOCTH.

[IpenogaBanue AMCHUIUIMHBI MpeAycMaTpUBaeT cienyrolmue (QopMbl OpraHu3aliu
yueOHOro mporecca: JEKIUU, J1adopaTopHbIe pabOThI, camMOCTOsTENbHAs paboTa CTYACHTA,
KOHCYJIbTAIIHH.

[TporpaMMo#i ITHUCHUTUIMHBI TPEIYCMOTPEHBI CICAYIONINE BHIBI KOHTPOJS: TEKYIIUN
KOHTPOJIb YCIIEBAEMOCTH, IIPOMEKYTOUHAs aTTecTanus B opme 3kx3ameHa (7 cemectp).

OO0mas TpyA0eMKOCTh OCBOCHUS JHUCHIUILIMHBI COCTABISCT 7 3a4eTHBIX eIuHUIl, 252
qaca.

SA3bIK 00y4YeHUs 10 AUCIHUILUINHE «PYCCKUH »



1. TIlepedeHb MIAHUPYEMBIX PE3YIHTATOB OOYUCHHUS 1O JUCIUTIINHE

1.1. Tlenu npenomaBaHus JUCITUTUTHHBI

JlucumrinHa UMEeT CBOEH Iebl0: 00SCIIEUYUTh BBIOJIHCHNUE TPEOOBAHUH, H3II0KCHHBIX
B (eZiepaibHOM T'OCYIapCTBEHHOM 00pa30BaTeIbHOM CTaHAApTe BBICIIETO MPOo(eccrnoHalIbHOTO
oOpa3oBanus. V3yueHue NUCHUIUIMHBI HApPaBICHO HAa (OPMUPOBAHHE TMEPEUUCICHHBIX HUKE
3JIEMEHTOB NPO(ECCUOHATBHBIX KOMIIETCHIIUH.

Taxxke UENsIMH OCBOCHHS JWCIHIUIMHBI SBISIOTCS PACKPHITHE CYIIHOCTA W 3HAYCHUS
nH(pOpMallMOHHON 0€30MacHOCTH M 3alIUThl UHPOPMALIMK, UX MECTa B CUCTEME HAlIMOHAIbHOMI
0C30MacCHOCTH, ONpPEICICHHEe TEOPETUYECCKUX, KOHIENTYAIbHBIX, METOJOJIOTHYECKUX U
OpraHM3aI[MOHHBIX OCHOB o0OecreueHusi Oe3omacHocTd uUHGOpManuK, Kiaccuukamus u
XapaKTEPUCTUKU COCTABIIIOMNX WHGOPMAIMOHHON O€30MacHOCTH M 3aliuThl WH(pOpMammu,
YCTaHOBJICHHE B3aUMOCBSI3U U JIOTHYECKOM OpraHU3aluu BXOASAIIUX B HUX KOMIIOHEHTOB.

1.2. JlucumninHa BXOIUT B COCTaB 00s3aTENbHON YacTH 00pa30BaTEIbHOM MPOTPaMMEI
BhIcIIeTo oOpasoBanus (nanee — OIT BO).

1.3. TlepeuyeHb IUTAHUPYEMBIX PE3YJILTATOB OOYUEHUS O JUCHIUTUIINHE, COOTHECEHHBIX C
IJIaHUpyeMbIMU pe3ysibTataMu ocBoeHus: OI1 BO.

B pesynbrare M3ydeHus NUCHUILIMHBI OOYYalOUIMicS AODKEH 00JalaTh CIIeTyIOIUMHU
KOMIETSHIMSIMHU WM WX YacTaMu. KoMIeTeHIIMN U MHAWKATOPBI UX JTOCTHXKEHUS MPUBEICHBI B
tabnuue 1.

Tabnuna 1 — [lepeuens KOMIETeHIINI U UHAUKATOPOB UX JTOCTHXKEHUS

Kareropus (rpynna) Konn Konx n HanMeHOBaHME HHIMKATOpA
HalMEHOBaHME
KOMIIETEHIIUU JOCTH)KEHUS! KOMITETEeHLIUU
KOMIETEHIIUU

OIIK-4.3.1 3HaTh pHIHOK HH(POPMALTHTOHHBIX
CHCTeM U MH(OPMaLMOHHO-
KOMMYHHKAIITHOHHBIX TEXHOJIOTHH,

OIIK-4 Coocoben

ABTOMATU3UPYIOIIUX OPraHUu3allMOHHO-

MIOHUMATh TEXHUUYECKUE IIPOLIECCHI

MPUHIIMIIBI paOOTHI OIIK-4.Y.1 ymeTh BBIOUpATh palliOHATbHbBIE

COBPEMEHHBIX penieHus B 001acTi HH(POPMALIMOHHBIX
ObmenpodeccruoHanbHble | HHGOPMAIIMOHHBIX TEXHOJIOTUI U CUCTEM MCKYCCTBEHHOTO

KOMIICTCHIIN U

TEXHOJIOTHH U
HCIIOJIb30BATh UX
JUTSL PEIICHUS 3319
npodeccuoHaNbHOM
JESITEIbHOCTH

WHTEJUICKTa TIPH pa3paboTKe
OpraHU3aIlMOHHO-TEXHUYECKUX MPOLECCOB
OIIK-4.B.1 Biagers HaBBIKAMY HAXOKICHUS
paloHaIbHBIX PEHIeHU B 001IacTH
MH(OPMALIMOHHBIX TEXHOJIOTHI U CUCTEM
MCKYCCTBEHHOTO MHTEIIJIEKTA MPU
pa3paboTKe OpraHu3aIlMOHHO-TEXHHUECKUX
MIPOIIECCOB

2. Mecro nucuumanssl B ctpykType OI1

Hucnurnnuna MoxkeT 6a3upoBaThCsl HA 3HAHUSX, paHEe TPUOOPETEHHBIX 00YJaIOITUMUCS
MIPU U3YYECHHUH CIECAYIOIINX JTUCLIUIUINH:

— MWudopmaruka

— HudopManmoHHbIe TEXHOJIOTUN
3HaHUs, NOJIYYCHHbIE IPY U3YYCHUH MaTeprasa JaHHOW TUCHHUIIIINHBL, UMEIOT CAMOCTOSATEIbHOE

3HA4YCHUC.

Tabaure 2.

Ta6muma 2 — O6beM U TPYJ0EMKOCTh JUCITUTITUHBI

3. O0BeM H TPYAOEMKOCTh JUCITUTUTAHBI
JlanHbple 00 oO1ieM oO0beMe AUCHUILUIMHBI, TPYJOEMKOCTH OTAEIbHBIX BHUJOB Y4eOHOM
paboThI 1O TUCUUIUIMHE (M pachpeielieHne 3TOW TPYJOEMKOCTH IO CEMeCTpaMm) MpeICTaBICHbI B




TpynoeMKocTh 1o
Bun yuebHo# paboThI Bcero ceMecTpam
No7
1 2 3

Oobwan mpyooemKocmp OuCyuUnIUHLL, 7/ 252 2/ 259
3E/ (uac)
H3 Hux uacoe npaKkmuueckou no020moeKu
AyoumopHhuie 3anamus, BCETO vac. 51 51
B TOM YHCIJIE:

nexuun (JI), (gac) 34 34

npaktuyeckue/cemunapckue 3aastus  (113),

(gac)

naboparopusie padbotsl (JIP), (dac) 17 17

KypcoBoii poekT (padota) (KII, KP), (uac)

9K3aMeH, (Jac) 54 54
CamocmoamenvHnas paboma, Bcero (4ac) 147 147
Buo npomesxcymounoi ammecmayuu: 3auer, s 33
audd. 3auer, sx3amed (3auer, Judd. 3au, Dk3.) " ”

4. ConepxaHue JUCITUTUTHHBI

4.1. Pacnpeznenenue Tpy10€MKOCTH JTUCHUILIMHEI 110 pa3eiaM U BUAaM 3aHATUMN.

Pa3nensbl, TeMbl AUCHUILITNHBI U UX TPYAOEMKOCTh MPUBEIEHBI B TabmuIe 3.

Tabnuua 3 — Paznensl, TeMbl TUCIUILINHBI, UX TPYAOEMKOCTh

Pasnenbl, TeMbI JUCIUITINHBI Jlexmm | 13 (C3) JIp KII CPC
ACIE, et (uac) (uac) (uac) (gac) (dac)
Cemectp 7
Paznen 1. Brenenue 2 16
Pazmen 2.CymHOocTs W TOHSATHE WH(POPMAIIMOHHON 4 16
0e30IacHOCTH
Pasnen 3. 3Hauenue nH(OPMAIMOHHOM 0€30IaCHOCTH U 4 16
€€ MECTO B CUCTEME HallMOHAJIbHON 0€301acHOCTH
Paznen 4. CynrHoCTh ¥ TOHATHE 3aIIUTHI HH()OPMAITUU 4 16
Paznen 5. CocraB u xitaccudukaius Hocutenei 4 4 16
3ammIiaeMon HHGpopMaIu
Paznen 6. [TousTre u CTpyKTypa yrpo3 3amuiaeMon 4 4 16
nHpOpMAITUN
Paznen 7. O0BeKTHI 3aUTH HH()OPMAITUT 4 4 19
Pasnen 8. Knaccudukariust BUI0B, METOJIOB M CPEICTB 8 5 32
3alKThl HHQOpMAIHH
Hroro B cemectpe: 34 17 147
Htoro 34 17 0 147

[IpakTiyeckass MOATOTOBKA 3aKJIOYaeTCsl B  HEMOCPEICTBEHHOM  BBIIIOJHEHUU
Oo0y4arolMMHUCST  OMNpENEeNeHHBIX  TPYIOBBIX  (YHKUMH,  CBA3aHHBIX C  Oy;ymei

po(heCCHOHATBHOMN eI TeIbHOCTHIO.

4.2. CopnepxaHue pa3/ieJoB U TEM JIEKIIMOHHBIX 3aHSATHI.
Coneprxanne pas3/iesIoB U TEM JICKITMOHHBIX 3aHATHI MPUBEACHO B Ta0IuIE 4.

Ta6muma 4 — ConepxaHue pa3zesioB U TeM JIEKIIMOHHOTO IUKJIa




Howmep pasznena

HaszBanue u conep:xkanue pa3iesioB U TEM JIEKLIMOHHBIX 3aHATHI

Pasoen 1. Beeoenue.

[Ipenmer u 3amaun Kypca. 3HaUCHHE U MECTO Kypca B, TOATOTOBKE
CIIEIMATMCTOB, IO 3amuTe HHpopmarn. Hayunas u yuebnas
B3aMMOCBSI3b Kypca ¢ APYTMMH TUCHUTUIMHAMH. Pa3ziensl u TeMsbl, ux
pacrpeneneHue 0 BUIaM ayJUTOPHBIX 3aHsATHH. DopMbl poBeeHNUS
ceMUHapCKuX 3aHATHH. COCTaB M METOMKA CAaMOCTOSTEIIEHON PabOTHI
CTYZICHTOB TI0 H3yYCHUIO TUCIUILIMHBI. POPMBI IPOBEPKHU 3HAHHH.
AHanm3 HOPMaTHUBHBIX HICTOYHUKOB, HAYYHOH H y4eOHOH JINTEpaTypHI.
3HaHMSA U YMEHUS CTY/ICHTOB, KOTOPBIE JOJDKHBI OBITH MOTYyYCHEI B
pe3ysbTaTe n3ydeHus Kypca.

Pazoen 2. Cywynocms u nonsmue ungopmayuonHou 6e3onacnocmu
CraHOBJIE€HHE U pa3BUTHE MOHATHS "MH(OpMAMOHHAS 0€30MacHOCTh" .
CoBpeMeHHBIE TTOIXO/IBI K OTIpeeNIeHUIO MOHATH. CyITHOCTh
nHpopmarmorHoi 6e3omacHoCcTH. OOBEKTHI HH()OPMATMOHHOM
6e3onacHoctu. CBsi3b HHPOPMALMOHHON 0€30MaCHOCTH C
nHpopMaTH3ammei odmectsa. CTpykTypa nH()OpMATMOHHON
6e3omacHocTr. OnpeneneHre MOHITHS HHPOPMAITIOHHAS
Oe3omacHocTh".

Paszoen 3. 3uauenue unghopmayuonnou besonacnocmu u ee mecmo 6
cucmeme HayuUOHAIbHOU OE30TACHOCTH

3HaueHne HHHOPMAITMOHHOM, OE30ITACHOCTH ISl CYOBEKTOB
WHPOPMAITMOHHBIX OTHOLICHUH.

CBs13p MexTy HHGOPMAITMOHHONW 0€30IMaCHOCTHIO U O€30MTaCHOCTHIO
WH(OPMAITIHL.

[NoHsiTHE ¥ cOBpeMEeHHAs! KOHIICTIUS HAIIMOHATILHOHN 0e30MacHOCTH.
MecTo uHpOpMaIMOHHON, 0€30aCHOCTH, B CUCTEME HAIIMOHAILHOM
0e30macHOCTH.

Paszoen 4. Cywpnocmo u nonamue 3awumot ungopmayuu
Cy1ecTByOIIUE MOIXOABI K COAEPKATEILHON YaCTH MOHATHS "3a11Ta
nHpOpMaIH" U CIIOCOOBI peau3aliy COEPKATeIbHOW YacTH.
Metononoruueckasi OCHOBA PACKPBITHSI CYLIHOCTU U ONPEEIICHUS
MOHATHS 3alUTHI HHPOopMaIy. DopMbl BEIpaKESHUS HAPYIICHUS
craryca uHdopmanuu. O0yCIOBIEHHOCTh CTaTyca HH(GOPMAIUY e
YSI3BUMOCTBIO.

[onsTre ysa3suMocTn nHGopMauu. PopMbl IPOSIBICHUS YI3BUMOCTH
uHpopmarun. Buasl ys3Bumoctr uadopmanmu. [Tonstue "yreuka
uHpopmanun". CooTHoieHne GOpM U BUAOB YSI3BUMOCTH
nHpopmarun. ConepkaresbHas YacTh MOHATHS "3a1uTa
uHpopMarmn".

Crioco6 peanuzanuu coaepKaTeIbHONH YaCTH 3alIUThl HHQOpMAaIHH.
Omnpenenenre MOHATHS "3an1uTa HHGOPMAIUH'', €T0 COOTHOIICHHE C
nonsitueM, copmynupoBanusM B [OCT P 50922-96. "3amuTa
nHpopmair. OCHOBHBIE TEPMUHBI U ONpeeIcHus .

Paszoen 5. Cocmag u knaccugpuxayus nocumeneil 3auuuiaemo
unghopmayuu

[Tonsitne HOCcHTENs 3anuiaemMon nHbopmarmu''. COOTHOIICHE
MEXIy HOCHTEIEM M UCTOUHUKOM HH(popManuu. CocTaB HOCUTENEH
3amumaeMoi napopmauu. Croco6sl GUKCHPOBaHMUS HHPOPMALIUH B
HoOcUTeNsIX. Buel oroOpaxkenus: mHGOpMAIUK B HOCUTENSIX. MeTo bl
BOCIIPOU3BE/ICHUS OTOOPAKEHHOH MHPOPMAIIUN B HOCUTEISIX
uHpopMmaru. Hocurenu muchbMeHHOH, BUIOBOM, H3ITy4aeMOi
nHpopmarun. Onocpe10BaHHBIE HOCUTENH 3aIIHAIIAEMON
uHpopmarun. CBOWCTBA U 3HAUCHHUE THIIOB HOCUTEIIEH 3allHIIaeMon
UHPOpPMALIUH.

Pasoen 6. [lousmue u cmpykmypa yepo3 3auunaemou uHgopmayuu
CoBpeMeHHbIE TOIX0IbI K TOHATHIO YTPO36I 3alIHAIIAeMOI




nHpopMaruu. CBs3b YIPO3bl 3alIUIIAEMON HHPOPMAITUH C
VSI3BUMOCTBIO HHpOpMaIun. [Ipu3HaKy U COCTABISIONINE YTPO3bI:
saBJeHus1, PakTopsl, ycioBus. [loHsITHE yrpo3bl 3alIUIaeMOM
uHpopmaruu. CTpyKTypa SBJICHHIA KaK CYIIIHOCTHOTO BBIPAKEHUS
yrpo3sl 3ammmaemor nHpopmarmu. CTpykTypa GpakTopos,
CO3JIAIOIINX BO3MOXKHOCTD JIECTA0MITU3UPYIOIIETO BO3ICHCTBHS HA
WHPOPMAILHIO.

Paszoen 7. Obvexmul 3auyumot ungopmayuu

IMousTre o6bekTa 3amuThl. HocuTenu nHpopManun Kak KOHCUHbIE
00BeKTHI 3anThl. OCOOEHHOCTH OTAENBHBIX BUIOB HOCUTENEH KakK
00BEKTOB 3aIlUTHI.

CocTtaB 00bEKTOB XpaHECHHUS MMCbMEHHBIX U BUJIOBBIX HOCHUTEICH
HHpOpMAITUY, TIoIeKamMX 3amuTe. CoCTaB MOANEKAIINX 3alIUTE
TEXHUYECKUX CPENICTB OTOOpaKeHUs, 00pabOTKHU, XpaHEHUS,
BOCTIPOU3BEACHUS Tiepeaun HHpopMaruu. J[pyriue 0ObeKThI 3aIuThl
nH(popMarui. BHIIBI 1 cCIOCOOBI JecTa0MIIN3UPYIOMIETO BO3IECHCTBUS
Ha OOBEKTHI 3aIIUTHL

Pazoen 8. Knaccugpuxayus 6udos, memooos u cpedcmes 3auunol
ungopmayuu

Buper 3amute! nHpoOpMannu, cepsr ux aeiicteus. Knaccuduxamms
METO/IOB 3aIUTHl HHPOPMAIIUH. Y HUBEPCAIbHBIE METO/IBI 3aIIUTHI
uHpOpMaIuu, 06acTb uX npuMeHeHus. O01acTH MpUMEHEHUS
OpraHM3aIlMOHHBIX, KPUNITOrPAaQUIECKUX U HHKEHEPHO-TEXHIIECKUX
METO/OB 3aIuThl nHpopManun. [loHsTHE U KIaccuUKayst CPEACTB
3amuThl HHPopManyu. Ha3HaueHue mporpaMMHBIX,
KpHNTOTpahUUECKUX U TEXHUIECKUX CPEJCTB 3aIHTHI.

4.3. Tlpaktuyeckue (CeMUHAPCKUE) 3aHATHUS
TeMmbl MpakTUUECKUX 3aHATHIA U UX TPYAOEMKOCTb IPUBEECHBI B TAOIUIIE 5.

Tabmuna 5 — [IpakTuyeckue 3aHATHS U UX TPYJOEMKOCTb

Ne
/o

Templ mpakTH4EeCKUX
3aHATUI

3 aux No
@opMBI IPAKTUYECKUX | TpyrnOeMKOCTbh, |IpPaKTUYECKOH |pa3zeria
3aHATHI (dac) MMOATOTOBKH, | AUCIIHAIL
(gac) JIUHBI

VY4eOHBIM MJIaHOM HE IPEAYCMOTPEHO

Bcero

4.4. JlaGopaTopHble 3aHATHS
Tembr 1a00paTOPHBIX 3aHATHIA U UX TPYJOEMKOCTb TPUBEICHBI B TAOIHIIE 6.

Tabnuua 6 — JIabopaTopHble 3aHATHUS U UX TPYJOEMKOCTb

N3 Hux Ne
Ne HaumenoBanue nabopatopHbix padboT TpynoemKocts, | MPakTHHECKOH | pasiena
n/m (uac) MTOATOTOBKH, | JHCILIHII
(gac) JINHBI
Cemectp 7
1 | UccnenoBanue ys3BUMOCTH HHPOPMAIIH 4 5
2 | UccrnenoBanue BUIIOB ys3BUMOCTH 4 6
3 | UccnenoBanue GhopM yAa3BUMOCTH 4 7
4 | IlocTpoeHue anropuTMOB COLIMATIEHON 5 8
WHKCHEPUH U CIIOCOOBI 3aIIUTHI OT HUX




Beero | 17 |

4.5. BBITIOJIHEHUE KYPCOBOTO MPOEKTa/ KypCOBOM pabOThI
VY4eOHBIM MJIaHOM HE IPESYCMOTPEHO

4.6. CamocrosTenpHas paboTa 00yJaronuxcs
Buner camocTosiTenbHON paboTHI M €€ TPYAOEMKOCTh IPUBEJICHBI B TaOIUIIE 7.

Ta6mmma 7 — Bugsl caMOCTOSTENBHOM pabOTHI M €€ TPYAO0EMKOCTh

. Bcero, | Cemectp 7,
Bun camocrosiTensHO#M paboThI
qac qac
1 2 3
H3ydeHne TeopeTHuecKoro MmaTepuania 120 120
nucuuruael (TO)
KypcoBoe npoextuposanue (KI1, KP)
Pacuetno-rpadpuueckue 3ananus (PI'3)
Brimonaenue pedepara (P)
[ToaroroBka K TeKyIieMy KOHTPOJIIO 27 97
ycneBaemoctu (TKVY)
Jowmamrnee 3ananue (J13)
KonTponbubie pabotel 3a0uHNKOB (KP3)
IToaroroBka K MpoOMeEXyTOYHOU
20 20
atrecrauuu (I1A)
Bcero: 147 147

5. [lepedyenn yueOHO-METOIUYECKOTO 00ECTICUCHUS
JUIS CAMOCTOSITENIbHON paboThl 00yYaromuXxcs Mo JUCUUIUIHHE (MOJTYJIIO)
Y4eOHO-MeTOAMYECKE MaTepHalbl Il CaMOCTOSITENIbHON padOThl 00yJaromMXCsl yKa3aHbl B
I.I1. pa3zenoB 6-11.

6. IlepeueHb MeYaTHBIX U ANEKTPOHHBIX YUEOHBIX U3TaHUN
[lepedyeHb neUaTHBIX U DJEKTPOHHBIX YYeOHBIX M3/IaHUH MPHUBEIeH B TaOIuUIE 8.
Tabnuua 8— [lepeueHp Me4aTHBIX U AJIEKTPOHHBIX YUEOHBIX M3AaHUMN

KomuecTso 3K3eMIuIsIpoB B

Iudp/
Oubmoreke
URL bubnuorpapuyeckas ccpuika
(KpoMe AIIEKTPOHHBIX
anpec
9K3EMIULIPOB)

004 CuHapuyk, AHapeit AleKkcaHIpoBUY (KaH/. TEXH. 5)
C24 Hayk). OcHOBBI HH(POPMALTMOHHON OE30MTaCHOCTH :

yueOHOo-MeToinyeckoe rmocodue / A. A. CBUHapUyK ;
C.-ITerep6. roc. yH-T a3pOKOCM. IPHOOPOCTPOSHHUS. -
Cankr-Ilerepoypr : Uza-so I'VAIIL, 2023. - 94 c. :
puc., Tabmn. - bubauorp.: c. 90 (12 Ha3s.). - b. 11. -
TekcT : HermocpeICTBEHHBIN

004.05 | Boponos, A. B. OcHOBBI 3a1IUThl HTHPOPMALIUH: 10
B 75 yuebHoe rmocobue/ A. B. Boponos, H. B. Bonommuna.
- CII6.: 'OY BIIO "CII6I'YAIT", 2009. - 78 c.

004 III | lHagerun, B. ®. 5




22 Nudopmanmonnas 6e3onacHocTs [ TekcT]: HayuHO-
nomnyinsipHas nureparypa / B. @. lllanbrun. - M.:
JIMK Tlpecc, 2014. - 702 ¢

X 5147 | Skosen, E. H. IIpaBoBbie OCHOBBI 0OecTieueHHS 5)
nHpopMannoHHo# 6e3omacHocTr Poccuiickoit
Oenepanuu [Teker] : yuebHOe mocooue / E. H.
Axosern. - M. : IOpmuruadopm, 2010. - 336 c.

http://e.lanbook.com/books/element.php?pll_id=3032
[Hanprun, B.®. 3amura nadopmanuu B
KOMITHIOTEPHBIX CUCTEMAX U CETSIX [ DJIEKTPOHHBII

pecypce] : yueOHOE mocobue. — DIEKTPOH. 1aH. —
M. : IMK Ilpecc, 2012. — 592 ¢

004 M | MeasHukoB, B. I1. 5
48 3amuta napopmanun [ Teker] : yaeOnuk / B. I1.
MenbnukoB, A. 1. Kynpusanos, A. I'. Cxuptianze ;
pen. B. I1. MensaukoB. - M. : Akagemus, 2014. - 304

C.
004 P Ps6xko, b. 4. 10
98 Kpunrorpadgudeckne MeToapl 3aIUThl HHGOPMAITTH

[Tekcr] : yae6HOE mocobue / b. S. Psdko, A. H.
®uoHOB. - 2-¢ u3., cTep. - M. : ['opsvast TuHUS -
Tenexom, 2014. - 229 c.

http://e.lanbook.com/books/element.php?pll_id=4959
Tutos, A.A. UHxkeHepHO-TeXHUYECKas 3alluTa
uHpopmanuu [ INeKTpOHHBIN pecypce] : yueOHoe
nocobue. — DnekTpoH. gan. — M. : TYCYP
(Tomckuit rocy1apcTBEHHBI YHUBEPCUTET CUCTEM
yIpaBJeHUs U paguodiekTponukn), 2010. — 195 c.

7. TlepedyeHb AIMEKTPOHHBIX 00OpPa30BaATEIBHBIX PECYPCOB
nH(OPMaIIMOHHO-TEIIEKOMMYHUKAITMOHHOM ceTu «IHTepHeT»
[lepeuens AIIEKTPOHHBIX o0pa30BaTeNbHbIX pecypcoB MH(pOpPMaLOHHO-
TEJIeKOMMYHUKAIIMOHHONW ceTu «MHTepHeT», HEOOXOOMMBIX MJii OCBOCHHS TUCIUILIAHBI
npuBezieH B Tabnuue 9.

Tabmuua 9 — IlepedyeHb 3JIEKTPOHHBIX OOpa30BaTEIbHBIX PECYpPCcOB HH(POPMALUOHHO-
TEJIEKOMMYHUKAIIMOHHOU ceTh «HTepHEeT»
URL anpec HaumenoBanue
Lms.guap.ru Cucrema nucranumonsoro o0yuenus ['YAITL (CO I'VAID)
rsv.ru [Tnatdopma «Poccust — ctpaHa BO3MOKHOCTEH»
leader-id.ru [Tnarpopma «Leader-1Dy»

8. Ilepeuens MHGOPMAITMOHHBIX TEXHOIOTHMA
8.1. [lepevyeHp MPOrpaMMHOTO OOECIIEUCHHS, HCIIOIB3YeMOTO TIPH OCYIIECTBICHUH
00pa30BaTeNbHOTO MpoIiecca MO TUCIUTUIUHE.
[TepeueHs UCTIOIB3YEMOT0 TPOTPAMMHOTO OOECTICUeHUs TTpeicTaBiieH B Tadsmire 10.

Tabmuua 10— Ilepedyens nporpaMMHOro o0ecrieyeH s

Ne i/ HanmenoBanue

1 OnexrpoHHas HH(opMaroHHo-o0pa3oBatenbHas cpena I'Y AIl «MuTerpupoBanHas

cpena ooyuenus» (https://pro.guap.ru/) pazpaborana corpyaaukamu I'Y Al (BBeneHa B



http://e.lanbook.com/books/element.php?pl1_id=3032
http://e.lanbook.com/books/element.php?pl1_id=4959%20

skcrryatanuio nmpuka3zom ['YAII ot 06.06.2017 Ne 05-215/17), nepedeHnr MOaymeH u
uX (QYHKIIMOHAILHOE Ha3HAUCHHE U3JI0XKEHBI 10 cchlike https://guap.ru/it/system/iso

2 OdunmanbHbIi caliT 00pa3zoBaTeNbHOM opranu3anuu B ceTH «HTepHeT»
(https://guap.ru/), pazpadoran corpyaaukamu ['YAII (BBelieH B SKCIUTyaTaIUIO
ITpukazom I'VAII ot 23.03.2023 Ne 05-145/23)

3 LibreOffice 5 (JIuuensus LGPLv3)

8.2. IlepeucHb HH()OPMAIMOHHO-CIIPABOYHBIX CUCTEM,HCITOJIb3yEeMBIX pH
OCYIIECTBIIEHUU 00pa30BaTEIHLHOTO MPOIIecca MO JUCIUILTUHE

[lepeyeHb HMCHOAB3YeMBIX HH(POPMAIIMOHHO-CIIPABOYHBIX CHCTEM IIPEJICTABICH B
Tabauie 11.

Tabmuna 11— [lepeuens nHGOPMAITMOHHO-CIIPABOYHBIX CUCTEM

Ne ni/m HaunmenoBanue

1 OBbC Znanium (https://znanium.ru/), ZOCTyI Yepe3 TUYHbII KAOUHET YUTATEISI
oubmmoteku 'Y AIl, a Taxoke no IP -agpecam 'Y AIT

2 OBC «Jlanby (https://e.lanbook.com/), mocTyn uepe3 JIMUHBIA KAOWHET YUTATEIIS
oubmmoteku 'Y AII, a Taxoke no IP -agpecam 'Y AIT

3 OnekTpoHHbIi Katanor oudmmoreku ['YAII ¢ gocTynom k 6a3e MmoJTHOTEKCTOBBIX
uznanuit (https://lib.guap.ru), toctyn yepe3 TUYHBIN KaOWHET YnuTaTeNsd OMOINOTEKH
I'VAII

9. MarepuanbpHO-TeXHHYECKast 6a3a
CocrtaB  MaTepUAIbHO-TEXHUYECKOH 0a3bl, HEOOXOMUMOW Ui  OCYIIECTBIICHUS
00pa30BaTeLHOTO MpoIiecca MO TUCIUTUTHHE, IPEICTaBICH B Tabmuiel 2.

Tabmuna 12 — CoctaB MaTepHaIbHO-TEXHHYECKON 0a3bl

Ne HaumeHoBaHMe cOCTaBHOMN 4acTu Howmep aynutopun
n/m MaTepUaIbHO-TEXHUUECKOH 0a3bl (pu HEOOXOMMOCTH)

1 JlexuMOHHAS Ay AUTOPUS

KomMmnbrotepHslii Kacce

10. OmnenouHbIe CpeACTBa AJIsl MPOBEIEHUS MPOMEKYTOYHOH aTTeCTAI[IH
10.1. CoctaB OLIEHOYHBIX CPEICTBAJS IPOBEACHUS INPOMEKYTOUHOM aTTeCTallH
o0yJaromuxcst Mo TUCIUIUTHHE pUBeAeH B Tabmmme 13.
Tabnuua 13 — CocTaB OLIEHOUYHBIX CPEACTB Il IPOBEICHHsI TPOMEXKYTOUYHOM aTTecTaluu

Bua npomexyTo4HON arTecTanuu [lepedyeHp OLICHOYHBIX CPEACTB

Crucok BOMPOCOB K 9K3aMEHY;
DK3aMeHaIMOHHbIC OUJIETHI™;
3agauu;

TecThl.

DK3aMeH

[Ipumeganue: *3x3amMeHaMOHHBIE OUIETH (YOPMHUPYIOTCS HAa OCHOBE BOIIPOCOB U 3a/1a4 TaOIHIE! 15.

10.2. B kadyecTBe KpUTEpUEB OICHKH YpOBHSA C(HOpPMHUPOBAHHOCTH (OCBOCHUS)
KOMIIETEHIIMH 00ydJaroUMMHCs MPUMEHseTCsl 5-0ajuibHas IIKaja OLEHKU C(HOPMHUPOBAHHOCTU
KOMIIETeHIINH, KOTopas npuBeaeHa B Tabnuie 14. B Teyenune cemectpa MOXKET UCIOJIB30BATHCS
100-0annpHast ~ mKama ~ MOXYJIBHO-PEUTHMHTOBOM  CHUCTEMbl ~ YHUBEpPCUTETa,  IpaBHUIIa




UCIIOJIB30BAaHUsl KOTOPOM, YCTaHOBJIEHBI COOTBETCTBYIOLIUM JIOKAJIBHBIM HOPMATHUBHBIM aKTOM
I'VAIL
Tabmuna 14 —Kpurepuu onieHKH ypoBHS c(pOPMHUPOBAHHOCTH KOMIETEHITHH

Or11eHKa KOMITETEHITUI

XapakreprcTrka chopMUPOBAHHBIX KOMITETEHIUI
5-0ayubHas mKana P P (opmipo

OOGyuaromuiicst:

— T1y0OOKO ¥ BCECTOPOHHE YCBOWJI MPOTPAMMHBIN MaTepHa,

— YBEpPEHHO, JIOTHYHO, [TOCIIE0BATEIHLHO U TPAMOTHO €T0 M3JIaracr;,

— ONMpasiCh Ha 3HAHHWS OCHOBHOW W JIONOJIHUTEIBHOW JIUTEPATYPHI,
COTIIMYHO» TECHO CBS3BIBACT YCBOCHHBIC HAYYHBIC IOJIOKCHUS C MPAKTUYCCKOU
«3auTEHO» NeSATEIbHOCTHIO HAPABIICHHUS;

— yMes0 000CHOBBIBAET M ApTYMEHTUPYET BBIJBUTAEMBIC HM UJIEH;

— JIeJIaeT BBIBOIBI M 000OIIECHHUS;

— cBOOOJIHO BIIQJIEET CUCTEMOM CIEINATM3UPOBAHHBIX OHATHH.

— paBuWiIbHO BRIMOJIHWI OT 90% 1o 100% TecToBBIX 3a1aHui

OOyyJarommiics:

— TBEPAO YCBOWJ IPOrpaMMHBIN MaTepHall, FPaMOTHO U IO CYIIECTBY
W3JIaraeT ero, ONnupasich Ha 3HaHWS OCHOBHOM JTUTEPaTypHI,

— He JIOMYCKaeT CYIIECTBEHHBIX HETOYHOCTEHH;

«XOPOIIIO» — YBSI3BIBAET YCBOGHHBIE 3HAHHUS C MPAKTUYECKOW JeATEIHbHOCTHIO
«3a4TEHO» HaIpaBJICHNUS,

— apryMEHTUPYET Hay4YHbIE TIOJIOKEHUS;

— JIeJIaeT BBIBOIBI M 00OOIIEHHUS;

— BJIQJICET CUCTEMOM CIEeIMAIU3UPOBAHHBIX TTOHSITHIA.

— npaBWIbHO BBIMOJIHWI OT 70% 510 89% TeCTOBBIX SaI[aHI/II/I

—06yqa}01u1/11/10;1 YCBOUII TOJIBKO OCHOBHOM HpOFpaMMHLII/I MaTcpHral,
0 CYWICCTBY H3JIaracT €ro, OIMUpasChb Ha 3HAHUA TOJIBKO OCHOBHOM

JUTEPaTyphl;
— JIOIYCKAeT HECYLIECTBEHHbIE OLIMOKN U HETOYHOCTH;
«Yy/IOBTICTBOPUTENIGHOY» | — UCIBITBHIBACT 3aTPyJHEHUS B MPAKTUYECKOM MPUMEHEHUU 3HAHUM
«BAYTCHO» HaIpaBJICHUS;

— c1ab0 apryMeHTUPYET HayYHbIC MTOJIOKEHNS,

— 3aTpyAHsieTcsa B (OpMYIMpPOBAaHUU BBIBOJOB U 0000IIEHUN;

— YaCTUYHO BJIAJIEET CUCTEMOM CHENUATM3UPOBAHHBIX MOHSATHH.
— IPaBUWJIBHO BRIMOJIHUI OT 51% 10 69% TecToBBIX 3aAaHuil

— o0ydJaronMiics HEe YCBOWJ 3HAYUTEIBHOH YacTH MPOTPAMMHOTO
Marepuana;
— JIOTyCKaeT  CYLIECTBEHHblE  OIIMOKM W HETOYHOCTH  INpHU
«HEYJIOBJIETBOPUTEBLHO» | PACCMOTPEHUH NMPOOJIEM B KOHKPETHOM HaIlPABICHUH;
«HE 3aUTCHO» — MCIIBITHIBAET TPYTHOCTH B MPAKTHYECKOM IPUMEHEHNUN 3HAHMIA;
— HE MOXET apryMEHTHPOBATh HAYYHBIE MTOJIOKEHHS,
— He (OpMYIHMPYET BHIBOJOB M 0000IICHUH.
— IIPABHJILHO BBIONHHI MeHee 51% TeCTOBBIX 3aMaHMil

10.3. TunoBble KOHTPOJIbHBIE 33/1aHUS WM UHBIE MaTepPHAIIbI.
Bompocsr (3agaun) asns sK3aMeHa mpecTaBiIeHbl B Taduie 15.

Tabmuna 15 — Bonpocs! (3agaun) 11 9K3aMeHa

Ko
Neo /it [Tepedyens BonmpocoB (3a1ad) 11 IK3aMeHa A
WHAWKATOpa
1 [Tonsarue unpopmaronnoit 6ezonacuoctu (Mb) u ocnoBusie | OITK-4.3.1

TEPMUHBI (3aIIUTa, YTPO3a, YI3BUMOCTB).

Tpuana CIA (Confidentiality, Integrity, Availability):
KOH(HIECHIINATHLHOCTb, IIEIOCTHOCTD, IOCTYITHOCTh —
MOHATHUE U IPUMEPBI HAPYILICHUH.

[Ipennocsuiky U nenu odecneveHuss UHGOPMaMOHHON
0€30MaCHOCTH.




Bupl nndopmanmonHoit 6€301MacHOCTH: TTepCOHATIbHAS,
KOpIOpaTHBHAs, TOCYapCTBEHHASI.

OOBEKTHI M CYOBEKTHI 3alTUTHI HHPOPMAIIHH.

JlokTpuHa nHpOpMamoHHoH 6e3omacHocT Poccuiickoit
®denepanyn (OCHOBHBIC MTOJIOKEHUS).

WNudopmanronnas 6€301MacHOCTb YeJIOBEKa U 00IIECTBa.
KommnbroTepHble MpecTyIieH s : ONpeieIcHHE,
KJIAaCCU(UKAIIUS U OCHOBHBIC TEXHOJIOTHHU COBEPIIICHUS.
CoBpemenHas konrenius odecrnieuenus Ub.

Pois uenoBeueckoro akropa B obecriedeHun
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

Krnaccudukanus yrpo3 nHpopManuoHHOM 0€30MacHOCTH
(MCTOYHWKHY, LIEJIN, BUJIBI BO3JCHCTBUS).

OcCHOBHBIE KaHAIBI YTEYKH UHPOPMAITUH.

TexHnueckue KaHabl yTeUKH HHPOPMAIIUHU: TIOHATHE U
CIOCOOBI 3aIIUTHI.

Bunel cereBbix arak: DoS, DDoS, Man-in-the-Middle
(MITM).

CoumanbHas HHXXEHEpUs: METO/IbI U CIIOCOOBI
IIPOTUBOJIECHUCTBHUS.

BpenonocHoe nporpamMmmHoe obecriedeHne: BUPYChl, YepBH,
TposiHbl, Ransomware.

VYTrpo3bl 0€301aCHOCTH NEPCOHAIBHBIX J1aHHBIX.

YTrpo3sl KOMMEPYECKON TallHbI M HHCAWIEPCTBO.

MeTobl OLIEHKH PUCKOB HH(POPMALIMOHHOM 6€30M1aCHOCTH.
Yro takoe ys3BuMocTh (vulnerability) u yem oHa oTinHyaercs
OT yrpo3bl?

[TonuTuka 6e30macHOCTH HHGHOPMAITUOHHON CUCTEMBI:
Ha3HA4YEHUE U CTPYKTYypa.

MeTtoabl ayTeHTU(DUKAIMY U UACHTU(PUKALIUH T101b30BaTeNeH.
Bunsl ayrentudukanum (ogHodakropHas, 1ByxpakTopHas,
MHOTO(aKTOpHas).

Z[I/ICerI_II/IOHHaH " MaHIaTHas MOACIIN YIIPABJIICHUA NOCTYIIOM.

MexaHU3MBbl 3aLUTHI: TEXHUYECKUE, IPABOBBIE,
OpraHMU3aLMOHHBIE.

Kpunrorpaduueckue MeTo bl 3a1IUTHl HHPOPMALUU
(cMMMETpHYHbIE U ACUMMETPUYHBIE).

XemupoBaHUE: MOHATUE U UCTIOJIB30BAHKE VISl TPOBEPKU
LIEJIOCTHOCTH.

OIIK-4.V.1

Me:xceresble 3kpanbl (Firewalls): ¢yHkuu, TUIbI (TaKeTHbIE,
YPOBHS IPUJIOKEHU).

CucteMbl 0OHapYKEHUS M MIPEIOTBPAIECHIS BTOPKEHHUNA
(IDS/IPS).

AHTHBHpYCHAs 3aIIUTa: TPHHIUIIBI paOOTHI.

VPN (BupTyaJibHbIE YaCTHBIE CETH) — Ha3HAUYEHUE U BUJIbIL.
PesepBHoe xonnpoBanue (Backup) kak cpeactso
o0ecreyeHns: JOCTYITHOCTH JJAaHHBIX.

besonacHocts OecnipoBoHbIX ceteit (Wi-Fi).

3amra MOOMIIBHBIX YCTPOUCTB.

3ammTa nHGOPMAIMH B O0JTAYHBIX BBIUYUCICHUSIX
IIpaBoBBIe MeTO/BI OOEcTIeUeHUsT HH(POPMAITUOHHON
0€30MaCHOCTH.

OIIK-4.B.1




3akonomarenbctBo PD B o6mactu 3ammuts! nHpopmarun (D3-
152, ©3-149).

l'ocynapcTBenHast 1 KOMMepuecKas TalfHa: MOHATHE U 3allIUTA.
[lepconanbHble JaHHBIE: KJIACCH(PUKALNA U TIPABOBON PEXXKUM
3aIUTHI.

CrangapTsl B 0011aCTH HHPOPMAIIMOHHON 0€301aCHOCTH
('OCT P UICO/MDBK 27001).

Cuctema 3amuThl HHGOPMALIUK OPTAaHU3AIMH: CTPYKTYpPa U
MIPUHIIMIIBI CO3/1aHUS.

OneHka pUCKOB: OIIPEEIICHUE, 3TallbI.
busHec-HenpepbIBHOCTH U BOCCTAHOBJICHHE MTOCTIE
uniuaenros (BCP/DRP).

OO0yueHue nepcoHasia OCHOBaM KHuOepOe30macHOCTH.

Aynut 6e30macHOCTH HH(POPMAITUOHHONW CUCTEMBI.
[Tpunnumne: padotsr IPsec.

Mertoap! 3amuThl OT CHU((HUHTA TAKETOB.

MeTtoasl ycrpaneHus yrpossl [P-cydunra.

ATtaku Ha ypoBHe npmioxkeHu# (SQL-uabexkunn, XSS).
@ummHr: onpeneneHue, Buabl (smishing, vishing) n
MIPU3HAKU.

Bompocsr (3amaun) s 3aueta / qudd. 3auera npepcraBieHsl B Tabmuie 16.

Ta6mmma 16 — Boripocs! (3amaun) mis 3aueta / audd. 3adera

Ne i/m [Tepeuens BompocoB (3aga4) ans 3a4dera / qudd. 3ayera

Kon
WHIUKAaTOpa

Y4eOHBIM MJIAHOM HE IPESYCMOTPEHO

[lepedyeHp Tem AJisi BBITOJIHEHUSI KypCOBOTO MPOEKTa/ KYpCOBOW pabOThl TPEICTaBICHBI
B Ta0auie 17.
Tabmuna 17 — IlepeyeHb TeM Uil BHITOJHEHUS! KYPCOBOTO MPOEKTA / KypCOBOM pabOThI

Ne i/t

paboThHI

HpI/IMepHHﬁ MEepCUCHb TEM JIA BBIIIOJIHCHUA KYPCOBOI'O npoeKTa/ KprOBOfI

Y4eOHBIM IJIAHOM HE MPEAYCMOTPEHO

Bompocsl st mpoBeneHHMsT TPOMEXYTOYHOM aTTecTallii B BHUJIE€ TECTUPOBAHUS
IpeJICTaBICHBI B Ta0wmie 18.

Tabmuna 18 — [IpumepHBIii IepedeHb BOITPOCOB JJIsI TECTOB

y Kon
Ne i/m [TpumepHBIii TepeueHb BOMPOCOB ISl TECTOB
WHANKATOpa
1 1) K nmpaBoBbIM MeTO1aM, 00€CTIEUNBAIOIINM HH(HOPMAITIOHHYIO OIIK-4.3.1

0e30IMacHOCTh, OTHOCSITCS:

- PazpaboTka anmapaTHBIX CpeJICTB 00ECTICUCHUsI IPABOBBIX JTAHHBIX
- Pa3paboTka u ycTaHOBKA BO BCE€X KOMITBIOTEPHBIX MPABOBBIX CETIX
JKYpPHAJIOB y4yeTa JeHCTBUN

+ Pa3paboTka 1 KOHKpETH3aI|s MPaBOBLIX HOPMATHBHBIX aKTOB
obecrieueHrs 0€30MMacHOCTH

2) OCHOBHBIMU UCTOYHUKAMU yIpo3 WH(HOPMAIIMOHHON O€30MaCHOCTH
SIBJISIFOTCSI BCE YKa3aHHOE B CITHUCKE:

- XUIlIeHHE )KEeCTKUX TUCKOB, MOJKIIOUYEHUE K CETU, NHCAUIEPCTBO
+ [lepexBaT qaHHBIX, XUIIEHUE JAHHBIX, U3MEHEHUE aPXUTECKTYPHI
CUCTEMBI




- XulleHne TaHHBIX, MOAKYI CUCTEMHBIX aIMUHUCTPATOPOB, HAPYILICHUE
periaMeHTa paboThI

3) Buapl undopmanmonHoi 0€301MacHOCTH:

+ IlepconanbHast, KOPIOpaTUBHASL, TOCYIaPCTBECHHAS

- Kninenrckas, cepBepHasi, cereBas

- JlokanbHas, TI00anbHast, CMeIIaHHas

4) Ilenu napOpMaIIMOHHON 0€30MACHOCTH — CBOEBPEMEHHOE
oOHapyKeHHE, TPeAYIpeKICHHE:

+ HECaHKUMOHUPOBAHHOTO JJOCTYIIA, BO3JCHCTBUS B CETU

- HHCalJIepCTBa B OPTaHU3AINH

- Ype3BbIYANHBIX CUTYaLUN

5) OcHoBHBIE 00BEKTHI HH()OPMAIMOHHON OE30MTaCHOCTH

+ KoMmnbtotepHbie ceTH, 6a3bl JaHHBIX

- NHpopManmoHHbIe CUCTEMBI, TICHXOJIOTUYECKOE COCTOSHUE
0JIb30BaTeNe

- busnec-opueHTHPOBaHHBIE, KOMMEPYECKHE CUCTEMBI

6) OcHOBHBIMU pUCKaMU UH(DOPMALIMOHHON OE30MaCHOCTH SBIISIOTCS:
- Uckaxxenue, yMeHbIICHHE 00beMa, TIEPEKOANPOBKA HH(OpMALTUN

- TexHn4eckoe BMEIIATEIbCTBO, BEIBEJICHHE U3 CTPOSI 000pyIOBaHHUS
CeTH

+ IloTeps, NCKakeHHE, yTeuka HH(HOpMAIIUN

7) K ocHOBHBIM mpuHIIUIIaM obecrieueHus: THPOPMAITMOHHON
0€30MacCHOCTH OTHOCHUTCSI:

+ DxoHoMu4eckor 3((HEeKTUBHOCTH CUCTEMbI 0€30IaCHOCTH

- MHororiathopMeHHOH pearu3aiy CUCTEMbI

- Ycusenust 3alIUIIEHHOCTH BCEX 3BEHbEB CHUCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HH(POPMALMOHHOM O€30MaCHOCTH
SIBJISIFOTCSL:

- PYKOBOJHUTEIN, MCHEKEPHI, aIMUHUCTPATOPHI KOMITAHUHT

+ oprassl IpaBa, TOCy1apcTBa, OU3Heca

- ceTeBble 0a3bl JTaHHBIX, (PacpBOILIIBI

9) K 0CHOBHBIM (pYHKIIHSIM CUCTEMBI 0€30MTaCHOCTH MOYKHO OTHECTH BCE
MEPEYHCICHHOE:

+ YcTaHoBNIEHUE periiaMeHTa, ayIuT CUCTEMBI, BBISIBICHUE PUCKOB

- YcraHoBKa HOBBIX O()MCHBIX IPHUIIOKEHUH, CMEHA XOCTUHT-KOMITAHUU
- Baenpenue ayreHTuduKam, npoBepKku KOHTAKTHBIX JTaHHBIX
I0JIb30BaTENEeN

tect 10) [IpuHnunoM nabopMamoHHON 6€30MaCHOCTHU SBISETCS
TIPUHIIHAIT HEJOMYIICHUS:

+ HeonpaBnaHHBIX OrpaHUYeHH MTPH paboTe B CeTH (CUCTEME)

- PrckoB 0€3011aCHOCTH CETH, CHCTEMBI

- [Ipe3ymnimu cekpeTHOCTH

11) Ilpunuunom nonutuku uHGopmannoHHon 6e3onacHoctH sBisercs | OIIK-4.V.1
MIPUHIINIIL

+ HeB03M0>XHOCTH MMHOBATh 3alIUTHBIE CPECTBA CETU (CUCTEMBI)

- YcuseHust OCHOBHOIO 3BEHA CETH, CUCTEMBI

- [TonHoro 6;10KMpOBaHUs JOCTYTIA IPU PUCK-CUTYALIUAX

12) [IpyHIMIIOM NOJIUTHUKUA HHPOPMALIMOHHON 6€30MacHOCTH SIBIISETCS
TIPUHIINII:

+ YcuneHnuns 3alMIeHHOCTH CaMOT0 HE3AIIMILEHHOTO 3BE€HA CETU
(cucremsr)

- Ilepexoaa B 6e30macHOE COCTOSIHUE PAOOTHI CETH, CUCTEMBbI




- [TonHoro goctyma nosib30BarTesei Ko BCeM pecypcaM CeTH, CUCTEMBI
13) [IpuHIMTIOM NOAUTUKHA HHPOPMALIMOHHON O€30MaCHOCTH SIBIISCTCS
TIPUHIIMII:

+ Paznenenus gocryna (00s3aHHOCTEH, MPUBUIIETHI) KJIMEHTaM CETH
(cuctemsr)

- OIHOYPOBHEBOM 3alIUTHI CETH, CUCTEMBI

- COBMECTHMBIX, OJTHOTHITHBIX IPOrPAMMHO-TEXHUYECKUX CPEJICTB CETH,
CUCTEMBI

14) K oCHOBHBIM THIIaM CPEJICTB BO3JICHCTBUS Ha KOMITBIOTEPHYIO CETh
OTHOCHTCSL:

- Komnsrotephslii cooit

+ Jlornueckue 3aKnaaku («MHUHBD))

- ABapHilHOE OTKJIFOUEHHE MUTAHUS

3 15) Korna momyden criam o e-mail ¢ mpuiioskeHHbIM aitnom, cienyer: | OINK-4.B.1
- [IpounTaTh MpHUIIOKEHHE, €CIM OHO HE COJIEPIKUT HUYETO IICHHOTO —
yIAIIUTh

- CoxpaHuTh npuiIokeHue B napke «Cramy», BBISICHUTB 3aTeM [P-anpec
reHeparopa crama

+ Y ianute NUCbMO C IPUIIOKEHUEM, HE PACKPbIBasl (HE YUTas ) €ro

16) [puauun Kupxroda:

- CeKpeTHOCTh KJIF0Ya ONpeIe]ICHa CEKPETHOCTHIO OTKPBITOTO
cooOmieHus

- CekpeTHOCTh HH(OPMAIIMH OTIPEJIeIIeHA CKOPOCTHIO Mepelavn JaHHBIX
+ CeKpeTHOCTb 3aKPBITOTO COOOIICHHUSI OMPEACIISIETCS CEKPETHOCTHIO
KITIO4a

17) OUII - aTo0:

- DIeKTpOHHO-1IU(PPOBOIL Tpeodpa3oBarTeb

+ DnekTpoHHO-IM(POBAs MOANUCH

- DIEKTPOHHO-IIU(POBOIA ITpoIIecCcop

18) Haubomnee pacnpocTpaHeHbl yIpo3bl HHOOPMAITMOHHOM
0€301MacHOCTH KOPIIOPATHBHOW CHCTEMBI:

- [loxynka HenuuensuonHoro 10

+ OmmOKH 3KCIUTyaTalliy ¥ HEYMBIIUIEHHOTO H3MEHEHUS peKUMa
pabOTHI CUCTEMBI

- Co3HaTeNILHOTO BHEAPEHHUS CETEBBIX BUPYCOB

[lepeueHb TeM KOHTPOJBHBIX PabOT MO MUCHUIUIMHE OOYYaIOIIUXCS 3a09HOU (hOPMBI
o0OydeHus1, Ipe/ICTaBICHbI B Ta0mie 19.

Tabmuua 19 — IlepeueHb KOHTPOJIBHBIX paboOT

No /it [TepeyeHb KOHTPOJIBHBIX PabOT

He npenycmorpeno

10.4. Metoauueckue  Marepuaibl,  ONpPEACNAIONIMEe  HPOLENyphl  OLIEHUBAHHSA
MHAMKATOPOB, XapaKTEpU3YIOLUX dTanbl (OPMUPOBAHMUS KOMIETEHLUH, COJIEpKarcsi B
JOKAJIBHBIX HOpMaTuBHBIX akTax [YAII, pernameHTHpyrOIIMX MOPAJOK W HPOLEAYPY
MIPOBEJICHUS TEKYIIEr0o KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUHOM aTTecTali 00yJarommuxcs
I'VAIL

11. Meroauveckue yKazaHus i1 00y4JarOmUXCsl IO OCBOSHUIO TUCIIUTLIMHBI




11.1. Meroauueckue ykazaHus A OOy4aroIUXCS 10 OCBOCHHIO JIEKIIMOHHOTO
MaTepuaia.

OcCHOBHOE Ha3HAYECHME JIEKLIUOHHOIO MaTepuana — JIOTMYECKH CTPOMHOE, CUCTEMHOE,
riyOoOKoe U sICHOE WU3JIOKEeHHMe yueOHoro marepuana. Ha3HaueHune cOBpEeMEHHOM JieKLuu B
paMKax IUCIMIUIMHBI HE B TOM, YTOOBI MOJYYUTHh BCIO MH(POPMALUIO 1O TEME, a B OCBOCHUU
(GyHAaMEHTaIbHBIX NpOOJEeM JUCLUUIUIMHBI, METOJOB HAy4yHOrO IIO3HaHMS, HOBEHIIMX
JOCTIDKEHUI Hay4HOH MbIciu. B yueOHOM mporecce JEKIUs BBIMOIHAET METO0JIOTHYECKYIO,
OpraHU3alMOHHYI0 U MHPOPMALMOHHYIO (QYHKIMU. JIeKIUs packpbIBaeT NOHATUIHBIN anmapar
KOHKPETHOW 00sacTé 3HaHUs, €€ HpoOJIeMBbl, JAaeT LENbHOE NPEACTABICHUE O IUCLUILINHE,
IIOKAa3bIBAET B3aUMOCBS3b C IPYTUMU JUCLUAIIIIMHAMM.

IInaHupyeMble pe3ynbTaThl IPU OCBOEHUU 00YYarONIMMHKCS JEKIIMOHHOIO MaTepuaa;

— TIOJYy4YEHHE COBPEMEHHBIX, LEJIOCTHBIX, B3aUMOCBA3aHHBIX 3HAHUN, YpPOBECHb
KOTOPBIX ONPEAEIISIETCS LIEJIEBOW YCTAHOBKOM K Ka)K10M KOHKPETHOM TEME;

— TOJIy4€HHE OIbITa TBOPUYECKOM pabOThl COBMECTHO C IPENOJaBaTEIEM;

— pa3BuTHE NIPOPECCHOHATBHO-IENOBBIX  KauyecTB, JIIOOBM K IpeAMETy H
CaMOCTOSITEJIBHOTO TBOPYECKOI'O MBIIITICHHUS.

— MOSABJIECHHE HEOOXOJMMOTro MHTEpeca, HEOOXOANMOTrO JUIs CAMOCTOATENILHOM paboThI;

— TOJy4YyeHUE 3HAHUNW O COBPEMEHHOM YPOBHE pAa3BUTHS HAyKM U TEXHUKU U O
IIPOTHO3€ UX Pa3BUTHsI HA OJIMKaMIIne Tobl;

— HayuyuTbCs METOJMYECKH oOpabaTbiBaTh MaTepuasl (BbIACIATH TJIaBHBIE MBICIU U
IIOJIOKEHUS, IPUXOAUTh K KOHKPETHBIM BBIBOJAM, IIOBTOPSATh HUX B  Pa3jIM4YHBIX
(bopMyIupoOBKax);

— TOJIyueHHE TOYHOI'O IOHUMAaHHUs BCEX HEOOXOIUMBIX TEPMUHOB U TOHATHH.

JlekuMOHHBI MaTepuan MOXKET CONPOBOXKAATHCA JEMOHCTpalUMed CIaioB U
UCIOJIb30BAaHUEM DPA3JaTOYHOI0 MaTepualla IpH HPOBEIEHUM KOPOTKHX JTUCKYCCHH 00
0COOEHHOCTSX MPUMEHEHUS OTJENIbHBIX TEMATHK 110 JTUCLMITIIMHE.

CrpykTypa npe1ocTaBiIeHUs JIEKIHOHHOTO MaTepuaIa:

— M3noxkeHue JIEKIMOHHOTO MaTepHaa;

— lIpencrasieHne TEOPETUUECKOrO MaTepUaa IpenoJaBaTesIeM B BUJIE CIIaNOB;

— OcBo€HHE TEOPETUUECKOT0 MaTepualla 1o MPaKTUIECKUM BOIIPOCaM;

— CnHcoK BOIIPOCOB IO TEME Ul CAMOCTOSATEIBHOU PabOThI CTYIEHTA.

Metoanyeckue yka3zaHHs [0 OCBOSHHIO JISKIIMOHHOIO MaTepHajga UMEIOTCsS B U3JaHHOM
Buae B 6ubmmoreke I'YAII CBunapuyk, Anapeit AnekcannpoBuu (KaHz. TexH. HayK). OCHOBBI
UHPOPMALIMOHHOM Ge30macHOCTH : yueOHo-meroandeckoe mocobue / A. A. Ceunapuyk ; C.-
[Terep6. roc. yH-T a’spokocm. npudopoctpoenus. - Cankr-Ilerepoypr : U3n-so ['VAII, 2023. -
94 c. : puc., Tabm. - bubnuorp.: c. 90 (12 Hass.). - b. 11. - Tekct : HemocpeACTBEHHBII

11.2. Metoauueckue ykazaHusi A OOYYalOIUMXCS IO BBINOJHEHHIO J1TAOOpaTOPHBIX
pabot

B xozme BbIMONHEHMS J1a0OpPAaTOPHBIX paboT oOy4aromuiCs JOJDKEH YIIyOuTh U
3aKpenuTh 3HAHWS, MPAKTHYECKHWE HABBIKH, OBJAJIETh COBPEMEHHOW METOAMKONW M TEXHHKON
HKCIIEPUMEHTAa B COOTBETCTBUHM C KBAJU(PHUKAIMOHHON XapaKTEepUCTUKOM 00ydaromerocs.
BrimonHenne 1abopaTopHbIX pabOT COCTOUT M3 3KCIEPUMEHTAIbHO-TIPAKTUYECKOM, pacueTHo-
AQHAJTUTUYECKON YacTe U KOHTPOJIbHBIX MEPOIIPHUITUH.

Boinonnenue nabopaTopHbIX pabOT 0OydarolmuMCs SIBISIETCS HEOThEMJIEMON YacTbiO
U3yYeHHs] JTUCHMIUIMHBI, OIpenesiseMoi y4yeOHbIM IUTAHOM, M OTHOCHTCA K CpEICTBaM,
00ecIeunBarOIINM PEUICHUE CIEAYIOINX OCHOBHBIX 33/[a4 00y4Jaromerocs:

— TIpHOOpeTeHHEe HaBBIKOB HCCIEIOBaHMS IMPOIECCOB, SBICHUH U  OOBEKTOB,
U3y4aeMbIX B PaMKax JaHHOW JUCIUIUTHHBI;



— 3aKpeIUIeHHE, pa3BUTHE U JIETATU3allUsl TEOPETHMYECKMX 3HAHHM, MOJTYYEHHBIX Ha
JEKIMX;

— TOoJIyueHHe HOBOM MH(OpMAIUH 110 N3y9aeMON JUCIUILINHE,

— T[pHOOpeTeHHe  HABBIKOB  CAMOCTOSITETIBHOM  paboThl ¢ J1a0OpaTOpHBIM
o0opyoBaHrEeM U pudopamu.

3ananue u TpeOOBaHUS K NPOBEAECHHUIO JIA00PATOPHBIX PadoT

— B 3aganum 1omKHO OBITH YeTKO c(hopMylIHpoBaHa 3a/1a4a, BeinoiHsiemas B JIP;

— Onwucanbl BXOJHBIE U BBIXOJIHbIE JaHHBIE AJis TpoBeaeHus JIP;

— JIP momxHa BBITIOJIHATHCS HA OCHOBE MOJYYEHHBIX TEOPETUUECKUX 3HAHUSAX;

— Bemonnenne JIP nomKHO OCYIIECTBISATHCS Ha OCHOBE METOAMYECKUX YyKa3aHUH,
MPEIOCTABIIIEMBIX TIPEIIOAABATEIIEM;

— JIP nomxkHa BBIIOJTHATHCS B CIIEHUATM3UPOBAHHOM KOMIIBIOTEPHOM KJIACCE U MOKET
OBITH JOpabOTaHa CTYJIEHTOM B JOMAIITHUX YCIOBUSX, eciu 1o3Bossier [10;

— Hrorom BeimosiHeHHOM JIP siBiIseTcst OTUET.

Ctpykrypa u ¢popma oT4eTa 0 J1a00paTOPHOIi padoTe

— IlocranoBka 3a7auu;

— BxoaHbI€ U BBIXO/HBIE JaHHBIE;

— CopepkaHue TaroB BHIOTHEHHUS;

— O0ocHOBaHMeE MMOJIYYEHHOTO pe3yibTara (BBIBON);

— Crnucok UCTOIB3yeMOH JINTEPaTypHI.

TpebGoBanus k opopMIIeHHIO 0TYETA 0 J1aGopaTOpHOIi padoTe

— Jlaboparopnas pabora (JIP) mpemocraBisieTcss B Ie4aTHOM/MITH SJISKTPOHHOM BH/IC,

— JIP momxHa cOOTBETCTBOBAThH CTPYKTYpE U (popMe oT4eTa IpeaCTaBICHHON BBIIIIE;

— JIP pomxna umetrh TuUTynapHBIM guct (I'OCT 7.32-2001 wuzpmanus 2008 roma) c
HA3BaHMEM U MOJIUCHIO CTYACHTa(0B), KOTOPHIH(bIe) ee cnenan(u) u opopmMui(un);

Crynent mospkeH 3amutuTh JIP. OTMeTKa 0 3amuTe M0 KHA HAXOIUTHCS HA TUTYJIHHOM
JIMCTE BMECTE C MOAMKUCHIO MPEeroaaBaTess.

11.3. Metoauueckue ykazaHus JUIsi 0Oy4YarOIIMXCs M0 MPOXO0XKIEHHIO CAMOCTOSITEIbHON
paboThl

B Xozie BBINOJIHEHUSI CaMOCTOSITENbHON paboThl, 00ydaroUIMiics BBIMOIHIAET paboTy IO
3aJJaHUI0 ¥ TIPU METOJMYECKOM PYKOBOJCTBE IpErojaBaTelisi, Ho 0e3 ero HermocpeICTBEHHOTO
y4acTusl.

B mporecce BBITIONHEHMS] CaMOCTOSATEIBLHON paboOThl y oOydarorerocs (GopmMupyercs
nesnecooOpa3Hoe IIaHupoBaHUe pabouero BpeMeHH, KOTOPOe MO3BOJISIET €My pa3BUBATh YMEHUS
N HaBBIKM B YCBOCHHMU W CHCTCMATHU3AllUH HpI/IO6pCTaeMI)IX 3HaHHI>'I, oOecrieunBaeT BBICOKHI
YPOBEHb YCIEBAEMOCTH B TMEPHOJ OOY4YEeHHs, MOMOTaeT TMOJIYYUTh HABBIKM TOBBIIICHUS
MpoQeCCHOHAIBHOTO YPOBHSI.

MetoauyeckumMi ~ MaTepuaiaMH,  HAMpaBJSIONIMMH  CaMOCTOSITENbHYIO  paboTy
00yJarOTUX CSASBIISIOTCS:

—  y4eOHO-METOMYECKUN MaTepHa 1o JUCIUILINHE;

—  METOJMYECKHE YKa3aHUS IO BBIMOJIHEHUIO KOHTPOJIBHBIX Pa0dOT (11 00yJaromuxcs
10 3204HOU (hopMe 0OyUeHHs).

11.4. Metoauveckre yKazaHusl [UIsl OOYYAarOIIMXCS TIO TMPOXOXKICHHIO TEKYIIETro
KOHTPOJISI YCTIEBAaeMOCTH.

Texymuit KOHTPONb YCIEBAEMOCTH TMpEeAyCMaTpUBAEeT KOHTPOIb KadyecTBa 3HAHUI
00yJarOIIUXCs, OCYIIECTBIIIEMOTO B TEUCHHE CEMeCTpa C ICJIbI0 OIEHUBAHUS XOJa OCBOCHUS
IUCIHATIINHEL



JUisi  yCHEUIHOTO TMPOXOXACHUS TEKYLIEro KOHTPOJs HEOOXOIMMO BBINOJHUTH
71a00paTOpHbIE Pa0OTHI, 3arPy3UTh UX B JINYHBINA KAOMHET M MIPOMTH MPOLETyPY 3aIIUTHI KaXKI0H
pabotbl. O1ieHKH 3a pabOThI BHICTABIISIIOTCS O MATHOAIIIFHON IIKAJIE.

11.5. Meroauyeckue ykazaHus Jjisi OOY4arOUIMXCs MO MPOXO0KIACHUIO MPOMEXYTOYHOM
aTTeCTallUU.

[Ipomexyrounass  arrectanus  OOydYaIOIMIMXCS  MPEAyCMaTpUBAeT  OICHUBAHHE
MIPOMEKYTOUHBIX U OKOHYATEIbHBIX PE3Yy/IbTaTOB 00y4YeHMs MO auciuruiiHe. OHa BKIIIOYAeT B
cedst:

— »9K3aMeH — (opma OLEHKH 3HaHUM, MOJYyYEHHBIX OOyYalIIUMCS B Ipolecce
W3YYCHUS BCEH TUCIUIUIMHBI WM €€ YaCTH, HABBIKOB CAMOCTOSATEIHHOU PaboThl, CIOCOOHOCTH
OPUMEHSTh MX JUIS PEHICHUS MPAKTUYECKUX 3aJady. DK3aMeH, Kak IMpaBUJIO, MPOBOIUTCS B
NepuoJi HK3aMEHAIMOHHOM CECCHMM U 3aBEpIIAETCS aTTECTAllMOHHOW OLIEHKON «OTIUYHO,
«XOPOILIOY», «YAOBIECTBOPUTEIHHOY, «HEYAOBIECTBOPUTEIHHOY.

Jist  yCHemHOro MPOXOXKJEHUS MPOMEKYTOYHOM aTTecTalud HEeoO0XOIuMo 3a
3alllUIICHHbIE  JIabopaTopHble PabOThl MOJYYHUTh HHTETPANbHYIO OICHKY HE  HUXKE
«YIIOBJICTBOPUTEILHO.



Jluct BHeceHUs U3MEHEHUH B pabouyro MporpaMmy JUCIUILIAHBI

JlaTta BHECEeHUs
N3MEHCHHI 1
JIOTIOTHCHUH.

IToanuce BHECHIETO
A3MEHEHHUS

Coneprxanne N3MEHEHHH W JOTIOTHEHUI

JlaTa 1 Ne

MPOTOKOIA
3aceaHus
Kadeapsl

Ionmuce
3aB.

kadempoit
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